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Abstract

Considerable effort has been devoted in recent years to the design and implementation

of microfluidic platforms for biomolecular quantitative analysis. However, today’s

platforms suffer from two major limitations: (1) they were optimized for sample-

limited analyses, thus they are inadequate for practical quantitative analysis and

the processing of multiple samples through independent pathways; (2) the integrity

of these platforms and their biochemical operations is still an open question, since

no protection schemes were developed against adversarial contamination or result-

manipulation risks.

Design optimization techniques for microfluidics have been studied in recent years,

but they overlook the myriad complexities of biomolecular protocols and are yet to

make an impact in microbiology research. The realization of microfluidic platforms

for real-life quantitative analysis requires: (1) a new optimization flow that is based

on the realistic modeling of biomolecular protocols, and (2) a microfluidic security

flow that provides a high-level of confidence in the integrity of miniaturized quanti-

tative analysis.

Motivated by the above needs, this dissertation is focused on optimized and

trustworthy transfer of benchtop biomolecular analysis, particularly epigenetic stud-

ies, to programmable and cyber-physical microfluidic biochips. The dissertation first

presents a set of optimization mechanisms that leverages cyber-physical integration

to enable real-time execution of multi-sample biomolecular analysis. The proposed

methods include a resource-allocation scheme that responds to decisions about the
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protocol flow, an interactive firmware that collects and analyzes sensor data, and

a spatio-temporal reconfiguration technique that aims to enhance the reliability of

the microfluidic system. An envisioned design for an Internet-of-Things (IoT)-based

microfluidics-driven service is also presented to cope with the complexity of coordi-

nated biomolecular research.

Next, this dissertation advances single-cell protocols by presenting optimized mi-

crofluidic methods for high-throughput cell differentiation. The proposed methods

target pin-constrained design of reconfigurable microfluidic systems and real-time

synthesis of a pool of heterogeneous cells through the complete flow of single-cell

analysis. A performance model related to single-cell screening is also presented based

on computational fluid-dynamics simulations.

With the increasing complexity of microbiology research, optimized protocol

preparation and fault-tolerant execution have become critical requirements in today’s

biomolecular frameworks. This dissertation presents a design method for reagent

preparation for parameter-space exploration. Trade-offs between reagent usage and

protocol efficiency are investigated. Moreover, an integrated design for automated

error recovery in cyber-physical biochips is demonstrated using a fabricated chip.

In order to ensure high confidence in the outcome of biomolecular experiments,

appropriate security mechanisms must be applied to the microfluidic design flow.

This dissertation provides an assessment of potential security threats that are unique

to biomolecular analysis. Security countermeasures are also proposed at different

stages of the biomolecular information flow to secure the execution of a quantitative-

analysis framework. Related benchtop studies are also reported.

In summary, the dissertation tackles important problems related to key stages of

the biomolecular workflow. The results emerging from this dissertation provide the

first set of optimization and security methodologies for the realization of biomolecular

protocols using microfluidic biochips.

v



To my beloved parents and wife.

vi



Contents

Abstract iv

List of Tables xii

List of Figures xiii

Acknowledgements xxi

1 Introduction 1

1.1 Overview of Digital Microfluidics . . . . . . . . . . . . . . . . . . . . 7

1.2 Overview of Continuous-Flow Microfluidics . . . . . . . . . . . . . . . 16

1.3 Design Automation and Optimization of Microfluidic Biochips . . . . 18

1.4 Cyber-physical Adaptation for Quantitative Analysis . . . . . . . . . 21

1.5 Security Assessment of Biomolecular Quantitative Analysis . . . . . . 24

1.6 Proposed Research Methodology . . . . . . . . . . . . . . . . . . . . . 25

1.7 Thesis Outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

2 Synthesis for Multiple Sample Pathways: Realization of Real-Time
Gene-Expression Analysis 44

2.1 Benchtop Protocol for Gene-Expression Analysis . . . . . . . . . . . . 46

2.2 Digital Microfluidics for Gene-Expression Analysis . . . . . . . . . . . 52

2.3 Spatial Reconfiguration . . . . . . . . . . . . . . . . . . . . . . . . . . 58

2.4 Shared-Resource Allocation . . . . . . . . . . . . . . . . . . . . . . . 61

2.5 Firmware for Quantitative Analysis . . . . . . . . . . . . . . . . . . . 65

2.6 Simulation Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

vii



2.7 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

3 Synthesis of Protocols with Temporal Constraints: Realization of
Real-Time Epigenetic Analysis 77

3.1 Miniaturization of Epigenetic-Regulation Analysis . . . . . . . . . . . 79

3.2 System Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

3.3 Task Assignment and Scheduling . . . . . . . . . . . . . . . . . . . . 89

3.4 Simulation Results and Experimental Demonstration . . . . . . . . . 96

3.5 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

4 A Cyber-Physical System for Microfluidics-Driven Cloud Service:
Integrative Genomic Association Studies for Cancer Research 105

4.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

4.2 Biological Pathway of Gene Expression and Omic Data . . . . . . . . 110

4.3 Case Study: Integrative Multi-Omic Investigation of Breast Cancer . 112

4.4 The Proposed Framework: BioCyBig . . . . . . . . . . . . . . . . . . 118

4.5 BioCyBig Application Stack . . . . . . . . . . . . . . . . . . . . . . . 123

4.6 Design of Microfluidics for Genomic Association Studies . . . . . . . . 131

4.7 Distributed-System Interfacing and Integration . . . . . . . . . . . . . 138

4.8 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140

5 Synthesis of Protocols with Indexed Samples Under Protocol Un-
certainties: Realization of Type-Driven Single-Cell Analysis 143

5.1 Hybrid Platform and Single-Cell Analysis . . . . . . . . . . . . . . . . 147

5.2 Mapping to Algorithmic Models . . . . . . . . . . . . . . . . . . . . . 156

5.3 Co-Synthesis Methodology . . . . . . . . . . . . . . . . . . . . . . . . 159

5.4 Valve-Based Synthesizer . . . . . . . . . . . . . . . . . . . . . . . . . 162

5.5 Protocol Modeling Using Markov Chains . . . . . . . . . . . . . . . . 168

5.6 Simulation Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175

viii



5.7 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 183

6 Timing-Driven Synthesis for High-Throughput Protocols with Pin
Constraints: Single-Cell Screening 185

6.1 Preliminaries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 188

6.2 Multiplexed Control and Delay . . . . . . . . . . . . . . . . . . . . . 194

6.3 Sortex: Synthesis Solution . . . . . . . . . . . . . . . . . . . . . . . . 209

6.4 Experimental Results . . . . . . . . . . . . . . . . . . . . . . . . . . . 218

6.5 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 228

7 Synthesis for Gene Expression-Based Parameter-Space Exploration:
Synthetic Biocircuits 231

7.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 233

7.2 PSE Based on MEDA Biochips . . . . . . . . . . . . . . . . . . . . . 237

7.3 Sampling of Concentration Factor Space . . . . . . . . . . . . . . . . 239

7.4 Synthesis Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . 243

7.5 High-Level Synthesis . . . . . . . . . . . . . . . . . . . . . . . . . . . 247

7.6 Physical-Level Synthesis . . . . . . . . . . . . . . . . . . . . . . . . . 249

7.7 Simulation Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . 262

7.8 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 267

8 Error Recovery in an Integrated Cyber-Physical Digital-Microfluidic
Platform: Fault-Tolerant Realization of Biomolecular Assays 269

8.1 Physical Defects and Prior Error-Recovery Solutions . . . . . . . . . . 270

8.2 Adaptation of the C5 Architecture to Error Recovery . . . . . . . . . 272

8.3 System Design . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 274

8.4 Dictionary-Based Error Recovery . . . . . . . . . . . . . . . . . . . . 279

8.5 Experiment Results and Demonstration . . . . . . . . . . . . . . . . . 283

8.6 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 286

ix



9 Security Vulnerabilities of Quantitative-Analysis Frameworks 289

9.1 Threats Assessment of DMFBs . . . . . . . . . . . . . . . . . . . . . 291

9.2 Manipulation Attacks on Glucose-Test Results . . . . . . . . . . . . . 295

9.3 Attacks in the Presence of Cyber-Physical Integration . . . . . . . . . 307

9.4 DNA-Forgery Attacks on DNA Preparation . . . . . . . . . . . . . . 309

9.5 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 319

10 Security Countermeasures of Quantitative-Analysis Frameworks 321

10.1 Microfluidic Encryption . . . . . . . . . . . . . . . . . . . . . . . . . 322

10.2 Aging Reinforces DMFB Security . . . . . . . . . . . . . . . . . . . . 330

10.3 Encryption Security Analysis and Simulation Results . . . . . . . . . 332

10.4 DNA Barcoding as a Biochemical-Level Defense Mechanism . . . . . 338

10.5 Benchtop Demonstration of DNA Barcoding . . . . . . . . . . . . . . 342

10.6 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . 352

11 Conclusion and Future Outlook 354

11.1 Dissertation Summary . . . . . . . . . . . . . . . . . . . . . . . . . . 354

11.2 Future Research Directions . . . . . . . . . . . . . . . . . . . . . . . . 358

Bibliography 365

Appendix A Proof of Theorem 5.1: A Fully Connected Routing Cross-
bar 394

Appendix B Algorithm for Generating the Graph Corresponding to a
Fully Connected Routing Crossbar 399

Appendix C Proof of Lemma 6.1: Derivation of Control Delay Vector
Ψ 402

Appendix D Proof of Theorem 6.1: Derivation of Control Latency αi410

x



Appendix E Proof of Lemma 7.1: Proof of Overlapping Subproblems
and Optimal Substructure for Aliquot-Generation Tree Zg[o1...oN ] 418

E.1 Overlapping-Subproblems Property . . . . . . . . . . . . . . . . . . . 419

E.2 Optimal-Substructure Property . . . . . . . . . . . . . . . . . . . . . 422

Appendix F Proof of Theorem 7.1: The Recursive Relation for an
Optimal Aliquot-Generation Tree Zg[o1...oN ] 424

Biography 433

xi



List of Tables

2.1 Notation used in Chapter 2. . . . . . . . . . . . . . . . . . . . . . . . 62

2.2 Bioassay notation and resource requirement. . . . . . . . . . . . . . . 70

2.3 Number of on-chip modules and array electrodes in CNR and CR. . . . 71

3.1 Notation used in Chapter 3. . . . . . . . . . . . . . . . . . . . . . . . 90

4.1 Miniaturized Protocols for Genomic-Association Studies . . . . . . . . 111

5.1 Design Problems for Assembling and Integrating a nb-to-mb Valve-
Based Crossbar . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 153

5.2 Notation used in Chapter 5. . . . . . . . . . . . . . . . . . . . . . . . 160

5.3 Experimental data describing protocol-condition space for ChIP using
yeast cells. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 171

5.4 Flexibility of crossbar variants (fx). . . . . . . . . . . . . . . . . . . . 181

6.1 Notation used in Chapter 6. . . . . . . . . . . . . . . . . . . . . . . . 210

6.2 Biochip configurations used in evaluation . . . . . . . . . . . . . . . . 219

7.1 Attributes of the proposed flow. . . . . . . . . . . . . . . . . . . . . . 237

7.2 Notation used in Section 7.5. . . . . . . . . . . . . . . . . . . . . . . . 247

7.3 Notation used in Section 7.6. . . . . . . . . . . . . . . . . . . . . . . . 254

10.1 The Sequence Information Related to BAR1 and BAR2. . . . . . . . 344

10.2 Description of PCR Reactions Designed in the Experiment. . . . . . . 345

10.3 Objectives of PCR Reactions. . . . . . . . . . . . . . . . . . . . . . . 346

xii



List of Figures

1.1 Examples of field-programmable CMFs. . . . . . . . . . . . . . . . . . 3

1.2 DMFBs fabricated and marketed. . . . . . . . . . . . . . . . . . . . . 4

1.3 Schematic view of a DMFB. . . . . . . . . . . . . . . . . . . . . . . . 7

1.4 Sequential images of droplet manipulation for enzyme kinetics assay [6]. 8

1.5 Custom-built fluorescence sensor. . . . . . . . . . . . . . . . . . . . . 10

1.6 Implementation of immunoassay on a DMFB using magnetic beads. . 12

1.7 A current-wire bead concentrator for segregation experiment [9]. . . . 13

1.8 On-chip heating. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

1.9 Droplet actuation in MEDA biochip. . . . . . . . . . . . . . . . . . . 15

1.10 The components and the operation of a normally closed valve. . . . . 17

1.11 A programmable microfluidic platform (PMP). . . . . . . . . . . . . . 18

1.12 Synthesis flow for a DMFB that processes mRNA samples. . . . . . . 19

1.13 Cyber-physical integration of DMFBs for error recovery. . . . . . . . 20

1.14 The proposed unified (C5) architecture for cyber-physical DMFBs. . . 22

1.15 The interactions among the various levels of the system infrastructure. 23

1.16 The DNA processing flow. . . . . . . . . . . . . . . . . . . . . . . . . 24

1.17 Glucose-calibration curve. . . . . . . . . . . . . . . . . . . . . . . . . 26

1.18 Microfluidics publications in engineering, multidisciplinary, and biol-
ogy and medicine journals from 2000 to 2012 [14]. . . . . . . . . . . . 27

1.19 The proposed workflow of biomolecular quantitative analysis. . . . . . 29

xiii



1.20 Research challenges associated with the proposed biomolecular workflow. 31

1.21 A block diagram of the thesis outline. . . . . . . . . . . . . . . . . . . 37

2.1 A protocol flowchart for quantitative analysis of gene expression. . . . 47

2.2 Assessment of NA isolation quality for two samples SA and SB. . . . 49

2.3 Generated amplification and standard curves for samples. . . . . . . . 51

2.4 Mapping of the quantitative protocol for gene-expression analysis. . . 53

2.5 C5-compliant architecture design of cyber-physical DMFBs for gene-
expression analysis. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

2.6 A CFG representation of the gene-expression analysis protocol for a
single sample pathway. . . . . . . . . . . . . . . . . . . . . . . . . . . 57

2.7 Electrode degradation model in terms of electrowetting threshold volt-
age. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

2.8 Illustration of spatial-reconfiguration schemes. . . . . . . . . . . . . . 60

2.9 Comparison of spatial-reconfiguration schemes. . . . . . . . . . . . . . 61

2.10 The components of the shared-resource coordination and allocation. . 64

2.11 The structure of the firmware layer for qPCR-based gene-expression
analysis. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

2.12 Application of the RAmp model. . . . . . . . . . . . . . . . . . . . . 69

2.13 Comparison between the four resource-allocation schemes. . . . . . . 73

2.14 Performance of the shared resource-allocation schemes with various
lengths of homogeneous pathways. . . . . . . . . . . . . . . . . . . . . 74

2.15 Illustration of training and operation methodologies in RAmp. . . . . 75

3.1 TEM image of chromatin and epigenetic gene regulation. . . . . . . . 80

3.2 Protocol for epigenetic gene-regulation analysis. . . . . . . . . . . . . 81

3.3 Proposed layered structure of a DMF platform to miniaturize a quan-
titative protocol. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

3.4 Hierarchical scheduling of DMF system components. . . . . . . . . . . 83

xiv



3.5 Resources of a DMF system used for implementing the epigenetic reg-
ulation protocol. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

3.6 The sequence of actions in the proposed real-time scheduling scheme. 93

3.7 Illustration of scheduling fluidic tasks using FCFS and LPF polices
with a limited-biochip setting. . . . . . . . . . . . . . . . . . . . . . . 93

3.8 Lookahead-based execution for a sample pathway. . . . . . . . . . . . 96

3.9 Completion times and replenishment overhead for three task-scheduling
schemes. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

3.10 Scalability of the scheduling schemes with a varying number of homo-
geneous pathways. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

3.11 Comparison between three resource-management schemes. . . . . . . 101

3.12 Experimental demonstration of hierarchical scheduling. . . . . . . . . 103

4.1 Iterative genomic-association analysis using microfluidic and compu-
tational methods. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108

4.2 The biological pathway inside a cell. . . . . . . . . . . . . . . . . . . . 110

4.3 Flow of integrative genomic-association analysis for breast cancer. . . 114

4.4 Flow of integrative genomic-association analysis for breast cancer. . . 116

4.5 Illustration of components and data flow in BioCyBig. . . . . . . . . 118

4.6 Software stack of BioCyBig. . . . . . . . . . . . . . . . . . . . . . . . 120

4.7 Flowchart of computational single-cell analysis methods. . . . . . . . 125

4.8 Proposed gamification architecture to encourage user progression and
improve service productivity. . . . . . . . . . . . . . . . . . . . . . . . 128

4.9 Components of a decision-support system. . . . . . . . . . . . . . . . 130

4.10 Visual analytics for CanLib. . . . . . . . . . . . . . . . . . . . . . . . 132

4.11 Adaptation of microfluidic platforms (clients) for BioCyBig-compliance.133

4.12 Motivation for staged sequencing to predict sequencing requirements. 135

4.13 Motivation for barcoding-aware synthesis. . . . . . . . . . . . . . . . 138

5.1 Schematic of the hybrid platform for single-cell analysis. . . . . . . . 147

xv



5.2 A flow-based device used to generate aqueous droplets containing sin-
gle cells as part of a two-phase flow. . . . . . . . . . . . . . . . . . . . 148

5.3 Droplet barcoding. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 150

5.4 A valve-based routing fabric for droplet barcoding. . . . . . . . . . . 152

5.5 C5-compliant architecture design of cyber-physical hybrid microfluidic
platform for single-cell analysis. . . . . . . . . . . . . . . . . . . . . . 155

5.6 Mapping a valve-based crossbar to a graph model. . . . . . . . . . . . 157

5.7 CFG of type-driven analysis for a single cell pathway. . . . . . . . . . 159

5.8 Overview of the proposed co-synthesis methodology. . . . . . . . . . . 161

5.9 Valve-based routing of 4 barcoding droplets (4-to-2 biochip). . . . . . 164

5.10 Incremental routing of 4 barcoding droplets (4-to-2 biochip). . . . . . 166

5.11 Architectural variants of a 16-to-8 crossbar. . . . . . . . . . . . . . . 167

5.12 A DTMC model for a single-cell protocol that considers three cell types.174

5.13 Comparison between CoSyn, ArcSyn, and ReSyn in terms of comple-
tion time. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 177

5.14 Comparison between CoSyn-Graph and CoSyn-Inc. . . . . . . . . . . 178

5.15 Comparison between CoSyn-Graph and ArcSyn in terms of cell-analysis
density. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 180

5.16 Comparison between crossbar variants using protocol completion time. 182

5.17 Impact of experiment budget on the probability of successful comple-
tion of single-cell analysis under the optimal protocol strategy. . . . . 183

6.1 The correlation between the parameters of a microfluidic channel and
system performance. . . . . . . . . . . . . . . . . . . . . . . . . . . . 187

6.2 Steps of single-cell screening, considering two cell types. . . . . . . . . 190

6.3 An RFB for single-cell screening. . . . . . . . . . . . . . . . . . . . . 191

6.4 Multiplexed control for an 8-valve channel. . . . . . . . . . . . . . . . 196

6.5 Illustration of assembling, opening, and closing a latching flow valve. 197

xvi



6.6 Multiplexed control of an 8-valve channel using 4 control pins and 6
control pins. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 199

6.7 A transposer design that exhibits 4 different flow paths. . . . . . . . . 201

6.8 Lumped-RC and Distributed-RC models of an elastic channel under
pressure. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 205

6.9 Comparison in terms of pressure and fluidic delay between the dis-
tributed model and the lumped model. . . . . . . . . . . . . . . . . . 208

6.10 Cross-sectional view of a 3-D RFB. . . . . . . . . . . . . . . . . . . . 211

6.11 The graph model of a 60-valve RFB. . . . . . . . . . . . . . . . . . . 212

6.12 Multiplexed control configurations used to connect a pair of flow valves.216

6.13 Comparison between Sortex and direct addressing. . . . . . . . . . . . 220

6.14 Detailed analysis of the screening latency for CNF4. . . . . . . . . . . 222

6.15 Impact of the number of model segments nsig on the performance. . . 224

6.16 Impact of the number of model segments nsig on the computational
cost. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 225

6.17 Impact of channel width and latency constraint lymax on the perfor-
mance. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 227

6.18 Impact of channel width and latency constraint lymax on the perfor-
mance. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 228

7.1 Study of a 3-parameter biocircuit. . . . . . . . . . . . . . . . . . . . . 234

7.2 The proposed design flow. . . . . . . . . . . . . . . . . . . . . . . . . 239

7.3 Sampling 9 points in a 2-D space using random sampling, LHS, and
OA-LHS. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 241

7.4 Mapping OA-LHS-sampled data to simplex CF space. . . . . . . . . . 242

7.5 An example illustrating the preparation of three target mixtures using
aliquots from two source mixtures and three reagent fluids. . . . . . . 246

7.6 Steps of droplet aliquoting. . . . . . . . . . . . . . . . . . . . . . . . . 250

7.7 Illustration of aliquoting constraints. . . . . . . . . . . . . . . . . . . 251

xvii



7.8 A composition graph Ga of a BRS assay that includes three target
mixtures, two source mixtures, and three reagent fluids. . . . . . . . . 254

7.9 Construction of a tree Zg[A B C] that models the generation of 3 aliquots257

7.10 MEDA-enabled aliquoting. . . . . . . . . . . . . . . . . . . . . . . . . 259

7.11 Computing an aliquot-mixing tree and the corresponding completion
time. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 261

7.12 Impact of sampling and mapping techniques on the space filling. . . . 264

7.13 Impact of β and H t on the synthesis performance. . . . . . . . . . . . 265

7.14 Illustration of the trade-off between Π and Ξ. . . . . . . . . . . . . . 266

7.15 Prediction accuracy of the regression analysis and reagent usage based
on 10 iterations of flow execution. . . . . . . . . . . . . . . . . . . . . 267

8.1 C5-compliant architecture design of cyber-physical DMFBs for error
recovery. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 273

8.2 Sequencing graph of dilution protocol. . . . . . . . . . . . . . . . . . 275

8.3 Schematic of the biochip layout. . . . . . . . . . . . . . . . . . . . . . 276

8.4 Inputs and output of the back-end software tool. . . . . . . . . . . . . 277

8.5 Steps needed to generate input files of the software tool. . . . . . . . 278

8.6 The implementation of dictionary-based error recovery using finite-
state machine. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 279

8.7 The implementation of dictionary-based error recovery using finite-
state machine. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 280

8.8 Relay board components. . . . . . . . . . . . . . . . . . . . . . . . . . 280

8.9 The Fabricated biochip which is used in the experiment. . . . . . . . 284

8.10 The experiment setup in the laboratory. . . . . . . . . . . . . . . . . 285

8.11 Snapshots extracted during the execution of the dilution-protocol ex-
periment. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 286

9.1 Participants in a general-purpose DMFB design flow and a custom
DMFB design flow. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 292

9.2 DMFB Trojan taxonomy. . . . . . . . . . . . . . . . . . . . . . . . . . 295

xviii



9.3 Malicious modification of the sequencing graph for sample preparation. 297

9.4 Golden execution of in-vitro glucose test. . . . . . . . . . . . . . . . . 302

9.5 Attack 1 on in-vitro glucose test. . . . . . . . . . . . . . . . . . . . . 303

9.6 Malicious glucose concentrations. . . . . . . . . . . . . . . . . . . . . 304

9.7 Attack 2 on in-vitro glucose test. . . . . . . . . . . . . . . . . . . . . 305

9.8 Measurement of DNA amplification using gel electrophoresis. . . . . . 311

9.9 Crude DNA samples used in the experiment. . . . . . . . . . . . . . . 313

9.10 Preparation of 4 PCR master mixes. . . . . . . . . . . . . . . . . . . 314

9.11 Preparation of the PCR plate. . . . . . . . . . . . . . . . . . . . . . . 315

9.12 Transfer of PCR tubes into the thermal cycler. . . . . . . . . . . . . . 316

9.13 Transfer of PCR tubes into the gel electrophoresis device after thermal
cycling. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 316

9.14 Migration of PCR samples through the gel. . . . . . . . . . . . . . . . 317

9.15 Results of DNA amplification for the 4 PCR reactions. . . . . . . . . 318

10.1 Microfluidic encryption. . . . . . . . . . . . . . . . . . . . . . . . . . 324

10.2 Fluidic multiplexer operation sequence. . . . . . . . . . . . . . . . . . 326

10.3 Sequencing graph of the fluidic multiplexer. . . . . . . . . . . . . . . 328

10.4 Electrowetting threshold and dielectric breakdown voltage versus di-
electric thickness. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 332

10.5 Change in the number of electrode actuations with an increase in the
number of multiplexers. . . . . . . . . . . . . . . . . . . . . . . . . . 333

10.6 Change in number of electrodes with an increase in the number of
multiplexers. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 336

10.7 Execution-time overhead associated with the random insertion of mul-
tiplexers. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 337

10.8 Execution-time overhead associated with the greedy insertion of mul-
tiplexers. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 337

10.9 Illustration of the DNA-barcoding methodology. . . . . . . . . . . . . 339

xix



10.10Structure of ssDNA and dsDNA. . . . . . . . . . . . . . . . . . . . . 340

10.11Details of the proposed security scheme. . . . . . . . . . . . . . . . . 341

10.12Sample and reagent preparation. . . . . . . . . . . . . . . . . . . . . . 346

10.13Six tubes containing master mixes. . . . . . . . . . . . . . . . . . . . 347

10.14Preparation of the PCR plate and thermal cycling. . . . . . . . . . . 348

10.15Results of DNA amplification for the 7 PCR reactions. . . . . . . . . 348

10.16Results of serial-dilution experiments that investigate the co-optimization
of DNA amplification for S. pombe samples and DNA barcodes. . . . 351

11.1 The hardware/wetware/software co-design environment and the inter-
communication channels. . . . . . . . . . . . . . . . . . . . . . . . . . 359

11.2 The use of DNA barcoding and related primers to secure proprietary
bioassays. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 363

A.1 A schematic view and a graph model of an nb-to-mb routing crossbar. 395

A.2 Iterative construction of an Fnb×mb
. . . . . . . . . . . . . . . . . . . . 396

A.3 Expanding the graph model Fk×k. . . . . . . . . . . . . . . . . . . . . 397

B.1 The application of Algorithm B.1 on a graph F10×6. . . . . . . . . . . 400

C.1 Control configurations for a valve Lx. . . . . . . . . . . . . . . . . . . 403

C.2 Canonical MC configuration for a valve Lx. . . . . . . . . . . . . . . . 405

C.3 The base MC configurations for a valve Lx. . . . . . . . . . . . . . . . 406

D.1 Demonstration of the flow path associated with a control vector ϑi. . 411

D.2 Canonical MC configuration associated with a control vector ϑi. . . . 412

D.3 The base MC configurations associated with ϑi. . . . . . . . . . . . . 415

E.1 An aliquot-generation tree Zg[o1...oN ] and its subtrees Zg[o1...ok] and Zg[ok+1...oN ].419

F.1 Possible MEDA operations to generate Zg[o1 o2]. . . . . . . . . . . . . . 425

F.2 Generation of two aliquots with different volumes. . . . . . . . . . . . 427

F.3 Possible implementations of the fragment operation. . . . . . . . . . . 429

xx



Acknowledgements

I would sincerely like to thank many people both within and outside Duke, without

whose support, this thesis would not have been possible.

I would like to express my deepest gratitude and heartfelt appreciation to Pro-

fessor Krishnendu Chakrabarty, for being an exceptional advisor and a remarkable

teacher. I have learnt a lot from him, not only on the academic front, but also on

almost all other aspects of life. He has continuously encouraged me to work on chal-

lenging problems and explore new research territories. His critical way of thinking

has greatly helped me in understanding which problems are worth tackling. I will

cherish the time we spent working together. And, I am indebted to him for his in-

valuable support, especially during my international travels. His mentorship is the

strongest pillar for the successful completion of this thesis.

I would like to thank my committee members and professors at Duke. I express

my profound gratitude to Professor Richard Fair for introducing me to the world

of microfluidics technology. His knowledge has been a great source of inspiration

and has truly helped me throughout my years at Duke. Special thanks to Professor

Kristin Scott for introducing me to the epigenetics field. I have been fortunate to

spend several days in her lab, where she has executed several experimental studies.

The results of these studies represent the basis of this thesis. I value her patience

and willingness to repeat the same experiment many times. I also thank Profes-

sor Miroslav Pajic for his invaluable advice and for the exquisite exposition to the

xxi



world of real-time systems. I appreciate his time to explain things in a way that

I understand. I would like to thank Professor Yiran Chen for being a part of my

thesis committee. Moreover, I thank Professor Hisham Massoud for his advice and

for his valuable feedback about my thesis research. I also thank all the Duke faculty

members whom I came across at some point or the other, as a graduate student.

During my years of study at Duke, I have been fortunate to travel abroad and

work with other professors on research. My heartfelt thanks and appreciation to

Professor Ulf Schlichtmann for hosting me at the Technical University of Munich

during April of 2017 and for his significant role in advancing my career. I have had

the privilege to work with him on four research papers that led to developing the

most exciting results in this thesis. My interactions with Professor Schlichtmann

have been always pleasant and full of intellectually stimulating discussions. A huge

thanks goes to Professor Rolf Drechsler for hosting me at the University of Bremen

during April of 2016. My interactions with Professor Drechsler and the members

of the Computer Architecture Group have been a pleasant experience. I am also

thankful to Professor Ramesh Karri for being an excellent mentor and collaborator.

His mentorship has been an important guidepost in my research on the security and

trustworthiness of microfluidic systems. I thoroughly enjoyed my interactions with

him and his research group. I also thank Professor Bhargab Bhattacharya, Professor

Jeyavijayan Rajendran, and Professor Sk Subidh Ali for their invaluable contribution

to my thesis.

I extend my thanks to my colleagues and friends at Duke. I would acknowl-

edge the valuable discussions and collaboration with my colleagues in Professor

Chakrabarty’s group and Professor Fair’s group. Special thanks goes to Dr. Liji

Chen and Dr. Kai Hu for their precious help in developing and testing the inte-

grated microfluidic system that was used for generating the results in Chapter 8.

My gratitude also goes to my internship mentors Srinivas Patil and Karthikeyan

xxii



Natarajan.

None of this would have been possible without the eternal support and endless

love of my parents. They have always stood by me and made sacrifices for me so

that I could pursue my dreams. I would not be the person I am without them - I

dedicate this thesis to them, for all that they have done. Last but not least, I thank

Rana; my companion, my best friend, and my lovely wife; for being my emotional

pillar, especially during hard times. I cannot thank her enough for all that she has

done for me. Her companionship is better than the best gift I could have ever asked

for!

Financial support received from the National Science Foundation and the Army

Research Office is gratefully acknowledged.

xxiii



1

Introduction

A microfluidic system is an engineered fluidic device that controls the flow of analytes,

thereby enabling a variety of useful applications. According to recent studies, the

fields that are best set to benefit from the microfluidics technology, also known as lab-

on-chip technology, include genetic analysis, DNA amplification, clinical chemistry,

cell-based assays, single-cell analysis, proteomics, point-of-care (PoC) diagnostics,

drug discovery, and nanomaterial synthesis [24, 25]. The growth in such fields has

significantly amplified the impact of microfluidics technology, whose market value is

forecast to grow from $2.65 billion in 2015 to $5.95 billion by 2020 [26]. The rapid

evolution of lab-on-chip technologies opens up opportunities for new biological or

chemical science that can be directly facilitated by microfluidic control [27].

The early generation of microfluidic devices, referred to as continuous-flow mi-

crofluidic biochips (CMFBs) [28, 29], consist of micro-fabricated channels, microp-

umps, and microvalves which are permanently etched in a silicon or a glass substrate.

Initially, CMFBs have relied on simple topologies and only a few channels; however,

commercial microfluidic devices nowadays require large-scale networks of channels

so that they can be used in implementing complex assays, such as organ-on-a-chip
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assays [14], or be exploited for real-world applications. For example, a product from

Fluidigm [30], a biotechnology company that produces CMFBs, can perform a se-

ries of gene analyses steps, including enrichment for a target DNA sequence, sample

barcoding, for multiplexed sequencing, and preparation of the sequencing library.

While early designs of continuous-flow biochips are highly efficient and robust in the

miniaturization and high-throughput execution of biochemical assays, the structure

and the functionality of such devices are tightly coupled. As a result, each biochip

is typically applicable to a narrow class of applications, and the reconfigurability of

this early technology is quite limited [3].

Recent research has focused on making traditional CMFB designs more flexible

by using valve-based reconfigurable components. For example, Silva et al. [1] intro-

duced a programmable flow-based primitive, called a transposer, that can be scaled

to create a field-programmable flow-based fabric. Also, a software-programmable

microchannel structure has been introduced in [2], which allows a software program

to control numerous valves by using microfluidic multiplexer circuitry. Similarly,

in [3], Kim et al. presented a design of field-programmable flow-based devices, called

programmable microfluidic platforms (PMPs). In these devices, fluid can be flexibly

manipulated using a 2-D array of valves that can act as both flow-switching elements

and reaction chambers. A variety of biochemical applications such as single-cell

screening and high-throughput cell barcoding can efficiently be implemented using

these reconfigurable devices. Figure 1.1 shows three examples of field-programmable

CMFBs. These reconfigurable devices have motivated researchers to develop design-

automation and testing solutions, thus leveraging the flexibility and programmability

provided by these devices [19,31–33].

Despite the advances in field-programmable CMFBs, they are still limited in

their ability to support multiple sample pathways and on-demand execution of bio-

chemical reactions; such characteristics are inherent in typical quantitative-analysis
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Figure 1.1: Examples of field-programmable CMFs. (a) A transposer-based re-
configurable CMFB [1]; (b) Software-programmable array [2]; (c) Programmable
microfluidic platform (PMP) [3].

applications such as quantitative polymerase chain reaction (qPCR) [34]. In contrast,

a digital microfluidic biochip (DMFB) is a reconfigurable lab-on-a-chip technology

that is well-suited for cyber-physical integration, thus allowing biochemical reactions

to be carried out on-demand based on a feedback sensory signal [35, 36]. DMFBs

have therefore achieved remarkable success in enabling miniaturized analysis systems

for several contemporary biochemical applications. As an indicator of commercial

success, Illumina, a market leader in DNA sequencing, has recently transitioned

DMFBs to the marketplace for sample preparation [4]. This technology has also

been deployed by GenMark for infectious disease testing [5] and by Baebies for the

detection of lysosomal enzymes in newborns [37]. These significant milestones high-

light the emergence of DMFBs for commercial exploitation and their potential for

immunoassays for point-of-care diagnosis [13,38], DNA sequencing [39], environmen-

tal monitoring [40], and synthetic biology [41]. Figure 1.2(a) and Figure 1.2(b) show

DMFBs fabricated by Illumina and GenMark, respectively. The above advances

have been a major driver for bridging the gap between the microfluidic technology

and quantitative biomolecular analysis, even though DMFBs are not as effective as

CMFBs for up-stream analysis and interfacing to the, external world especially in

single-cell applications [18, 19].

Digital-microfluidics technology allows the discretization of continuous biochem-
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Figure 1.2: DMFBs fabricated and marketed by (a) Illumina [4], and (b) Gen-
Mark [5].

ical fluids into nanoliter droplets, which can be manipulated using a patterned array

of electrodes based on a phenomenon called electrowetting-on-dielectric [42]. There-

fore, fluidic operations such as dispensing, mixing, incubation, heating, and elec-

troporation can be executed on-demand under software control in a cost-effective

manner [43]. Advantages of DMFBs are further extended by introducing a special

architecture that supports real-time detection and allows mixing of various reagents

with considerably high resolution. This architecture, known as the micro-electrode-

dot-array (MEDA) architecture [44], contains smaller electrodes (micro-electrodes),

which can be dynamically grouped to form a single micro-component (e.g., mixer

or diluter) that can perform on-chip biochemical operations. Unlike conventional

DMFBs, MEDA biochips naturally offer fine-grained mixing capabilities that can be

leveraged for producing complex biomolecular mixtures.

As the applications of molecular biology grow, greater demands are placed on

the research community to recognize the following realities about microfluidic sys-

tems [24]:

• Different microfluidic tools are not equal enablers in all scenarios. In other

words, it is imperative to identify the right applications for each class of

microfluidic biochips, which can employ appropriate microfluidic control to

improve key performance factors. For example, pressure-driven continuous-

4



flow microfluidics can be leveraged to enable ultra-high-throughput single-cell

screening (up-stream analysis) [33,45–47], whereas digital microfluidics can be

the basis for optimizing the sensitivity of sample preparation or improving

the precision of quantitative analysis (down-stream analysis) [48, 49]. More-

over, microfluidic devices can be viewed as modular components that can be

integrated on board to develop a complete analytical toolkit, thus enabling

advanced flows for molecular biology [18,19].

• A major goal in recent advances of microfluidics is to enable the miniaturiza-

tion of complex biomolecular assays. This goal, however, requires hundreds to

thousands of molecular samples to be processed on a single platform [16]. This

requirement can be realized only if appropriate design-automation (or “syn-

thesis”) and error-recovery methods are developed. New microbiology-driven

synthesis methods are especially required to cope with advances in microflu-

idics and microbiology technologies. These software tools need to use insights

from real benchtop experiments or to interact with a model that is generated

based on computational fluid dynamics (CFD) simulations; therefore, these

tools can help predict the performance of a microfluidic application with high

accuracy [50]. Similarly, developing schemes for dynamic error recovery is

equally important to verify the correctness of on-chip fluidic interactions dur-

ing assay execution [51].

• Microfluidics-driven biomolecular analysis can offer remarkable benefits, es-

pecially for PoC diagnostics and mission-critical applications such as forensic

DNA analysis. Several microfluidic commercial developers, including U.S.-

based IntegenX [52], ANDE [53], and Lockheed Martin [54], have already

started to roll out prototypes aiming to replace traditional benchtop proce-

dures for biomolecular analysis, and it is anticipated that design automation
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and cyber-physical integration will play a significant role in advancing this tech-

nology. However, the pressure to drive down costs will lead to cheap untrusted

devices and a multitude of unanticipated privacy violations if preventative mea-

sures are not taken. Sensitive information in a microfluidic device can include

data collected after processing of the fluids and personally identifying metadata.

Irresponsible handling of patient data has led to the breakup of companies in

the past [55], and current device makers would do well to learn from those

mistakes. Other issues include trust in the sensor readings themselves; the rise

and fall of Theranos, and the invalidation of two years worth of test results

set a poor precedent for microfluidics diagnostics [56]. The nascent nature of

microfluidics in biomolecular quantitative analysis presents an opportunity to

incorporate security and trust in such critical applications before it becomes

too late to rescue this rising industry from security threats.

In this chapter, we introduce basic concepts and background related to microflu-

idic technologies, provide motivation for the thesis research, and present an outline

of the thesis. Section 1.1 presents an overview of DMFBs and MEDA biochips,

and it also describes the working principle of these devices. Section 1.2 presents an

overview of CMFBs with a focus on reconfigurable CMFBs that are used for biomolec-

ular analysis. A review of previous design-automation and optimization techniques

for different microfluidic technologies along with advances in cyber-physical integra-

tion is presented in Section 1.3. For the miniaturization of biomolecular analysis

protocols, we present our vision for a multi-layered architecture for cyber-physical

microfluidic biochips in Section 1.4. A brief discussion on security assessment of

biomolecular quantitative analysis is presented in Section 1.5. In Section 1.6, the

workflow of biomolecular quantitative analysis is highlighted, and a discussion on

design-automation and security challenges are introduced. Finally, an outline of this
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thesis is provided in Section 1.7.

1.1 Overview of Digital Microfluidics

A typical DMFB consists of a two-dimensional electrode array, on-chip reservoirs,

optical sensors, and heaters, as shown in Figure 1.3(a). A cell in a DMFB consists of

two parallel plates; see Figure 1.3(b). The electrode surface is coated with a thin layer

of an insulator such as Paralyene [38]. Both plates are also coated with a thin film

to provide a hydrophobic platform that is necessary for smooth electrowetting-based

droplet actuation [57]. The gap between the top and bottom plates is usually filled

with silicon oil which acts as a filler medium, reducing surface contamination. When

an electric field Ve is applied between the parallel plates of a DMFB, the interfacial

surface energies are modulated and an electrical double layer is created, which in

turn alters the apparent contact angle θe(Ve) of a conductive liquid droplet that is

in contact with the hydrophobic surface (Figure 1.3(b)). The change in the contact

angle, in turn, influences the wetting behavior of the droplet. This phenomenon

is known as electrowetting-on-dielectric (EWOD), and it can be modeled using the

Lippmann-Young equation [57]:

Mixers

HeatersMagnetic-
bead 

concentrator

Optical 
detector

Reservoirs

xy

(a)

Droplet

Glass substrate
Top-plate

Bottom-plate

Ground electrode

Control electrodes

Hydrophobization

ActiveInsulator

(b)

!" #"

$"

Figure 1.3: Schematic view of a DMFB: (a) A DMFB with a 2D array of electrodes
and (b) A side-view of the DMFB.
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cos θe(Ve) = cos θe(0) +
ε0εrV2

e

2de · γLG
(1.1)

where γLG is the liquid-gas interfacial tension, ε0 is the permittivity of vacuum,

εr is the permittivity of the bottom insulator, and de is its thickness. Using the

EWOD mechanism, picoliter droplets can be electrically transported and manipu-

lated through various fluidic operations such as mixing, splitting, heating, and incu-

bation [42]. Figure 1.4 shows snapshots of droplet manipulation for enzyme kinetics

assay [6]. Droplets containing trypsin and a fluorescent reporter are dispensed (Frame

1), merged (Frame 2), and then continuously moved around electrodes (Frames 3–6)

to mix the reagents.

Since discrete droplets are manipulated independently on the biochip, DMFBs

are especially suitable for microbiologists and biomedical engineers to seamlessly

process several steps of biomolecular reactions [48] without the need for a bulky sur-

rounding instrumentation or a complex microfluidic-channel structure [58]. Digital-

microfluidics technology has proven its ability to handle complex biological proto-

cols, from manipulation of cell suspensions [59], or cell harvesting [60] to parallel

10–50� faster when the droplet is continuously moved across

the device relative to cases in which the droplet remains

stationary. Unfortunately, if a droplet contains proteins or

other sticky reagents, droplet movement may be unreliable (see

Fig. 3), which could negate this effect. We hypothesized that

application of feedback control to this assay (with reliable,

continuous droplet movement) would facilitate faster mixing,

leading to a more accurate experiment.

Table 2 Transport of complex liquids with and without feedback control

Reagent

Maximum % completion
Velocity (mm s�1) at which max %
completion is achieved

No feedback Feedback No feedback Feedback

Cell media with 10% FBS 56.1 98.1 0.95 1.89
1% BSA in PBS 68.6 99.1 0.47 2.53

Fig. 4 Enzyme kinetics assay with and without feedback. (a) Series of frames from a movie depicting an enzyme kinetics assay. Droplets containing

trypsin and a fluorescent reporter are dispensed (frame 1), merged (frame 2), and then continuously moved around electrodes (frames 3–6) to mix the

reagents. Dyes were added to the droplets to assist in visualization. (b) Fluorescence measurements as a function of time collected in three-minute

intervals from assays implemented with and without feedback. Droplets moved with feedback had perfect fidelity, while droplets moved without

feedback had poor fidelity (and hence, slower mixing). Each experiment was repeated three times on separate devices, and error bars are �1 SD.

This journal is ª The Royal Society of Chemistry 2011 Lab Chip, 2011, 11, 535–540 | 539
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Figure 1.4: Sequential images of droplet manipulation for enzyme kinetics assay [6].
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cell-based screening [61] or highly multiplexed enzymatic reaction [62]. The flex-

ibility provided by this technology for integrated biomolecular analysis has been

supported by advances in integrated sensing technologies [63], magnetic bead ma-

nipulation [9], on-chip thermal-cycling procedures [7], and DMFB-enabled electro-

poration techniques [64]. These advances lay the groundwork for enabling complex

bench-top biomolecular procedures on programmable and cyber-physical DMFBs.

Sensing Systems for Biomolecular Analysis

Sensing systems on DMFBs can be used to detect a biological event or quantify

the existence of a constituent biochemical analyte during an analytical procedure.

Examples of biochemical analytes are toxins in food, pollutants in air/water, and

intracellular biomolecules. Researchers have developed numerous integrated sensing

techniques that are used in concert with DMFBs; these techniques can be functionally

classified into three main categories [65]: (1) optical detection (e.g., absorbance, flu-

orescence, chemiluminescence, and surface plasmon reasonance detection); (2) mass

spectrometry; (3) electrochemical detection. Fluorescence detection is the dominant

sensing method for biomolecular analysis—it is widely used because the fluorescent

labeling techniques are well-established and they provide quantification results with

superior selectivity and sensitivity despite small sample volumes [38,66]. We briefly

describe fluorescence detection below.

Fluorescence detection: Contemporary biomolecular research relies extensively on

analyzing amplified DNA signals in correspondance with biological events such as

chromatin packing alteration [67]. To develop a single-chip solution that incorpo-

rates the purification and detection of DNA signals, a fluorescence sensor along with

a fluorescent dye injected to the sample are used to analyze the fluorescence gener-

ated by the on-chip quantitative polymerase chain reaction (qPCR) protocol [49,68].

In [7], Hsu constructed a custom-built fluorescence sensor that is adequate for qPCR
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A DMFB

LabVIEW
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Figure 1.5: Custom-built fluorescence sensor [7]: (a) a schematic view of the sensor
setup; (b) sensor analyzing a sample on a DMFB.

experiments, and it consists of five major components (Figure 1.5):

1. A 4.5 mW 532 nm collimated diode laser (light source), whose power supply is

controlled by a software program.

2. A filter cube that is installed with three filters (excitation filter, dichroic mirror,

and long-pass emission filter); the filters are used to provide the appropriate

wavelength of light to excite the fluorescent molecules in the sample and also

to filter the light reflected from the sample.

3. Two optical fibers (cube-to-device and cube-to-spectrometer) to focus the laser

beam.

4. A CCD spectrometer that captures the reflected fluorescence signal.

5. A software program (LabVIEW) that controls the setup.

A significant advantage of fluorescence sensors is that they can be used to visu-

alize multiple fluorescent molecules by simply adjusting the excitation and emission

filters to detect the fluorophores in a sample—this feature enables multiplex genomic

analysis even with multiple samples.
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Lensless sensing: Although optical microscopy provides high-resolution imaging of

biomolecular samples, it relies on high-magnification and high-numerical aperture

objective lenses. A new trend has recently emerged to design lensless microscopy that

can provide high-resolution images without the use of any focusing lenses, offering

cost-effectiveness and portability features [69,70]. Such technqiues can be easily used

to detect and monitor cells, and they can be widely utilized in the early phases of

quantitative-analysis workflow.

Magnetic-Bead Manipulation for Particle Detection

In recent years, digital microfluidic (DMF) methods have been employed for separat-

ing molecules of interest from a mixture of biological samples—this utility has been

widely used for the miniaturization of immunoassays [38,71] and nucleic-acid purifi-

cation protocols [7]. For this purpose, a droplet containing antibody-coated magnetic

beads of sizes ranging from micrometres to nanometres is mixed with the biologi-

cal mixture, and a magnetic field is applied to segregate the molecules of interest

from the mixture [8]; see Figure 1.6. Early methods of magnetic-bead manipulation

relied on permanent magnets and a mechanical system to control the segregation

process [72, 73]; thus limiting their potential in developing integrated microfluidic

devices. In addition, although permanent magnets can have strong field gradients

and therefore they are capable of trapping large quantities of beads, they are less

successful in separating magnetic beads with small magnetic moment differences.

To overcome the above drawbacks, on-chip magnetic-bead manipulation has re-

cently been demonstrated using an integrated current-wire digital microfluidic de-

vice [9]. The significance of this approach is that different kinds of magnetic beads

can be separated within a droplet, since magnetic beads (with different sizes) may

react differently to alterations of current within the wires [71]. This capability al-

lows selective multiplexed quantitative analysis on chip such as multiplex chromatin
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Figure 1.6: Implementation of immunoassay on a DMFB using magnetic beads [8]:
(a) dispensing of reagents, (b) incubation, (c) immobilization of magnetic beads, (d)
removal of supernatant and washing, (e) adding fresh wash buffer.

immuneprecipitation (ChIP). In this setting, we can conduct an experiment with mul-

tiple tagged cell samples; these samples could be identical or may be cells exposed to

different (drug/epigenetic) conditions if needed. A specific cell sample would need to

be bound to a selected antibody attached to magnetic beads of a certain size. This

process may be streamlined by allowing a specific sample (e.g., green-/yellow-tagged

sample) to be bound with a pre-specified antibody, based on the “detected” sample

tag. For example, we can control the system such that if tag “A” is detected, then

use antibodies attached to magnetic beads of sizes “S1, S2” that will be separated

individually. Therefore, the use of integrated wires for on-chip magnetic-bead ma-
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Figure 1.7: A current-wire bead concentrator for segregation experiment [9].

nipulation can be harnessed to achieve controlled multiplicity. Figure 1.7 shows an

example of a chip layout and a fabricated chip with a current-wire bead concentrator.

On-Chip Heaters

Precise cycling of temperatures is a critical step for implementing qPCR-based

biomolecular analysis. As a result, the design of on-chip thermocyclers has received a

great deal of attention in the literature [7,15,38,49,68]. The goal here is to minimize

the thermal mass and thus the PCR time via system integration. In [68], Hua et

al. in presented a spatial qPCR design by making use of the capability to shuttle

droplets between fixed heating zones to achieve cycling—this scheme has been also

adopted in [38]. An alternative temperature-cycling approach has been presented

by Rival et al. in [49], Norian et al. in [15], and Hsu in [7] elucidating a temporal
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qPCR design in which the droplets are kept stationary on thermocyclers’ sites while

temperature variations are precisely controlled over specific time intervals. Despite

its complexity, the latter approach has become increasingly valuable as researchers

get better control of thermocycling during the course of the experiment; see Fig-

ure 1.8(a). Furthermore, this approach provides the option of using the integrated

thermocyclers for other purposes, such as thermal cell lysis.

The design of a temperature-varying thermocycler traditionally relies on a resis-

tive heater such as a high-resistance polysilicon resistor, a temperature control sys-

tem, and a temperature sensor; see Figure 1.8(b). The temperature control system

is responsible for modulating the on-chip heater to perform thermocycling, whereas

a temperature sensor (e.g., a thermocoupler) can be used to monitor the thermal

cycling thus determine the progression of the PCR reaction in correspondance with

fluorescence sensors (explained in Section 1.1) [15]. The temperature control system

relies on a feedback from the temperature sensor to conduct two functions. First,

LabVIEW

software

Power 

supply

Signal 

conditioning

On-chip 

heater

Thermocouple

Computer

(a)

(b)
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Figure 1.8: On-chip heating [7]: (a) a DMFB device with a temperature-varying
on-chip heater, (b) a schematic of the closed-loop temperature control system, (c) a
thermocouple (sensor) taped to the bottom of a DMFB device.
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the system regulates the on-chip heater to carry out thermocycling using a PID algo-

rithm. Second, when cooled to a preset temperature, it will trigger the fluorescence

sensing system to perform spectrum acquisition. The temperature sensor, in turn,

can be permanently mounted on the chip substrate [15] or manually aligned and

attached to the bottom of the microfluidic biochip [7], as shown in Figure 1.8(c).

MEDA Biochips for Biomolecular Mixture Preparation

The MEDA architecture is a digital microfluidic technology, which consists of an

array of identical basic microfluidic units called microelectrode cells (MCs); see Fig-

ure 1.9(a-b) [44]. Each MC consists of a microelectrode and a control/sensing circuit.

Using this configuration, MEDA biochips can employ the the concept of a sea-of-

micro-electrodes, where microelectrodes can be dynamically grouped to form a single

micro-component (e.g., mixer or diluter) that can perform on-chip biochemical op-

erations. A prototype of MEDA biochips has been demonstrated in [74].

By using a conventional DMFB, a biomolecular mixture that comprises several

reagents can be systematically prepared using a sequence of (1 : 1) mixing-splitting

Figure 1.9: Droplet actuation in MEDA biochip: (a) side view; (c) top view; (c)
MEDA-enabled (m,n) mixing model; (d) MEDA-enabled (m,n) aliquoting/splitting
model.
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operations only. In this (1 : 1) model, an intermediate droplet is generated by mixing

two reagent droplets of equal volume, and a large droplet can be split only into two

small droplets of equal volume. Clearly, this model has limitations if the requirement

is to produce a mixture that has a large number of constituent reagents with different

volumetric ratios. MEDA biochips, on the other hand, utilizes the dynamic grouping

of microelectrodes to extend the above model to a general (mx : nx) mixing-splitting

model [75]; thus enabling droplets with different volume to be mixed or split with

high resolution. As shown in Figure 1.9(c), MEDA enables two reagent droplets of

volume 15 and 22 nL to be mixed to generate a 37 nL mixture with volumetric ratios

40% and 60%, respectively. Also, Figure 1.9(d) shows a generalized MEDA-enabled

splitting (or aliquoting) operation. Such a powerful capability can be exploited to

produce biomolecular mixtures with high precision.

1.2 Overview of Continuous-Flow Microfluidics

A typical CMFB device is composed of two elastomer layers, as shown in Fig-

ure 1.10(a). The layers are bonded using a sandwiched polydimethylsiloxane (PDMS)

membrane, which forms a valve that controls fluid flow through the channels of the

top layer [10]. Biochemical fluids are carried at the top layer (flow layer) and the

other layer (control layer) provides the vacuum to deflect the PDMS membrane “out-

side” the flow channel to permit fluid flow–this valve is characterized as “normally

closed” (Figure 1.10(b)). Such a control mechanism can be used to control the move-

ment of a continuum of liquid or a collection of droplets enclosed in an oil medium,

referred to as a two-phase system [76]. A major benefit of this mechanism is its

capability to perform single-cell isolation and sorting in a high-throughput manner,

making CMFBs superior in single-cell screening applications. Given the nature of

fluid control in CMFBs, these devices can also be referred to as flow-based microflu-

idic biochips.
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Figure 1.10: (a) The components, and (b) the operation of a normally closed valve
(2-D cross-sectional view) when it is kept closed (left) and when it is forced to open
(right) [10].

Field-programmable flow-based devices can play a key role in the automation

of chemical and biochemical analysis. Not only do they allow programmable exe-

cution of biomolecular applications, but they can also be integrated with detection

platforms, thereby improving both performance and portability. In [3], a pneumat-

ically actuated PMP was used to perform genetic analysis, allowing quantitative

reactions to be performed inside the valve chambers and an integrated fluorescence

sensor to examine gene-expression levels. This technology can be further advanced

by using multiple fluidic and pneumatic layers with parallel pumping mechanisms

(analogous to multi-core processors), thus enabling high-throughput parallel analy-

ses. Figure 1.11 shows a PMP designed for genetic analysis, the fluorescence response

detected at a valve chamber based on a molecular reaction, and a possible quad-core

PMP system, respectively.

Despite the obvious benefits of field-programmable flow-based devices, the un-
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Figure 1.11: A programmable microfluidic platform (PMP). (a) PMP-based ge-
netic analysis. (b) Fluorescence images of genetic-analysis outcomes. (c) An envi-
sioned quad-core PMP system [3].

derlying pneumatic control still needs appropriate design-automation tools to enable

on-demand execution of biomolecular reactions. Furthermore, reducing expensive

off-chip control is still a major challenge that has yet to be addressed in a systematic

manner.

1.3 Design Automation and Optimization of Microfluidic Biochips

Motivated by the increasing complexity of biochemistry-on-chip, research on de-

sign automation for both digital microfluidic and flow-based microfluidic devices

has received much attention over the past decade [77–80]. The goals of such design-

automation methods are twofold: (1) non-expert users of microfluidic platforms (e.g.,

a local clinician in a rural area [81, 82]) should be able to utilize only a high-level

specification of a protocol, e.g., a sequencing graph (Figure 1.12(a)), to program
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Figure 1.12: Synthesis flow for a DMFB that processes mRNA samples: (a) se-
quencing graph, (b) design specification, (c) library of DMFB modules, (d) scheduled
sequencing graph, and (e) droplets control using actuation sequences.

a biochip; (2) using information about a microfluidic device such as resources of a

DMFB (Figure 1.12(c)) and pre-specified operation constraints (Figure 1.12(b)), a

well-established synthesis framework must convert the abstract representation of a

protocol into an executable code, e.g., actuation sequences in DMFBs. The synthesis

outcome can be used to timely control the actuators, e.g., electrodes of a DMFB;

thus moving droplets to execute the associated protocol, as shown in Figure 1.12(e).

Early research on design automation for both technologies focused on schedul-

ing, resource mapping, droplet routing, and sharing of control pins (or pressure

sources) [83–102]. Algorithms have been also developed for on-chip solution prepa-

ration [103–105] and droplet routing while avoiding cross-contamination [106–109].

However, these methods are limited to single sample pathways and they are inade-

quate for single-cell analysis. Moreover, a major drawback with these methods is that

they cannot handle uncertainties in the order of fluidic steps in bioassay execution—

these characteristics are prevailing in biomolecular quantitative-analysis protocols.

19



Also, the interplay between hardware and software in the biochip platform (cyber-

physical system design) or the real-time coordination between different microfluidic

solutions was not considered in these early methods.

Based on the existing hardware platform of biochips and emerging on-chip sens-

ing techniques, the concept of a cyber-physical microfluidic biochip has been mainly

introduced to DMFBs [11]. In such a biochip (Fig. 1.13(a)), the control software

(cyber space) and the hardware platform (physical space) are tightly coupled. Such

a design consists of two main functional components: (1) the feedback sensor con-

nectivity that ensures real-time detection of the sample droplets; (2) intelligent con-

trol software (online synthesis) that captures the detection outcome and provides

an appropriate action; see Figure 1.13(b). Design and optimization techniques for

cyber-physical DMFBs have thus far considered only error recovery [11,21,110–113]

and termination control of a biochemical procedure such as PCR [36].

However, these designs do not support real-time decision making for protocols
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Figure 1.13: Cyber-physical integration of DMFBs for error recovery [11]: (a)
Feedback system configuration (not drawn to scale); (b) System block diagram.
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designated for multiple samples, and they do not exploit the potential of DMFBs for

quantitative analysis-based biochemical reactions. Gao et al. [114] proposed a mod-

ular design with built-in electronic control to enhance the reliability and robustness

of DMFBs. However, this design can only be used for droplet volume measurement

and position control. With this computationally expensive method, the control of

more than a few droplets transported concurrently on an array becomes impractical.

In [115], an experimental demonstration of hardware-based real-time error recovery

in integrated cyber-physical DMFBs has been shown. In this work, a capacitive

sensor, signal conditioning circuit along with a hardware control machine have been

used to address reliable bioassay execution in a practical setting. Yet this framework

lacks support for real-time quantitative measurement.

Therefore, a major limitation of all prior work on design automation and cyber-

physical integration is that they are limited to simple droplet manipulation on a

chip; however, in order to make DMFBs useful to a microbiologist, we need a new

design paradigm to demonstrate that these chips can be used for actual biomolecular

protocols from microbiology [12].

1.4 Cyber-physical Adaptation for Quantitative Analysis

Our premise is that significant rethinking in system design is needed to ensure cyber-

physical system (CPS) adaptation for quantitative analysis on-chip. Figure 1.14

illustrates the proposed CPS-inspired 5-layer C5 (based on the C for each level)

architecture [12]. Today’s design methods incorporate online biochemistry-on-chip

synthesis, which provides reconfiguration capability to recover from operational er-

rors (Level IV in Figure 1.14). However, there is still a gap between the physical

space and online synthesis, which impedes the use of DMFBs for quantitative anal-

ysis due to the lack of autonomous data analysis and intelligent decision-making.

There is a need to explore algorithmic innovations that fill the gap between the
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Figure 1.14: The proposed unified 5-layer (C5) architecture for cyber-physical
DMFBs [12].

control and monitoring of the physical space on one side, and the cyber space (i.e.,

online biochemistry-on-chip synthesis) on the other side. Coupling the firmware with

online synthesis will potentially open new opportunities for dynamic synthesis. For

example, the need for short time-to-result might require the prioritizing and selec-

tion of samples for detection. These ideas can also be extended to prioritize the

bioassays selected for synthesis in a multi-assay setting. Such coupling between the

firmware and online synthesis is key in type-driven single-cell analysis [116], where

the selection of a quantitative protocol depends on the cell type.

An important objective of our research is to integrate these levels to enable the

seamless on-chip execution of complex biochemical protocols. As shown in Fig-

ure 1.14, each level is expected to play a distinct role. With the integration of sensors

at the hardware level (Level I), there is a need to provide analog signal acquisition

and digital signal processing capabilities to transform the received signals into read-

able data. This can be achieved via a signal conditioning level (Level II). Previous

designs of cyber-physical DMFBs have attempted to integrate this level with the

system infrastructure, but only for the limited purpose of error recovery [11].
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Figure 1.15: The interactions among the various levels of the system infrastructure.

The uppermost level (Level V) will be the system coordinator. It will be responsi-

ble for adapting the flow of protocol execution based on the decisions conveyed from

the firmware (Level III). Adaptation is therefore supported by an application model,

which keeps track of application progress, and a performance model that keeps track

of the alterations in a target performance metric such as chip utilization, degrada-

tion level, or droplet evaporation. Figure 1.15 illustrates the anticipated interactions

among the various levels of the system infrastructure. We explain the adaptation

of the C5 architecture for gene-expression analysis, single-cell analysis, and dynamic

error recovery in Chapter 2, Chapter 5, and Chapter 8, respectively.
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1.5 Security Assessment of Biomolecular Quantitative Analysis

With an increasing interest in biochip-based automation of quantitative analysis

especially for mission-critical applications, a malicious adversary can seek an op-

portunity to tamper with the results of a DNA quantitative analysis. Tampering

can result in the complete destruction of a sample, or modification of the biochem-

ical process such that it produces a misleading result. Motivations are varied and

may include the obstruction of justice, activism, or sabotage of a medical-services

corporation.

In real-life scenarios, the adversary can be present in any stage of the analy-

sis process—evidence exists for integrity compromises at every phase of the DNA

processing flow (Figure 1.16). The capabilities of an attacker will vary depending

on where the attack takes place. An attacker at the sample collection phase does

not require much technical expertise; it is sufficient to substitute another person’s

DNA sample at an opportune time. An attacker who wishes to tamper at one of

the processing phases may require a sophisticated knowledge of how the processing

equipment is constructed and its security vulnerabilities.

Hence, there is a broad set of attacks against the DNA processing flow, classified

based on where an attack can take place within the flow of information. Note that this

analysis applies in more traditional analysis settings, where samples are transported

to laboratories, as well as in emerging lab-on-a-chip platforms where processing can

be completed within hours.

Figure 1.16: The DNA processing flow.
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Biochemical Level: Attacks on the integrity of DNA processing can occur even be-

fore DNA analysis begins. DNA processing flows currently assume that the samples

under investigation were collected in a trustworthy manner. That is, the samples do

not have contamination or were not exposed to environmental conditions that would

lead to fouling of the samples. In a more adversarial setting, trust in the collections

requires that the samples were not deliberately replaced by a malicious actor. This

assumption has proven to be invalid in several occurrences [117,118].

Bioassay Level: Once the DNA samples are collected, they must be processed and

analyzed for comparison with reference samples or a DNA database. The instructions

for carrying out the processing are specified with a bioassay that instructs when

samples are mixed, heated, or split with other reagents to obtain a desired result, such

as in the polymerase chain reaction (PCR) used for DNA amplification. Tampering

of the bioassay can lead to the loss of precious samples that may be impossible to

re-collect, or can lead to misleading results that are inconclusive.

System Level: The support systems that surround the DNA processing are poten-

tial attack surfaces that must be evaluated. As shown in Section 1.3, microfluidic

biochips are often supported by computer-based controllers and sensor feedback. The

results obtained from sensors must be transmitted electronically, which could poten-

tially be tampered with. Furthermore, the storage and disposal of samples leaves

open questions about how secure the entire flow of information is.

1.6 Proposed Research Methodology

Quantitative-analysis protocols rely on the estimation of the dose-response rela-

tion curve for biomolecular compounds (e.g., protein, gene, cell, tissue, and organ),

wherein the response of a biomolecular compound is studied with changing dose. Us-

ing the dose-response curve, we can estimate the dose or concentration of a substance,

such as dye fluorescence intensity, associated with a specific biological response, such
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as gene expression. Figure 1.17 shows an example of a dose-response relation curve

for investigating blood-glucose concentration using a colorimetric assay; the change

of dye color is associated with glucose concentration and it is detected using an on-

chip absorbance measurement system such as LED-photodiode [13]. In this context,

the dose-response relation curve is known as glucose-calibration curve. This curve

therefore helps in interpolating the concentration of a glucose sample under test. As

shown in Figure 1.17, the reaction rate of the sample is a point on the Y-axis and

the corresponding point on the X-axis is the sample concentration. Similarly, the

dose-response relation is also applied through qPCR to investigate gene expression,

producing what is known as qPCR standard curve [119].
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Figure 1.17: Glucose-calibration curve [13]:
The X-axis represents the different concentrations
formed by these dilutions (in mg/dL) and the
Y-axis represents the rate of reaction quantified
by the change in absorbance degree reported as
AU/sec (absorbance unit per second).

As briefly shown in Sec-

tions 1.1 and 1.2, several en-

gineering solutions have been

developed for chip-scale im-

plementation of biomolecular

steps [120]. Although these

designs are completely sensi-

ble from an engineering per-

spective, they may not be

appropriate for real-life scien-

tific applications—these meth-

ods oversimplify the dynamics

of large-scale biomolecular pro-

tocols, leading to a large gap be-

tween academic engineers and biologists [121]. Figure 1.18 shows the growth of mi-

crofluidics publications in engineering journals compared with biology and medicine

journals, and the gap between them.
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Figure 1.18: Microfluidics publications in engineering, multidisciplinary, and biol-
ogy and medicine journals from 2000 to 2012 [14].

Similar to the gap between biochip engineering and translational research, there

is also a gap between what microfluidics can offer for DNA-processing applications

and the perception of this technology by the end users. For example, in the DNA

forensics application, a survey performed by Walsh [122] concluded that current re-

search for improving DNA forensic analysis has been only directed at technological

advancement, and research that establishes trust in DNA forensic science has been

limited. As briefly shown in Section 1.5, lack of trust in biochip-based DNA process-

ing flows is upheld due to potential vulnerabilities in current systems. Hence, filling

the trust gap is necessary to introduce the microfluidic technology as a true enabler

for a wide scale of DNA-processing applications.

As a result, the dissemination of microfluidic technology in translational research

and real-life applications needs to come from an alliance between engineering and mi-
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crobiology parties. For this purpose, this thesis addresses challenges associated with

design optimization and security threats; these challenges arise from mapping realis-

tic implementation of quantitative-analysis protocols to the chip-scale. The proposed

research is led by a set of benchtop experiments from the epigenetics domain.

Workflow of Biomolecular Quantitative Analysis

The proposed research is an effort to bridge the above gaps—that is to streamline

design methodologies related to the miniaturization of quantitative-analysis proto-

cols. For this purpose and motivated by our benchtop studies, explained later in

Chapters 2, 9, and 10, our first goal is to pinpoint the main characteristics of these

protocols, whereby these characteristics can be incorporated into the algorithms un-

derlying the design-automation and security flows.

An experimental framework for quantitative-analysis studies must ultimately be

designed with considering the following key objectives:

1. From a technical perspective, a protocol framework needs to be optimized to uti-

lize the lowest amount of samples to obtain answers to questions in biology with

the highest possible precision. A clear example of this challenge is the realization

of ChIP-seq protocol, wherein reducing the number of cells is a major goal to make

ChIP-seq widely adopted [123]. However, sample reduction in turn entails a signif-

icant decrease in the precision of reported DNA-protein bindings (i.e., sequencing

coverage) [124]. Another example is the realization of parameter-space exploration

in synthetic biology, where a number of DNA mixtures are prepared and used to

examine the gene-regulatory space of a biological circuit [20]. Reducing the number

of samples clearly lowers the system cost and increases the chance of utilizing the

framework for larger circuits. Nevertheless, sample reduction may lead to imprecise

identification of a gene-expression profile. As a result, co-optimization of framework

cost and application performance is essential.
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2. From a biology perspective, an experimental framework aims at the identification

of biomolecules—also known as up-stream analysis—that exhibit specific or abnormal

biological behaviour (e.g., fluorescence-based gene expression/suppression due to en-

zymatic reaction) or the causative exploration of biomolecules—also known as down-

stream analysis—that contribute to the in vivo interactions leading to such biological

behaviour (e.g., the impact of protein binding to DNA at specific genomic regions).

Such causative exploration therefore requires a method for indexing/barcoding sam-

ples at the end of up-stream analysis to account for cellular heterogeneity [125].

As a result, the workflow of biomolecular analysis adopted in this thesis consists

of three main stages: experiment and sample preparation, sample labeling and dif-

ferentiation, and multi-sample experimentation, as shown in Figure 1.19. The first

stage, i.e., biomolecular sample preparation, is carried out seeking co-optimization

of experiment goals (e.g., amount of input samples, resources, and application pre-

cision) [124]. A decision at this stage impacts the following protocol procedures.

The second stage, i.e., sample labeling and differentiation, is focused on developing

scalable methods for differentiation of heterogeneous samples within down-stream

analysis [19, 33, 126]. The third stage, i.e., multi-sample protocol experimentation,

represents the implementation of protocol procedures using multiple sample path-

ways in order to obtain quantitative results; this stage applies to both up-stream and

down-stream analyses [119, 127, 128]. Our goal is to address design-automation and

trust challenges associated with these stages, considering all levels of information

flow described in Section 1.5: biochemical level, bioassay level, and system level.

Experiment and 
Sample Preparation

Sample 
Differentiation

Multi-Sample Protocol 
Experimentation

(Up-stream & down-stream)

Stage #1 Stage #2 Stage #3

Figure 1.19: The proposed workflow of biomolecular quantitative analysis.
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Workflow-Related Design-Automation Challenges

We highlight the main design-automation challenges associated with the above stages

(see Figure 1.20(a)):

1. Co-optimization of protocol parameters for precise results: Biomolecular

protocols are employed to capture precise biochemical interactions at the molecule

scale. For example, in synthetic biology, protocols are implemented to build complex

networks of molecular components and gene-regulatory parameters that can per-

form new biological functions. Optimal configuration of these parameters requires

producing numerous DNA mixtures in order to modulate the parameter space of

the biological circuit in a precise manner [20]. This process however can be cost-

prohibitive, especially for a design with a large number of parameters. Therefore, a

co-optimization design methodology is needed to investigate the correlation between

the cost of DNA sample production and protocol precision.

2. Support for indexing/labeling samples (cells): Previous microfluidic so-

lutions have been developed to classify cell types (using cell sorting) or perform

biochemical analysis at the cell-level on pre-isolated types of cells [116]. With the

emergence of point-of-care microfluidic platforms for single-cell analysis, new tech-

niques are needed to efficiently classify cells and conduct biochemical experiments

on multiple cell types concurrently. System integration and design automation are

major challenges in this context. To enable such an integrated system, it is necessary

to develop a microfluidic platform and a design-automation framework that combine

the following steps of single-cell experimental flow: (1) cell encapsulation and differ-

entiation; (2) sample-indexing (barcoding) to keep track of the samples identity; (3)

type-driven biochemical analysis.

3. High-throughput and scalable screening of heterogeneous samples: Single-
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Figure 1.20: Research challenges associated with the proposed biomolecular work-
flow: (a) design-automation challenges; (b) potential security threats.

cell screening is a necessary step for sample differentiation (Stage #2 in Figure 1.19),

and many microfluidic solutions for single-cell screening/sorting have been devel-

oped [46]. However, such solutions need significant improvements so that a fully

integrated microfluidic workflow for scalable, high-throughput single-cell screening

becomes a reality. There are three major drawbacks in these solutions: (1) limited

sorting capacity: most of the current microfluidic solutions are well-suited for sep-

arating only two types of samples via a T-junction configuration [129], even with

the use of different-sized magnetic beads for trying to scale the sorting scheme; (2)

unreliable sorting: using digital microfluidics for cell soring improves the through-

put capacity, however, it relies on a repeated sequence of splitting to separate single

cells—the splitting operation on DMFBs is highly variable and may lead to unre-

liable screening; (3) lack of cell barcoding: screened samples need to be barcoded

(indexed) to be prepared for down-stream analysis—such an integrated capability
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has not been realized with today’s screening methods. Hence, it is required to de-

velop a microfluidic system and a design-automation framework to support scalable,

high-throughput single-cell screening.

4. Independent sample pathways, online decision making, and quantifica-

tion of results: Quantitative results are reported numerically and are compared

against an accompanying reference interval for interpretation. For this purpose, mul-

tiple samples are treated through independent sample pathways. Subsequently, the

distributed detection results of the sample pathways are collected and fused to report

a final quantitative result. Therefore, to support multiple sample pathways, it is re-

quired to extend the traditional sequencing graph model to represent the associated

bioassay protocols for all samples. Note that the procedures associated with these

protocols can either be identical for all samples or be unique to each sample type

according to the application specifications. This modeling technique is similar to

the multifunctional design scheme presented in [95], which combines a set of multi-

plexed bioassay protocols in the same platform. Our solution, however, executes the

bioassay protocols concurrently and collects detection results from all these protocols

(using firmware) to reach a meaningul conclusion.

Another important feature of quantitative protocols, especially epigenetic protocols,

is the inherent uncertainty about the order of basic fluidic steps for each sample. In

other words, our recent benchtop experience with multiple sample pathways high-

lights the need for incorporating decision-making and adaptation capability into our

framework. For example, nucleic-acid isolation during the execution of qPCR-based

gene-expression analysis must be followed with a decision on whether the quality

of the isolated NA allows subsequent cDNA synthesis or requires further steps to

get rid of the residual protein and debris—such “if-then-else” reconfiguration can be

performed either automatically using cyberphysical integration or using human-in-

32



the-loop if necessary.

5. Support for temporal constraints: Temporal constraints may arise during

protocol execution due to physical phenomena such as droplet evaporation or dead-

lines imposed by the target chemistry, e.g., degradation of samples and reagents [130].

Therefore, we need to provide a systematic approach that handles such constraints

during the course of an experiment in order to ensure robust and reproducible quan-

titative results. An example of an upper-bound temporal constraint can be seen in

ChIP protocol, in which the protein is initially cross-linked to DNA. It has been

shown that an excessively long cross-linking time results in the majority of chro-

matin being resistant to shearing, thus degrading chromatin shearing process [131].

Therefore, an upper-bound temporal constraint on cross-linking reactions must be

specified; this temporal constraint is often dependent on the sample type.

6. Support for scalable and adaptive genomic-association studies: One of

the most important application areas in quantitative analysis is cancer-genomics,

which relies on an interplay between single-cell biology and omics technologies (i.e.,

DNA sequences, RNA expression levels, proteomics, and other epigenetic markers)

and its impact on disease development and evolution (i.e., association studies) [132].

Single-cell biology utilizes several microfluidic and computational techniques, with

an ultimate goal of constructing a unified and genome-wide catalog of genetic, epi-

genetic, and transcriptomic elements [133, 134]. Nevertheless, the application of

genome-wide association studies at the single-cell level is extremely complicated and

it is hindered by several technical limitations, one of which is the need for a reliable,

self-adaptive, and high-throughput control scheme that readily coordinates the ex-

periments of single-cell analysis at a large scale. A framework for such an application

may require a cloud-based microfluidic service and a big data infrastructure to enable

collaborative and coordinated molecular biology studies.
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7. Hardware support for real-time error recovery during the execution of

a biomolecular assay: Due to the inherent randomness and complexity of the

component interactions that are ubiquitous in biomolecular assays, it is necessary to

verify the correctness of on-chip fluidic interactions during bioassay execution and

recover from unexpected errors. As a result, to enable reliable on-chip implementa-

tion of biomolecular quantitative analysis, the design of a microfluidic biochip needs

to take into consideration error recoverability. Several studies have recently been

reported for empowering DMFBs with a control system that can enable real-time

recovery from errors during bioassay execution [11, 21, 51, 110, 135]. However, in

these methods, a software approach is used to accomplish dynamic reconfiguration

for the biochip; that is, a desktop computer must be involved in the control system.

The drawbacks of this approach are: (1) increased complexity of the cyber-physical

system; (2) then need for a software-resynthesis step, which leads to increased bioas-

say response time when errors occur. Hence, providing hardware support for error

recovery is an essential step towards integrated and reliable microfluidic platforms.

In Section 1.7, we specify the scope of this thesis that is aligned with the above

design-automation challenges.

Workflow-Related Security Threats

Concurrent with the above design-automation challenges, adopting the proposed

workflow for DNA-processing applications presents security threats, some of which

are described below; see Figure 1.20(b).

1. Threats of tampering with DNA preparation: Currently, biomolecular anal-

ysis frameworks assume that the cells under study were collected and processed in

a trustworthy manner and therefore allow making clinical or judicial decisions based

on the genomic study. However, an attacker can fabricate blood and saliva sam-
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ples containing DNA from a person other than the donor of the blood and saliva.

Forged evidence can be realized using a strand of hair or drinking cup used by the

target person. Forged DNA can then be extracted, amplified, and planted within

the collected samples. The attacker can be either an intruder or a technician in a

diagnostics or a crime lab. This attack, which is considered as a biochemical-level at-

tack, does not require access to the analysis instrumentation. Obviously, the impact

of such an attack is catastrophic; therefore, there is a need to investigate potential

attack surfaces and provide suitable defense mechanisms against malicious alteration

of DNA samples.

2. Implications of insecure microfluidic cell-differentiation mechanisms: As

described earlier, a number of single-cell analysis methods have been established using

microfluidic devices, which can be widely adopted in low-template DNA settings

such as forensic analysis. A cell-differentiation mechanism based on DNA barcoding

is utilized to preserve the identity of the genomic samples. However, if cellular

samples are not properly barcoded, the integrity of a single-cell application may be

compromised even before regular genomic analysis begins. Hence, insecure single-cell

microfluidics can have a significant adverse impact on human lives. Implications of

insecure microfluidic barcoding utilities at the bioassay level need to be investigated.

3. Security implications of cyber-physical integration on biomolecular pro-

tocols: A typical DMFB platform can be leveraged in quantitative analysis, but it

requires other components in addition to the electrode array to enable this pro-

cess. A general-purpose processor or an integrated hardware unit generates actua-

tion sequences that are then sent to the biochip, off-chip camera or sensors gather

information related to the status of the bioassay, and actuators may be required to

enable heating or magnetic-bead segregation. These components together form a

cyber-physical DMFB, as described in Section 1.3.
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The fact that a DMFB is often deployed as a cyber-physical system implies unique

security threats. Physical assets as well as protocol data can be vulnerable to alter-

ation or destruction. Reprogrammability and connectivity of such a cyber-physical

system represents potential attack surfaces that can be exploited by an adversarial

attacker with the aim of modifying an assay sequence or causing denial-of-service.

These attacks can be launched at the bioassay level or at the cyber-physical system

level. Securing cyber-physical microfluidic platforms is essential, especially those

used in mission-critical applications.

This thesis focuses on security assessment and mitigation of threats that belong

to #1 and #3. More specifically, we focus on: (1) threats of manipulating assay

outcomes and their impact at the bioassay level; (2) security implications of cyber-

physical integration in digital microfluidic systems; (3) biochemical-level threats of

DNA forgery; In Section 1.7, we specify the scope of this thesis that is aligned with

these threats.

1.7 Thesis Outline

This thesis addresses design-automation challenges and security threats associated

with the biomolecular workflow. The thesis follows a front-back approach that is

demonstrated using the block diagram in Figure 1.21. In other words, for tack-

ling design-automation challenges, we first present solutions for the multi-sample

experimentation stage (the third and front stage), then we move to the second and

first (back) stages, respectively. Similarly, discussion on security vulnerabilities and

countermeasures of biomolecular assays starts with assay-manipulation and insecure

cyber-physical integration threats (vulnerabilities of the third stage) then we move

to the threats of tampering with/falsifying collected DNA samples (vulnerabilities

of the first stage). The remainder of this thesis is organized as follows:
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Figure 1.21: A block diagram of the thesis outline.

Part 1 - A Framework for Real-Time Execution of Multi-Sample Biomolec-

ular Analysis: This part consists of three chapters, which are mainly focused on the

third stage of the biomolecular workflow. Chapter 2 starts the discussion on design-

automation challenges associated with biomolecular assays. This chapter describes

our first benchtop experimental study, which was carried out to understand gene-

expression analysis and its relationship to the biochip design specification. Chap-

ter 2 also presents an integrated framework for quantitative gene-expression analysis

using DMFBs. The proposed framework includes: (i) a spatial-reconfiguration tech-

nique that incorporates resource-sharing specifications into the synthesis flow; (ii)

an interactive firmware that collects and analyzes sensor data based on quantitative

polymerase chain reaction; (iii) a real-time resource-allocation scheme that responds

promptly to decisions about the protocol flow received from the firmware layer. This
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framework is combined with cyber-physical integration to develop the first design-

automation framework for quantitative gene expression. Simulation results show that

our adaptive framework efficiently utilizes on-chip resources to reduce time-to-result

without sacrificing the chip’s lifetime. The work presented in this chapter appears

in [12,119,121,128,136].

Chapter 3 satisfies the temporal constraints by modeling biochip design in terms

of real-time multiprocessor scheduling and utilizes a heuristic algorithm to solve

this NP-hard problem. The presented framework performs fluidic task assignment,

scheduling, and dynamic decision-making for quantitative epigenetics. Simulation

results show that the proposed algorithm is computationally efficient and it generates

effective solutions for multiple sample pathways, while taking into consideration the

temporal constraint imposed by droplet evaporation. Experimental results using an

embedded micro-controller as a testbed are also presented. The work presented in

this chapter has been published in [121,127,136].

Chapter 4 starts the discussion on scalable single-cell analysis. This chapter

presents a research vision to design a large-scale CPS experimental framework to en-

able collaborative and coordinated single-cell molecular biology studies. This frame-

work will be based on the integration of CPS with microfluidic biochips and cloud

computing. It has the potential to drastically advance personalized medicine through

knowledge fusion among many research groups, and synchronization of research plan-

ning. This framework therefore leads to a better understanding of diseases such as

cancer, and helps researchers in identifying effective treatments. A case study from

cancer research is discussed to explain the significance of our framework in pro-

moting coordinated genomic studies. The work presented in this chapter appears

in [137,138].

Part 2 - A Framework for High-Throughput Sample Differentiation:

This part consists of two chapters, which focus on single-cell analysis and support
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for sample differentiation, i.e., the second stage of the biomolecular workflow. Chap-

ter 5 presents a hybrid microfluidic platform that enables complete single-cell analysis

on a heterogeneous pool of cells. This architecture is combined with an associated

design-automation and optimization framework, referred to as Co-Synthesis (CoSyn),

which facilitates scalable sample indexing/barcoding. The proposed framework em-

ploys real-time resource allocation to coordinate the progression of concurrent cell

analysis. Simulation results show that CoSyn efficiently utilizes platform resources

and outperforms baseline techniques. The work presented in this chapter appears

in [19,139].

Chapter 6 presents a pin-constrained design methodology for high-throughput

single-cell screening using reconfigurable flow-based microfluidic. The proposed de-

sign is analyzed using computational fluid dynamics simulations, mapped to an

RC-distributed model, and combined with inter-valve connectivity information to

construct a high-level synthesis framework, referred to as Sortex. Simulation results

show that Sortex significantly reduces the number of control pins and fulfills the tim-

ing requirements of single-cell screening. The work presented in this chapter appears

in [33,140].

Part 3 - A Framework for Biomolecular Parameter-Space Exploration

and Hardware-Assisted Error Recovery: This part consists of two chapters,

which address the remaining design-automation challenges—more specifically, it presents

design methods for protocol parameter-space co-optimization (the first stage of the

biomolecular workflow) and real-time error recovery for biomolecular quantitative

analysis. Chapter 7 introduces a design-automation flow for protocol parameter-

space co-optimization, which is especially useful for enabling biomolecular analysis

using synthetic biocircuits. A fundamental challenge in building reliable biocircuits

has been the lack of cost-effective design methodologies that enable optimal config-

uration of gene-regulatory parameters. Such a configuration can be obtained only
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using a systematic microfluidic assay, named biocircuit-regulatory scanning (BRS),

that produces numerous (and representative) reagent mixtures to modulate the pa-

rameter space of a biocircuit. The design flow proposed in this chapter addresses

the above challenge using: (1) a statistical method that computes volumetric ratios

of reagents in each mixture droplet; (2) an Integer Linear Programming (ILP)-based

synthesis method that implements a BRS assay on a MEDA biochip; and (3) an

iterative decision-making utility based on regression analysis to control the accuracy

of the parameter-space. Simulation results show that the proposed flow efficiently

utilizes reagent fluids and enhances the prediction accuracy of a parameter space.

The work presented in this chapter appears in [141,142].

Chapter 8 introduces error recoverability to DMFB implementation of quantitative-

analysis protocols. This chapter describes an experimental demonstration of the first

practical and fully integrated cyber-physical error-recovery system that can be im-

plemented in real time on a field-programmable gate array (FPGA). The hardware-

assisted solution, which can be applied to all stages of the biomolecular workflow,

is based on an error dictionary containing the error-recovery plans for various an-

ticipated errors. The dictionary is computed and stored in FPGA memory before

the start of the biochemical experiment. Errors in droplet operations on the digital

microfluidic platform are detected using capacitive sensors, the test outcome is in-

terpreted by control hardware, and corresponding error-recovery plans are triggered

in real-time. Experimental results are reported for a fabricated silicon device, and

links to videos are provided for the first-ever experimental demonstration of real-time

error recovery in cyber-physical DMFBs using a hardware-implemented dictionary.

The work in this chapter appears in [12,22,51,112,115,121].

Part 4 - Security Vulnerabilities and Countermeasures of Quantitative-

Analysis Frameworks: This part consists of two chapters, which address security

threats associated with biomolecular quantitative analysis. Chapter 9 provides an
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assessment of the following security vulnerabilities: (1) bioassay-result manipulation,

which can be triggered by bioassay-level attacks; (2) insecure cyber-physical integra-

tion in microfluidic biochips, which can form a backdoor for system-level attacks;

(3) forgery of biomolecular samples, which is imposed by biochemical-level attacks.

First, result-manipulation attacks on a DMFB are identified, where these attacks can

maliciously alter the assay outcomes. Two practical result-manipulation attacks are

shown on a DMFB platform that performs enzymatic glucose reactions on serum.

Second, we identify vulnerabilities of the current design flow for cyber-physical mi-

crofluidic systems that can represent an obvious attack surface. We show that a

cyber-physical system design that was intended for error recovery can be abused by

a malicious attacker to leak sensitive information or launch sensor-spoofing attacks.

Third, a benchtop experimental study is presented to demonstrate three different

attacks on DNA preparation for gene-expression analysis: positive denial-of-service

attack, negative denial-of-service attack, and sample switching/forgery attack. The

proposed study explains the catastrophic impact of each attack on the outcome of

the DNA-identification process. A part of the work presented in this chapter appears

in [143,144].

Chapter 10 extends the security analysis started in Chapter 9 by presenting de-

fense mechanisms that secure the execution of biomolecular assays. First, to prevent

attacks against DMFB-enabled bioassays, an encryption method based on digital

microfluidic multiplexers is introduced, where an assay is encrypted with a secret-

key pattern of fluidic operations. With this scheme, only an authorized user of the

DMFB can obtain the correct assay outcome. Simulation results show that for prac-

tical assays, e.g., protein dilution, an 8-bit secret key is sufficient for overcoming

threats to DMFBs. Second, to address DNA-forgery threats, a benchtop experimen-

tal study is presented to demonstrate a biochemical-level countermeasure solution,

where DNA samples are barcoded using unique DNA biomarkers. The barcoding
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scheme can also provide effective side-channel fingerprinting mechanisms that can

secure quantitative-analysis frameworks against a wide range of threats, e.g., piracy

threats. Although this countermeasure is demonstrated using a benchtop setting,

it can be mapped into a microfluidic platform using the framework explained in

Chapter 5. A part of the work presented in this chapter appears in [145].

Finally, Chapter 11 summarizes the contributions of the thesis and identifies

directions for future work.
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Part I:
A Framework for Real-Time Execution of
Multi-Sample Biomolecular Analysis



2

Synthesis for Multiple Sample Pathways:
Realization of Real-Time Gene-Expression Analysis

In this chapter, we introduce an integrated platform and design-automation solu-

tion for quantitative analysis, e.g., the study of gene expression in molecular biol-

ogy [119,128,136]. We first describe our benchtop experiment that was implemented

to pinpoint design-automation challenges. We next present a method for physical-

aware resource allocation for multiple sample pathways. The main contributions of

this chapter are as follows:

• We first discuss our benchtop experimental study for gene-expression analysis

along with the resulting outcomes. This experimental approach is used to guide

biochip synthesis for the underlying protocol.

• We present a spatial-reconfiguration technique that incorporates resource-sharing

constraints into the synthesis flow.

• We describe and evaluate a physical-aware resource-allocation framework that

enables tunable resource allocation among bioassays.
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• Motivated by the C5 architecture in Section 1.4, we bridge the gap between

cyber and physical spaces in DMFBs for quantitative analysis by introducing

a software library for an interactive firmware layer. This layer collects and

analyzes data from on-chip sensors. Thus, it communicates flow decisions to the

resource-allocation scheme. We also describe a software utility that enables the

firmware to provide quantitative results in existence of imprecise amplification

data.

Note that even though we consider the gene-expression analysis protocol in this

chapter due to its widespread use, the proposed framework is amenable to alterna-

tive methods for quantitative analysis that seek the quantification of other sample

properties such as concentration (in glucose testing) [146]. In other words, it is not

limited to the measurement of relative abundance of a gene expression as considered

in this chapter. The proposed solution can be used to solve the synthesis problem

for down-stream protocols, which use samples that were processed and differenti-

ated at an earlier stage; see Figure 1.19. The integration of this framework with a

sample-differentiation utility is introduced later in Section 5.

The rest of the chapter is organized as follows. An introduction to gene-expression

analysis and the implemented benchtop experiment are presented in Section 2.1.

Quantitative protocol miniaturization using DMFBs and the associated layered-

software support are described in Section 2.2. Section 2.3 explains the requirement

of spatial reconfiguration for the efficient realization of protocols. Next, the shared

resource-allocation algorithm is presented in Section 2.4. Section 2.5 describes the

software architecture of the interactive firmware layer. Finally, results of our ex-

perimental evaluation are presented in Section 2.6 and conclusions are drawn in

Section 2.7.
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2.1 Benchtop Protocol for Gene-Expression Analysis

The objective of the experiment was to study the transcriptional profile of a green

fluorescent protein (GFP) reporter gene under epigenetic control. In this experiment,

three types of S. pombe strains were analyzed: (i) control (GFP not under epigenetic

control) strains (Sc); (ii) experimental (GFP under epigenetic control) strains (Se);

(iii) wild-type strains used as a reference to improve the outcome efficiency (Sr). Note

that these strains were run manually and independently in a set of reactions in which

the investigated gene is GFP. Ultimately, the need to improve the efficiency of the

experiment and target combinations of multiple genes impose practical limitations on

the benchtop approach. To reduce the experiment time and to minimize the process

cost, it is necessary to design a digital-microfluidic platform that can run tens of

droplets through independent sample pathways under automated control.

Figure 2.1 depicts a flowchart of the protocol for quantitative gene-expression

analysis that we have studied using a benchtop setup. The expression level of S.

pombe strains were analyzed by qPCR following cell lysis, mRNA isolation and pu-

rification, and cDNA synthesis. The details of the experiment are described below:

(1) The samples were first placed in culture medium and cells were grown overnight

under controlled condition. Cell culture is a critical step that is needed to ensure to

that cells remain alive after they are isolated from their natural environment; i.e., a

tissue [147].

(2) In order to evaluate cell concentration and assess whether a cell environment

is uncontaminated, the cells of each sample were observed under a Phase Contrast

Microscope. Contaminated cells or samples with improper cell concentration must

be discarded and the cell-culture process is repeated.

(3) Cell lysis was performed for each sample to release intracellular contents, e.g.,

protein, nucleic acid (DNA and RNA), and cell debris. Glass beads were used for
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Figure 2.1: A protocol flowchart for quantitative analysis of gene expression using
a benchtop setup.

cell lysis, since glass beads can mechanically disrupt cell walls.

(4) To get rid of protein and cell debris, nucleic acids (NAs) were isolated and precip-

itated with the aid of 100% ethanol. The NAs were then resuspended in ultra-purified

DEPC water.

(5) The purity of the isolated NA for each sample was assessed by spectrophotometry.

A spectrophotometer was used to evaluate the light absorbance for all samples—that

is an indication to the isolation quality [148]. Note that a sample with poorly isolated

NA (i.e, NA co-exists with protein) has to be discarded and we have to start over
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with a new sample of the same type.

(6) We proceeded to this step after successful isolation of NA. Using “QuantiTect

Reverse Transcription (RT)” kit (from Qiagen, Inc.), a DNA-wipe-out (DNAse) was

added to each sample to eliminate all the DNA, leaving the mRNA in the solution.

Recall that NAs consist of DNA and RNA molecules. Next, positive and negative RT

mixes (constructed from buffers and dNTPs) were prepared to assist in generating

the complementary DNA (cDNA) for these particular strains. Negative mixes (also

known as negative or no-template controls) serve as a general control for extraneous

nucleic acid contamination [149].

(7) Finally, DNA amplification through qPCR was carried out using the following

steps: (i) Each sample was iteratively 10-fold diluted to create multiple copies; each

being with a unique DNA concentration (serial dilution). (ii) qPCR reactions were

performed in duplicate with GFP-specific primers (positive and negative RT mixes)

in the presence of SYBR green using a BioRad iCycler (BioRad, Inc).

Note that the expression level of GFP in the S. pombe samples needs to be quan-

tified with respect to a reference level. This was achieved by qPCR analysis using

gene-specific primers to the constitutively expressed β-actin gene, which is consti-

tutively expressed constantly under any experimental conditions [150]. Therefore,

Steps (1-6) were concurrently conducted twice using the same types of samples; we

used a GFP-complementary primer in the first run and a β-actin-complementary

primer in the second run. The dilutes of both runs were included in the qPCR

analysis.

Furthermore, note that in the described protocol, intermediate decision points

have been used to control the protocol flow for every sample. To illustrate the

fundamental role of these decision points, we present the outcome of NA-isolation

assessment (Step 5 in Figure 2.1) for two different samples SA and SB. According

to [148], the use of spectrophotometer enables us to distinguish NA from protein,
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260/280: 1.68 ~ 1.7 260/280: 1.36 ~ 1.4

SA: NA was properly isolated SB: NA was poorly isolated

Figure 2.2: Assessment of NA isolation quality for two samples SA and SB.

which ideally have absorbance maxima at 260 and 280 nm, respectively. Typically,

the ratio of absorbances at these wavelengths (referred to as 260/280 ratio) has been

used as a measure of purity in both NA and protein extractions. A resulting ratio

in the range 1.7 to 2.0 indicates a purely isolated NA.

As shown in Figure 2.2, the spectrum of sample SA as well as the 260/280 ra-

tio indicate that NA was properly isolated and extracted in this sample; thus we

proceeded to the following step. On the other hand, the spectrum of SB and its as-

sociated ratio show that NA is contaminated with protein; i.e., it was poorly isolated.

In this case, SB cannot be used since it leads to inaccurate quantification results.

Therefore, sample SB was discarded and a new sample belonging to the same type

was resuspended for the reaction.

It is therefore evident that the incorporation of sample-dependent decision points

is crucial for accurate quantitative analysis.

Protocol Efficiency and Quantitative Analysis:

Determination of the amplification efficiency is a critical step in a quantitative-

analysis protocol. It gives a measure of whether the DNA amplification is approxi-
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mately the same for all samples—that is a necessary condition for successful gene-

expression analysis. qPCR provides the following terminologies for the assessment

of DNA amplification [150].

• Sample amplification plot: It is a sigmoid-like plot (Figure 2.3) which shows

the PCR cycle number on the x-axis, whereas the fluorescence from the ampli-

fication (which is proportional to the amount of the amplified product in the

sample) is shown on the y-axis. An important aspect of this plot is the thresh-

old cycle CT , which signifies the cycle at which sufficient amplified product

starts to accumulate to yield a detectable fluorescence signal. CT for a sample

is calculated based on a pre-specified threshold. Figure 2.3 shows amplification

plots based on our benchtop experiments.

• Standard curve: A powerful way to determine whether qPCR implementa-

tion is optimized is to run serial dilution on every sample that has purified NA.

The diluted samples are then amplified and used to generate a standard curve

(Figure 2.3). Construction of a standard curve is carried out by plotting the

log of the sample’s dilution factor (10-fold dilution factor in our experiment)

against the CT value obtained during the amplification of each dilution.

Next, the amplification efficiency E∗ is calculated based on the slope of the stan-

dard curve using the following formula [151]:

E∗ = (10−
1

slope − 1)× 100%

where an ideal reaction implies that E∗ = (2−1)×100% = 100%; i.e., there is a 2-fold

increase in the number of DNA copies with every cycle. Normally, an amplification

efficiency in the range 95–105% is acceptable.
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Figure 2.3: Generated amplification and standard curves for samples which target
GFP and β-actin (housekeeping) genes. Results are obtained using dilutes of Sc, Se,
and Sr and recorded using a BioRad iCycler.

Once amplification efficiencies are assessed to be nearly 100%, we quantify the

gene-expression of GFP gene (target gene) relative to β-actin gene based on Se and

Sc. The 2−∆∆CT (Livak) method is used for quantification as follows [34]:

• Step 1: Normalize the CT of GFP to that of β-actin for both types of samples:

∆CT (Se) = CT (GFP,Se) − CT (β-actin,Se)

∆CT (Sc) = CT (GFP,Sc) − CT (β-actin,Sc)

• Step 2: Normalize the ∆CT of Se to that of Sc:

∆∆CT = ∆CT (Se) −∆CT (Sc)

• Step 3: Finally, calculate the expression ratio as follows:

2−∆∆CT = Normalized expression ratio
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The result obtained in this manner is the fold increase (or decrease) of the expression

of the target gene normalized to the expression of a housekeeping gene. Hence,

a target gene is said to be expressed if the fold increase is above a certain limit.

This global result can then be used to guide the next steps for studying epigenetic

regulation.

2.2 Digital Microfluidics for Gene-Expression Analysis

In this section, we present the proposed mapping of gene-expression analysis to

DMFBs.

Protocol Miniaturization

Our benchtop experience with multiple sample pathways highlights the need for

incorporating decision-making and adaptation capability, hence we have developed

the enhanced and miniaturized protocol shown in Figure 2.4. On-chip operation

begins with the dispensing of sample droplets containing cultured cells. The cells are

then lysed in order to obtain intracellular materials (DNAs, RNAs, proteins, etc.).

Using magnetic beads, enzymes, and a washing step, mRNA can be isolated and

then reverse-transcribed into the corresponding complementary DNA (cDNA) with

primers and other reverse-transcription reagents. Next, the resulting cDNA samples

are subjected to thermal cycling via qPCR to amplify the target gene.

[!t]

Similar to the benchtop approach, miniaturization of gene-expression analysis re-

quires the execution of this protocol on two sample droplets, one of which is used to

quantify the amplification of the gene-under-investigation, whereas the other droplet

is used to quantify the amplification of a reference gene, also known as a housekeep-

ing gene [150]. Since the primers are gene-specific, the two droplets are chemically

treated using different types of primers. However, based on the outcomes of the
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Figure 2.4: Mapping of the quantitative protocol for gene-expression analysis from
(a) a benchtop approach to (b) DMFBs.

intermediate decision points, the two droplets can be utilized in an unpredictable

manner by different bioassays; this unpredictability makes microfluidic control diffi-

cult. Furthermore, with the randomness exhibited in molecular interactions, effective

gene-expression analysis requires that the experiment be conducted on at least three

replicates. The expression level is first calculated for each replicate, then averaged

across the three replicates.

Hence, designing an autonomous digital-microfluidic system for gene-expression
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analysis requires the concurrent manipulation of independent samples. Utilizing the

decision points shown in Figure 2.4(b), we incorporate sample-dependent decision-

making capability into the cyber-physical system. Furthermore, the specification of

the protocol efficiency and the level of gene expression are included on-chip in the

feedback system. Illustration of the firmware design that assists in evaluating the

protocol efficiency and gene-expression level on DMFBs is presented in Section 2.5.

There are major advantages of using microfluidic platforms compared to benchtop

(conventional) setup for gene-expression analysis. For example, it has been reported

in [152] that PCR execution using a DMFB is three times faster than using a conven-

tional setting, and it also offers an inexpensive miniaturized form of the PCR assay.

In addition, microfluidic platforms are versatile, portable, and amenable to POC use,

and therefore it can be used in the hospital or outpatient setting. Such characteris-

tics and others motivate the use of microfluidics for microbiology applications such

as gene-expression analysis.

Layered-Software Support and Protocol Model

As discussed in Section 1.3, the cyber-physical configuration shown in Figure 1.13

is suitable only for error recovery; such a configuration does not avail DMFBs to

support quantitative protocols that carry out analysis based on multiple sample

pathways. To fulfill the aforementioned features, the C5 methodology (presented

in Section 1.4) assists in constructing the components of cyber-physical DMFBs to

support such quantitative protocols. As shown in Figure 2.5, Level I of the adapted

C5 architecture includes a variety of on-chip sensors and monitoring systems; each

designed for a specific functionality. For example, analyzing cell-lysis quality (e.g.,

assess that samples are not contaminated with bacteria and the cell concentration

of the starting samples is acceptable) is accomplished using a CCD camera-based

monitoring system, whereas DNA amplification signals are captured by an array of
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on-chip fluorescence sensors. The Conversion Level (Level II), in turn, is decomposed

into partitions; with each partition corresponding to data acquisition, conversion,

and encoding from a single sensor. The encoded signal, encapsulated within a “data

frame” containing the sensor metadata, is fed into the Cyber Level (Level III) for

data processing and analysis.

The Cyber Level (or generally referred to as the firmware layer) is especially im-

portant for two reasons: (1) it can be deployed on a microcontroller board and/or

a desktop computer, depending on the complexity level of data-analysis task. For

example, the data frame generated from a CCD camera after completing cell ly-

sis can be processed on a microcontroller board, whereas a desktop computer is

preferable for computing gene expression levels after thermal cycling. (2) it is re-
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sponsible for communicating analysis decisions into the Configuration Level (Level

V) so that the procedure flow of a sample pathway can be adjusted. Meanwhile,

with a resource-limited DMFB, the deployment of dynamic resource allocation and

spatial reconfiguration at Level V is essential and it is motivated by the following

realities about biochemistry protocols [128]: (1) the benchtop characteristics of a

contemporary microbiology application (i.e., quantitative analysis), where multiple

sample pathways are manipulated concurrently and investigated independently (ap-

plication characteristics; see Figure 2.5); (2) the need for a robust design of a DMFB,

since a non-robust designs may lead to system failure and inefficient quantification

(system performance characteristics; see Figure 2.5). While the application char-

acteristics are taken care of by adopting dynamic resource allocation on DMFBs,

system constraints are enforced through a spatial-reconfiguration approach. Utiliz-

ing both mechanisms in a combined manner ensures a robust miniaturization of a

microbiology application on a resource-limited DMFB.

A number of hardware/software co-synthesis techniques for embedded systems

capture control dependencies in the task specifications by using conditional process

graphs [153–155]. Similarly, in DMFBs, in order to solve the synthesis problem for the

new paradigm, we represent the protocol as a control flow graph (CFG)Gc = (Vc, Ec),

in which every node vci ∈ Vc (referred to here as a supernode) signifies a bioassay,

e.g., cell lysis, and a directed edge ec(vc1, vc2) ∈ Ec represents a potential transition

(decision-making) path from vc1 to vc2. The synthesis framework synthesizes the

supernodes based on the decisions made during protocol execution.

We also model the fluid-handling operations corresponding to a supernode vci us-

ing a directed sequencing graph Gs = (Vs, Es), where the set of nodes Vs represents

the types and timing of the operations, and the set of edges Es shows interdependen-

cies among these operations. Figure 2.6 illustrates the representation of the protocol

used for quantitative analysis of gene expression. Due to the mapping of many bioas-
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says onto this platform, the design of the underlying DMFB must include on-chip

devices such as heaters, magnets, and sensors that are required to complete the

execution of the protocol.

Existing biochip synthesis methods must be extended to handle dynamic adap-

tation for multiple sample pathways and the inherent uncertainties associated with

them. Dynamic resource allocation and spatial reconfiguration in DMFBs are mo-

tivated by the following realities about biochemistry protocols: (1) the benchtop

characteristics of a contemporary microbiology application (i.e., quantitative analy-

sis), where multiple sample pathways are manipulated concurrently and investigated

independently; (2) the need for a robust design of a DMFB, since a non-robust de-

signs may lead to system failure and inefficient quantification. While we take care of

the application characteristics by adopting dynamic resource allocation on DMFBs,

the design constraints are enforced through a spatial-reconfiguration approach. Uti-
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lizing both mechanisms in a combined manner ensures a robust miniaturization of a

microbiology application on a resource-limited DMFB.

2.3 Spatial Reconfiguration

Resource-Sharing Schemes

Gene-expression analysis using DMFBs relies on the concurrent manipulation of a

collection of droplets. Since there is uncertainty about the order of execution of

bioassays, and the allocation of on-chip devices among the samples is not known a

priori, there is a need for a reconfiguration technique that can map specifications of

the bioassays to the space of chip resources; we refer to this as spatial reconfiguration.

We consider three levels of spatial reconfiguration:

Non-reconfigurable scheme (NON ): This scheme is adopted by current proto-

types; on-chip devices are allocated a priori [15, 49]. Inter-bioassay communication

is achieved by passing droplets between the dedicated areas.

Restricted resource sharing (RR): The restriction here is in terms of the recon-

figurability of the shared devices among bioassays. For instance, a heating device

can be shared between qPCR and cell lysis for the purpose of thermal manipulation

or even sample processing, but it cannot be used by other bioassays. Note that the

electrodes located within the heating regions are unique in terms of their role since

they control the droplets that are subjected to thermal manipulation. Therefore,

excessive usage of these electrodes leads to degradation [15], which significantly im-

pacts biochip lifetime. The same concern applies to other on-chip devices such as

sensors and electrodes that are in proximity to magnets used for bead-based assays.

Unrestricted resource sharing (NR): In this scheme, no restriction is imposed

on resource sharing. Therefore, heating modules cannot only be used for thermal

manipulation or sample processing in cell lysis or qPCR, but they can also be utilized

by sample processing operations in all bioassays.
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age [15].

Motivation for Degradation-Aware Resource Sharing

For a reliable process, mapping the specifications of the bioassays to the space of

chip resources must take into account the degradation caused by a bioassay. In [15],

Norian et al. provided a degradation model for the electrodes. An electrode’s lifetime

can be divided into three regions, reliable operation, safety margin, and breakdown;

see Figure 2.7. In the reliable operation region, the threshold voltage needed for

actuation is constant. The threshold voltage increases linearly in the safety margin

region. In the breakdown region, a significant increase in the electrowetting voltage

is needed in order to transport a droplet. This increase in voltage, however, quickly

leads to dielectric breakdown [156].

The above analysis motivates the need to pinpoint the pros and cons associated

with each reconfiguration level. Therefore, we provide an example of mapping a

simplified quantitative protocol, which consists of: (a) cell lysis, (b) mRNA isolation

and purification, (c) sample processing and DNA amplification, as shown in Fig-
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ure 2.8(a). Similar to our benchtop experiment (Section 2.1), three samples S1,S2,

and S3 are concurrently subjected to biochemical reactions in which the three exper-

imental pathways are as follows: S1 traverses the pathway A-B-C, S2 traverses the

pathway A-B-A-B-C, and S3 traverses the pathway A-B-C-A-B-C. Figure 2.8(b)-

(d) shows the mapping of bioassays into the space of resources for NON , RR, and

NR, respectively.

Recall that the electrodes located underneath the heating region are unique; thus

it is imperative to consider the impact of spatial reconfiguration on their lifetime. In

Figure 2.9, we evaluate the reconfiguration levels based on our example with respect

to the following criteria: (i) total completion time, (ii) chip size, (iii) number of re-

quired heaters, (iv) worst-case heater occupancy time, which indicates the worst-case

degradation level. Based on this example, it is obvious that the non-reconfigurable

scheme is not scalable as it uses larger chip area and more heaters to complete the
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protocol even though both the completion time and the occupancy time are low.

Also, it is apparent that unrestricted resource sharing achieves minimum completion

time, but it reduces chip lifetime. On the other hand, restricted resource sharing de-

celerates degradation of the chip, but the completion time is higher. Therefore, there

is a need for a resource-allocation scheme that combines the best of both worlds; i.e.,

lower completion time and less degradation of the chip. We refer to this scheme as

degradation-aware resource allocation and describe it in the next section.

2.4 Shared-Resource Allocation

This section formulates the resource-allocation problem and describes the proposed

solution.
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Table 2.1: Notation used in Chapter 2.

B The complete set of the protocol bioassays
bai A bioassay bai
R The complete set of the chip modules
Rsh The set of shared, reconfigurable modules

sri
The set of shared resources that are essential
for a bioassay bai

grj
The set of shared resources that are granted
to a bioassay baj

DGj
i

The degradation caused by a bioassay bai on
the shared resources grj

CT ji
The completion time for a bioassay bai when
the resources grj are used

Problem Formulation

The notation used in this chapter is listed in Table 2.1. The system described

here is composed of three types of modules: (1) non-reconfigurable modules (input

and output ports), (2) sample-processing modules (mixers), and (3) reconfigurable

modules (heaters, detectors, and magnet regions). Unlike the non-reconfigurable

and samples processing modules, the reconfigurable modules are shared among the

protocol’s bioassays, and access control is managed by the resource allocator. In

addition, we make the following important observations:

• Each bioassay bai ∈ B is mapped to a local space of non-reconfigurable and

sample processing modules.

• A shared module sri ∈ Rsh is essential for a bioassay bai if and only if the

absence of this module leads to a failure in execution of this bioassay. An

example is the heater resource for a thermal-cycling bioassay.

• A shared module gri ∈ Rsh that is granted to a bioassay bai may not be essential

for the execution of the bioassay, i.e., sri ⊂ gri. Typically, this module can be

used for sample processing.
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Our problem formulation is as follows:

Inputs: (1) The protocol CFG Gc = (Vc, Ec), where Vc = {vc1, vc2, ..., vcm} repre-

sents the supernodes of n bioassays and Ec = {(vci, vcj) 1 ≤ i, j ≤ n} represents data

and biological dependency between all pairs of bioassays bai and baj. A supernode vci

comprises a directed sequencing graph Gs = (Vs, Es), where Vs = {vs1, vs2, ..., vsm}

represents m bioassay operations and Es = {(vsl, vsk) 1 ≤ l, k ≤ m} represents

dependencies between all pairs of operations l and k that belong to the bioassay vci.

(2) The digital microfluidic library, which describes the types and locations of the

on-chip modules.

(3) The resource preferences of every bioassay bai, which describes the initial resource

requirement. The values of the bioassay’s completion time CT ji and the degradation

level DGj
i as a function of the granted resources grj are also specified.

(4) The resource-allocation constraints (Section 2.4).

Output: Allocation of chip modules to the bioassays such that the constraints on

resource-allocation are satisfied.

Resource-Allocation Sequence and Constraints

We have developed a shared-resource allocation scheme based on a timewheel that

is controlled by the coordinator, as shown in Figure 2.10. The sequence of actions

is indicated by the numbers 1–6. Whenever the coordinator receives a command

from the firmware layer about the decision for a certain pathway, it firsts stores

the command in a global queue until all preceding requests are fulfilled. When the

bioassay’s command is ready to be processed (essential resources are available), the

coordinator forwards it to the resource allocator agent. The resource allocator, in

turn, checks the preferences of the bioassay and the scheme-specific constraints on

resource allocation. Then, the resource allocation is determined and transferred to

the actor which, in turn, invokes online synthesis for this particular bioassay.
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When the restricted resource-sharing scheme is adopted, the resource allocator

must ensure that no non-essential shared resource is allocated to the requesting

bioassay; i.e, sri = grj. For instance, a bioassay for the preparation of master mixes

cannot get access to the heaters, which are not essential for its execution, but it can

get access to additional optical detectors to shorten time-to-completion. Therefore,

the worst-case computational complexity for allocating resources to a bioassay bai is

O(|sri|).

Conversely, the resource allocator in unrestricted resource sharing enables the

option of using non-essential shared resources. In this case, these resources will be

used for sample processing. For instance, an mRNA extraction bioassay can get

access to a heater to perform sample processing in order to shorten its completion

time. As a result, the worst-case computational complexity for allocating resources

to a bioassay bai is O(|Rsh|).

Finally, degradation-aware resource-allocation method initially allocates shared

resources to requesting bioassays without restrictions. It also keeps track of the actual
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degradation levels at all shared sources resulting from the synthesized bioassays. This

is achieved via direct communication with the synthesis tool. As a result, when the

reliable operation time for the electrodes at a certain shared resource is exceeded, the

resource allocator imposes restrictions on accessing this resource; i.e., it switches to

restricted resource sharing for this particular resource. Since electrode degradation is

considered in resource allocation, resources are sorted according to their degradation

level whenever a bioassay bai requires resource allocation. Hence, the worst-case

computational complexity of this scheme is O(|Rsh|2).

While our methodology is the first to consider dynamic resource allocation in

DMFBs, the literature of real-time embedded systems is rich with advanced and

cost-effective middleware designs that provide dynamic adaptation [157–159]. Ob-

jectives such as fault tolerance, reduction of power consumption, and reliability of

safety-critical applications have been the focus of these designs. Similarly, we foresee

many research opportunities for providing optimized dynamic-adaptation techniques

in DMFBs.

2.5 Firmware for Quantitative Analysis

The firmware is an interactive software layer that needs to be incorporated in the

architecture of cyber-physical DMFBs. This layer is constructed based on a set of

C++ libraries that can collect data from on-chip sensors via a signal tracer library,

use the collected data to perform real-time data analysis, and feed the upper layer

with appropriate decisions. Previous studies overlooked the incorporation of such a

layer since the demonstrated designs of cyber-physical DMFBs solely focused on error

recovery. The feedback system therefore uses simple signal conditioning and checking

schemes to provide decisions. However, advancing cyber-physical DMFBs towards

automated quantitative analysis requires taking into consideration the challenges

imposed by the distributed sensors. In this section, we focus on the design of the
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firmware component required for evaluating protocol efficiency and the level of gene

expression.

Firmware Components

Figure 2.11 shows an example of a block diagram for the firmware layer that is used

for qPCR-based quantitative gene-expression analysis. This layer consists of two

libraries: (1) Tracing and queuing (TQ) library; (2) Analysis and decision-making

(AD) library. Since multiple sensors are used in the quantification, the TQ library

is responsible for interacting with the hardware. Using the sensor-sample map that

is generated by the resource allocator, this library can trace the real-time readout

of each sensor at every amplification cycle. The synchronization between the library

and the underlying sensors is achieved via a designated protocol stack that is much
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simpler than its counterpart in wireless sensor networks. The circuitry for each sensor

must transmit the readout, packetized along with the sensor identification, to the

firmware. Next, the firmware matches the received identification information with

the sensor-sample map to recognize the detected sample. The received signal is then

logged into the library’s queuing system at the appropriate location.

When the amplification data is collected, there is a need to use this data to provide

useful information. Therefore, the TQ library generates the standard curve for the

assessment of the amplification quality. Next, TQ library invokes the AD library

to trigger the start of analysis and decision-making. The targets of this library is

to execute gene-expression quantification methods. As shown in Figure 2.11, the

captured threshold cycles of the samples, communicated from the TQ library, are

used to draw the standard curve and determine the efficiency factor E∗ (formally

defined in Section 2.1). Optimized methods of standard-curve analysis include fit-

point method and derivative method [160]. Based on the resulting value of the

efficiency factor, the firmware will command the upper layer (that forms the feedback

system) to transition the platform into a new start or to report the final result. If

the first path is chosen, the command will trigger online synthesis at the upper

layer. On the other hand, if the latter path is chosen, the AD library invokes the

Livak procedure [34] to quantify the expression of the gene of interest based on the

communicated threshold cycles.

Firmware Operation with Amplification Variations

The firmware is a key layer, not only because of its role in collecting sensor data and

conveying decisions, but it is also responsible for ensuring that the reported data is

meaningful and precise to a large extent. Impreciseness in reporting the level of gene

expression might arise due to the following reasons: (1) indeterministic component

interactions are ubiquitous in biological processes; as a result, DNA amplification
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response for the same sample may witness a limited random deviation over several

trials [161]; (2) similar to the IC design process, the fabrication process of a DMFB

and the integrated devices (e.g., heaters and detectors) are subject to process varia-

tions and faults [162]. Unreliable design of the firmware will undoubtedly propagate

these inefficiencies to the user side through imprecise gene-expression results.

An effective solution to this problem is based on a probabilistic approach. The

protocol experiment is iterated several times, and the results with the highest prob-

ability of being precise are reported. A simple probabilistic online approach is to

use the mean of the collected data to directly report the results [15]. However, a

more accurate scheme will consider the fact that, like several other biological pro-

cesses [163], the trend of deviation in DNA amplification follows a certain distribution

function. With several offline trials, the parameters of such a function are identi-

fied. Next, the outcomes of an online experiment (e.g., the level of gene expression)

can be probabilistically determined. The firmware design incorporates a tool, called

RAmp1, that carries out such optimization and reports the results based on a proba-

bilistic distribution. Figure 2.12 illustrates the working principle of RAmp assuming

a normal distribution over CT . The acceptable range of CT,on
2 can be calculated

given a pre-determined threshold on the cumulative distribution function F (CT ).

For example, the acceptable range can be associated with the following condition:

F (CT,2)−F (CT,1) = 0.5. Note that the parameters of the constructed model can be

fixed along the spectrum of CT ; this approach is referred to as Static-Variation Model

(SM), or they can be curve-fitted to a polynomial function over CT ; we refer to this

approach as Dynamic-Variation Model (DM). Additional research and experiments

are needed to investigate such probabilistic models through decoupling the effect of

indeterminism in biological processes and the impact of process variation in biochip

1 RAmp stands for Reliable computation with Amplification variations.

2 We use CT,on to distinguish online CT values.
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Figure 2.12: Using RAmp to: (1) construct a probabilistic model based on am-
plification variations (offline mode); (2) specify an acceptable range of experimental
CT based on the constructed model (online mode).

fabrication and operation.

2.6 Simulation Results

We implemented the proposed resource allocation schemes using C++. All evalua-

tions were carried out using a 2.4 GHz Intel Core i5 CPU with 4 GB RAM. In order

to obtain the resource preferences for each bioassay before resource allocation begins,

synthesis results were obtained from offline simulation using [100]. The same tool

is used for online synthesis when the simulation of real-time quantitative analysis

starts. Since this is the first work on optimization for multiple sample pathways, a

comparison with prior work is not feasible.

Evaluation of Resource-Allocation Schemes

Two chip arrays have been utilized to simulate the quantitative protocol; these chips

are labeled CNR (non-reconfigurable chip) and CR (reconfigurable chip). In both
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arrays, the chip has a dedicated port for each liquid and each bioassay also has

its own sample processing (SP) region. However, reconfigurable modules, namely

heaters (H), magnet (M), CCD camera region (CCD), and optical detectors (OD),

are integrated in the shared area of CR. This area is accessible to droplets from any

bioassay via a ring electrode-bus. The chip sizes are 18×18 and 17×17 for CNR and

CR, respectively; these represent the lower bounds on the size required to execute the

bioassays. We expect that increasing the array size for CNR and CR will result in a

proportional decrease in completion time. Performance assessment for different chip

sizes is left for future work.

We evaluate four resource-allocation schemes: (1) Non-reconfigurable scheme

(NON ); (2) Restricted resource sharing (RR); (3) Unrestricted resource sharing

(NR); (4) Adaptive degradation-aware resource sharing (DA). Using these schemes,

we run simulations on the quantitative analysis protocol described in Section 2.2. We

consider three samples being concurrently subjected to fluidic operations. The sam-

ples are S1 (GFP gene-targeted sample), S2 (YFP gene-targeted sample, and S3

(actin gene-targeted sample). Using the notation in Table 2.2, we consider three

different cases in terms of the sample pathways: (1) Short homogeneous pathways

(Case I): an optimistic case in which all the three samples follow the same short-

est pathway (CL-mE-mP-MM-SD-TC); (2) Long homogeneous pathways (Case

II): a pessimistic case in which all the three samples follow the same long path-

way (CL-mE-mP-CL-mE-mP-MM-SD-TC); (3) Heterogeneous pathways (Case

Table 2.2: Bioassay notation and resource requirement.

Bioassay Notation Minimum resource requirement
Cell Lysis CL SP, H, and CCD

mRNA Extraction mE SP and M
mRNA Purification mP SP and OD

RT Master Mix MM SP and OD
Serial Dilution SD SP

Thermal Cycling TC H
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Table 2.3: Number of on-chip modules and array electrodes in CNR and CR.

Resource
# Modules # Electrodes
CNR CR CNR CR

SP
1 (CL), 2 (mE),

176 176
2 (mP), 2 (MM), 4 (SD)

H 2 (CL), 3 (TC) 3 80 48
M 1 (mE) 1 18 18

OD 2 (mP), 2 (MM) 2 36 18
CCD 1 (CL) 1 9 9

Chip size 22 18 18×18 17×17

III): a realistic case in which the pathways of these samples are different. The

considered pathways are as follows: CL-mE-mP-MM-SD-TC, CL-mE-mP-CL-

mE-mP-MM-SD-TC, and CL-CL-mE-mP-MM-MM-SD-TC, respectively. Ta-

ble 2.2 lists the minimum resource requirements for the bioassays.

The metrics of comparison include: (1) The total completion time of the pro-

tocol execution (in time steps); (2) the occupancy time (degradation level) for the

shared resources (heaters and magnet modules). A time-step refers to the clock

period, typically in the range of 0.1 to 1 second [42]. For fair comparison be-

tween non-reconfigurable and resource-sharing schemes, the chip array used with

the non-reconfigurable scheme (i.e., CNR) is designed such that the resources are

sufficient only for a single pathway; therefore, the resources are not replicated with

the number of samples. In addition, due to the absence of resource sharing in the

non-reconfigurable scheme, the occupancy time is not considered in our analysis. Ta-

ble 2.3 compares the four scheme based on the chip configuration. As expected, due

to the absence of resource sharing in the non-reconfigurable scheme, the chip mod-

ules are replicated. For example, three heaters are sufficient for the resource-sharing

schemes (in CR) for thermal manipulation in different bioassays. For CNR, both cell

lysis and thermal cycling bioassays require their own heaters, thus increasing chip

fabrication cost.
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Based on our simulations, the CPU time, which includes the time for resource

allocation and online synthesis, averaged over the three cases (I, II, and III), is less

than 1 ms for all allocation schemes. Thus, compared to the protocol completion

time (in the order of minutes), the CPU time is negligible.

Case I: Short Homogeneous Pathways

This case arises when all the samples are perfectly grown in a well-controlled medium.

In addition, the reagents are contamination-free. We compare the four methods in

terms of completion times; see Figure 2.13(a). As expected, non-reconfigurable re-

source allocation leads to the shortest completion time. Restricted resource sharing,

on the other hand, shows the worst completion time. We also note that we can use

adaptive, degradation-aware resource allocation (DA) to achieve a short completion

time, while the chip resources are not severely degraded (degradation is measured in

terms of the occupancy time); see Figure 2.13(b).

Case II: Long Homogeneous Pathways

We next study the case where all the samples are re-suspended for additional bioas-

says. As shown in Figure 2.13(c) and Figure 2.13(d), the proposed schemes show

the same profiles of completion times and degradation levels as in Case I, but with

higher values. However, the completion time for DA is closer to that obtained with

restricted resource sharing.

Case III: Heterogeneous Pathways

This is a realistic case that emerges due to the inherent uncertainty about the biolog-

ical contents of each sample. It introduces the challenge of deciding the allocation of

resources among the heterogeneous pathways at runtime. Again, we evaluate the al-

location schemes based on the completion time (Figure 2.13(e)) and the degradation

level (Figure 2.13(f)).
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Figure 2.13: Comparison between the four resource-allocation schemes—Non-
reconfigurable (NON ), restricted resource sharing (RR), unrestricted resource shar-
ing (NR), and degradation-aware resource sharing (DA)—executing three pathways.

Convergence of Degradation-Aware Resource Allocation

Finally, we study the convergence of the DA method. We analyze the completion

time and the average degradation level of the shared resource-allocation schemes

with various lengths of homogeneous pathways, as shown in Figure 2.14. We observe

that the completion time for DA begins to converge to its counterpart in RR when

the length of the pathway is increased. However, due to the restrictions imposed

by both RR and DA on resource allocation, the degradation levels remain below

a certain limit even when we increase the pathway length substantially, as shown

in Figure 2.14(b). In real-life scenarios, chip users tend to make optimizations in

order to make sure that the protocol is finished as early as possible to avoid droplet

evaporation [130]. These scenarios make the DA method especially attractive in
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Figure 2.14: Performance of the shared resource-allocation schemes with various
lengths of homogeneous pathways in terms of: (a) total completion time, (b) average
occupancy time.

practice.

Variants of Probabilistic Models in RAmp

We demonstrate two variants for probabilistic-model construction and the use of the

firmware: (1) Static-Variation Model (SM); (2) Dynamic-Variation Model (DM).

The following details describe the methodology for training and operation for RAmp:

Input data set (for training): We used the CT values of β-actin that were ex-

tracted from the benchtop experiment (Figure 2.3) as the input data set. Additional

values were randomly generated, but clustered to be near the measured data, and

included to the set of extracted points in order to enlarge the training set. Therefore,

the amplification of each sample droplet is characterized by a “cluster” of possible

readings.

Probabilistic models: The input data set for each cluster was fit to a local normal

function, as shown in Figure 2.15(a). Next, the standard deviation of the con-

structed local functions were averaged over CT spectrum to create a global normal

distribution function that is used during operation mode (SM approach); see Fig-
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Figure 2.15: Illustration of training and operation methodologies in RAmp.

ure 2.15(b). In other words, this global function (σ = 0.7139) is always used to

represent the acceptable range for any input amplification result CT,on. On the other

hand, to generate DM, the obtained values of standard deviation were curve-fitted

furthermore to a function (in our case, it is a first-order polynomial function), as

shown in Figure 2.15(c). Based on the training, the standard deviation of the global

distribution function will change as CT,on varies, depending on the deviation trend of

the original data clusters. Figure 2.15(d) compares the operation outcomes of SM

and DM for two amplification results (CT,on = 17 and 30). At CT,on = 17, there

is a high chance that this result matches the original input data at CT = 17.29.

Accordingly, using DM leads to a steepened global curve, reducing the standard

deviation at this point (σ = 0.6211). However, at CT,on = 30, the DM flattens

the curve (σ = 0.9199) in an attempt to include the original input data points at

CT = 27.84 and 31.56 in the reported probability distribution. Note that the above
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points represent corner cases, typical cases such as the range CT,on : 20 → 25 will

exhibit the same behaviour for both SM and DM. Additional statistical research

is needed to improve the characteristics of the curve-fitted function. There is a need

to reflect the disturbances in qPCR parameters and kinetics of the reaction on this

function via stochastic modeling [164].

2.7 Chapter Summary

We have introduced the first automated design method for a cyber-physical DMFB

that performs quantitative gene-expression analysis. This design is based on a

spatial-reconfiguration technique that incorporates resource-sharing specifications

into the software synthesis flow. A firmware has been developed to collect data

from sensors during runtime, perform analysis, and make decisions about the mul-

tiple pathways for samples. We have also presented an adaptive scheme for shared-

resource allocation that efficiently utilizes on-chip modules. This method manages

resource access between the bioassays. The proposed scheme has been evaluated

based on the completion time and the electrode degradation level for realistic multi-

sample test cases. We have reported results on the performance of the allocation

scheme for various pathway lengths.

76



3

Synthesis of Protocols with Temporal Constraints:
Realization of Real-Time Epigenetic Analysis

In Chapter 2, a synthesis methodology was introduced to support non-trivial biology-

on-a-chip applications (e.g., quantitative gene-expression analysis). In this work, a

dynamic reconfiguration technique is used to spatially map resource specifications of

multiple sample pathways to the biochip devices. This technique is embedded in an

adaptive framework that facilitates real-time resource sharing among bioassays and

reduces protocol completion time without sacrificing the chip’s lifetime.

However, a drawback of the previous method is that it makes spatial reconfigu-

ration decisions at the bioassay level (i.e., “locally”), and it does not capture inter-

actions between multiple sample pathways at the protocol level. In other words, re-

source sharing among different sample pathways is achieved at a coarse-grained level,

thus biochip devices are not efficiently exploited, particularly when further compli-

cated protocols such as gene-regulation analysis (referred to here as epigenetics) are

considered. Furthermore, this work does not consider the upper-bound temporal

constraints imposed by the application domain; these constraints may arise due to
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physical phenomena such as droplet evaporation and deadlines imposed by the target

chemistry, e.g., degradation of samples and reagents. It was found that the droplets

that are subjected to overly long-lasting reactions (especially in a medium of air) are

susceptible to evaporation, which impacts the efficiency of enzymatic reactions and

alters protocol outcomes [130]. In previous methods, the reaction time is specified

using a microfluidic library, which considers the overly pessimistic worst-case timing

of bioassay reactions. Moreover, these methods overlook droplet evaporation.

In this chapter, we overcome the above drawbacks by presenting a system design

and a design-automation method that carries out task assignment and scheduling

for cyber-physical DMFBs for quantitative analysis, e.g., the study of alterations in

gene expression or cellular phenotype of epigenetics [127,136]. The proposed method

scales efficiently to multiple independent biological samples and supports on-the-fly

adaptation under temporal and spatial constraints. The main contributions of this

chapter are as follows:

• We first present the outcomes of our benchtop experiment to motivate the study

of epigenetic regulation in fission yeast. Motivated by the experimental results

and the C5 architecture (Section 1.4), we introduce a layered system design for

DMFBs. The experimental outcomes are also used to guide the synthesis of

the underlying protocol.

• We map the synthesis of epigenetics to real-time multiprocessor scheduling and

formulate it as an Integer Programming problem. Since the scheduling is NP-

hard, we develop a heuristic for dynamic fluidic task scheduling to respond to

protocol-flow decisions. The proposed algorithm provides resource sharing and

handles droplet evaporation.

• To promote component-based design in DMFBs [165], the interaction between
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the proposed algorithm and other system components (actuation and firmware)

is demonstrated using an embedded micro-controller board.

The remainder of the chapter is organized as follows. An introduction to epi-

genetic regulation and the layered system design are presented in Section 3.1. In

Section 3.2, we introduce the system model and associated constraints. Next, an

algorithm for task scheduling is presented in Section 3.3. Finally, results of our

experimental evaluation are presented in Section 3.4 and conclusions are drawn in

Section 3.5.

3.1 Miniaturization of Epigenetic-Regulation Analysis

One of the important uses of gene-expression analysis described in Chapter 2 (flowcharts

corresponding to the benchtop protocol and the miniaturized implementation are

shown in Figure 2.4(a) and Figure 2.4(b), respectively) is in epigenetics, which iden-

tifies changes in the regulation of gene expression that are not dependent on gene

sequence. Often, these changes occur in response to the way the gene is packaged

into chromatin in the nucleus. For example, a gene can be unfolded (“expressed”),

be completely condensed (“silenced”), or be somewhere in between. Each distinct

state is characterized by chromatin modifications that affect gene behaviour [166].

An improved understanding of the in vivo cellular and molecular pathways that gov-

ern epigenetic changes is needed to define how this process alters gene function and

contributes to human disease [67].

Based on our benchtop study of gene-expression analysis (Section 2.1), we as-

sessed the relevance of chromatin structure on regulation of the gene function. A

second benchtop experiment was carried out to image yeast chromatin samples under

a transmission-electron microscope (TEM) [166]. Figure 3.1 relates the outcome of

the experiment to gene-regulation behaviour based on chromatin structure. With
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Figure 3.1: (a) TEM image of chromatin; (b) correlation with chromatic control
of epigenetic gene regulation.

multiple samples and with several causative factors affecting chromatin behaviour,

implementing epigenetic-regulation analysis using a benchtop setting is tedious and

error-prone; thus this preliminary benchtop study motivates the need to miniaturize

epigenetic-regulation analysis. The benchtop study also provides important guid-

ance on the design of the miniaturized protocol for a DMFB. Figure 3.2(a) depicts

a flowchart of the benchtop protocol. The protocol consists of two stages:

1. Up-stream stage in which the transcriptional profile (gene expression) of a GFP

reporter gene is investigated. Control samples (GFP not under epigenetic/drug

control) and experimental strains (under epigenetic control) were analyzed by

qPCR. The goal was to explore how chromatin-folding alterations influence

gene expression.

2. Down-stream stage in which novel modifiers of epigenetic gene regulation are

identified. Samples are mutagenized, for example by ultraviolet radiation, and

cells whose transcriptional activity has been enhanced or suppressed are ana-

lyzed further. Following quantitative gene expression analysis, the causative

mutation can be identified by whole genome sequencing [167]. The role of the

genes in epigenetic processes can be verified by additional studies, including
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Figure 3.2: Protocol for epigenetic gene-regulation analysis using (a) benchtop
setup; (b) DMFBs.

TEM analysis, ChIP, and other assays.

Similar to Chapter 2, reliable concurrent manipulation of independent samples

requires the incorporation of sample-dependent decision-making into the protocol.

We have developed a miniaturized protocol for epigenetic-regulation analysis; see

Figure 3.2(b). Using DMFBs, both up-stream and down-stream stages are carried

out using the protocol for gene-expression analysis, followed by DNA pyrosequenc-

ing [39], to identify the sequences of the generated mutations. To provide a successful

transformation of the complex epigenetic protocol into a biochip setting, a layered

structure of a digital-microfluidic system is deployed.
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Figure 3.3 illustrates the components required for on-chip implementation of the

protocol, and the interactions among them. The control software consists of a sys-

tem model, embedded in a firmware layer, and a real-time resource assignment and

scheduling layer. The protocol is initially synthesized to process the fluids across

independent sample pathways. At the end of a bioassay, a sample is subjected

to a detection operation that triggers the start of a decision-making process. The

firmware receives the sensor readout, analyzes the data, and produces a decision to

the scheduler. Real-time synthesis is then employed to provide the needed actuation

sequences to adapt the system to the new situation.

In principle, the real-time synthesis is sufficient to capture the dynamics of fluid-

handling operations within multiple sample pathways. However, an integrated sys-

tem for epigenetics must take into account the impact of other active components:

electrode actuation and firmware. In other words, the system scheduler is responsi-

ble for the timely coordination between the periodic loading of actuation sequences
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Figure 3.3: Proposed layered structure of a DMF platform to miniaturize a quan-
titative protocol. In this chapter, we design the system model and the real-time
scheduler.
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(CM1), firmware computation (CM2), and synthesis execution (CM3).
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Figure 3.4: Hierarchical scheduling of DMF
system components.

Therefore, we represent our dig-

ital microfluidic (DMF) platform

as a hierarchy of components (Fig-

ure 3.4); CM1 triggers a set of pe-

riodic tasks to stimulate the CPU

to transfer actuation sequences from

the controller memory to the biochip

control pins at the start of every ac-

tuation period. The tasks triggered

by CM2 are invoked sporadically at

every decision-point within the protocol. Note that the durations of tasks generated

by CM1 and CM2 are fixed and can be easily determined using offline simulation.

Our focus in this chapter is on the control-software design and optimization,

specifically, system modeling and real-time scheduling. A fully integrated hard-

ware/software demo involving a fabricated biochip is a part of ongoing work, and

beyond the scope of this work. In Section 3.4, we present a preliminary demo using

a micro-controller and simulation data. In the following two sections, we present

details about the system model and real-time scheduling.

3.2 System Model

We model the digital microfluidic (DMF) system for gene-regulation analysis in terms

of real-time computing systems.

Biochip Resources

The DMF platform includes three categories of resources: (1) physical, non-reconfigurable

resources (PN ) such as I/O ports, (2) physical, reconfigurable resources (PR) such
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Figure 3.5: Resources of a DMF system used for implementing the epigenetic
regulation protocol.

as heaters, detectors, and regions to manipulate magnetic beads, and (3) virtual,

reconfigurable resources (VR) such as mixers. The set of chip resources R is defined

as R = PN ∪ PR ∪ VR. Unlike VR, the resources in PR and PN are spatially

fixed, but a resource in PR can be reconfigured to leverage the electrodes located

within its region for sample processing in addition to its original function. For exam-

ple, a magnet resource can be used either for magnetic-bead snapping or for sample

processing, but not both at the same time.

Consequently, a biochip resource ri ∈ R is characterized by ri = (rti, rxi, ryi)

where rti is the resource type, rxi and ryi are the x and y coordinates of the resource

interface, respectively. The resource interface is represented by an electrode that

connects the resource to the global, unidirectional routing bus. Figure 3.5 shows

an example of DMF resources. A dedicated dispensing reservoir is used to store

a replenishment solution to counter droplet evaporation [130]. The proposed chip

layout can implement the epigenetic regulation protocol, and it facilitates the real-

time coordination of multiple droplets along the global routing bus.
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Fluidic Operations in Multiple Pathways

In prior work, bioassay operations and the interdependencies among them have been

modeled as a directed sequencing graph Gs = (Vs, Es) [84]. A node vsi ∈ Vs signifies

an operation and an edge esi = (vs1, vs2) ∈ Es represents precedence relation between

operations vs1 and vs2, respectively. This model is sufficient to handle synthesis for

a single sample pathway, but inadequate for multiple sample pathways.

When multiple sample pathways are involved, modeling the synthesis problem

based on real-time system theory enables us to assess system performance and ro-

bustness under various conditions and constraints, e.g., through compositionality and

schedulability analyses [165]. In analogy with real-time multiprocessor scheduling,

we introduce the following key terms to model the synthesis problem:

• Fluidic-task set (T ): Similar to computational tasks in computer systems, a

fluidic task τi ∈ T represents a bioassay in a target protocol. A fluidic subtask

τ ji represents a fluid-handling operation within a bioassay τi.

• Fluidic-processor set (R): A biochip resource is also referred to as a fluidic

processor. Hence, a DMFB is comprised of a set of heterogeneous processors

corresponding to the chip resources R.

In real-time systems, precedence-related subtasks can be assigned and scheduled

on dedicated processors, where inter-processor communication induces delays in the

release of subsequent subtasks [168]. Similarly, we build on the directed-acyclic graph

(DAG) model [169] to capture the characteristics of a quantitative-analysis protocol.

This model can then be used to compute task-assignment and scheduling solutions

in our DMF system. The details of our task model are described below.

• The protocol consists of a set of bioassays B = {ba1, ba2, ..., ban}. Each bioas-

say bai ∈ B is a fluidic task τi that is characterized as a 3-tuple (tli, Gsi, tdi),
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where tli is the task release time, Gsi is a DAG, and tdi is a positive integer

representing the relative deadline of the task. DAG Gsi, whose number of nodes

will be denoted by mi, is specified as Gsi = (Vsi, Esi, PCi, LCi), where Vsi is a

set of vertices representing subtasks {τ 1
i , τ

2
i , ..., τ

mi
i }, Esi ∈ [0, 1]mi×mi is an ad-

jacency matrix that models the directed-edge set of Gsi, and PCi ∈ [0, 1]mi×mi

is a matrix derived from Esi that represents precedence relationships between

the vertices Vsi; formally, PCi(k, l) = 1 if and only if subtask τ ki has to be com-

pleted before subtask τ li starts. Finally, LCi ∈ Nmi×mi×|R|×|R| represents the

lower-bound routing-cost matrix between the vertices Vsi, considering all re-

source combinations used for subtask executions. Specifically, if resources used

to execute τ ji and τ ki are determined to be rl and ra, respectively, LCi(j, k, l, a)

= Z indicates that the lower-bound value for the routing distance from the

interfacing electrode of rl to that of ra is equal to Z. Note that LCi(j, k, l, a)

is a function of coordinates (rxl, ryl) and (rxa, rya), and it is calculated based

on the unidirectional ring bus shown in Figure 3.5. Furthermore, note that

LCi(j, k, l, a) does not have to be equal to LCi(j, k, a, l).

• A fluidic subtask τ ji ∈ {τ 1
i , τ

2
i , ..., τ

mi
i } is characterized by τ ji = (Oj

i , α
j
i , st

j
i ,

ftji ), where: (i) Oj
i is a vector used to specify the operation times needed

by the chip resources to execute subtask τ ji ;1 (ii) αji ∈ {0, 1}|R| is a vector

that specifies the subtask assignment to biochip resources R
(
i.e., αji (l) = 1 if

subtask τ ji is allocated to the resource rl
)
; (iii) stji represents the start time of

the subtask; (iv) ftji represents the end time of the subtask.

Thus, to satisfy the requirements of the bioassay bai, the following constraints

must be satisfied:

1 Oj
i (l) =∞ indicates that subtask τ ji cannot execute on rl.
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∀i, j, k : τ ji , τ
k
i ∈ {τ 1

i , ..., τ
mi
i }; l, a : rl, ra ∈ R,

(C1)
∑

l α
j
i (l) = 1 {allocation};

(C2) ftji ≥ stji +Oj
i (l) · α

j
i (l) {task duration};

(C3) stji − ftki ≥ LCi(k, j, l, a) − K(2 − αki (l) − αji (a)) − K(1 − PCi(k, j))

{task precedence and inter-processor communication}, where the constant K

is a large positive constant that linearizes the AND Boolean terms in the task-

precedence satisfaction problem, described in Equation (3.1).

(
stji − ftki ≥ LCi(k, j, l, a)

)
if
(
αji (a)

)
∧
(
αki (l)

)
∧
(
PCi(k, j)

)
(3.1)

• In order to counter droplet evaporation, replenishment steps are incorporated

before the start of every new bioassay [130]. Note that each bioassay bai (com-

posed of a set of subtasks τ ji ) is characterized by a deadline, tdi, on its comple-

tion time after which a sample must be run through a just-in-time replenish-

ment process. Note that fulfilling a bioassay deadline is a soft real-time require-

ment. In addition, the need to fulfil all protocol deadlines imposes temporal

constraints on our design, since resorting to extra replenishment steps during

protocol execution significantly impacts completion time. In other words, if a

fluidic task violates its deadline (creating non-zero tardiness), extra replenish-

ment steps are applied to the associated sample pathway to counter droplet

evaporation, leading to an increase in completion time.

To address this problem, each subtask τ ji is also characterized by a Boolean

variable Ωj
i ∈ {0, 1}, where Ωj

i = 1 indicates that subtask τ ji is planned to start

execution after the deadline tdi. In addition, tsi represents the start time of
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a bioassay bai and Q models the number of time steps2 needed to complete

sample replenishment. The following additional constraints must be satisfied:

∀i, j, k : τ ji , τ
k
i ∈ {τ 1

i , ..., τ
mi
i }; l, a : rl, ra ∈ R,

(C4) stji ≥ tsi {bioassay start time};

The value of the variable Ωj
i for every subtask τ ji can be specified using the

difference between the subtask start time stji and the absolute deadline (tsi +

tdi) of the bioassay, as follows:

(C5) U ·Ωj
i ≥ stji − (tsi+ tdi); Ωj

i ≥ 0; Ωj
i ≤ 1 {tasks beyond deadline}, where

U is a large positive constant that can be used to upper-bound the allowable

range of tardiness;

(C6) ftji ≤ TPF {protocol finish time};

In addition, the inequality in (C3) is modified to incorporate replenishment as

follows. Note that just-in-time replenishment is applied before subtask τ ji only

when Ωj
i = 1 and Ωk

i = 0, such that Esi(k, j) = 1. In other words, the bioassay

deadline tdi is violated during or immediately after the execution of τ ki .

(C3′) stji − ftki ≥ LCi(k, j, l, a)−K(2− αki (l)− α
j
i (a))−K(1− PCi(k, j)) +

Q · ξ(k,j)
i ; where ξ

(k,j)
i is a Boolean variable specified through the expression(

ξ
(k,j)
i = ¬Ωk

i ∧ Ωj
i ∧ Esi(k, j)

)
, and it can be formulated as in (C7);

(C7) ξ
(k,j)
i ≥ Ωj

i − Ωk
i + Esi(k, j) − 1; ξ

(k,j)
i ≤ Ωj

i ; ξ
(k,j)
i ≤ 1 − Ωk

i ; ξ
(k,j)
i ≤

Esi(k, j); ξ
(k,j)
i ≥ 0 {replenishment requirement}.

• Finally, to achieve mutual exclusion in system resources, each resource rl ∈ R

is also characterized by a Boolean variable ωl(j,i)(t), where ωl(j,i)(t) = 1 indicates

2 A time-step refers to the clock period, typically in the range of 0.1 to 1 second [170].
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that rl is being utilized by subtask τ ji at time t. Therefore, the following

constraint must be satisfied:

(C8)
∑

(j,i) ω
l
(j,i)(t) = 1 {mutual exclusion};

The value of ωl(j,i)(t) can be specified as follows:

(C9) ωl(j,i)(t) ≥ 1 − K(3 − αji (l) − κji (t) − ηji (t)); where κji (t) and ηji (t) are

Boolean variables that are specified through the following formulation:

(C10) U · κji (t) ≥ t− stji ; κ
j
i (t) ≥ 0; κji (t) ≤ 1;

(C11) U · ηji (t) ≥ ftji − t; η
j
i (t) ≥ 0; ηji (t) ≤ 1.

3.3 Task Assignment and Scheduling

In this section, we present our algorithm for fluidic task assignment and scheduling.

Table 3.1 summarizes the notation used in this chapter.

Problem Formulation

Inputs: (i) A set of bioassays B, where each bioassay bai ∈ B is characterized by a

task τi ∈ T = {τ1, τ2, ..., τn}, bioassay deadlines TD = {td1, td2, ..., tdn}, and adja-

cency matrices {Es1, Es2, ..., Esn}; (ii) precedence-relationship matrices {PC1, PC2, ...,

PCn}; (iii) a set of subtasks {τ 1
i , τ

2
i , ..., τ

mi
i } for each task τi ∈ T ; (iv) the routing-

cost matrix LCi for each task τi; (v) the processing-time vector Oj
i for each subtask

τ ji ; (vi) biochip resources R.

Output: (i) Assignment of fluidic subtasks to resources αji (l); (ii) start time stji and

finish time ftji for each subtask τ ji .

Objective: Reduce the number of tardy tasks to avoid repetition of droplet-replenish-

ment procedures.
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Table 3.1: Notation used in Chapter 3.

R The complete set of the biochip resources
ri A biochip resource; ri ∈ R
rti The type of resource ri
rxi The x coordinate of ri interface
ryi The y coordinate of ri interface
B The complete set of bioassays
bai A bioassay; bai ∈ B
T The set of fluidic task that represents the bioassays B
τi A fluidic task that represents bai; τi ∈ T
tli The release time of τi
tsi The actual start time of τi
Gsi The sequencing graph of τi
tdi The relative deadline of τi
PCsi The precedence matrix of τi
LCsi The lower-bound routing-cost matrix of τi

τ ji
A fluidic subtask representing a fluid-handling
operation performed as part of τi

Oj
i A vector of operation times for τ ji

αji A binary vector specifying resource assignment of τ ji
stji The start time of τ ji
ftji The finish time of τ ji
Q Number of time steps needed for replenishment

Heuristic Algorithm

The scheduling problem addressed here is mapped to the problem of scheduling

DAG tasks on heterogeneous multiprocessors. Recently, schedulability of DAG tasks

in uniform multiprocessors has been investigated and it has been shown that this

problem is NP-hard [169,171]. Not much is known about schedulability of DAG tasks

in heterogeneous multiprocessors, but the problem is likely to be computationally

intractable [168]. We handle this problem as described below.

The pseudo-code for the algorithm is described in Algorithm 3.1. The algorithm

expects a user-specified input that characterizes the upper-bound (Υ) on the number

of iterations (Line 4) to terminate the optimization process. In addition, β1 and β2

90



Algorithm 3.1 Task Assignment and Scheduling

1: procedure Main( )
2: Sol← ∅; utilmin ←∞;
3: iter ← 0; αprev ← ∅;
4: while iter ≤ Υ do
5: iter ← 0;
6: {αji} ← ProcessorAssign();

7: TPF , st
j
i , ft

j
i ← Coordinate();

8: nv ← CalculateViolations();
9: util← β1 · TPF + β2 · nv;

10: if util < utilmin then
11: utilmin ← util;
12: Sol← GetResults();
13: αprev ← αprev ∪ {αji}; iter ← iter + 1;
14: return Sol;
15: procedure Coordinate( )
16: t← 0;
17: while true do
18: RQ← PushReadyTaskSort(τi, PCi, LCi);
19: if (t == tdi) AND TaskUnfinished(τi, Esi) then
20: Replenish(τi, Q);
21: {stji , ft

j
i} ← ScheduleIfPossible(RQ);

22: t← t+ 1;
23: if all T Scheduled then break;
24: return {TPF , stji , ft

j
i};

are integers that are used as weighting factors for the utility function (Line 9), which

is used to determine the goodness of a solution.

At every iteration, the algorithm performs task assignment and scheduling (Lines

6-7); subtasks are randomly assigned to the fluidic processors according to the

required resources (Line 6), whereas a scheduling algorithm is used for real-time

scheduling (Lines 18-30). The algorithm evaluates the utility of the produced solu-

tion based on the number of bioassay-deadline violations (nv) and the total com-

pletion time (TPF ) for the protocol (Lines 8-9). The solution with the best utility

(Lines 10-13) is finally selected. We introduce two policies to guide the behaviour

of the scheduler (Line 21) below for updating the ready subtask queue RQ. Note

that a scheduling policy must preserve precedence relationships among subtasks. In

addition, a scheduling decision taken by a policy must take into consideration the

91



droplet-routing cost (inter-processor communication cost).

1. First-Come-First-Served (FCFS): A static policy in which the ready subtasks

are prioritized based on their resource-request time. Note that the resource-

access time for a subtask τ ji depends on the finish time of the preceding sub-

tasks. This static approach is oblivious to bioassay deadlines.

2. Least-Progression-First (LPF): A dynamic policy in which the task that be-

longs to the least-progressing bioassay is selected first. The least-progressing

bioassay is a bioassay that is most likely to miss its deadline and its tasks

urgently need to be advanced. This policy is similar to the Least-Laxity-First

policy [172]. Quantifying the progression of bioassay execution is performed

through a utility function fu(tdi, t, nscomp, nstot) = (tdi − t)(1− nscomp

nstot
), where

tdi is the bioassay deadline, t is the elapsed time since the bioassay has started,

nscomp is the number of time steps completed by this bioassay, and nstot is the

summation of the number of time steps for all the bioassay operations. Note

that the least-progressing bioassay has the lowest utility value.

We are given a set RQ of ready subtasks. We determine the processing time, the

start time, and the finish time of every subtask in RQ and ensure that a subtask can

get hold of the pre-assigned resource at time t (Line 25). Note that a task τi that

is not completed by the deadline is suspended until sample replenishment is carried

out (Lines 22-24). Based on the scheduling choices, the synthesis algorithm (using

the one-pass algorithm in [173]) is invoked to generate the actuation sequences (Line

12).

The scheduling scheme developed in this work is based on a timewheel that is

controlled by an entity known as the coordinator and a priority queue, that is used

to enforce the policy. The sequence of actions involved in our scheduling scheme is

illustrated in Figure 3.6.
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Scheduling-Policy Analysis

We analyze the scheduling policies explained above using the example in Figure 3.7.

We consider two cases: (i) Case A: a case where a limited-resource chip is given; (ii)

Case B: a case where an unlimited-resource chip is given. In Case A, we consider
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Figure 3.6: The sequence of actions in the proposed real-time scheduling scheme.
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a biochip with a single mixer, a single optical detector, and a single waste reservoir

that is used to discard droplets. In both Case A and Case B, we consider a dedicated

reservoir for each dispensing operation dispi. The task set consists of three tasks τ1,

τ2, and τ3, which have release times tl1 = tl2 = tl3 = 0. The DAG representation

for these tasks is shown in Figure 3.7. The numbers above the nodes (shown in

black) represent the worst-case processing time resulting from task assignment, and

the numbers shown in red represent the droplet-routing cost. We consider that the

replenishment steps are carried out using dedicated resources in both Case A and

Case B, and the time needed to complete droplet replenishment is 8 time steps.

In Figure 3.7, we demonstrate the timeline of the scheduling output for FCFS and

LPF when Case A is considered. The results show that LPF outperforms FCFS for

a limited-biochip setting. The reason is that LPF dynamically adapts the priorities

of tasks based on their progression. For example, at time t (shown in Figure 3.7),

all tasks are competing for the mixer. The utility value fu of τ1, τ2, and τ3 at this

time are 5.625, 22.75, and 11.2, respectively. As a result, τ1, with the least utility,

is selected to process upon the mixer starting at t. The completion times for FCFS

and LPF are 34 and 27, respectively.

Nevertheless, we expect that both approaches converge to an equivalent lower-

bound completion time when we increase the number of on-chip resources. Given

the same set of tasks and considering Case B, the number of biochip resources is∑n
i=1mi = 7 + 7 + 4 = 18; i.e., there is a dedicated resource for each subtask τ ji . In

this case, it is easy to demonstrate that task scheduling depends only on the timing

characteristics of a given task set, and that the computed completion time represents

the lower-bound, based on a specific task assignment. We introduce the following

definition that aids in our explanation [169]:

In Case B, the completion times obtained by FCFS and LPF are equal and they
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can be defined using the following equation: T ∗PF = max
∀i:Gsi

len(Gsi). According the

task set given3 in Figure 3.7, T ∗PF = max(17, 17, 12) = 17, which is the lower-bound

completion time for FCFS and LPF when the number of resources are increased; this

finding is corroborated using simulations in Section 3.4.

The worst-case time complexity of the above algorithm is O(Υ · nstot · |R|) when

FCFS is used and O(Υ · ns2
tot · |R|) when LPF is used. The algorithm is invoked

whenever there is a decision that has been taken, necessitating a change in the

task assignments and schedules for the sample pathways. Note that that the timing

overhead of this algorithm is based on the value of the optimization parameter Υ, the

number of on-chip resources, and the total number of protocol time steps. Since both

the number of resources |R| and time steps nstot are specified in advance for a given

platform, a biochip user can modify the response characteristics of a microfluidic

system only by changing the value of Υ. In our micro-controller demonstration,

described in Section 3.4, we set Υ to 1 to ensure faster responses to protocol decisions.

To make use of the hierarchical system structure in Figure 3.4, the execution of

the algorithm needs to be interleaved with electrode actuation and firmware compu-

tation. An approach for employing this scheme is to run the task-assignment and

scheduling algorithm in a lookahead manner. The progression of a sample pathway

through a sequence of bioassays, based on the flow decisions, is modeled as a deci-

sion tree. While CM1 executes a bioassay at the qth level, CM3 concurrently carries

out task assignment and scheduling considering all choices at the (q + 1)th level.

Subsequently, the appropriate assignments and schedules are selected based on the

detection results obtained from CM2. Note that CM3 must complete computation

of the (q + 1)th level before CM1 finishes the execution at the qth level. Figure 3.8

depicts the timeline of a lookahead-based execution for a pathway. This execution

3 Consider a unit routing cost between the two mixi operations in τ1 and τ2.
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Figure 3.8: Lookahead-based execution for a sample pathway. The progression of
the sample is modeled as a decision tree.

mechanism can significantly reduce the impact of the timing overhead; the algo-

rithm is executed concurrently with biochip actuation, which is usually configured

to function at a rate of 1 to 100 Hz.

3.4 Simulation Results and Experimental Demonstration

We implemented the proposed heuristic algorithm using C++. The set of bioassays

of the quantitative gene-regulation protocol (described in Section 3.1) were used as a

benchmark. A comprehensive analysis of the algorithm is performed based on three

groups of evaluations: (1) evaluation of scheduling policies using simulation-based

analysis; (2) comparison with previous resource-allocation techniques; (3) real-time

experimental demonstration using an embedded micro-controller. Simulation-based

assessment was carried out using an Intel Core i7, 3 GHz CPU with 16 GB RAM.
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Evaluation of Scheduling Policies

Since most of the previous design-automation methods have not considered multiple

sample pathways, we derive a baseline in which the protocol is executed for each

sample separately. Therefore, we evaluate the performance for three task-scheduling

schemes: (1) the baseline; (2) FCFS; (3) LPF. The metrics of comparison include:

(1) the total completion time for the protocol (including replenishment time); (2) the

time overhead incurred by replenishment procedures due to deadline violation; all

measured in time steps. The results were obtained for various chip sizes, which are

represented in terms of the number of biochip resources (e.g., heaters, mixers, and

detectors); see Figure 3.5. The deadlines for bioassays were obtained using offline

simulation—each bioassay was simulated for various chip sizes and then the longest

completion time was considered as a deadline.

We consider three samples being concurrently subjected to fluidic operations.

The samples are S1 (GFP gene-targeted sample), S2 (YFP gene-targeted sample,

and S3 (actin gene-targeted sample). We consider three different cases in terms of

the sample pathways: (1) Short homogeneous pathways (Case I): a case where all

three samples follow the same shortest pathway (12 bioassays in each pathway); (2)

Long homogeneous pathways (Case II): a case where all three samples follow the same

long pathway (16 bioassays in each pathway); (3) Heterogeneous pathways (Case III):

a case where these samples are different (the three pathways are comprised of 12, 14,

and 16 bioassays, respectively).

Figure 3.9 compares the three scheduling schemes in terms of completion times

for the three cases. Although the baseline scheme does not provide resource sharing

(hence no deadline violation occurs), it leads to the highest completion times for

all chip sizes. We also observe that LPF provides lower completion time compared

to FCFS for tight resource constraints. This result corroborates our analysis in
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Figure 3.9: Completion times and replenishment overhead for three task-scheduling
schemes—baseline, FCFS, and LPF—running (a) short homogeneous pathways, (b)
long homogeneous pathways, (c) heterogeneous pathways.

Section 3.3, in which we demonstrated that LPF is a deadline-driven approach and

it achieves less tardiness, compared to FCFS.

We also estimate the overhead incurred due to replenishment when FCFS and

LPF are used. Without loss of generality, we assume that a replenishment procedure

takes 10 time steps in the worst case. It is obvious that LPF incurs less replen-

ishment overhead for all chip sizes, as shown in Figure 3.9. As a result, compared

to FCFS, the priority scheme of the LPF scheduler is more effective in countering

droplet evaporation while the protocol completion time is not significantly increased.
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Figure 3.10: Scalability of the scheduling schemes with a varying number of homo-
geneous pathways; (a) using a biochip with four resources, (b) using a biochip with
seven resources.

Also, it is noteworthy to mention that the difference in protocol completion time be-

tween LPF and FCFS gradually decreases when the number of biochip resources is

increased; see Figure 3.9. This finding also adheres to our analytical study performed

in Section 3.3.

Next, we explore scalability of the three scheduling schemes. We analyze the

completion time as the number of homogeneous pathways is varied; see Figure 3.10.

We observe that, as expected, the baseline scheme does not scale with the number

of samples, since its completion time increases considerably when the number of

samples is increased.

Comparison with Previous Results

We next compare the completion time and resource utilization of our real-time

scheduling approach (using LPF) with resource-allocation techniques proposed in

Chapter 2. This work introduced two schemes to derive upper and lower bounds on
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protocol completion time considering resource sharing. These schemes are: (i) re-

stricted resource sharing (RR): a scheme that fully restricts the reconfigurability of

shared resources among bioassays; (ii) unrestricted resource sharing (NR): a scheme

that does not consider any restrictions on resource sharing.

For comparison, we use a simulation environment similar to that in Chapter 2,

in which a gene-expression analysis protocol is used. The minimum resource require-

ments as well as fluid-handling operations are re-used from Chapter 2. We utilize

three short homogeneous sample pathways, but the conclusions of this simulation

holds also for other cases. The biochip architecture consists of seven resources: two

mixers, two optical detectors, one magnet, one heater, and one CCD camera. The

utilization profile of a resource ri over the course of the protocol execution is denoted

by uri(t), where uri(t) = 1 indicates that resource ri is used for execution during

the time step [t, t + 1], whereas uri(t) = 0 indicates that the resource is idle during

the same time step. The summation of the utilization profiles of all chip resources is

referred to as cumulative system utilization Ucm(t); thus Ucm(t) =
∑7

i=1 uri(t). This

function gives an indication of how efficiently chip resources are used by a resource-

allocation scheme over time. We use this function to derive the mean overall system

utilization U cm to compare system utilization of resource-allocation schemes using

numerical values. The paremeter U cm is calculated as follows:

U cm =

∫ TPF

0
Ucm(t) · dt
TPF

(3.2)

where TPF is the protocol completion time. An upper-bound for U cm is equal to

the number of chip resources; i.e., U cm ∈ [0, 7]. Note that higher U cm signifies

better resource utilization. Although our real-time scheduler takes into consideration

droplet-routing overhead, we ignore this cost in our comparison.

Figure 3.11(a) compares the three resource-management schemes based on the
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Figure 3.11: Comparison between three resource-management schemes: (i) re-
stricted resource sharing (RR); (ii) unrestricted resource sharing (NR); (iii) LPF-
based real-time scheduler (proposed). Comparison is based on: (a) protocol com-
pletion time, (b) percentage of time effectively used for execution, (c) Ucm(t) and
U cm.

completion time for gene-expression analysis. It is obvious that the proposed real-

time scheduler, i.e., the LPF scheduler, achieves the shortest completion time, com-

pared to the resource-allocation schemes in Chapter 2. As expected, RR sharing
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leads to the worst-case completion time due to the restrictions imposed on resource

sharing.

Next, we analyze the resource utilization that results from the resource-management

schemes, based on two metrics: (1) percentage of resource time used effectively by

protocol execution; (2) U cm. The results for the former metric is illustrated in

Figure 3.11(b). Using the LPF scheduler, 32.13% of the overall resource time is

effectively used to execute protocol fluid-handling operations, whereas only 25.53%

and 28.34% of the overall resource time are effectively used by RR sharing and NR

sharing, respectively. Note that resource allocation in Chapter 2 is carried out at

the bioassay level; hence a set of resources might be reserved to execute a bioassay,

but not used until the associated fluid-handling operations are invoked. As a result,

both RR sharing and NR sharing incur a time cost due to reserving, but not using,

chip resources; see Figure 3.11(b).

Finally, results involving the parameter U cm for resource utilization are shown in

Figure 3.11(c). The proposed LPF scheduler achieves the best cumulative system

utilization (U cm = 2.5), compared to RR sharing (U cm = 1.786) and NR shar-

ing (U cm = 1.98), respectively. These results indicate that the proposed real-time

scheduler is more cost-effective and it is applicable for tighter resource-budget cases.

Experimental Demonstration

We next demonstrate the application of hierarchical scheduling using a commer-

cial off-the-shelf micro-controller (TI 16-bit MSP430 100-pin target board; see Fig-

ure 3.12(b)). An oscilloscope is used to probe signals generated from the components

CM1, CM2, and CM3—the experimental setup is shown in Figure 3.12(a). The gen-

erated waveform is shown in Figure 3.12(c), where the blue signal indicates the

synthesized time steps based on the task scheduler (CM3), the green signal repre-

sents the actuation pulses (CM1), and the yellow pulse reflects firmware computation
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(CM2) based on a detection operation.

Our experimental target was to execute gene-expression analysis using two sample

pathways. For testing and verification purposes, we generate a hypothetical, but

feasible, stream of data to mimic the data transfer between the hardware and the

control software. This data was obtained by simulating the gene-expression analysis

protocol with two sample pathways.

A timer-interrupt module was utilized to trigger periodic actuation tasks while

the task scheduler was running. This mechanism provides flexible tuning for the

actuation clock depending on the developed application [170]. The firmware tasks

were also realized through a set of interrupt service routines (ISRs) and invoked

after each (simulated) detection operation. The selection of an ISR depends on the

type of detection method assumed, e.g., CCD-camera monitoring of cell culture or

fluorescence detection of amplified nucleic acid.

The outcome of the experiment matches the lookahead timing model described

in Section 3.3. This experiment lays the foundations for developing and testing

the key hardware/software co-design components for real-time DMFBs that can be

(a) (b) (c)
Figure 3.12: Experimental demonstration of hierarchical scheduling. (a) Experi-
mental setup. (b) The 16-bit MSP430 100-pin target board. (c) Probed signals from
CM1 (green), CM2 (yellow), and CM3 (blue).
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used in realistic microbiology protocols. Hence, the work proposed in this chapter

adds another key component, which is the real-time component, to the synthesis

infrastructure established in Chapter 2. As a result, similar to multi-core system-

on-chips, mapping the resource allocation of multiple samples (Chapter 2) to the

real-time context offers modular and channel-based integration between a DMFB

and other onboard analysis modules such as DNA sequencers.

3.5 Chapter Summary

We have introduced a design-automation method for a cyber-physical DMFB that

performs quantitative epigenetic gene-regulation analysis. The design is based on

real-time multiprocessor scheduling; it provides dynamic adaptation to protocol de-

cisions under spatio-temporal constraints. We have also presented a hierarchical

structure to illustrate the coordination between the synthesis of multiple pathways,

electrode actuation, and firmware computation. A heuristic algorithm has been pre-

sented for the NP-hard task-scheduling problem. An experimental demonstration

has been provided using a micro-controller board to show the interaction between

the scheduling algorithm and other components.

Our ongoing work is focused on the integration of a fabricated biochip with the

proposed design methodology. The work presented in this paper will be an important

component of such an integrated hardware/software demonstration of a quantitative-

analysis protocol.
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4

A Cyber-Physical System for Microfluidics-Driven
Cloud Service: Integrative Genomic Association

Studies for Cancer Research

In this chapter, we extend our synthesis toolkit for biomolecular quantitative analysis

by introducing a framework that enables adaptive and complex single-cell genomic

studies [137]. The proposed framework is suited for a large-scale biochemistry exper-

imental setting that cannot be handled by a single microfluidic platform and requires

coordination among multiple biomolecular studies. An important application of this

framework is cancer genomics, where researchers study the interplay between single-

cell biology and omics technologies (i.e., DNA sequences, RNA expression levels,

proteomics, and other epigenetic markers) and their impact on disease development

and evolution (i.e., association studies) [132]. To realize this framework, we discuss

the integration of different technologies—microfluidic biochips, biochemical analysis

protocols, cyber-physical adaptation, as well big data and cloud computing—and

introduce the fundamentals of a cyber-physical distributed infrastructure for inte-

grative genomic studies based on microfluidics as a service (MaaS). The proposed

framework presents the first discussion on networked and collaborative lab-on-chip
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environments and it provides the following benefits:

• It will coordinate the operation of a large number of microfluidic devices (re-

ferred to as nodes) to dynamically process iterations of single-cell analysis

with high-throughput sequencing control. This approach will pave the way for

Internet-of-Things (IoT)-enabled real-time collaborative experiments, whereby

large number of labs and researchers will be able to coordinate experiments,

guide each other, and immediately make decisions on follow-up biochemical

protocols or procedures.

• It will leverage the capability of a big-data infrastructure to cumulatively build

and enhance the accuracy of biomarker-influence and lineage networks besides

cell-type clustering.

• By coupling cyber-physical integration and big-data infrastructure, it will intro-

duce a physical-aware (self-adaptive) microfluidic system, which can reconfigure

its nodes (i.e., refocus its analysis scope) based on the dynamic restructuring

of computational models—such reconfiguration can be performed either auto-

matically or using human-in-the-loop. This design facilitates sharing genomes

and related omics data among researchers, and enables the coordination of

thousands of nodes.

The rest of the paper is organized as follows. Section 4.1 presents necessary

background that motivates this work. An overview of biological systems and omic

data is introduced in Section 4.2. A case study from cancer research is presented in

Section 4.3 to demonstrate the significance of the proposed framework, BioCyBig.

Next, Section 4.4 depicts the overall architecture of BioCyBig, whereas Sections 4.5,

4.6, and 4.7 discuss the anticipated design challenges and research opportunities at
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the application level, the microfluidics level, and the middleware level, respectively.

Finally, conclusions are drawn in Section 4.8.

4.1 Background

Microfluidics is a key technology that enables advances in personalized medicine.

Breakthroughs in microfluidics and genome technologies can significantly advance

personalized cancer treatment and transform clinical diagnostics from the bench to

the bedside. Ultimately, with portable microfluidic devices, patients with breast,

lung, and colorectal cancers, for instance, will be able to routinely undergo point-of-

care molecular testing as part of patient care, enabling physicians to precisely select

treatments that improve the chances of cure. These repeated test results, coupled

with timestamps, situational information (time, location, and environment of such

tests), and personal information (age, weight, height, gender, etc.), will form the

data fabric that can not only highlight the medical condition of an individual but

also collectively inform the evolution of the state of the population, for instance,

early detection of potential outbreak of highly contagious diseases. This microfluidic

service has the potential to perform complicated genomic studies through assisting in

quantitative analysis (e.g., epigenetics [174]). These studies therefore can accelerate

cancer research and provide point-of-care clinical diagnostics.

One of the most important application areas in cancer-genomics research is the in-

terplay between single-cell biology and omics technologies. Single-cell biology utilizes

several microfluidic techniques, some of which are described in Chapters 5 and 6, and

computational tools with an ultimate goal of constructing a genome-wide catalog of

genetic, epigenetic, and transcriptomic elements [133, 134]. As shown in Figure 4.1,

single-cell microfluidic techniques are used to generate omic data from cancer cells;

this data is managed and analyzed by computational methods to identify clusters,

lineages, and networks, which in turn generate new biological hypotheses.
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Figure 4.1: Iterative genomic-association analysis using microfluidic and compu-
tational methods.

Hence, the contributions to genomic data analysis include two aspects: (1) im-

proved, large-scale machine learning techniques through big genomic data, which

will result in more powerful algorithms; (2) human-centric collaborative environ-

ment to facilitate communication, collaboration, and synchronization of diverse,

microfluidics-based research facilities. Next, biological findings, in turn, guide the

development of new microfluidic experiments and computational studies [16]. Specif-

ically, the circular process shown in Figure 4.1 needs to be selectively iterated hun-

dreds to thousands of times using cells from a variety of cell populations and tissues.

Such an iterative approach enables us to draw precise conclusions about the types and

states of these cells, the effective biomarkers that influence genomic or transcriptomic

behavior at different loci, and to finally re-focus the scope of subsequent iterations of

single-cell analysis. Nevertheless, the application of genome-wide association studies

at the single-cell level is extremely complicated and it is hindered by several technical

limitations, one of which is the need for a reliable, self-adaptive, and high-throughput

control scheme that readily coordinates the experiments of single-cell analysis at a
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large scale.

Current research methods for single-cell genomic-association studies belong to

one of the following categories: (1) extrapolated single-cell methods, which rely on

the in-vivo findings of a certain level of biological systems or a single omic data

type, such as DNA sequences or RNA expression levels, to extrapolate the results or

conclusions of cell subpopulations; this approach (similar to epigenetics analysis in

Chapters 2 and 3) is pursued by experimentalists using high-throughput microfluidics

on real biological systems; however, the analysis that assesses the variation of only

a single omic data type can miss complex models that require variation across mul-

tiple levels of biological regulation, (2) static data integration techniques, which are

applied to large omics data generated from multi-source experimental setting [132].

The development of such analytical methods aims to harness the utility of these

comprehensive high-throughput data to elucidate important biomakers. Neverthe-

less, decoupling such analytical methods from experimental biology expertise does

not lead to efficient search techniques for patterns over very large collections of omic

data in very high dimension [175]; i.e., raw massive genomic data is not efficiently

exploited.

It is evident that the gap between the two approaches represent a technological

barrier for researchers against developing an integrative, highly adaptive analysis

framework that can relate changes in molecular measurements to disease develop-

ment, behavior, and evolution. We describe our vision to close this gap by investi-

gating an interactive CPS for a cloud-based microfluidic service in the Internet of

Things (IoT) framework, referred to as BioCyBig. This CPS framework will intro-

duce MaaS for genomic association studies. We investigate several design challenges,

at different architectural layers, and potential solutions that can make BioCyBig a

reality.
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4.2 Biological Pathway of Gene Expression and Omic Data

Genomic association mechanisms and the associated omic data are linked to different

stages of the gene-expression pathway. In the gene-expression process (Figure 4.2), a

particular segment of DNA is enzymatically processed, or transcribed, into an RNA

molecule. Then, a specific product of RNA, namely messenger RNA (mRNA), can

be expressed and contribute to the translation process. This step leads to proteins

that form the functions of our life. Notably, the DNA sequences involved in the

establishment of proteins are said to be “expressed genes”. On the other hand, the

DNA sequences that do not elucidate a high level of expression (i.e., sequences that

are not regularly transcribed or are under the influence of “epigenetic transcriptional

control”) are said to be “silenced/suppressed genes”.

Heterogeneous omic data exist within and between stages of gene-expression

Figure 4.2: The biological pathway inside a cell, and the phases of omic-data
generation: genome, epigenome, transcriptome, and proteome.
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pathway [176]. For example, analysis of single-nucleotide polymorphism (SNP) and

copy-number variation (CNV) can be applied at the genome level. Next, DNA

methylation, histone modification, and chromatin accessibility are investigated at

the epigenome level. Note that genes with similar DNA sequence (genome level)

may not necessarily show the same expression behaviour due to variation in chro-

matin accessibility (epigenome level); see Figure 4.2. In fact, silencing of a certain

gene through tight chromatin packaging is enforced by a protein expressed from an-

other gene located upstream or downstream from the suppressed gene. The search

for such complicated interaction among thousands of genes is what motivates the

need for BioCyBig.

At the transcriptome level, gene-expression analysis can be carried out, whereas

analysis of protein expression or post-translational modification can be conducted

at the proteome level. Finally, at the far end of the biological pathway, metabo-

lite profiling in serum, plasma, etc. can be employed. To extract a certain type of

omic data, dedicated bioassay protocols have been implemented using microfluidics

in an isolated environment—Table 4.1 lists examples of such miniaturized protocols.

However, only an integrative, multi-omics study of biological systems from genome,

epigenome, transcriptome, proteome, and metabolome can lead to the identification

of phenome; that is key to recognize serious diagnostic conditions, such as cancer or

metabolic syndrome [180]. Our cyber-physical framework facilitates the coordination

and management of thousdands of bioassay protocols running interactively to gener-

Table 4.1: Miniaturized Protocols for Genomic-Association Studies

Pathway Omics Biological Property Microfluidic Protocol

Genome SNP genotypying Mass spectrometry [177]
Epigenome DNA CpG methylation Bisulfite sequencing [178]
Transcriptome Gene expression qPCR [49]
Proteome Protein-DNA interactions ChIP-seq [134]
Metabolome Lactate release Fluorescence-based [179]
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ate usable multi-omic data in an efficient manner. The details of the computational

techniques associated with each omic data type and the integrative approaches for

multi-omics are beyond the scope of this chapter.

4.3 Case Study: Integrative Multi-Omic Investigation of Breast Can-
cer

Breast cancer, like all cancer diseases, is triggered through abnormal changes in a

combination of heterogeneous, yet inter-related, biological processes, including gene

mutations, DNA methylation, and modifications in gene regulation and metabolism.

Changes in each mechanism arise due to the activity of specific genes, which need

to be identified. Combining this data leads to a genomic network that explains the

multivariate association model.

Our approach not only enables progressive disease models with higher resolu-

tion over time, but it also improves our understanding of the adaptive evolutionary

changes of cancer diseases [181], specially when geographically scattered microflu-

idic devices are involved. A special case of our progressive methodology has been

proposed for studying metabolic models in biological systems [182].

Herein, we present a simplified case study that elucidates the need for an inte-

grative multi-omic analysis for investigating breast cancer [176]. We also explain

BioCyBig’s role in exploring complex models of such a disease.

Multi-Omics of Breast Cancer

The goal of the study is to pinpoint the root causes of breast cancer (i.e., biomarkers).

As a first step, thousands of cancerous cells must be extracted from fresh tumor

tissue. Next, these cells need to be run while observing different aspects of the

biological pathway (e.g., targeting genomic, epigenomic, proteomic, or metabolic

associations) to construct a precise disease model using the generated multi-omic
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data. Note that it is difficult to obtain a large number of samples from a fresh tissue at

the same site; such a limitation represents one of the bottlenecks for today’s analysis

techniques. Obviously, an IoT-enabled, microfluidics-driven service facilitates data

integration and coordination among multiple sites.

To identify the breast-cancer model, we need to measure and integrate four types

of omic data: common genetic variants (genome level), DNA methylation (epigenome

level), gene expression (transcriptome level), and protein expression (proteome level).

The problem objective is to construct a representative breast-cancer model based on

these omics data, where gene expression is co-regulated by both DNA methylation

and genetic variants. This model can be used as a disease signature to identify

patients with similar tumor characteristics via clustering techniques. Thus, the model

description is given below:

• [Constraints] Number of cancerous samples extracted from fresh tumor tissue

per site.

• [Variables] gx : Selected gene probes; gy : SNPs around each gene probe per

window size1 (genomic data); gz : CpGs around each gene probe per window

size (epigenomic data); gw : protein expression (proteomic data).

• [Output] gf : Gene expression (transcriptomic data).

• [Integrative Analysis] Multi-staged, concatenation-based regression tech-

niques2.

Figure 4.3 shows the multi-omic analysis flow for breast cancer investigation [176]—

we apply this flow to both cancer and normal cells for comparison. First, genotyping

1 A window encompassing the gene of interest is measured in terms of megabases (MBs).

2 A valid assumptions here is that the relationship between genotype and phenotype can be
modeled in a linear manner, as is the case for SNPs associated with metabolites [176].
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Figure 4.3: Flow of integrative genomic-association analysis for breast cancer.

of tumor samples is performed to select gene probes and to determine the associated

SNPs per each gene probe within a pre-specified window size (e.g., 1 MB window).

Next, regression techniques are applied to assess the association between each expres-

sion probe and the SNPs in single and multivariate models (e.g., SNP-CpG [180]).

The SNPs of probes with increasing expression activity, such as CYP1B1 gene, may

result in high risks of carcinogenic instances. Likewise, genetic rare variants (or

SNPs) in COMT gene can reduce the metabolism of carcinogenic product, resulting

in a higher level of DNA damage. Even so, these variations may not increase the risk

of cancer if the DNA-damage repair can adequately absorb carcinogenic metabolites.

In other words, using variations in genetic and transcriptomic association solely as a

signature for breast cancer could be misleading.

To refine the model, epigenomic and proteomic data must be integrated in the

analysis flow; thus, CpG methylation data is generated and associated with gene

expression. Accordingly, higher levels of methylation at XRCC1 gene and variation

in the gene expression of XRCC3 result in reduced transcription levels, and the repair
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mechanism may no longer be able to adequately keep DNA repair at necessary levels.

Even though inadequate rate of DNA-damage repair likely indicates a carcinogenic

tissue, dysregulated protein expression of genes in the cell cycle pathway (e.g., CDK1)

may result in a rate of cell replication that is higher than average and therefore

reduces the impact of damaged cells. Hence, protein-expression analysis is equally

important.

While it is evident that a study of all of the variation mentioned above is re-

quired to assess cancer development, constructing such a model requires significant

quantities of samples, major effort in experimental work and interactive research,

and sophisticated computation utility. These requirements can be realized using our

framework.

The Use of BioCyBig

The adoption of BioCyBig as a solution for breast-cancer analysis brings the following

advantages.

• BioCyBig provides unification of research goals, which enables efficient ex-

ploitation of multi-site benchtop resources (e.g., tissue samples, reagents, and

workers). Such a coordination allows precise modeling of cancer, for example,

through directing a research site to focus their study on specific genome loci;

enabling them to increase the number of gene probes per locus and thereby

the system precision. In analogy with electronic systems, this is similar to

increasing the number of representation bits of an analog signal during analog-

to-digital conversion.

• The big-data infrastructure can be seamlessly exploited for high-dimensional

machine learning and data mining, giving a significant advantage for cancer

researchers. For example, sophisticated Bayesian inference can be employed
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for assessing cancer risk or for predicting patient survivorship.

• Deploying BioCyBig as an open framework and reporting on constructive progress

of multi-omic disease models will encourage researchers to contribute under the

umbrella of BioCyBig.

Figure 4.4 shows the timeline of a typical scenario for the interactions between

BioCyBig and breast-cancer researchers, following the logical sequence in Figure 4.3.

Note that a microfluidics-based facility can communicate with BioCyBig, via a hand-

shaking mechanism, to run a bioassay protocol and augment the genomic model of

a disease (i.e., “write” mode) based on a “call” from BioCyBig. Alternatively, a

researcher can inquire about the current status of the model (i.e., “read” mode) for

diagnosis purposes.

Figure 4.4: Flow of integrative genomic-association analysis for breast cancer.
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Working Example: CanLib

To facilitate the understanding of the BioCyBig architecture and explain the system

components (Sections 4.5-4.7), we consider an example derived from the above case

study of breast-cancer research. In this example, referred to as CanLib, BioCyBig is

utilized to investigate the association between three types of omic data: (1) common

genetic variants (via SNPs); (2) DNA methylation (via CpGs); (3) gene-expression

level. The measurement of gene-expression level is performed by microfluidics-based

fluorescence detection (Chapter 2). BioCyBig collects expression data, integratively

builds an association model for cancer (referred to as SNP+CpG) through a penalized

regression method, assesses the significance of the model and provides cyber-physical

adaptation with the aid of visual analytics. The objective is to study the expression

of 21,000 gene probes, and the initial SNPs/CpGs window size for each probe is 1

Megabase. The results of the first iteration are collected from 3000 samples located

at multiple sites. According to [180], it is expected that nearly 1 million SNPs and

400,000 CpGs might contribute data due to this window size. The contributing

SNPs and CpGs are also referred to as transcription factors. Based on the above

setting, we estimate that the size of the raw data generated in the first round to

be approximately 21, 000× 3000× 1, 400, 000× 4 Bytes per entry ≈ 353 Terabytes.

This value only considers static data, i.e., it does not take into account the dynamic

data generated at runtime due to statistical analysis. BioCyBig is clearly motivated

by the complexity of the lab procedures for this example, which considers the large

number of model parameters but is nevertheless limited to only three types of omics.

In practice, the association between more than three types of omic data will need to

be studied.
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4.4 The Proposed Framework: BioCyBig

In this section, we discuss the system architecture of the proposed framework.

Overall System Architecture Design

Motivated by the C5 architecture in Section 1.4, significant rethinking in system

design is needed to leverage big-data infrastructure, CPS adaptation, and human-

system interaction for distributed bioassay protocols. Figure 4.5 shows a high-level

view of the system components. The realization of a cloud-based microfluidic service

requires the development and integration of four main components: [C1] cloud soft-

ware infrastructure; [C2] distributed-system component; [C3] microfluidic biochip

(node) component; [C4] human-interface component. The component [C1] hosts

all the adaptive data-mining and machine-leaning models in the cloud. It also dis-

Figure 4.5: Illustration of components and data flow in BioCyBig.
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tributes the computational effort for constructing the multi-omics models using a

cloud framework such as Apache Spark [183]. The coordination among the compo-

nents [C1], [C3] and [C4] are carried out at [C2]. The implementation of the actual

microbiology protocols, either based on a feedback from [C1] or a human operator

acting through [C4], is performed through [C3]. Finally, the component [C4] incor-

porates human interaction, which enables a human operator to visualize the obtained

results at [C1], launch quick analytics procedures at runtime, and instantaneously

control the distribution of biochemical assay (tasks) among [C3] nodes, based on

technical or budgetary constraints. It is necessary to integrate these components to

enable the seamless on-chip execution of complicated biochemical protocols across

multiple devices, using the power of big-data analytics.

Since this is a big-data solution and intended for wide community use, the entire

stack needs to be built with open-source big-data software including scalable ma-

chine learning environment such as Apache Spark, scalable, highly-available, fault-

tolerant data store such as Apache Cassandra [184], and visual analytics toolings

such as Standford Seaborn [185]. Figure 4.6 outlines our vision for the software stack

matched with the system-component schematic in Figure 4.5. Blue boxes represent

the components on the cloud side, whereas the green ones indicate the client com-

ponents. Apache Cassandra is chosen as a distributed-data store that can directly

interface with the sea of client microfluidic nodes. LoC-to-cloud interface utilities

(adapters) are required to enable a microfluidic node to directly write data into

Cassandra (Omic-Logging Utility). As shown in Figure 4.6, Apache Spark cluster

overlays on top of Cassandra to allow Spark to efficiently process complex, real-time

streaming data stored in Cassandra. Apache Spark serves as our general-purpose

distributed compute workhorse where many diverse multi-omics computational ap-

plications (e.g., graph data, machine learning, etc.) can be executed. To serve the

visual analytics vertical application for human-system interaction, Spark will syn-
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Figure 4.6: Software stack of BioCyBig.

thesize the diverse, dynamic data collected by Cassandra and write the results into

Seaborn guided by a set of Python APIs that will describe visual analytics objectives.

Seaborn dashboards will interactively display relevant biological and operational re-

ports to an end user, and assist in making decisions.

Cloud Software and Human-Interface System

To improve our understanding of genomic association mechanisms, the development

of novel computational tools has become an integral part of large-scale data analysis;

such tools aim at converting raw data signals obtained from experimental setting to

quantitative biological information. Significant effort has been devoted to addressing

several challenges arising with omic data analysis [16]. For instance, due to the high

dimensionality of single-cell data, enabling data visualization requires the applica-

tion of specific dimensionality-reduction approaches that map the data points into
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a lower-dimensional space while maintaining the single-cell resolution [186]. Unsu-

pervised clustering is widely used to group samples with similar genomic properties,

which can be used to identify previously unknown subpopulations from multi-omic

data. Specifying the set of genes that discriminate these subpopulations has also

been studied using relevant computational tools [187]. Network modeling can pro-

vide mechanistic insights into lineage relationships and the coordination of gene

activities to help in understanding the overall dynamics of the biological system.

Taken together, applications of multi-omic data analysis greatly enhance the power

of systematic characterization of cancer heterogeneity.

Distributed-System Architecture

An efficient coordination among multiple (heterogeneous) microfluidic devices and

the cloud triggers the need for a new sensor-actor coordination model, which takes

into account the specific properties of integrative multi-omics analysis. Related con-

cepts of coordination and communication have been previously studied in systems

powered with wireless sensor networks [188]. Similarly, a distributed-system design

can be leveraged to collect omic data out of the microfluidic devices (sensing ac-

tion). In addition, the control decisions communicated from the cloud software or

the human interface are managed at this level (actuation action). At the level of

large-scale genomic association analysis, the process of management and communi-

cation of control decisions is critical and it needs to be carefully studied. Several

management criteria can be employed for allocating and prioritizing biochemical

analysis at different microfluidic nodes. For example, a situational criterion can be

used to focus biochemical analysis at certain locations in order to depict the evolu-

tion state of subpopulations, leading to an early detection of potential outbreak of

highly contagious disease. Another example is the level of expertise, in which elab-

orate microfluidic-based biochemical analysis of liver and breast cancerous cells are
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performed separately at the associated research centers. Gathering information from

different specialized institutions/centers will support researchers with a big picture

of cancer and other diseases, and ultimately lead to a better understanding of the

mechanisms behind drug resistance.

Plug-and-Play Control of Microfluidic Devices

The key technology behind the proposed cloud-based analysis system is microfluidics,

which offers significant advantages for performing high-throughput screens and sen-

sitive assays. Various microfluidic technologies (e.g., flow-based, droplet-based, and

digital microfluidics) have been presented in the literature for genomic association

analysis, targeting epigenome [134], transcriptome, proteome [123], etc. To seam-

lessly coordinate microfluidic nodes, it is necessary to develop a control methodology

that is acquainted with various microfluidic technologies. A universal (canonical)

control interface can be designed and customizations to specific technologies can be

realized through “adapters”. The design of the control interface and the adapters

will include software synthesis to complement the available hardware. This stan-

dardized design of such a control interface will facilitate the plug-and-play addition

of microfluidic nodes.

Logging utility tools (e.g., Omic-Logging Utility) can enable both the Lagrangian

traces that record the complete fulfillment flow (e.g., which microfluidic devices

worked on this biochemical experiment, when and with what outcome) and the

Eulerian traces that record all state changes of a device (e.g., when this component

is up, down, faulty, performing which type of operations on which experiment, and

associated resource usages). This utility tool can be invoked by any biochip firmware

to enable full tracing coverage in the host application.
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Relationship to “Big Data” Community Goals

BioCyBig is aligned with the “Big Data” community’s key goal of fostering smart

and connected communities and utilizing IoT to benefit society. Our framework also

offers fundamental advances into medical research by leveraging machine learning,

cloud computing, and recent advances in lab-on-chip as IoT devices. It explores

a completely new opportunity to rethink the principles and methods of systems

engineering that are built on the foundations of real-time control, data analytics,

and cyber-physical microfluidic biochips. The proposed solution investigates new

engineering principles that are needed to advance personalized medicine and patient

care for diseases such as cancer. It provides the means for controlling/coordinating

distributed biochemistry experiments. Our choice of using open-source tools in the

design is to facilitate easy adoption and technology transition. Unlike previous cyber-

physical designs of microfluidic biochips, the asssessment of BioCyBig requires a

combination of microfluidics-related benchmarks (e.g., technology parameters and

protocols) and functional genomic data that are publicly available [189].

BioCyBig relies on three inter-related layers; namely application, middleware,

and microfluidic layers. In the following three sections, we discuss design aspects

and solutions of each layer. The realization of CanLib components is used as a

motivating example in these sections.

4.5 BioCyBig Application Stack

We anticipate that multi-omic data will be collected from potentially thousands of

microfluidic devices, which run biochemical experiments asynchronously. Therefore,

due to the emerging complexity of the collected data, not only because of the data

size but also the asynchronicity of the communicated signals, genomic-association

applications (e.g., lineage inference, gene-regulatory networks, and unsupervised cell
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clustering) need to be populated on the cloud and accessed/delivered in the form

of Software-as-a-Service (SaaS) model. To improve system productivity and engage

more participants, techniques such as gamification can be used. A breakdown of the

design aspects involved in this stack is given in this section.

Development of Scalable, Integrative Multi-Omic Applications on a Cloud Service

The development of novel computational tools is an integral part of genomic-association

analysis; such tools nowadays come in one of two forms: (1) methods for studying the

correlation between a single omic data type and gene expression; e.g., transcriptomic

clustering techniques [190]; (2) integrative methods to combine different types of

omics methodologies into a unified toolbox; e.g., adapted regression methods [180].

Even though such computational tools have emerged recently as an extension to

single-cell benchtop work, the underlying machine learning models (highlighted be-

low) are static and these methods rely on offline learning mechanisms. Thus there

are concerns about their scalability for genome-wide association analysis and their

applicability for cyber-physical adaptation. As a first step, it is necessary to analyze

scalability of these techniques when multi-omic data streams (from different sources)

are communicated. The evaluation metrics are computation time, computation ac-

curacy, and system response time. Second, it is required to develop a methodology to

port these offline tools into online frameworks, which interact with data from multiple

sources in near-real time. Online machine-learning tools became prominent with the

introduction of big data, and their role needs to be explored for genomic-association

applications. Third, there is a need to design an automated delivery system that

feeds data streams, received from the middleware, into the online learning models.

Figure 4.7 shows a typical flowchart for single-cell genomic-association applica-

tions that need to be imported to the cloud using Apache Spark. Preprocessing and

quantification are the first steps in any large-scale data analysis. The purpose of
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Figure 4.7: Flowchart of computational single-cell analysis methods [16].

these steps is to convert raw data to quantitative biological information. In addi-

tion, significant effort is paid to the estimation and removal of systematic biases due

to technical variability. A major issue in genomic analysis is that technical varia-

tion is always confounded with biological variation. Methods that aim at building

error models [187] to account for biological biases, or constructing normalization

techniques to correct the biases at an early stage [191], have been presented for the

specific loci of a specific omic instance and they have been developed to run offline.

Our solution aims at looking into algorithmic techniques to scale these methods and

to incorporate cyber-physical, online adaptation feature into the application.

The high dimensionality of omic data provides a challenge for visual analytics.

Several dimensionality-reduction approaches are available to map data points into
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a lower-dimensional space while maintaining single-cell resolution. Methods such as

principal component analysis (PCA) and t-distributed stochastic neighbor embed-

ding (t-SNE) [186] can be used to visualize omic data in different contexts. However,

with technological breakthroughs in integrative, multi-omic association analysis, new

distributed high-dimensional techniques are needed to keep pace with the unforeseen

scaling of the cell-subpopulation features. Our proposed big-data infrastructure rep-

resents a timely advance and it provides an ideal opportunity to develop such anal-

ysis methods with unprecedented resolution. BioCyBig aims to couple algorithmic

innovations with responsive big-data ecosystem leading to self-contained, dynamic

computational models—this approach tends to resolve one of the biggest challenges

in genomic-association studies [16].

CanLib: In addition to addressing the high dimensionality problem, CanLib must

also utilize scalable machine-learning techniques that take into consideration the very

small number of samples compared to the number of parameters. The most common

solution to this problem is to select a subset of important explanatory variables,

where the subset selection is the key of such a problem. According to [180], penalized

regression allows us to accomplish this goal in a stable and computationally efficient

fashion. The following multivariate model (SNP+CpG) is used: Gene expression i =

c1 · SNP1 + c2 · SNP2 + ...+ c1 · CpG1 + c2 · CpG2 + ...; i = 1...gm. The symbol gm

represents the number of gene probes.

To apply integrative analysis, the following steps are performed recursively: (1)

microfluidic nodes start to perform gene-expression analysis on specified probes where

a 1 MB window of SNPs and CpGs are selected from each probe; (2) the above model

is modified accordingly, and penalized regression is applied to each probe and model,

thereby providing the deviance per model3; (3) the significance of gene probes is

tested and used to guide the next iteration of probe selection. In the subsequent

3 Deviance is often used in conjunction with regression to quantify the quality of fit for a model.
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iterations, the window size of SNPs and CpGs is increased and only the significant

probes are re-examined to update the model. This approach expands the model

horizontally.

The above discussion demonstrates that cyber-physical integration and the asso-

ciated big-data infrastructure offer powerful means to study the diversity and evo-

lution of single cancer cells, which can ultimately be applied to the clinic from an

early detection stage to identifying therapeutic strategies for cancer patients.

Gamification for Improving System Productivity

Improving system productivity and promoting client participation are key require-

ments that can play a critical role in enhancing the precision of model learning

and ultimately cancer diagnosis. Therefore, inspired by Games in Health [192], the

incorporation of game-design elements and strategies into the cloud side will lead

to the establishment of models that will act as a key player in decision making.

The cloud software needs to include the game components that will motivate the

researchers/clients to gather more omic data and daily make reasonable decisions

influencing positively the scope of analysis and cancer diagnosis. Gamification cre-

ates the atmosphere where more microfluidic experts become eager to participate

with their experimental outcomes. As a result, a gamification software architecture

(Figure 4.8) must be considered as a major building block in BioCyBig.

There are several challenges that need to be addressed as part of this design as-

pect, as listed below:

Reward scheme: It is required to design a game where the participating users (e.g.,

microbiologists) are awarded based on their experimental effort, as a form of incen-

tives. The reward scheme may be intellectual-based such as recognition in terms of

academic publications and awards, or monetary-based in terms of commercialization.

Automated social/academic network involvement can be used to share participants’
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Figure 4.8: Proposed gamification architecture to encourage user progression and
improve service productivity.

achievements.

Mechanism design: It is needed to design the rules of the game—that can for exam-

ple be taken from the principles of microeconomics to achieve fairness and efficiency

among participants [193]. Features such as Pareto efficiency, envy-freeness, and shar-

ing incentives will be potential characteristics in this game. For example, the problem

of incentivizing effort and rewarding in online systems based on user contributions

has evolved from the economics literature on “tournaments” [194]. Tournaments,

as a broad class of game-theoretic mechanisms, are used for diverse purposes such

as choosing winners in sporting events, procuring innovations, or rewarding work-

ers. Our innovation lies in the application of these tournaments in the cyber-physical

microfluidics domain, where the players are biochemists/microbiologists utilizing mi-

crofluidics.

Game coordination and analytics: A secure and trusted software party/agent

needs to be developed to coordinate/manage the game and control participants’ pro-

motion. It is necessary to investigate a game-theoretic approach for communication
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security (or cyber-security) to guarantee system integrity and authenticity. As a first

step, potential cyber-attacks need to be explored and the actions of attackers and

defenders are studied. Second, behavioral game theory can be utilized to investigate

the role of certain actions taken by both parties in a set of simulated scenarios [195].

Third, reinforcement learning is used to represent a simulated attacker and a defender

in cyber-security game. Such a methodology will provide us with insights about effi-

cient techniques for ensuring cyber-security. Finally, as a part of game coordination,

gamification analytics needs to be applied to our genomic analysis system.

Development of Visual Analytics and Decision Making

These tools have two main functionalities: (1) applying analytics methods to the ob-

tained models in order to initiate automated decision making; (2) enabling users/ par-

ticipants to visualize and extract knowledge from the models to aid in decision mak-

ing. Seaborn visualization dashboards will be adapted to be highly programmable

so that they can fit different use cases. These dynamic dashboards will allow users

to monitor the progression of experimental work and make protocol decisions based

on their own perspective. A key challenge that needs to be addressed in this context

is as follows:

Decision-making models: Decision-support systems (DSS) are used in many ap-

plications [196], and they rely on knowledge-based reasoning systems (KBS); thus

KBS is adopted in BioCyBig, as shown in Figure 4.9. The knowledge base will be con-

structed and iteratively trained (with online machine learning methods) to support

decisions about protocol implementation and selection of microfluidic platforms.

The knowledge base can be encoded as IF-THEN, for example based on specific

microfluidic technology, or it may incorporate heuristics or probabilities, for example

when algorithmic partitioning of deep sequencing protocols among multiple platforms

is considered. The knowledge base will be mainly stored and handled via Spark.
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Figure 4.9: Components of a decision-support system.

Note that these models will run in conjunction with the designed game described

above; such a pairing needs to be investigated. In other words, we are interested

in investigating the influence of a decision-support mechanism on a tournament.

The inference engine (or reasoning mechanism), in turn, can be developed using

known concepts from artificial intelligence. It will be designed such that it receives

description/analysis findings from the middleware and it may request additional

information from the system user if needed. The engine will interpret the knowledge

base, draw conclusions, and ultimately make decisions about protocols. In order to

apply the inference engine in our setting, a backward-chaining inference methodology

needs to be developed [197]—this methodology is applicable for diagnostic problems

since it is a goal-directed inference, i.e., inferences about protocols or microfluidic

facilities are not carried out until the system is able to reach a particular goal (e.g.,

execute certain protocols on specific types of cells). Figure 4.9 shows an example of
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a cyber-physical, computer-aided decision-making scenario.

CanLib Visual Analytics: Recall that cyber-physical adaptation expands the

CanLib model horizontally by re-examining the influence of transcription factors

on gene probes. However, to reach a meaningful conclusion, the previous gene-

expression study must be performed on different cell types, wherein cells vary based

on the activity of the transcription factors. Therefore, considering multiple cell

types in the study expands the CanLib model vertically. With this expansion, a

user can view clustering of cells and transcriptional factors based on the level of

gene expression [17]. As shown in Figure 4.10(a), gene-expression analysis, obtained

from multiple cell types over a specific window of transcription factors, suggests that

there are two major classes of cells: Ce1 and Ce2. Based on Figure 4.10(a), a system

user/administrator can infer the following: (i) analysis over a subset of Ce1 cells is

sufficient to predict the overall behaviour of Ce1 cells; (ii) unlike Ce2 cells, Ce1 cells

hypothetically exhibit gene-expression activity at the north extension of transcription

factors. As a result, a decision can be made to extend the association analysis for a

subset of Ce1 by expanding the window towards the north direction.

Similarly, the synthesis of a regulatory network of transcription factors for CanLib

allows researchers to infer the influence chain of each factor; see Figure 4.10(b).

Graph-theoretical algorithms such as finding cycles of nodes can also be used to

narrow down the analysis scope.

4.6 Design of Microfluidics for Genomic Association Studies

Support for diverse microfluidic technologies is an important design characteristic

that must be considered. Therefore, a universal control interface connected with the

distributed-system software (middleware) is needed. Such an interface will enable

tracing the outcomes of individual biochemical pathways and also the delivery of syn-

thesis specifications in a technology-independent manner. Customization to specific
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Figure 4.10: Visual analytics for CanLib [17]. (a) Hierarchical clustering of cells
showing the correlation between gene-expression analysis and transcription factors.
(b) A synthesized Boolean network model of transcription factors illustrating the
interaction between these factors (i.e., activation and repression).

technology, if needed, will be carried out using an “adapter” system. Figure 4.11

depicts the main components of the microfluidic control and sensing interfaces.

Design of Microfluidic Control and Sensing Interface

A well-defined interface will be constructed to enable tracing and logging of experi-

mental data. Control plans will also be conveyed through a technology-independent

host controller. This level of abstraction will achieve horizontal scalability, since it

can be employed at any microfluidic system. The following are some challenges that
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Figure 4.11: Adaptation of microfluidic platforms (clients) for BioCyBig-
compliance.

we need to consider:

Microfluidic System Model Composition: From the control perspective, our

solution follows a model-verification approach at every microfluidic node to ver-

ify whether the required control decisions can be fulfilled given the advertised node

model, which embeds information related to available reagents, fault-tolerance thresh-

old, timing specifications, and others (see Figure 4.11). Every participant (or re-

searcher) will declare a unified model for the microfluidic systems they possess. Such

a model will incorporate, for example, the types of tissues they work on, microfluidic

technologies, and corresponding reagents, and many other features. Thus, a tool

is built to turn the expert specifications into a file format that is compliant with

a model-checker tool. Note that at this level, the details of the biochemical proce-

dures are not known yet. Therefore, model verification is considered as a first step

in the communication protocol between the cloud infrastructure and the underlying

microfluidic systems.
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Reporting: From the sensing/tracing perspective, the solution uses a reporting en-

gine to aggregate all the details of the experimental outcomes. This data is then

used by logging tools.

Omics-Driven Biochip Synthesis and Firmware

Breakthroughs in microfluidics technologies have allowed the realization of high-

throughput single-cell genomic studies. The massive amount of data generated by

these platforms allows mapping of complex heterogeneous tissues and most likely

uncovers previously unrecognized cell types and states. The communication estab-

lished between thousands of microfluidic biochips and the cloud infrastructure will

interactively make use of this data. However, for automated, high-throughput, cost-

effective execution of single-cell tests (e.g., deep DNA sequencing) using microfluidic

biochips, there are several design and algorithmic challenges that need to be tackled

first:

Scalable Protocol-DNA Co-Modeling: In Chapter 2, we presented a graph-

theoretic modeling approach for quantitative-analysis protocols. While this modeling

approach is capable of capturing the characteristics of a wide class of protocols (i.e.,

support for multiple sample pathways and sample-dependent decision making), the

introduction of single-cell analysis creates new challenges (opportunities) for protocol

modeling. More specifically, since a sample droplet encapsulates an individual cell,

there is need to rethink protocol modeling to combine the representation of fluid-

handling operations (e.g., mixing and heating) with modeling information about a

particular DNA (or protein) and its associated omic data. Chapter 5 presents a

co-modeling and synthesis solution for single-cell analysis using a hybrid microfluidic

platform. This model fits the requirement of many single-cell genomic-association

protocols such as chromatin immunoprecipitation (ChIP) that aims to investigate

DNA-protein interactions.
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Sequencing Depth vs. Number of Droplets/Cells [Staged or Sequencing-

Driven Synthesis]: Given the above protocol model as input, we propose to develop

a technology-specific synthesis framework, where the progression of fluid-handling

operations within the sequencing network is not known a priori. One of the chal-

lenging questions in next-generation sequencing associated with single-cell analysis

is whether it is possible to predict the amount of sequencing that is required, both

to answer a biological question and, at the same time, to prevent excessive sequenc-

ing. Figure 4.12 illustrates the tradeoff between the number of cells (or replicates)

required and sufficient (saturated) sequencing. Current approaches are offline; i.e.,

they rely on statistical analysis at the design stage. Therefore, the first problem to be

handled with our framework is how CPS can enable biochip-level decision making to

iteratively determine the extent of sequencing. In this case, biochip detection is ap-

plied at every step in the sequencing network. Since multiple droplets (or pathways)

Figure 4.12: Motivation for staged sequencing to predict sequencing requirements.
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are involved in the protocol, the synthesis framework must consider multi-sample

decision making, as presented in Chapters 2 and 3. In conclusion, our synthesis

framework will combine cyber-physical control of reaction (sequencing) termination

with multi-sample decision making.

The second problem arises when cell clustering and lineage network applications

at the cloud layer come into play. Based on online models, a cloud-level decision

making will be communicated to the biochip; the objective is to carry out deep se-

quencing up to a pre-determined limit. The design will aim to traverse the minimum

set of fluid-handling operations to achieve the specified goal in a statistical fashion.

As a first step, optimization techniques based on network-flow algorithms can be

investigated to solve this problem.

Barcoding-Aware Synthesis and Firmware Design: Since thousands of cells

can be involved in one experimental run in genomic association analysis, researchers

have recently developed a high-throughput droplet-microfluidic approach for bar-

coding the RNA from thousands of individual cells for subsequent analysis by next-

generation sequencing [126]. With such data, we can track heterogeneous cell sub-

populations, and infer regulatory relationships between genes and pathways.

While this method provides an innovative solution to the challenging problem of

cell heterogeneity and its dynamics during early differentiation, random barcoding

does not allow individual cell identities (marked by gene-expression, lineage, or lo-

cation) to be associated with a given barcode. In this case, sequencing efforts (to

identify de novo barcoded cells) are either completely ad hoc or exhaustive, leading to

extremely high completion time. Therefore, it is necessary to implement a barcoding

strategy that facilitates sequencing and cell analysis at a later stage; such strategy

must be incorporated in the synthesis engine and it can dynamically change the or-

dering of dispensed droplets accordingly. This requires appropriate reservoir/port

management facility associated with microfluidic biochips. A firmware layer is also
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required to collect and analyze sequencing information, and to guide the next steps

in the protocol.

The input to barcoding-aware synthesis will be a protocol model and a barcoding

library that represents the barcoded hydrogels. The library may contain hundreds

of hydrogel barcodes, pipetted in separate reservoirs. This implies the following con-

straints: (1) A single port may be time-multiplexed among multiple reservoirs; (2)

A multi-reservoir pressure modulator is used to control pressures at multiple reser-

voirs. It is obvious that such an architectural configuration may lead to significant

time overhead despite being scalable and cost-effective. Our goal is to leverage this

architecture, but develop a new synthesis framework (we call it barcoding-aware

synthesis) that takes into account the following characteristics:

• Barcoding specifications must be fulfilled. For example, if cell differentiation is

based on the gene-expression level for a gene (high, medium, and low), then we

will assign a unique barcode for the cells in each category. With fine-grained

gene-expression discretization and with the need to consider hundreds of genes

simultaneously, barcoding becomes extremely complicated.

• Completion time must be minimized. This requires a synthesis solution for

fluid handling, where multi-reservoir pressure modulators are efficiently uti-

lized. It is impractical to design a pressure modulator for each reservoir; the

biochip may contain hundreds of reservoirs to cover a wide spectrum of bar-

codes. Figure 4.13 illustrates the motivation for barcoding-aware synthesis.

In Chapter 5, we describe an efficient framework for single-cell barcoding and

analysis using an integrated microfluidic platform and an associated synthesis solu-

tion.
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Figure 4.13: Motivation for barcoding-aware synthesis.

4.7 Distributed-System Interfacing and Integration

The distributed-system (middleware) software will handle incoming and outgoing

data streams between the microfluidic devices and the cloud, ideally in a real-time

fashion. Developing the middleware stack is a big-data design problem for which

similar solutions have been engineered in the past [198]. Nevertheless, this stack

is important for our system and must be adopted to integrate, test, and evaluate

our MaaS solution. Open-source tools, specifically Apache Spark and Cassandra,

can be used for database management and analytics realization. The objective is to

investigate an efficient method for data structuring with Cassandra.

Deploying Spark on Cassandra

Apache Cassandra is a masterless, NoSQL online database architecture with no single

point of failure (i.e., fault tolerant). Apache Spark is a centralized scheme that de-

signed to handle a large amount of data by simultaneously processing it at scale. For

example, to develop scalable regression models for CanLib, Spark Machine Learning
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Library (MLlib) can be deployed and used. In BioCyBig, we tightly integrate Spark

and Cassandra, which gives us the capability to use Spark to analyze the data stored

at Cassandra; this data is generated online by the individual microfluidic platforms

that may be geographically distributed. This integration provides horizontal scaling,

fault tolerance, operational-level reporting, and analytics-friendly environment, all

in one package. To achieve this integration, it is imperative to study how to extract

biochemical outcomes from Cassandra and incrementally move the updates to Spark

in a real-time fashion.

Data Structuring and Storage in Cassandra for Real-Time Transactions

The Cassandra data model is schema-optional and column-oriented. This means

that, unlike for a relational database, we do not need to model all of the columns

required by the application upfront, as each row is not required to have the same set

of columns. The primary language for communicating with the Cassandra database

is the Cassandra Query Language (CQL). As a first step, we study how the Cassan-

dra data model can be leveraged to store experimental reports driven by microfluidic

nodes. Second, we use Cassandra APIs to write, read, and tune data replication (for

consistency), via CQL. Node and cluster configurations are also an important part

of our design. Our main challenge lies in the fact that biochemical reports must be

structured and prepared such that real-time data writing and reading across Cassan-

dra (via CQL) can be performed.

Integration and Evaluation: The above components need to be integrated to

evaluate BioCyBig. For evaluation, publicly available information about microflu-

idic protocols and single-cell data can be used. Examples include a rich set of high-

throughput functional genomic data a from the Bioconductor project [189]. Frame-

work scalability can be assessed by tuning the number of microfluidic devices, labs,

and users. It is required to systematically consider a range of simultaneous users and
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devices (e.g., in the range of tens to thousands). The responsiveness of BioCyBig can

be evaluated against varying frequencies of adaptation requests. These evaluations

are considered for future work.

4.8 Chapter Summary

We presented our vision for a microfluidic-driven framework, referred to as BioCy-

Big, that enables the interpretation of genomic sequences and how DNA mutations,

expression changes, or other molecular measurements relate to disease, development,

behaviour, or evolution. We illustrated the system components and their functionali-

ties, and we explained, through a case study, how the integration of biological domain

expertise, large-scale computational techniques, and a computing infrastructure can

support flexible and dynamic queries and system adaption to search for patterns of

genomic association over large collections of omic data.

The knowledge gained from applying molecular biology protocols to software-

controlled biochips in large-scale and distributed experiments will be a big step for-

ward towards personalized medicine. Such a cloud-infrastructure based on CPS and

MaaS will advance our understanding of a variety of diseases, including cancer. The

advances proposed in this paper will be applicable to a range of quantitative analysis

protocols, such as gene-expression and immunological analysis.

Although this framework was originally envisioned and designed for scalable ge-

nomic and cancer research, the layered design methodology of our framework can

be leveraged for other CPS areas; especially in smart city domains. For example,

coupling big data analytics with cyberphysical adaptation enables management of

sustainable mobility and traffic control in a smart city. In this setting, the application

layer can be used for traffic data fusion, adaptive traffic-light control, and coordina-

tion of driverless transportation buses. The middleware layer, in turn, collects sensor

data for traffic and weather conditions. This application and several others can be
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seamlessly deployed using our framework.

In the following chapters, we solve synthesis problems related to microfluidics-

based single-cell analysis; that is, enabling the microfluidic layer for BioCyBig.
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Part II:
A Framework for High-Throughput Sample

Differentiation



5

Synthesis of Protocols with Indexed Samples Under
Protocol Uncertainties: Realization of Type-Driven

Single-Cell Analysis

Single-cell analysis using affordable microfluidic technologies has now become a real-

ity [116,199]. Thousands of heterogeneous cells can be explored in a high-throughput

manner to investigate the link between gene expression and cell types, thereby pro-

viding insights into diseases such as cancer [16]. Microfluidic techniques have recently

been developed to conduct each step of the following single-cell experimental flow.

1. Cell Encapsulation and Differentiation: Heterogeneous cells are isolated,

encapsulated inside droplets, and differentiated according to their identity

(type); e.g., their shape, size, cell-cycle stage, or lineage [200].

2. Droplet Indexing (Barcoding): Each droplet is manipulated through a

sequence of biochemical procedures such as cell lysis and mRNA analysis. At

the end of these steps, the in-situ type of the encapsulated cell may no longer

be available for down-stream analysis [201]. Therefore, Indexing of droplets

using barcodes is needed to keep track of their identity.
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3. Type-Driven Cell Analysis: Single-cell bioassays such as chromatin im-

munoprecipitation (ChIP) are carried out using microfluidics, where the selec-

tion of a bioassay relies on the cell type that is identified in Step 1 [116]. To

draw meaningful conclusions, the experimental outcomes are associated with

droplet barcodes injected in Step 2 [126].

Although the synthesis methods in Chapters 2 and 3 can handle multiple indepen-

dent sample pathways, i.e. they support concurrent manipulation of cells, there are

two barriers that need to be addressed in order to adopt these methods for practical

single-cell studies:

• Integration of Heterogeneous Single-Cell Methods: Not all the above

biochemical steps can be efficiently miniaturized using a single microfluidics

technology. Valve-based techniques are used to rapidly separate and isolate

biomolecules with high resolution, making them suitable for cell encapsula-

tion (Step 1) [116]. On the other hand, digital-microfluidic biochips (DMFBs)

enable real-time decision making for sample processing and genomic-analysis

protocols, such as quantitative polymerase chain reaction (qPCR) [49, 202]

(Step 3). However, DMFBs are not as effective for interfacing to the external

world [203]. Hence, there is a need for a hybrid microfluidic system that com-

bines the advantages of the two domains, and a synthesis method that controls

single-cell experiments in a dual-domain microfluidic setting.

• Scalable Droplet Indexing: A single-cell analysis flow may involve hundreds

of cell types [204], each of which requires a distinct barcode for down-stream

analysis using digital microfluidics. Therefore, droplet indexing on a DMFB

requires either the use of pre-stored droplets that host individual barcoding

hydrogels [126] (or dyes)1—not feasible when a large number of cells are being

1 Henceforth, we refer to dyes as barcoding droplets.
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investigated—or a specific input reservoir for each cell type. The latter solution

increases the fabrication cost dramatically. Furthermore, since reservoir control

is not readily automated [18], it is unrealistic to assume that each dispensed

droplet contains only one barcoding particle. Therefore, there is a pressing

need for a low-cost mechanism for droplet barcoding.

• Dynamic synthesis: Due to the inherent uncertainty about cell types, cyber-

physical integration can play a key role in streamlining microfluidic cell-type

identification and single-cell analysis. However, employing cyber-physical inte-

gration for processing every cell requires a dynamic synthesis capability, which

can effectively explore resource space and also provide a prompt solution. As

a result, the need for such a capability introduces a tradeoff between synthesis

performance, e.g., protocol completion time, and system responsiveness—this

tradeoff has yet to be investigated.

• Stochasticity of Protocol Conditions: Despite the efforts made towards

standardization of single-cell protocols, many protocol steps, such as the du-

ration of sonication in ChIP, are deemed to be cell-type-specific. For exam-

ple, CD4+ whiteblood cells require significantly longer sonication time com-

pared to other red blood cells [205]. Failing to characterize the variation in

sonication time and other parameters among cell types may lead to degra-

dation in down-stream immunoprecipitation and thus the overall ChIP perfor-

mance [206]. Hence, it is important to take into consideration such stochasticity

when defining the protocol guidelines.

In Chapters 2 and 3, we introduced a synthesis framework for DMFBs to sup-

port multiple sample pathways, but we considered that sample differentiation and

indexing (Stage #2 in Figure 1.19) have been carried out in advance before pro-
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tocol execution. Moreover, stochasticity of protocol conditions was not considered.

Therefore, the earlier frameworks overlooked the above challenges.

In this chapter, we address the above challenges by introducing a hybrid mi-

crofluidic platform for integrated single-cell analysis [19,139]. We present a synthesis

method, referred to as Co-Synthesis (CoSyn), to control the dual-domain platform.

We also present a probabilistic model that employs a discrete-time Markov chain

(DTMC) to capture protocol settings where experimental parameters vary among

cell types. The main contributions of this chapter are as follows:

• We present an architecture of a hybrid microfluidic platform that integrates

digital-microfluidic and flow-based domains (using valves) for large-scale single-

cell analysis.

• We describe CoSyn, which enables coordinated control of the microfluidic com-

ponents, and allows dual-domain synthesis for concurrent sample pathways.

• We propose two schemes for valve-based routing (graph-theoretic and incre-

mental methods), which enable dynamic routing of concurrent samples within

a reconfigurable valve-based system.

• We construct a DTMC model, which utilizes probabilistic information related

to protocol steps and experiment budget to investigate the efficiency of prob-

abilistic protocol decisions.

• We evaluate system performance and reconfigurability while exploring various

configurations of the valve-based system.

The rest of the chapter is organized as follows. An overview of the hybrid mi-

crofluidic platform and its use for single-cell analysis are presented in Section 5.1.
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Next, we formalize the single-cell analysis flow in Section 5.2 and describe the pro-

posed synthesis framework (CoSyn) in Section 5.3. Subsequently, details of the valve-

based synthesizer are introduced in Section 5.4, and probabilistic protocol modeling

is presented in Section 5.5. Our experimental evaluation is presented in Section 5.6

and conclusions are drawn in Section 5.7.

5.1 Hybrid Platform and Single-Cell Analysis

Similar to the cyber-physical microfluidic implementation of gene-expression analy-

sis (Chapter 2), single-cell analysis relies on the concurrent manipulation of sample

droplets, where each sample cell is run through the protocol flow discussed earlier.

An efficient on-chip implementation of the single-cell analysis protocol is accom-

plished using a hybrid platform. Figure 5.1 shows the platform components matched

with different protocol stages. The two domains are connected through a capillary

interface; this technique has been successfully adopted in practice [18].

Figure 5.1: Schematic of the hybrid platform for single-cell analysis: (a) a flow-
based biochip used for cell encapsulation and droplet generation; (b) a DMFB used
for quantitative analysis; (c) a reconfigurable valve-based fabric used for barcoding.
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Cell Encapsulation and Flow Control

As shown in Figure 5.1, on-chip operation starts with the encapsulation of single

cells in droplets, which is efficiently accomplished using flow-based microfluidics [18].

A flow-based system can be configured to function as a droplet-in-channel de-

vice, allowing a two-phase flow to be generated. More specifically, encapsulation

of individual cells is easily accomplished by considering three intersecting flows; an

aqueous flow (containing cells) and two oil flows. These flows are pressure-driven

by syringe pumps and therefore they can be carefully balanced, allowing aqueous

droplets (containing single cells) to be automatically formed with a surrounding oil

phase. Next, the resulting two-phase flow is transported to the digital microfluidic

device through a capillary interface. Figure 5.2 shows cell encapsulation and droplet

generation using a two-phase flow.

On the other hand, the digital microfluidic device consists of two parallel plates.

The gap that separates the two plates is flooded with oil, which acts as a filler

medium. According to [18], the rate of oil injection between the two plates can be

controlled using a feedback system in order to prevent the evaporation of droplets

that are collected from the flow-based side. The oil medium also facilitates the

Syringe pumps

Cells with media
Capillary interface

Oil

Outlet to digital 

microfluidic deviceTwo-phase flow 

formation

Two-phase flow

Figure 5.2: A flow-based device used to generate aqueous droplets containing single
cells as part of a two-phase flow [18].
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injection of the two-phase flow into the digital side through the capillary interface.

To efficiently integrate both sides, the droplet generator uses the syringe pumps

such that the flow rate of pressure-driven droplets can be automatically controlled

via feedback. A capacitive sensor is placed at the interfacing electrode (Figure 5.1)

on the digital side to sense a droplet [207]. When the digital array is unable to

accommodate additional droplets, it stops the flow by switching off the pump.

Note that an actuator is used in the flow-based component, whereas a sensor

is placed on the digital side. To synchronize the two domains, the flow-control

procedure (capacitive sensing and pump control) is invoked at the same frequency

as droplet actuation in the digital domain (1 Hz to 10 Hz).

Cell Differentiation

Automated cell-type identification can be achieved by analyzing signaling events

in single cells in situ. Similar to the miniaturization of gene-expression analysis,

a green fluorescent protein (GFP) reporter is used for cell differentiation. In each

cell, the fluorescence intensity from the GFP (detected in real-time using an on-

chip fluorescence detector or imaging apparatus) is used to account for differences

in expression level among cells; this is equivalent to classifying cells into functional

clusters that represent cell types.

Although a valve-based biochip can also be used for cell differentiation, we con-

sider a DMFB for this purpose in CoSyn due to its demonstrated ability to carry

out high-throughput fluorescence detection and distinguish between hundreds of cell

types [208]; this feature is not supported by valve-based mechanisms.

Droplet Barcoding

Droplet barcoding is essential to maintain cell identity during down-stream analysis.

Since thousands of cells (and hundreds of cell types) can be involved in an analy-
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DMFB for mixing 
barcodes with samples

(a)                                       (b)                                 (c)              
Figure 5.3: Droplet barcoding using: (a) a DMFB; (b) a valve-based biochip with
one-to-one mapping between syringe pumps and DMFB ports; (c) a valve-based
biochip with many-to-many mapping.

sis protocol, a barcoding droplet must be dispensed on demand, and mixed with a

sample droplet and other reagents according to the cell type [126]. If we consider a

population with nc cell types, droplet barcoding on a digital-microfluidic array re-

quires nc reservoirs, each of which typically covers a 3-electrode space. An additional

electrode is needed for separation; see Figure 5.3(a). In this case, to accommodate

nc reservoirs, a lower bound on the array perimeter is 4nc + K electrodes, where K

is a constant that represents the number of electrodes covered by other reservoirs.

This approach is therefore impractical because of the significant increase in chip size

with the number of target cell types. It also requires the dispensing of a single hy-

drogel particle per droplet; this feature has not been implemented yet using reservoir

control.

To overcome the above limitations, a valve-based biochip is connected to the

DMFB to exploit its pressure-driven ports that have smaller footprints than reser-

voirs; see Figure 5.3(b).

This biochip is used to generate barcoding droplets via a syringe pump; the

droplets are routed to appropriate locations on the digital-microfluidic array through

a capillary interface [126]. With this hybrid configuration, the lower bound on the

digital-array perimeter is reduced to 2nc + K electrodes for nc cell types. A one-
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electrode gap is needed to prevent accidental mixing of droplets. This hybrid con-

figuration, however, overprovisions the number of concurrently utilized ports; it is

unlikely that all cell types will simultaneously request barcoding.

As a cost-effective solution, we utilize a reconfigurable valve-based fabric [1];

see Figure 5.3(c). This routing fabric acts as a crossbar since it allows routing of

barcoding droplets from any of the nb input ports to any of the mb output ports,

where nb>>mb. The mb-output valve-based fabric is then stitched to the DMFB;

hence the lower bound on the perimeter is decreased to 2mb+K. However, in this

situation, pb valves (pb > 0) are necessary for routing barcoding droplets across the

fabric. By unlocking this capability of valve-based crossbars, we shift the scaling

complexity from the digital domain to the flow-based domain, which is known to

have a cost-effective fabrication process and efficient peripheral components.

In addition to the above advantages, the use of a reconfigurable valve-based fabric

is important since it allows us to employ a design methodology that investigates the

tradeoff between biochip cost and single-cell throughput and therefore provides more

choices for biochip designers. For example, a biochip designer may prefer to utilize

a cost-effective design, in which fewer electrodes are used at the digital side. To

achieve this goal, i.e., to optimize for cost, sharing of flow channels among several

barcoding inputs gains significant importance in order to minimize the number of

peripherals to the DMFB. In other words, the role of the reconfigurable valve-based

fabric becomes more significant. On the other hand, if a designer opts for a high-

throughput platform, in which a large DMFB size is utilized, then sharing of flow

channels among barcoding particles can be reduced, and therefore the role of the

reconfigurable valve-based system becomes less significant. This observation has

been studied and the results are reported in Section 5.6.

We utilize the “transposer” primitive introduced in [1]. As shown in Fig-

ure 5.4(a)-(b), a valve-based transposer appears in two forms: (1) a two-input, two-
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Routing conflict 1st potential route
2nd potential routeA routing channel

Valve

P1

P2
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P2
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P1, P2, P3, P4: Possible routes within a transposer

P3

P4

Figure 5.4: A valve-based routing fabric for droplet barcoding: (a) a 2-input full
transposer; (b) a 2-input half transposer; (c) a 4-level, 8-to-2 routing fabric; (d) a
6-level, 8-to-2 fabric.

output transposer, which is comprised of six valves, controlled via two pneumatic

inputs (full transposer); (2) a two-input, one-output transposer, which consists of

two valves controlled via two pneumatic inputs (half transposer). Note that only

a full transposer allows simultaneous dispensing of two barcoding droplets, wherein

the droplets can be driven “straight” or “crossed”.

The use of transposers to construct an nb-to-mb valve-based crossbar leads to

various design problems that must be tackled; see Table 5.1. An architectural design

challenge arises because various configurations of transposers can be exploited to

achieve the required number of input and output ports. For example, an 8-to-2

crossbar can be constructed using four “vertical” levels, as shown in Figure 5.4(c),

or using six levels, as shown in Figure 5.4(d). A six-level crossbar, while incurring

higher cost, provides a higher degree of reconfigurability and flexibility in routing. We

present our solution for the modeling, synthesis, and architectural design problems

in Sections 5.2, 5.3, and 5.4, respectively.
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Table 5.1: Design Problems for Assembling and Integrating a nb-to-mb Valve-Based
Crossbar

Problem Objective

Architecture Analyze the tradeoff between routing flexibility
and operation timing and cost to obtain the best
transposer configuration.

Modeling Map the architecture into algorithmic semantics
that support real-time routing.

Synthesis Solve the valve-based routing problem considering
real-time reconfiguration and in coordination
with resource allocation in DMFBs.

Type-Driven Single-Cell Protocol

After a droplet is barcoded, a single-cell analysis protocol is applied to the con-

stituent cell in the DMFB, where protocol specifications are determined based on

the cell type. For example, an investigator might be interested in identifying the

gene expression of a specific genomic loci for a certain cell type A. Another cell type

B might show unexpected heterochromatic state at a certain loci, and the investiga-

tor might be interested in identifying the protein interactions (i.e., causative proteins)

or chromatin modifications causing this behavior. For type A, it is sufficient to per-

form gene-expression analysis using qPCR [49,128], whereas ChIP protocol followed

by qPCR must be used for type B to reveal the DNA strains contributing in the

activity of the causative proteins [209].

Ultimately, by supporting type-driven analysis, biologists can launch multiple

single-cell applications, aiming for drawing a holistic picture of the interactions be-

tween different biomolecules (e.g., DNA, mRNA, protein, etc.). Note that our pro-

posed framework can support the execution of multiple applications, a single appli-

cation for all cell types, or even multiple applications for a stream of cells that are

of the same type (cell barcoding can be used to distinguish these cells at the end of

down-stream analysis).
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Platform Throughput and Scalability

By combining the two microfluidic formats (flow-based and digital microfluidics), we

can maintain scalable single-cell analysis. As described earlier, flow-based microflu-

idics is efficient in generating thousands of droplets that encapsulate individual cells

using a two-phase format. However, on the negative side, flow based microfluidics

relies on an etched micro-structure that, despite its capability in droplet preparation,

fails to support reconfigurable analysis at the down-stream part. To overcome this

drawback, digital microfluidics comes into play—digital microfluidics is well-suited

for adding reagents in parallel, and reagents can be mixed on demand without the

requirement of optimal and precise flow rates.

A DMFB is scalable in terms of handling multiple cells concurrently. In [49], a

230-electrode chip was used to process 20 cells concurrently. By using our design-

automation technique, the number of cells can be drastically increased since we allow

resource sharing among pathways. However, note that a DMFB still provides a lower

throughput compared to the flow-based devices; this observation does not mean that

digital microfluidics cannot process droplets quickly, but it means that a DMFB is

burdened with the largest portion of work for single-cell analysis. Further increase

in the chip size can also increase the number of cells manipulated concurrently, thus

leading to a higher throughput. Nevertheless, it needs to be clear that our objective

is not to achieve the optimal throughput; our objective is to provide a cost-effective

design methodology that employs the hybrid platform to process a continuous stream

of cells with a reasonable throughput.

Based on the above discussion, flow-based microfluidics offers temporal scalability

(high-throughput), whereas digital microfluidics offers reconfigurability and spatial

scalability (concurrent single-cell analysis). Combining both technologies with an

adequate feedback system (to synchronize throughput rates at both domains) offers
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spatio-temporal scalability for single-cell analysis.

Adaptation of the C5 Architecture to the Hybrid System

Cyber-physical integration plays a key role in enabling type-driven single-cell anal-

ysis. Clearly, an efficient cyber-physical system design bridges the gap between the

microfluidic components and the software specifications of the single-cell analysis

protocol. Hence, an efficient solution to bridge this gap can be developed based on

the the C5 architecture described in Section 1.4. The adaptation of this architecture

to the single-cell protocol lays the ground for a seamless interaction between a se-

quence of heterogeneous cells and the hybrid microfluidic system. Figure 5.5 shows

the C5-compliant design of cyber-physical hybrid microfluidic system for single-cell

analysis.

In this chapter, we focus only on the top two levels, i.e., Level IV and Level V. We

specifically study the interaction between the microfluidic components and single-cell
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Figure 5.5: C5-compliant architecture design of cyber-physical hybrid microfluidic
platform for single-cell analysis.
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analysis (Level V) and dynamic synthesis algorithms for both microfluidic domains

(Level IV).

5.2 Mapping to Algorithmic Models

This section provides a mapping of the hybrid platform and the single-cell analysis

protocol to algorithmic models.

Modeling of a Valve-Based Crossbar

Recall that an nb-to-mb valve-based crossbar can be constructed using different com-

binations of transposers. We represent the set of transposers and their intercon-

nections as a directed acyclic graph (DAG) Gb = (Vb, Eb), where a vertex vbi ∈ Vb

is a transposer node, and an edge ebi ∈ Eb represents a connection between two

transposers. Within a transposer, the point at which a droplet can be routed either

straight or crossed is defined as a decision point. We map an nb-to-mb valve-based

crossbar (with a transposer network Gb) into a DAG Fnb×mb
= (Dnb×mb

,Ynb×mb
),

where a vertex dbi ∈ Dnb×mb
is a flow-decision node, and an edge ybi ∈ Ynb×mb

repre-

sents a channel that connects two decision nodes. To simplify the discussion, we do

not include Gb in the notation for the crossbar DAG. We can view a full (half) trans-

poser as a 2-to-2 (2-to-1) valve-based crossbar; thus, we represent fluid-flow control

in a full (half) transposer as a DAG F2×2 (F2×1); see Figure 5.6(a)-(b). The cost cbi

of ybi represents the time needed to transport fluid between the two connected nodes,

measured in flow time steps (Tb). We assume that the routing time of a droplet on a

straight channel between two decision nodes is a unit of Tb. For example, as shown

in Figure 5.6(a), cb1 is equal to Tb, whereas cb2 is equal to 2 Tb, since even though a

diagonal is shown in Figure 5.4 as a fluidic path, routing of such paths in a trans-

poser is implemented only along the x- and y-directions and the distances along these

dimensions are equal [1]. Figure 5.6(c) depicts the graph F4×2 for a 4-to-2 crossbar
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Figure 5.6: Mapping a valve-based crossbar to a graph model: (a) a full transposer;
(b) a half transposer; (c) a 4-to-2 crossbar.

with 4 levels of transposers and 5 levels of nodes (denoted henceforth by q; q = 5 in

this case).

Modeling of a Digital-Microfluidic Biochip

While DMFBs are highly reconfigurable and can support a diverse set of transport

paths, we reduce the burden of managing droplet transport in real-time by consid-

ering a unidirectional ring-based architecture, as shown in Figure 5.1. Connected

to this ring are on-chip resources. Since there is always a route between any pair

of on-chip resources, a ring-based DMFB is modeled as a strongly connected DAG

Gf = (Vf , Ef ), where a vertex vfi ∈ Vf represents the fluid-handling operation of-

fered by an on-chip resource, and a directed edge efi ∈ Ef represents a path (over

the ring) that connects two resources. The cost cfi of efi indicates the number of

digital time steps (Tf ) needed to transport a droplet. We assume that the durations

corresponding to Tb and Tf are equal, which can be achieved in practice by tuning

the actuation frequency (Hz) and the flow rate (mL/min).
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Protocol Model and Cell State Machine

To solve the synthesis problem for single-cell analysis, we take into account the

complexity imposed by the barcoding mechanism. Similar to the design methodology

in Chapter 2, we represent the protocol as a control flow graph (CFG) Gc = (Vc, Ec),

in which every node vci ∈ Vc (referred to as a supernode) models a bioassay such as

qPCR; see Figure 5.7. A directed edge eci ∈ Ec linking two supernodes {vcj, vck}

indicates that a potential decision can be made at runtime to direct the protocol

flow to execute the bioassay vck after vcj. A supernode vci, in turn, encapsulates

the sequencing graph that describes the fluid-handling operations of a bioassay and

the interdependencies among them. Since there is inherent uncertainty about the

type of barcoding droplets for a sample cell at design time, we extend the basic CFG

model by incorporating an internal supernode (barcode propagation) that describes

all possible dispensing options of barcoding droplets. Note that this model is agnostic

about the type of the microfluidic technology used for implementing the protocol.

Yet, the synthesis of each supernode is accomplished in a technology-aware manner

using CoSyn.

The model shown in Figure 5.7 represents a protocol where a dispensed cell can

be processed using one of two biochemical procedures, namely gene-expression anal-

ysis (GEA) and ChIP procedures. As shown in the CFG model, the execution of

the protocol starts with dispensing an aqueous sample droplet (Sample Dispense su-

pernode). The type of the sample is then identified and mixed with an associated

barcoding droplet that is routed through the reconfigurable valve-based fabric (Iden-

tification and Labeling supernode). Next, according to the cell type, either GEA or

ChIP procedures will be executed. If GEA is selected, then fluid-handling opera-

tions of cell-lysis, mRNA preparation, control preparation, and qPCR will be carried

out. At the end of each bioassay, a detection operation is performed to ensure that
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Figure 5.7: CFG of type-driven analysis for a single cell pathway.

the efficiency of the resulting solution is above a certain threshold, as described in

Section 2.5. Similarly, if ChIP is selected, then fluid-handling operations of post-

fixation, cell-lysis, chromatin shearing, immuno-precipitation, DNA washing, control

preparation, and qPCR will be performed.

In addition to the CFG model, a state machine is utilized to model the progres-

sion of each cell along the single-cell pipeline. Typically, the hybrid platform can

iteratively process thousands of cells; such cells might be scattered across the plat-

form domains at any given point in time. Therefore, this state machine (Figure 5.7)

is necessary to keep track of the cells that are being processed simultaneously.

5.3 Co-Synthesis Methodology

In this section, we describe the synthesis problem and present an overview of the

proposed co-synthesis methodology. Table 5.2 summarizes the notation used in this

chapter.
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Table 5.2: Notation used in Chapter 5.

Gb The graph model of an nb-to-mb crossbar
Fnb×mb

The flow-decision model of an nb-to-mb crossbar
Dnb×mb

The set of vertices in Fnb×mb

Dnb×mb
The set of unoccupied vertices in Fnb×mb

Pb A set of vertices in Fnb×mb
representing a routing path

θPb
A Boolean variable: True if a path Pb is complete

Gf The graph model of a DMFB
R The set of DMFB resources

R The set of unoccupied DMFB resources (R ⊂ R)

ŝ Minimum value of the cost function associated with R
Ci Cell metadata
A The set of fluidic-operation types
Gc The control-flow graph of a protocol
M The DTMC model of a protocol
W The set of states of M
U The transition-probability matrix of M

Problem Formulation

Our optimization problem is as follows:

Inputs: (i) The protocol CFG Gc. (ii) A matrix C; each vector Ci ∈ C corresponds

to a cell, and consists of integers that encode cell state machine, cell type, and the

assigned bioassays in Gc. (iii) The configuration of the valve-based system; this

information includes the graph Fnb×mb
, the number of inputs nb, and the number of

outputs mb. (iv) The types of resources corresponding to the DMFB, their operation

time, and the routing distance between each pair of resources.

Output: Allocation of chip modules by the individual cells, protocol completion

time Tcomp.

Objective: Minimize Tcomp to provide high throughput and minimize Tresp to im-

prove system responsiveness.
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Figure 5.8: Overview of the proposed co-synthesis methodology.

Proposed Solution

The proposed co-synthesis scheme, depicted in Figure 5.8, consists of four compo-

nents: (1) valve-based synthesizer, which is used to route barcoding droplets through

the valve-based crossbar; (2) DMFB synthesizer, which is utilized for allocating

DMFB resources, e.g., mixers and heaters, to sample pathways; (3) biology-sample

model, which records the progress of a sample (cell) within the protocol CFG and

also provides updated resource preferences; (4) time-wheel engine, which seamlessly

coordinates real-time interactions between the individual sample models and the

synthesizers of the hybrid system. Note that the stages of the single-cell pipeline,

simulated by this scheme, match the states of the cell state machine (Figure 5.7).

The time-wheel interacts with other components through APIs. For example,

whenever the time-wheel locates an available fluorescence detector at the DMFB, a

new sample model is initialized (Figure 5.8) and the associated cell is allocated to the

detector in order to perform type identification. Next, when the cell type is identified

and there are available valve-based routes to route the associated barcoding droplet,

the time-wheel triggers the valve-based synthesizer to start the pipelined routing

process of the barcoding droplet; valve-based routing is performed through iterations
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Algorithm 5.1 DMFB Resource Allocation

Input: Ci, Gf , current simulation time “t”
Output: Assigned Resource “ri”

1: R ← GetCurrentlyUnoccupiedResources(Gf , t);
2: if (R is empty) then return NULL;
3: aj ← GetOperationType(Ci);
4: ŝ← CalculateMinimumCostAllAvailableResources(aj, R);
5: if (ŝ =∞) then return NULL; . No suitable resource
6: ri ← GetSelectedResource(ŝ); return ri;

until the droplet reaches the electrode interface at the digital-microfluidic side and is

mixed with the cell. We discuss two methods for valve-based routing in Section 5.4.

When a DMFB resource is available to further process the cell, the previously

reserved valve-based channels are released by the time-wheel. Hence, real-time re-

source allocation for the DMFB is also initiated by the time-wheel, which in turn,

commits a cell pathway whenever its particular single-cell bioassays have executed.

Based on an intermediate decisions whose outcome is communicated to the sample

model, the cell might also be discarded during analysis.

DMFB Synthesizer

We use a greedy method to solve the resource-allocation problem in the DMFB;

the pseduocode is shown in Algorithm 5.1. We denote a DMFB resource by ri ∈ R,

whereR encapsulates all DMFB resources. Thus, the cost of allocating resource ri to

execute a fluidic operation of type ak ∈ A (the set A incorporates all operation types)

is $(rj, ri, yk) = OT (ri, ak) + CR(rj, ri), where OT (ri, ak) is the operation time on

ri and CR(rj, ri) is the routing distance from rj (the currently occupied resource) to

ri. The worst-case computational complexity of this algorithm is O(|Vf |).

5.4 Valve-Based Synthesizer

Our goal is to design a fully connected fabric such that a droplet can be forwarded

from any of the nb inputs to any of the mb output ports. We present a sufficient cri-
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terion for achieving a fully connected fabric. The proof can be found in Appendix A.

Theorem 5.1 An nb-to-mb, q-level valve-based crossbar is a fully connected fabric

if nb and mb are even integers, and q ≥ mb+nb

2
.

Using this theorem, we can automatically generate the graph model Fnb×mb
,

thereby guaranteeing that any barcoding input can reach all mb outputs. The al-

gorithm is described in Appendix B. Using this model, a systematic methodology

for droplet routing can be developed. We introduce the formulation of the routing

problem and the solution approach below.

Problem Formulation and Solution Approach

Valve-based routing is described as follows:

Inputs: (i) The fabric model Fnb×mb
, the number of inputs nb, and the number

of outputs mb. (ii) The matrix C that encodes the cell state machine; each vector

Ci ∈ C corresponds to a cell (Section 5.3).

Constraints: (i) A droplet must be routed through a path from its specified in-

put port to any output port. (ii) A droplet requires at least one time step to be

transported from an intermediate vertex to another directly connected vertex (i.e.,

no jumps allowed). (iii) At any time t, the routing paths of different droplets cannot

overlap.

Output: Allocation of the graph vertices to barcoding droplets at all time steps.

An nb-to-mb valve-based crossbar allows only mb barcoding droplets to be de-

livered simultaneously to the DMFB. We increase throughput by allowing pipelined

routing of droplets. With pipelining, the routing algorithm allows a droplet to be

routed even though a complete path to an output is unavailable. In this case, a

droplet is immobilized at the furthest intermediate decision point that is not re-

served by other droplets (a pipeline stage), then allowed to move forward when a
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Figure 5.9: Valve-based routing of 4 barcoding droplets (4-to-2 biochip): (a) with
pipelining; (b) without pipelining.

path is freed. Figure 5.9 illustrates pipelined and non-pipelined routing.

In the following subsections, we introduce two schemes for solving the routing

problem. The first scheme uses graph search to efficiently route barcoding droplets,

whereas the second scheme aims to improve system responsiveness (i.e., reduce com-

putation time) via an incremental routing procedure.

Method 1: Graph-Theoretic Routing

We utilize a graph-theoretic algorithm to find vertex-disjoint shortest paths [210];

see Algorithm 5.2. By computing disjoint paths, we ensure that different barcoding

droplets do not interfere with each other during routing. The routing algorithm

is invoked whenever a cell transitions from the identification state to the barcoding

state. If all the mb outputs of the chip are currently reserved, the algorithm generates

a partially disjoint shortest-length path from the input source to the furthest node

(Figure 5.9). This is equivalent to routing the associated barcoding droplet up to an

intermediate point, and holding the droplet until another disjoint path (partial or
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Algorithm 5.2 Pipelined Valve-Based Routing

Input: Ci, Fnb×mb
, current simulation time “t”

Output: Generated routing path “Pb”, is Pb complete “θPb
”

1: D̂nb×mb
← GetCurrentlyUnoccupiedSubGraph(Fnb×mb

, t);
2: vb← GetVertexCurrentlyHoldingBarcode(Ci, Fnb×mb

);

3: Pb ← GenerateVertexDisjointShortestPath(vb, D̂nb×mb
);

4: if (Pb is empty) then return {NULL, false};
5: else if (Pb is complete) then return {Pb, true};
6: else return {Pb, false};

complete) can be computed to advance the droplet. The channels currently reserved

for routing a barcoding droplet cannot be accessed by any other droplet until the

droplet being held moves out of the valve-based crossbar.

Since the vertices of Fnb×mb
are generated in topological order, the computation

of shortest paths can be simplified; the worst-case complexity of this algorithm is

O(|Dnb×mb
|+ |Ynb×mb

|).

Method 2: Incremental Routing

Method 1 is computationally expensive, despite the use of topological ordering, be-

cause it performs exhaustive search to find a vertex-disjoint shortest-length path

whenever a barcoding droplet is allowed to move forward. Therefore, to reduce the

computation time, we need to limit the size of the search space so that the routing

of a droplet can be determined quickly. For this purpose, we replace the graph-

theoretic method (Line 3 in Algorithm 5.2) with an incremental routing procedure,

which computes the route of a droplet only for the next time step. Hence, by using

this approach, the search space for routing a droplet is limited to three choices only:

move straight, move crossed, or stay immobilized. The reduction in the search space

can potentially reduce the overall computation time, although this procedure will be

executed more often compared to the graph-theoretic method.

To facilitate the making of a routing decision, the valve-based synthesizer adopts

the following priority scheme: (1) a barcoding droplet must stay immobilized if both
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Figure 5.10: Incremental routing of 4 barcoding droplets (4-to-2 biochip).

the straight and crossed channels are occupied; (2) a droplet must move straight

(crossed) if only the straight (crossed) channel is unoccupied; (3) a droplet must

move straight if both the straight and crossed channels are unoccupied. Figure 5.10

illustrates incremental routing using a 4-to-2 crossbar. The computational complex-

ity of this procedure is O(1).

Droplet Routing Using Variants of Crossbar Architecture

Our discussion so far has focused on valve-based routing using a fully connected

crossbar Fnb×mb
, which exhibits the highest degree of routing flexibility and fault

tolerance. According to Theorem 5.1, this design requires at least nb+mb

2
vertical

levels. A drawback of using this number of vertical levels is that it increases the

number of time steps needed to transport a barcoding droplet from an inlet to the

DMFB side, which in turn may increase the total completion time. Therefore, we

need to investigate the tradeoff between routing flexibility (or fault tolerance) and
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Figure 5.11: Architectural variants of a 16-to-8 crossbar: (a) F1
16×8; (b) F2

16×8; (c)
F4

16×8.

system performance.

To perform this study, we explore various configurations of an nb-to-mb crossbar;

these configurations differ in the number of vertical levels and therefore channel

connectivity. For example, a 16-to-8 crossbar can be constructed using one of five

different configurations, three of which are shown in Figure 5.11. It is obvious that

the configuration in Figure 5.11(a) provides the highest connectivity, but it uses

the largest number of vertical levels (12 levels). In contrast, the configuration in

Figure 5.11(c) offers the lowest connectivity, but it utilizes the smallest number of

vertical levels (3 levels).

We observe that a crossbar configuration can be constructed hierarchically us-

ing a set of fully connected crossbars. For instance, a 16-to-8 configuration can be

constructed using a single 8-to-4 crossbar F8×4 and two 4-to-2 crossbars F4×2 (Fig-

ure 5.11(c)), or it can be designed using a single 16-to-8 fully connected crossbar

F16×8 (Figure 5.11(a)). Clearly, the hierarchical design approach not only facilitates

the control of the crossbar connectivity, but it also allows us to reuse the definitions

and routing methods proposed earlier for fully connected fabrics. In other words,
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we can automatically generate the graph models of such crossbar variants using the

algorithm described in Appendix B; only a minor modification is required to system-

atically combine the graph models associated with the constituting fully connected

crossbars into a unified model.

A formal discussion of a crossbar configuration can be established by partitioning

the crossbar outputs into clusters. The output ports within a single cluster are

accessible to the same set of input ports, i.e., a cluster forms a fully connected

crossbar. On the other hand, the output ports that belong to two different clusters

cannot be accessed from the same input. By using this characterization mechanism,

we can define a crossbar configuration based on the number of output clusters cl.

For example, the configuration in Figure 5.11(a) has a single cluster (cl = 1), the

configuration in Figure 5.11(b) has two clusters (cl = 2), and the configuration in

Figure 5.11(c) has four clusters (cl = 4). Hence, we denote a crossbar configuration

by F clnb×mb
, where nb and mb are the number of inputs and outputs, respectively.

Also, note that we can use F1
nb×mb

and Fnb×mb
interchangeably since F1

nb×mb
is the

only crossbar variant that is fully connected.

The proposed crossbar configurations can be employed to route droplets using our

methods from the previous subsections. Our algorithms will automatically comply

with the clustering constraints imposed by the new crossbar connectivity, since these

constraints are captured by the graph model. In Section 5.6, we study the impact of

crossbar configurations on single-cell performance via simulations.

5.5 Protocol Modeling Using Markov Chains

In this section, we present a probabilistic scheme to address the stochasticity of

protocol conditions. The outcome of this step is used as an input to CoSyn.
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Discrete-Time Markov Chains and Stochastic Systems

DTMCs constitute a formal method to model stochastic systems, such as in biol-

ogy [211], that exhibit a discrete state space [212]. DTMCs are similar to finite-state

machines, but enriched with probabilistic transitions to model random phenomena.

A transition from state wi to state wj is associated with a one-step transition proba-

bility that must depend only on the two states and not on the previous transitions—

this property is referred to as Markov property.

Formally, a DTMCM is specified as a tupleM = 〈W , winit,U ,J 〉, where: (i)W

is a finite set of states (state space) and winit ∈ W is the initial state; (ii) U : W ×

W → [0, 1] is a transition probability matrix such that
∑

wj∈W U(wi, wj) = 1 ∀wi ∈

W ; (iii) J : W → 2AP is a labeling function that assigns each state to a set of

atomic propositions from a denumerable proposition set AP [212]. These labels can

be utilized by a probabilistic model-checking tool to express DTMC model properties

with the help of temporal logic.

Properties of a DTMC model can be described using Probabilistic Computation

Tree Logic (PCTL) [213]. PCTL formulae are interpreted over the DTMC states.

For instance, consider a predicate ν that is always satisfied in state wi (i.e., wi |= ν),

we can use the following PCTL formulae to describe path or numerical queries:

1. Qy1 := P≥0.95[♦ν], which inquires if the modeled system can eventually reach

a state that satisfies ν with a probability that is greater than or equal to 0.95.

The operator ♦ means “eventually”.

2. Qy2 := Pmax=?[♦<10ν], which seeks the maximum probability that the system

will eventually reach a state w satisfying ν in less than 10 steps.

The query Qy1 is considered to be a reachability query, whereas Qy2 is a numer-

ical query. These queries and others can be used to investigate the evolution of a
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stochastic system that is modeled using DTMC. More details about DTMC model

checking and PCTL syntax can be found in [213].

Probabilistic Modeling Approach

While the graph model described in Section 5.2 can effectively support type-driven

single-cell execution, it suffers from the following drawbacks: (1) it assumes that the

protocol conditions (e.g., fixation time and incubation temperature) are insensitive

to cell types and consequently they do not have an impact on the protocol efficiency;

(2) it also assumes that the optimal settings of these conditions can be uniquely

defined. These assumptions however may not be valid in many real-life scenarios,

particularly due to the inherent stochasticity in cellular interactions.

To analyze the stochastic behavior of single-cell protocols, we collected experi-

mental data for a population of yeast cells after conducting several benchtop imple-

mentations of the ChIP protocol. The collected data (Table 5.3) shows the normal-

ized immunoprecipitation (IP) value, i.e., protocol efficiency2, while varying some

experimental conditions such as the number of washing steps after IP; this table is

referred to as protocol-condition space. By analyzing the obtained data, we observe

that changing the protocol settings leads to different IP outcomes; the settings shown

in Case #6 provide the highest efficiency. In addition, despite the use of biological

replicates in each case, the results obtained by these replicates are not identical and

they follow a normal distributionN . Hence, according to this analysis, it is necessary

to redesign the protocol model to address the above challenges.

An effective solution to this problem is based on a probabilistic approach. The

steps of this approach are given below:

(1) For each cell type, we collect data from previous experiments and construct the

associated protocol-condition space, similar to the example in Table 5.3.

2 The higher the IP value, the more “enriched” the DNA is, leading to higher efficiency.
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Table 5.3: Experimental data describing protocol-condition space for ChIP using
yeast cells.

Case
# Replicates

Fixation Incubation
# Washes

IP
number time (min) Temp. (◦C) (mean, variance)

1 32 10 25 4 (16.4, 3.4)
2 6 10 18 4 (18.2, 5.1)
3 5 10 32 4 (15.8, 3.7)
4 4 8 25 4 (13.2, 2.9)
5 2 8 18 4 (16.9, 6.8)
6 3 10 32 4 (22.1, 5.6)
7 4 15 25 4 (18.7, 4.3)
8 3 15 18 4 (19.1, 3.6)
9 3 15 32 4 (16.8, 6.2)
10 5 10 25 8 (16.7, 4.1)
11 3 5 25 4 (12.2, 3.1)
12 3 30 25 4 (15.4, 4.7)

(2) We specify an arbitrary lower-bound threshold BT for the protocol efficiency.

For example, we choose BT = 16.5 for the example in Table 5.3. Based on this

threshold, we classify cell population (replicates) into two sets: a set of cells that

contributes to high efficiency, denoted by (HE), and another set of cells that con-

tributes to low efficiency, denoted by (LE).

(3) Let Ae be an event that an arbitrary input cell belongs to HE . We compute the

probability that the input cell contributes to high efficiency, i.e., belongs to HE , as

follows: P (Ae) = |HE|
|HE|+|LE| . Based on Table 5.3, P (Ae) = 26

73
= 0.36.

(4) Consider a certain protocol condition such as the fixation time. We extract all

possible settings Sei of this condition from the table. According to Table 5.3 and

based on the fixation time, Se1: 5-min, Se2: 8-min, Se3: 10-min, Se4:15-min, and Se5:

30-min.

(5) Let Bei be an event that an arbitrary cell is processed using the setting Sei. We

compute the probability that an arbitrary cell will be processed using the setting Sei

as follows: P (Bei) = |Sei|∑
i |Sei| , where |Sei| represents the number of replicates processed
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using Sei. By considering (Se3: 10-min) from Table 5.3, we obtain P (Be3) = 51
73

= 0.7.

(6) We next compute the conditional probability P (Bei|Ae) = P (Bei∩Ae)
P (Ae)

, which rep-

resents the probability that an arbitrary cell will be processed using Sei given that

this cell belongs to HE . The probability P (Bei ∩ Ae) represents the percentage of

cell population that satisfy the following conditions: (i) the cells are processed us-

ing the setting Sei; (ii) the cell belong to HE . In the example shown in Table 5.3,

P (Be3 ∩ Ae) = 14
73

= 0.2, and therefore P (Be3|Ae) = 0.53.

(7) We apply Bayesian inference to estimate the posterior probability P (Ae|Bei),

which indicates the probability that an arbitrary cell contributes to high performance

given that this cell is processed using the setting Sei—Bayes’ theorem mathemati-

cally states that P (Ae|Bei) = P (Bei|Ae)·P (Ae)
P (Bei)

. According to the example in Table 5.3,

P (Ae|Be3) = 0.53×0.36
0.7

= 0.27. We can also compute P (Ae|Be1), P (Ae|Be3), and the

other posterior probabilities similarly.

(8) We normalize P (Ae|Bei) using the following relation: P̂ (Ae|Bei) = P (Ae|Bei)∑
i(Ae|Bei)

.

By adopting the above systematic approach, we are able to capture the inherent

stochasticity in the protocol environment. This approach therefore allows us to

redefine the protocol interactions via a Markov-chain model.

Modeling Using Discrete-Time Markov Chains

Consider a given sequence of cells, where each cell belongs to one of nc cell types. We

consider that cell-type selection follows a uniform distribution P (X); X is a random

variable associated with the percentage of the cell-population count for each type.

Based on the probabilistic approach discussed earlier, each cell type is associated

with specific experimental steps for single-cell analysis and unique probabilistic dis-

tributions for selecting protocol settings in each step. We also take into account cost

limitations of the overall experimental environment such as the maximum quantities

of master mixes and washing liquids. Such cost limitations (also known as experiment
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budget) play a key role in tuning the overall performance of the protocol.

Based on the above characteristics, our objective is defined as follows: Given a

certain experiment budget, find the protocol strategy for a given sequence of cells that

maximizes the probability that the cells contribute to high efficiency. To achieve this

goal, we model the execution of single-cell analysis as a DTMC and solve the strategy

synthesis problem via probabilistic model checking. Strategy synthesis is a problem

that is concerned with finding a strategy, in our case a sequence of protocol steps,

which satisfies a property or optimizes a long-term objective such as the probability of

protocol success [214]. Strategy synthesis has widely been used in many applications

including planning of robots motion under uncertainty [215], security analysis via

synthesis of malicious strategies [216], and dynamic power management using optimal

control strategies [217].

The outcome of strategy synthesis can then be fed into CoSyn for resource al-

location. In the future, we plan to integrate both strategy synthesis and resource

allocation (CoSyn) into a single unified framework.

Figure 5.12 shows a DTMC model for single-cell analysis for nc = 3. The model

constitutes a finite set of states W , which represents a sequence of biochemical op-

erations (e.g., mRNA Prep) or analysis procedures (e.g., Estimate cost). In addition

to the setW , we define a transition probability matrix U :W×W → [0, 1] that rep-

resents decisions related to the protocol conditions and the associated probabilities;

these probabilities are highlighted in red in Figure 5.12. Recall that we compute

these probabilities using Bayesian inference as discussed earlier.

To model the experiment budget constraints (and other constraints), we augment

the state transitions of the proposed DTMC model with a set of guards, which

ensure the fulfillment of these constraints and therefore transition the system towards

success (Within budget) or failure (Over budget). For example, in Figure 5.12, the

transition from state “Success” to state “Dispense cell” is possible only if the number
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of processed cells is still below the total population count Ctot. Clearly, these guards,

which are tuned based on the experiment budget, play a key role in computing the

optimal protocol strategy. In Section 5.6, we examine the budget’s role in controlling

the protocol efficiency using PCTL.

Note that the above discussion considers a static DTMC model, which is com-

puted only once based on the protocol-condition space. However, since stochasticity

is ubiquitous in single-cell applications, protocol conditions can significantly change

over time, and therefore there is a need to update the transition probabilities in the
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Figure 5.12: A DTMC model for a single-cell protocol that considers three cell
types.
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DTMC model. To cope with this dynamic behavior, a closed-loop system can be

constructed where multiple iterations can be performed. In this closed-loop system,

the results obtained by the hybrid microfluidic system are added to the protocol-

condition space, allowing a new set of transition probabilities to be computed; the

new DTMC model is then used in the next iteration of strategy synthesis and single-

cell analysis. The number of cells per iteration can be specified by the user. By

following this approach, the DTMC model can be changed to adapt to protocol

dynamics.

5.6 Simulation Results

We implemented CoSyn using C++. All evaluations were carried out using a 2.7

GHz Intel i5 CPU with 8 GB RAM. The set of bioassays constituting the single-cell

analysis protocol (Section 5.1) were used as a benchmark. Cell types were assigned

to the cells using a uniform distribution function.

Since this is the first work on synthesis for hybrid microfluidic platforms, we have

developed two baseline frameworks: (1) architectural baseline (ArcSyn), wherein the

barcoding fabric is valveless and it utilizes a one-to-one mapping between syringe

pumps and DMFB ports as in Figure 5.3(b); (2) algorithmic baseline (ReSyn), in

which resource allocation is initially performed for each microfluidic domain sepa-

rately. However, we must ensure that the system behavior at the boundary between

the two domains is deterministic—the synthesis tool for the DMFB must be aware

of the order of the barcoding droplets generated from the valve-based crossbar. The

only way to meet this constraint is to disallow pipelining in the valve-based system;

thus an upper bound on the number of barcoding droplets that can be processed

simultaneously is equal to mb. Since we consider a large number of cells, we divide

the cells into batches, each of a maximum size of mb cells, such that ReSyn executes

them iteratively.

175



In the rest of this section, we assume a microfluidic platform that contains a

fully connected crossbar, except Section 5.6, in which we investigate variants of the

crossbar architecture.

Comparison with Baselines

We evaluate the performance of CoSyn, ArcSyn, and ReSyn in terms of the total

completion time for the protocol, measured in minutes (we assume Tb = Tf = 0.2 s).

The assumption of Tf = 0.2 s is based on the fact that a DMFB can flexibly function

at any rate in the range from 1 to 100 Hz, as described in Section 3.3. Therefore,

a rate of 5 Hz is a valid choice. On the other side, Tb = 0.2 s is associated with a

previous flow-based design that was operated using a pneumatic transporter with a

pumping rate of 50 Hz. The reported flow speed in this design is in the range of 10 to

20 mm/s [218]. In our example, a transposer with a length of 4 mm with the proper

channel configurations (PDMS material and diameter) can lead to a flow speed of 4

mm/0.2 s = 20 mm/s [33].

For valve-based routing, we consider the graph theoretic scheme (i.e., Method 1

from Section 5.4). We fix the number of input cells to 100, and we consider 20 and

40 barcoding inputs (or cell types). To ensure that this evaluation is independent of

the platform architecture, the results were obtained using a DMFB with no resource

constraints. The selected number of cells is based on a design that was introduced

earlier in [49]. Usually, a cell suspension (an experiment session) using a microfluidic

prototype includes a number of cells in the range of 100 to 1000 cells. Larger number

of cells per suspension requires more effort during cell isolation and sorting.

Figure 5.13 compares the three synthesis frameworks in terms of completion times.

ReSyn leads to the highest completion times due to the loose coordination between

the DMFB and the valve-based crossbar. The completion time of CoSyn is close

to the lower bound, which is obtained using ArcSyn. ArcSyn uses the maximum
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Figure 5.13: Comparison between CoSyn, ArcSyn, and ReSyn in terms of comple-
tion time: (a) using 20 barcoding inputs, (b) using 40 barcoding inputs.

number of barcoding outputs due to the one-to-one mapping between the barcoding

inputs and outputs. Hence, these results indicate that pipelined valve-based routing

and the coordination between the components of CoSyn play a key role in increasing

cell-analysis throughput.

Tradeoffs of Valve-Based Routing Schemes

Next, we evaluate the performance and the computation time of the valve-based

routing schemes by using CoSyn simulations. We refer to CoSyn that utilizes the

graph-theoretic method (Method 1) and the incremental method (Method 2) as

CoSyn-Graph and CoSyn-Inc, respectively. We fix the number of input cells to

1000 and we consider a DMFB with no resource constraints. Figure 5.14(a) and

Figure 5.14(b) compare CoSyn-Graph and CoSyn-Inc in terms of completion times

and overall computation times, respectively, while varying the number of inputs nb

and outputs mb in the crossbar.

As shown in Figure 5.14(a), we observe that the completion times of both methods
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Figure 5.14: Comparison between CoSyn-Graph and CoSyn-Inc: (a) completion
time, (b) computation time (logarithmic scale).

exhibit a parabolic behavior with respect to the crossbar size nb × mb. First, the

completion times decrease when we increase the crossbar size from 20× 8 to 50× 20;

the increase in the crossbar size within this range allows more barcoding droplets

to be consumed by the crossbar, which in turn overshadows the negative impact of

adding more vertical levels. However, when the size increases beyond 50 × 20, the

impact of having additional vertical levels appears to be more prominent, leading to

an increase in the completion times for both methods. Finally, we also observe that

the completion time obtained by CoSyn-Inc is at least the completion time obtained

by CoSyn-Graph, and the difference in the completion time between CoSyn-Graph

and CoSyn-Inc becomes significant when the crossbar size is increased.

Despite the high performance gained by using CoSyn-Graph, Figure 5.14(b) shows

that the computation time of CoSyn-Graph dramatically increases when larger cross-

bar designs are used. Therefore, it is obvious that CoSyn-Inc needs to be used to
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dynamically synthesize large-scale single-cell analysis.

Design-Quality Assessment

We also evaluate the quality of the designs generated by CoSyn-Graph in terms of

the number of single-cell experiments that can be completed for a given time limit

and the given number of DMFB resources. In addition, we also quantify the frac-

tion of input cells that can be processed simultaneously by the given set of DMFB

resources. Our objective here is to investigate the conditions under which CoSyn-

Graph is effective. Therefore, we introduce the following terms:

Cell-analysis density: The number of cells (samples) that completed analysis during

a specific window of time (cell throughput), using a given array of electrodes. The

time window is set to be a minute and the size of the array is equal to 100 electrodes.

DMFB capacity: A real number zc ∈ [0, 1] that provides the fraction of input cells

that can be processed simultaneously using DMFB resources. For example, a capac-

ity of 1 indicates that there are sufficient resources to process all the cells simulta-

neously. On the other hand, a capacity of 0.5 means that the existing resources are

sufficient for simultaneously processing only half of the cells.

We investigate the design-quality for valve-based crossbars by evaluating the cell-

analysis density of CoSyn-Graph and ArcSyn. We simulate the execution of 50 cells

using 4 barcoding outputs (Figure 5.15(a)), 8 barcoding outputs (Figure 5.15(b)),

12 barcoding outputs (Figure 5.15(c)), and 20 barcoding outputs (Figure 5.15(d)).

The density values are computed while the capacity is varied. By comparing the

density values for CoSyn-Graph and ArcSyn, we observe two regimes: (1) Regime I

in which the cell-analysis density of CoSyn-Graph is higher, i.e., it is more effective;

(2) Regime II in which the density of CoSyn-Graph is less than or equal to the density

of ArcSyn. Regime I highlights the fact that CoSyn-Graph efficiently exploits valve-

based barcoding, and the power of valve-based pipelining is evident when the DMFB
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Figure 5.15: Comparison between CoSyn-Graph and ArcSyn in terms of cell-
analysis density using (a) 4 barcoding outputs, (b) 8 barcoding outputs, (c) 12
barcoding outputs, and (d) 20 barcoding outputs.

resources are limited. On the other hand, the overprovisioning of resources leads

to Regime II, where a lower cell-analysis density is reported. Finally, we note that

Regime I shrinks as we increase the number of barcoding outputs; this is expected

since CoSyn-Graph is more effective in the realistic case of a limited number of

barcoding interfaces.

Crossbar Connectivity: Performance vs. Flexibility

We also study the impact of crossbar connectivity on the system performance and

the routing flexibility. We use architecture variants F clnb×mb
of an nb-to-mb crossbar;

the parameters nb, mb, and cl denote the number of crossbar inputs, the number
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Table 5.4: Flexibility of crossbar variants (fx).

1 Cluster 2 Clusters 4 Clusters 8 Clusters

32 16 8 4

of crossbar outputs, and the number of output clusters, respectively (Section 5.4).

For evaluation purposes, we simply measure the flexibility, denoted by fx(mb, cl),

of a crossbar variant F clnb×mb
using the following relation: fx(mb, cl) = mb

cl
, which

represents the effective number of output ports reachable from an input port. Also,

we simulate the execution of 1000 cells using CoSyn-Inc, and we consider an 80-to-32

crossbar (nb = 80 and mb = 32). Moreover, to ensure that this evaluation applies

to any DMFB architecture, the results were obtained using three DMFBs that have

the following resource capacities zc: 0.6, 0.8, and 1.

As shown in Table. 5.4, as the number of output clusters increases, the flexibility

fx of the crossbar design decreases. On the other hand, as shown in Figure 5.16,

we observe that the total completion time decreases when the number of clusters

increases—this result is due to the reduction in the number of vertical levels q and

thus the routing distance of the barcoding droplets.

Analysis of Markov Model

To understand the impact of protocol conditions and experiment budget on the pro-

tocol efficiency, we run model checking on the DTMC model described in Figure 5.12,

where the number of cells is equal to 6. We investigate the impact of three exper-

imental factors: the number of washing steps (WTot), the number of fixation time

steps (fixT imeTot), and the number of master mixes (MixesTot). For this purpose,

we use PRISM [219] to implement the DTMC model along with the following PCTL

query that expresses the model objective:

Qy := Pmax=?[(�(!Failure)) U (♦WithinBudget)]
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Figure 5.16: Comparison between crossbar variants using protocol completion
time.

The query Qy seeks the maximum probability that the protocol will globally

avoid the state Failure “until” eventually reaching the success state, i.e., the state

WithinBudget. The operator � means “globally”, the operator U means “until”,

and the operator ♦ means “eventually”. The maximum probability can be computed

using value iteration algorithm [220]. By running this query using PRISM, we can

obtain the optimal protocol strategy that maximizes the probability of satisfying

the target predicate, i.e., the processed cells contribute to high efficiency and the

experiment budget is not exceeded.

Figure 5.17 shows the obtained results, which illustrate the impact of experiment

budget on the probability that single-cell analysis completes successfully under the

optimal protocol strategy. It is obvious that the success probability increases when

we increase the experiment budget. We also observe that the success probability is

close to 1 only if there are sufficiently large quantities of washing liquid and master

mixes and if we allow more time for fixation.
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Figure 5.17: Impact of experiment budget on the probability of successful com-
pletion of single-cell analysis under the optimal protocol strategy: (a) with varying
number of washing steps; (b) with varying fixation time.

These results highlight the need to incorporate stochastic behavior of a single-

cell protocol into any synthesis methodology since it has a significant impact on the

protocol efficiency.

5.7 Chapter Summary

In this chapter, we have introduced the first automated design method for single-cell

analysis using a cyber-physical microfluidic platform. This design coordinates the

control of diverse microfluidic components and concurrently processes a large number

of sample pathways. We have also presented a probabilistic model of the single-cell

analysis protocol based on DTMCs. This model captures experimental settings where

protocol conditions are specified in a probabilistic manner. The proposed platform

has been evaluated on the basis of the time needed for analysis and the biochip size
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needed for realistic test cases.

A limitation of CoSyn is that it assumes direct-addressing of valves using pressure

ports; this design approach is prohibitively expensive especially with large reconfig-

urable fabrics. In Chapter 6, we address this limitation by using a pin-constrained

design. We also study the impact of this design on the performance of a single-cell

application; this study is guided by a system model that is analyzed using computa-

tional fluid dynamics simulations.
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6

Timing-Driven Synthesis for High-Throughput
Protocols with Pin Constraints: Single-Cell

Screening

Reconfigurable flow-based microfluidic biochips (RFBs), such as the valve-based fab-

rics introduced in Chapter 5, enable single-cell analysis by providing unprecedented

fluid-handling capabilities for nanoliter droplets transported in a flow medium [3].

RFBs can be efficiently used for screening a stream of heterogeneous cells in a high-

throughput manner, whereby every cell can be individually encapsulated into an

aqueous droplet, incubated with a secreted enzyme-reporter molecule, sorted using

a fluorescence sensing [129], and barcoded for single-cell analysis [125].

While Chapter 5 addresses design-automation challenges associated with droplet

routing in RFBs (as part of a hybrid microfluidic system), the described method

is cost-prohibitive and it cannot tackle the complexities of RFBs designed for high-

throughput single-cell screening because of the following challenges:

(1) Scalable valve control: A large number of valves are needed to sort and

barcode several cell types. These valves also need to be controlled in real-time in
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response to identified cell types; the control actions for these valves are not known a

priori. In Chapter 5, an RFB solution was introduced for scalable barcoding using

a fully reconfigurable valve-based crossbar, where an nb-to-mb crossbar can route

a barcoding droplet from any of the nb inputs to any of the limited mb outputs.

However, it can be shown that a simple 40-to-4 crossbar requires at least 1344 valves,

thus direct-addressing of valves using pressure ports is prohibitively expensive.

(2) Impact of chip parameters on performance: Parameters such as chan-

nel diameter and elasticity of the deformable membranes significantly influence the

performance of the microfluidic application [50, 221, 222]. For example, consider a

microfluidic channel as depicted in Figure 6.1(a). We carried out computational fluid

dynamics (CFD) simulations using COMSOL [223] to characterize laminar flow at

the channel output when a pressure step function is applied to the input. As shown

in Figure 6.1(b), the steady-state pressure at the output decreases as the input pres-

sure and the channel diameter Dr decrease. Next, we assume that this channel is

connected to a 90-kPa pressure source and it is used to actuate a valve that re-

quires at least a 2-kPa pulse to deform the membrane (highlighted using a red line

in Figure 6.1(b)). We find that reliable valve actuation can be achieved only if Dr

is larger than 2 mm; see Figure 6.1(b). Similarly, by analyzing the flow rate of this

pressure-driven mechanism (Figure 6.1(c)), we find that the flow rate decreases as

Dr decreases (Figure 6.1(d)).

Therefore, neglecting the correlation between chip parameters and single-cell

screening efficiency will invariably lead to unacceptable screening rates or even unex-

pected behaviour. It is important to investigate the delay associated with pressure-

driven fluid transport to precisely predict the timing characteristics of a screening

biochip. The result of this analysis can be utilized as a latency constraint to synthe-

size a biochip that is free of timing violations.

In this chapter, we address the above challenges by investigating the design of
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Figure 6.1: The correlation between the parameters of a microfluidic channel and
system performance: (a) geometric specifications, (b) evaluation of output pressure,
(c) velocity profile of pressure-driven mechanisms, (d) dependence of flow rate on
Dr.

a pin-constrained RFB for scalable single-cell screening [33, 140]. We utilize the

delay model of pressure-driven transport to design a cost-effective RFB with high

throughput. The contributions of this paper are as follows:

• We present a formal definition for the architecture of an RFB that is used for

high-throughput single-cell screening.

• We describe a graph-theoretic algorithm that generates all possible screening

paths within an RFB. This algorithm is used as a pre-processing step, and it
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is a key component in streamlining the use of our synthesis methodology.

• We describe a pin-sharing scheme that offers real-time multiplexed control of

valves. An RC model is derived to describe the delay of the multiplexed control

path and used to characterize chip performance. This model is validated using

CFD simulations.

• We describe and evaluate a timing-driven synthesis solution for the control of

RFBs. The solution (referred to as Sortex: cell sorter using multiplexed con-

trol) reduces the number of pins subject to performance constraints associated

with single-cell screening.

The rest of the chapter is organized as follows. Section 6.1 describes prior work on

pin-constrained design and an RFB architecture for single-cell screening. In Sec-

tion 6.2, we introduce multiplexed control and the RC model. Next, Section 6.3

presents the timing-driven synthesis technique. Experimental evaluation is presented

in Section 6.4 and conclusions are drawn in Section 6.5.

6.1 Preliminaries

In this section, we review pin-constrained design techniques for flow-based biochips

and describe an RFB for single-cell screening.

Pin-Constrained Design of Flow-Based Biochips

A number of synthesis solutions were proposed with the aim of minimizing the num-

ber of control pins [92, 102, 224]. These methods however are inadequate for high-

throughput screening due to the following reasons:

1. For control-pin minimization, [92] relies on activation-based compatibility; valve-

actuation patterns of a protocol are mapped to a pin-count minimization strategy.
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A more flexible approach in [102] explores compatibility among basic control actions

of individual fluidic operations. However, both techniques assume that “compati-

ble” valves can be simultaneously addressed using the same pressure source—this

assumption is valid only with a small number of compatible valves due to fan-out

limits. Moreover, these approaches do not enable independent actuation of valves,

thereby preventing the reconfigurability that is necessary for single-cell screening.

2. The work in [102] considered pressure-propagation delay within fluidic-channel

routing using a path-length model. However, this model does not capture the cor-

relation between fluid dynamics and biochip parameters (e.g., channel width and

elasticity). Furthermore, [102] uses only the longest pressure-propagation delay of a

pin-sharing valve group to assess performance. This approach cannot be used with

multiplexed control of independently addressable valves.

3. A control-layer multiplexer structure was adopted in [224] to minimize the number

of control pins. Unlike the above-mentioned methods, this mechanism allows biochip

valves to be flexibly addressed, and it is similar to our proposed pin-constrained

method. However, [224] considers only reliability issues, e.g., pressure degradation,

associated with pin-switching activities, and it does not take into consideration fluid

dynamics and its impact on the application throughput.

An RFB for Single-Cell Screening

Single-cell screening is a biochemical process that aims to classify a stream of droplet-

encapsulated cells based on their biological behavior and label them for down-stream

analysis [47]. Hence, this biochemical process consists of three main steps, as shown

in Figure 6.2: (i) Step 1: identification of cell types by observing certain fluorescence

biomarkers; (ii) Step 2: suspension of suitable molecular labels (barcodes); (iii) Step

3: mixing each cell with a suitable barcode depending on the cell’s type. These
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Figure 6.2: Steps of single-cell screening, considering two cell types.

steps need to be applied in a high-throughput manner to allow the processing of any

number of cells. The outcome of this process is a collection of labeled cells that can

be steadily transferred to other modules where further down-stream analysis, e.g.,

based on polymerase chain reaction, can be performed (Chapter 5).

The above specifications can be realized using flow-based biochips, which can

be configured to perform high-throughput operations. More specifically, RFBs can

be used to systematically process any number of cells in real time while allowing

biochip resources to be shared among different cells at different times. Figure 6.3(a)

shows an RFB architecture that screens ub streams of cells, classifies cells into nb

types, and barcodes the cells via mb ports (mb << nb). To execute the steps of

single-cell screening (Figure 6.2), this platform consists of three modules: valve-

less fluorescence detection [129], barcoding crossbar [1], and sorting network [3].

Adaptation is achieved via the detection of samples in the fluorescence-detection

module, whereas reconfiguration is carried out in response at both the barcoding

crossbar and the sorting network.

A valve-based crossbar is employed to barcode droplets and route them to-

wards the sorting network. A barcoding droplet is routed from an input port
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Figure 6.3: An RFB for single-cell screening: (a) platform modules, (b) a 4-to-2
barcoding module [1, 19], (c) a 2-by-2 sorting network [3].

Ibk ∈ {Ib1, Ib2, ..., Ibnb
} to an output port Xbi ∈ {Xb1, Xb2, ..., Xbmb

} through chan-

nels, and the routing path is configured online using a set of valves Lp = {L1, L2, ...,

Lpv}; pv is the number of crossbar valves. Figure 6.3(b) shows a 4-to-2 crossbar that

routes two different barcoding droplets concurrently.

Connected to the crossbar is a sorting module that mixes a sample droplet

from a stream Fbj ∈ {Fb1, Fb2, ..., Fbub} with a barcoding droplet generated from

Xbi. This function needs to be implemented by a programmable microfluidic plat-

form that performs biochemical operations on-the-fly. For this purpose, we exploit
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the programmable microfluidic network proposed in [3], where an ub-by-mb net-

work can dynamically process any pair of ub × mb input droplets. A set of valves

Lq = {L1, L2, ..., Lqv}, where qv is the number of sorting-network flow valves, are

used to mix barcodes with cells and route mixed droplets to output ports in the set

{Yb1, Yb2, ..., Ybmb
}. Fig 6.3(c) illustrates a 2-by-2 network.

While this RFB design offers reconfigurability, the efficiency of single-cell screen-

ing depends on the topology of the flow channels and how fast the flow valves in the

set L = Lp ∪ Lq can be actuated. Since we consider a fixed topology for the flow

channels, we focus on delays associated with valve actuation (pressurization or de-

pressurization). We demonstrate in the next section that an effective pin-constrained

control methodology for an RFB must consider the timing overhead of valve actu-

ation. Therefore, we consider valve-based modules (the barcoding crossbar and the

sorting network) to investigate the action and delay of valve controls required to

route a barcode from Ibk : {k ∈ N, k ≤ nb} to Xbi : {i ∈ N, i ≤ mb} and to route

the barcoded cell from Fbj : {j ∈ N, j ≤ ub} to Ybi : {i ∈ N, i ≤ mb}. This action is

referred to as a control vector and is denoted by ϑi : {ϑi ∈ {0, 1}xv , i ∈ N, i ≤ CV },

where xv is the number of chip valves (xv = pv + qv) and CV is the total number of

possible control vectors. The parameter CV can also be interpreted as the number

of possible flow paths that can be utilized by a single-cell sample of any type. In

addition, we use θsc(xv, yv) to denote a screening biochip that contains xv valves and

is actuated using yv control pins.

Our goal in this chapter is to provide an architectural-level synthesis scheme that

allows the control of xv valves using yv pins (yv << xv), while the latency of every

control vector ϑi is less than a threshold. A solution to this problem leads to a

biochip that provides a desired screening throughput.
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Motivating Example

Consider an experimental setting that involves screening of a sequence of ne cells and

classifying them into 4 groups (or types) of populations. All cells are initially tagged

with two types of dyes (green-fluorescent GF and yellow-fluorescent Y F dyes), which

can be used to classify the cells via a fluorescence-measurement utility. The type of

a cell is identified based on the emission rate of both GF and Y F observed from the

cell. For example, assume that the intensity of a fluorescence signal is normalized to

the range from 0 to 1, where 0 corresponds to the “absence of fluorescence emission”

and 1 corresponds to the “highest fluorescence emission”. A cell is assigned to the

first population if the detected fluorescence from both GF and Y F is below 0.5,

whereas it is assigned to the second population if the detected signal from GF is

below 0.5 but the detected signal from Y F is equal to or above 0.5. A similar

argument applies to the third and fourth cell populations.

Our objective is to design an RFB that efficiently screens the above cells. The

biochip design needs to be cost-effective; that is, it should be controlled using the

minimum number of control pins that allows a fluorescence-identified cell to be ap-

propriately barcoded and routed to an output port within a duration of D. Moreover,

this biochip is designed to be connected to a digital-microfluidic biochip—which per-

forms down-stream analysis—via two capillary interfaces, as described in Section 5.1.

The above requirements can be fulfilled using the RFB shown in Figure 6.3(a),

where the number of barcoding ports nb is 4 (Figure 6.3(b)) and the number of output

ports mb is 2 (Figure 6.3(c)). Since the processing time of fluorescence measurement

tends to be non-negligible especially when more dyes are used, screening performance

can be enhanced by increasing the number of cell streams—we consider two parallel

cell streams (ub = 2), as shown in Figure 6.3(c). Clearly, the above reconfigurable

architecture provides the following advantages:
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• It decouples single-cell specifications (cell counts and types) from the interfac-

ing constraints (output ports).

• It is a scalable architecture that can process any number of cells regardless of

the cell ordering or cell-type distribution.

For the sake of simplicity, suppose that the proposed design is used to screen a

single cell (ne = 1), which is found to belong to the first type. Based on this finding,

a barcode needs to be dispensed from Ib1 and routed through the barcoding module.

Next, the barcode is mixed with the cell droplet in a reaction chamber that belongs

to the sorting network. The dotted red and orange lines in Figure 6.3(b-c) show the

routes of the barcoding droplet and the cell droplet, respectively.

Obviously, the routing of these two related droplets cannot be executed unless

some valves (shown as diagonal-patterned valves in Figure 6.3(b-c)) are opened while

others (shown as black-colored valves in Figure 6.3(b-c)) are closed. The speed of

this action, and therefore the duration of cell screening, is determined based on

how fast these valves can be actuated. If these valves are directly addressable using

dedicated control pins, then each pin can be placed adjacent to its associated flow

valve, leading to the highest speed of valve actuation and the lowest duration of

single-cell screening. However, by adopting a pin-constrained design approach, the

duration of single-cell screening may exceed the threshold D, therefore more control

pins must to be included. The proposed pin-constrained design and the trade-offs

between pin-count reduction and system performance are described in Section 6.2.

6.2 Multiplexed Control and Delay

In this section, we explain the pin-constrained design methodology and the associated

delay model.
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Multiplexed Control

To reduce the number of control pins, we allow several valves in a screening biochip to

share a few pins using time-division multiplexing (TDM) [10]. Figure 6.4(b) shows an

example of multiplexed control for an 8-valve flow channel (shown in Figure 6.4(a));

i.e., CV = 1. As shown in Figure 6.4(b), the circles in blue and orange represent the

control pins of the biochip whereas the circles in white represent the valves.

To implement TDM, two types of control pins are needed: (1) A set of primary

pins Ca (blue circles), used to provide the pressure (or vacuum) through primary

control channels to actuate valves in the flow channel; (2) a set of demultiplexing

pins Cg (orange circles), used to direct the pressure-driven flow from a primary pin

to a particular valve in the flow channel through demultiplexing control channels,

thereby allowing flow valves to be independently addressable. Each pin in Cg is

connected to an off-chip two-position solenoid valve, which can pressurize and de-

pressurize a set of valves, referred to as control valves L̃ (Figure 6.4(b)) to avoid

confusion with the flow valves L in Figure 6.4(a).

For example, to actuate flow valve L2 in Figure 6.4(a), demultiplexing pins Cg
1 ,

Cg
2 , and Cg

3 (shown in Figure 6.4(b)) are first activated to switch the control valves l13,

l9, and l2, respectively1, as shown in Step 1 in Figure 6.4(c) By switching these control

valves, a control path is now opened between the primary pin Ca
1 and the desired

flow valve L2. Next, Ca
1 is actuated to open or close L2 (Step 2 in Figure 6.4(c))),

which in turn is a latching valve that can maintain its open or closed state while

disconnected from the controller [10].

Latching behavior can be imparted to flow valves by using a modified valve struc-

ture that can trap vacuum (pressure) to hold the valve open (closed). In this work,

we use the structure shown in Figure 6.5(a) [10]. The pressure, vacuum, and latching

1 Recall that Cg
2 is a two-position selonoid valve. Therefore, when Cg

2 is activated to open control
valve l9, control valve l11 is also opened, whereas both l10 and l12 are closed automatically.
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Figure 6.4: (a) An 8-valve channel; (b) Multiplexed control of the channel using 4
control pins. (c) Steps of multiplexed control to actuate L2.

valves are normally closed (Figure 1.10). When a pulse of vacuum (pressure) is ap-

plied to the “Input”, the vacuum (pressure) valve opens and the pressure (vacuum)

valve remains closed. As a result, the connection between the vacuum valve and

the latching valve is depressurized (pressurized) forcing the latching valve to open

(close). Figure 6.5(b-c) show the mechanisms of opening and closing the “latching”
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Figure 6.5: Illustration of (a) assembling, (b) opening, and (c) closing a latching
flow valve [10].

flow valve, respectively.

Note that we can route a fluid through the flow channel in Figure 6.4(a) from

A to B or vice versa only after all the 8 valves are actuated. In addition, the flow

circuitry in Figure 6.4(a) and the multiplexed control circuitry in Figure 6.4(b) are

located on different layers.

By using multiplexed control and by considering the valve-control signal as a bi-

nary signal, xv flow valves can be independently actuated using only a single primary

pin and dlog2 xve demultiplexing pins; i.e., yv = dlog2 xve+ 1 provides a lower bound

on the number of control pins needed to actuate X valves. For example, the 8 valves

in Figure 6.4(a) can be addressed using only 4 control pins. Similarly, the valves of

an 1024-valve biochip can be addressed using only 11 pins.

Note however that the addressing of a single flow valve requires a sequence of pin
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actuations, which imposes timing overhead. For the 8-valve channel in Figure 6.4(a),

Figure 6.6(a-b) illustrates multiplexed control for actuating all the channel valves

using 4 pins and 6 pins, respectively. Although Figure 6.6 does not show the delays

of control pulses through the control circuitry (the delays are expected to be larger

for the 4-pin design), it is evident that the multiplexed control procedure is less

complicated with 6 control pins. For example, to actuate L2 using a 6-pin design,

only three control pins—Cg
1 , Cg

2 , and Ca
1 —need to be actuated, following the two-

step procedure described earlier in Figure 6.4(c). Moreover, unlike the design in

Figure 6.6(a), the multiplexed control in Figure 6.6(b) allows L2 and another flow

valve such as L5 to be controlled simultaneously since they are not actuated using

the same control pins. Hence, there is a tradeoff between pin-count reduction and

the complexity of multiplexed control, and therefore the performance of single-cell

screening.

Consider a screening biochip θsc(xv, yv) with multiplexed control. Also, consider

a variable dixy that specifies the delay contributed by a pin Ci
y of type i to actuate

a valve Lx. Let λaxy be a connectivity function such that λaxy = daxy if a primary pin

Ca
y ∈ Ca is used to actuate a flow valve Lx ∈ L with actuation delay daxy, and λaxy = 0

otherwise. Likewise, λgxy = dgxy indicates that a demultiplexing pin Cg
y ∈ Cg is used

in the actuation of Lx with delay dgxy.

Definition 6.1 The connectivity vector φx ∈ Ryv of a valve Lx is defined as φx =

[λax1 λ
a
x2 ... λ

a
xav |λ

g
x1 λ

g
x2 ... λ

g
xgv ] = [φax|φgx], where av and gv are the number of pri-

mary pins and demultiplexing pins, respectively (yv = av + gv), φax is the connectivity

associated with the primary pins, and φgx is the connectivity associated with the de-

multiplexing pins. In addition, the connectivity matrix that describes the connectivity
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Figure 6.6: Multiplexed control of an 8-valve channel using (a) 4 control pins and
(b) 6 control pins.

of all flow valves in θsc(xv, yv) is defined as

Φ = [Φa|Φg] =


φ1

φ2

...
φxv


where Φa and Φg are the connectivity matrices associated with the primary pins and

demultiplexing pins, respectively. �

We use the multiplexed control designs in Figure 6.6(a-b) for explanation. In

Figure 6.6(a), the actuation of any flow valve Lx ∈ {L1, L2, ..., L8} is accomplished

using the same primary pin Ca
1 and the same three demultiplexing pins {Cg

1 , C
g
2 , C

g
3}.

As a result, φx = [λax1|λ
g
x1 λ

g
x2 λ

g
x3], 1 ≤ x ≤ 8. Figure 6.6(a) depicts the control

path associated with λa21. On the other hand, in Figure 6.6(b), the actuation of

valves {L1, L2, L3, L4} is accomplished using primary pin Ca
1 and demultiplexing
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pins {Cg
1 , C

g
2}, whereas valves {L5, L6, L7, L8} are addressed using primary pin Ca

2

and demultiplexing pins {Cg
3 , C

g
4}. Therefore, φx and Φ are defined in this case as

follows:

φx =

{
[λa

x1 0 |λg
x1 λ

g
x2 0 0 ] if 1 ≤ x < 5

[ 0 λa
x2| 0 0 λg

x3 λ
g
x4] if 5 ≤ x ≤ 8

Φ =


φ1

φ2

...
φ8


Figure 6.6(b) depicts the control path associated with λg22. Note that only a single

primary pin can be used in the actuation of a certain flow valve (i.e., Lx cannot be

addressed by both Ca
1 and Ca

2 ). Hence, flow valves are divided into groups; each

group is associated with a particular primary pin. To prevent control interference

between groups, each demultiplexing pin can only be used in the actuation of flow

valves that belong to the same group. By this grouping method, different groups of

flow valves can be actuated concurrently.

While the flow valves {L1, L2, ..., L8} construct only a single control vector (i.e.,

CV = 1), the following definition considers the generic case where CV > 1.

Definition 6.2 A control vector ϑi : {i ∈ N, i ≤ CV } is a vector of length xv

such that ϑi[x] = 1 indicates that a flow valve Lx must be actuated as a part of the

control vector, and ϑi[x] = 0 otherwise. In addition, the control (screening) matrix

of θsc(xv, yv) is defined as

Γ =


ϑ1

ϑ2

...
ϑCV


�
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Figure 6.7: A transposer design that exhibits 4 different flow paths (i.e., 4 control
vectors) [19].

The simplest form of an RFB that contains more than a single control vector is a

2-by-2 crossbar (also known as a transposer [19]); see Figure 6.7. Such a transposer

consists of six valves {L1, L2, ..., L6} that can be configured to route a biochemical

sample through four different paths (CV = 4): Ib1 to Xb1, Ib1 to Xb2, Ib2 to Xb1, and

Ib2 to Xb2. To activate the second path (i.e., Ib1 to Xb2), valves {L2, L4} must be

opened and valves {L1, L6} must be closed. Hence the control vector ϑ2 is defined

as follows: ϑ2 = [1 1 0 1 0 1]. Note that a pressure pulse for closing a valve and

a vacuum pulse for opening the same valve are considered to have the same delay

characteristics [10].

Next, we compute the latency associated with a control vector ϑi. Recall that Φ

is an augmented matrix; Φ = (Φa|Φg), where Φa and Φg are the connectivity ma-

trices associated with the primary pins and demultiplexing pins, respectively (Def-

inition 6.1). By examining the multiplexed control procedure for each flow valve,

we observe that the demultiplexing pins are used first to actuate the control valves,

which in turn select the control path within the multiplexed control circuitry. Next,

the primary pin is activated to actuate the target flow valve. With this procedure,

demultiplexing pins can be activated concurrently, whereas a primary pin can be

activated only after a control path is available. This observation leads us to the

following lemma—the proof can be found in Appendix C.

Lemma 6.1 The control delay of a flow valve Lx is a value bx = max{φax} +
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max{φgx}, and the control delay vector for all the valves in θsc(xv, yv) is Ψ = [b1 b2 ... bxv ]ᵀ.

We use the multiplexed control example in Figure 6.6(b) to illustrate the above

lemma. Recall that φ2 = [φa2|φ
g
2] = [λa21 0|λg21 λ

g
22 0 0]. Since the demultiplex-

ing pins {Cg
1 , C

g
2} are actuated concurrently, then the control delay is associated

with the worst-case (i.e., maximum) delay among {λg21, λ
g
22}, which is defined as

max{λg21, λ
g
22, 0, 0} = max{φg2}. Since the primary pin Ca

1 is actuated after the

control path is opened, then its associated delay is defined as λa21 = max{φa2},

and the effective control delay associated with L2 is b2 = max{φa2} + max{φg2} =

λa21 + max{λg21, λ
g
22}.

Based on this key result, we can compute the latency of a control vector ϑi,

while taking into consideration the grouping of flow valves according to the assigned

primary pins. The control valves that belong to the same group cannot be actuated

concurrently since they share the same primary pin, but different valve groups can

be actuated concurrently. The concurrent actuation of different valve groups (even

those which belong to the same control vector; see Figure 6.6(b)) can be captured

by considering only the worst-case delay among all the groups. For this purpose,

we define the connectivity of a primary pin Ca
y as ρy = [λa1y λ

a
2y ... λ

a
xvy]

ᵀ ∈ Rxv ,

y ∈ [1, av]. We use a binary vector sign(ρy) to specify the set of flow valves that

belong to primary pin group Ca
y . In other words, the vector sign(ρy) contains 1’s if

certain flow valves are actuated using Ca
y , and 0’s otherwise.

Consider the vector operator ◦ that provides the element-wise product of two

vectors, i.e., E ◦ B = [e1 e2 ... en] ◦ [b1 b2 ... bn] = [e1b1 e2b2 ... enbn]. Hence, the

vector sign(ρy) ◦ Ψ specifies the control delays associated with the flow valves in

group Ca
y . A subset of the flow valves in Ca

y belongs to a control vector ϑi and

therefore they need to be actuated serially if ϑi is selected for single-cell screening.

As a result, the scalar quantity ϑi · (sign(ρy) ◦ Ψ) computes the cumulative control
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delay associated with a set of flow valves that is characterized as follows: (1) the flow

valves belong to group Ca
y ; (2) the actuation of these valves is needed for activating

ϑi. By computing the cumulative control delays associated with all groups of flow

valves within ϑi, we obtain the worst-case control delay among all groups as follows:

max
1≤y≤av

{ϑi · (sign(ρy) ◦Ψ)}.

Figure 6.7 is used to illustrate the above discussion. Recall that the second

control vector is ϑ2 = [1 1 0 1 0 1]. First, assume that all six valves belong to the

same group, i.e., they are actuated using the same primary pin Ca
1 . In this case,

sign(ρ1) = [1 1 ... 1]. To activate ϑ2, L1, L2, L4, L6 need to be actuated serially;

therefore the cumulative control latency, denoted by α2, is the sum of the control

delays associated with these valves. In other words, α2 = ϑ2 · (sign(ρ1) ◦ Ψ) =

[1 1 0 1 0 1] · [b1 b2 ...]
ᵀ = b1 + b2 + b4 + b6. Second, if two primary pins {Ca

1 , C
a
2}

are used, where sign(ρ1) = [1 1 1 0 0 0] and sign(ρ2) = [0 0 0 1 1 1], the cumulative

control latency α2 is computed as α2 = max
1≤y≤2

{[1 1 0 1 0 1] · (sign(ρy) ◦ Ψ)} =

max{b1 + b2, b4 + b6}.

Based on this observation, we have derived the following theorem (proven in

Appendix D), which forms the basis for the Sortex synthesis procedure (Section 6.3).

Theorem 6.1 If αi, where αi ∈ R, i ∈ N, i ≤ CV , is the cumulative control latency

value associated with a control vector ϑi in a chip θsc(xv, yv), then αi = max
1≤y≤av

{ϑi ·

(sign(ρy) ◦ Ψ)}, where ◦ is the element-wise product. In addition, the cumulative

control latency vector for all control vectors in θsc(xv, yv) is Θ = max
1≤y≤av

{Γ·(sign(ρy)◦

Ψ)}.

The above discussion is focused on the latency of multiplexed control in an RFB.

Since the topology of flow channels in the proposed RFB is fixed, we can easily

estimate the flow latency of samples through these channels and therefore obtain an
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accurate estimate of biochip throughput. Note that a sample can be routed through

a flow path only after the associated control vector is activated. Therefore, if the flow

latency vector associated with the biochip control vectors is defined as Θf ∈ RCV ,

then the effective latency vector of θsc(xv, yv) is Θ + Θf and the worst-case latency is

ly = max{Θ+Θf}. To optimize the throughput of single-cell screening, our synthesis

method in Section 6.3 optimizes the multiplexed control scheme in an RFB such that

yv is minimized and ly ≤ lymax, where lymax is a predefined value.

Delay of Pressure-Driven Fluid Transport

The study of fluidic delay can ideally be performed based on a closed-form analytical

solution, which can be derived from the fundamental Navier-Stokes and continuity

equations [225]. However, the derivation of such an analytical solution or an ap-

proximation is extremely complicated, even for basic channel topologies. The power

of CFD software tools such as COMSOL [223] is that they provide a solution for a

conventional fluidic/mechanical property, e.g., pressure, velocity, or turbulence.

On the other hand, interconnect delay in VLSI circuits has been studied thor-

oughly over the past three decades. Delay models provide a closed-form approxi-

mated solution of signal delay based on well-defined circuit models such as resistors

and capacitors. Circuit models are therefore used to compute interconnect delay,

and they represent the basis for all static-timing analysis (STA) tools used nowadays

in electronic circuit design [226].

Hence, inspired by the success achieved by such models in electronic circuits, we

aim to approximate the fluidic delay also based on well-defined fluidic components

whose behaviors are similar to their counterparts in electronic circuits. By leveraging

previous delay models, we can reach an acceptable formulation of fluidic delay.

In electrical circuits, the delay of an electrical signal through a wire can be char-

acterized using a delay model [226]; a widely used delay model, especially with wires
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characterized as RC trees or ladders, is the Elmore delay model [226]. In analogy

with electrical circuits, the delay of laminar flow through a long elastic channel can

be approximated using an equivalent Elmore delay model, which is a practical al-

ternative to complex CFD simulations. For this purpose, there is a need to define

the model components, i.e., the hydraulic resistance R and the hydraulic compliance

M [227].

A laminar flow of a fluid through a long channel can be described using the

Hagen-Poiseuille equation: QH = π·Dr4·∆Pr
128µv ·Nr , where QH is the flow rate, Dr is the

channel diameter, ∆Pr = Prin−Prout is the pressure drop across the channel, µv is

the dynamic viscosity of the fluid, and Nr is the length of the channel. The analog

of this law in electrical circuits is Ohm’s law [228]. We use this analogy to estimate

the hydraulic resistance R, which is defined as R = ∆Pr
QH

= 128µv ·Nr
π·Dr4 .

The above model makes the assumption that a microfluidic channel is rigid. How-

ever, RFBs are fabricated using elastic material (e.g., PDMS) hence pressure can

cause the cross-sectional area of a channel to change [229]; see Figure 6.8(a). The
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Figure 6.8: (a) A PDMS microfluidic channel expands when pressurized. (b) Result
of transient CFD simulation for an elastic channel under pressure. (c) Lumped-RC
model. (d) Distributed-RC model.
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capability of an elastic channel to store fluid when pressurized is known as hydraulic

compliance (similar to capacitance in electrical circuits). To verify this behavior, we

conducted transient CFD simulation using COMSOL for laminar flow in a PDMS

channel. Figure 6.8(b) shows channel deformation at different time steps when a

pressure step Pr1 is applied to the input. This deformation can be interpreted as

the potential of a channel to store fluid when pressurized; this is referred to as hy-

draulic compliance M . Hence, the following equation can be used to compute the

hydraulic compliance: M = dV r
dPr

, where dV r
dPr

is the rate by which channel volume V r

changes when pressure Pr is applied. To provide a closed-form formula, we re-write

the above relation as M = V r · 1
V r
· dV r
dPr
≈ V r · γ, where γ is the channel dilatability

(an elasticity property). This formula is aligned with an observation from the CFD

simulation that the deformation distance and therefore M are correlated with the

material elasticity. By considering an elastic circular channel, M is computed as

follows: M = π
4
·Dr2 · γ ·Nr, where γ is the channel dilatability, Dr is the channel

diameter, and Nr is the channel length.

The closed-form equations for R and M can be used to estimate fluidic delay.

Furthermore, since the values ofR andM are specified based on the channel geometry

and material elasticity, the fluidic delay, and therefore the screening throughput,

can be tuned based on these parameters. According to [225], a straightforward

approach for modeling an elastic channel is by using a lumped-RC model, as shown

in Figure 6.8(c). For this model, the fluidic delay of the channel is simply R ·M .

However, this lumped model does not take into account the significant change in

pressure across the channel. To capture the variation in pressure and its impact on

fluidic delay, we use a distributed-RC ladder, as shown in Figure 6.8(d). This model

offers three advantages: (1) increasing the number of model segments nsig enhances

model accuracy since every segment exhibits an infinitesimal change in pressure; (2)

similar to the models of electrical interconnects [226], modeling various segments of
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a channel provides the opportunity to design a width-varying channel—this design

method can be employed to minimize both the fluidic delay and the channel area;

(3) the delay associated with a distributed-RC ladder (containing nsig segments) can

be estimated using the Elmore model [226]: del =
∑nsig

i=1

(
Mi · (

∑i
j=1 Rj)

)
, where

del is the Elmore delay, Rj and Mj are the resistance and compliance of segment j,

respectively. Hence, we adopt this model in our synthesis framework to estimate the

delay associated with flow and multiplexed-control paths.

Advantages of Using the Distributed Model

We demonstrate the advantages of using the distributed model through the following

example. We consider designing a flow-based channel that has the following spec-

ifications: (1) the input terminal of the channel is connected to a pressure source

through a pin of diameter 150 µm, and the pressure source is configured to pump

water at a rate of 33.5 mm3/s with an input pressure of 700 kPa; (2) the channel

length needs to be 2 cm; (3) the output terminal of the channel is used to control a

valve, and the valve membrane can safely be actuated using a pressure in the range

of 50 and 100 kPa; (4) the delay of fluidic transport across the channel needs to be

less than or equal to 4 seconds.

Based on the above specifications, we provide two designs of the flow channel.

The first design, shown in Figure 6.9(a), is a uniform channel that has a constant

diameter along its length, whereas the second design (Figure 6.9(b)) is a non-uniform

channel that has a varying diameter along it length. We analyze the fluidic delay

associated with both designs using the lumped-RC model, denoted by RClump, and

the distributed-RC model, denoted by RCdist. Moreover, we compute the pressure

levels across the channels in order to ensure that the given specifications are fulfilled;

see Figure 6.9. To compute the pressure when using RCdist for delay estimation, we

adopt a simplified method where we divide the channel into segments and compute
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Figure 6.9: Comparison in terms of pressure and fluidic delay between the dis-
tributed model and the lumped model using (a) a uniform flow channel, and (b) a
non-uniform flow channel.

the pressure drop across each segment separately using Hagen-Poiseuille equation2.

We use Prdist to denote this distributed pressure model and Prlump to denote the

lumped model.

Figure 6.9(a) shows the pressure and delay associated with the uniform channel.

The computed pressure within the channel is similar for both Prlump and Prdist, and

both lead to an output pressure (652 kPa) that is larger than 100 kPa, i.e., it does

not fulfill the above specifications. However, by using RCdist (i.e., Elmore model) to

estimate the delay, we observe that this design satisfies the delay constraint (dcon ≤ 4

seconds); this is opposite to the result we obtained using RClump. In other words,

the pessimistic nature of the lumped model may lead to incorrect assumptions about

2 Unlike electrical circuits, modeling fluid flow in a channel relies on the continuum concept [225],
meaning that we cannot compute the pressure drop across a channel using conventional AC steady-
state analysis methodologies that are used in electrical circuits, or more specifically, RC-ladder
circuits.
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the reliability of the channel design.

Next, we use a non-uniform channel that has a varying diameter along its length,

as shown in Figure 6.9(b). In this case, the model Prlump relies on the average diam-

eter (Drin+Drout
2

) to compute the pressure, whereas Prdist uses the average diameter

within every segment. We notice that the pressure curve obtained by Prlump is highly

inaccurate. Furthermore, unlike Prdist, the model Prlump leads to an incorrect as-

sumption that the proposed channel design violates the pressure constraint.

The above example corroborates the fact that using a distributed model provides

more accurate results compared to lumped models. In this work, we focus only on

delay analysis using RCdist—pressure-drop analysis is left for future research.

6.3 Sortex: Synthesis Solution

In this section, we discuss the problem formulation and the proposed synthesis frame-

work (Sortex). The notation used in this chapter is summarized in Table 6.1.

Problem Formulation

We consider the following problem formulation in this work.

Input: (1) The specifications of a screening biochip θsc(xv, yv), which includes: (i)

the locations of all the valves L and L̃; (ii) the channels connecting the flow valves

L using an adjacency matrix form I; (iii) the maximum number of control pins (Ca

and Cg) and their locations; (iv) possible values of the channel width {Dr1, Dr2, ...}.

(2) A fluidic delay model based on a distributed RC ladder.

(3) A threshold lymax ∈ R that represents the maximum latency.

(4) An upper bound Armax on the channel area.

Output: (1) The screening matrix Γ. (2) The connectivity matrix Φ. (3) The

worst-case latency ly. (4) The dimensions of the control channels: lengths UC =

{uc1, uc2, ...} and widths FC = {fc1, fc2, ...}.
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Table 6.1: Notation used in Chapter 6.

L The set of flow valves {L1, L2, ..., Lxv}
I The adjacency matrix showing the connectivity of L
Gl a direct graph that models L and the connections I
L̃ The set of control valves {l1, l2, ...}
Ca The set of primary pins {Ca

1 , C
a
1 , ...}

Cg The set of demultiplexing pins {Cg
1 , C

g
1 , ...}

dixy The delay contributed by a pin Ci
y of type i to actuate a valve Lx

λixy The connectivity function relating a pin Ci
y and a valve Lx

φx The connectivity vector of a valve Lx
Φ The connectivity matrix of a biochip θsc(xv, yv)
ρy The connectivity of a primary pin Ca

y

Ψ The control delay vector for all valves in θsc(xv, yv)
ϑi A control vector; i ≤ CV ; CV : The number of control vectors
Γ The control screening matrix of θsc(xv, yv)
αi The cumulative control latency associated with ϑi
Θ The cumulative control latency vector for all ϑi in θsc(xv, yv)
ly The worst-case latency in θsc(xv, yv)

lymax The maximum latency threshold
UC The lengths of the control channels; UC = {uc1, uc2, ...}
FC The widths of the control channels; FC = {fc1, fc2, ...}

Constraints: (1) Screening latency constraint (ly ≤ lymax). (2) Area constraint

(
∑

i(uci × fci) ≤ Armax).

Objective: Minimize the number of control pins yv used for multiplexed control

of biochip valves.

Note that efficient channel routing is beyond the scope of this work. Sortex calculates

control delays by using Manhattan distances between different entities. This is moti-

vated by the fact that today’s flow-based designs such as the described multiplexed-

control circuitry can be fabricated as a multi-layered structure using 3-D print-

ers [230]. Similar to their counterparts in electronic circuits, advances in the fabrica-

tion technology of flow-based systems have made an enormous impact in increasing

the density of integrated valves in a cost-effective manner while complex channel

routing is overcome by using 3-D valve integration. Figure 6.10 shows an example of
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a multi-layered RFB [3]. Nonetheless, even if the design is constrained with a limited

number of layers, Sortex can be improved to enable basic routing functionality. This

basic improvement can allow Sortex to reject a control-channel connection if a cer-

tain routing feature is violated. Sortex can also be extended further by incorporating

routing as in [102]. The design of comprehensive routing techniques to accompany

Sortex is left for future work.

Computation of the Screening Matrix Γ

By using the sets L and I, we represent the set of flow valves and their channel

connections as a directed acyclic graph (DAG) Gl = (Vl, El), where a vertex vli ∈ Vl

models a flow valve Li ∈ L, and an edge eli ∈ El represents a flow channel connecting

two valves. The orientation of an edge eli is specified based on the direction of fluid

transport inside the associated channel. Note that a flow channel is allowed to

transport fluid only in one direction at all times to avoid collisions. To simplify the

computation, we also map the inlets and outlets of the flow network into virtual

vertices, which are not considered in the final outcome of Γ. Figure 6.11 depicts the

graph model of a 60-valve screening biochip.

Our goal is to leverage the graph model Gl to enumerate all possible screening

paths in the biochip. To achieve this goal, we adopt depth-first search (DFS) to

traverse all possible paths between the inlet and outlet virtual vertices. Note that

we need to traverse the whole graph, considering all inlet and outlet virtual vertices,
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Figure 6.10: Cross-sectional view of a 3-D RFB [3].
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only once in order to print all paths (time complexity O(|Vl|+ |El|)). However, recall

that a control vector ϑi includes all flow valves that need to be actuated to transport

a droplet within the associated screening path. In other words, we need to consider

not only the valves given by the DFS procedure, but also the neighboring valves that

need to be actuated in order to generate Γ. For this purpose, after running DFS,

we loop over the valves to specify their neighboring valves (using I) and add those

neighbors to the screening path. As a result, the time complexity of this algorithm

is O(CV · x2
v), where CV is the number of control vectors and xv is the number of

flow valves.

Sortex Algorithm

Recall that flow valves are assigned to groups; each group is actuated using a dedi-

cated primary pin. To reduce the number of control pins, synthesis for multiplexed

control must increase the number of flow valves assigned to a group.

We use a heuristic method based on divide-and-conquer (Algorithm 6.1). Initially,

the proposed method selects a primary pin (Line 13) and iterates over the flow valves

in a pairwise manner (Line 10) trying to connect every pair to the current primary

pin (Line 16). When the multiplexed-control scheme is expanded, timing analysis

is performed using the Elmore delay model from Section 6.2 and the relation from

Theorem 6.1 to ensure that the latency constraint is not violated (Line 17). If no

constraint violation is detected, the expanded multiplexed control is accepted and

the associated valve/pin variables are updated (Lines 18-21). However, if a violation

is detected, the proposed connection to the current primary pin is declined and a

new primary pin is selected for connection (Lines 23-24). In this case, the flow valves

are divided into two groups; one group combines the valves that have already been

connected to the first primary pin and the second group combines the remaining

valves (including the current pair)—we call this scheme divide-and-conquer. When
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the remaining flow valves are connected to a second primary pin, we further divide

the set of valves into two groups according to the latency constraint. This process

continues until all the flow valves are addressed.

The order of selection of the valves impacts computational performance. Ran-

dom selection of valves may lead to high CPU time because distant valves can be

combined in a single group, causing divide-and-conquer to be invoked frequently;

i.e., unnecessarily increasing the number of control pins. To address this issue, we

create a priority queue of the unaddressed flow valves (Line 2). The priority of valve

selection is decided according to the following policy: (1) select a valve Lf randomly

and place it at the head of the queue; (2) select a set of flow valves that does not

belong to the same control vectors as Lf and sort these valves in an increasing order

according to their Manhattan distance from Lf ; (3) sort the remaining valves ac-

cording to their Manhattan distance from Lf . This priority scheme (worst-case time

complexity O(CV ·xv +xv · log xv)) is invoked whenever a divide-and-conquer action

takes place (Line 25).

We next connect a new pair of flow valves to a primary pin (i.e., TestMC function

in Algorithm 6.1). To expand the multiplexed control, control paths are designed

to manage the actuation of the new flow valves. The synthesis of a control path is

governed by two aspects: (1) the selection of control valves L̃ = {l1, l2, ...} through

which the control path is designed; (2) the selection of a new demultiplexing pin (if

needed) in order to actuate the control valve. Consider the design of the control

paths for the RFB in Figure 6.12(a). To simplify the selection of control valves at

each iteration, we initially split L̃ into logical levels (Line 3), where the first level

contains control valves that will be directly connected to the flow valves, e.g., l1 in

Figure 6.12(b) and {l1, l2} in Figure 6.12(c). Such an organization is performed in

advance and it enforces two conditions: (1) two control valves cannot be connected
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Algorithm 6.1 Sortex Procedure

1: Γ← ConstructScreeningMatrix(L, I);
2: VQ ← ConstructValvesPriorityQueue(L);

3: AssignControlValvesToLevels(L̃);
4: SortDecrChannelWidthsRange();
5: j ← 0; . Iterator
6: repeat
7: CCa ← ∅; CCg ← ∅; . Connected pins so far
8: UC ← ∅; FC ← ∅; Φ← [0]; ly ← 0;
9: Drj ← ConsiderChannelWidth();

10: for (Li, Li+1) ∈ VQ do
11: XC ← ∅; YC ← ∅; . Connected pins to the pair
12: if CCa = ∅ then
13: XC ← SelectNearestPrimaryPinLocation();
14: YC ← BuildMC(Li, Li+1,XC,“2-Pin”);
15: else
16: {Φ,Conf} ← TestMC(Li, Li+1);
17: ly ← CalculateLatencyUsingElmore(Φ, Drj);
18: if ly ≤ lymax and Conf = “1-Pin” then
19: YC ← BuildMC(Li, Li+1, “1-Pin”);
20: else if ly ≤ lymax and Conf = “0-Pin” then
21: BuildMC(Li, Li+1, “0-Pin”);
22: else
23: XC ← SelectNearestPrimaryPinLocation();
24: {XC,YC} ← BuildMC(Li, Li+1,XC, “2-Pin”);
25: UpdatePriorityQueue(VQ);
26: UpdateVariables(UC,FC,Φ, ly);
27: CCa ← CCa ∪ XC; CCg ← CCg ∪ YC;
28: Ar ← CalculateChannelsArea(UC,FC);
29: if Ar > Armax then break;
30: j ← j + 1;
31: until Ar ≤ Armax
32: return {UC,FC, CCa, CCg, ly,Φ};

using primary control channels if they belong to the same logical level; (2) a single

demultiplexing pin can only be used to actuate the control valves that belong to

the same level and are used in the actuation of a single group of flow valves. For

example, in Figure 6.12(c), {l1, l2} can be actuated using only Cg
1 , which cannot be

used to actuate l3.

Based on the above hierarchy of control valves, the synthesis of control paths

associated with a new pair of flow valves can be performed based on three dif-

ferent configurations (associated with the variable Conf in Line 16), as shown in
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Figure 6.12(b-d). The first (2-Pin) configuration is applied when a new primary pin

is needed. This configuration is adopted either at the first iteration (Line 12-14)

or when there is a need for a new primary pin in order to prevent violation of the

screening-latency constraint (Lines 23-24). In addition, a new demultiplexing pin is

also needed. For example, in Figure 6.12(b), a new primary pin Ca
1 is connected to

{L1, L2} using control valves l1 and l2 that belong to Level 1. Since l1 and l2 are the

first valves to be used in Level 1, a new demultiplexing pin Cg
1 is connected.

The second and third configurations address the case where a new primary pin is

not needed. These configurations, however, differ in how control valves are selected,

and therefore, whether a demultiplexing pin is needed. To demonstrate the difference

between the two configurations, we map the control valves and their connectivity

into a binary tree, referred to as control-valves (CS) tree. Each node represents a

connected control valve, and the root represents the primary pin that is connected

to these control valves; see Figure 6.12(c-d). Each node has two interfaces (left

and right) which are connected to two sub-trees. Each interface is characterized by

the maximum height of the associated sub-tree. A CS tree is balanced only if the

interfaces of every node in the tree exhibit equal heights.

The CS tree evolves at every iteration whenever a new pair of flow valves is

selected; the tree evolves in a top-down fashion; new leaves are added when new

control valves are connected. The second (1-Pin) configuration is selected if the

CS tree is currently balanced. Figure 6.12(c) shows an example for 1-Pin. Before

the multiplexed-control scheme is expanded for connecting the pair {L3, L4}, we

observe that the CS tree contains only two nodes {l1, l2} and it is balanced. For

connecting {L3, L4} to the same primary pin Ca
1 , four new control valves {l3, l4, l5, l6}

are connected. Since l3 and l6 are the first valves to be connected at Level 2, a new

demultiplexing pin Cg
2 is selected and the CS tree is expanded.

On the other hand, the third (0-Pin) configuration is applied if either the CS tree
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or any sub-tree within the CS tree is imbalanced. For example, in Figure 6.12(d),

we investigate the multiplexed-control paths when a new pair {L7, L8} is selected.

The CS tree is imbalanced, because the difference between the heights of the root

is 1; this difference is called the imbalance factor. Valve l10 is therefore called the

source of imbalance and its level (Level 2) is called the level of imbalance. To connect

{L7, L8} to the primary pin Ca
1 , four control valves {l11, l12, l13, l14} are connected.

The valves {l12, l13} connect the pair {L7, L8} and therefore they are located at Level

1. The control valve l14 connects both {l11, l12} and it is located at Level 2. However,

l11 is located at Level zl which is determined as follows: zl = level of imbalance + 1.

The control valve l11 is used to connect the source of imbalance l10, the new control

valve l14, and the primary pin Ca
1 . This configuration does not allocate new control

pins. By using this balancing scheme, we reduce the height of the tree and hence

decrease the number of demultiplexing pins.

The worst-case time complexity of this algorithm is O(xv · |L̃| · av · gv).

6.4 Experimental Results

We implemented Sortex in a software simulation environment. All evaluations were

carried out using a 3.4 GHz Intel i7 CPU with 12 GB RAM. The architecture of

single-cell screening biochip (Section 6.1) was used as a benchmark, and four biochip

configurations of different complexity were adopted; see Table 6.2 (|L|: number of

flow valves; |L̃|: number of control valves). During simulation, we consider a single

cell stream (ub = 1), and we set an upper bound on the number of control entities

(i.e., control pins and valves); locations of these entities were specified in advance.

We opt to fix the locations of the control entities since considering these entities

as variable would cause the problem complexity to become untractable. Also, the

channel width is always fixed and it is assumed to be 3 µm, unless stated otherwise.
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We evaluate the performance of Sortex using two metrics: (1) the worst-case

screening latency, measured in seconds (s); (2) the number of used control pins. In

all evaluations, we consider air as a channel medium (µv = 1.983 ∗ 10−5Pa · s), and

the channel dilatability is set to γ = 10−5Pa−1 (PDMS).

Comparison with Direct-Addressing

We compare Sortex with the direct-addressing (DA) method, in which every valve

is addressed by a dedicated control pin. We evaluate DA and Sortex in terms of

the screening latency and we study the convergence of latency for Sortex by varying

the number of control pins. Figure 6.13(a-d) show the screening-latency results for

CNF1, CNF2, CNF3 and CNF4, respectively.

Based on Figure 6.13, the general trend of the screening latency is that the

latency decreases when the number of control pins is increased. With more control

pins, the complexity of multiplexed control decreases, therefore the latency decreases.

However, we also observe that there is still a gap between the latency for Sortex and

for DA. Such a gap may still exist if we increase the number of control pins even

further due to the complex connectivity of the multiplexed control compared to the

DA control.

Although our simulation results are associated with a single-cell stream (ub = 1),

we expect that increasing ub will have a similar impact as increasing nb and mb on the

trade-off between the number of control pins and the screening latency. As shown in

Figure 6.13, an increase in nb or mb or both is inherently accompanied by an increase

Table 6.2: Biochip configurations used in evaluation

Conf. (nb,mb) |L| |L̃| Chip Complexity
CNF1 (6,4) 52 72 Low
CNF2 (8,6) 118 456 Low-Medium
CNF3 (10,8) 208 2,784 High-Medium
CNF4 (12,8) 272 6,132 High
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Figure 6.13: Comparison between Sortex and DA: (a) screening latency (ly) for
CNF1, (b) ly for CNF2, (c) ly for CNF3, (d) ly for CNF4.

in the number of intermediate flow channels and valves; thus, making valve control

based on a limited number of pins more costly, i.e., leads to a higher screening latency.
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We observe such an impact by comparing the results of Figure 6.13(a), Figure 6.13(b),

Figure 6.13(c), and Figure 6.13(d). Similarly, based on the sorting-network design in

Figure 6.3(c), we also predict that an increase in ub requires additional flow channels

and valves to be incorporated, leading to a parallel increase in the complexity of

valve control. As a result, we believe that increasing ub will also lead to the same

results as in Figure 6.13, but with a higher latency profile.

By examining the latency results in Figure 6.13(c-d), we observe some cases in

which using more control pins can lead to higher latency values. Such counter-

intuitive results, highlighted with dotted red boxes, can be seen, for example, in

Figure 6.13(c) when using 23 instead of 22 control pins, and in Figure 6.13(d) when

using 25 instead of 24 control pins. We interpret this outcome as follows. First, by

fixing the total number of control pins, multiplexed control of complex biochip designs

can be developed with different configurations of primary pins, demultiplexing pins,

and control valves, entailing different performance characteristics. To investigate this

finding, we run Sortex hundreds of times on CNF4 while scanning several values of

the latency constraint lymax; the relationship between the resulting latency ly and

the associated control pins is shown in Figure 6.14. We observe that with a specific

pin-count, e.g., 16 control pins, Sortex can provide different latency characteristics,

depending on the adopted pin-valve configuration during simulation.

Second, achieving optimal results not only requires “local” balancing of CS trees

(i.e., for each primary pin independently), but it also necessitates global balancing

across all primary and demultiplexing pins—this requirement cannot be met using

our greedy method, which seeks to connect primary pins and balance their associated

CS trees one at a time. As a result, optimal combinations of control pins and control

valves may not be realized in Sortex.

While pin-constrained design has been studied earlier [102,224,231], the trade-off

analysis presented in this section cannot be applied to these prior methods; therefore
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Figure 6.14: Detailed analysis of the screening latency for CNF4.

a meaningful comparison is not applicable in this case. First, recall that our objective

is to develop a pin-constrained design that also supports dynamic reconfiguration,

which is a key requirement in today’s biochemical frameworks. A design that does

not support dynamic reconfiguration cannot execute single-cell screening. Therefore,

a major requirement of the control design is that each valve must be independently

addressable. Pin-sharing methods, which connect multiple valves to the same pin,

do not fulfill this requirement, thereby they limit system reconfigurability.

Second, as described above, the proposed Sortex algorithm is not optimal; Sortex

may not provide the optimal number of control pins nor the optimal configuration of

multiplexed control (the connectivity of control pins) that are suitable for a certain

screening latency. Using prior pin-sharing methods is not possible unless we decide

in advance the sequence of valve actuations in the reconfigurable chip. Even if we

can predict the sequence of valve actuations before the start of single-cell screening,

an optimization that uses pin sharing may lead to a higher pin-count reduction, but

it may not lead to efficient utilization of biochip channels during the execution of
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single-cell screening due to pin-sharing constraints. Also, the higher the pin-count

reduction, the lower the biochip utilization. Hence, we realize that the goals of

pin-count reduction are contradictory with the goals of design reconfigurability and

utilization unless new design paradigms such as multiplexed control are used.

Finally, even though Sortex in not optimal, it can be used to analyze the rela-

tionship between screening latency and the number of control pins, unlike previous

methods. As shown in Figure 6.14, despite the fact that Sortex may not provide the

lowest number of control pins in some cases, the trend of this relationship shows that

screening latency decreases when the number of control pins is increased. An optimal

version of Sortex may help in eliminating the irregularities in this relationship, thus

providing a “smooth” curve that replaces the one in Figure 6.14.

Analysis of the Distributed-RC Model

We investigate the sensitivity of the distributed-RC model and its impact on the

synthesis performance. To perform this study, we analyze the impact of changing

the number of segments in the channel delay model, denoted by nsig in Section 6.2,

on the worst-case screening latency and the number of utilized pins. Figure 6.15(a-d)

shows the screening-latency results for CNF1, CNF2, CNF3, and CNF4, respectively,

while varying the number of segments (nsig) and the number of pins.

As shown in Figure 6.15, it is obvious that reducing nsig from 80 segments down to

only 2 segments triggers significant degradation in synthesis performance (screening

latency) and the performance gap increases as the number of control pins decreases.

This result corroborates our findings in Section 6.2. In fact, we can identify cases

where adopting fewer segments can force Sortex to use more control pins to satisfy

the latency constraint. For example, by adopting a 2-segment delay model in CNF4

(Figure 6.15(d)), we can satisfy a screening-latency constraint of 720 seconds (high-

lighted in a dotted red line) only using 35 control pins, whereas the same latency
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Figure 6.15: Impact of the number of model segments nsig on the performance
using (a) CNF1, (b) CNF2, (c) CNF3, and (d) CNF4.

constraint is achievable in a 40-segment or an 80-segment model using only 24 con-

trol pins. Furthermore, it is also noticeable from Figure 6.15(a-d) that insignificant

performance gain is achieved by increasing nsig beyond 40 segments.
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Figure 6.16: Impact of the number of model segments nsig on the computational
cost.

The performance gain we obtain by increasing nsig may be impeded by an in-

creasing computational cost. To investigate this cost, we simulated synthesis for

nsig =1, 2, 5, 10, 20, 40, 60, 80, 100, 120, 140, 160, 180, and 200 using all the four

biochip configurations. Next, we consider the result for nsig =1 as a reference and

we use it to normalize the results for the rest of nsig values. By using the normalized

values, we then compute the average computation time across all the four configu-

rations. Figure 6.16 shows the computation-time results, referred to as normalized

computational cost, based on the above procedure.

As expected, increasing nsig is accompanied by a significant increase in the com-

putational cost; this may impact our method’s capacity to support larger biochip

designs. As a result, when choosing nsig, it is necessary to carefully weigh the ben-

efits of getting higher performance (by increasing nsig) against the risks of losing

support for highly complex designs.
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Impact of Channel Width and Latency Constraint

We next evaluate the impact of chip parameters and design constraints on screening

performance. We focus here on the channel-width parameter and the worst-case

latency.

For each biochip configuration, we carried out two sets of synthesis simulations. In

each set, we consider a specific latency constraint and report the number of control

pins and the worst-case screening latency while varying the channel width. The

latency constraints considered for CNF1 are 35 s and 70 s, and their associated

results are shown in Figure 6.17(a) and Figure 6.17(b), respectively. The latency

constraints for CNF2 are 170 s and 340 s, and their associated results are depicted

in Figure 6.17(c) and Figure 6.17(d), respectively. Also, the latency constraints for

CNF3 are 294 s and 588 s, and their associated results are shown in Figure 6.18(a) and

Figure 6.18(b), respectively. Similarly, for CNF4, the latency constraints are 294 s

and 588 s, and their associated results are shown in Figure 6.18(c) and Figure 6.18(d),

respectively.

We first investigate the number of control pins in Figures 6.17–6.18. In all eight

cases, we observe that fewer control pins are needed (to satisfy the latency constraint)

when the channel width is increased. This result is intuitive because using a wider

channel causes the Elmore delay for fluid transport to be minimized, thus reducing

the number divide-and-conquer procedures in Sortex (Section 6.3).

Second, we investigate the screening latency reported in Figures 6.17-6.18. We

observe that in Figure 6.18(b), for example, that the latency is nearly constant

when the channel width is increased from 2 µm to 4 µm. Since the increase in the

channel width leads to pin-count reduction, the impact of pin-count reduction on

increasing the latency is equivalent to the impact of increasing the channel width on

reducing the latency. We also observe that the latency is decreased in Figure 6.17(b)
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(d) CNF2, lymax = 340 s.

when the channel width is larger than 4 µm as no further pin-count reduction can

be achieved, i.e., the minimum number of control pins is reached (dlog2 xve + 1).

The same argument also applies to all other cases in Figures 6.17-6.18. These results

show the impact of the channel width, particularly narrow channels, on the screening

performance.

We finally investigate the impact of changing the latency constraint on the number

of control pins. As expected, by relaxing the latency constraint (i.e., increasing its
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value), the number of pins is reduced. For example, by comparing Figure 6.18(c)

with Figure 6.18(d), the number of pins is decreased from 117 to 61 for a design with

a 2 µm-channel width.

6.5 Chapter Summary

We have introduced a timing-driven design method for a pin-constrained RFB that

performs single-cell screening. The proposed design synthesizes multiplexed control
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that actuates biochip valves independently while using shared control pins; thus

minimizing the number of control pins. We have also described our methodology

for supporting high-throughput single-cell screening, which is based on satisfying a

screening-latency constraint. According to this methodology, we have first analyzed

parameters of fluid dynamics in biochip micro-channels using CFD simulation. Next,

we have employed these parameters, namely hydraulic resistance and compliance,

to construct a delay model of pressure-driven transport; such a model is adopted

for targeting high-throughput single-cell screening. The proposed method has been

evaluated based on the screening delay and the pin count.
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Part III:
A Framework for Biomolecular Parameter-
Space Exploration and Hardware-Assisted

Error Recovery



7

Synthesis for Gene Expression-Based
Parameter-Space Exploration: Synthetic Biocircuits

In previous chapters, we presented optimization techniques for on-chip execution

of gene-expression analysis. We specifically focused on design problems that arise

at the second and third stages of the biomolecular workflow (Section 1.6)—we de-

veloped cyber-physical microfluidic solutions that dynamically process a collection

of heterogeneous samples and enable the quantification of gene expression among

these samples. In this chapter, we move a step further to address important design

problems arising at the first stage of the biomolecular workflow. At this stage, the

realization of gene-expression analysis is no longer the main goal; instead, our main

goal now is to provide a microfluidic solution that tunes complex gene-regulatory

parameters and thereby enables parameter-space exploration of various genomic or-

ganisms. This capability is a true enabler for optimizing synthetic biosystems.

Biological systems are inherently cyber-physical because they can sense and react

to the surrounding environment. To exploit this phenomenon for practical applica-

tions, synthetic biology has emerged over the past decade with the goal of engi-
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neering biological parts that can perform new and useful functions. Applications

of synthetic biology include environmental monitoring, production of therapeutics,

creation of new material, etc [232]. Such applications can be assembled via pathways

(biocircuits) that function like integrated circuits.

Recent advances in microfluidic technology offer attractive platforms that effi-

ciently emulate complex biocircuits on a lab-on-chip. Biocircuits are governed by a

number of gene-regulatory parameters, and a fundamental challenge in synthesizing

them is the lack of automated design tools that are capable of exploring the large

parameter space efficiently, while optimizing synthesis time and reagent cost. A mi-

crofluidic assay, referred to as biocircuit-regulatory scanning (BRS), can be used to

produce representative reagent-mixtures needed for modulating the parameter space.

In this chapter, we introduce an optimization flow for systematic exploration of

the parameter space of a biocircuit [141, 142]. The proposed flow, named BioScan,

includes:

• a statistical approach to select suitable volumetric ratios of reagents in each

mixture droplet;

• a high-level synthesis method that generates the specifications of a BRS-assay;

• a physical-level synthesis technique that implements the BRS-assay on a micro-

electrode dot-array (MEDA) biochip; and

• a Dirichlet-regressor to control the accuracy of the parameter space.

The rest of the paper is organized as follows. Section 7.1 presents an overview of

the PSE problem and prior synthesis methods. Section 7.2 describes the proposed

flow for PSE. A statistical method for space sampling is presented in Section 7.3.

Next, Section 7.4 describes the proposed synthesis framework used to implement
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mixture production on MEDA biochips. Subsequently, details of the high-level syn-

thesis and the physical-level synthesis are introduced in Section 7.5 and Section 7.6,

respectively. Experimental evaluation is presented in Section 7.7 and conclusions are

drawn in Section 7.8.

7.1 Background

Parameter-Space Exploration

A synthetic biocircuit consists of a regulatory network of genetic parameters that in-

teract through gene-expression activities. For example, consider a simple biocircuit

that has the following parameters (Fig. 7.1(a)) [20]: (1) PX1, a gene that expresses

“AraC” (a transcription activator); (2) PX2, a gene that expresses “TetR” (a tran-

scription repressor); (3) PX3, a gene that expresses GFP (the fluorescent protein

output of the circuit). As shown in Fig. 7.1(a), the activity of “AraC” regulates

(through activation) both PX2 and PX3, but the activity of “TetR” in PX2 regu-

lates (through repression) PX3. Such interactions are demonstrated in the regulatory

network diagram in Fig. 7.1(b). Clearly, there are two incoherent regulations of GFP

expression at PX3. As a result, careful modulation of PX1, PX2, and PX3 is nec-

essary to achieve the desired function.

Hence, an essential step toward reliable performance of synthetic biocircuits is

to maintain the expression of circuit parameters in an optimal range. Such an op-

timization can be realized using a technique known as parameter-space exploration

(PSE) [20], which aims to scan all possible combinations of circuit parameters. In

practice, PSE can be implemented by generating numerous droplets (a droplet is

referred to as a mixture MXi) of equal volume with varying volumetric ratios of bio-

chemical reagents. A volumetric ratio of a reagent j in MXi is referred to as a con-

centration factor (CF) and is denoted by cx(i,j), which can variably stimulates gene

transcription and translation of biocircuit parameters. Such an assay is referred to
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Figure 7.1: Study of a 3-parameter biocircuit [20]: (a) Schematic of the biocircuit;
(b) a gene-expression regulatory network representation of the biocircuit; (c) CF
space associated with the biocircuit (reduced to a 2-D space); (d) CF profiles of
three mixtures used for biocircuit PSE.

as biocircuit-regulatory scanning (BRS). For example, to study the parameter space

of the circuit in Fig. 7.1(a), we can implement a BRS assay that generates three

mixtures MX1, MX2, and MX3, as shown in Fig. 7.1(c). Each mixture constitutes

four types of reagents: (1) PY1, which modulates parameter PX1; (2) PY2, which

modulates parameter PX2; (3) PY3, which modulates parameter PX3; (4) distilled

water PY4, which is used to ensure the droplet volume remains constant. Also, each

mixture contains a unique combination of CFs, referred to as CF profile, as shown

in Fig. 7.1(d). For simplicity, we allow PY1 to have a fixed CF value (cx(i,1) = 0.2)

among all mixtures, whereas the CF values of PY2, PY3, and PY4 are changed. The
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CF profiles of the three mixtures are selected such that their representation in the

CF space can fill as much space as possible; see Fig. 7.1(c). These mixtures are

incubated and then analyzed using fluorescence detectors to record GFP expression.

Ideally, by generating numerous droplets, the range of any constituent CF can

span the full concentration range between 0% and 100% of a droplet volume. This

process, however, is cost-prohibitive, especially with the exponential growth in the

number of parameters. Hence, a technical barrier facing PSE is the development of

a systematic methodology that enables dense scanning of a CF space. This method-

ology, moreover, requires an experimental framework that offers fine-grained mixing

capabilities to enable biochemical composition of CFs. Recently, a framework based

on a flow-based biochip supported with dynamic control of reagent-flow rates has

enabled PSE for the circuit of Fig. 7.1(a) [20]. Despite the novelty of this design, it

suffers from the following drawbacks:

(1) Scalability Limitation: The flow-based solution performs passive mixing,

which relies only on molecular diffusion of fluids without any external energy. How-

ever, complete diffusion of several reagents can be accomplished only if a long chan-

nel is used [233]—channel length is proportional to the number of reagents. Besides,

passive mixing in flow-based systems is too slow compared to other active mixing

schemes.

(2) Manual Configuration: The above design utilizes sinusoidal flow rates of

reagents with pre-computed function periods to scan a large volume of the CF space.

However, different biocircuits may have different numbers of parameters and therefore

the number of reagents may also change. As the number of reagents is varied, a new

set of sinusoidal functions must be computed; such a process is time-consuming and

it can be a significant challenge when a large number of reagents is involved.

(3) Abandoned CF Subspace: A fixed droplet volume cannot be maintained

unless an additional input flow of distilled water (DW) is introduced. Note that
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the flow-rate function of DW is computed based on the other sinusoidal functions.

This technique allows all mixtures to have equal volume; however, they contain

large amounts of DW and therefore this approach causes a large CF subspace to be

abandoned. For example, by applying the above technique to a 3-CF setting, the

value of each CF can vary only between 0% and 100%/3=33% (Fig. 7.1(c)).

To overcome the above limitations, we need a PSE microfluidic framework that

offers reconfigurable mixing and droplet-actuation capabilities, thus enabling flexi-

ble composition of several biochemical reagents. This requirement can be met using

a digital microfluidic biochip (DMFB), which allows the manipulation of nanoliter

droplets using an array of electrodes (Section 1.1). We consider a specific archi-

tecture of digital microfluidics referred to as the micro-electrode-dot-array (MEDA)

architecture, which can support mixing of various reagents with considerably higher

resolution, as described in Section 1.1.

Prior Sample-Preparation Techniques

Early research on sample preparation focused on optimizing the dilution process for

a single sample with the goal of minimizing the amount of waste droplets [113, 234,

235]. In [75], the process of sample dilution has been optimized using the (mx : nx)

mixing model offered by MEDA. However, these methods are not capable of handling

mixtures that contain three or more reagents.

To support dilution gradients in quantitative analysis, multi-target sample-preparation

techniques have been introduced [103, 236, 237]. These techniques generate multiple

droplets of the same sample, but with different concentration levels. Each droplet

therefore contains only a sample and a buffer solution. However, these methods

are limited to (1 : 1) mixing and they cannot support the preparation of multiple

mixtures that constitute a large number of reagents.

For producing a desired multi-reagent mixture, synthesis methods have been de-

236



veloped to generate a bottom-up mixing tree that encodes the successive composition

of reagent volumetric ratios [238, 239]. These methods can be easily adapted to our

space-exploration problem by running multiple iterations of the algorithm; every it-

eration specifies the mixing of an individual mixture. This approach, however, may

lead to a significant increase in the amount of waste droplets and in the protocol

completion time.

To make DMFBs useful for dense PSE in synthetic biology, we need a new top-

down synthesis methodology that allows concurrent production of several mixtures

with maximum precision, especially in the presence of reagent-usage constraints.

7.2 PSE Based on MEDA Biochips

Recall that the current PSE technique for synthetic biology suffers from scalability

limitation, complex manual configuration, and abandonment of a large CF subspace.

Our goal is to develop a design flow that addresses the above drawbacks; thus en-

abling systematic PSE for any biocircuit model. Our methodology for achieving this

goal is based on four key attributes; Table 7.1 describes these attributes and ex-

plains how they address the above drawbacks. The assessment of these attributes is

described in Section 7.7.

To realize the above attributes, we propose the design flow shown in Fig. 7.2.

Table 7.1: Attributes of the proposed flow.

Attributes Benefits

MEDA- Reconfigurable mixing and droplet-actuation capabilities;
driven fine-grained composition of several biochemical reagents.

Selective Scanning any k-dimensional CF space.

Iterative Support for CF spaces with various complexities.

Statistical
Ensures that space scanning covers all regions of the CF
space; evaluates model-prediction accuracy.

Co- Co-optimization for different settings of cost constraints
optimized (e.g., reagent usage) and precision requirements.
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First, to enable systematic scanning of any k-dimensional CF space, a statistical

sampling approach is used to generate tm points in the CF space (Step 2), where

tm is initially specified by the user. By using this sampling scheme, we ensure that

the scanning process covers all regions of the CF space with equal probability (i.e.,

maximizing space filling). Second, having computed the CF profiles of the target tm

mixtures, an integer linear programming (ILP)-based synthesis method is presented

to implement a BRS assay, which specifies the mixture-production strategy for all the

samples on a MEDA biochip (Steps 3). This method can be optimized to reduce the

usage of reagents and to maximize the precision of the mixture-production process.

Third, the mixture-production strategy is implemented on MEDA using physical-

level synthesis (Step 4) and data related to gene-expression analysis for all tm samples

is collected using on-chip sensors (Step 5)—from a design-automation perspective, it

suffices to “simulate” the behavior of gene expression to generate appropriate gene-

expression labels. Finally, the obtained data is processed using regression analysis

to derive the model that represents the parameter space (Step 6).

A major challenge with the above sequence is the selection of a reasonable number

of sample points tm in Step 1. Note that the value of tm depends on the CF space

complexity, which cannot be predicted until the PSE completes the above sequence

at least once. If a small value of tm is selected, model overfitting and poor prediction

may occur. On the other hand, if a large value of tm is selected, a large amount of

reagents may be unnecessarily consumed. To address the above problem, an iterative

approach is employed, allowing additional mixtures to be prepared (Step 1) if model

prediction needs to be enhanced.

A potential drawback of this iterative approach is that repetitive generation of

new sets of mixtures may lead to significant reagent usage; thus leading to an in-

creased cost. A solution to this problem is to generate the new mixtures not only

using reagents stored on chip, but also by exploiting mixtures generated during pre-
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Figure 7.2: The proposed design flow.

vious iterations of PSE. This approach may reduce reagent usage, which is useful

especially in settings where reservoir storage is constrained. This scheme, however,

is computationally challenging and therefore it needs to be designed carefully through

proper modeling and synthesis. We discuss the details of statistical sampling (Step

2) in Section 7.3, the high-level synthesis (Steps 3) in Section 7.5, the physical-level

synthesis (Steps 4) in Section 7.6, and the regression analysis (Step 6) in Section 7.7.

By comparing the above design flow with Table 7.1 , we observe that Steps 3 and

4 provide “MEDA-driven” and “Co-optimized” attributes of the framework, whereas

“Selective” and “Statistical” attributes are captured by Steps 2 and 6.

7.3 Sampling of Concentration Factor Space

In this section, we present a method of stratified sampling and explain the mapping

to the CF space.
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Stratified Sampling: Latin Hypercubes

Consider a continuous space X ⊂ [0, 1)rg constructed using input variables RRx =

{RR(x,1), RR(x,2), ..., RR(x,rg)} ∈ X . We seek a sampling technique that selects an

ensemble of tm samples x = {x1, x2, ..., xtm} ⊂ X , where xi = {x(i,1), x(i,2), ..., x(i,rg)}|

x(i,j) ∈ RR(x,j), such that it provides enhanced space-filling properties, i.e., it must en-

sure that all the space regions are roughly evenly sampled. Theoretically, space-filling

criterion can be assessed using the Euclidean maximin (Em) distance, which is de-

fined to be the smallest distance between a pair of points in the sampling space [240].

Let dd = [dd(1,2) dd(1,3) ... dd(tm−1,tm)], where dd(i,k) is computed as follows:

dd(i,k) =
√

(x(i,1) − x(k,1))2 + ...+ (x(i,rg) − x(k,rg))2; i < k

The Em distance is the smallest dd(i,k) ∈ dd. A larger value of Em indicates that the

distance between the closest points is big, indicating a better space-filling property.

It is known that pseudo-random sampling methods such as Monte Carlo sampling

may result in poor space filling [241]. We overcome this limitation by using a clas-

sical stratified sampling technique known as Latin Hypercube sampling (LHS) [240],

which divides the range of each input variable RR(x,j) ∈ RRx into tm equally prob-

able strata and samples once from each stratum. For each RR(x,j) ∈ RRx, the tm

sampled input values are assigned at random to the tm strata, with all tm! pos-

sible permutations being equally likely. This process is applied independently to

each variable RR(x,j). LHS can be further enhanced by dividing the sampling space

into ls equally probable subdivisions, and each subdivision is sampled with the same

density; such an enhancement is known as Orthogonal Array-based Latin Hypercube

sampling (OA-LHS) [242]. Figure 7.3 compares these methods using tm = 9 samples

in a 2-D (rg = 2) space.

To apply OA-LHS to the CF space to generate a set of tm CF profiles {MX1,MX2,
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Figure 7.3: Sampling 9 points in a 2-D space using: (a) random sampling, (b)
LHS, (c) OA-LHS (ls = 9).

...,MXtm}, we need to take into consideration that the range of any input variable

RR(x,j) (which represents the range of a CF) is defined as RR(x,j) ∈ [0, 1). However,

an additional requirement still applies; that is, ensuring that the sum of CFs in any

CF profile (mixture) must equal 1. In other words, for any mixture MXi, the fol-

lowing condition must be fulfilled:
∑rg

j=1 x(i,j) = 1. Such a requirement cannot be

fulfilled through direct application of OA-LHS to the CF space. We explain how to

overcome this limitation in the next subsection.

In addition to OA-LHS, a number of statistical sampling techniques, known as

quasi-Monte Carlo (QMC) techniques, can also be adopted for sampling the CF

space [241]. QMC methods such as Sobol’ sequences apply a deterministic scheme to

produce highly uniform samples of the unit hypercube; therefore, they offer enhanced

space-filling properties. Details on QMC methods can be found in [243].

Mapping to CF Space

Consider a continuous space Q ⊂ [0, 1)rg constructed using input variables RRq =

{RR(q,1), RR(q,2), ..., RR(q,rg)} ∈ Q. A point q in the space Q is defined as q =

{q1, q2, ..., qtm} ⊂ Q, where qi = {q(i,1), q(i,2), ..., q(i,rg)}|q(i,j) ∈ RR(q,j), and it must

satisfy the following condition
∑rg

j=1 q(i,j) = 1;∀i ∈ {1, ..., tm}. The space Q can be

graphically represented using a simplex that is formed using a barycentric coordinate
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system [244]. Figure 7.4(a) depicts the shapes of 1-simplex (2-D space) and 2-simplex

(3-D space).

To adapt OA-LHS to the “simplex” CF space, we seek a mapping function fsim

that is defined as fsim : X → Q. A trivial implementation of the function fsim is to

uniformly sample points in the space X using OA-LHS then re-scale the points using

the relation q(i,j) =
x(i,j)∑rg
j=1 x(i,j)

; this method is referred to as scaling-based mapping

. However, this approach severely degrades space filling since it tampers with the

stratification property; see Figure 7.4(b). We develop an alternative implementation

of fsim that does not change the uniformity of the sampling by using the Dirichlet

distribution, which is an exponential family distribution over a simplex, i.e., positive

vectors that sum to one. Formally, if x(i,j) ∈ [0, 1) is sampled using OA-LHS based
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(c)
Figure 7.4: Mapping OA-LHS-sampled data to simplex CF space: (a) graphical
representation of 1-simplex and 2-simplex; (b) scaling-based mapping leads to poor
space filling; (c) Dirichlet-based mapping (α̃ = 3) preserves enhanced space filling.

242



on a uniform distribution, then fsim : x(i,j) → q(i,j) can be defined as

z(i,j) =
xα̃−1

(i,j)e
−x(i,j)

Γ(α̃)
; q(i,j) =

z(i,j)∑rg
j=1 z(i,j)

Note that
∑rg

j=1 q(i,j) = 1. A key property of this mapping, referred to as Dirichlet-

based mapping, is that it applies an affine transformation that does not alter the

space-filling properties in the simplex space [244]; see Figure 7.4(c).

The above sampling and mapping processes can be applied to any k-dimensional

CF space, i.e., they are scalable. To further improve space filling while generating tm

CF profiles, we run the above method several times and report the result associated

with the largest Em.

7.4 Synthesis Methodology

We next present a synthesis method that enables composition of mixtures on a MEDA

biochip.

Definitions

We introduce the following definitions that are used in our synthesis method.

Target Mixtures: At any iteration of the flow in Figure 7.2, BioScan aims to com-

pute the synthesis solution associated with tm new target mixtures {MX t
1,MX t

2,

...,MX t
tm}. The CF profile of a mixture MX t

i is defined as the set {cxt(i,1), ...,

cxt(i,rg)} = {q(i,1), ..., q(i,rg)}; the values q(i,j) are obtained from the sampling step

(Section 7.3). Also, each MX t
i is characterized with a “reference” volume H t

i that

the synthesis framework aims to produce. Note that a potential solution for reducing

reagent usage during mixture production is to reduce H t
i .

For simplicity, we consider the same reference volume for all target mixtures, i.e.,

∀i : H t
i = H t, and we also assume that a droplet volume is represented as a natural

243



number that is multiple of the droplet volume on a single microelectrode. This

abstraction is based on the fact that droplets are sandwiched between two plates;

therefore volume expansion is only possible along the horizontal plane (Figure 1.9(a)).

We refer to this measure of volume as a microelectrode (MC) unit.

Source Mixtures and Reagents: To generate target mixtures, a number of sm

source mixtures {MXs
1 ,MXs

2 , ...,MXs
sm}, generated in a previous iteration, are used

along with a number of rg reagent fluids {RG1, RG2, ..., RGrg}. The CF profile of a

source mixture MXs
k is defined as the set {cxs(k,1), ..., cx

s
(k,rg)}. Also, the CF profile

of a reagent fluid Gj is defined as the set {cxg(j,1), ..., cx
g
(j,rg)}; where cxg(j,a) = 1 only

if j = a, and cxg(j,a) = 0 otherwise.

Aliquots: MEDA biochips enable the aliquoting of a source mixture MXs
k of volume

Hs
k or a reagent fluid RGj of volume Hg

j into smaller droplets that can vary in volume.

Hence, an aliquot of volume Λ(i,k) ≤ Hs
k from a source mixture MXs

k contributes to

the generation of a target mixture MX t
i . Similarly, an aliquot of volume Ξ(i,j) ≤ Hg

j

from a reagent RGj contributes to the generation of the same mixture MX t
i . Note

that the lower bounds on Λ(i,k) and Ξ(i,j), denoted by Hs
k.min and Hg

j.min, respectively,

are controlled by the aliquoting constraints imposed by MEDA [245].

Degree of Concentration Accuracy: MEDA biochips discretize the CF space.

We define parameter δ as the degree of concentration accuracy, whereby any concen-

tration cxt(i,j) can be expressed as CX t
(i,j) = dcxt(i,j)/

1
δ
e, where CX t

(i,j) is an integer.

Similarly, CXs
(i,j) = dcxs(i,j)/

1
δ
e. For example, if δ = 128, a concentration of 64% is

expressed as d0.64/ 1
128
e = 82. We use CX t

(i,j) or CXs
(k,j) to represent a CF in our

synthesis flow.

Note that the largest number of target mixtures ˆtm is impacted by δ—by using

stars-and-bars combinatorics, ˆtm can be computed as follows: ˆtm = δ−1Crg−1, where

δ−1Crg−1 is the binomial coefficient
(
δ−1
rg−1

)
= (δ−1)!

(rg−1)!(δ−rg)! . For example, with δ = 8
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and rg = 4, we find that ˆtm = 35.

BioScan Imprecision: A first objective of BioScan is to compute the values of Λ(i,k)

and Ξ(i,j) that enable the production of target mixtures, considering the reference

volume H t. However, if H t is small, the search space of all feasible values of Λ(i,k)

and Ξ(i,j) becomes limited. As a result, the “actual” volume, denoted by Ĥ t
i , that is

computed by BioScan may not be the same as H t. The value of Ĥ t
i can be computed

as follows: Ĥ t
i =

∑
k Λ(i,k) +

∑
j Ξ(i,j). Intuitively, the variation between Ĥ t

i and H t

also leads to a variation between the target CF CX t
(i,j) and the “actual” CF, denoted

by ĈX
t

(i,j). The actual CF is computed as follows: ĈX
t

(i,j) = d
∑

k(CXs
(k,j)
·Λ(i,k))+δ·Ξ(i,j)

Ĥt
i

e.

To assess the impact of the variation between H t and Ĥ t
i , we introduce a metric

named synthesis imprecision Π, defined as

Π =
∑
i,j

Π(i,j) =
1

δ

∑
i,j

∣∣∣ĈX t

(i,j) · Ĥ t
i − CX t

(i,j) ·H t
∣∣∣

=
1

δ

∑
i,j

∣∣∣∑
k

(
(CXs

(k,j) · Λ(i,k)) + δ · Ξ(i,j) − CX t
(i,j) ·H t

)∣∣∣
Hence, our goal is to minimize Π while also minimizing

∑
j Ξ(i,j) (reagent usage).

Figure 7.5 shows an example that illustrates the working principle of the synthesis

method. In this example, three target mixtures of volume 32 MC units are generated

using aliquots from two source mixtures of volume 16 MC units and three reagent

fluids of volume 30 MC units. According to this solution, we obtain the lowest

imprecision since Π = 0.

Problem Formulation

Based on the above discussion, we describe the optimization problem as follows.

Inputs: (i) The number of target mixtures tm and source mixtures sm. (ii) The

number of reagents rg. (iii) The degree of accuracy δ. (iv) The source mixtures, each
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Figure 7.5: An example illustrating the preparation of three target mixtures using
aliquots from two source mixtures and three reagent fluids (δ = 8).

with concentration factors (CXs
(k,1), CX

s
(k,2), ..., CX

s
(k,rg)) and volume Hs

k. (v) The

target mixtures, each with reference concentration factors (CX t
(i,1), CX

t
(i,2), ..., CX

t
(i,rg))

and volume H t. (vi) Total liquid volume Hg
j of reagent j.

Output: (i) Volume of aliquots Λ(i,k) and Ξ(i,j). (ii) Actual CF profile {ĈX
t

(i,1), ...,

ĈX
t

(i,rg)} and actual volume Ĥ t
i of every target mixture MX t

i . (iii) BRS assay (Sec-

tion 7.6).

Constraints: Aliquoting constraints of MEDA biochips (Section 7.6).

Objectives: (i) Minimize reagent usage. (ii) Minimize synthesis imprecision. (iii)

Minimize the completion time of BRS.

Table 7.2 summarizes the notation described in the above problem. To solve this

problem, we develop a two-stage synthesis framework. The first stage (Section 7.5)

performs high-level synthesis, which is focused on computing the volume of aliquots

Λ(i,k) and Ξ(i,j). In the second stage (Section 7.6), a physical-level synthesis algorithm

is used to map the outcome of the high-level synthesis to a feasible MEDA-driven
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Table 7.2: Notation used in Section 7.5.

MX t
i A target mixture in the set {MX t

1, ...,MX t
tm}

MXs
i A source mixture in the set {MXs

1 , ...,MXs
sm}

RGi A reagent in the set {RG1, ..., RGrg}
cx(i,j) The volumetric ratio (CF) of a reagent j in a mixture MXi

H t The reference volume of MX t
i

Ĥ t
i The actual volume of MX t

i

Hs
i The volume of MXs

i

Hg
i The volume of RGi

Λ(i,k) Volume of an aliquot generated from MXs
k and used in MX t

i

Ξ(i,j) Volume of an aliquot generated from RGj and used in MX t
i

Π Synthesis imprecision
δ Degree of concentration accuracy
Em Euclidean maximin distance
ΥΞ Reagent usage threshold
ΥΠ Synthesis imprecision threshold

assay for mixture production. The objectives of the first stage are to minimize

reagent usage and to minimize synthesis imprecision, whereas the objective of the

second stage is to minimize the protocol completion time.

7.5 High-Level Synthesis

The high-level synthesis problem is harder than the generalized assignment prob-

lem (GAP), which is known to be NP-hard [246]. GAP focuses on assigning only

discrete items to heterogeneous bins. Conversely, our problem allows volumetric dis-

tributions of input droplets to be assigned to target mixtures, and it also imposes

budget/volume constraints on the input droplets. Nonetheless, high-level synthesis

can be optimally solved by mapping the problem to an ILP model. The proposed

model is developed to co-optimize synthesis imprecision and reagent usage. The

model is described below.

∀i ∈ {1, ..., tm}; j ∈ {1, ..., rg}; k ∈ {1, ..., sm}

minimize
β

Z∗
·
∑
i,j

Ξ(i,j) +
1− β
J∗
·
∑
i,j

Π(i,j) (7.1)
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subject to:

Hs
k.min < Λ(i,k) ≤ Hs

k;
∑
i

Λ(i,k) ≤ Hs
k (7.2)

Hg
j.min < Ξ(i,j) ≤ Hg

j ;
∑
i

Ξ(i,j) ≤ Hg
j (7.3)

∑
k

Λ(i,k) +
∑
j

Ξ(i,j) −H t ≥ 0 (7.4)

Π(i,j) =
∑
k

(CXs
(k,j) · Λ(i,k)) + δ · Ξ(i,j) − CX t

(i,j) ·H t ≥ 0 (7.5)

In (7.1), we describe the multi-objective function, which aims to minimize reagent

usage (through minimizing
∑

i,j Ξ(i,j)) and minimize synthesis imprecision (through

minimizing
∑

i,j Π(i,j)) simultaneously. The two objectives can be contradicting, thus

proper modeling of the problem requires the two objectives to be normalized. For

this purpose, we first optimize each of the objectives individually then divide the

related objective term by the corresponding optimal value [247]. The parameters Z∗

and J∗ represent the optimal values of the first and second objectives, respectively.

The parameter β ∈ [0, 1] is introduced to represent the weights for the problem

objectives. If β = 1, then the objective is to minimize reagent usage regardless of

the synthesis imprecision. On the other hand, if β = 0, then achieving the low-

est imprecision becomes the main objective. Inequalities (7.2)-(7.3) specify volume

constraints related to the aliquots. Inequalities (7.2) (Inequalities (7.3)) ensure that

the volume of any source aliquot Λ(i,k) (reagent aliquot Ξ(i,j)) is bounded. We also

capture the variation between H t and Ĥ t
i using inequality (7.4) and the associated

impact on the synthesis imprecision using inequality (7.5).

It is obvious that the value of H t has a significant impact on the reagent usage

and synthesis imprecision; therefore, it needs to be carefully selected. A small value

of H t may lead to reduction in the reagent usage, but it may also increase synthesis
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Algorithm 7.1 High-Level Synthesis
1: β ← Initialization(); Sol← ∅;
2: {Hs

k.min, H
g
j.min} ← ComputeLowerBoundVolumes(Hs

k, H
g
j );

3: for Ht ∈H do . H[1] <H[2]
4: {Λ(i,k),Ξ(i,j),Π(i,j)} ← SolveILP(Ht, β,Hs

k.min, H
g
j.min);

5: if
∑

i,j Ξ(i,j) > ΥΞ OR
∑

i,j Π(i,j) > ΥΠ then break;

6: else Sol← Sol ∪ {Λ(i,k),Ξ(i,j),Π(i,j)};
7: BestSol← SelectLowestImprecision(Sol); return BestSol;

imprecision. On the other hand, a large value of H t may lower synthesis imprecision,

but it may also increase reagent usage, thus raising platform cost. In Algorithm 7.1,

we provide a solution to this challenge; we define a sorted list H that includes

multiple values of H t and solve the above ILP problem once based on each value

(Lines 3-4). The execution of the algorithm stops when a threshold of reagent usage,

denoted by ΥΞ, or imprecision, denoted by ΥΠ, is exceeded (Line 5), and the solution

with the lowest imprecision is selected (Line 7). We investigate the impact of H t on

the synthesis performance in Section 7.7.

7.6 Physical-Level Synthesis

In this section, we describe fluidic constraints related to MEDA and present a solution

for the physical-level synthesis problem.

Droplet-Aliquoting Constraints

In principle, the synthesis of a BRS assay can be developed with the aim of execut-

ing the BRS assay on a conventional DMFB, which supports mixing and splitting

operations only. MEDA biochips, on the other hand, support droplet aliquoting

(Section 1.1), which allows a smaller target droplet, with principal radius of curva-

ture W2, to be aliquoted from another droplet, with principal radius of curvature

W1 (W1 > W2). This additional operation is a key enabler of fine-grained mixture

production. Yet the main difficulty with droplet aliquoting, similar to droplet dis-

pensing [248], is the control of the flow rate that leads to aliquot formation. Note
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(a)                                                     (b)
Figure 7.6: Steps of droplet aliquoting: (a) finger formation; (b) pinch-off.

that the original droplet, which is used before the aliquoting operation, has principal

radius of curvature Wsrc that can be computed in terms of W1 and W2 as follows:

Wsrc ≈
√

(W 2
1 +W 2

2 ).

As shown in Figure 7.6, droplet aliquoting is performed in two steps: (1) fin-

ger formation, which initiates aliquoting by inducing a protrusion from the bigger

droplet; (2) pinch-off, which breaks the protrusion to form an aliquot. According

to [248], a protrusion can be successfully maintained only if the following condition

is fulfilled:

0 <
1

W2

− 1

W1

<
ε0 · εr · (Ve − V the )2

2γLM · de · se
(7.6)

where ε0 and εr are the permittivity of free space and the relative permittivity of

the insulator, respectively, Ve and V the are the actuation voltage and the threshold

voltage, respectively, γLM is the liquid-medium interfacial tension, de is the insula-

tor thickness, and se is the spacing between the parallel plates. For simplicity, we

consider % = ε0·εr·(Ve−Vth
e )2

2γLM ·de·se
; thus we re-write inequality (7.6) as follows:

W1.max =
W2

1− % ·W2

(7.7)

W1.min = W2 (7.8)

where W1 < W1.max and W1 > W1.min. Note that W1.max must be positive, and
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Figure 7.7: Illustration of aliquoting constraints (% = 5761.7 m−1; se = 50 µm).

therefore the following constraint must be satisfied:

W2.max =
1

%
(7.9)

where W2 < W2.max. Finally, the smallest droplet that can be moved on MEDA

covers at least a microelectrode, i.e., W2.min = Le√
2
, where Le is the microelectrode

pitch and W2 > W2.min.

Figure 7.7 shows a graphical representation of the relation between W1 and W2

based on the above constraints1. For example, a target droplet with principal radius

of curvature W2 = 140 µm (i.e., of volume 11.5 nL) can be aliquoted from a droplet

with principal radius of curvature W1 only if 140 µm < W1 < 724 µm. If W1 ≥

724 µm, then the volume of the bigger droplet needs to be reduced until W1 lies in

the range (140, 724). The sequence of operations involved in this process is specified

1 The intuition behind the above constraints is that aliquoting requires an electrowetting force,
specified by %, that is sufficient to overcome the pressure gradient between the two droplets. A
large gap in the pressure between the two droplets (due to the variation in radii of curvature) may
prevent protrusion formation [248].
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using the physical-level synthesis (described in the following subsection). Note that

W1.min and W2.min can also be used to compute Hs
k.min and Hg

j.min, which are required

for the high-level synthesis.

Recall that the aliquot-volume solution of the high-level synthesis is presented

using the MC unit; droplet volume measured in MC is referred to as HMC . On the

other hand, the radius of curvature and droplet volume in the aliquoting constraints

are presented using metric units, e.g., meters (m) for radius and m3 or liters for

volume. Droplet volume measured in m3 is referred to as Hm3
. Hence, conversion of

volume measurement can be defined as follows2:

• Hm3
= fToM3 ·HMC ; fToM3 = 4π

3
· se · L2

e

• HMC = fToMC ·Hm3
; fToMC = d 1

fToM3
e

where Le is the microelectrode pitch and se is the spacing between the parallel plates.

Formulation of Physical-Level Synthesis

The objective of physical-level synthesis is to map the high-level synthesis solution

to a sequence of MEDA-enabled operations that implements a BRS assay with the

lowest completion time. In addition, the constraints of droplet aliquoting must be

satisfied.

Hence, a BRS assay consists of a sequence of MEDA-enabled operations (mixing,

splitting, and droplet aliquoting), which can be modeled as a directed acyclic graph

Ga = (Va, Ea), named a composition graph. A vertex vai ∈ Va represents a MEDA-

enabled operation, which can be one of four types: (1) mixing; (2) splitting; (3)

aliquoting; (4) null operation (it models a fluidic component at the start or the end

of a certain stage). Each operation type ∆op is associated with a cost value cost(∆op),

where cost(aliquoting) > cost(mixing) > cost(splitting) > cost(null) = 0—mixing

2 In the equilibrium state, the droplet liquid is shaped as an ellipsoid [249]
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and splitting are easier and quicker in execution compared to aliquoting. Hence, a

vertex vai is defined as vai = {ψai, ctai, stai, ftai}, where ψai is the operation type,

ctai represents the cost (i.e., time) of the fluidic operation implemented by vai, stai

is the start time, and ftai is the finish time of the operation.

Also, an edge ea(i,j) = {(vai, vaj), ua(i,j)} ∈ Ea models the interdependency be-

tween a pair of operations vai and vaj, and ea(i,j) is associated with a parameter

ua(i,j) that captures the droplet volume resulting from vai and used by vaj. Note that

the maximum value for both the in-degree and out-degree of any vertex vai ∈ Va is 2.

Also, similar to network-flow problems [210], the flow across any vertex vaj must be

consistent, meaning that the sum of input volumes must equal the sum of output

volumes (
∑

i ua(i,j) =
∑

k ua(j,k)).

Figure 7.8 shows a composition graph Ga that is associated with the example in

Figure 7.5. Note that Ga in Figure 7.8 is one of many composition graphs that can

be used to implement the solution in Figure 7.5 on MEDA. For example, instead of

generating the aliquots Λ(i,2) of MXs
2 using two splitting operations (see Figure 7.8),

an alternative (but more costly) solution may involve two aliquoting operations to

generate aliquots of volumes 4 MC, 4 MC, and 8 MC, respectively.

Hence, we describe the physical-level synthesis problem as follows:

Inputs: (i) Volume Ĥ t
i of every target mixture MX t

i . (ii) Volume Hs
k of every

source mixture MXs
k. (iii) Total liquid volume Hg

j of reagent RGj. (iv) Volume of

aliquots Λ(i,k) and Ξ(i,j) from the high-level synthesis.

Output: Composition graph Ga.

Constraints: Aliquoting constraints of MEDA biochips.

Objectives: Minimize the completion time (maxi ftai).

Table 7.3 summarizes the notation used in the physical-level synthesis problem.
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Figure 7.8: A composition graph Ga of a BRS assay that includes three target
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the operations are not shown in the figure.

Table 7.3: Notation used in Section 7.6.

Ga A composition graph
Zg[o1...oN ] An aliquot-generation tree with N leaf nodes

CT g[o1...oN ] Overall cost of Zg[o1...oN ]

Zg([o1...oN ],j) A node in Zg[o1...oN ]

ψg([o1...oN ],j) Type of Zg([o1...oN ],j)

ctg([o1...oN ],j) Cost of Zg([o1...oN ],j)

stg([o1...oN ],j) Start time of Zg([o1...oN ],j)

ftg([o1...oN ],j) Finish time of Zg([o1...oN ],j)

htg([o1...oN ],j) Height of Zg([o1...oN ],j)

Zai An aliquot-mixing tree
Za(i,j) A node in Zai
sta(i,j) Start time of Za(i,j)
fta(i,j) Finish time of Za(i,j)
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Physical-Level Synthesis Solution

An optimal composition graph is the one that has the lowest overall cost and the

lowest completion time, and it can be found by enumerating all possible composi-

tion graphs and exhaustively searching for the optimal graph. Clearly, this is an

impractical solution that entails a significant computation time. Therefore, we pro-

pose an alternative design methodology that divides the problem of computing a

composition graph to two groups of subproblems: (1) computing aliquot-generation

binary trees {Zg1 ,Z
g
2 , ...,Z

g
sm+rg}, and (2) computing aliquot-mixing binary trees

{Za1 ,Za2 , ...,Zatm}; see Figure 7.8. We observe that all the trees can be constructed

separately before they are combined to form a composition graph Ga.

Construction of Zgi : A tree Zgi represents a hierarchy of MEDA-enabled operations

needed to generate aliquots from a source mixture MXs
i or a reagent RGi. The root

of the tree represents the first MEDA-enabled operation applied to MXs
i or RGi and

the leaf nodes represent the generated aliquots. We focus our discussion on the con-

struction of Zgi that is associated with MXs
i —a tree Zgi associated with RGi can be

constructed similarly. To simplify the construction of Zgi , we consider a one-to-one

mapping between the aliquot volumes Λ(i,k) and the leaf nodes; i.e., each aliquot vol-

ume is designated a certain leaf node in advance. Clearly, the selection of the mapping

function may impact the performance of the synthesis because it partially decides the

tree topology. Since our goal is to reduce the completion time (i.e., the cost), we con-

sider a mapping function that likely reduces the number of aliquoting operations and

increases the chances of satisfying the aliquoting constraints. This mapping function,

denoted by fsort, is simply implemented by sorting the aliquot volumes Λ(i,k) before

assigning them to the leaf nodes, i.e., fsort : {Λ(k,i)} → [o1, o2, ..., oN ], where N is

the number of aliquots and the vector oi = [o1, o2, ..., oN ] contains pointers to the

aliquots’ volumes after sorting. Hence, the notations Zgi , Zgoi
, and Zg[o1,o2,...,oN ] are
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used interchangeably.

Typically, the completion time of a protocol can be minimized by using a schedul-

ing algorithm such as list scheduling [100]. However, a major advantage of model-

ing aliquots generation as a binary tree is that the scheduling problem can now

be mapped to the problem of reducing the height of the tree, i.e., tree balanc-

ing, as well as the overall cost. For this purpose, we define the nodes of a tree

Zgoi
as Zg(oi,j)

= {ψg(oi,j)
, ctg(oi,j)

, stg(oi,j)
, ftg(oi,j)

, htg(oi,j)
}, where ψg(oi,j)

is the opera-

tion type, ctg(oi,j)
is the operation cost, stg(oi,j)

is the start time, ftg(oi,j)
is the finish

time, and htg(oi,j)
is the height of the node. An objective function that captures

the completion time, i.e., the tree height, and the overall cost can be defined as

CT goi
= CT g[o1...oN ] =

∑
j ct

g
(oi,j)
· htg(oi,j)

. Hence, our goal is to minimize CT goi
for each

tree Zgoi
.

Another relevant advantage of using binary trees is that binary search trees can be

constructed optimally using recursive methods such as dynamic programming [210].

Similarly, we observe that the construction of Zgoi
can be recursively decomposed into

subproblems; each subproblem can be solved optimally, and the obtained solution

can be reused to solve the original problem. For example, consider a source mixture

of volume 16 nL that needs to be used to generate three aliquots A, B, and C, with

volumes 8 nL, 4 nL, and 4 nL, respectively. To construct the tree Zg[A B C] shown in

Figure 7.9(a), which is the tree with the lowest cost, we first construct two subtrees

(Zg[A B] and Zg[B C]) that represent two-aliquot problems (Step 1 in Figure 7.9(b)). In

Zg[A B], the merging of A and B is modeled as an aliquoting operation, and the cost

is therefore 2. On the other hand, in Zg[B C], the merging of B and C is modeled as

a splitting operation, and the corresponding cost is therefore 1.

Next, these solutions are reused to compute (or “overlapped with ”) the trees for

a 3-aliquot problem (Step 2 in Figure 7.9(b)), and the solution/tree with the minimal
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Figure 7.9: Construction of a tree Zg[A B C] that models the generation of 3 aliquots:

(a) the minimal-cost tree; (b) solution methodology.

cost is selected for Zg[A B C]. Note that an optimal solution cannot be obtained by

overlapping subproblems that have a high cost, i.e., we need to ensure that every

subproblem is optimally solved. Note is that overall optimality of the problem cannot

be guaranteed unless fsort is optimal; this condition may not be achieved in our

solution. Therefore, the above approach is said to provide a pseudo-optimal solution

to the physical-level synthesis problem.

According to the above example, we obtain the following result (the proof can be

found in Appendix E).

Lemma 7.1 An aliquot-generation tree Zg[o1...oN ] has the “overlapping-subproblems”

and “optimal-substructure” properties.

Based on the above properties, the construction of Zg[o1...oN ] can be mapped to

a dynamic programming problem [210], and the the mapping is defined as follows

(proven in Appendix F).

Theorem 7.1 An optimal aliquot-generation tree Zg[o1...oN ] with root Zg([p1...pn],RT ) can

be constructed using dynamic programming, where the recurrence relation is defined
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as follows:

CT g[o1...oN ] =


min1≤j<N{CT g[o1...oj ] + CT g[oj+1...oN ]}

+(ctg([o1...oN ],RT ) · ht
g
([o1...oN ],RT )) if N ≥ 1

0 if N < 1

A description of our dynamic programming implementation is shown in Algo-

rithm 7.2. We use a memoized method that performs recursion to compute Zg[o1...oN ]

(Lines 5–16), but it looks into a lookup table before computing an intermediate so-

lution (Line 6). The merging of two subtrees (Line 14) is performed by selecting

a suitable MEDA-enabled operation. If an aliquoting operation needs to be imple-

mented but the aliquoting constraints cannot be satisfied, then a single aliquoting

operation is not adequate to generate the target volume.

To explain the steps needed to overcome the above challenge, suppose that an

aliquot with radius of curvature W2 = 140 µm is needed, and the source droplet has

radius of curvature Wsrc = 2.004 mm. Based on the relation (Wsrc ≈
√

(W 2
1 +W 2

2 )),

the radius of curvature of the bigger droplet is W1 = 2 mm; see Figure 7.10(a).

However, based on Figure 7.7, the aliquoting constraints for W2 = 140 µm are

W1 > 140 µm and W1 < 724 µm; thus aliquoting based on the above values of W1

and W2 is not possible3.

To overcome this challenge, we choose a different value for W2 in the interval

(140,W2.max) so that aliquoting can be performed. This implies that the target

aliquot may be obtained after executing two aliquoting operations. Figure 7.10(b-c)

explains the steps needed to address this challenge. For convenience, we consider the

steps in Figure 7.10(b) as a single operation Zg([o1...oN ],j), named fragment. The cost

value ctg([o1...oN ],j) of this operation is determined based on the constituent sequence

of aliquoting operations.

3 Note that Wsrc is fixed.
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Figure 7.10: MEDA-enabled aliquoting: (a) aliquoting is not possible when the
constraints (Figure 7.7) are not satisfied; (b) an alternative sequence of MEDA op-
erations for aliquoting (fragment operation); (c) illustration of fragment steps using
the aliquoting-constraints curve.

Post tree construction, we use a one-pass algorithm to compute the start time

stg([o1...oN ],j) and finish time ftg([o1...oN ],j) of each node Zg([o1...oN ],j) [173].

Construction of Zai : An aliquot-mixing tree Zai represents a hierarchy of mixing

operations that merge aliquots to form a target mixture MX t
i ; see Figure 7.8. The

primitive aliquots are modeled as leaf nodes, whereas the last mixing operation before

the target mixture is modeled as a root node. An intermediate tree node corresponds

to a MEDA-enabled mixing operation that merges two intermediate aliquots. We

259



Algorithm 7.2 Construction of Zg[o1...oN ]

1: procedure Main( )
2: LT ← NULL; . Initialize lookup table
3: {Zg[o1...oN ], CT

g
[o1...oN ]} ← CreateTree([o1...oN ], LT );

4: return Sol← {Zg[o1...on], CT
g
[o1...oN ]};

5: procedure CreateTree([ol...ok], LT )
6: if HasRecord(LT, [ol...ok]) then
7: return {Zg[ol...ok], CT

g
[ol...ok]} ← UseLookupTable(LT, [ol...ok]);

8: if [ol...ok].Length == 1 then . p contains one element
9: SaveToLookup(LT, [ol...ok]); return {[ol...ok], 0};

10: for each oj ∈ [ol...ok] do
11: {Zg[pl...pj ], CT

g
[pl...pj ])} ← CreateTree([pl...pj ], LT );

12: {Zg[pj+1...pk], CT
g
[pj+1...pk])} ← CreateTree([pj+1...pk], LT );

13: if IsMinCost(CT g[pl...pj ], CT
g
[pj+1...pk], ct

g
([ol...ok],RT )), ht

g
([ol...ok],RT )) then

14: {Zg[ol...ok], CT
g
[ol...ok],Z

g
([ol...ok],RT )} ← Merge(Zg[ol...oj ],Z

g
[oj+1...ok]);

15: Sol← {Zg[ol...ok], CT
g
[ol...ok]};

16: SaveToLookup(LT, Sol); return Sol; . Memoization

assume that all mixing operations are equivalent with respect to the processing time,

i.e., cost.

Recall that the primitive aliquots are generated by the aliquot-generation trees,

and therefore their finish times, which indicate their availability, may not be equal.

Such a variation in the availability of the input primitive aliquots causes the gen-

eration of the aliquot-mixing trees Zai to be computationally challenging. In other

words, using a naive method that determines the mixing of aliquots randomly, with-

out considering their availability, may unnecessarily increase the completion time,

whereas adopting a priority scheme can enhance the synthesis performance. Fig-

ure 7.11 shows an example that compares the completion time based on the two

approaches.

Formally, a tree Zai consists of a set of nodes {Za(i,1), Za(i,2), ...}, where Za(i,j) =

{sta(i,j), fta(i,j)}; the parameters sta(i,j) and fta(i,j) represent the start time and finish

time of the corresponding operation, respectively. Note that if Za(i,j) is a leaf, then

sta(i,j) = fta(i,j). Moreover, if a leaf node Za(i,j) in Zai is directly connected to a leaf

node Zg([o1...oN ],k) in Zg[o1...oN ] (Figure 7.8), then the start time of Za(i,j) is defined as
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Figure 7.11: Computing an aliquot-mixing tree and the corresponding completion
time using (a) a naive method; (b) a priority-based method. Each mixing operation
takes two time steps.

sta(i,j) = ftg([o1...oN ],k). Our goal in this stage is to minimize maxj(ft
a
(i,j)) ∀i in order

to minimize the completion time.

To construct Zai , we develop a greedy method based on a priority queue QU

that stores MEDA-enabled operations and sort them based on their finish time (Al-

gorithm 7.3); more specifically, the queue uses a nearest-finish-time-first approach.

Initially, the primitive aliquots and their finish times are inserted into the queue (Line

2). A mixing operation can be inserted into the queue if two primitive aliquots are

ready for processing or if two intermediate mixing operations are completed (Lines

9–10). Next, the completed operations are then removed from the queue and are

used by a tree-constructor function to properly insert new nodes into a tree (Lines

11–12). The algorithm, which runs as a time-wheel, stops when the queue becomes

empty, meaning that the target mixture is successfully formed (Lines 4–7).
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Algorithm 7.3 Construction of Zai
1: Te← ∅; . Te: Tree Zai
2: QU ← InitializePriorityQueue(); . QU : priority queue
3: repeat
4: if QU .Length == 1 then
5: {Za(i,j)} ← RemoveFromQueue(QU); . Za(i,j): Operation

6: Te← InsertNodeIntoTree(Za(i,j));
7: return {Te,Completion Time};
8: else
9: {ftl, ftk} ← GetTwoNearestFinishTimes(QU); . ftl ≥ ftk

10: InsertMix(QU,Za(i,j), ftl, ftk+ Mix Time); . ftl+ Mix Time: Finish time

11: {Za(i,l),Z
a
(i,k)} ← RemoveFromQueue(QU);

12: Te← InsertNodeIntoTree(Za(i,l),Z
a
(i,k));

13: until QU .Length = 0

7.7 Simulation Results

We implemented BioScan using C++. We solved the ILP model using lpsolve [250],

which was integrated in our C++ environment. All evaluations were carried out

using a 3.4 GHz Intel i5 CPU with 4 GB RAM.

To simulate the behavior of the iterative decision-making process in BioScan

(Step 6), we used a regression-analysis model, known as Dirichlet regression, which

performs regression analysis based on simplex spaces [251]. Since Dirichlet regression

is a supervised-learning technique, gene-expression labels of the CF profiles were

generated using a symmetric Dirichlet distribution function. This approach simulates

the collection of gene-expression data using on-chip fluorescence detectors (Step 5).

We assess three aspects of the proposed flow: (1) space filling of the CF pro-

files, evaluated based on the Em metric; (2) performance of the synthesis method,

evaluated in terms of the synthesis imprecision Π and the average reagent volume

consumed by a target mixture (Ξ =
∑

i,j Ξ(i,j)

tm
); (3) prediction accuracy of regression

analysis, evaluated using the root-mean-square error (RMSE) metric.

While mixture preparation has been studied earlier [238], the scope of our work

is different since it introduces a new sampling and optimization problem that has

recently arisen in synthetic biology. Therefore, the trade-off analysis presented in
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this section cannot be applied to these prior methods and a meaningful comparison

is not possible.

Analysis of CF Sampling

Recall that the sampling of the CF space is accomplished in two steps: regular

sampling within the interval [0, 1] followed by mapping of samples to the simplex

CF space. Therefore, we evaluate the space filling of the CF profiles based on these

two steps; we compare four sampling approaches: (1) OA-LHS (stratified sampling)

followed by Dirichlet-based mapping where α̃ = 3; (2) OA-LHS followed by Dirichlet-

based mapping where α̃ = 20; (3) OA-LHS followed by scaling-based mapping; (4)

uniform sampling followed by scaling-based mapping. The number of CFs, i.e.,

reagents rg, is set to 8, and the number of sampling trials in each case is 1000.

Results based on other values of rg also lead to the same conclusion, showing that

our methodology is scalable with rg.

Figure 7.12 compares the above sampling approaches using Em as a metric while

varying the number of targeted samples tm. We observe that scaling-based mapping

degrades the space-filling property, i.e., reduces Em, regardless of which sampling

method is utilized. This is expected since scaling-based mapping tampers with the

stratification property. We also observe that space filling can be severely degraded

if the Dirichlet-based mapping is not properly tuned. As shown in Figure 7.12,

Dirichlet-based mapping with α̃ = 20 leads to the lowest Em. Large values of α̃

cause the generated samples to be highly concentrated instead of being uniformly

distributed. In the following evaluations, we use OA-LHS with Dirichlet-based map-

ping where α̃ = 3.
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Figure 7.12: Impact of sampling and mapping techniques on the space filling.

Impact of β and H t

We next evaluate the impact of the parameters β and H t on the performance of the

high-level synthesis using the example in Figure 7.5. For this purpose, we compare

four sets of synthesis solutions associated with H t = {8, 16, 24, 32}; comparison is

performed in terms of the synthesis imprecision Π. In each set, we compute 11

synthesis solutions by varying the value of β from 0 to 1 using 0.1 as the increment

between two subsequent values.

Based on Figure 7.13, we observe that increasing the value of H t from 8 to 32

gradually lowers the synthesis imprecision. This result corroborates our argument

that using a small value of H t may limit the search space of all feasible aliquots,

thus increasing synthesis imprecision (Section 7.4). We also note that the impact of

β becomes less significant when H t is increased.

Synthesis Imprecision vs. Reagent Usage

We investigate the trade-off between the synthesis imprecision and the reagent usage.

For this study, we consider a more complex setting where the number of reagents
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rg is 6 and the degree of accuracy δ is 128. The number of source mixtures sm

is 10 and the number of target mixtures tm is 20. To generate the CF profiles of

the source and target mixtures, BioScan was executed for two iterations. The first

iteration generates the source mixtures (with volume equal to 128), which were then

used in the second iteration to generate the target mixtures. The sampling in both

iterations is performed using OA-LHS. We compute the optimal values of Π and Ξ

while varying the target volume H t = {8, 9, 10, ..., 1000} and β = {0, 0.1, ..., 1} in

the second iteration. We then sort these results based on Ξ and plot the values of Π

against the associated values of Ξ to perform the trade-off analysis.

Figure 7.14 shows the trade-off curve and the associated feasible region obtained

using the above steps. A first observation is that the lowest values of Π, denoted

by Π∗, is 28.3; this indicates that the problem setting described above is complex

enough that the optimal synthesis solution cannot reach zero synthesis imprecision.

Reducing the problem complexity (by minimizing tm, sm, and rg) can result in

Π = 0. We also observe that increasing the amount of reagents beyond Ξ(Π∗) causes

increase in the synthesis imprecision Π. This counter-intuitive result is observed when
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Figure 7.13: Impact of β and H t on the synthesis performance.
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H t becomes significantly large, and even though ĈX
t

(i,j) ≈ CX t
(i,j);∀i, j. The reason

for such a finding is that when H t is increased, a large volume difference
∑

i(Ĥ
t
i )−

tm ·H t outweighs the impact of ĈX
t

(i,j) ≈ CX t
(i,j). This observation is confirmed by

computing Π∑
i(Ĥ

t
i )−nHt

instead of Π. We use Π to analyze the performance because

this allows us to determine the global minimum Π∗ and the associated Ξ(Π∗).

Regression Analysis

We finally investigate the prediction accuracy of the regression analysis and its role

in decision making. For this purpose, BioScan is configured to execute 10 iterations,

and the prediction accuracy (RMSE) is reported at the end of each iteration. Flow

execution is performed considering one of two modes: (1) cost-effectiveness mode,

which allows the target mixtures generated during the ith iteration to be used as

source mixtures during the (i+ 1)th iteration; (2) low-imprecision mode, which does

not allow target mixtures to be re-used in a following iteration. We consider rg = 8,

δ = 64, and β = 0.5. The number of target mixtures tm generated at the first

266



0

50

100

150

200

250

300

350

0.09

0.095

0.1

0.105

0.11

0.115

0.12

1 2 3 4 5 6 7 8 9 10

R
oo

t-m
ea

n-
sq

ua
re

 e
rr

or
 (R

M
SE

)

Flow iteration

A
ve

ra
ge

 re
ag

en
t v

ol
um

e 
co

ns
um

ed
 b

y 
a 

ta
rg

et
 m

ix
tu

re
 (Ξ

)

RMSE result Ξfor cost-effectiveness mode Ξ for low-imprecision mode

Υ = 0.093

Figure 7.15: Prediction accuracy of the regression analysis and reagent usage based
on 10 iterations of flow execution.

iteration is 10 mixtures, and the value of tm is incremented by 10 for every new

iteration.

Based on Figure 7.15, we observe that adopting the cost-effectiveness mode signifi-

cantly reduces reagent usage compared to the low-imprecision mode. We also observe

that the RMSE gradually decreases when more iterations are executed. Note that

the rate at which the RMSE decreases depends on: (1) the increment in the number

of target mixtures, and (2) the shape of the actual parameter-space function. By

specifying a maximum threshold Υ on the prediction error, the procedure terminates

when the prediction error goes below Υ. For example, if Υ = 0.093 in Figure 7.15,

BioScan stops execution after the fifth iteration.

7.8 Chapter Summary

We have introduced an optimization framework for PSE in synthetic biology. We

formulated the PSE problem in terms of a BRS assay that is implemented on a

MEDA biochip. The proposed framework uses statistical sampling to select reagent
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mixtures, ILP-based synthesis to generate the reagent mixtures needed for a BRS

assay, physical-level synthesis that implements the BRS assay on MEDA, and regres-

sion analysis to assess the prediction of the parameter space. The proposed flow has

been evaluated based on the synthesis imprecision, reagent usage, and the prediction

error. Simulation results have shown the effectiveness of Composer in implementing

BRS while minimizing reagent usage and synthesis imprecision.
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8

Error Recovery in an Integrated Cyber-Physical
Digital-Microfluidic Platform: Fault-Tolerant

Realization of Biomolecular Assays

Digital microfluidics has achieved remarkable success in miniaturizing PoC quanti-

tative analysis testing [112]. However, a major stumbling block in the monitoring

and controlling of diseases via such PoC systems is the lack of reliable diagnostic

tests that can recover from unexpected errors. In addition, diagnostic tests, similar

to all other quantitative-analysis procedures, are inherently stochastic systems that

exhibit complex interactions among their constituent biochemical components [11].

Such characteristics signify the need for real-time error-recovery methods that verify

the correctness of on-chip fluidic interactions during bioassay execution.

In this chapter, we present a hardware-based set-up for error detection and recov-

ery [115]. The proposed set-up is designed based on the C5 architecture described in

Chapter 1; thus providing an integrated, portable demonstration of cyber-physical

digital microfluidics, where errors in droplet transportation on the biochip array are

detected using capacitive sensors. The interpretation of the test outcome and the
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decision-making process are fully accomplished using a hardware system. Experi-

mental results are reported based on a fabricated silicon device.

The remaining of this chapter is organized as follows. Section 8.1 presents an

overview of fault models and prior cyber-physical error-recovery methods. The adap-

tation of the multi-layer C5 architecture is explained in Section 8.2. Next, Section 8.3

describes the experiment design and the back-end software support required by the

hardware controller. Details of the hardware dictionary-based error recovery system

are presented in Section 8.4. The process of biochip fabrication and the experimental

results are illustrated in Section 8.5. Finally, Section 8.6 concludes the chapter.

8.1 Physical Defects and Prior Error-Recovery Solutions

A DMFB device is said to have a failure if its operation does not match its speci-

fied behavior. In order to detect defects using electrical methods, fault models that

efficiently represent the effect of physical defects at some level of abstraction have

been described in [21]. These models can be used to capture the effect of physical

defects that produce incorrect behavior. Faults can be caused by manufacturing im-

perfections, or by degradation during use as electrodes are actuated (i.e., operational

fault). Some possible causes of physical defects are listed below.

• Dielectric breakdown: High voltage levels during actuation cause dielectric

breakdown, which creates a short between a droplet and the underlying elec-

trode. In this case, droplet transportation cannot be controlled since the

droplet undergoes electrolysis.

• Degradation of the insulator: The actuation of electrodes for long durations

causes charge to be irreversibly concentrated near the electrodes (i.e., trapping

of charge [252]). This causes an operational error since it impedes droplet
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transportation because of the undesired variation of interfacial surface tension

along the droplet flow path.

• Short-circuited electrodes: A short between two adjacent electrodes effectively

forms one longer electrode. When a droplet resides on this electrode, it is

no longer large enough to overlap the gap between adjacent electrodes. As a

result, the actuation of the droplet can no longer be achieved.

• Open in the metal connection between the electrode and the control source: This

open can be on the path between the electrodes and the chip pads, or through

the external wires between the biochip and the adjacent controller. This defect

results in a failure in activating the electrode for droplet transport.

Besides the physical defects mentioned above, protein fouling may lead to the

malfunction of multiple electrodes in the biochip since it renders the surface per-

manently hydrophilic [253]. The above issues and many others are key reasons for

blocking droplet transportation during the execution of a bioassay, thus degrading

system reliability if no action is taken. Hence, PoC quantitative-analysis systems

need to be empowered with the capacity of recovering from errors.

Over the past decade, several methods have been proposed for enabling error

recovery [11, 21, 110, 135, 254]. The work described in Zhao et al. [254] and Luo et

al. [11] represent the state-of-the-art for dynamically adapting to error occurrences

during assay execution. However, among all the previous studies, only the work

in [21] has presented an experimental demonstration of hardware/software interface

for error detection and recovery in cyber-phyiscal DMFBs . This approach, which

uses a software-based control system, is considered a significant step towards fault-

tolerance in DMFBs.

Although the software-based approach in [21] introduces flexible reconfiguration

that supports error recovery, it requires a desktop machine to be involved in the
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control system to generate the recovery actuation sequences. The desktop transmits

the actuation sequences to a low-end microcontroller board which is in charge of

communicating these recovery sequences to the biochip actuation circuit. The draw-

backs of this approach are twofold: (1) the use of a desktop machine for performing

dynamic reconfiguration increases the complexity of the cyber-physical system and

it does not lead to realizing a portable solution for PoC quantitative-analysis testing;

(2) it requires a software-resynthesis step which leads to increased bioassay response

time when errors occur.

Instead of using a software-based solution, a dictionary-based hardware-assisted

error-recovery method can be adopted. In this method, for a given error that can

occur in a bioassay, simulations are used to generate an error dictionary before the

experiments are conducted. During the simulations, erroneous fluidic operations are

considered and the corresponding error recovery plans are determined and then stored

as entries in the dictionary. A computer performs both the simulation and dictionary

generation in the offline data-preparation stage. Once an error is detected during

the experiment, the control system will trigger the corresponding error-recovery plan

stored in the error dictionary for error recovery.

The concept of dictionary-based error recovery was introduced earlier in [255], but

it has not been demonstrated using realistic experimental settings. In this chapter, we

use this concept to present the first integrated, fault-tolerant microfluidic platform,

which is particularly useful for PoC quantitative analysis.

8.2 Adaptation of the C5 Architecture to Error Recovery

Recall that the C5 architecture, which is designed to streamline cyber-physical adap-

tation for quantitative analysis, consists of 5 layer: (1) Connection level (Level I),

which includes biochip components and sensors; (2) Conversion level (Level II), which

executes signal conditioning; (3) Cyber level (Level III), which collects and ana-
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lyzes data; (4) Cognition level (Level IV), which performs synthesis based on the

received signals; (5) Configuration level (Level V), which offers protocol-level deci-

sions. See Chapter 1 for more details. This multi-layer architecture can be adapted

for the purpose of error recovery, which can be designed using a software-based and a

hardware-based solution. Figure 8.1 shows the architecture of C5-compliant designs

of cyber-physical DMFBs for error recovery.

The key-idea of the hardware-based error recovery, which represents our target in

this chapter, is to pre-compute and store recovery actuation sequences for all errors

of interest that can occur during the execution of a bioassay. The detection signal

can be used to trigger a “transition” in the system finite state machine (FSM). In

other words, when an error is detected, the cyber-physical system simply looks up

the recovery solution in the memory that matches the new recovery state, rather

than performing online re-synthesis on a desktop computer.
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Figure 8.1: C5-compliant architecture design of cyber-physical DMFBs: (a) for
software-based error recovery, (b) for integrated hardware-based error recovery.
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This hardware-based solution relies on a capacitive sensor (at Level I) to examine

the appearance of a droplet at a detection cell that is employed as a checkpoint. If

a missing droplet is reported via a sensing signal, then a failure must have been

encountered during droplet operation. The analog signal is captured via a signal-

conditioning circuit (at Level II), which modulates the sensing signal as a digital

signal. Once the digital signal is generated, it is transmitted to an FPGA-based

processing unit that performs the function of Level III, i.e., it meters the digital-

signal frequency, compares the resulting data with a pre-specified error threshold,

and issues a suitable error-recovery procedure.

The Configuration level (Level V) as well as the Cognition level (Level IV) are ex-

cluded in the hardware-based solution to eliminate the computer-in-the-loop, clearly

sacrificing a large degree of system reconfigurability; see Figure 8.1(b). It is pos-

sible that a DMFB design problem, such as error recovery, can be tackled using a

C5-compliant cyber-physical system in different ways; each with its own advantages

(e.g., highly reconfigurable vs. highly responsive and portable). The system proposed

in this chapter favors responsiveness and portability to enable PoC quantitative-

analysis testing. Details of the implemented hardware-based, also referred to as

dictionary-based, error recovery are explained in Section 8.4.

8.3 System Design

In this section, we describe the experiment design to demonstrate the proposed

dictionary-based cyber-physical error-recovery system. The required algorithmic im-

plementation to support error recovery is also shown.

Protocol Design and Error Recovery

Our system has been designed to autonomously execute typical assay protocols em-

powered with the capacity to perform error recovery. In this work, a typical di-
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lution assay is used to exemplify the utilization of our control system. This assay

is widely used in many settings including sample preparation for gene-expression

analysis (Chapter 2).

The executed dilution protocol aims at using a set of reagents to dilute an input

sample into a targeted mixture/concentration. The description of the executed pro-

tocol is given by the sequencing graph in Figure 8.2(a). The vertices represent the

bioassay operations, whereas the edges represent the interdependencies among these

operations. As shown in the figure, the protocol requires dispensing three droplets

(i.e., “disp” operation) for execution. After each “split” operation, one droplet is

considered as a backup droplet and is routed into one of the chip boundaries to be

stored, whereas the other droplet is driven into the detector cell. This cell is linked

to a capacitance measurement circuit used to test for droplet presence/absence sta-

tus. A typical biochip can be equipped with several sensor circuits to form multiple

checkpoints; however increasing the number of checkpoints increases the cost of the

system hardware. Therefore, we monitor the dilution protocol droplets in our chip

using only one checkpoint.

When the sensor circuit reports a “missing droplet”, we infer that a fault exists on

(a) (b)

If check #1 
fails

If check #2 
fails

disp: Dispense; mix: Merge/Mix; split: Split to two droplets; 
store: Store a backup droplet; det: Detection

disp disp

mix

split

store

store store store

mix mix mix

disp disp disp disp

det

det

det

detstore store store

Figure 8.2: Sequencing graph of dilution protocol: (a) Fault-free execution. (b)
Utilization of on-chip backup droplets for error recovery.
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the path used for driving the droplet. This failure may be caused by a physical defect,

which can be the key reason for blocking droplet transportation during bioassay

execution. In many cases, the sensing circuit reports a “missing droplet”, thereby an

action needs to be taken. Figure 8.2(b) shows how the dilution protocol sequence is

updated so that recovery actions are considered in missing-droplet cases. After each

split, if the to-be-detected droplet is reported to be missing, the control system loads

recovery actuation sequences from the hardware memory. In this action, the stored

backup droplet is used as replacement for recovering from this error and continuing

the operations. If no backup droplet exists, a new droplet has to be dispensed from

the reservoir and the sequence must be repeated.

Biochip Layout and Checkpoint Localization

Our experimental chip (fabrication details are discussed in Section 8.5), whose layout

is shown in Figure 8.3, consists of 32 electrodes (including reservoir electrodes) that

are independently controlled by external pins. The cell in red shows the location

of the checkpoint. Based on the pre-computed actuation sequences, we know the

clock cycles when the droplets are expected to reach the detector cell. If a droplet is

reported to be missing, a recovery action is invoked in the manner that was explained

in the previous subsection.

Detector cell
Reservoirs

Figure 8.3: Schematic of the biochip layout.
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Back-end Algorithmic Support for the Control System

The error-recovery system depends solely on the hardware for generating recovery

actuation sequences whenever an error is detected. The dictionary-based approach,

however, requires a back-end software support that is capable of extracting protocol

specification from the user (including covered errors), modeling the dictionary com-

ponents to generate the recovery sequences, and feeding the hardware controller with

the required scripts and files for bioassay execution and error recovery. Figure 8.4

shows the inputs/output of the back-end software. The inputs to the software tool

are: (1) the protocol description which can be provided by the user or extracted

from a droplet-routing computer-aided design (CAD) tool. (2) The pin-mapping file

which is used to map the electrodes to the actuating FPGA pins. The output is a

memory file whose values are stored in the FPGA memory.

In order to incorporate error recovery in our control system, the software tool

must be aware of all possible recovery scenarios that need to be included. This

information can either be driven directly by the user or as a result to an offline

ARRAY_X [5]
ARRAY_Y [5]
MAX_ELECTRODES [32]
ARRAY_DETECTOR [13] 
BEGIN

[0,4,10]
[5,4]
[0,4]
[5,4] // Merge
[10,4]
[5,4]
…

END

// [Electrode, Pin, FPGA 
Memo]
[0,13,28]
[1,15,20]
[2,20,4]
[3,18,12]
[4,17,27]
…

Backend 
Software Tool

module Memo 
(AddressR,TCK,RW,Dataout);
…
Mem[0] = 0;  
Mem[1] = 0; 
Mem[2] = 0; 
Mem[3] = 0;
Mem[4] = 0;
…
end
always @(posedge TCK)
begin
Dataout<=Mem[AddressR];
end
endmodule

Figure 8.4: Inputs and output of the back-end software tool.

277



synthesis by a high-level synthesis tool [256]. Hence, the back-end software models

the underlying hardware finite-state machine by flattening it into a decision tree. To

illustrate this concept, suppose that it is required to provide the control information

needed to execute the dilution protocol, shown in Figure 8.2(b), while considering

recovery from a potential error detected during check #1. In this case, the control

information for both error-free as well as erroneous execution are communicated

to the back-end software tool to build a decision tree (we call it execution tree).

Note that this tree is translated later to a finite-state machine in the hardware.

Figure 8.5(a) displays the top part of the execution tree that results from the above

scenario.

Having identified the nodes of the execution tree, a file is generated following

the structure shown in Figure 8.5(b). Using this file, the back-end software tool is

capable of generating the memory file and logging the start addresses of every node

ARRAY_X [5]
ARRAY_Y [5]
MAX_ELECTRODES [32]
ARRAY_DETECTOR [13] 
BEGIN

-- Node 1
[0,4,10]
[5,4]
[0,4]
[5,4]
[10,4]
[5,4]
…
[0,13,4](2)
-- Node 2
[0,4]
[0,4,13]
[0,4,14]
[0,9]
…

END

Node 1

Node 2 Se
qu

en
ce
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or

re
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to
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es
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(a) (b)

Execute until 
check #2

Recover using 
backup droplet 

and execute until 
check #2

Execute until 
check #1

Fail Pass

Node 1

Node 2

Node 3

Figure 8.5: Steps needed to generate input files of the software tool: (a) Generation
of the execution tree for the dilution protocol; (b) Mapping the execution tree to a
suitable input format that simulates error-recovery dictionary.
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S0

S1 S2 S3

Finite State Machine (FSM)

Fault-
free 
state

Trigger signal from 
sensing system

Control signal of 
biochips stored in 
error dictionary 
(current state)

.

Error dictionary

S0: fault-free state
S1: recovery plan for Error 1
S2: recovery plan for Error 2…

Figure 8.6: The implementation of dictionary-based error recovery using finite-
state machine.

represented in the tree; thus forming a dictionary of error-recovery plans. These

addresses are used by the hardware control system during its state transitions in

order to adapt the system to the sensor readouts. Illustration of state transitions

based on the error-recovery dictionary is shown in Figure 8.6.

8.4 Dictionary-Based Error Recovery

The integrated system consists of three parts: a relay board, a connection board,

and an FPGA with integrated memory. Since no software execution is needed, the

computer and its related interfaces are no longer necessary. Figure 8.7 shows a

schematic of the integrated system setup. The implementation and functionality of

each component are presented below.

Relay Board

The relay board, whose image is shown in Figure 8.8(a), is used to synchronously

actuate the 32 electrodes in the biochip. The input to the relay board is the low-

voltage control signal provided by the FPGA (0-5 V), and the output is the high-

voltage actuation voltage for the biochips (40 V, 1 kHZ AC voltage). Four 8-bit

serial-in-parallel-out shift registers (Part No.: 74HC595) and 32 photoMOS relays

279



Biochip

Ring Oscillator 
Circuit

4-by-8-Pin 
Array

Shift Registers

PhotoMOS Relays

FPGA

R
el

ay
 B

o
ar

d

Signal-Processing 
Module

Entry 0 (S0): 10001…

Entry 1 (S1): 10001…

Entry 2 (S2): 10001…

Memory ModuleFSM Module

S0: Fault-free state
S1: Error 1 occurs
S2: Error 2 occurs

Actuation signal 
for biochips

Analog 
sensing signal

Frequency-coded 
sensing signal

C
o

n
n

ec
tio

n
 

B
o

ar
d

A
dd

re
ss

of
 e

nt
ry

Control signal 
for biochips

Droplet 
checking 

result

S0

S1 S2 S3

Figure 8.7: The implementation of dictionary-based error recovery using finite-
state machine.

Figure 8.8: Relay board components: (a) The layout of the relay board. SR1 -
SR4 in the upper white rectangle are four 8-bit serial-in-parallel-out shift registers.
RL1 - RL32 in the lower white rectangle are 32 photoMOS relays; (b) Image of the
connection board, where the circuit in the upper rectangle is the capacitive sensing
circuit [21].
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(Part No.: AQW610S) are integrated on the relay board. The shift registers are used

to realize serial-to-parallel conversion of the control signal, and the photoMOS relays

are used to convert the signal from the low-voltage control signal to the high-voltage

actuation signal for the biochip.

Connection Card and Capacitive Sensing Circuit

The connection board, whose image is shown in Figure 8.8(b), contains two modules:

a 4-by-8-pin array and a ring oscillator circuit used for capacitive sensing. The pin

array on the back of the connection board can contact the metal pads on the biochip

so that the high-voltage actuation signal is transferred from the relay board to the

chip. The circuit diagram for the capacitive sensing can be found in [21]. The ring

oscillator circuit is used to detect the presence or absence of droplets by monitoring

the capacitance change between the control and ground electrodes. When a droplet of

ionic liquid is present between the electrodes, the majority of the applied electric field

forms over the dielectric layer of the biochip. This decreases the charge separation

distance in the device and thus increases the capacitance for the overall structure,

which lowers the detected output frequency of the ring oscillator circuit. Conversely,

if a droplet is absent, the electric field is established over both the dielectric layer

and the filler medium (e.g., silicon oil or air). This increases the distance over which

charge is separated in the device, thereby decreasing the capacitance measured for

the overall structure.

FPGA

The circuitry for cyber-physical error recovery consists of three main modules: (1)

the signal-processing module that analyzes the frequency feedback signal from the

capacitive sensing circuit and determines if an error has occurred, (2) the memory

module that stores the error dictionary, and (3) the FSM module that dynamically
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adjusts the actuation sequences when an error is reported. Figure 8.7 illustrates the

interconnection between these modules.

1. Signal-processing module: The signal-processing module is essentially a fre-

quency counter. It is used to: (1) process the frequency signal collected from the

ring oscillator circuit on the connection board, and (2) determine whether an error

occurs in the bioassay and report the sensing results to the FSM module. However,

an important design challenge arises due to the fact that a 1 kHz AC power source is

directly connected to the biocell for the actuation. This AC power source is in close

proximity to the capacitance sensor, which leads to significant interference with the

capacitance sensing output, which is a frequency-encoded square wave. To reduce

this interference, an exact 1 s window is set in the frequency counter to accumulate

frequency signals in 1000 periods of the AC source before updating the output.

2. Memory module: The memory module is used to store the error dictionary

of the bioassay. During the fault simulation of the bioassay, entries of the error

dictionary are generated. Note that each entry in the dictionary contains only the

resynthesis result from the time that the error is detected to the end of the bioassay.

The error dictionary is then written into a memory initialization file (MIF). The MIF

specifies the content for each memory cell in the read-only memory (ROM) of the

FPGA. The starting and ending addresses of each dictionary entry are simultaneously

generated and loaded into the FSM module.

3. FSM module: The FSM is used to implement automatic error recovery. The

sensing results from the signal-processing module are sent as the input to the FSM,

and the outputs from the FSM are the starting and ending storage addresses of the

dictionary entry that should be applied to the biochip. When the signal-processing

module sends a signal indicating that an error has occurred, the FSM transitions to

the corresponding faulty state for error recovery and the starting and ending storage

addresses of the dictionary entry are updated accordingly. When the FSM sends
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the addresses of the dictionary entry, the data that are stored in the corresponding

memory cells are sent to the output of the ROM. In the experiment, we limit the

maximum number of errors in the bioassay to one in order to prevent both the size

of the error dictionary and the CPU time required to generate the error-dictionary

from becoming prohibitively high.

8.5 Experiment Results and Demonstration

In this section, we present biochip fabrication details, experimental results, and a

demonstration of error recovery.

Biochip Fabrication and Chip Specifications1

As illustrated Figure 8.9(a), the DMFB device used in the experiment consists of

three major components. The gasket is sandwiched between the top plate and

the bottom plate to create the operation area for the electrowetting-on-dielectric

(EWOD) function. The acrylic top plate is laser cut into the appropriate shape and

the pipette holes are also laser cut into the top plate. A layer of ITO is then applied

on top of the acrylic to provide the ground plane when the EWOD function is active.

The ITO layer is sputtered onto the acrylic plate and its thickness is controlled to

be 140 nm. The surface of the top plate needs to be hydrophobic in order for the

EWOD function to work. Therefore, CYTOP is spun onto ITO layer of thickness

80 nm. The bottom plate is fabricated based on a silicon substrate of 500 µm thick.

On top of the silicon substrate, there is a thin layer of thermal oxide of thickness

1 µm. The electrode is patterned out of the Cr layer. The Cr layer is deposited

using EBPVD technique and the thickness of that layer is 100 nm. The electrode

is patterned using lithography, resulting in a total of 32 electrodes and connection

1 The fabrication and assembly of biochip components have been executed by Prof. Richard Fair’s
research group.

283



Figure 8.9: The Fabricated biochip which is used in the experiment: (a) Cross
section; (b) layout.

wires to the contacting pads. Above the Cr layer, the dielectric layer is deposited

using Parylene C with thickness of 1.1 µm. The surface is also kept hydrophobic by

being spun on a layer of CYTOP of thickness 80 nm.

The device is completed by bonding the top plate and the bottom plate using the

gasket layer. The gasket layer is made out of a 120 µm thick adhesive SecureSeal.

The SecureSeal is laser cut to define the operation area. The three components is

aligned and bonded together after the gasket is ready. Over night vacuum desiccation

is used to evaporate the solvent used during the fabrication.

The chip layout is shown in Figure 8.9(b). The size of electrode used in the ex-

periment is 1mm×1mm. Actuation signals of electrodes are transferred through the

contact between the contact pads on the biochip and the pin array on the connection

board. The channel height is determined by the gasket thickness, which is 120 µm

in our experiment. The volume of the droplet can be hence calculated to be 120 nL.

The liquid in the droplet is DI water. During the experiment, the device is filled

with 2 cS silicone oil first to prevent the water droplet form evaporation.
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Results and Videos

The FPGA device used in the experiment was an Altera Cyclone IV with 6.3 Mb

embedded memory. The synthesis results show that the signal-processing modules,

memory modules, and FSM modules on the FPGA consume a total of 597 logic

elements (2% of the available elements), 180 Kb (3% of the available memory) and

10 user I/Os (3% of the available pins). The demo setup is shown in Figure 8.10.

Several experimental runs were carried out using the fabricated chip and the control

system. A CCD camera was used to capture the video, and images were extracted

from the recorded video.

Videos of the error-recovery experiments are available online [257]. Droplets were

routed as discussed in Section 8.3. The fault-free video shows the initial droplet

route. If an error occurs, the droplets cannot reach the checkpoints as planned

in the experiment. At that point, the corresponding entry in the error dictionary

is activated and the error-recovery solution is triggered. Successful re-routing of

droplets was observed in all cases, and snapshots of the experiment are shown in

Figure 8.11.

Figure 8.10: The experiment setup in the laboratory.
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Figure 8.11: Snapshots extracted during the execution of the dilution-protocol ex-
periment described in Figure 8.2(b). These snapshots show automated error recovery
when check #1 fails: (a) Start of the experiment, where three droplets DP1, DP2,
and DP3 are dispensed onto the array; (b) a dilution operation is performed using
DP1 and DP2; (c) check #1 fails indicating that DP2 is stuck due to a certain defect,
therefore the control system invokes error recovery through the hardware dictionary;
(d) error recovery is realized by moving the backup droplet DP1 to the detector; (e)
a further step of dilution is performed by mixing DP1 and DP3 (while avoiding the
faulty path); (f) splitting operation is performed; (g) DP1 is moved to the detector
to perform check #2; (h) after a successful check, the final product DP1 is moved
for collection.

8.6 Chapter Summary

In this chapter, we have demonstrated error detection and recovery in a cyber-

physical digital-microfluidic biochip. Compared to previous work, fault tolerance

was achieved in the proposed system via a fully integrated hardware-based control

system. Hence, the approach described in this paper is a significant step towards re-

liable PoC quantitative-analysis protocols. Detection of errors was performed using

a capacitive sensor, the test outcome was interpreted by a hardware signal process-

ing module, and error recovery was accomplished through a hardware dictionary.
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We have presented the details of the fabricated biochip. We have also reported the

experimental results based on this biochip and a link to videos has been given.
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Part IV:
Security Vulnerabilities and Countermeasures

of Quantitative-Analysis Frameworks



9

Security Vulnerabilities of Quantitative-Analysis
Frameworks

Despite the widespread use of biomolecular quantitative assays in clinical diagnos-

tics, environmental monitoring, and DNA forensics; there has been no study on the

potential security implications of biomolecular platforms particularly cyber-physical

microfluidic systems. Recent cyberattacks have revealed the vulnerabilities of auto-

mated systems [258,259].

If an attacker gets control of the quantitative-analysis framework, he can tamper

with the collected samples or maliciously modify the assay operation to either ma-

nipulate the assay outcome or to disrupt the assay operation. The attacker could be

a person who wants to jeopardize another person’s health by manipulating his/her

clinical diagnostic results, a malicious organization that wants to disrupt the prod-

ucts from a specific vendor, or a criminal who aims to mislead forensics-based judicial

decisions [144].

This chapter provides an assessment of the following security vulnerabilities [22,

143, 144]: (1) bioassay-result manipulation on DMFBs, which can be triggered by

bioassay-level attacks; (2) insecure cyber-physical integration in DMFBs, which can
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form a backdoor for system-level sensor-spoofing or information-leakage attacks; (3)

forgery of DNA samples, which can be carried out as a biochemical-level attack

during DNA preparation. In Chapter 10, we introduce security countermeasures

against bioassay-level attacks and DNA-forgery attacks. Research that investigates

additional countermeasures for microfluidic systems, especially for securing cyber-

physical integration and sample differentiation, has been executed in collaboration

with other research groups, therefore it is not included in this thesis. This research

has been published in [260–267].

The key contributions of this chapter are as follows:

• We define a comprehensive attack framework and assess the security of a DMFB

from all possible malicious aspects that relate to a potential attacker. We

identify strengths and weaknesses of an attacker based on his role in the design,

manufacturing, and use of the DMFB.

• We identify assay-outcome manipulation attacks and describe the basic secu-

rity vulnerabilities associated with these attacks. A case study based on a

colorimetric assay for glucose testing is used.

• We identify the challenges that arise from attacks in the presence of error-

correction and error-recovery mechanisms in cyber-physical DMFBs. We show

how to overcome these challenges and develop attacks on cyber-physical DMFBs

with built-in error recovery.

• We discuss our benchtop experimental study that investigates threats associ-

ated with DNA preparation in gene-expression analysis. We present real-life

demonstration of DNA-forgery attacks along with the resulting outcomes.

The rest of the chapter is organized as follows. Section 9.1 assesses threats as-

sociated with DMFBs. Section 9.2 describes attacks of assay-outcome manipulation
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on enzymatic glucose assay. Section 9.3 discusses attacks on DMFBs in the presence

of built-in cyber-physical error-recovery mechanisms. Section 9.4 demonstrates secu-

rity threats associated with DNA preparation in gene-expression analysis. Section 9.5

concludes the chapter.

9.1 Threats Assessment of DMFBs

Advances in digital-microfluidics technology offer tremendous benefits for enzymatic

analysis, DNA analysis, immunoassays, toxicity monitoring, and clinical diagnostics.

It has been also considered as a means to counter bio-terrorism [268]. On the other

hand, since standard CMOS is an attractive technology option for DMFBs [15], they

may be a target of attacks demonstrated on CMOS ASICs [269] and FPGAs [270].

Similar to their counterparts in CMOS chip (ASIC or FPGA) design, attacks on

DMFBs can target stealing of hardware intellectual property (IP) [271], chip and IP

reverse engineering [272,273], and chip counterfeiting [274]. However, in this section,

we assess the security of DMFBs against attacks that are unique to biochip-based

bioassays such as bioassay result-manipulation attacks.

Who is the Attacker?

The attacker could be a user of the DMFB or anyone associated with the design

and manufacturing flow of a DMFB. Considerable interest has been generated in

recent years in remote-access laboratories that can implement microfluidics-based or

robotics-based automated procedures for running biochemistry protocols [275, 276].

For such remotely accessible lab-automation systems, the attacker can be anybody

with internet access who can compromise the service provider’s cybersecurity system.

We consider the following two DMFB design flows.

General-Purpose DMFB Design Flow: This is an FPGA-like design flow, where

a general-purpose DMFB is procured, i.e., it can run any bioassay. The sequencing

291



graph of a bioassay is synthesized onto the DMFB, i.e., the corresponding actuation

sequences is generated. Figure 9.1(a) shows the different participants in this design

flow. This design flow is also applicable when designing cyber-physical DMFB sys-

tems where the synthesis step is repeated and a new set of actuation sequences is

generated based on feedback from the sensors on the DMFB (Chapter 8). In this

design flow, it is reasonable to assume that the biocoder—who converts an assay pro-

tocol into a sequencing graph and provides it to the designer—the DMFB designer,

the tester, and the user are the same individual. Hence, one needs to consider two

General-purpose 
DMFB vendor

CAD tool 
vendor

Biocoder

Designer/ 
Tester

UserTool

Sequencing 
graph

General-purpose 
DMFB

General-purpose 
DMFB + actuation 
sequences

(a)

CAD tool 
vendor

Biocoder

Designer

Foundry

Tester

User

Sequencing 
graph

Tool

DMFB 
layout

Custom 
DMFB

Actuation 
sequences

Custom 
DMFB + 
Actuation 
sequences 

(b)

Figure 9.1: Participants in (a) a general-purpose DMFB design flow, and (b)
custom DMFB design flow.
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adversaries namely, the biocoder/designer and the CAD tool vendor.

Custom DMFB Design Flow: This is an ASIC-like design flow (Figure 9.1(b)),

where the biocoder who controls the DMFB platform sends the biochemical protocol

to the design house as a sequencing graph. He gets the actuation sequences and

the fabricated application-specific DMFB from the design house and programs the

DMFB with it. The DMFB platform runs the assay on the DMFB according to the

actuation sequences. In this design flow, the CAD tool vendor, the biocoder, the

designer, the foundry, or the tester could be a potential adversary.

Attacks on General-Purpose DMFBs

We discuss the security implications of a general-purpose DMFB when the attacker

is one of the following two individuals.

Malicious Biocoder/Designer: A malicious biocoder/designer can launch the

strongest attack as he can tamper with the assay or other system software. The

attack steps that a malicious designer can follow are: (1) tamper with the assay

operation by modifying the assay or by altering the CAD steps; (2) generate the ac-

tuation sequences for the golden assay and the malicious assay; (3) deploy the golden

actuation sequences and opportunistically replace it with the malicious actuation se-

quences. Since the designer is also the user of the DMFB, he can manually substitute

the golden actuation sequences with the malicious actuation sequences. He can also

do the same by using a DMFB control software controlled trigger. Therefore, he can

launch manipulation and denial-of-service attacks.

Malicious CAD Tool Vendor: A compromised CAD tool can add malicious op-

erations into the assay. For example, it can add operations that corrupt the assay

outcome. This attack is similar to the always-active hardware Trojan attack [269].

The assay outcome will always be wrong and can be easily detected by a user.
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Attacks on Custom DMFBs

In a custom DMFB design flow, there are numerous parties that could be malicious.

Only a malicious biocoder can incorporate different types of triggers with the ac-

tuation sequences as he has access to the DMFB platform. Other parties, even if

malicious, can not incorporate different types of triggers as they do not have access to

the DMFB platform. In the absence of triggers, malicious operations will be always

active during the assay execution and can be easily detected by a user. Therefore,

only the malicious biocoder can launch stealthy attacks.

Relation to Prior Work on Hardware Trojans

A hardware Trojan is a malicious modification that can be inserted into an integrated

circuit to disable or destroy the system based on specific inputs or a specific time.

Trojan threats are facilitated by the fact that the CMOS design flow is horizontal

and distributed among different actors. A Trojan taxonomy classifies these threats

and helps develop frameworks to detect and mitigate them [269]. Since DMFB

design flows are similar to those of CMOSs; therefore, most of the contemplated

hardware Trojans for CMOS chips are applicable to DMFBs as well. A DMFB

Trojan taxonomy is shown in Figure 9.2. Trojans can be broadly categorized based on

Trojan insertion phase, abstraction level, trigger mechanism, effect, and location [22].

We use this taxonomy to describe the attacks on DMFBs, assuming a horizontally

distributed design flow.

The result-manipulation attacks launched during the general-purpose DMFB de-

sign flow can be classified as hardware Trojans inserted during the design phase

and at the bioassay-level. Furthermore, these Trojans are externally triggered by

a malicious biocoder/designer and the trigger mechanism is manual. Finally, these

Trojans change functionality and is inserted into the DMFB processor. The only

difference for a custom DMFB design flow is the insertion phase. Unlike the general-
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DMFB 
Trojans

Figure 9.2: DMFB Trojan taxonomy. Trojan categories in bold text are unique
to DMFBs [22]. Note that the abstraction-level classification is aligned with the
security assessment performed in Section 1.5.

purpose DMFB design flow, the Trojan is inserted in the specification phase when

the malicious biocoder provides the assay sequencing graph to the design house.

The investigated attacks against DMFBs explore Trojans inserted during the

specification phase and that are manually triggered. As the vertically-integrated

DMFB design flows evolve to a horizontally-distributed design flow, additional Trojan

attacks demonstrated on ASICs and FPGAs [269] become relevant.

9.2 Manipulation Attacks on Glucose-Test Results

In this section, we highlight result-manipulation attacks on DMFBs wherein a ma-

licious biocoder/designer manipulates an assay outcome by maliciously altering dif-

ferent parameters of the assay, such as sample concentration, incubation time, and
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mixing time. We also present a case study based on a glucose-testing assay.

Compromising the Sample Preparation

In DMFB-enabled quantitative analysis, one of the major tasks is to prepare samples

and reagents of desired concentrations, which are then mixed together to perform

the assay operation (Section 1.6). A typical DMFB uses LED-photodiode sensors.

In an assay, the rate of reaction is proportional to the concentration of a specific

element in the sample. The rate of reaction is equivalent to the rate of change of

the optical absorbance [13]. Hence, if the concentration of the sample is altered, the

optical absorbance measured by the photodiodes will be different.

A malicious biocoder/designer can tamper with the sequencing graph of the assay

in order to manipulate the assay outcome. We show two such attacks that alter the

sample concentration by tampering with the sequencing graph. Consider the case,

where the required concentration of the sample is 1
2m

, where m is an integer. The re-

quired concentration is achieved during the sample preparation phase of the assay by

performing a series of m mix-and-split (dilution) operations using the original sample

and the buffer1 [104]. In each mix-and-split operation, the sample concentration is

reduced by half. Let us assume that the test result will be considered to be positive

only when the concentration of the sample is greater than or equal to CFhigh. In

another case, the test result will be negative when the sample concentration is less

than CFlow.

Suppose the malicious biocoder/designer wants to manipulate the result to change

it to positive. In this case, he saves one of the discarded sample droplets, e.g., the

waste droplet of the i-th mix-and-split operation, such that the concentration 1
2i

of the discarded waste droplet is greater than CFhigh. At the end of the sample

1 A buffer solution, such as 1 M NaOH, is mixed with a sample droplet in order to dilute the
constituent sample.
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preparation, the saved intermediate waste droplet is replaced by the target droplet.

The malicious biocoder/designer knows about the assay operation corresponding to

the sample preparation, and hence, he can simulate the sequencing graph of the assay

and interpret the value of i. On the other hand, to produce a negative test outcome,

the malicious biocoder/designer can perform additional mix-and-split operations on

the target sample. Therefore, instead of the m-th mix-and-split operation, the target

droplet is generated at the n-th mix-and-split operation (n > m), such that the final

concentration 1
2n

is less than CFlow.

Figure 9.3(a) shows the sequencing graph for sample preparation. The concen-

tration of the sample droplet is diluted to 1
24

by performing four mix-and-split op-

erations. In each mix-and-split operation, the sample droplet is mixed with a buffer

droplet and then split into two droplets of half the concentration. One of the two
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Figure 9.3: Malicious modification of the sequencing graph for sample preparation:
(a) Replacing the final droplet with the waste droplet. (b) Inserting additional mix-
and-split cycle. B, W, and T are the buffer, the waste, and the target droplets,
respectively. The nodes I and D represent the dispensing and the dilution operations,
respectively.
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droplets (W) is discarded and the other one (I) is used for the next mix-and-split

operation.

In this example, CFhigh = 1
24

and CFflow = 1
25

. The dotted line in Figure 9.3(a)

shows how the target droplet can be replaced by the waste droplet of the third

mix-and-split operation, enforcing positive test result ( 1
23
> CFhigh). On the other

hand, Figure 9.3(b) introduces an additional mix-and-split operation (highlighted by

the dotted rectangle) to further reduce the concentration to 1
25

. Therefore, one can

manipulate the assay outcome by adding only a few edges or nodes in the original

sequencing graph.

The sample concentration can also be tampered with during DMFB synthesis. A

malicious designer can alter the concentration either during the architectural-level or

during the physical-level synthesis [77]. During the architectural-level synthesis, the

malicious designer can modify the timing of scheduled operations. In the physical-

level synthesis, malicious modifications can be done in two different ways: (1) by

changing the placement of mixing/dilution operations, such that the operations are

assigned to mixers with unsuitable characteristics (Chapter 2); and (2) by tampering

with the droplet routing to extend a droplet route, increasing the rate of liquid

evaporation in DMFBs (Chapter 3). Such tampering can manipulate the results

when a general-purpose DMFB is used. Malicious modification of results is not

possible in custom DMFB design flow, due to lack of trigger mechanism.

Compromising the Incubation Time and Mixing Time

The incubation time and the mixing time of an assay have a major impact on the sam-

ple preparation. Incubation is widely used for cell culture, lysis, immunoassays, etc.

For example, immunoassays are based on reactions that perform antigen-antibody

bindings. One can target a specific antibody by designing a sample with the corre-

sponding antigen attached to magnetic beads, as described in Section 1.1. Therefore,
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the sample droplet is mixed with one droplet containing magnetic beads with primary

capture antibodies and another droplet containing reporter antibodies to report the

binding progress. This mix is then incubated for a specific duration depending on

the target percentage of antigen capture [38].

If the incubation time is not sufficient, the required percentage of binding may

not be reached. Mixing time also has a similar impact on sample preparation, i.e., an

insufficient mixing time might lead to incorrect results [170]. A malicious biocoder

can tamper with the incubation/mixing time while providing the assay specifications

to the designer. He can develop a result-manipulation attack by getting the golden

and the malicious actuation sequences from the designer, and then by opportunisti-

cally replacing the golden actuation sequences with the malicious one. This attack

is applicable to general-purpose and custom DMFB design flows.

Instead of directly changing the mixing time, a malicious biocoder can change the

mixer geometry during resource binding. Mixing via a 4 × 2 two-dimensional array

takes less time than that via a 4×1 linear array. The malicious biocoder can also ma-

nipulate the incubation/mixing time by altering the timing of scheduled operations

(architectural-level synthesis) or by tampering with droplet routing (physical-level

synthesis).

Case Study: Attacks on Glucose-Test Results

We use in-vitro measurement of glucose, which is a widely used quantitative-analysis

clinical-diagnosis method for diabetes mellitus (hyperglycemia), as a case study. Ac-

cording to data from the Centers for Disease Control and Prevention (CDC), in 2015

alone, 26.3 million people in the U.S. were diagnosed with diabetes [277]. A diabetic

patient has to undergo regular glucose test for proper monitoring. Based on the blood

glucose level, the amount of insulin to be injected into the patient is determined.

We demonstrate two attacks on the in-vitro measurement of glucose in serum
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and show that a malicious biocoder/designer can manipulate the assay outcome. We

consider a general-purpose DMFB design flow. The malicious biocoder/designer can

generate either positive or negative test results irrespective of the original glucose

concentration in the serum. An erroneous positive test result (high blood glucose)

could trigger a high dose of insulin injection into the patient’s body, which may

lead to a life threatening hypoglycemia. Similarly, an erroneous negative test re-

sult (low blood glucose) may further worsen the hyperglycemia (the patient remains

untreated). In both cases, the patient’s life is endangered. Moreover, the clini-

cal laboratory under the attack may be subjected to litigation and lawsuits due to

inaccurate test results [56].

In-Vitro Glucose Test: In-vitro glucose test is used to determine the concentration

of glucose in human physiological fluids, such as serum. An obvious application of

this economical test is the determination of the blood sugar level2. The bench-top

sequence for this test, known as glucose assay, is realized on a DMFB as a colorimetric

assay, in which the color change is detected using an absorbance measurement system

consisting of a light emitting diode and a photodiode [13].

This assay measures the glucose concentration level in a blood sample by con-

structing the glucose calibration curve (Figure 1.17) via serial dilutions of the stan-

dard glucose solution, as described in Section 1.6. The X-axis represents the different

concentrations formed by these dilutions (in mg/dL) and the Y-axis represents the

rate of reaction quantified by the change in absorbance degree reported as AU/sec

(absorbance unit per second). This curve helps interpolate the concentration of the

glucose sample under test. As shown in Figure 1.17, the reaction rate of the sample

is a point on the Y-axis and the corresponding point on the X-axis is the sample

concentration.

2 Normal/safe levels of blood glucose (measured in mg/dL) depend on several factors, such as age,
food activity, interference with other diseases, etc.
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DMFB Attack Trigger Mechanism: Suppose the malicious biocoder/designer

wants to manipulate test samples of a specific patient. In this case, the malicious

biocoder/designer can trigger it using the source id. He can mark the targeted source

ids in the database. The trigger program is then activated when the targeted sample

is injected to the chip (a barcode scan system can be used to register/identify the

sample before operation starts [5]) and the registered identity matches the target

source id. Once activated, the malicious actuation sequences are executed instead of

the original one.

Attack Model: The malicious biocoder/designer can manipulate the assay by tam-

pering with the calibration curve shown in Figure 1.17. The calibration curve can be

tampered with when the DMFB is calibrated using standard glucose solutions. The

malicious biocoder/designer alters the concentrations for one or more of the standard

glucose dilutions and produces a wrong calibration curve. He can also manipulate

the assay by changing the concentration of the sample itself. Note that the LED-

photodiode sensor in this assay is not designed to identify malicious modifications.

Its sole purpose is to report the rate change in absorbance in the enzyme-kinetic

reaction [13]. As described earlier, known concentrations of glucose solution are

used to plot the calibration curve. On this curve, the rate of reaction measured by

a fluorescence detector is plotted against the glucose concentration. After drawing

the curve, the rate of reaction for a glucose sample is used to determine the sample

concentration. To demonstrate the attacks, we consider the following three scenarios:

1. Golden execution: No attack is carried out.

2. Attack 1: The concentration of the glucose sample is modified via a malicious

dilution operation.

3. Attack 2: The calibration curve is manipulated by tampering with the concen-

trations of the glucose solution during calibration.
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Golden Execution: The sequencing graph shown in Figure 9.4 describes the golden

execution for the glucose assay. The sequencing graph consists of four independent

reaction chains 1, 2, 3, and 4, measuring the rate of reaction for a blank/buffer droplet

(chain 1), glucose solution concentrations 800, 400, 200, 100, 50, 25 mg/dL (chain

2), glucose solution concentrations 300, 150, 75 mg/dL (chain 4), and the glucose

sample (chain 3). The calibration curve is generated using the reaction chains 1, 2,

and 4, while the reaction chain 3 is used to determine the glucose concentration of

the sample.

Attack 1: The malicious biocoder/designer tampers with the assay result by chang-

ing the concentration of the glucose sample as shown in Figure 9.5. The thick dotted

lines show the changes in the sequencing graph compared to the golden sequencing

graph. The waste buffer droplet W1 generated from S3 is mixed with the glucose

sample droplet of I6 and then diluted in Dl10. Since the concentration of the glucose

sample is halved, the result of the assay execution will be wrong. The user is unaware
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glucose sample droplet, R is the 0.7 µL reagent droplet, GS is the 1.4 µL 800 mg/dL
glucose solution droplet, and Wi is the waste droplet. Di, Dli, Si, Mi, and Ii are the
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Figure 9.5: In Attack 1, the waste buffer droplet generated by the splitting opera-
tion S3 is used to dilute the sample droplet in Dl10. The thick dotted lines show the
changes with respect to the golden sequencing graph.

that a waste buffer droplet is used for tampering with the sample concentration. Us-

ing the golden calibration curve shown in Figure 9.6, the user will interpret the result

as follows. In the golden calibration curve, the dots are the standard sample points

corresponding to glucose solution concentrations (75, 150, ..., 800 mg/dL). The user

will interpret the sample concentration as 110 mg/dL instead of the original concen-

tration of 220 mg/dL. Hence, the patient may not be treated with the medication

for high blood sugar, which could be life threatening.

If the patient or the medical practitioner wants to verify the result then there

are two possible options: either to repeat the same test on the same DMFB, or to

test it on a different DMFB by a different lab. It is highly likely that the test, when

repeated by a different lab, will yield the correct result.

Attack 2: The malicious biocoder/designer tampers with the golden calibration

curve to have the resulting reported concentration of the glucose sample different

from (either higher or lower than) the golden value. We will show how the reported
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Figure 9.6: Malicious glucose concentrations: The thin dotted lines represent the
modified glucose concentration measured on the golden curve. The thick dotted lines
represent the glucose concentration measured on the malicious curve.

concentration of the glucose sample can be made higher than the golden value. The

attack is performed by tampering with the sequencing graphs for reaction chains 2

and 4 to generate a malicious calibration curve. The two waste buffer droplets

generated from D1 and S3 in the golden sequencing graph are used for this purpose.

The malicious sequencing graph for such an attack is shown in Figure 9.7.

The thick dotted lines show the changes with respect to the golden sequencing

graph. The waste buffer droplet (after D1) in the reaction chain 1 is merged with the

glucose solution (the droplet generated from I2) in the reaction chain 2, thus diluting

the entire reaction chain 2. The glucose solution concentrations in the reaction

chain 2 are reduced to (400, 200, 100, 50, 25, 12:5 mg/dL) half of their golden

values. Similar effect can also be seen in the reaction chain 4, where the waste buffer
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Figure 9.7: In Attack 2, the discarded buffer droplets of D1 and S3 are mixed
with the droplets of I2 and l7, respectively, diluting the reaction chains 2 and 4,
respectively.

droplet generated from S3 is mixed with the glucose solution droplet generated from

I7. The dotted curve in Figure 9.6 shows the malicious calibration curve generated

by Attack 2.

The DMFB user is unaware that the calibration curve is malicious. The user

will interpret the result using the malicious calibration curve (the dotted curve in

Figure 9.6). The result will show a higher concentration of glucose compared to the

golden result. As the figure shows, the original concentration is 220 mg/dL when the

golden calibration curve is used. Following Attack 2, the measured concentration is

440 mg/dL since the malicious calibration curve is used. Hence, the patient will be

falsely alarmed and may receive a high dose of insulin, if this is the only test that he

relies on.

A practical step-by-step scenario for the attack described above is as follows.

• Step 1: The patient visits the pathology department and his blood sample is

collected, labelled with the patient’s barcode, and forwarded to the diagnosis
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lab.

• Step 2: In the lab, the pathologist scans the sample using the barcode reader

(connected to the target system) and then selects the in-vitro diagnostic test

(actuation sequences) in the system.

• Step 3: The trigger program is activated upon the scan of the barcode and

alerted that the sample belongs to the target patient. The trigger program

then selects the Attack 2 actuation sequences instead of the original actuation

sequences.

• Step 4: When the malicious actuation sequences are executed, a high glucose

concentration in the sample will be detected by the assay operation.

• Step 5: The patient will be falsely treated with high dose of insulin.

Experimental Results

The golden, Attack 1, and Attack 2 sequencing graphs are executed using an open-

source DMFB tool [100] on a 17×31 electrode-array DMFB with 7 input reservoirs3.

A 100 Hz clock was considered for actuating the electrodes. The DMFB design times

for the golden, Attack 1, and Attack 2 assays are 35, 39, and 62 milliseconds, respec-

tively, while the assay execution times are 8.5, 9.26, and 10.46 seconds, respectively.

Attack 1 is difficult to detect, since the difference in the DMFB synthesis time (35

ms versus 39 ms) and assay execution time (8.5 s versus 9.26 s) are negligible. This is

because the attack alters the glucose sample using one additional dilution operation.

Attack 2 impacts a large portion of the glucose assay, since it alters the concentra-

tions of the glucose solution. The difference between the golden assay execution time

and Attack 2 assay execution time is 1.9 seconds (8.5 s versus 10.46 s). The difference

3 We used list scheduler, left-edge placer, and maze router for the DMFB design.
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in the DMFB synthesis time is only 23 ms (39 ms versus 62 ms). It is unlikely that

the user can notice such a small change in the DMFB assay execution times.

9.3 Attacks in the Presence of Cyber-Physical Integration

As explained in Chapter 8, error recovery can be introduced to DMFBs via cyber-

physical integration. Runtime operational errors related to droplet mobility, size,

or sample concentration can be detected using an integrated sensor or a connected

charge-coupled device (CCD) camera. A feedback signal from this monitoring device

can be used to invoke a procedure for error correction if needed.

From a biocoder’s perspective, error-recovery techniques might expose the mali-

cious modifications in the assay. In order to make the attack stealthy, the biocoder

not only needs to manipulate the sample as shown in Attack 1 and Attack 2 in

Section 9.2, but also needs to bypass the error-recovery techniques. However, from

a designer’s perspective, the current error-recovery techniques are relatively easy to

bypass and, in fact, can be used as a backdoor for sensor-spoofing or information-

leakage attacks [278] (Figure 9.2).

Attacks on a General-Purpose Cyber-Physical DMFB

The malicious designer needs to bypass the checkpoints and he can do so by removing

them from the malicious sequencing graph. The checkpoints (similar to checks #1

and #2 in Figure 8.2) are meant for the control software and not for the users, and

they can be incorporated with the help of back-end software tools, as demonstrated

in Chapter 8. When a fault-free DMFB is used, the removal of checkpoints will not

impact the assay outcome. However, if a faulty DMFB is used and the user knows

the expected assay outcome a priori, only then he will infer that the DMFB is faulty

and the deployed error-recovery technique will fail to detect the fault. It should be

noted that the attack does not permanently bypass the error-recovery mechanism.
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Rather, it is bypassed only for the specific samples from the targeted individual as

mentioned in the five steps of the last paragraph of Section 9.2. We highlight that

this is a novel attack within the taxonomy shown in Figure 9.2 and it has not been

reported or explored in the context of ICs. Therefore, the user will not have prior

knowledge of the attack.

Alternately, the malicious designer can tamper with the threshold against which

intermediate results, e.g., frequency-coded signals in Figure 8.7, are compared so

that the error-recovery system does not report an error.

Attacks on a Custom Cyber-Physical DMFB

In this design flow, the malicious biocoder provides a malicious sequencing graph

to the design house. The design house incorporates checkpoints into the malicious

sequencing graph by following their standard design process for the cyber-physical

DMFB with error recovery [11,51,254]. Therefore, the malicious biocoder will receive

a set of actuation sequences with support for error recovery for the malicious assay.

Now, although the malicious biocoder can replace the golden actuation sequences

with the malicious actuation sequences, the checkpoints remain in the malicious

assay and the error-recovery component remains in the control software. Therefore,

while executing the malicious assay, the error-recovery software will compare the

intermediate results generated at the checkpoints with the golden values. Since the

intermediate results for the malicious assay will be different from those for the golden

assay, an error is generated, triggering re-synthesis of the golden assay. This in turn

overwrites the malicious actuation sequence with the golden actuation sequence.

Thus the attack will fail.
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Attacks on the Control Software

Error-recovery techniques in a cyber-physical DMFB pose new challenges to an at-

tacker (malicious biocoder/ designer), specially in a custom DMFB design flow. For a

cyber-physical DMFB that uses a control software for error recovery, the only option

for the malicious biocoder is to tamper with the error-recovery software. In this case

the attack will be the same for both design flows. A malicious biocoder can tamper

with the error-recovery portion of the control software to bypass the error-recovery

mechanism. This requires reverse-engineering the control software binary [279].

9.4 DNA-Forgery Attacks on DNA Preparation

In this section, we demonstrate DNA-Forgery attacks using a benchtop experimental

study. We highlight the impact of such attacks on the resulting DNA amplification.

DNA Preparation, Amplification, and Analysis Using Traditional PCR

Recall that the objective of PCR-based gene-expression analysis is to study the tran-

scriptional profile of a certain reporter gene, e.g., green fluorescent protein (GFP), in

a given sample. In Chapter 2, we described our benchtop study for quantitative PCR

(qPCR), also known as real-time PCR, where the amount of DNA can be determined

in real-time using DNA-amplification curves. Herein, we describe a similar study for

determining the amount of DNA, but using traditional PCR instead. Unlike qPCR,

traditional PCR measures the amount of accumulated DNA segments, referred to as

amplicons, at the end of the PCR cycles by using agarose gel electrophoresis [280].

Traditional PCR is less expensive than qPCR and it is suitable for DNA finger-

printing that distinguishes between samples based on the genetic material. Hence,

it is widely used as a reference model in many settings including DNA forensics and

clinical diagnostics.

Similar to our qPCR study in Chapter 2, traditional PCR typically requires
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three sample pathways to be processed in parallel. One pathway represents PCR

processing of the sample under investigation (SUI). A second pathway represents a

positive control (PTC), which is expected to produce visible amplicons at the end

of the reaction. A third pathway represents a negative control (NTC), which should

not show any amplicons in the reaction result. PTC is used to examine the efficiency

of the reagents and the PCR procedure, whereas NTC is used to detect carryover

contamination. If amplicons are observed from SUI, then it is concluded that the

given sample belongs to a cluster of sample types that exhibit gene-expression activity

at the locus of this particular amplicon. Likewise, if no amplicons are observed,

i.e., similar to the NTC pathway, then the sample belongs to a different cluster.

Obviously, both PTC and NTC play a key role in the determination of the sample

identity; therefore, they must be processed carefully.

Agarose gel electrophoresis is a routinely used method for separating protein,

DNA or RNA molecules [280]. Hence, PCR products (amplicons) are size-separated

by the aid of an electric field where negatively charged DNA molecules migrate toward

an anode (positive) pole. The shorter the amplicon4, the further the sample will reach

on the gel. Figure 9.8 shows the outcome of gel electrophoresis for four samples used

in our study. Samples S2 and S3 are samples that exhibit amplicon generation

through DNA amplification and the target amplion contains a large number of base

pairs. Hence, the molecular-weight size markers (shown as white bands called “DNA

bands”) associated with these samples indicate that a short distance (X) has been

migrated. Sample S4 also exhibits DNA amplification, but the resulting amplicons

contain a smaller number of base pairs5. Therefore, the DNA band associated with

S4 indicates that S4 has travelled a longer distance; see Y . Sample S1 represents an

4 It indicates a lower molecular weight.

5 A gene mutant with a smaller number of base pairs can be created from another by enabling
enzymatic gene deletion.
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Figure 9.8: Measurement of DNA amplification using gel electrophoresis.

NTC pathways and it does not show a white band since no DNA amplification has

occurred.

The process of DNA amplification is highly precise and it is sensitive to any

modifications applied to the DNA-preparation process. Therefore, the results we

obtain from agarose gel electrophoresis can be used to capture potential attacks on

DNA-processing flows.

Attack Models for Gene-Expression Analysis

Despite stringent precision requirements of PCR implementation, DNA-preparation

steps for PCR can be regarded as potential attack surfaces that can be exploited by

a malicious adversary, who may be interested, for example, in tampering with the

final results of a DNA forensic analysis. The tampering can result in the complete

destruction of evidence (the true DNA-amplification profile), or modification of evi-

dence such that it produces a misleading result. To demonstrate this capability, we

carried out a benchtop experiment that executed DNA-amplification analysis on 6

different samples. In this experiment, 4 runs of PCR amplification were performed

in parallel. The first run represents the golden, i.e., mainstream, implementation of
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the protocol, where all the protocol settings are adjusted normally. The remaining

three runs represent malicious implementation of PCR, where DNA preparation was

deliberately altered. More specifically, we “simulated” three potential attacks on the

PCR bioassay6; these attacks were designed to demonstrate the following malicious

behavior:

• Attack 1: It is an attack that causes all collected samples to maliciously report

a positive signal of DNA amplification. We refer to this attack as positive

denial-of-service (PDoS) attack.

• Attack 2: It is an attack that causes all samples to maliciously report a negative

value of DNA amplification (i.e., no DNA amplification occurs). We refer to

this attack as negative denial-of-service (NDoS) attack.

• Attack 3: It is an unsophisticated attack that replaces samples. We refer to

this attack as sample switching.

Attack 1 and Attack 2 cause complete destruction of the evidence, whereas At-

tack 3 results in modification of the evidence. Details of the implemented benchtop

experiment are presented below.

Benchtop Experiment of Malicious DNA Preparation

As mentioned earlier, we performed an experiment that involved 4 parallel runs

of PCR amplification. Recall that the first run was specified to include the only

trusted implementation of PCR assay (golden assay). Herein, we first describe the

experiment setup for the 4 parallel PCR runs. Next, we explain the steps we used

to implement the golden as well as the malicious PCR reactions.

Experiment Setup and DNA Preparation: A typical implementation of a PCR

run consists of four main steps: (1) sample preparation; (2) reagent preparation; (3)

6 Similar evaluation can be applied to microfluidic PCR.
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conducting PCR reaction and amplification; (4) analysis using gel electrophoresis

(Figure 1.16). Hence, to start the experiment, we first prepared the crude DNA

samples, which were isolated from a culture of S. pombe cells (via cell lysis and

purification process) after the cell culture had been grown overnight. Figure 9.9

shows the starting DNA samples we used in the experiment. Second, for each PCR

run, we prepared a PCR mixture tube, also known as a master mix, that consists

of 36 µL of buffer, 18 µL of deoxynucleotides (dNTPs), 36 µL of primers, 7.2 µL

of MgCL2, 82.8 µL of H2O, and 3 µL of the Taq polymerase, each quantity was

pipetted carefully into the tube starting with the largest component, i.e., H2O. Since

our experiment included 4 parallel PCR runs, we prepared 4 PCR master mixes, as

shown in Figure 9.10. To ensure complete diffusion of PCR reagents, PCR tubes

were finally spun using a micro-centrifuge (Figure 9.10).

Golden vs. Malicious Reactions: The steps that have been described thus far

do not include any adversarial reactions. That is, the 4 master mixes were clean

and they were prepared using the same quantities of reagents. To demonstrate the

Figure 9.9: Crude DNA samples used in the experiment.
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Figure 9.10: Preparation of 4 PCR master mixes.

attacks described earlier, we opted to alter the contents of master mixes 2 and 3 to

reflect Attack 1 (PDoS) and Attack 2 (NDoS), respectively, while master mixes 1

and 2 were kept clean to implement the golden reactions and to implement Attack

3 (sample switch), respectively7. To implement PDoS, we added a small quantity of

PTC (ura4+) to master mix 2. We also implemented NDoS by adding ethylenedi-

aminetetraacetic acid (EDTA) to master mix 3.

Having prepared the samples and PCR master mixes, we prepared a PCR plate

that included all the chemicals needed for the 4 parallel runs; see Figure 9.11. We

therefore divided a set of empty tubes into 4 rows, where each row contained 8

tubes. The reason for including 8 tubes (not only 6 tubes associated with the 6 DNA

samples) was that two additional tubes per row (i.e., per PCR run) were needed for

PTC and NTC, as described earlier in this section.

The tubes that were located at the first row on the plate were used for chemical

reactions associated with the golden PCR assay. In each tube, we pipetted 20 µL of

PCR reagent, which was transferred from the first (golden) master-mix tube. Next,

we added 1 µL of crude extract of each DNA sample to a separate tube, starting

from tube #3. We also pipetted 1 µL of NTC (distilled water) into tube # 1 and

7 Sample-switch attack does not require alteration to the master mix.
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Figure 9.11: Preparation of the PCR plate.

1 µL of PTC (ura4+) into tube #2; thus using tubes #1 and #2 for referencing

(Figure 9.11). We repeated the same steps to fill in the tubes located at the second

and the third rows, where master mix 1 was replaced with master mixes 2 and 3,

respectively. Finally, the tubes located at the four row were filled in using DNA

samples that were randomly selected; thus triggering Attack 3 (sample switching).

Having filled in all the tubes on the PCR plate, the tubes were closed, then placed

in a balanced micro-centrifuge, and spun for a few seconds. Immediately after the

spin, we placed the reaction tubes in the thermal cycler, which had been programmed

to perform DNA amplification by continuously raising and lowering the temperature

of the PCR-plate content in discrete, pre-programmed steps. Figure 9.12 shows the

transfer of PCR samples into the thermal cycler. After the PCR program had fin-

ished, we transferred the PCR-plate contents into the gel electrophoresis apparatus,

allowing the chemical solutions to migrate over the gel with the aid of an electric

field; Figure 9.13 shows the transfer of 8× 4 samples into the gel. Note that the gel

was virtually divided into four sections, and each section was loaded with samples

from a certain row of tubes on the PCR plates. This approach allowed us to easily
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Figure 9.12: Transfer of PCR tubes into the thermal cycler.

Figure 9.13: Transfer of PCR tubes into the gel electrophoresis device after thermal
cycling.

compare the outcomes of all the PCR runs. Also, in each section, we pipetted a

specific chemical reagent, known as DNA ladder, which has fragments of DNA of

different sizes, allowing us to benchmark the results of the PCR-related chemical

solutions. Gel electrophoresis was run for an hour, then the gel block was trans-

ferred to a chamber that contains a source of UV light in order to visualize the DNA

bands. Figure 9.14 shows a view of the gel after the electrophoresis process, viewing

the migration of PCR samples. Result interpretation is discussed next.
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Figure 9.14: Migration of PCR samples through the gel.

Interpretation of Gel-Electrophoresis Results

Figure 9.15 shows the results obtained by gel electrophoresis. As expected, the DNA-

ladder plot is divided into four regions: (1) the top-left region (Region 1) contains

the DNA bands associated with the golden PCR reaction; (2) the top-right region

(Region 2) represents the DNA bands based on Attack 1 (PDoS); (3) the bottom-left

region (Region 3) shows the DNA bands for Attack 2 (NDoS); (4) the bottom-right

region (Region 4) contains the DNA bands based on Attack 3 (sample switching).

In all of these sections, the result of the benchmark (the DNA ladder) is located at

the leftmost column (column 1).

By analyzing Region 1 (trusted result), we observe that column 2 does not show

any DNA bands; this result is expected since this column is associated with the

NTC tube where DNA amplification does not occur. In contrast, column 3 shows

a DNA band, capturing the effect of DNA amplification within the PTC tube. The

remaining columns show various results of DNA amplification, depending on whether
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Figure 9.15: Results of DNA amplification for the 4 PCR reactions.

the target gene expresses at the target amplicon locus and also the length of the

amplicon (number of base pairs). The DNA samples represented by columns 4 and 8

exhibit DNA amplification and they have amplicon mutants that are longer (contain

more base pairs) compared to those in the DNA samples represented by columns 5

and 9.

In Region 2, we observe that all the columns exhibit the same high DNA-

amplification profile, indicating that all the samples were deliberately manipulated

to express the target gene. This behavior shows the impact of maliciously adding

PTC reagent to all samples, causing PDoS attack. This result is invalid and can-

not be used by clinical lab for assessing a patient condition or by a forensic lab to

distinguish DNA samples.

Similarly, in Region 3, no DNA amplification is reported at all samples since no

DNA bands exist. This result indicates that all the samples, including the reference
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PTC sample at column 3, were tampered with to suppress the expression of the

target gene, causing NDoS attack. This result is also invalid and cannot be used to

distinguish DNA samples. Note that both PDoS and NDoS attacks can be easily

detected.

Finally, the different DNA bands observed in Region 4 indicate that no PDoS or

NDoS attacks were launched. However, the profile of DNA bands shown in Region 4

is different from that of Region 1, indicating that DNA samples were likely switched

or replaced with other samples, i.e., subjected to sample-switching attack. Note that

this attack is hard to detect unless the switching action impacted either the PTC

or the NTC samples, causing abnormal behavior at either column. For instance, in

column 1 of Region 4, we observe a DNA band, meaning that DNA amplification

has occurred. Since column 1 is associated with the NTC sample, which is supposed

to disallow DNA amplification, this observation is sufficient to prove that either the

NTC sample was tampered with/contaminated or the samples (including NTC) have

been switched.

In many cases, Attack 3 can be stealthy and hard to observe, especially if the

attacker is aware of the locations of the NTC and PTC samples. Therefore, in

Chapter 10, we present a benchtop study that provides an efficient countermeasure

technique against Attack 3 based on DNA barcoding.

9.5 Chapter Summary

We have reported an assessment of the security risks associated with today’s quantitative-

analysis frameworks that can jeopardize the healthcare or defense industry. We have

presented three forms of threats, two of which are related to DMFBs: (1) assay-result

manipulation threats, which can have a catastrophic effect on the integrity of the

DMFB assay outcomes; (2) threats related to cyber-physical system components,

which may result in improper sensor calibration or adversarial control behavior; (3)
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DNA-forgery threats, which can deliberately destruct or switch DNA samples. We

have described a benchtop study that evaluates the security implications of malicious

DNA analysis.

An important next step in our research is to develop fluidic defenses against

attacks on basic biomolecular analysis.

320



10

Security Countermeasures of Quantitative-Analysis
Frameworks

In Chapter 9, we examined security vulnerabilities of quantitative-analysis frame-

works. This chapter continues our security analysis by presenting two effective coun-

termeasures that secure the execution of biomolecular assays. The proposed coun-

termeasures target: (1) securing the execution of a DMFB-enabled assay against

intellectual property (IP) piracy [145], and (2) protecting genomic samples against

forgery threats. The former defense mechanism introduces the concept of microflu-

idic encryption based on microfluidic logic gates, and the latter is developed based on

a benchtop experimental study. The key contributions of this chapter are as follows:

• We introduce the application of microfluidic logic gates to secure DMFB de-

signs. Next, we develop microfluidic multiplexer logic to enable fluidic input-

based control of droplets.

• We propose a microfluidic encryption technique to protect assays against bioassay-

level Trojans, DMFB IP piracy, overproduction, and counterfeiting. Analysis

is performed to highlight the correlation between DMFB design parameters
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and a security metric.

• We introduce the concept of DNA barcoding to secure collected samples against

biochemical-level forgery attacks. Basic security analysis is performed based

on the characteristics of a DNA barcode, e.g., sequencing information.

• We describe a benchtop experimental study that demonstrates the barcoding

defense mechanism.

The rest of this chapter is organized as follows. Section 10.1 presents our DMFB-

enabled encryption technique. Section 10.2 explains the role of biochip’s aging char-

acteristics in reinforcing security and the associated security metric. Security anal-

ysis and simulation results corresponding to microfluidic encryption are presented

in Section 10.3. Section 10.4 describes the principles of the DNA-barcoding defense

strategy. The details of the barcoding benchtop study are provided in Section 10.5.

Finally, Section 10.6 concludes the chapter.

10.1 Microfluidic Encryption

Robust countermeasures are needed to address the threats described in Section 9.2.

Our premise is that protection at the microfluidic bioassay level will be especially

effective to ensure the integrity of bioassay outcomes. The concept of hardware

metering-based protection of IP with a secret key has been explored for CMOS

chips [281, 282]. We propose to adapt this solution for DMFBs and incorporate mi-

crofluidic encryption into the synthesis of biochemistry protocols. This approach can

be viewed as encryption at the microfluidic level, whereby the sequencing graph Gs

for a bioassay protocol is transformed to a different sequencing graph G̃s(Gs ⊂ G̃s)

through a sequence of control data (the “secret key”) that is known only to an autho-

rized user. If the correct key is provided during assay execution, the desired sequence
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of microfluidic operations will be permitted and the bioassay will be enabled. On

the other hand, if the key provided by a user does not match the secret key, the

flow of droplets through the DMFB will be blocked and no detection results will be

provided by the system.

Microfluidic Encryption Methodology

For microfluidic encryption, we propose the use of 2-to-1 fluidic multiplexers with two

fluidic data inputs, one fluidic control input, and one fluidic data output. The control

input can be viewed as one bit of the “secret key”. A number of such multiplexers

can be inserted into Gs to form G̃s. The sequencing graph G̃s executes the correct

assay operations only if these multiplexers are controlled by the correct secret key

input. Since only one droplet is forwarded to downstream assay operations, the

additional droplets at some point must be routed to an on-chip waste reservoir. To

prevent an attacker from making an inference about droplet transportation to the

waste reservoir, the additional droplets can be held in randomly chosen temporary

locations on the DMFB, and discarded with the waste resulting from the biochemical

procedures at the end of the assay.

Figure 10.1(a) shows a segment of the sequencing graph of a generic bioassay,

where the two dispensed droplets in O1 and O2 are mixed in O3. The droplet resulting

from O3 is again mixed in O5 with the droplet generated from O4. A detection

operation O6 is performed on the droplet that results from O5. The encrypted

sequencing graph is shown in Figure 10.1(b). The two input droplets to mixer O3

are controlled by the control inputs of the multiplexers. The presence of a control

droplet (logic 1, as explained below) is known only to the authorized user. An

inverse implementation can also be considered, whereby the absence of a control

droplet (logic 0) forwards the required droplet. We envision strategic insertion of

several such fluidic multiplexers in the sequencing graph; the associated presence
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security measures in DMFB design process allows a
malicious designer to insert hardware Trojans by alter-
ing the design. A malicious individual in the foundry
may also insert hardware Trojans into the DMFB. An
attacker can insert a hardware Trojan by altering the
calibration process for the embedded capacitive sen-
sors or optical detectors, leading to incorrect readings
during run-time. A malicious user can insert a Trojan
by altering actuation sequences of the DMFB.

2. IP Theft: In DMFBs, the bioassay protocol is the
proprietary IP that is generally given to the designer
in the form of a sequencing graph. A malicious de-
signer can sell the IP in black market. An attacker
with physical access to a DMFB, can reverse-engineer
the DMFB by depackaging, delayering, and image pro-
cessing. DMFB designs are less complex compared to
their CMOS counterpart, thus making them easier to
reverse-engineer by adapting CMOS specific reverse-
engineering techniques [25].

3. Counterfeiting DMFBs: An attacker may recycle
used DMFBs and sell them as new; this can adversely
a↵ect the safety, security, quality, and reliability of the
DMFB application.

4. Over-production of DMFBs: An untrusted DMFB
foundry may fabricate more DMFBs than authorized
by the owner of the IP and sell them illegally.

4. MICROFLUIDIC ENCRYPTION
Robust countermeasures are needed to address the afore-

mentioned threats. Our premise is that protection at the
microfluidic level will be especially e↵ective to ensure the
integrity of bioassay outcomes. The concept of hardware
metering based protection of IP with a secret key has been
explored for CMOS chips [3,6,18]. We propose to adapt this
solution for DMFBs and incorporate microfluidic encryp-
tion into the synthesis of biochemistry protocols. This ap-
proach can be viewed as encryption at the microfluidic level,
whereby the sequencing graph G for a bioassay protocol is
transformed to a di↵erent sequencing graph G0 (G ⇢ G0)
through a sequence of control data (the “secret key”) that
is known only to an authorized user. If the correct key is
provided during assay execution, the desired sequence of mi-
crofluidic operations will be permitted and the bioassay will
be enabled. On the other hand, if the key provided by a user
does not match the secret key, the flow of droplets through
the DMFB will be blocked and no detection results will be
provided by the system.

4.1 Microfluidic Encryption Methodology
For microfluidic encryption, we propose the use of 2-to-1

fluidic multiplexers with two fluidic data inputs, one fluidic
control input, and one fluidic data output. The control input
can be viewed as one bit of the “secret key”. A number of
such multiplexers can be inserted into G to form G0. The se-
quencing graph G0 executes the correct assay operations only
if these multiplexers are controlled by the correct secret key
input. Since only one droplet is forwarded to downstream
assay operations, the additional droplets at some point must
be routed to an on-chip waste reservoir. To prevent an at-
tacker from making an inference about droplet transporta-
tion to the waste reservoir, the additional droplets can be
held in randomly chosen temporary locations on the DMFB,
and discarded with the waste resulting from the biochemical
procedures at the end of the assay.
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Figure 4: Microfluidic encryption: (a) An assay
that mixes three droplets and then the detection
operation is done on the resultant droplet. (b) En-
crypted sequencing graph with two fluidic multiplex-
ers (FMUX) to control the droplet generated from
O1 and O2. The correct control input, i.e., the key,
ensures that the droplets O1 and O2 are selected.

Figure 4(a) shows a segment of the sequencing graph of a
generic bioassay, where the two dispensed droplets in O1 and
O2 are mixed in O3. The droplet resulting from O3 is again
mixed in O5 with the droplet generated from O4. A detec-
tion operation O6 is performed on the droplet that results
from O5. The encrypted sequencing graph is shown in Fig-
ure 4(b). The two input droplets to mixer O3 are controlled
by the control inputs of the multiplexers. The presence of a
control droplet (logic 1, as explained below) is known only to
the authorized user. An inverse implementation can also be
considered, whereby the absence of a control droplet (logic
0) forwards the required droplet. We envision strategic in-
sertion of several such fluidic multiplexers in the sequencing
graph; the associated presence (logic 1) or absence (logic 0)
of control droplets constitute the secret key. Only an autho-
rized user would know the bit pattern that “opens” all the
fluidic multiplexers to forward droplets as required.

4.2 Realization of a Fluidic Multiplexer
Digital microfluidic logic gates were introduced in [28] to

enable built-in self-test (BIST) for DMFBs. A number of
key logical operations (e.g., AND, OR, and inverter) were
experimentally demonstrated using a fabricated DMFB. The
main idea behind the design for microfluidic logic is that in
a DMFB platform if a droplet volume is not large enough
to have su�cient overlap with an adjacent electrode, it can-
not move under a nominal actuation voltage. A logic ‘1’
defines the presence of a droplet of unit or larger volume at
an input or output port, while a logic ‘0’ defines the absence
of a droplet at an input or output port. Using the princi-
ple of electrowetting-on-dielectric, the basic gates AND, OR
and NOT are implemented through basic droplet-handling
operations such as transportation, merging, and splitting.

We adopt the concept of microfluidic logic gates to de-
velop a fluidic multiplexer. Figure 5 shows an example of
the fluidic multiplexer and its fluidic operations, where I0
and I1 are the inputs for the data droplets and C is the
control input. The output droplet is produced at Z. The
multiplexer takes 33 cycles to produce the output. Actu-
ation sequences are crafted in such a way that it will first
merge and split the droplets at electrodes 1 and 3. Then
the droplet at 3 is transported to 1 to mix it with the input
droplet generated through I0 and carry it to the output Z
while the other droplet of the split operation is discarded.

3

Figure 10.1: Microfluidic encryption: (a) An assay that mixes three droplets and
then the detection operation is performed on the resultant droplet. (b) Encrypted
sequencing graph with two fluidic multiplexers (FMUX) to control the droplet gener-
ated from O1 and O2. The correct control input, i.e., the key, ensure that the droplet
O1 and O2 are selected.

(logic 1) or absence (logic 0) of control droplets constitute the secret key. Only an

authorized user would know the bit pattern that “opens” all the fluidic multiplexers

to forward droplets as required.

Realization of a Fluidic Multiplexer

Digital microfluidic logic gates were introduced in [283] to enable built-in self-test

(BIST) for DMFBs. A number of key logical operations (e.g., AND, OR, and in-

verter) were experimentally demonstrated using a fabricated DMFB. The main idea

behind the design for microfluidic logic is that in a DMFB platform if a droplet

volume is not large enough to have sufficient overlap with an adjacent electrode, it

cannot move under a nominal actuation voltage. A logic ‘1’ defines the presence

of a droplet of unit or larger volume at an input or output port, while a logic ‘0’

defines the absence of a droplet at an input or output port. Using the principle

of electrowetting-on-dielectric, the basic gates AND, OR and NOT are implemented

through basic droplet-handling operations such as transportation, merging, and split-
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ting.

We adopt the concept of microfluidic logic gates to develop a fluidic multiplexer.

Figure 10.2 shows an example of the fluidic multiplexer and its fluidic operations,

where IFMUX and IIFMUX are the inputs for the data droplets and CFMUX is the

control input. The output droplet is produced at ZFMUX . The multiplexer takes 33

cycles to produce the output. Actuation sequences are crafted in such a way that

it will first merge and split the droplets at electrodes 1 and 3. Then the droplet

at 3 is transported to 1 to mix it with the input droplet generated through IFMUX

and carry it to the output ZFMUX while the other droplet of the split operation is

discarded.

Next, the reference droplet at 19 is transported to 1, so that it can merge with

any untransferable droplets (half-volume droplets). The reference droplet is split at

2 and one of the droplets is transferred to 13 to mix with the input droplet generated

through IIFMUX and carry it to the output.

Figure 10.2(a) shows the initial state of the multiplexer for two different scenarios:

the figure on the left shows the presence of a control droplet and the figure on the

right shows the absence of the control droplet. Therefore, the presence of control

droplet will have valid mix and split operations (shown on the left of Figure 10.2(b)).

On the other hand, in the absence of the control droplet, only the split operation

will take place and the resultant droplets will be of half-unit volume, which cannot

be actuated (shown on the right of Figure 10.2(b)). Similarly, the second reference

droplet is used to transport the leftover droplets of the split operation. Again, if

there are leftover droplets at 1 and 3, only then will the second reference droplet mix

with them and split into unit-volume droplets (shown on the right of Figure 10.2(e)

and (f)). Thus, the presence of a control droplet will lead to the transportation of

the input droplet IIFMUX to the output and while IFMUX will remain static in the

form of two half-unit volume droplets. In the absence of the control droplet, the
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Figure 10.2: Fluidic multiplexer operation sequence. In each pair of figures, the
figure on the left illustrates the presence of a control droplet while the figure on the
right illustrates the absence of the control droplet. (a) Shows the initial state, (b)
droplets at 1 and 3 merge, (c) droplet at 2 splits, (d) droplets at 3 and 12 move
towards 9 and 1, respectively, (e) droplet at 1 splits, (f) droplet at 3 moves towards
13.

effect will be vice versa. Note that the input droplets are split into half-unit volume

so that they cannot be directly actuated/transported.

Fluidic Multiplexer Synthesis

The fluidic multiplexer implements conditional fluidic operations, which is not com-

patible with the existing DMFB design synthesis framework. For example, as shown

in the operations in Figure 10.2(b), if CFMUX is present, then the corresponding

mix-and-split of CFMUX and RFMUX will produce two unit-volume droplets. In that
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case, one droplet moves to electrode 9 to mix with droplets in 5 and 7, and the other

droplet is transported to wash reservoir (WRFMUX) as shown in Figure 10.2(c). On

the other hand, in the absence of the droplet CFMUX , the corresponding mix-and-split

operation will produce two half unit-volume droplets, which cannot be transported

and later mixed with the second reference droplet. The droplet volume, which could

be half or full unit-volume, dictates the resulting mix; half-unit volume implies a mix

with the second reference droplet, while full unit-volume implies a mix with input

droplets at IIFMUX . This scenario is not supported by existing CAD tools [77].

Motivated by our synthesis methods in Chapters 2 and 3, which support “if-then-

else” conditions, we propose a new synthesis approach to support conditional fluidic

operations by incorporating certain routing information; e.g., a route has to include

certain predetermined electrodes in the sequencing graph. Figure 10.3 shows the

sequencing graph of the fluidic multiplexer. A dotted edge ẽs between nodes (vs1,

vs2) defines that during routing, droplet vs1 has to be transported to the electrode

storing vs2, where vs1, vs2 ⊂ Gs and Gs is the sequencing graph. For example, in

Figure 10.3(a), the droplet RFMUX,2 will be transported to electrodes storing two

droplets generated by the SFMUX,1 split operation. This implies that RFMUX,2 will

mix in WFMUX,1 and MFMUX,2 if and only if SFMUX,1 produced two half unit-volume

droplets. In the other case, the droplets will follow the sequencing graph without the

dotted edges. Figure 10.3(b) shows the fluidic operations when the droplet CFMUX

is present; the execution of the leftmost subgraph will transport the input droplet

IFMUX to ZFMUX while the other two subgraphs will result in half unit-volume

droplets. Figure 10.3(c) shows the fluidic operations in the absence of CFMUX ,

where the execution of the subgraph on the right will lead to the transportation of

the input IFMUX .
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Figure 10.3: Sequencing graph of the fluidic multiplexer: (a) Sequencing graph
corresponding to the multiplexer. CFMUX , RFMUX , and {IFMUX , IIFMUX} are con-
trol, reference, and input droplets, respectively. The dotted lines represent additional
condition, i.e., during routing, droplet RFMUX will be transported to the electrodes
storing droplets generated from SFMUX,1. (b) Multiplexing in the presence of the
control droplet. IFMUX is transported to ZFMUX by one of the droplets generated
from SFMUX,1. Droplet RFMUX,2 will not be able to mix with the droplets generated
from SFMUX,1, hence, splits into half volume droplets (shown as H). (c) Multiplex-
ing in the absence the control droplet. In this case, RFMUX,2 will mix with two
half-volume droplets generated from SFMUX,1, hence, IIFMUX will be transported to
ZFMUX
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Selection of Multiplexer Locations

From a biochemistry perspective, the execution time of an assay is a crucial parame-

ter. Each droplet in an assay has a specific lifetime (dictated by physical constraints

such as degradation time and evaporation rate) and the droplet has to be used

within its lifetime (Chapter 3). Hence, the insertion of the multiplexer should have

minimum effect on the critical execution time of the assay. We define the criti-

cal timing delay tcrit of an assay as the longest path in the assay from a dispense

node to the output node. For example, in Figure 10.1, the critical timing delay

is 3 (O1 → O3 → O5 → O6). Therefore, the objective of multiplexer-insertion

optimization is to determine the locations of a given number of fluidic multiplex-

ers such that the critical timing delay of the encrypted sequencing graph is min-

imum. The critical timing delay of a fluidic multiplexer itself in Figure 10.1 is 5

(CFMUX → MFMUX,1 → SFMUX,1 → MFMUX,2 → MFMUX,3 → ZFMUX). Algo-

rithm 10.1 describes a greedy approach for multiplexer insertion, where nMUX is

the maximum number of multiplexers to be inserted into the sequencing graph.

Algorithm 10.1 Greedy Microfluidic Encryption

Input: Sequencing graph Gs = (Vs, Es)

Output: Encrypted sequencing graph G̃s

1: G̃← Gs; . Initialization
2: Vsel ← ∅; . Nodes selected for multiplexer insertion
3: for i = 0 to nMUX do
4: GFMUX ← ∅; . A list of candidate encrypted graphs
5: KFMUX ← ∅; . Timing delays associated with GFMUX
6: for each vsi ∈ Vs − Vsel do
7: Gsvi ←InsertMultiplexer(i, vsi, G̃s);
8: tcrit,vsi ← ComputeDelay(Gsvi);
9: AddModifiedGraphList(GFMUX , Gsvi);

10: AddTimingDelayToList(KFMUX , tcrit,vsi);
11: tcrit(min) ← GetMinimumDelay(KFMUX);

12: G̃s ← SelectEncryptedGraph(tcrit(min),GFMUX);
13: AddSelectedNodeToSet(Vsel, vsi);

14: return G̃s;
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Secure Biochemistry Synthesis

The microfluidic encryption procedure is invoked between the biocoding and the

DMFB design phases (see Figure 9.1). The input to the encryption algorithm is the

high-level design specification of the assay in the form of a sequencing graph. The

output of this algorithm is the encrypted sequencing graph. The designer receives an

encrypted sequencing graph and synthesizes it to generate the DMFB layout and the

actuation sequences. The actuation sequences represent the locked form of the assay,

which can be unlocked by applying the correct control input pattern (the secret key)

to obtain a valid (fluidic) data flow.

10.2 Aging Reinforces DMFB Security

Aging has a greater impact on DMFBs as compared to their CMOS counterpart.

As described earlier in Section 2.3, it is known that DMFBs degrade quickly and

must be discarded within a few hours [284]; the short lifetime can be attributed to

the rapid degradation of electrodes during DMFB operation. Several experimental

and analytical methods have studied the causes of electrode degradation in order to

identify DMFB fabrication methods that can enhance reliability [15]. In our frame-

work, we take advantage of DMFB electrode degradation to enhance system security

against potential attacks. We exploit the fact that electrodes can withstand only a

limited number of actuations before dielectric breakdown occurs [23]. Therefore, an

attacker can make only a limited number of attempts to break the security scheme

(i.e., guess the secret key through trial and error) before the DMFB fails.

Next we examine two DMFB-related parameters in more detail to characterize

and evaluate the security countermeasure: (1) the number of electrode actuations

per electrode; (2) the thickness of the dielectric layer. Electrode degradation (or

lifetime) can be analyzed on the basis of the threshold voltage needed to transport
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a droplet between adjacent electrodes based on the electrowetting phenomenon.

Number of Electrode Actuations

The degradation model for the electrodes in Section 2.3 describes the impact of

excessively using an electrode on its lifetime. According to this analysis, an elec-

trode’s lifetime can be divided into three regions: reliable operation, safety margin,

and breakdown (Figure 2.7). In the reliable operation region, the threshold voltage

needed for actuation is constant. Then, it increases linearly in the safety margin re-

gion. Finally, in the breakdown region, a significant increase in the threshold voltage

is required to transport a droplet; this increase, in turn, quickly leads to dielectric

breakdown and electrode failure [252].

Thickness of the Dielectric Layer

Thickness of the dielectric layer plays a crucial role in determining the lifetime of a

DMFB. It is desirable to make the dielectric thinner in order to reduce the voltage

required for actuation—the thinner the dielectric, the lower is the actuation voltage.

However, the breakdown voltage imposes a lower limit on the dielectric thickness.

We can design and fabricate a DMFB such that it permits reliable actuation

only for a certain duration, thus limiting the usability of the DMFB if an attacker

attempts to obtain the secret key through brute-force trial and error. For example,

given the dielectric thickness de = 2.3 µm for the dielectric material considered in

Figure 10.4, the designer can derive the breakdown voltage (120 V) and the threshold

voltage (90 V) from Figure 2.7. Using these two values, we can use Figure 2.7 to

determine the maximum number Nact of allowable electrode actuations (Nact = 260,

in this case) for reliable execution of the DMFB. Since each attempt to run the target

bioassay with a random key leads to a known number of electrode actuations, Nact

can be used to derive an upper limit nact (nact << Nact) on the number of attempts
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Figure 10.4: Electrowetting threshold and dielectric breakdown voltage versus
dielectric thickness [23].

that an attacker can make before the chip breaks down.

10.3 Encryption Security Analysis and Simulation Results

In this section, a detailed security analysis is provided to evaluate the effectiveness

of microfluidic encryption. Microfluidic encryption is applied to three benchmark

assays—in-vitro, PCR, and Protein [95]—and area and performance overheads are

obtained. We have used a custom C++ program to encrypt a given assay by op-

timally inserting multiplexers into the sequencing graph. Two multiplexer-insertion

algorithms have been implemented: (i) a baseline method in which multiplexers are

randomly inserted at various positions in the sequencing graph; (ii) the proposed

greedy algorithm. The open-source DMFB synthesis tool [100] is used to synthe-

size assays. For the synthesis flow, we used list scheduler, left-edge placer, and the

modified maze router [100].
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Security Analysis

In this subsection, we examine the security benefits associated with the use of fluidic

multiplexers.

Number of Electrode Actuations: Figure 10.5 shows the maximum number of

electrode actuations corresponding to the number of multiplexers being used. With-

out encryption, in-vitro, PCR, and Protein assays require 8, 2, and 22 actuations,

respectively. These numbers increase in a linear fashion with the number of mul-

tiplexers, necessitating an increase in the dielectric thickness in order to retain the

same lifetime of the DMFB. On the other hand, a fixed dielectric thickness will de-

grade the life-time of the DMFB with an increase in the number of multiplexers. For

example, in-vitro assay requires a maximum of 8 actuations per electrodes. If the

dielectric thickness is chosen as 2.3 µm, the maximum number of actuations that is

possible before breakdown can be calculated (from Figure 2.7 and Figure 10.4) to

Figure 9: Change in the number of electrode actua-
tions with an increase in the number of multiplexers.

Figure 10: Change in number of electrodes with an
increase in the number of multiplexers.

meaningful outcome that can pass scrutiny.

6.1.4 DMFB supply-chain security
In the proposed framework, any party in the DMFB sup-

ply chain other than the biocoder can be malicious. To
ensure security, the biocoder will provide the designer only
an encrypted sequencing graph for the assay, but does not
hand over the secret key. Without the secret key, a ma-
licious designer is thwarted from extracting the assay pro-
tocol, and hence, cannot steal the IP. A malicious foundry
can overproduce DMFBs, but without the secret key, over-
produced DMFBs will be useless. In the same way, it is
evident that the proposed microfluidic encryption provides
protection against counterfeiting.

6.2 Area Overhead
The area overhead is calculated as the number of elec-

trodes in the electrode array. Figure 10 shows the area over-
head corresponding to the number of multiplexers, where “0
multiplexer” represents no encryption. We have considered
up to eight multiplexers. The number of electrodes increases
linearly with the number of multiplexers. Eight multiplex-
ers lead to 286%, 139%, and 170% increase in the number
of electrodes for in-vitro, PCR, and Protein assays, respec-
tively. The increase in the DMFB footprint will be much

Figure 11: DMFB layout of a fabricated 5⇥5 elec-
trode array with 32 input/output pads [10].

less than the increase in the number of electrodes, because
in real DMFBs, the input/output pads are much larger than
the actual microfluidic array. As shown in Figure 11, for a
fabricated biochip [10], 32 input/output pads consume more
area than the 5⇥5 electrode array. We can keep the num-
ber of I/Os the same for the larger number of electrodes by
sharing control pins [10]. As a result, the impact on DMFB
area can be minimized. Note that these results are specific
to the synthesis tool that we have used. While the results
are likely to be slightly di↵erent for other synthesis tools, we
expect the trends to hold.

6.3 Bioassay Execution-Time Overhead
Figure 12 and 13 show the execution-time overhead corre-

sponding to the insertion of multiplexers using the baseline
(random) method and the proposed optimization method,
respectively. As shown in Figure 12, the random insertion of
multiplexers result in a sharp increase in the execution time
for all the three assays. For example, with 8 randomly in-
serted multiplexers, the execution time of in-vitro and PCR
assays increase by 10X, whereas it is only 2X for Protein as-
say. Each additional multiplexer adds as much as one second
of execution-time overhead. For the proposed optimization
method, the execution-time overhead is considerably less for
the largest assay (20% increase in execution-time overhead
for Protein assay), but it is comparable to the overhead for
random insertion for the two smaller assays. This is because
for smaller assays, there are only a few possible locations

Figure 12: Execution-time overhead associated with
the random insertion of multiplexers.

7

Figure 10.5: Change in the number of electrode actuations with an increase in the
number of multiplexers.
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be 250. This implies that with 2.3 µm dielectric thickness, a DMFB can reliably

execute the in-vitro assay 250
8
≈ 31 times. However, with eight multiplexers, the

number of times the DMFB can be used is reduced to 250
60
≈ 4. Hence an attacker

will get very few attempts to guess the secret key by trial and error, and security of

the DMFB is significantly enhanced. By carefully choosing the dielectric thickness

and the number of multiplexers, the designer can not only protect the DMFB against

a brute-force attack, but also quantify the strength of this countermeasure. Since

DMFBs are disposable and intended for one-time use, a reduction in the number of

times that it can be used does not affect its applicability in practice.

Protection Against Brute-Force Attacks: The number of multiplexers defines a

security metric for microfluidic encryption. As discussed in Section 10.2, the designer

can carefully choose the number of multiplexers and the DMFB dielectric thickness

to thwart attacks. For example, with a 2.3 µm dielectric thickness and an eight-bit

key, an attacker can be limited to only five brute-force attempts. Therefore, the

attacker cannot exhaustively try all 256 possible keys.

It may be noted that the microfluidic encryption is based on one common secret

key to activate all the DMFB chips, as all these chips are generated based on the same

encrypted sequencing graph. As shown in [115,271], there exists significant chip-to-

chip variability in DMFB fabrication, characterization, measurements. Such inherent

variability can be incorporated into the proposed fluidic encryption framework, via

side-channel fingerprinting schemes [22], to ensure unique key for DMFBs. Efficient

designs of side-channel fingerprinting is left for future work.

Protection Against Hardware Trojan Attacks: The hardware Trojan attacks

described in Chapter 9 manipulate the assay outcome by altering the sequencing

graph. In order to launch such a manipulation-based attack, the attacker must have

a prior knowledge of the assay. The proposed microfluidic encryption obfuscates

the assay; therefore, the attacker can no longer alter the assay to get a meaningful

334



outcome that can pass scrutiny.

DMFB Supply-Chain Security: In the proposed framework, any party in the

DMFB supply chain other than the biocoder can be malicious. To ensure security,

the biocoder will provide the designer only an encrypted sequencing graph for the

assay, but does not hand over the secret key. Without the secret key, a malicious

designer is thwarted from extracting the assay protocol, and hence, cannot steal

the IP. A malicious foundry can overproduce DMFBs, but without the secret key,

overproduced DMFBs will be useless. In the same way, it is evident that the proposed

microfluidic encryption provides protection against counterfeiting.

Area Overhead

The area overhead is calculated as the number of electrodes in the electrode array.

Figure 10.6 shows the area overhead corresponding to the number of multiplexers,

where “0 multiplexer” represents no encryption. We have considered up to eight

multiplexers. The number of electrodes increases linearly with the number of multi-

plexers. Eight multiplexers lead to 286%, 139%, and 170% increase in the number

of electrodes for in-vitro, PCR, and Protein assays, respectively. The increase in the

DMFB footprint will be much less than the increase in the number of electrodes,

because in real DMFBs, the input/output pads are much larger than the actual

microfluidic array. As shown in Figure 8.9(b), for a fabricated biochip (described

in Chapter 8), 32 input/output pads consume more area than the 5 × 5 electrode

array. We can keep the number of I/Os the same for the larger number of electrodes

by sharing control pins. As a result, the impact on DMFB area can be minimized.

Note that these results are specific to the synthesis tool that we have used. While

the results are likely to be slightly different for other synthesis tools, we expect the

trends to hold.
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Figure 9: Change in the number of electrode actua-
tions with an increase in the number of multiplexers.

Figure 10: Change in number of electrodes with an
increase in the number of multiplexers.

meaningful outcome that can pass scrutiny.

6.1.4 DMFB supply-chain security
In the proposed framework, any party in the DMFB sup-

ply chain other than the biocoder can be malicious. To
ensure security, the biocoder will provide the designer only
an encrypted sequencing graph for the assay, but does not
hand over the secret key. Without the secret key, a ma-
licious designer is thwarted from extracting the assay pro-
tocol, and hence, cannot steal the IP. A malicious foundry
can overproduce DMFBs, but without the secret key, over-
produced DMFBs will be useless. In the same way, it is
evident that the proposed microfluidic encryption provides
protection against counterfeiting.

6.2 Area Overhead
The area overhead is calculated as the number of elec-

trodes in the electrode array. Figure 10 shows the area over-
head corresponding to the number of multiplexers, where “0
multiplexer” represents no encryption. We have considered
up to eight multiplexers. The number of electrodes increases
linearly with the number of multiplexers. Eight multiplex-
ers lead to 286%, 139%, and 170% increase in the number
of electrodes for in-vitro, PCR, and Protein assays, respec-
tively. The increase in the DMFB footprint will be much

Figure 11: DMFB layout of a fabricated 5⇥5 elec-
trode array with 32 input/output pads [10].

less than the increase in the number of electrodes, because
in real DMFBs, the input/output pads are much larger than
the actual microfluidic array. As shown in Figure 11, for a
fabricated biochip [10], 32 input/output pads consume more
area than the 5⇥5 electrode array. We can keep the num-
ber of I/Os the same for the larger number of electrodes by
sharing control pins [10]. As a result, the impact on DMFB
area can be minimized. Note that these results are specific
to the synthesis tool that we have used. While the results
are likely to be slightly di↵erent for other synthesis tools, we
expect the trends to hold.

6.3 Bioassay Execution-Time Overhead
Figure 12 and 13 show the execution-time overhead corre-

sponding to the insertion of multiplexers using the baseline
(random) method and the proposed optimization method,
respectively. As shown in Figure 12, the random insertion of
multiplexers result in a sharp increase in the execution time
for all the three assays. For example, with 8 randomly in-
serted multiplexers, the execution time of in-vitro and PCR
assays increase by 10X, whereas it is only 2X for Protein as-
say. Each additional multiplexer adds as much as one second
of execution-time overhead. For the proposed optimization
method, the execution-time overhead is considerably less for
the largest assay (20% increase in execution-time overhead
for Protein assay), but it is comparable to the overhead for
random insertion for the two smaller assays. This is because
for smaller assays, there are only a few possible locations

Figure 12: Execution-time overhead associated with
the random insertion of multiplexers.

7

Figure 10.6: Change in number of electrodes with an increase in the number of
multiplexers.

Bioassay Execution-Time Overhead

Figure 10.7 and 10.8 show the execution-time overhead corresponding to the insertion

of multiplexers using the baseline (random) method and the proposed optimization

method, respectively. As shown in Figure 10.7, the random insertion of multiplexers

result in a sharp increase in the execution time for all the three assays. For example,

with 8 randomly inserted multiplexers, the execution time of in-vitro and PCR assays

increase by 10X, whereas it is only 2X for Protein assay. Each additional multiplexer

adds as much as one second of execution-time overhead. For the proposed optimiza-

tion method, the execution-time overhead is considerably less for the largest assay

(20% increase in execution-time overhead for Protein assay), but it is comparable

to the overhead for random insertion for the two smaller assays. This is because

for smaller assays, there are only a few possible locations where multiplexers can be

inserted and random insertion is as effective as optimized placement. For emerg-
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Figure 9: Change in the number of electrode actua-
tions with an increase in the number of multiplexers.

Figure 10: Change in number of electrodes with an
increase in the number of multiplexers.

meaningful outcome that can pass scrutiny.

6.1.4 DMFB supply-chain security
In the proposed framework, any party in the DMFB sup-

ply chain other than the biocoder can be malicious. To
ensure security, the biocoder will provide the designer only
an encrypted sequencing graph for the assay, but does not
hand over the secret key. Without the secret key, a ma-
licious designer is thwarted from extracting the assay pro-
tocol, and hence, cannot steal the IP. A malicious foundry
can overproduce DMFBs, but without the secret key, over-
produced DMFBs will be useless. In the same way, it is
evident that the proposed microfluidic encryption provides
protection against counterfeiting.

6.2 Area Overhead
The area overhead is calculated as the number of elec-

trodes in the electrode array. Figure 10 shows the area over-
head corresponding to the number of multiplexers, where “0
multiplexer” represents no encryption. We have considered
up to eight multiplexers. The number of electrodes increases
linearly with the number of multiplexers. Eight multiplex-
ers lead to 286%, 139%, and 170% increase in the number
of electrodes for in-vitro, PCR, and Protein assays, respec-
tively. The increase in the DMFB footprint will be much

Figure 11: DMFB layout of a fabricated 5⇥5 elec-
trode array with 32 input/output pads [10].

less than the increase in the number of electrodes, because
in real DMFBs, the input/output pads are much larger than
the actual microfluidic array. As shown in Figure 11, for a
fabricated biochip [10], 32 input/output pads consume more
area than the 5⇥5 electrode array. We can keep the num-
ber of I/Os the same for the larger number of electrodes by
sharing control pins [10]. As a result, the impact on DMFB
area can be minimized. Note that these results are specific
to the synthesis tool that we have used. While the results
are likely to be slightly di↵erent for other synthesis tools, we
expect the trends to hold.

6.3 Bioassay Execution-Time Overhead
Figure 12 and 13 show the execution-time overhead corre-

sponding to the insertion of multiplexers using the baseline
(random) method and the proposed optimization method,
respectively. As shown in Figure 12, the random insertion of
multiplexers result in a sharp increase in the execution time
for all the three assays. For example, with 8 randomly in-
serted multiplexers, the execution time of in-vitro and PCR
assays increase by 10X, whereas it is only 2X for Protein as-
say. Each additional multiplexer adds as much as one second
of execution-time overhead. For the proposed optimization
method, the execution-time overhead is considerably less for
the largest assay (20% increase in execution-time overhead
for Protein assay), but it is comparable to the overhead for
random insertion for the two smaller assays. This is because
for smaller assays, there are only a few possible locations

Figure 12: Execution-time overhead associated with
the random insertion of multiplexers.

7

Figure 10.7: Execution-time overhead associated with the random insertion of
multiplexers.

where multiplexers can be inserted and random insertion
is as e↵ective as optimized placement. For emerging cy-
berphysical on-chip bioassay protocols that target complex
applications, e.g., gene-expression analysis [11], random in-
sertion will be significantly more intrusive than the proposed
optimized placement.

Figure 13: Execution-time overhead associated with
the greedy insertion of multiplexers.

7. CONCLUSIONS
Today’s DMFBs are vulnerable to malicious attacks that

can be attributed to counterfeiting, outcome manipulation
through hardware Trojans, and the untrusted supply chain.
These attacks pose a serious threat to the integrity of bio-
chemical assays executed on DMFBs and the IP that is en-
capsulated in the biochemical protocols. We have described
the first microfluidic encryption strategy that protects bio-
chemical protocols through the insertion of fluidic multiplex-
ers in the DMFB design. These multiplexers are controlled
by a secret key that is not revealed by the biocoder. Any at-
tempt by an attacker to identify the secret key via repeated
trials is thwarted by the short lifetime of DMFBs and the
upper limit on the number of times an electrode can be actu-
ated. The security provided by microfluidic encryption can
be quantified in terms of the number of multiplexers inserted
in the sequencing graph and the thickness of the dielectric
layer. This work has opened up interesting new directions
on the trade-o↵s between security, reliability, and the ease
of use of DMFBs for on-chip biochemical experiments.
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Figure 10.8: Execution-time overhead associated with the greedy insertion of mul-
tiplexers.

ing cyber-physical on-chip bioassay protocols that target complex applications, e.g.,

gene-expression analysis (Chapter 2), random insertion will be significantly more

intrusive than the proposed optimized placement.
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10.4 DNA Barcoding as a Biochemical-Level Defense Mechanism

As described in Section 9.4, a major security threat arising in quantitative-analysis

settings, e.g., forensic analysis, is sample forgery; that is, a real DNA sample collected

from a field can be replaced/switched with another false sample with the intent of

deceiving investigators or misleading identification results. This type of threats is

especially serious because it is stealthy and it may not be detected easily. In this

section, we describe a defense strategy against DNA-forgery attacks. The proposed

strategy is inspired by a technique from microbiology called DNA barcoding [285].

DNA-Barcoding Methodology

The use of DNA barcoding to identify a sample is similar to the optical identification

of an object using a machine-readable barcode. Each sample can be assigned one

or a set of DNA barcodes that can be used to confirm the identity of the sample

during down-stream analysis. This technique can be implemented in the field (by

collectors) and be applied once the samples are collected. Barcoded samples are then

shipped to a clinic or an investigation lab to perform regular quantitative analysis

(by analyzers) on the sample. However, to ensure that no sample-forgery attacks has

occurred1, the embedded DNA barcode has to be sequenced first and be compared

with a database. If the sequenced barcode matches the database, then the sample

is considered genuine and it can be analyzed. On the other hand, if no barcode

or an incorrect barcode is detected, then the associated sample is likely false and

it has to be discarded. Figure 10.9 explains the above strategy using a schematic

representation.

Note that the proposed countermeasure can be effective only if the following

conditions are satisfied:

1 DNA forgery can be performed by a man-in-the-middle (MITM) attacker who secretly relays
and possibly alters transferred samples.

338



Figure 10.9: Illustration of the DNA-barcoding methodology.

1. Only authenticated collectors are allowed to barcode the samples. Similarly,

only authenticated analyzers can sequence/detect the barcodes before conduct-

ing quantitative analysis.

2. All the information related to the barcodes is stored in a secure database.

Our biochemical-level defense technique fulfills (1), whereas (2) can be achieved

at the software or kernel level [286]. Security characteristics of DNA barcoding based

on (1) and (2) are described next.

Security Analysis of DNA Barcoding

DNA barcoding is a form of side-channel fingerprinting, which ensures that only

genuine (trusted) samples can be used. The key principle that enables this security

scheme is that each DNA barcode is initially designed with a unique sequence of

nucleotides whose order forms the identity of a barcode. Each nucleotide can be one

of the following four options: adenine (A), cytosine (C), guanine (G), and thymine

(T). This sequence forms a single-stranded DNA (ssDNA) that is chemically cou-

pled with another complementary ssDNA to form a double-stranded DNA (dsDNA).

Figure 10.10 shows the basic structure of a dsDNA, which is comprised of base pairs
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Figure 10.10: Structure of ssDNA and dsDNA.

of nucleotides.

Hence, to design a barcode of length Lb base pairs, the number of possible dsDNA

structures nds is 4Lb . For example2, if Lb = 280 base pairs, which is a typical length

of a small barcode, then nds ≈ 3.773962e + 168. Since each barcode has a specific

sequence of nucleotides, the barcode can be sequenced or detected (using PCR) at

the down stream only using two specific primers (forward and reverse primers) that

are tightly coupled with the nucleotide sequence. Hence, the number of primers is

2×4Lpmr , where Lpmr is the primer length (Lpmr = 21 in our experiment). This large

number ensures that launching a brute-force attack with the intent of identifying the

sequence of a used barcode is impractical.

The above genetic characteristics can be exploited to design an effective security

scheme; see Figure 10.11. In the first step, a set of barcodes with varying lengths are

randomly designed by a trusted party, which also develops barcode-specific primers.

These barcodes and the associated primers are registered in a secure database. Users

who have access to this database belong to one of two classes: authenticated col-

lectors and authenticated analyzers. Each one of these classes has only a specific

view of the database. Authenticated collectors can obtain the barcodes and their as-

2 Note that 4Lb is a rough estimate since some nucleotide sequences may not be possible, e.g.,
AAAAAA or GGGGG. Nevertheless, we can still get a very large number of combinations.
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Figure 10.11: Details of the proposed security scheme.

sociated secret identification numbers, whereas authenticated analyzers can receive

primers and their secret identification numbers. Note that the identification of a

barcode-specific primer must match the identification of the barcode itself. Also,

authenticated users are not required to have detailed knowledge of the barcoding

sequences. For example, an authenticated analyzer can have access to the barcode-

specific primers and their identities, but not the barcode information itself. The

security interactions described thus far, denoted by A and B in Figure 10.11, en-

sure that both types of users, i.e., collectors and analyzers, are individually trusted,

therefore the process of DNA barcoding and detection can be trustworthy.

While collectors and analyzers can work independently based on the secret in-

formation and material obtained from the trusted party, they still need to interact

because barcoded samples are prepared by collectors and are delivered to analyz-

ers. A significant advantage of the proposed countermeasure is that both types of
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users can interact securely and semi-anonymously. A collector communicates with

an analyzer by sending two types of material: (1) a barcoded DNA sample (bi-

ological material), which encapsulates a secret barcode obtained from the trusted

party; (2) a public key-encrypted message (information material), denoted by C in

Figure 10.11, which includes secret information about the barcode and the sample

identification numbers. Using public-key cryptography, also known as asymmetric

cryptography [287], ensures that analyzers can decrypt the message, using a private

key, select the right type of primers based on the received identification message, and

then perform DNA-barcode analysis using DNA sequencing or DNA amplification

(i.e., gel electrophoresis analysis). By analyzing the identities of the barcode and the

sample along with the result of the DNA-barcode analysis, the sample analyzer can

verify the genuineness of the DNA samples.

Note that this scheme does not prevent an adversarial attacker from intercepting

an encrypted message and replacing it with an encrypted false message3. However,

such an action is intrusive and is easy to detect since the end analyzer will not be

able to identify the barcode. Therefore, the sample will eventually be discarded.

Nevertheless, to avoid such a scenario, an end-to-end encryption protocol can also

be adopted to prevent eavesdroppers from being able to access the encrypted mes-

sage [288].

By comparing the above flow with the conditions described in the previous sub-

section, we observe that both conditions can be satisfied.

10.5 Benchtop Demonstration of DNA Barcoding

In this section, we present our benchtop study that implements DNA barcoding for

two S. pombe samples. We describe the experimental procedure and discuss the

3 A public key is known to everyone, and it is tightly coupled with a private key that is only
known to an analyzer.

342



obtained results.

Specifications of DNA Barcodes

Recall that each sample is associated with a specific barcode, and each DNA barcode

must have unique characteristics such as nucleotide sequence or fragment size. For

this purpose, we use two types of DNA barcodes (gBlocks® Gene Fragments from

Integrated DNA Technologies). The first barcode, denoted by BAR1, consists of

280 base pairs, whereas the second barcode, denoted by BAR2, consists of 190 base

pairs. Table 10.1 shows the nucleotide sequence information for BAR1 and BAR2.

The difference in fragment size allows us to distinguish barcodes at the down stream

after DNA amplification is performed (Figure 9.8).

Each barcode is associated with two specific primers that are designed to anneal

to a specific region; one primer to is designed to anneal at the 5’-end, called forward

primer, and the other primer, called reverse primer, is designed to anneal at the 3’-

end of the barcode segment. The forward and reverse primers of BAR1 are denoted

by BAR1F and BAR1R, respectively. Also, the forward and reverse primers of

BAR2 are denoted by BAR2F and BAR1R, respectively. The nucleotide sequence

information for BAR1F, BAR1R, BAR2F, and BAR2R are also shown in Table 10.1.

Identification of DNA Barcodes Using Traditional DNA-Analysis Flow (PCR)

In order to detect the presence of a certain DNA barcode in a sample, we use tra-

ditional PCR that allows us to measure the number of base pairs (or the molecular

weight) using agarose gel electrophoresis, as described in Section 9.4. By using the

right type of primers in the PCR reaction, the DNA barcode is amplified, allowing us

to verify its presence in the associated reaction. Since BAR1 has a longer sequence

of base pairs compared to BAR2, we expect that BAR2 amplicons migrates a further

distance through the gel than BAR1 amplicons.
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Table 10.1: The Sequence Information Related to BAR1 and BAR2.

BAR1

5’ - CAG TCA CTA TGG CGT GCT GCT
AGC GCT ATA TGC GTT GAT GCA ATT
TCT ATG CGC ACC CGT TCT CGG AGC
ACT GTC CGA CCG CTT TGG CCG CCG
CCC AGT CCT GCT CGC TTC GCT ACT
TGG AGC CAC TAT CGA CTA CGC GAT
CAT GGC GAC CAC ACC CGT CCT GTG
GAT CCT CTA CGC CGG ACG CAT CGT
GGC CGG CAT CAC CGG CGC CAC AGG
TGC GGT TGC TGG CGC CTA TAT CGC
CGA CAT CAC CGA TGG GGA AGA TCG
GGC TCG CCA CTT CGG GCT C - 3’

BAR2

5’ - GAC ATG AAG CTT TAA ATC AAT
CTA AAG TAT ATA TGA GTA AAC TTG
GTC TGA CAG TTA CCA ATG CTT AAT
CAG TGA GGC ACC TAT CTC AGC GAT
CTG TCT ATT TCG TTC ATC CAT AGT
TGC CTG ACT CCC CGT CGT GTA GAT
AAC TAC GAT ACG GGA GGG CTT ACC
ATC TGG CCC CAG TGC TGC AAT GAT
A - 3’

BAR1F 5’ - CGC TAT ATG CGT TGA TGC AA - 3’
BAR1R 5’ - AGA TGG TAA GCC CTC CCG TAT - 3’
BAR2F 5’ - TGC TTA ATC AGT GAG GCA CCT - 3’
BAR2R 5’ - AGA TGG TAA GCC CTC CCG TAT - 3’

Experiment Procedure

The purpose of our experiment is twofold. First, we aim to verify that BAR1 and

BAR2 exhibit different characteristics (fragment size) that can be identified using

gel electrophoresis. This objective can be achieved without using S. pombe samples,

i.e., only using DNA barcodes. Second, we aim to demonstrate that after an S.

pombe sample is barcoded, the amplification of the DNA barcode can occur only if

the right primers are used in the reaction. This important demonstration, despite its

technical challenges, confirms that DNA barcoding functions as expected to secure

samples against forgery attacks.
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Table 10.2: Description of PCR Reactions Designed in the Experiment.

Reaction Tube
Sample Barcodes Primers
1 2 BAR1 BAR2 BAR1F(R) BAR2F(R)

1
1 X(1:10) X
2 X(1:100) X
3 X(1:1000) X

2
1 X(1:10) X
2 X(1:100) X
3 X(1:1000) X

3 1 X(1:100) X(1:100) X X

4
1
2 X X(1:100)
3 X X(1:100)

5
1
2 X X(1:100) X
3 X X(1:100) X

6
1
2 X X(1:100) X(1:100) X
3 X X(1:100) X(1:100) X

7
1
2 X X(1:100) X
3 X X(1:100) X

Experiment Design: To achieve the above goals, the experiment was designed con-

sidering 7 parallel PCR reactions. We describe these reactions and their associated

objectives in Table 10.2 and Table 10.3, respectively.

Sample and Reagent Preparation: To start the experiment, we first prepared

the DNA samples, DNA barcodes, and the reagents. We used two types of S. pombe

samples, and they were both grown in yeast media so that they could be presented

in the experiment in a liquid form (Figure 10.12(a)). Second, we prepared the DNA

barcodes BAR1 and BAR2, shown in Figure 10.12(b), by performing serial dilution

for each barcode4. The dilutions we obtained for each barcode were 1:10, 1:100, and

1:1000; see Figure 10.12(c). Third, we prepared barcoded samples by spiking the

first DNA sample, labeled as 501, with BAR1 (1:100) and the second DNA sample,

4 During the execution of the experiment, we referred to BAR1 as (Code 1) and BAR2 as (Code 4).
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Table 10.3: Objectives of PCR Reactions.

Reaction Objective
1 Verify PCR amplification of BAR1 and BAR2 at different
2 dilutions. Verify the difference in fragment size.
3 Verify the ability to use multiple “distinguishable” barcodes.

4
Verify that a barcode is not amplified if its specific primers
are not used (the template is a barcoded sample).

5
Verify that a barcode is amplified if its specific primers are
used (the template is a barcoded sample).

6
Verify that a barcode is amplified if its specific primers are
used even if they are used along with other primers (the
template is a barcoded sample).

7
Verify that a barcode is not amplified if the used primers are
not the right ones (the template is a barcoded sample).

Figure 10.12: Sample and reagent preparation.

labeled as 90, with BAR2 (1:100), as shown in Figure 10.12(d). The diluted DNA

barcodes (Figure 10.12(c)) were used to to implement the first and second PCR

reactions, whereas the barcoded samples (Figure 10.12(d)) were used to implement

the remaining reactions.

Next, for each PCR reaction, we prepared a PCR master mix, which consists of

primers (of DNA sample and/or DNA barcodes), buffer, water, and Taq solution.

The amounts of these components were adjusted based on the requirements of each

PCR reaction. These components were pipetted carefully into 6 master-mix tubes,

as shown in Figure 10.13. Note that Reaction 3 is similar to Reaction 1 and Reaction

2, therefore no specific master mix was designed for Reaction 3.
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Having prepared the samples and PCR master mixes, we loaded all the chemicals

into 6 strips of empty tubes on a PCR plate; see Figure 10.14(a). Each 8-tube

strip was associated with a PCR reaction, except the second strip which included

Reaction 2 and Reaction 3. Note that in each strip, we only used three out of eight

tubes, as described in Table 10.2.

Running PCR Reaction and Gel Electrophoresis: Having filled in the assigned

tubes on the PCR plate, the tubes were closed then spun for a few seconds using

a micro-centrifuge. Next, we placed the strips in the thermal cycler and started

the PCR reaction; see Figure 10.14(b). After the PCR program had finished, we

transferred the PCR-plate contents into the gel electrophoresis apparatus, allowing

the chemical solutions to migrate over the gel with the aid of an electric field. Gel

electrophoresis was run for an hour, then the gel block was moved to a UV to a

chamber that contains a source of UV light to visualize the DNA bands. Results

interpretation is discussed next.

Interpretation of Gel-Electrohoresis Results

Figure 10.15 shows the results obtained by gel electrophoresis. The plot is divided

into 7 regions. Region 1 and Region 2 show the results of Reaction 1 and Reaction

2, respectively. In other words, they are associated with the serial dilution for BAR1

and BAR2, respectively. Region 3 shows the result for a combined BAR1/BAR2

Figure 10.13: Six tubes containing master mixes.
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Figure 10.14: (a) Preparation of the PCR plate. (b) Moving PCR strips to the
thermal-cycling equipment.

Figure 10.15: Results of DNA amplification for the 7 PCR reactions.

reaction, i.e., Reaction 3. The results of Region 1, Region 2, and Region 3 are

located at the top row.

Furthermore, the results shown in Region 4, Region 5, Region 6, and Region 7
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(bottom row) are used to assess the barcoding performance in the presence of DNA

samples, and they are associated with PCR Reaction 4, Reaction 5, Reaction 6,

and Reaction 7, respectively. Each one of these regions contains 3 columns, where

the leftmost column is related to the reference negative control (Section 9.4), the

middle and the rightmost columns are associated with S. pombe samples 501 and 90,

respectively.

By comparing Region 1 and Region 2, we observe that the bands in Region 2 are

located at a further distance compared with the bands in Region 1. This observation

indicates that both BAR1 amplicons and BAR2 amplicons can be distinguished

because of their different sizes, even if they are both included in a single tube (Region

3). The bands of BAR2 are located at a further distance since BAR2 (190 base pairs)

has a shorter sequence of base pairs than BAR1 (280 base pairs).

Another observation is that the bands shown in Region 1, Region 2, and Region

3 are significantly bright, even after diluting the barcodes. This indicates that the

copy number of DNA fragments that exists in BAR1 and BAR2, i.e., concentration,

is significantly large. This result raises questions concerning the optimization of the

copy numbers of a starting S. pombe sample and a DNA barcode when they co-exist

in one tube. In other words, the S. pombe samples 501 and 90 produce amplicons of

length 400 700 base pairs, whereas BAR1 and BAR2 produce amplicons of length

190 280 base pairs. With such a difference in molecular weights, a microliter volume

of an S. pombe sample contains a lower copy number than a microliter volume of

a DNA barcode. Hence, by introducing an excessive number of barcode amplicons,

the yield of S. pombe amplicons is significantly reduced. This is why we observe that

the bands related to the S. pombe amplicons are faint, as shown in Region 4, or they

completely vanish, as shown in Regions 5-7. Discussion related to the optimization

of copy numbers is presented later in this section.

In Region 4, no barcode bands are observed even though DNA barcodes were used
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in Reaction 4. This behavior is because no barcode-specific primers were used in the

reaction. Similarly, in Region 7, no barcodes are observed even though barcodes

and primers were used. Such behavior is because we deliberately added the wrong

primers—we used BAR1-specific primers when we added BAR2 and vice versa. These

results indicate that the detection of a certain barcode is possible only if a specific

set of primers are used.

In contrast, in Region 5, the bands related to DNA barcodes are observed as the

right type of primers were used. In Region 6, we also observe bands related to the

barcodes since each tube contained all types of primers; a DNA barcode will bind

with its specific primers during annealing.

Hence, despite the technical challenges related to the optimization of amplicon

copy numbers, the above results show the effectiveness of the DNA-barcoding scheme

in identifying samples and securing them against forgery attacks. We carried out ad-

ditional benchtop studies, based on serial dilution, to co-optimize DNA amplification

for both S. pombe and DNA barcodes. These studies are explained next.

Optimization of Amplicon Copy Numbers Using Serial Dilution

To co-optimize DNA amplification for both S. pombe samples and DNA barcodes,

we performed two PCR experiments for a 10-fold serial dilution of a genomic DNA

sample and the barcodes BAR1 and BAR2. The goal of these experiments is to

determine the optimal concentrations of the S. pombe sample and the barcodes such

that the overall reaction yield is improved. In the first experiment, we prepared

a serial dilution of BAR1 and BAR2 (similar to Reaction 1 and Reaction 2 in the

previous experiment) followed by DNA amplification and gel-electrophoresis analysis.

The outcome of this experiment is shown in Figure 10.16(a). We observe that the

optimal dilution factors for BAR1 and BAR2 that result in clear bands with reduced

primer dimers (noise) are 1:1000 and 1:10000, respectively.
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Figure 10.16: Results of serial-dilution experiments that investigate the co-
optimization of DNA amplification for S. pombe samples and DNA barcodes.

Having determined the optimal dilution factors for the DNA barcodes, we con-

ducted a second PCR experiment over a serial dilution of a multi-template setting,

i.e., an S. pombe sample barcoded with (1:1000) BAR1 or (1:10000) BAR2. The

result obtained from gel electrophoresis after running this experiment is shown in

Figure 10.16(b). We observe that using dilution factors of (1:100) or lower for the S.

pombe sample may lead to degradation in the sample yield, thus causing the bands

associated with the sample amplicons to vanish. As a result, to co-optimize the DNA-

amplification profile for the DNA sample and barcodes based on the above setting,

the following conditions need to be fulfilled: (1) the volumes of the S. pombe sample

and the barcode used in the same PCR reaction are equal; (2) by using (1:1000)

BAR1 and (1:10000) BAR2, the DNA sample should not be diluted lower than 1:10
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in order to get clear bands for both templates. This result is intuitive since the size

of the S. pombe amplicons that we used in the experiments is significantly larger

than the size of the barcodes amplicons.

A different approach for co-optimizing DNA amplification for the barcoded sam-

ples is to fix the dilution factors for both templates while examining the impact of

using different volumes of DNA sample and the barcode. However, this approach

however is more complex; therefore, it is not considered in this work.

Discussion

We highlight subtle aspects of this work in a Q&A format:

Q1. Can an attacker separate the barcode amplicons from the S. pombe amplicons

using microfluidic size-based separation techniques?

Answer: This is possible if the difference between the size of the barcode amplicons

and the size of the S. pombe amplicons is big. In our benchtop study, we used

fragment size as a differentiator in for visualization purpose. However, this design

approach is not recommended in real life.

Q2. How can we prevent an attacker from separating barcodes from S. pombe?

Answer: Technically, this attack can be prevented by designing barcodes whose am-

plicons have approximately the same number of base pairs as in S. pombe amplicons.

By using this methodology, DNA fragments cannot be separated based on their

sizes.

10.6 Chapter Summary

We have presented two defense mechanisms that secure quantitative-analysis frame-

works against potential threats. First, we have described a microfluidic encryption

strategy that protects biochemical protocols through the insertion of fluidic multi-

plexers in the DMFB design. These multiplexers are controlled by a secret key that
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is not revealed by the biocoder. Any attempt by an attacker to identify the secret

key via repeated trials is thwarted by the short lifetime of DMFBs and the upper

limit on the number of times an electrode can be actuated. The security provided

by microfluidic encryption can be quantified in terms of the number of multiplexers

inserted in the sequencing graph and the thickness of the dielectric layer. However,

the security of the proposed microfluidic encryption is based on the assumption that

each DMFB will have a unique key. In our future work, we plan to develop an effi-

cient key management scheme to assign a unique key to each and every manufactured

DMFBs.

Second, we have demonstrated, using a benchtop study, a biochemical-level coun-

termeasure that protects DNA samples against DNA-forgery attacks. This technique

employs unique DNA barcodes to secretly label DNA samples after being collected.

By using a barcode management system, the DNA barcodes and their associated

chemicals can be securely distributed and transferred along with their host samples.

Complex genetic characteristics of DNA barcodes, e.g., sequence information, are

key enablers for the success of this defense strategy. Although the DNA-barcoding

countermeasure has been demonstrated using a benchtop study, it can be miniatur-

ized and integrated with reconfigurable quantitative analysis using the cyber-physical

framework described in Chapter 5.
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11

Conclusion and Future Outlook

Cyber-physical microfluidics technology is transforming microbiology research by

providing new opportunities for high-throughput sample preparation and point-of-

care diagnostics. Over the past decade, several design-automation (synthesis) tech-

niques have been developed for on-chip droplet manipulation. However, these meth-

ods oversimplify the dynamics of biomolecular protocols and they have yet to make a

significant impact in biochemistry/microbiology research, leading to a large gap be-

tween advances in biochip design and the adoption of biochips for running biomolec-

ular protocols. This dissertation has covered an array of research that bridges this

gap. The proposed research is the first comprehensive effort that is targeted at the

realization of optimized and trustworthy microbiology-on-chip.

11.1 Dissertation Summary

In this thesis, we have presented a comprehensive workflow for design optimization

and security of biomolecular quantitative analysis using cyber-physical microfluidic

systems. Contributions include automated synthesis of multi-sample biomolecular

assays, optimization of scalable sample-differentiation techniques, optimization of
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protocol parameter-space exploration, development of an integrated error-recovery

technique, and realization of security attacks and countermeasures of quantitative-

analysis applications. In contrast to previous conceptual methods for miniaturized

quantitative analysis, the proposed techniques address practical issues, e.g., scalabil-

ity, reliability, and security, that arise due to contemporary microbiology research.

The solutions investigated in this thesis have been supported with real-life benchtop

and biochip experiments, showing that the proposed design paradigm can enable

optimized, reliable, and trustworthy microbiology-on-chip.

Chapter 2 described an optimization framework for cyber-physical DMFBs to

support quantitative gene-expression analysis. The proposed framework, which is

inspired by a real-life benchtop study, allows multiple sample pathways to be dynami-

cally processed based on an adaptive spatial-reconfiguration technique that efficiently

manages resource sharing. A multi-layered software infrastructure has been devel-

oped to coordinate the interactions between the cyber-physical system components.

More specifically, the software helps collecting data from sensors during runtime, per-

forming analysis, and making decisions about further experimental steps. Support

for inherent variations in biomolecular protocols was incorporated to the framework,

and evaluations were performed using data obtained from the benchtop study.

Chapter 3 extended the previous optimization method to support quantitative

epigenetic gene-regulatory analysis. The proposed design provides dynamic adapta-

tion to protocol decisions under spatio-temporal constraints imposed by the exper-

imental environment. An optimization solution based on real-time multi-processor

scheduling has been proposed, thus introducing the concept of “fluidic tasks”. Corre-

sponding real-time interactions of fluidic and system tasks were leveraged to construct

a hierarchical framework that illustrates the coordination between the synthesis of

multiple pathways, electrode actuation, and firmware computation. Such interac-

tions were demonstrated using a micro-controller board.
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Chapter 4 incorporated the above cyber-physical optimization methods and oth-

ers in a large-scale Internet-of-Things (IoT)-enabled framework that enables collab-

orative and coordinated molecular biology studies. The proposed framework is a re-

search effort towards: (1) enabling integrative methods of microbiology tracking and

analysis across thousands of network-connected microfluidic and benchtop “nodes”,

(2) standardized sharing of genomes and related omics data among researchers, and

(3) dynamic reconfiguration of microbiology lab settings (e.g., to refocus the analysis

scope) based on the dynamic restructuring of computational models. The proposed

design, named BioCyBig, was the first to introduce Microfluidics-as-a-Service (MaaS)

for genomic studies. By combining the capabilities of big-data computation, cyber-

physical integration, and biochip design into a unified system, BioCyBig is well-suited

for challenging experimental settings such as those related to cancer research.

Chapter 5 presented the first cyber-physical optimization technique for integrated

cell differentiation and single-cell analysis using a hybrid microfluidic platform. Au-

tomated reconfiguration of diverse microfluidic components was developed using ef-

ficient graph-theoretic algorithms, thus allowing a large number of cells to be pro-

cessed concurrently. Also, based on real-life experimental data, we have been able to

support realistic settings where protocol characteristics can only be specified prob-

abilistically. Therefore, the proposed design, named CoSyn, is a significant step

forward in addressing challenges related to dynamic single-cell analysis.

Chapter 6 introduced a timing-driven design method for a pin-constrained re-

configurable flow-based biochip, thus enabling scalable single-cell screening. This

method addresses pin-interfacing limitations of CoSyn. A fluidic multiplexed-control

scheme has been proposed to actuate biochip valves independently (to support dy-

namic reconfiguration) while using shared control pins. By exploiting this scheme,

an optimization framework has been developed to minimize the number of control

pins, but concurrently satisfy throughput constraints related to single-cell screening.
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The proposed framework analyzes timing specifications of the single-cell applica-

tion using a circuit model that was adopted based on computational fluid-dynamics

simulations.

Chapter 7 described a comprehensive framework for biomolecular parameter-

space exploration (PSE). The proposed optimization framework, named BioScan,

was developed to explore gene-expression parameters of synthetic biocircuits using

mixtures of suitable reagents, thus allowing efficient and fine-tuned modulation of cir-

cuit functions. The PSE problem was therefore formulated in terms of a biomolecular

assay that systematically generates an array of reagent mixtures on a MEDA biochip.

The proposed flow addressed optimization problems related to statistical sampling of

reagent mixtures, automated realization of the above-mentioned biomolecular assay

on a MEDA biochip, and eventually prediction of the biocircuit’s parameter space.

This framework is a significant milestone for enabling complex gene-regulatory cir-

cuits to be designed and tuned using microfluidic biochips.

Chapter 8 explained a hardware-based design methodology for reliable and fault-

tolerant execution of biomolecular protocols. An experimental study based on a

fabricated digital microfluidic biochip demonstrated error detection and recovery

during bioassay execution. In contrast to previous error-recovery methods, the pro-

posed approach fully integrates cyber-physical system components in the hardware,

thus turning reliable point-of-care quantitative analysis into reality. We have de-

scribed the details of the fabricated chip, the hardware control system, and the

serial-dilution protocol that has been employed to test the integrated platform.

Chapter 9 presented an assessment of the security vulnerabilities of the cur-

rent platforms used for biomolecular quantitative analysis. Discussion on adversarial

threats and their implications and categories highlighted the need for a Trojan/attack

taxonomy that can be applied to microfluidic or benchtop platforms. We described

three forms of attacks on quantitative-analysis assays: (1) assay-result manipulation
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attacks on a digital microfluidic biochip; (2) attacks on cyber-physical system com-

ponents, which have been integrated to enable error recovery or protocol decision

making; (3) DNA-forgery attacks on DNA-analysis flow. Severity of DNA-forgery

attacks has been investigated based on a benchtop experimental study. Our con-

tribution in this chapter is a call-to-action for security researchers to engage in the

transition towards trustworthy microbiology-on-chip.

Chapter 10 complemented our discussion on the security analysis of biomolec-

ular protocols by presenting effective countermeasures. Two defense mechanisms

have been proposed to avoid malicious attacks attributed to: (1) outcome manipu-

lation of an assay implemented on a DMFB, and (2) DNA forgery through sample

switching. In the first defense mechanism, we developed a microfluidic encryption

strategy that protects biomolecular protocols through the insertion of fluidic multi-

plexers in the DMFB design flow. In the second defense mechanism, we designed

a sample-barcoding strategy that allows researchers identify the DNA samples in

vivo even before regular genomic analysis starts. This strategy can be the backbone

of any side-channel fingerprinting scheme against various types of attacks including

piracy actions or forgery attacks. Discussion on DNA barcoding-based defense was

accompanied with a benchtop study that illustrates the capabilities of this technique.

11.2 Future Research Directions

The contents of this dissertation open up a number of new research directions re-

lated to the optimization and security of biomolecular quantitative-analysis protocols

based on microfluidic biochips. Contemporary microbiology research focuses on the

creation of “wetware” (e.g., DNA elements introduced in-vivo or in-vitro) that can be

controlled via electrical methods. This research has enabled new co-design method-

ologies in synthetic biology, thus presenting new optimization challenges that need

to be addressed appropriately.
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On the other hand, with the wide adoption of networked cyber-physical microflu-

idics in DNA forensics, foodborne pathogen detection, and clinical diagnostics, proac-

tive defense mechanisms are necessary to counter cyber threats including sensor-

spoofing attacks. The effectiveness of such mechanisms should also be independent

of the design (bioassay) scale. Some potential new directions are summarized below.

Hardware/Wetware/Software Co-Design Methodology for Synthetic Biology

Synthetic biology research results in the creation of wetware that control living sys-

tems using a microfluidic biochip. Examples include transcriptional/translational

Boolean algebraic circuits [289], recombinase based state-machines [290], and vari-

ous communication mechanisms [291]. Biological DNA building blocks not only can

sense environmental changes via gene-expression alterations, but they can also be

actuated if combined with an electrical communication pathway (e.g., Mtr electron

transfer pathway) that creates a de novo electronic interface between a host microor-

ganisms and an electrode [292,293]. The control of the electrical communication can

be performed using a control software. Such a hardware/wetware/software co-design

methodology opens up new venues where synthetic bio-electronic devices can be

deployed and used in various fields, e.g., clinical diagnostics, bioenergy, and climate-

smart agriculture. Figure 11.1 shows a block diagram of the co-design environment.
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Figure 11.1: The hardware/wetware/software co-design environment and the inter-
communication channels.
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The control of the above co-design environment requires two feedback systems:

(1) a hardware/software co-design system that tracks the progress of microfluidic op-

erations (hardware) and reacts based on the results of the biochemical reactions (e.g.,

fluorescent reporters or presence/absence of a droplet); (2) a wetware/software co-

design system that monitors biological activity and reacts by actuating DNA building

blocks via genetically encoded electron conduits. The presence of two feedback loops

imposes new constraints at the software level.

Therefore, a new synthesis methodology is required to provide a dual-control

configuration for synthetic biocircuits. The C5 architecture, described in Section 1.4,

needs to be revised to support coordinated sensing/actuation interactions between

the two feedback loops.

Paramater-Space Exploration of Biocircuits in the Presence of DNA Memory

Current techniques of parameter-space exploration (PSE) in synthetic biology, e.g.,

the method presented in Chapter 7, are only applicable to transcriptional/translational

(combinational) circuits [289]. Yet many strategies exist nowadays to engineer mem-

ory in biological systems including: (1) the use of recombinases to invert the ori-

entation of specific pieces of DNA (DNA rearrangement); (2) constructing positive

feedback systems using transcription factors. An additional mechanism for achiev-

ing biological memory is through epigenetic modifications to chromatin [294]. With

synthetic memory, biological systems can be produced to have the ability to record

events, and turn ON/OFF genetic programs without the requirement of a sustained

input [295].

To solve the PSE problem for a biocircuit with DNA memory, an optimization

strategy is required to : (1) encode the states and transitions of a biomolecular mem-

ory using a suitable computational model (e.g., graph model); (2) exploit the derived

model to provide a microfluidic assay (similar to the biocircuit-regulatory scanning
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(BRS) assay presented in Chapter 7) that scans various configurations of the DNA

memory. Constraints related to state coverage, state reachability, control/transition

duration, and reagent usage are introduced.

Utilizing Cyber-Physical Microfluidics in the Presence of Sensor Spoofing Attacks

Cyber-physical (CP) microfluidic biochips use an array of optical sensors (e.g., fluo-

rescence sensors or a camera) to carry out quantitative analysis (Chapter 2). These

sensors generate data streams that can be used to reconfigure protocol conditions

and more importantly report analysis results. Similar to other sensing technologies,

e.g., sonar, wireless sensor networks, etc [296, 297], microfluidic sensors and data

acquisition/processing algorithms are vulnerable to spoofing attacks that may bias

or nullify obtained results. Hence, the transition of CP-integration capabilities of

microfluidic biochips to the marketplace relies on whether sensor data streams are

collected, processed, and transferred in a trustworthy manner.

Microfluidic sensors are a good target for input spoofing; an unsophisticated ad-

versary can interact with the camera simply by obscuring the ground plane image

detected by the camera. Furthermore, if an array of fluorescence sensors is used,

an adversary with control over the fluorescence setup can exercise an implicit con-

trol over the excitation and emission filters to tamper with the detection wavelength

(Figure 1.5). A malicious activity can also be launched through an intent hijacking

of the data-acquisition/processing algorithms. Such a hijacking attack has been suc-

cessfully demonstrated using an unmanned aerial vehicle (UAV) that uses a classical

data-processing algorithm, known as Lucas-Kanade algorithm [296]. This adversarial

capability can be transferred to CP microfluidic biochips that uses similar processing

techniques [160].

Therefore, comprehensive security assessment of microfluidic sensing is imperative

in order to counter the above threats. Effective defense mechanisms are needed to
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secure biochips against such a type of attacks.

DNA Barcoding-Based Side-Channel Fingerprinting for Piracy Prevention

As described in Section 9.1, an undesirable side-effect of the current manufacturing

model of microfluidic systems is the potential for untrusted third-parties, who in the

course of performing their intended duties, also steal bioassay (intellectual property)

or alter designs to modify the functionality of the end product. To secure microflu-

idic biochips against such attacks, a few defense mechanisms have been introduced

including microfluidic encryption (Section 10.1) and bioassay locking [263]. A major

drawback of these methods is that their effectiveness relies on the scale of the im-

plemented bioassay—a bioassay with a limited number of fluidic operations may not

be effectively secured against brute-force theft attacks. For example, if microfluidic

encryption is used without randomizing the produced 8-bit keys (Section 10.1), an

attacker can break the 8-bit key simply by buying 256 DMFBs to recover the secret

key. Hence, the authentication of a microfluidic bioassay design must be strengthened

using side-channel fingerprinting, which allows inherent (and secret) microfluidic or

biological characteristics of a specific biochip to be exploited in providing a unique

security key. This is similar to side-channel fingerprinting in integrated circuits where

power, area, and delay characteristics can be used in deriving the keys [298].

A simple, yet effective, method for side-channel fingerprinting can be developed

using DNA barcoding, as demonstrated in Section 10.5. This method can be inte-

grated with microfluidic encryption or bioassay locking. Such a compound defense

mechanism can be effective in securing biochips against different forms of piracy

attacks even if the constituent bioassay consists of a limited number of fluidic op-

erations. Each biochip will be fabricated and shipped with a unique set of DNA

barcodes that are stored on the chip. Once the end user injects the DNA samples,

an automated procedure is executed to mix the samples with these barcodes. Next,
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a DNA amplification and quantification process is executed to identify these bar-

codes. If a positive signal is received, the system generates a “corresponding key” or

actuation sequence to “unlock” the remaining parts of the bioassay. On the other

hand, if no signal is received (indicating that an attacker attempts to steal the pro-

prietary bioassay), then the biochip will be locked and no biochemical operations

will be executed. Note that a positive signal can be received only if the right type of

primers, which are tightly coupled with the designed barcode, are used during DNA

amplification. Hence, these primers can be shipped separately so that they can be

loaded by an authenticated user only. Figure 11.2 illustrates the above fingerprint-

ing scheme. Also, note that an authenticated user does not need to be aware of

the barcode sequence nor the chemicals used in this fingerprinting process since the

“unlocking” mechanism is automated.
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to unlock A
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Figure 11.2: The use of DNA barcoding and related primers to secure proprietary
bioassays.
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Clearly, the above defense mechanism can be effective in securing biochip op-

erations. However, potential threat models and assumptions related to the “safety

zones”, e.g., secure unlocking, must be thoroughly examined.
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[26] Yole Développment, “2015 Microfluidic Applications in the Pharmaceutical,
Life Sciences, In-Vitro Diagnostic, and Medical Device Markets.” http://www.

yole.fr/Microfluidic_Applications_Players.aspx. (Date last accessed
March. 6, 2018).

[27] B. Bruijns, A. van Asten, R. Tiggelaar, and H. Gardeniers, “Microfluidic de-
vices for forensic DNA analysis: A review,” Biosensors, vol. 6, no. 3, p. 41,
2016.

[28] T. Thorsen, S. J. Maerkl, and S. R. Quake, “Microfluidic large-scale integra-
tion,” Science, vol. 298, no. 5593, pp. 580–584, 2002.

[29] E. Verpoorte and N. F. De Rooij, “Microfluidics meets MEMS,” Proceedings
of the IEEE, vol. 91, no. 6, pp. 930–953, 2003.

[30] “Fluidigm Corporation.” [Online] https://www.fluidigm.com/systems. (Date
last accessed March. 6, 2018).

[31] Q. Wang, S. Zuo, H. Yao, T.-Y. Ho, B. Li, U. Schlichtmann, and Y. Cai,
“Hamming-distance-based valve-switching optimization for control-layer mul-
tiplexing in flow-based microfluidic biochips,” in Proceedings IEEE Asia South
Pacific Design Automation Conference (ASP-DAC), pp. 524–529, 2017.

367

http://www.yole.fr/Microfluidic_Applications_Players.aspx
http://www.yole.fr/Microfluidic_Applications_Players.aspx


[32] C. Liu, B. Li, B. B. Bhattacharya, K. Chakrabarty, T.-Y. Ho, and U. Schlicht-
mann, “Testing microfluidic fully programmable valve arrays (FPVAs),” in
Proceedings Design, Automation, and Test in Europe (DATE), pp. 91–96, 2017.

[33] M. Ibrahim, A. Sridhar, K. Chakrabarty, and U. Schlichtmann, “Sortex: Effi-
cient timing-driven synthesis of reconfigurable flow-based biochips for scalable
single-cell screening,” in Proceedings International Conference on Computer-
Aided Design (ICCAD), pp. 623–630, 2017.

[34] K. J. Livak and T. D. Schmittgen, “Analysis of relative gene expression data
using real-time quantitative PCR and the 2−∆∆CT method,” Methods, vol. 25,
no. 4, pp. 402–408, 2001.

[35] J. Gong and C. Kim, “All-electronic droplet generation on-chip with real-time
feedback control for EWOD digital microfluidics,” Lab on a Chip, vol. 8, no. 6,
pp. 898–906, 2008.

[36] Y. Luo, B. B. Bhattacharya, T.-Y. Ho, and K. Chakrabarty, “Design and
optimization of a cyberphysical digital-microfluidic biochip for the polymerase
chain reaction,” IEEE Transactions on Computer-Aided Design of Integrated
Circuits and Systems (TCAD), vol. 34, no. 1, pp. 29–42, 2015.

[37] “Seeker platform for newborn screening.” [Online]
http://baebies.com/products/seeker/. (Date last accessed March. 6, 2018).

[38] R. Sista, Z. Hua, P. Thwar, A. Sudarsan, V. Srinivasan, A. Eckhardt, M. Pol-
lack, and V. Pamula, “Development of a digital microfluidic platform for point
of care testing,” Lab on a Chip, vol. 8, no. 12, pp. 2091–2104, 2008.

[39] D. J. Boles, J. L. Benton, G. J. Siew, M. H. Levy, P. K. Thwar, M. A. Sandahl,
J. L. Rouse, L. C. Perkins, A. P. Sudarsan, R. Jalili, et al., “Droplet-based py-
rosequencing using digital microfluidics,” Analytical Chemistry, vol. 83, no. 22,
pp. 8439–8447, 2011.

[40] Y. Zhao, S. K. Chung, U.-C. Yi, and S. K. Cho, “Droplet manipulation and
microparticle sampling on perforated microfilter membranes,” Journal of Mi-
cromechanics and Microengineering, vol. 18, no. 2, p. 025030, 2008.

[41] S. C. Shih, G. Goyal, P. W. Kim, N. Koutsoubelis, J. D. Keasling, P. D. Adams,
N. J. Hillson, and A. K. Singh, “A versatile microfluidic device for automating
synthetic biology,” ACS Synthetic Biology, vol. 4, no. 10, pp. 1151–1164, 2015.

368



[42] R. B. Fair, “Digital microfluidics: is a true lab-on-a-chip possible?,” Microflu-
idics and Nanofluidics, vol. 3, no. 3, pp. 245–281, 2007.

[43] S. K. Cho, H. Moon, and C.-J. Kim, “Creating, transporting, cutting, and
merging liquid droplets by electrowetting-based actuation for digital microflu-
idic circuits,” Journal of Microelectromechanical Systems, vol. 12, no. 1, pp. 70–
80, 2003.

[44] G. Wang, D. Teng, and S.-K. Fan, “Digital microfluidic operations on micro-
electrode dot array architecture,” IET Nanobiotechnology, vol. 5, no. 4,
pp. 152–160, 2011.

[45] Y. F. S. Seah, H. Hu, and C. A. Merten, “Microfluidic single-cell technology in
immunology and antibody screening,” Molecular Aspects of Medicine, vol. 59,
pp. 47–61, 2018.

[46] E. Brouzes, M. Medkova, N. Savenelli, D. Marran, M. Twardowski, J. B.
Hutchison, J. M. Rothberg, D. R. Link, N. Perrimon, and M. L. Samuels,
“Droplet microfluidic technology for single-cell high-throughput screening,”
Proceedings of the National Academy of Sciences, vol. 106, no. 34, pp. 14195–
14200, 2009.

[47] L. Mazutis, J. Gilbert, W. L. Ung, D. A. Weitz, A. D. Griffiths, and J. A.
Heyman, “Single-cell analysis and sorting using droplet-based microfluidics,”
Nature Protocols, vol. 8, no. 5, pp. 870–891, 2013.

[48] H.-H. Shen, S.-K. Fan, C.-J. Kim, and D.-J. Yao, “EWOD microfluidic systems
for biomedical applications,” Microfluidics and Nanofluidics, vol. 16, no. 5,
pp. 965–987, 2014.

[49] A. Rival, D. Jary, C. Delattre, Y. Fouillet, G. Castellan, A. Bellemin-Comte,
and X. Gidrol, “An EWOD-based microfluidic chip for single-cell isolation,
mRNA purification and subsequent multiplex qPCR,” Lab on a Chip, vol. 14,
no. 19, pp. 3739–3749, 2014.

[50] S. D. Senturia, “CAD challenges for microsensors, microactuators, and mi-
crosystems,” Proceedings of the IEEE, vol. 86, no. 8, pp. 1611–1626, 1998.

[51] M. Ibrahim and K. Chakrabarty, “Efficient error recovery in cyberphysical
digital-microfluidic biochips,” IEEE Transactions on Multi-Scale Computing
Systems (TMSC), vol. 1, no. 1, pp. 46–58, 2015.

[52] “IntegenX.” https://www.integenx.com/.

369

https://www.integenx.com/


[53] “ANDE: Rapid DNA for a safer world.” https://www.ande.com/.

[54] “Lockheed Martin.” https://www.lockheedmartin.com/us.html.

[55] F. T. Commission, “LabMD, inc. v. Federal Trade Commission.” [Online]
https://www.ftc.gov/enforcement/cases-proceedings/102-3099/labmd-inc-
matter, March 2016.

[56] T. W. S. Journal, “Theranos Results Could Throw Off Medical Decisions,
Study Finds.” [Online] https://www.wsj.com/articles/theranos-results-could-
throw-off-medical-decisions-study-finds-1459196177, March 2016.

[57] M. Pollack, A. Shenderov, and R. Fair, “Electrowetting-based actuation of
droplets for integrated microfluidics,” Lab on a Chip, vol. 2, no. 2, pp. 96–101,
2002.

[58] J. S. Marcus, W. F. Anderson, and S. R. Quake, “Parallel picoliter RT-PCR
assays using microfluidics,” Analytical Chemistry, vol. 78, no. 3, pp. 956–958,
2006.

[59] G. J. Shah, A. T. Ohta, E. P.-Y. Chiou, M. C. Wu, et al., “EWOD-driven
droplet microfluidic device integrated with optoelectronic tweezers as an au-
tomated platform for cellular isolation and analysis,” Lab on a Chip, vol. 9,
no. 12, pp. 1732–1739, 2009.

[60] I. A. Eydelnant, U. Uddayasankar, M. W. Liao, A. R. Wheeler, et al., “Virtual
microwells for digital microfluidic reagent dispensing and cell culture,” Lab on
a Chip, vol. 12, no. 4, pp. 750–757, 2012.

[61] D. Bogojevic, M. D. Chamberlain, I. Barbulovic-Nad, and A. R. Wheeler, “A
digital microfluidic method for multiplexed cell-based apoptosis assays,” Lab
on a Chip, vol. 12, pp. 627–634, 2012.

[62] R. S. Sista, T. Wang, N. Wu, C. Graham, A. Eckhardt, T. Winger, V. Srini-
vasan, D. Bali, D. S. Millington, and V. K. Pamula, “Multiplex newborn screen-
ing for Pompe, Fabry, Hunter, Gaucher, and Hurler diseases using a digital
microfluidic platform,” Clinica Chimica Acta, vol. 424, pp. 12–18, 2013.

[63] K. Choi, J.-Y. Kim, J.-H. Ahn, J.-M. Choi, M. Im, and Y.-K. Choi, “Integration
of field effect transistor-based biosensors with a digital microfluidic device for a
lab-on-a-chip application,” Lab on a Chip, vol. 12, no. 8, pp. 1533–1539, 2012.

370

https://www.ande.com/
https://www.lockheedmartin.com/us.html


[64] A. C. Madison, Scalable Genome Engineering in Electrowetting on Dielectric
Digital Microfluidic Systems. PhD thesis, Duke University, 2015.

[65] L. Malic, D. Brassard, T. Veres, and M. Tabrizian, “Integration and detection
of biochemical assays in digital microfluidic LOC devices,” Lab on a Chip,
vol. 10, no. 4, pp. 418–431, 2010.

[66] B. Kuswandi, J. Huskens, W. Verboom, et al., “Optical sensing systems for
microfluidic devices: a review,” Analytica chimica acta, vol. 601, no. 2, pp. 141–
155, 2007.

[67] B. S. Wheeler, B. T. Ruderman, H. F. Willard, and K. C. Scott, “Uncoupling
of genomic and epigenetic signals in the maintenance and inheritance of hete-
rochromatin domains in fission yeast,” Genetics, vol. 190, no. 2, pp. 549–557,
2012.

[68] Z. Hua, J. L. Rouse, A. E. Eckhardt, V. Srinivasan, V. K. Pamula, W. A.
Schell, J. L. Benton, T. G. Mitchell, and M. G. Pollack, “Multiplexed real-
time polymerase chain reaction on a digital microfluidic platform,” Analytical
Chemistry, vol. 82, no. 6, pp. 2310–2316, 2010.

[69] J. C. Contreras-Naranjo, Q. Wei, and A. Ozcan, “Mobile phone-based mi-
croscopy, sensing, and diagnostics,” IEEE Journal of Selected Topics in Quan-
tum Electronics, vol. 22, no. 3, pp. 1–14, 2016.

[70] A. Ozcan and E. McLeod, “Lensless imaging and sensing,” Annual Review of
Biomedical Engineering, vol. 18, no. 1, pp. 77–102, 2016.

[71] L. Chen and R. Fair, “Digital microfluidics chip with integrated intra-droplet
magnetic bead manipulation,” Microfluidics and Nanofluidics, vol. 19, no. 6,
pp. 1349–1361, 2015.

[72] A. H. Ng, K. Choi, R. P. Luoma, J. M. Robinson, and A. R. Wheeler, “Digital
microfluidic magnetic separation for particle-based immunoassays,” Analytical
Chemistry, vol. 84, no. 20, pp. 8805–8812, 2012.

[73] N. M. Lafreniere, J. M. Mudrik, A. H. Ng, B. Seale, N. Spooner, and A. R.
Wheeler, “Attractive design: An elution solvent optimization platform for
magnetic-bead-based fractionation using digital microfluidics and design of ex-
periments,” Analytical chemistry, vol. 87, no. 7, pp. 3902–3910, 2015.

[74] K. Y.-T. Lai, M.-F. Shiu, Y.-W. Lu, Y. Ho, Y.-C. Kao, Y.-T. Yang, G. Wang,
K.-M. Liu, H.-C. Chang, and C.-Y. Lee, “A field-programmable lab-on-a-chip

371



with built-in self-test circuit and low-power sensor-fusion solution in 0.35 µm
standard CMOS process,” in Proceedings IEEE A-SSCC, pp. 1–4, 2015.

[75] Z. Li, K. Y.-T. Lai, K. Chakrabarty, T.-Y. Ho, and C.-Y. Lee, “Droplet size-
aware and error-correcting sample preparation using micro-electrode-dot-array
digital microfluidic biochips,” IEEE Transactions on Biomedical Circuits and
Systems (TBioCAS), 2017.

[76] H. Gu, M. H. Duits, and F. Mugele, “Droplets formation and merging in two-
phase flow microfluidics,” International Journal of Molecular Sciences, vol. 12,
no. 4, pp. 2572–2597, 2011.

[77] M. Ibrahim, Z. Li, and K. Chakrabarty, “Advances in design automation tech-
niques for digital-microfluidic biochips,” in Formal Modeling and Verification
of Cyber-Physical Systems, pp. 190–223, Springer, 2015.

[78] K. Chakrabarty and T. Xu, Digital Microfluidic Biochips: Design Automation
and Optimization. CRC Press, 2010.

[79] P. Pop, M. Alistar, E. Stuart, and J. Madsen, “Design methodology for digital
microfluidic biochips,” in Fault-Tolerant Digital Microfluidic Biochips, pp. 13–
28, Springer, 2016.

[80] K. Hu, K. Chakrabarty, and T.-Y. Ho, Computer-Aided Design of Microfluidic
Very Large Scale Integration (mVLSI) Biochips. Springer, 2017.

[81] C. D. Chin, T. Laksanasopin, Y. K. Cheung, D. Steinmiller, V. Linder,
H. Parsa, J. Wang, H. Moore, R. Rouse, G. Umviligihozo, et al., “Microfluidics-
based diagnostics of infectious diseases in the developing world,” Nature
Medicine, vol. 17, no. 8, pp. 1015–1019, 2011.

[82] A. H. Ng and A. R. Wheeler, “Next-generation microfluidic point-of-care di-
agnostics,” Clinical Chemistry, vol. 61, no. 10, pp. 1233–1234, 2015.

[83] F. Su and K. Chakrabarty, “High-level synthesis of digital microfluidic
biochips,” ACM Journal on Emerging Technologies in Computing Systems,
vol. 3, no. 4, p. 1, 2008.

[84] F. Su and K. Chakrabarty, “Architectural-level synthesis of digital
microfluidics-based biochips,” in Proceedings International Conference on
Computer-Aided Design (ICCAD), pp. 223–228, 2004.

372



[85] F. Su and K. Chakrabarty, “Unified high-level synthesis and module placement
for defect-tolerant microfluidic biochips,” in Proceedings ACM/IEEE Design
Automation Conference (DAC), pp. 825–830, 2005.

[86] F. Su and K. Chakrabarty, “Module placement for fault-tolerant microfluidics-
based biochips,” in ACM Transactions on Design Automation of Electronic
Systems, vol. 11, pp. 682–710, 2004.

[87] F. Su, W. Hwang, and K. Chakrabarty, “Droplet routing in the synthesis of
digital microfluidic biochips,” in Proceedings Design, Automation, and Test in
Europe (DATE), pp. 1–6, 2006.

[88] T. Xu and K. Chakrabarty, “Integrated droplet routing in the synthesis of
microfluidic biochips,” in Proceedings ACM/IEEE Design Automation Confer-
ence (DAC), pp. 948–953, 2007.

[89] T.-M. Tseng, B. Li, M. Li, T.-Y. Ho, and U. Schlichtmann, “Reliability-aware
synthesis with dynamic device mapping and fluid routing for flow-based mi-
crofluidic biochips,” IEEE Transactions on Computer-Aided Design of Inte-
grated Circuits and Systems (TCAD), vol. 35, no. 12, pp. 1981–1994, 2016.

[90] W. H. Minhass, J. McDaniel, M. Raagaard, P. Brisk, P. Pop, and J. Mad-
sen, “Scheduling and fluid routing for flow-based microfluidic laboratories-on-
a-chip,” IEEE Transactions on Computer-Aided Design of Integrated Circuits
and Systems (TCAD), 2017.

[91] W. H. Minhass, P. Pop, J. Madsen, and F. S. Blaga, “Architectural syn-
thesis of flow-based microfluidic large-scale integration biochips,” Proceedings
IEEE/ACM International Conference on Compilers, Architectures and Syn-
thesis of Embedded Systems (CASES), 2012.

[92] W. H. Minhass, P. Pop, J. Madsen, and T.-Y. Ho, “Control synthesis for
the flow-based microfluidic large-scale integration biochips,” Proceedings IEEE
Asia South Pacific Design Automation Conference (ASP-DAC), 2013.

[93] H. Yao, T.-Y. Ho, and Y. Cai, “PACOR: Practical control-layer routing flow
with length-matching constraint for flow-based microfluidic biochips,” in Pro-
ceedings ACM/IEEE Design Automation Conference (DAC), p. 142, 2015.

[94] T. Xu, W. L. Hwang, F. Su, and K. Chakrabarty, “Automated design of
pin-constrained digital microfluidic biochips under droplet-interference con-
straints,” ACM Journal on Emerging Technologies in Computing Systems,
vol. 3, no. 3, pp. 14:1–23, 2007.

373



[95] T. Xu and K. Chakrabarty, “Broadcast electrode-addressing for pin-
constrained multi-functional digital microfluidic biochips,” in Proceedings
ACM/IEEE Design Automation Conference (DAC), pp. 173–178, 2008.

[96] P.-H. Yuh, C.-L. Yang, and Y.-W. Chang, “Placement of digital microfluidic
biochips using the T-tree formulation,” in Proceedings ACM/IEEE Design Au-
tomation Conference (DAC), pp. 931–934, 2006.

[97] P.-H. Yuh, C.-L. Yang, and Y.-W. Chang, “BioRoute: A network-flow based
routing algorithm for digital microfluidic biochips,” in Proceedings Interna-
tional Conference on Computer-Aided Design (ICCAD), pp. 752–757, 2007.

[98] M. Cho and D. Z. Pan, “A high-performance droplet routing algorithm for
digital microfluidic biochips,” IEEE Transactions on Computer-Aided Design
of Integrated Circuits and Systems (TCAD), vol. 27, no. 10, pp. 1714–1724,
2008.

[99] D. Grissom and P. Brisk, “Fast online synthesis of generally programmable
digital microfluidic biochips,” in Proceedings IEEE/ACM/IFIP Interna-
tional Conference on Hardware/Software Codesign and System Synthesis
(CODES+ISSS), pp. 413–422, 2012.

[100] D. Grissom and P. Brisk, “A field-programmable pin-constrained digital mi-
crofluidic biochip,” in Proceedings ACM/IEEE Design Automation Conference
(DAC), p. 46, 2013.

[101] C. Liao and S. Hu, “Physical-level synthesis for digital lab-on-a-chip consid-
ering variation, contamination, and defect,” IEEE Transactions on NanoBio-
science (TNB), vol. 13, no. 1, pp. 3–11, 2014.

[102] K. Hu, T. A. Dinh, T.-Y. Ho, and K. Chakrabarty, “Control-layer routing and
control-pin minimization for flow-based microfluidic biochips,” IEEE Transac-
tions on Computer-Aided Design of Integrated Circuits and Systems (TCAD),
vol. 36, no. 1, pp. 55–68, 2017.

[103] D. Mitra, S. Roy, S. Bhattacharjee, K. Chakrabarty, and B. B. Bhattacharya,
“On-chip sample preparation for multiple targets using digital microfluidics,”
IEEE Transactions on Computer-Aided Design of Integrated Circuits and Sys-
tems (TCAD), vol. 33, no. 8, pp. 1131–1144, 2014.

[104] S. Roy, B. B. Bhattacharya, S. Ghoshal, and K. Chakrabarty, “Theory and
analysis of generalized mixing and dilution of biochemical fluids using digital

374



microfluidic biochips,” ACM Journal on Emerging Technologies in Computing
Systems, vol. 11, no. 1, pp. 2:1–33, 2014.

[105] S. Kumar, A. Gupta, S. Roy, and B. B. Bhattacharya, “Design automation of
multiple-demand mixture preparation using a K-array rotary mixer on digital
microfluidic biochips,” in Proceedings International Conference on Computer
Design (ICCD), pp. 273–280, 2016.

[106] Y. Zhao and K. Chakrabarty, “Cross-contamination avoidance for droplet rout-
ing in digital microfluidic biochips,” IEEE Transactions on Computer-Aided
Design of Integrated Circuits and Systems (TCAD), vol. 31, no. 6, pp. 817–
830, 2012.

[107] D. Mitra, S. Ghoshal, H. Rahaman, K. Chakrabarty, and B. B. Bhattacharya,
“Offline washing schemes for residue removal in digital microfluidic biochips,”
ACM Transactions on Design Automation of Electronic Systems, vol. 21, no. 1,
p. 17, 2015.

[108] C. C.-Y. Lin and Y.-W. Chang, “Cross-contamination aware design method-
ology for pin-constrained digital microfluidic biochips,” IEEE Transactions on
Computer-Aided Design of Integrated Circuits and Systems (TCAD), vol. 30,
no. 6, pp. 817–828, 2011.

[109] T.-W. Huang, C.-H. Lin, and T.-Y. Ho, “A contamination aware droplet rout-
ing algorithm for the synthesis of digital microfluidic biochips,” IEEE Transac-
tions on Computer-Aided Design of Integrated Circuits and Systems (TCAD),
vol. 29, no. 11, pp. 1682–1695, 2010.

[110] M. Alistar, P. Pop, and J. Madsen, “Redundancy optimization for error recov-
ery in digital microfluidic biochips,” Design Automation for Embedded Systems,
vol. 19, no. 1-2, pp. 129–159, 2015.

[111] C. Jaress, P. Brisk, and D. Grissom, “Rapid online fault recovery for cyber-
physical digital microfluidic biochips,” in Proceedings IEEE VLSI Test Sympo-
sium (VTS), pp. 1–6, 2015.

[112] M. Ibrahim and K. Chakrabarty, “Error recovery in digital microfluidics for
personalized medicine,” in Proceedings Design, Automation, and Test in Eu-
rope (DATE), pp. 247–252, 2015.

[113] S. Poddar, S. Ghoshal, K. Chakrabarty, and B. B. Bhattacharya, “Error-
correcting sample preparation with cyberphysical digital microfluidic lab-on-
chip,” ACM Transactions on Design Automation of Electronic Systems, vol. 22,
no. 1, pp. 2:1–29, 2016.

375



[114] J. Gao, X. Liu, T. Chen, P.-I. Mak, Y. Du, M.-I. Vai, B. Lin, and R. P. Martins,
“An intelligent digital microfluidic system with fuzzy-enhanced feedback for
multi-droplet manipulation,” Lab on a Chip, vol. 13, no. 3, pp. 443–451, 2013.

[115] K. Hu, M. Ibrahim, L. Chen, Z. Li, K. Chakrabarty, and R. Fair, “Experi-
mental demonstration of error recovery in an integrated cyberphysical digital-
microfluidic platform,” in Proceedings IEEE Biomedical Circuits and Systems
(BioCAS) Conference, pp. 1–4, 2015.

[116] S. Hosic, S. K. Murthy, and A. N. Koppes, “Microfluidic sample preparation
for single cell analysis,” Analytical Chemistry, vol. 88, no. 1, pp. 354–380, 2015.

[117] A. E. Fonneløp, H. Johannessen, T. Egeland, and P. Gill, “Contamination
during criminal investigation: detecting police contamination and secondary
DNA transfer from evidence bags,” Forensic Science International: Genetics,
vol. 23, pp. 121–129, 2016.

[118] I. Pickrahn, G. Kreindl, E. Müller, B. Dunkelmann, W. Zahrer, J. Cemper-
Kiesslich, and F. Neuhuber, “Contamination incidents in the pre-analytical
phase of forensic DNA analysis in austri—statistics of 17 years,” Forensic Sci-
ence International: Genetics, vol. 31, pp. 12–18, 2017.

[119] M. Ibrahim, K. Chakrabarty, and K. Scott, “Synthesis of cyberphysical digital-
microfluidic biochips for real-time quantitative analysis,” IEEE Transac-
tions on Computer-Aided Design of Integrated Circuits and Systems (TCAD),
vol. 36, no. 5, pp. 733–746, 2017.

[120] E. Samiei, M. Tabrizian, and M. Hoorfar, “A review of digital microfluidics as
portable platforms for lab-on a-chip applications,” Lab on a Chip, 2016.

[121] M. Ibrahim and K. Chakrabarty, “Digital-microfluidic biochips for quantita-
tive analysis: Bridging the gap between microfluidics and microbiology,” in
Proceedings Design, Automation, and Test in Europe (DATE), pp. 1791–1796,
2017.

[122] S. J. Walsh, “Legal perceptions of forensic DNA profiling: Part i: A review of
the legal literature,” Forensic Science International, vol. 155, no. 1, pp. 51–60,
2005.

[123] A. R. Wu, J. B. Hiatt, R. Lu, J. L. Attema, N. A. Lobo, I. L. Weissman,
M. F. Clarke, and S. R. Quake, “Automated microfluidic chromatin immuno-
precipitation from 2,000 cells,” Lab on a Chip, vol. 9, no. 10, pp. 1365–1370,
2009.

376



[124] D. Sims, I. Sudbery, N. E. Ilott, A. Heger, and C. P. Ponting, “Sequencing
depth and coverage: key considerations in genomic analyses,” Nature Reviews
Genetics, vol. 15, no. 2, pp. 121–132, 2014.

[125] R. Zilionis, J. Nainys, A. Veres, V. Savova, D. Zemmour, A. M. Klein, and
L. Mazutis, “Single-cell barcoding and sequencing using droplet microfluidics,”
Nature Protocols, vol. 12, no. 1, pp. 44–73, 2017.

[126] A. M. Klein, L. Mazutis, I. Akartuna, N. Tallapragada, A. Veres, V. Li,
L. Peshkin, D. A. Weitz, and M. W. Kirschner, “Droplet barcoding for single-
cell transcriptomics applied to embryonic stem cells,” Cell, pp. 1187–1201,
2015.

[127] M. Ibrahim, C. Boswell, K. Chakrabarty, K. Scott, and M. Pajic, “A real-
time digital-microfluidic platform for epigenetics,” in Proceedings IEEE/ACM
International Conference on Compilers, Architectures and Synthesis of Embed-
ded Systems (CASES), pp. 10:1–10, 2016.

[128] M. Ibrahim, K. Chakrabarty, and K. Scott, “Integrated and real-time quantita-
tive analysis using cyberphysical digital-microfluidic biochips,” in Proceedings
Design, Automation, and Test in Europe (DATE), pp. 630–635, 2016.

[129] J.-C. Baret, O. J. Miller, V. Taly, M. Ryckelynck, A. El-Harrak, L. Frenz,
C. Rick, M. L. Samuels, J. B. Hutchison, J. J. Agresti, et al., “Fluorescence-
activated droplet sorting (FADS): efficient microfluidic cell sorting based on
enzymatic activity,” Lab on a Chip, vol. 9, no. 13, pp. 1850–1858, 2009.

[130] M. J. Jebrail, R. F. Renzi, A. Sinha, J. Van De Vreugde, C. Gondhalekar,
C. Ambriz, R. J. Meagher, and S. S. Branda, “A solvent replenishment so-
lution for managing evaporation of biochemical reactions in air-matrix digital
microfluidics devices,” Lab on a Chip, vol. 15, no. 1, pp. 151–158, 2015.

[131] P. D. S. Bortz and B. R. Wamhoff, “Chromatin immunoprecipitation (ChIP):
revisiting the efficacy of sample preparation, sonication, quantification of
sheared DNA, and analysis via PCR,” PLoS One, vol. 6, no. 10, p. e26015,
2011.

[132] D. Gomez-Cabrero, I. Abugessaisa, D. Maier, A. Teschendorff, M. Merken-
schlager, A. Gisel, E. Ballestar, E. Bongcam-Rudloff, A. Conesa, and J. Tegnér,
“Data integration in the era of omics: current and future challenges,” BMC
Systems Biology, vol. 8, no. 2, p. 1, 2014.

377



[133] J. F. Brothers, K. Hijazi, C. Mascaux, R. A. El-Zein, M. R. Spitz, and A. Spira,
“Bridging the clinical gaps: genetic, epigenetic and transcriptomic biomarkers
for the early detection of lung cancer in the post-national lung screening trial
era,” BMC Medicine, vol. 11, no. 1, pp. 1–15, 2013.

[134] Z. Cao, C. Chen, B. He, K. Tan, and C. Lu, “A microfluidic device for epige-
nomic profiling using 100 cells,” Nature Methods, vol. 12, no. 10, pp. 959–962,
2015.

[135] Y. Luo, K. Chakrabarty, and T.-Y. Ho, “A cyberphysical synthesis approach
for error recovery in digital microfluidic biochips,” in Proceedings Design, Au-
tomation, and Test in Europe (DATE), pp. 1239–1244, 2012.

[136] M. Ibrahim and K. Chakrabarty, “Cyber-physical digital-microfluidic biochips:
Bridging the gap between microfluidics and microbiology,” Proceedings of the
IEEE, 2017.

[137] M. Ibrahim, K. Chakrabarty, and J. Zeng, “BioCyBig: A cyberphysical system
for integrative microfluidics-driven analysis of genomic association studies,”
IEEE Transactions on Big Data (TBD), 2016.

[138] F. Firouzi, B. Farahani, M. Ibrahim, and K. Chakrabarty, “From EDA to IoT
ehealth: Promise, challenges, and solutions,” IEEE Transactions on Computer-
Aided Design of Integrated Circuits and Systems (TCAD), 2018.

[139] M. Ibrahim, K. Chakrabarty, and U. Schlichtmann, “Synthesis of a cyberphys-
ical hybrid microfluidic platform for single-cell analysis,” IEEE Transactions
on Computer-Aided Design of Integrated Circuits and Systems (TCAD), 2018.

[140] M. Ibrahim, A. Sridhar, K. Chakrabarty, and U. Schlichtmann, “Synthesis
of reconfigurable flow-based biochips for scalable single-cell screening,” IEEE
Transactions on Computer-Aided Design of Integrated Circuits and Systems
(TCAD), submitted.

[141] M. Ibrahim, K. Chakrabarty, and B. Bhattacharya, “Bioscan: Parameter-space
exploration of synthetic biocircuits using MEDA biochips,” submitted.

[142] M. Ibrahim, K. Chakrabarty, and B. Bhattacharya, “An optimization frame-
work for parameter-space exploration in synthetic biology using micro-
electrode-dot-array biochips,” IEEE Transactions on Computer-Aided Design
of Integrated Circuits and Systems (TCAD), submitted.

378



[143] S. S. Ali, M. Ibrahim, O. Sinanoglu, K. Chakrabarty, and R. Karri, “Secu-
rity implications of cyberphysical digital microfluidic biochips,” in Proceedings
International Conference on Computer Design (ICCD), pp. 483–486, 2015.

[144] S. S. Ali, M. Ibrahim, O. Sinanoglu, K. Chakrabarty, and R. Karri, “Security
assessment of cyberphysical digital microfluidic biochips,” IEEE/ACM Trans-
actions on Computational Biology and Bioinformatics (TCBB), vol. 13, no. 3,
pp. 445–458, 2016.

[145] S. S. Ali, M. Ibrahim, O. Sinanoglu, K. Chakrabarty, and R. Karri, “Microflu-
idic encryption of on-chip biochemical assays,” in Proceedings IEEE Biomedical
Circuits and Systems (BioCAS) Conference, pp. 152–155, 2016.

[146] V. Srinivasan, V. K. Pamula, and R. B. Fair, “Droplet-based microfluidic
lab-on-a-chip for glucose detection,” Analytica Chimica Acta, vol. 507, no. 1,
pp. 145–150, 2004.

[147] V. Marx, “Cell culture: a better brew,” Nature, vol. 496, no. 7444, pp. 253–258,
2013.

[148] T. F. Scientific, “NanoDrop Spectrophotometers–Assessment of Nucleic
Acid Purity.” [Online] http://www.nanodrop.com/Library/T042-NanoDrop-
Spectrophotometers-Nucleic-Acid-Purity-Ratios.pdf. (Date last accessed
March. 6, 2018).

[149] S. A. Bustin, A-Z of Quantitative PCR, 1st Edition. San Diego, CA: Interna-
tional University Line, 2004.

[150] M. W. Pfaffl, “Quantification strategies in real-time PCR,” in AZ of quantita-
tive PCR (S. A. Bustin, ed.), International University Line, 2004.

[151] Bio-Rad, “Real-Time PCR Applications Guide.” http://www.bio-rad.com/

webroot/web/pdf/lsr/literature/Bulletin_5279.pdf. (Date last accessed
March. 6, 2018).

[152] K. Loens, D. Ursi, H. Goossens, and M. Ieven, “Molecular diagnosis of My-
coplasma pneumoniae respiratory tract infections,” Journal of Clinical Micro-
biology, vol. 41, no. 11, pp. 4915–4923, 2003.

[153] Y. Xie and W. Wolf, “Allocation and scheduling of conditional task graph in
hardware/software co-synthesis,” in Proceedings Design, Automation, and Test
in Europe (DATE), pp. 620–625, 2001.

379

http://www.bio-rad.com/webroot/web/pdf/lsr/literature/Bulletin_5279.pdf
http://www.bio-rad.com/webroot/web/pdf/lsr/literature/Bulletin_5279.pdf


[154] P. Pop, P. Eles, and Z. Peng, Analysis and Synthesis of Distributed Real-Time
Embedded Systems. New York, NY, USA: Springer, 2013.

[155] D. Wu, B. M. Al-Hashimi, and P. Eles, “Scheduling and mapping of conditional
task graph for the synthesis of low power embedded systems,” IEE Proceedings
Computers and Digital Techniques, vol. 150, no. 5, pp. 262–73, 2003.

[156] A. Papathanasiou and A. Boudouvis, “Manifestation of the connection between
dielectric breakdown strength and contact angle saturation in electrowetting,”
Applied Physics Letters, vol. 86, no. 16, p. 164102, 2005.

[157] T. E. Bihari and K. Schwan, “Dynamic adaptation of real-time software,” ACM
Transactions on Computer Systems (TOCS), vol. 9, no. 2, pp. 143–174, 1991.

[158] R. Adler, I. Schaefer, M. Trapp, and A. Poetzsch-Heffter, “Component-based
modeling and verification of dynamic adaptation in safety-critical embed-
ded systems,” ACM Transactions on Embedded Computing Systems (TECS),
vol. 10, no. 2, p. 20, 2010.

[159] L. A. Rozo Duque, J. M. Monsalve Diaz, and C. Yang, “Improving MPSoC re-
liability through adapting runtime task schedule based on time-correlated fault
behavior,” in Proceedings Design, Automation, and Test in Europe (DATE),
pp. 818–823, 2015.

[160] V. Luu-The, N. Paquet, E. Calvo, and J. Cumps, “Improved real-time RT-PCR
method for high-throughput measurements using second derivative calculation
and double correction,” Biotechniques, vol. 38, no. 2, pp. 287–296, 2005.

[161] M. Sivaganesan, S. Seifring, M. Varma, R. A. Haugland, and O. C. Shanks, “A
Bayesian method for calculating real-time quantitative PCR calibration curves
using absolute plasmid DNA standards,” BMC bioinformatics, vol. 9, no. 1,
p. 120, 2008.

[162] F. Su, S. Ozev, and K. Chakrabarty, “Ensuring the operational health of
droplet-based microelectrofluidic biosensor systems,” IEEE Sensors Journal,
vol. 5, no. 4, pp. 763–773, 2005.

[163] J. W. Haefner, Modeling Biological Systems:: Principles and Applications.
Springer Science & Business Media, 2005.

[164] R. G. Rutledge and D. Stewart, “A kinetic-based sigmoidal model for the poly-
merase chain reaction and its application to high-capacity absolute quantitative
real-time PCR,” BMC biotechnology, vol. 8, no. 1, p. 47, 2008.

380



[165] L. T. Phan, I. Lee, and O. Sokolsky, “Compositional analysis of multi-mode
systems,” in Proceedings IEEE Euromicro Conference on Real-Time Systems
(ECRTS), pp. 197–206, 2010.

[166] C. R. Brown, C. Mao, E. Falkovskaia, M. S. Jurica, and H. Boeger, “Linking
stochastic fluctuations in chromatin structure and gene expression,” PLoS Biol,
vol. 11, no. 8, p. e1001621, 2013.

[167] C. L. Araya, C. Payen, M. J. Dunham, and S. Fields, “Whole-genome sequenc-
ing of a laboratory-evolved yeast strain,” BMC Genomics, vol. 11, pp. 88–88,
2010.

[168] S. Baruah, M. Bertogna, and G. Buttazzo, Multiprocessor Scheduling for Real-
Time Systems. Springer, 2015.

[169] V. Bonifaci, A. Marchetti-Spaccamela, S. Stiller, and A. Wiese, “Feasibility
analysis in the sporadic dag task model,” in Proceedings IEEE Euromicro Con-
ference on Real-Time Systems (ECRTS), pp. 225–233, 2013.

[170] P. Paik, V. K. Pamula, and R. B. Fair, “Rapid droplet mixers for digital
microfluidic systems,” Lab on a Chip, vol. 3, no. 4, pp. 253–259, 2003.

[171] A. Saifullah, D. Ferry, J. Li, K. Agrawal, C. Lu, and C. D. Gill, “Parallel
real-time scheduling of dags,” IEEE Transactions on Parallel and Distributed
Systems (TPDS), vol. 25, no. 12, pp. 3242–3252, 2014.

[172] A. K. Mok, Fundamental design problems of distributed systems for the hard-
real-time environment. PhD thesis, Massachusetts Institute of Technology,
1983.

[173] R. Wille, O. Keszocze, R. Drechsler, T. Boehnisch, and A. Kroker, “Scal-
able one-pass synthesis for digital microfluidic biochips,” IEEE Design & Test,
vol. 32, no. 6, pp. 41–50, 2015.

[174] A. Bird, “Perceptions of epigenetics,” Nature, vol. 447, no. 7143, pp. 396–398,
2007.

[175] Z. D. Stephens, S. Y. Lee, F. Faghri, R. H. Campbell, C. Zhai, M. J. Efron,
R. Iyer, M. C. Schatz, S. Sinha, and G. E. Robinson, “Big data: astronomical
or genomical?,” PLoS Biol, vol. 13, no. 7, pp. 1–11, 2015.

381



[176] M. D. Ritchie, E. R. Holzinger, R. Li, S. A. Pendergrass, and D. Kim, “Meth-
ods of integrating data to uncover genotype-phenotype interactions,” Nature
Reviews Genetics, vol. 16, no. 2, pp. 85–97, 2015.

[177] J. Zhu, C. Qiu, M. Palla, T. Nguyen, J. J. Russo, J. Ju, and Q. Lin, “A
microfluidic device for multiplex single-nucleotide polymorphism genotyping,”
RSC advances, vol. 4, no. 9, pp. 4269–4277, 2014.

[178] M. Kantlehner, R. Kirchner, P. Hartmann, J. W. Ellwart, M. Alunni-Fabbroni,
and A. Schumacher, “A high-throughput DNA methylation analysis of a single
cell,” Nucleic Acids Research, vol. 39, no. 7, pp. 1–9, 2011.

[179] A. Mongersun, I. Smeenk, G. Pratx, P. Asuri, and P. Abbyad, “Droplet mi-
crofluidic platform for the determination of single-cell lactate release,” Analyt-
ical Chemistry, vol. 88, no. 6, pp. 3257–3263, 2016.

[180] S. Pineda, F. X. Real, M. Kogevinas, A. Carrato, S. J. Chanock, N. Malats,
and K. Van Steen, “Integration analysis of three omics data using penalized
regression methods: An application to bladder cancer,” PLoS Genetics, vol. 11,
no. 12, pp. 1–22, 2015.

[181] M. Greaves, “Evolutionary determinants of cancer,” Cancer Discovery, vol. 5,
no. 8, pp. 806–820, 2015.
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A

Proof of Theorem 5.1: A Fully Connected Routing
Crossbar

Our objective here is to provide an inductive proof for Theorem 5.1 in Chapter 5.

We aim to design an nb-to-mb routing crossbar, as shown in Figure A.1(a). The asso-

ciated graph model F(nb×mb, Gb) (defined in Section 5.2) is depicted in Figure A.1(b);

nb is the number of inputs, mb is the number of outputs, and Gb is a directed acyclic

graph that represents the crossbar transposers and their interconnections. It is re-

quired to design a routing crossbar such that it is fully connected; the definition of

full connectivity is given below.

Definition A.1 An nb-to-mb routing crossbar is fully connected if and only if we

can construct F(nb×mb, Gb) such that a droplet at any input ik ∈ {i1, i2, ..., inb
} can

reach any output oj ∈ {o1, o2, ..., omb
}.

More specifically, the problem statement is described as follows:

“What constraint must be enforced on q such that a droplet at i1 can reach omb
,

and a droplet at inb
can reach o1 through F(nb×mb, Gb), given that nb and mb are even

integers?”

To simplify notation, we denote F(nb×mb, Gb) by Fnb×mb
throughout this discus-
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Figure A.1: (a) A schematic view of an nb-to-mb routing crossbar; (b) the associ-
ated graph model F(nb×mb, Gb).

sion. Assume that Fnb×mb
is placed in a two-dimensional space with x-y coordinates;

the origin is located at the top-left corner (Figure A.1(b)). Let B(x, y) be a bound-

ing box applied to Fnb×mb
such that it covers x horizontal levels and y vertical levels

starting from the origin. Clearly, the crossbar consists of interconnected transposers

that are topologically equivalent; thus we view the model Fnb×mb
as it is constructed

by iteration, as illustrated in Figure A.2. This feature intuitively inspires us to use

proof by induction to investigate crossbar full connectivity.

The Base Case: We start with the smallest scale of a routing crossbar, which is

a single transposer (defined in Section III). At this scale, the inputs and outputs

of the associated graph F2×2 are directly connected. The graph model F2×2 of the

top left-most transposer is encapsulated in the bounding box B(2, 2), as shown in

Figure A.1(b). Based on the reconfigurable design of the transposer (Section 5.1),

we introduce the following lemma:

Lemma A.1 A full (half) transposer is a 2-to-2 (2-to-1) fully connected crossbar.

Proof: We present the proof by contradiction. Suppose that a full transposer is

395



i1

i2

i3

i4

Iteration 1

Iteration 2

Iteration p

Iteration 1 Iteration 2 Iteration p
(a)

(b)
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.

not fully connected. This implies that in the associated graph F2×2, there must be

at least one input ik ∈ {i1, i2} that is not directly connected to one of the outputs

oj ∈ {o1, o2}. However, since only input and output nodes exist in F2×2, i.e., there

are no intermediate vertical levels between the inputs and outputs, then there are no

alternative paths between ik and oj. This contradicts the original assumption about

reconfigurability of transposers; that is, there is always a path between any input

and any output. As a result, a full transposer must be fully connected to preserve

reconfigurability. The proof is similar for half transposers. �

The Induction Step: Next, we study a generic model Fk×k, where k is an even

integer, and Fk×k is bounded by B(k, k). Suppose that Fk×k represents a crossbar

that is fully connected. Then, the input i1 is connected to the output ôk. Similarly, ik

is connected to ô1; see Figure A.3(a). By expanding the graph model to F(k+2)×(k+2)

(bounded by B(k + 2, k + 2)), we obtain the following result.

Lemma A.2 If a graph Fk×k represents a fully connected crossbar, then the ex-
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panded graph F(k+2)×(k+2) also models a fully connected crossbar.

Proof: By expanding Fk×k to F(k+2)×(k+2), we connect three transposers Ts1, Ts2,

and Ts3 to Fk×k, as shown in Figure A.3(a). Since each transposer is fully connected

(Lemma A.1), we guarantee that the inputs of Ts3 (i.e., i(k+1) and i(k+2)) are connected

to Ps3. Likewise, Ps2 in Ts2 is connected to the two outputs o(k+1) and o(k+2), and Ps1

is connected to the outputs of Ts1. According to the graph model topology, directed

edges are constructed from Ps3 to Ps1 and Ps2, and from ôk to Ps1 and Ps2. This

implies that there is always a path from any input in Fk×k and Ts3 to all the outputs

of Ts1 and Ts2. As a result, F(k+2)×(k+2) represents a fully connected crossbar. We

reach the same conclusion if Ts1, Ts2, or both are replaced with half transposers. �

Furthermore, consider expanding Fk×k to Fk×(k+2) following the same approach;

see Figure A.3(b). Intuitively, Fk×(k+2) also represents a fully connected crossbar,

since i1 is connected to ok, and ik is connected to o1. Therefore, we introduce the

following lemma.

Lemma A.3 If a graph Fk×k represents a fully connected crossbar, then the ex-

panded graph Fk×(k+2) also models a fully connected crossbar.
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Proof: Similar to the proof of Lemma A.2. �

Using Lemma A.1 and Lemma A.2, and by induction, we obtain the following

theorem.

Theorem A.1 A graph Fk×k represents a fully connected crossbar if k is an even

integer and Fk×k is bounded by B(k, k).

Consider Figure A.1(b), the graph model Fsb×sb bounded by B(sb, sb) is fully

connected if sb is even, according to Theorem A.1. To test this condition, the value

of sb can be calculated as follows: sb = mb + nb−mb

2
= nb+mb

2
. It is obvious that if

mb and nb are even integers (given assumption), then sb is even. Therefore, Fsb×sb
is fully connected. Furthermore, due to the square shape of B(sb, sb), we conclude

that q = sb = nb+mb

2
. Based on Lemma A.3, the previous formula can be generalized

to the following inequality: q ≥ nb+mb

2
, where nb and mb are even.

The same proof can also be applied if we move the origin of the space to the

bottom left of Figure A.1(b) and repeat the calculation of q based on a bounding

box expanding from the bottom part of the graph Fnb×mb
. We conclude that o1 is

connected to inb
. Therefore, we obtain the required result as follows.

Theorem 5.1 An nb-to-mb, q-level valve-based crossbar is a fully connected fabric

if nb and mb are even integers, and q ≥ mb+nb

2
.

Note that this theorem provides a sufficient condition, which requires mb and nb

to be even. A necessary condition remains to be derived as part of future work.
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B

Algorithm for Generating the Graph Corresponding
to a Fully Connected Routing Crossbar

Using Figure A.1(b), we can calculate the parameters wb1 and wb2, given mb, nb, and

q. Note that q is set to the lower bound, i.e., q = mb+nb

2
.

wb2 =
nb −mb

2
(B.1)

wb1 = q − wb2 − 1

=
mb + nb

2
− nb −mb

2
− 1

= mb − 1

(B.2)

Algorithm B.1 is implemented to generate the graph model Fnb×mb
of a fully

connected routing crossbar. For the sake of illustration, we apply the steps of the

algorithm to generate the graph F10×6; see Figure B.1. The algorithm begins by

calculating the parameters wb1 and wb2 (Line 2) using Equations (B.1)-(B.2); wb1 = 5

and wb2 = 2 for F10×6. Then the algorithm generates the input nodes which reside at
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Figure B.1: The application of Algorithm B.1 on a graph F10×6.

the first vertical level of F10×6 (Line 3). Next, the subsequent wb1 − 1 vertical levels

are generated (Lines 5-13); note that these levels incorporate decision nodes for only

full transposers. In each level (Lines 7-12), nb nodes are generated and connected

with the appropriate nodes located in the previous level.

After completing the generation of the first wb1 vertical levels, the following (wb2)

levels contain decision nodes that represent half transposers. Therefore, the variable

sh (skipped horizontal levels) is used to account for the change in the number of

nodes generated at each vertical level (Line 16). The steps used for generating the

nodes and the associated edges (Lines 15-24) are similar to the previous part. Finally,

the algorithm generates the output nodes and the edges that connect them to the

previous level (Lines 26-31).

The worst-case computational complexity of this algorithm is O(nb
2 ·mb).
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Algorithm B.1: Graph Model Fnb×mb
Generator

Input: mb, nb, q
Output: Set of nodes Dnb×mb

and set of edges Ynb×mb

1: Dnb×mb
← ∅; Ynb×mb

← ∅;
2: wb1, wb2 ← Initialize(nb,mb, q);
3: Dnb×mb

← GenerateInputNodes(nb); . 1st vertical level
4: . Generate the nodes and the directed edges for the next wb1 − 1 vertical levels
5: for vl = 2 to wb1 do
6: . vl: vertical level
7: for hl = 1 to nb do
8: nd← GenerateNode(vl,hl);
9: ed← GenEdgesFromPreviousLevelToCurrentNode(vl − 1);

10: Dnb×mb
← Dnb×mb

∪ nd;
11: Snb×mb

← Snb×mb
∪ ed;

12: . Generate the nodes and the directed edges for the next wb2 vertical levels
(including half transposers)

13: for vl = wb1 + 1 to wb1 + wb2 do
14: sh = 1; . Number of skipped horizontal levels
15: for hl = 1 + sh to nb − sh do
16: nd← GenerateNode(vl,hl);
17: ed← GenEdgesFromPreviousLevelToCurrentNode(vl − 1);
18: Dnb×mb

← Dnb×mb
∪ nd;

19: Snb×mb
← Snb×mb

∪ ed;
20: sh = sh + 1;
21: . Generate the nodes and the edges for the last (output) vertical level
22: for hl = wb2 to wb2 +mb do
23: nd← GenerateOutputNodes(hl);
24: ed← GenEdgesFromPreviousLevelToCurrentNode(); . Last

vertical level
25: Dnb×mb

← Dnb×mb
∪ nd;

26: Snb×mb
← Snb×mb

∪ ed;
return Dnb×mb

, Snb×mb
;
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C

Proof of Lemma 6.1: Derivation of Control Delay
Vector Ψ

Our objective here is to provide a proof by induction for Lemma 6.1, considering a

reconfigurable flow-based biochip (RFB) θsc(xv, yv), where xv is the number of flow

valves and yv is the number of control pins. We first derive the control-delay value bx

of a flow valve Lx. Second, we combine all the delay values {b1, b2, ..., bxv} associated

with all biochip valves in a vector Ψ ∈ Rxv , which is known as the control delay

vector for θsc(xv, yv).

Recall that the control of flow valves in an RFB requires two types of control

pins: (1) primary pins {Ca
1 , C

a
2 , ..., C

a
av}, where av is the number of primary pins; (2)

demultiplexing pins {Cg
1 , C

g
2 , ..., C

g
gv}, where gv is the number of demultiplexing pins.

Hence, a generic control configuration of a valve Lx in θsc(xv, yv) can be performed

using mp primary pins and np demultiplexing pins, where 1 ≤ mp ≤ av, 0 ≤ np ≤ gv.

This generic configuration is therefore denoted by (mp, np). For example, Figure C.1

shows six possible configurations (mp, np), where 1 ≤ mp ≤ 2, 0 ≤ np ≤ 2.

Based on the number of primary pins mp used in actuating Lx, we introduce two

types of valve control through the following definition.
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Figure C.1: Control configurations for a valve Lx: (a) (1,0) configuration. (b) (1,1)
configuration. (c) (1,2) configuration. (d) (2,1) configuration. (e) (2,2) configuration.
(f) (2,2) configuration. The parameters λai and λgi refer to the valve-control delays
associated with a primary pin Ca

i and a demultiplexing pin Cg
i , respectively.

Definition C.1 A valve Lx in an RFB θsc(xv, yv) can be actuated using two different

control schemes: (1) Multiplexed-control (MC) scheme, where the actuation of Lx is

performed by using a single primary pin, i.e., mp = 1, and np demultiplexing pins;

np ≥ 0. (2) Networked-control (NC), where the control of Lx is performed by using

an mp primary pins and np demultiplexing pins, where mp > 1, np ≥ 1.

For example, the configurations in Figure C.1(a-c) are MC, whereas the config-

urations in Figure C.1(d-f) are NC. Since our synthesis methodology is focused on

MC-driven RFBs, we focus on deriving bx for a valve Lx that has MC and keep the

derivation for the NC-driven valve for future work.

Note that adopting MC to actuate a valve Lx, i.e., by using a single primary pin

Ca
y , indicates that there is only a single control path which connects Ca

y to Lx; see

Figure C.1(b). In other words, we do not consider the case where duplicate paths are

used for connection. Intuitively, if a primary pin Ca
y is unable to actuate a valve Lx,

then Ca
y must be busy actuating another valve Lz through a different control path,

and hence having a duplicate path between Lx and Ca
y is meaningless.

Note that prior work in the synthesis of flow-based biochips considers a single
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control pin (mp = 1) for actuating a valve Lx, even with employing pin-sharing

among multiple valves. Hence, the control configuration considered in the previous

work is also labeled as MC.

Recall that primary pins are used to provide the pressure (or vacuum) to actuate

the flow valves, whereas demultiplexing pins are used to direct the pressure-driven

flow through control channels from a primary pin to a particular valve. These two

functions cannot be overlapping in any control configuration (MC or NC), because

the control channels need to be setup first before a pressure (or vacuum) pulse is

provided by a primary pin. Analytically, this non-overlapping condition implies that

the control delay bx of a valve Lx can be interpreted as bx = bax + bgx, where bax and

bgx are the delay associated with primary pins and demultiplexing pins, respectively.

Throughout the proof, we also refer to bgx as the delay associated with control-path

activation.

To derive the relation for bax and bgx, we first construct a canonical MC topology for

a valve Lx, as shown in Figure C.2. A set of k demultiplexing pins {Cg
0 , C

g
1 , ..., C

g
k−1}

are used to actuate the control path which connects Lx to a primary pin Ca
1 . The

control path is activated if all the control valves {l11, l21, l22, ..., lkk} are opened. An MC

topology is canonical if each demultiplexing pin is connected to a different number

of control valves. For example, the pin Cg
0 is not connected to any valve, the pin

Cg
1 is connected to a single control valve l11, Cg

2 is connected to two control valves

{l21, l22}, and Cg
k is connected to k control valves. This design can capture all possible

control settings within the control path for an MC-driven valve, and therefore offers

a generic MC platform that can be used to derive the relations for bax and bgx.

Using the canonical MC design in Figure C.2, the control path, denoted by CP,

that connects the primary pin Ca
1 with Lx can be activated only after all the control

valves in the set L̃ = {l11, l21, l22, ..., lkk} are actuated. In other words, if a demultiplexing
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Figure C.2: Canonical MC configuration for a valve Lx.

pin Cg
y is connected to a set of control valves L̃y ⊂ L̃, then CP cannot be activated

before a fluid injected via Cg
y reaches all the valves in the set L̃y = {ly1 , l

y
2 , ..., l

y
y}.

Consider a value dvyi that describes the delay of fluidic transport from Cg
y to a

control valve lyi ∈ L̃y. Based on the above observation, we compute the actuation

delay λgxy for a demultiplexing pin Cg
y as follows.

Definition C.2 Consider a demultiplexing pin Cg
y that is used in canonical MC of

a valve Lx. Also, consider a set of control valves L̃y ⊂ L̃ that is connected to Cg
y ,

where L̃y = {ly1 , l
y
2 , ..., l

y
y}, and the fluidic delays associated with these connections

are presented in a vector DV y = [dvy1 dv
y
2 ... dv

y
y ]
ᵀ. The actuation delay λgxy of Cg

y

is defined as the minimum duration through which a fluid stream injected from Cg
y

reaches all control valves in L̃y, and therefore the actuation delay λgxy is estimated

using the relation λgxy = max{DV y}.

Figure C.2 demonstrates the actuation delays λgx1, λgx2, and λgxk associated with

demultiplexing pins Cg
1 , Cg

2 , and Cg
k , respectively.

Recall from Section 6.2 that the connectivity vector of a valve Lx is φx =

[λax1 λax2 ... λaxav |λ
g
x1 λgx2 ... λgxgv ] = [φax|φgx], where λaxy > 0 indicates that a pri-
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mary pin Ca
y is used to actuate Lx with actuation delay λaxy, λ

g
xy > 0 indicates that

a demultiplexing pin Cg
y is used to actuate Lx with actuation delay λgxy, av is the

number of primary pins, gv is the number of demultiplexing pins, φax is the connec-

tivity associated with the primary pins, and φgx is the connectivity associated with

the demultiplexing pins. By using the canonical MC scheme to actuate Lx, the con-

nectivity vector φx becomes φx = [1|0 1 1 1 ... 1], where φx ∈ Rk+1. In the following

discussion, we redefine φx as φ{x,k} to consider the number of demultiplexing pins

connected to the control path for Lx. Similarly, bax and bgx are redefined as ba{x,k} and

bg{x,k}, respectively.

To derive the relation for ba{x,k} (using proof by induction), we introduce the base

cases for a canonical MC scheme.

Base Case: We investigate the simplest three MC configurations for a valve Lx;

see Figure C.3. The simplest case (Figure C.3(a)) is where no demultiplexing pin is

connected; k = 0. In this case, the connectivity vector associated with demultiplexing

pins φg{x,0} is empty, and there is no actuation delay by any demultiplexing pin. In

other words, bg{x,0} = 0 for this base case.

Flow valve
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Primary control channel
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Figure C.3: The base MC configurations for a valve Lx: (a) No demultiplexing pins
are connected; (b) A single demultiplexing pin is connected; (c) Two demultiplexing
pins are connected.
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In the second base case, shown in Figure C.3(b), a single demultiplexing pin Cg
1

is connected to the control path, i.e., k = 1. Hence, the connectivity vector φg{x,1}

associated with the demultiplexing pins is simply [λgx1], and therefore the control

delay associated with activating the control path is bg{x,1} = φg{x,1} = λgx1. Note

that this case also applies to an MC configuration where a single demultiplexing pin

is used to actuate any number of control valves located on the control path; the

connectivity vector φg{x,1} does not include information about the individual control

valves, but λgxy captures the longest fluidic delay among control-valve connections.

The third base case is shown in Figure C.3(c). Two demultiplexing pins {Cg
1 , C

g
2}

are connected to the control path, i.e., k = 2. The connectivity vector associated

with this case is φg{x,2} = [λgx1 λ
g
x2]. To obtain the value of bg{x,2} by using φg{x,2}, we

investigate the scenarios through which the control path for Lx can be activated.

We observe two control scenarios: (1) Serial actuation of {Cg
1 , C

g
2}, in which the

biochip controller pressurizes one demultiplexing pin at a time. By using this control

mechanism, bg{x,2} can be computed as follows: bg{x,2} = λgx1 + λgx2 = sum{φg{x,2}}.

(2) Parallel actuation of {Cg
1 , C

g
2}, in which the controller pressurizes the two pins

concurrently. By using this control mechanism, bg{x,2} is computed as follows: bg{x,2} =

max{λgx1, λ
g
x2} = max{φg{x,2}}. Since the demultiplexing pins {Cg

1 , C
g
2} are used to

activate only the control path for Lx, then parallel control of {Cg
1 , C

g
2} is considered,

and therefore bg{x,2} = max{φg{x,2}}.

Induction Hypothesis: Next, we study a generic MC configuration, where k ≥ 3

demultiplexing pins are connected to the control path for Lx. By using a biochip

controller that pressurizes all the k demultiplexing pins concurrently, then the value

of bg{x,k} can be computed similar to the base case as follows:

bg{x,k} = max{λg
x1, λ

g
x2, ..., λ

g
xk} = max{φg

{x,k}} (C.1)
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Inductive Step: By expanding the control path to connect an additional demulti-

plexing pin Cg
k+1, we obtain the following result.

Lemma C.1 Consider a valve Lx that is actuated using MC, and k demultiplexing

pins are connected to the control path. If the control delay associated with activat-

ing the control path is bg{x,k}, then the delay of control-path activation when k + 1

demultiplexing pins are connected is max{bg{x,k}, λ
g
x(k+1)}.

Proof: By expanding the control path, an additional set of control valves L̃k+1 =

{lk+1
1 , lk+1

2 , ..., lk+1
k+1} are added, and these valves can be actuated using a demulti-

plexing pin Cg
k+1. By using the assumption that a biochip controller can pres-

surizes all the k + 1 demultiplexing pins concurrently, then the activation of the

control path is associated with a delay bg{x,k+1} = max{λgx1, λ
g
x2, ..., λ

g
xk, λ

g
x(k+1)} =

max{max{λgx1, λ
g
x2, ..., λ

g
xk}, λ

g
x(k+1)}. By using Equation (C.1), we reach the follow-

ing result: bg{x,k+1} = max{bg{x,k}, λ
g
x(k+1)}. �

Note that in all cases of MC for a valve Lx, only a single primary pin Ca
x is used

to actuate Lx after the control path is activated. As a result, the actuation delay

associated with the primary pin is ba{x,1} = ba{x,2} = ba{x,k} = λax1. If the other mp − 1

primary pin are used to actuate other valves using MC, then the connectivity vector

φa{x,k} associated with Lx is defined as [λax1 0 0 ... 0], where φa{x,k} ∈ Rmp . Hence, the

actuation delay ba{x,k} is estimated using the following relation:

ba{x,k} = λa
x1 = max{φa

{x,k}} (C.2)

Using Lemma C.1 and Equation (C.2), and by induction, we obtain the required

result for b{x,k} (or simply bx) and Ψ.

Lemma 6.1 The control delay of a flow valve Lx is a value bx = bax+ bgx = max{φax}
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+ max{φgx}, and the control delay vector for all the valves in θsc(xv, yv) is Ψ =

[b1 b2 ... bxv ]ᵀ.
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D

Proof of Theorem 6.1: Derivation of Control
Latency αi

Our objective here is to provide a proof by induction for Theorem 6.1. This theorem

extends the result obtained by Lemma 6.1 for a biochip that has a set of xv valves

L = {L1, L2, ..., Lxv}, and a subset of these valves (Lsubs ⊂ L) are connected within

a “flow” path1 that can be used to route a sample droplet. Hence, we aim to derive

the control latency αi, which describes the duration for actuating all the valves in

Lsubs and thus activating the flow path. We construct the proof by considering all

possible configurations of control pins.

Recall that a control vector ϑi : {i ∈ N, t ≤ CV } is a vector of length xv such

that ϑi[x] = 1 indicates that a flow valve Lx must be actuated as a part of the

control vector, and ϑi[x] = 0 otherwise. For example, Figure D.1 shows an RFB

with 6 flow valves, and the flow path from S to E can be activated if only the valves

{L1, L2, L5, L6} are actuated. Hence, the control vector ϑi associated with this flow

1 Flow path is not to be confused with control path. A flow path is fluidic path that is used to
route a sample through flow channels, whereas a control path describes the fluidic path for actuating
a valve Lx.
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Figure D.1: Demonstration of the flow path associated with a control vector ϑi.

path is defined as ϑi = [1 1 0 0 1 1]. We henceforth use the terms “control vector”

and “flow path” interchangeably. Throughout this proof, we focus on a single control

vector, i.e, CV = 1 to derive the relation for αi. Afterwards, we consider a generic

case, where CV > 1, to obtain the control latency vector Θ associated with all

control vectors in θsc(xv, yv).

Consider a biochip θsc(xv, yv) that includes a set of flow valves L = {L1, L2, ...,

Lxv}. To derive the relation for αi, we construct a canonical MC scheme for a control

vector ϑi. Assume without loss of generality that ϑi = [0 1 1 ... 1]. This indicates that

only one valve (L1) does not need to be actuated for ϑi (flow-path activation). This

assumption is used for illustrative purposes and it does not impact the procedure of

the proof. To avoid confusion, we henceforth refer to L1, the valve that is not a part

of ϑi, as L′.

A simple approach to construct a canonical MC scheme for ϑi is to replicate

the canonical scheme from Figure C.2 for every valve Lx. However, recall that our

previous analysis considers that every MC-driven valve Lx is actuated using a single

primary pin and an independent set of demultiplexing pins. Hence, by replicating

the canonical MC for a valve Lx, we unnecessarily double the number of control pins

needed for activating ϑi.

To overcome this problem, we need a canonical MC scheme for ϑi that allows
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multiple valves to share a primary pin. For this purpose, we construct a canonical

MC topology that connects mp primary pins {Ca
1 , C

a
2 , ..., C

a
mp
} to xv flow valves

{L′, L1
1, L

2
1, L

2
2, ..., L

mp
mp}; see Figure D.2. Recall that an MC scheme for an individual

valve Lx is subject to the condition that Lx is actuated using a single primary pin;

this condition must be fulfilled by a canonical MC scheme for ϑi as well. Also, note

that the control latency for ϑi is not affected by which primary pin actuates the valve

L′, and therefore it is left disconnected in Figure D.2.

An MC topology associated with ϑi is canonical if each primary pin is connected

to a different number of flow valves in the set {L1
1, L

2
1, L

2
2, ..., L

mp
mp}. For example,

as shown in Figure D.2, the primary pin Ca
1 is connected to a single valve L1

1,

Ca
2 is connected to two valves {L2

1, L
2
2}, and Ca

mp
is connected to mp flow valves

{Lmp

1 , L
mp

2 , ..., L
mp
mp}. This design captures all possible control settings needed for the

activation of ϑi, and therefore offers a generic MC platform that can be used to

derive the relation for αi.

By using the canonical MC design in Figure D.2, ϑi can be activated only after

all the valves in {L1
1, L

2
1, L

2
2, ..., L

mp
mp} are actuated. Since these valves are actuated

!"
#$$ #$% #%% #$& #%& #&& #$'( #%'( #'(

'(

)$* )%* )&* )'(
*

DP1 DP2 DP3 DPm

Flow valve )"* Primary pin

DPi MC-compliant demultiplexing network

#+

Figure D.2: Canonical MC configuration associated with a control vector ϑi.
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by different primary pins, we introduce the connectivity Ωmp below. We also present

a constraint on Ωmp for an MC-compliant pin-sharing design.

Definition D.1 Consider a biochip θsc(xv, yv) that has a set of flow valves L =

{L′, L1
1, L

2
1, L

2
2, ..., L

mp
mp} that is actuated using MC using mp primary pins. We define

the connectivity vector of a primary pin Ca
y as ρy = [SNa

1y SNa
2y ... SNa

xvy]
ᵀ ∈

Rxv , y ∈ [1, av]. In addition, we define a binary vector SNy = sign(ρy), where

SNy[x] = 1 indicates that a valve Lx ∈ L is actuated using a primary pin Ca
y ,

and SNy[x] = 0 otherwise. Furthermore, we define the connectivity matrix Ωmp as

follows: Ωmp = [SN1 SN2 ... SNmp ]ᵀ ∈ Rmp×xv . To provide an MC scheme using

primary pins, the following condition must be satisfied for each valve Lx.

mp∑
i=1

Ωmp[i, x] = 1 (D.1)

This condition implies that a valve Lx can be actuated only by a single primary

pin. While a primary pin can flexibly be shared among multiple valves, sharing of

a demultiplexing pin must also be compliant with the MC scheme (see Section 6.2).

The following definition introduces an MC-related constraint that regulates sharing

of demultiplexing pins.

Definition D.2 Let RDkj be a binary variable, where RDkj = 1 if a demultiplexing

pin Cg
k is used in the activation of a control path that is pressurized using a primary

pin Ca
j , and RDkj = 0 otherwise. An MC-compliant scheme that constitutes sharing

of demultiplexing pins must satisfy the following condition:

A∑
j=1

RDkj = 1 (D.2)

By fulfilling the condition in Equation (D.2), we ensure that any demultiplexing
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pin can be used only in the activation of control paths that are connected to a

single primary pin. For example, in Figure D.2, demultiplexing pins used in DP1 to

actuate L1
1 cannot be used in DP2 or DPmp . This condition enables us to make the

assumption that valves connected to different primary pins, i.e., valves in different

primary-pin groups, can be actuated concurrently, if the biochip controller supports

parallel actuation. In other words, there are no control dependencies between valves

in different primary-pin groups.

Recall that ϑi = [0 1 1 ... 1], Ωmp = [SN1 SN2 ... SNmp ]ᵀ, and Ψ = [b1 b2 ... bxv ]ᵀ

(Lemma 6.1). Also, consider the vector operator ◦ that provides the element-wise

product of two vectors, i.e., E ◦ B = [e1 e2 ... en] ◦ [b1 b2 ... bn] = [e1b1 e2b2 ... enbn].

By using the canonical MC scheme (Figure D.2), we derive the relation for αi (using

proof by induction). In the following discussion, we redefine αi as α{i,mp} to consider

the number of primary pins connected to L. Similarly, ϑi is redefined as ϑ{i,mp}. We

start the proof by introducing two base cases for a canonical MC scheme.

The Base Case: We investigate the simplest two MC configuration associated with

a control vector ϑ{i,mp}; see Figure D.3. The simplest configuration (Figure D.3(a)) is

where only a single primary pin is used to actuate the valves in the set L = {L′, L1
1},

i.e., mp = 1. In this case, the connectivity matrix Ω1 includes only a single row/vector

SN1, which is defined as SN1 = [1 1]. Since only L1
1 is located on the flow path, i.e.,

ϑ{i,1} = [0 1], then activating this control path requires only activating the valve L1
1

using the primary pin Ca
1 . Hence, the relation for the control latency α{i,1} associated

with ϑ{i,1} is derived as follows2: α{i,1} = b1 = [0 1]·([1 1]◦[b0 b1]ᵀ) = ϑ{i,1} ·(SN1◦Ψ).

In the second base case, shown in Figure D.3(b), two primary pins are used to

actuate the valves in the set L = {L′, L1
1, L

2
1, L

2
2}, i.e., mp = 2. In this case, the

connectivity matrix Ω2 includes two vectors {SN1, SN2}, which can be defined as

SN1 = [1 1 0 0], SN2 = [0 0 1 1]. Also, ϑ{i,2} = [0 1 1 1]. By using two primary pins

2 To avoid confusion, we define the control delay value associated with the valve L′ to be b0.
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Figure D.3: The base MC configurations associated with ϑi: (a) a single primary
pin is connected to a single valve; (b) a single primary pin connected to two valves;
(c) two primary pins are connected to three valves.

and by considering an MC-compliant demultiplexing network, a biochip controller

can actuate two groups of valves {L′, L1
1}, {L2

1, L
2
2} concurrently. Note however that

the valves {L2
1, L

2
2} need to be actuated serially since they are connected to the same

primary pin. Also, note that L′ does not have to be actuated to enable ϑ{i,2}. As a

result, the control latency α{i,2} is associated with the longest control latency among

the two primary-pin groups. In other words, α{i,2} = max{α1
{i,2}, α

2
{i,2}}, where αi{i,mp}

is the latency associated with the actuation of a subset of valves {Li1, Li2, ..., Lii}, i.e.,

the valve group of primary a pin Ca
i . Both α1

{i,2} and α2
{i,2} can be computed as

follows: α1
{i,2} = b1 = ϑ{i,2} · (SN1 ◦ Ψ) and α2

{i,2} = b2 + b3 = ϑ{i,2} · (SN2 ◦ Ψ).

Therefore, α{i,2} = max{ϑ{i,2} · (SN1 ◦Ψ), ϑ{i,2} · (SN2 ◦Ψ)}.

Induction Hypothesis: Next, we study a generic MC configuration, where mp ≥ 3

primary pins are connected to the valves in the set L. By considering an MC-

compliant demultiplexing network, the value of α{i,mp} can be computed similar to
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the base case as follows:

α{i,mp} = max{α1
{i,mp}, α

2
{i,mp}, ..., α

mp

{i,mp}} = max
1≤y≤mp

{ϑ{i,mp} · (SNy ◦Ψ)}

(D.3)

Inductive Step:

By expanding the MC to connect an additional primary pin Ca
mp+1, we obtain the

following result.

Lemma D.1 Consider an MC-driven RFB θsc(xv, yv) that has a set of valves {L′, L1
1,

L2
1, L

2
2, ..., L

mp
mp} and mp primary pins. Also, consider a control vector ϑ{i,mp} that is

used to route a sample droplet. If the control latency associated with activating ϑ{i,mp}

is α{i,mp}, then the latency for a control vector ϑ{i,mp+1} that is activated using mp+1

primary pins is max{α{i,mp}, ϑ{i,mp+1} · (SNmp+1 ◦Ψ)}.

Proof: By expanding the control vector ϑi, the following changes occur in the MC

scheme: (1) an additional set of flow valves Lmp+1 = {Lmp+1
1 , L

mp+1
2 , ..., L

mp+1
mp+1} are

added; (2) a new primary pin Ca
mp+1 is connected to these valves and used for pres-

surization; (3) a new set of demultiplexing pins are connected to the control paths of

these valves. Hence, by using the assumption that a biochip controller can pressur-

ize all demultiplexing pins concurrently, then the actuation of flow valves in the set⋃mp+1
i=1 Li is associated with a latency α{i,mp+1} = max{ϑ{i,mp+1} ·(SN1◦Ψ), ϑ{i,mp+1} ·

(SN2◦Ψ), ..., ϑ{i,mp+1} ·(SNm◦Ψ), ϑ{i,mp+1} ·(SNmp+1◦Ψ)}. Note that ϑ{i,mp} ·(SNi◦

Ψ) = ϑ{i,mp+1} · (SNi ◦ Ψ) if i ≤ m, although the vectors ϑ{i,mp} and ϑ{i,mp+1} have

different lengths. When i ≤ m, all the additional entries in ϑ{i,mp+1} will be cancelled

by the dot product. Therefore, α{i,mp+1} = max{max{ϑ{i,mp} · (SN1 ◦ Ψ), ϑ{i,mp} ·

(SN2◦Ψ), ..., ϑ{i,mp} ·(SNm◦Ψ)}, ϑ{i,mp+1} ·(SNmp+1◦Ψ)}. By using Equation (D.3),

we obtain the following result: α{i,mp+1} = max{α{i,mp}, ϑ{i,mp+1} · (SNmp+1 ◦Ψ)}. �
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By Using Lemma D.1 and Equation (D.3), and by induction, we obtain the

required result for α{i,mp} (or simply αi) and Θ.

Theorem 6.1 If αi, where αi ∈ R, i ∈ N, i ≤ CV , is the control latency value

associated with a control vector ϑi in a chip θsc(xv, yv), then αi = max
1≤y≤av

{ϑi · (SNy ◦

Ψ)} = max
1≤y≤av

{ϑi · (sign(ρy) ◦Ψ)}, where ◦ is the element-wise product. In addition,

the cumulative control latency vector for all control vectors in θsc(xv, yv) is Θ =

max
1≤y≤av

{Γ · (sign(ρy) ◦Ψ)}.
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E

Proof of Lemma 7.1: Proof of Overlapping
Subproblems and Optimal Substructure for

Aliquot-Generation Tree Zg
[o1...oN ]

Our objective here is to provide a proof for Lemma 7.1 in Chapter 7. This lemma

highlights two important properties that are inherent in aliquot-generation trees;

those are, the overlapping-subproblems and optimal-substructure properties.

Consider an aliquot-generation tree Zg[o1...oN ], which containsN leaf nodes (aliquots),

as shown in Figure E.1. The tree Zg[o1...oN ] consists of a set ofW g
[1...N ] nodes {Zg([o1...oN ],1),

Zg([o1...oN ],2), ...}. Each node Zg([o1...oN ],j) is defined as Zg([o1...oN ],j) = {ψg([o1...oN ],j),

ctg([o1...oN ],j), ht
g
([o1...oN ],j)}, where ψg([o1...oN ],j) is the operation type, ctg([o1...oN ],j) is the

operation cost, and htg([o1...oN ],j) is the height of the node. We define the overall cost

CT g[o1...oN ] of Zg[o1...oN ] as follows.

Definition E.1 The overall cost CT g[o1...oN ] of an aliquot-generation tree Zg[o1...oN ] =

{Zg([o1...oN ],1), Z
g
([o1...oN ],2), ...}, where Zg([o1...oN ],j) = {ψg([o1...oN ],j), ct

g
([o1...oN ],j), ht

g
([o1...oN ],j)},

is defined as CT g[o1...oN ] =
∑

j(ct
g
([o1...oN ],j) · ht

g
([o1...oN ],j)).
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Figure E.1: An aliquot-generation tree Zg[o1...oN ] and its subtrees Zg[o1...ok] and

Zg[ok+1...oN ].

Based on the above definition, we first present a proof for the overlapping-

subproblems property. Next, we prove that Zg[o1...oN ] exhibits the optimal-substructure

property.

E.1 Overlapping-Subproblems Property

Based on Figure E.1, our goal is to examine whether the cost CT g[o1...oN ] of Zg[o1...oN ]

can be computed by breaking Zg[o1...oN ] into two subtrees Zg[o1...ok] and Zg[ok+1...oN ] and

computing their relative costs CT g[o1...ok] and CT g[ok+1...oN ], respectively. If CT g[o1...oN ]

can be computed in terms of CT g[o1...ok] and CT g[ok+1...oN ], then the tree Zg[o1...oN ] exhibits

the overlapping-subproblems property.

We present a proof by construction. If CT g[o1...ok] is the overall cost of the left sub-

tree (bounded by a red-colored triangle in Figure E.1), then based on Definition E.1,

CT g[o1...ok] can be computed as follows.

CT g[o1...ok] = ctg([o1...ok],1) · ht
g
([o1...ok],1) + ...+ ctg

([o1...ok],W g
[1...k]

)
· htg

([o1...ok],W g
[1...k]

)
(E.1)

Since Zg[o1...ok] is a subtree of Zg[o1...oN ], then the tree nodes Zg([o1...ok],j) also belong
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to the tree Zg[o1...oN ] (Figure E.1), therefore Equation E.1 can be rewritten as follows.

CT g[o1...ok] = ctg([o1...oN ],2) · ht
g
([o1...oN ],2) + ...+ ctg([o1...oN ],a) · ht

g
([o1...oN ],a) (E.2)

Similarly, if CT g[ok+1...oN ] is the overall cost of the right subtree (bounded by a

green-colored triangle in Figure E.1), then based on Definition E.1, CT g[ok+1...oN ] can

be computed as follows.

CT g[ok+1...oN ] = ctg([ok+1...oN ],1) · ht
g
([ok+1...oN ],1) + ...+

ctg
([ok+1...oN ],W g

[k+1...N ]
)
· htg

([ok+1...oN ],W g
[k+1...N ]

)

(E.3)

Since Zg[ok+1...oN ] is a subtree of Zg[o1...oN ], then the tree nodes Zg([ok+1...oN ],j) also

belong to the tree Zg[o1...oN ] (Figure E.1), therefore Equation E.3 can be rewritten as

follows.

CT g[ok+1...oN ] = ctg([o1...oN ],a+1) · ht
g
([o1...oN ],a+1) + ...+

ctg
([o1...oN ],W g

[1...N ]
)
· htg

([o1...oN ],W g
[1...N ]

)

(E.4)

Next, based on Definition E.1, we compute the overall cost CT g[o1...oN ] of the tree

Zg[o1...oN ] (bounded by a blue-colored triangle in Figure E.1) as follows.
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CT g[o1...oN ] = ctg([o1...oN ],1) · ht
g
([o1...oN ],1)

+ ctg([o1...oN ],2) · ht
g
([o1...oN ],2)

+ ...

+ ctg([o1...oN ],a) · ht
g
([o1...oN ],a)

+ ctg([o1...oN ],a+1) · ht
g
([o1...oN ],a+1)

+ ...

+ ctg
([o1...oN ],W g

[1...N ]
)
· htg

([o1...oN ],W g
[1...N ]

)

(E.5)

By substituting Equation E.2 and Equation E.4 into Equation E.5, we reach the

following result.

CT g[o1...oN ] = ctg([o1...oN ],1) · ht
g
([o1...oN ],1)

+ CT g[o1...ok] + CT g[ok+1...oN ]

(E.6)

Hence, we observe that CT g[o1...oN ] can be computed in terms of CT g[o1...ok] and

CT g[ok+1...oN ]. Therefore, we obtain the following conclusion regarding the overlapping-

subproblems property.

Lemma E.1 An aliquot-generation tree Zg[o1...oN ] with a root Zg([o1...oN ],RT ) exhibits

overlapping subproblems, therefore the cost function CT g[o1...oN ] can be computed as

follows: CT g[o1...oN ] = ctg([o1...oN ],RT ) ·ht
g
([o1...oN ],RT ) +CT g[o1...ok] +CT g[ok+1...oN ]; 1 ≤ k < N ,

where CT g[o1...ok] and CT g[ok+1...oN ] are the cost values associated with the left and right

subtrees, respectively.
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E.2 Optimal-Substructure Property

Next, suppose that the tree Zg[o1...oN ] is associated with an optimal cost CT g[o1...oN ], i.e.,

the minimum cost. Based on Lemma E.1, we aim to examine whether the values of

the cost functions CT g[o1...ok] and CT g[ok+1...oN ] are optimal when CT g[o1...oN ] is optimal.

If CT g[o1...ok] and CT g[ok+1...oN ] are proven to be optimal, then the tree Zg[o1...oN ] exhibits

the optimal-substructure property.

We present a proof by contradiction using the generic form in Figure E.1. Suppose

that the tree Zg[o1...oN ] is optimal since it is associated with an optimal cost CT g[o1...oN ].

Also, the tree Zg[o1...oN ] consists of two subtrees Zg[o1...ok] and Zg[ok+1...oN ]. Hence, our

proof is presented considering two cases.

Case 1: Suppose for contradiction that the left subtree Zg[o1...ok] is not optimal.

This assumption means that there is another subtree structure, denoted by Z̃g[o1...ok],

that has a lower cost value C̃T
g

[o1...ok], where C̃T
g

[o1...ok] < CT g[o1...ok]. Based on this

assumption, we construct a new tree Z̃g[o1...oN ] from Zg[o1...oN ] by replacing the subtree

Zg[o1...ok] with the optimal subtree Z̃g[o1...ok]. By using Lemma E.1, we compute the

overall cost C̃T
g

[o1...oN ] of the new tree Z̃g[o1...ok] as follows:

C̃T
g

[o1...oN ] = ctg([o1...oN ],1) · ht
g
([o1...oN ],1)

+ C̃T
g

[o1...ok] + CT g[ok+1...oN ]

(E.7)

By comparing Equation E.6 and Equation E.7, we observe that the assumption

(C̃T
g

[o1...ok] < CT g[o1...ok]) implies that C̃T
g

[o1...oN ] < CT g[o1...oN ]. This result contradicts

with the optimality of Zg[o1...oN ] that was given at the beginning. As a result, if

Zg[o1...oN ] is optimal, then the subtree Zg[o1...ok] must also be optimal.

Case 2: A similar proof to Case 1 can be derived, while considering the right subtree
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Zg[ok+1...oN ], to show that the subtree Zg[ok+1...oN ] must be optimal if Zg[o1...oN ] is optimal.

Based on the presented proof, we reach the following result.

Lemma E.2 Consider an aliquot-generation tree Zg[o1...oN ] that contains two subtrees

Zg[o1...ok] and Zg[ok+1...oN ]. The tree Zg[o1...oN ] exhibits optimal substructure, therefore

Zg[o1...oN ] is optimal if both subtrees Zg[o1...ok] and Zg[ok+1...oN ] are optimal.

Using Lemma E.1 and Lemma E.2, we obtain the required result as follows.

Lemma 7.1 An aliquot-generation tree Zg[o1...oN ] exhibits the “overlapping-subproblems”

and “optimal-substructure” properties.
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F

Proof of Theorem 7.1: The Recursive Relation for
an Optimal Aliquot-Generation Tree Zg

[o1...oN ]

Our objective here is to provide a proof by induction for Theorem 7.1. This theorem

builds on the result obtained from Lemma 7.1, which highlights two important prop-

erties of aliquot-generation trees; these properties are the overlapping subproblems

and optimal substructure. Our goal is to show that, by using these properties, an

optimal aliquot-generation tree Zg[o1...oN ] can be constructed using dynamic program-

ming.

Recall that an aliquot-generation tree Zg[o1...oN ] consists of a set of W g
[1...N ] nodes

{Zg([o1...oN ],1), Z
g
([o1...oN ],2), ...}. Each node Zg([o1...oN ],j) is defined as Zg([o1...oN ],j) =

{ψg([o1...oN ],j), ct
g
([o1...oN ],j), ht

g
([o1...oN ],j)}, where ψg([o1...oN ],j) is the operation type, ctg([o1...oN ],j)

is the operation cost, and htg([o1...oN ],j) is the height of the node. The tree Zg[o1...oN ]

contains a root node, denoted by Zg([o1...oN ],RT ), and N leaf nodes, which repre-

sent the aliquots. Also, recall that the cost of a splitting operation is lower than

the cost of an aliquoting operation (Section 7.6), i.e., cost(split) < cost(aliquot).

Finally, as described in Appendix E, the overall cost of Zg[o1...oN ] is CT g[o1...oN ] =
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Figure F.1: Possible MEDA operations to generate Zg[o1 o2]: (a) a single splitting

operation; (b) a single aliquoting operation; (c) a fragment operation.

∑
j ct

g
([o1...oN ],j) · ht

g
([o1...oN ],j).

The Base Case: We start with the smallest scale of an aliquot-generation tree,

which contains only two leaf nodes, i.e., Zg[o1 o2], as shown in Figure F.1. At this

scale, a single MEDA operation is needed to generate the aliquots, on condition that

the aliquoting constraints (Section 7.6) can be satisfied. If the two aliquots have

the same volume, then a splitting operation is performed Figure F.1(a). However,

if the two aliquots have different volumes, then an aliquoting operation is executed

Figure F.1(b).

On the other hand, if the aliquoting constraints cannot be satisfied directly, then

two consecutive aliquoting operations are performed to generate the target aliquot

volume; these steps are referred to as a fragment operation (Figure F.1(c))—the

optimality of the fragment operation based on these steps is discussed as part of the

presented proof. For convenience, we consider the steps of a fragment operation as a

single operation Zg([o1 o2],j) and its associated cost is ctg([o1 o2],j) > cost(aliquot). Based

on the above discussion, we introduce the following lemma.
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Lemma F.1 An aliquot-generation tree Zg[o1 o2] with root Zg([o1 o2],RT ) and two leaf

nodes {Zg([o1 o2],2), Z
g
([o1 o2],3)} is optimal, and the optimal cost CT g[o1 o2] is computed

as follows: CT g[o1 o2] = min{CT g[o1] + CT g[o2]}+ ctg([o1 o2],RT ) · ht
g
([o1 o2],RT ).

Proof: We present the proof by contradiction. Suppose that the tree Zg[o1 o2] is not

optimal. This implies that there is another tree Z̃g[o1 o2] that has a lower cost, i.e.,

C̃T
g

[o1 oN ] < CT g[o1 oN ]. Since the leaf nodes are the same in both trees, then this

implies that c̃t
g

([o1 o2],RT ) < ctg([o1 o2],RT ). This inequality is studied based on three

cases related to aliquots’ volumes:

Case 1: Suppose that the two leaf nodes represent two aliquots that have the same

volume, meaning that ctg([o1 o2],RT ) = cost(split). Since cost(split) < cost(aliquot) <

cost(fragment), then ctg([o1 o2],RT ) exhibits the lowest value. This contradicts the

original assumption that c̃t
g

([o1 o2],RT ) < ctg([o1 o2],RT ). As a result, Zg[o1 o2] must be

optimal if Zg([o1 o2],RT ) represents a splitting operation.

Since Zg[o1 o2] is optimal and using Lemma E.2, the subtrees Zg[o1 and Zg[o2] are

also optimal. Note that CT g[o1] = ctg([o1 o2],2) and CT g[o2] = ctg([o1 o2],3). Hence, the cost

CT g[o1 o2] is computed as follows: CT g[o1 o2] = ctg([o1 o2],2)+ ctg([o1 o2],3)+ ctg([o1 o2],RT ) =

CT g[o1] +CT g[o2] + ctg([o1 o2],RT ) = min{CT g[o1] +CT g[o2]}+ ctg([o1 o2],RT ) ·ht
g
([o1 o2],RT ), which

is the required result.

Case 2: Suppose that the two leaf nodes {Zg([o1 o2,2), Z
g
([o1 o2,3)} represent aliquots

of different volumes, and that the aliquoting constraints are satisfied. This implies

that ctg([o1 o2],RT ) = cost(aliquot). Hence, the original assumption that c̃t
g

([o1 o2],RT ) <

ctg([o1 o2],RT ) cannot be true unless c̃t
g

([o1 o2],RT ) = cost(split). However, since the

aliquots’ volumes are different, then these aliquots cannot be generated using a single

splitting operation. The only possible method to generate two aliquots of different
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Figure F.2: Generation of two aliquots with different volumes using: (a) a single
MEDA-enabled aliquoting operation; (b) serial splitting and mixing operations.

volumes using splitting is to perform serial splitting followed by mixing steps to at-

tain the right volumes1. Figure F.2 compares the aliquoting and the serial splitting

mechanisms. The best case scenario for the latter mechanism is achieved when only

three splitting and two mixing operations are performed. Clearly, this still exhibits a

higher cost c̃t
g

([o1 o2],RT ) compared to the aliquoting cost ctg([o1 o2],RT ); this contradicts

the original assumption that c̃t
g

([o1 o2],RT ) < ctg([o1 o2],RT ). As a result, Zg[o1 o2] must be

optimal if Zg([o1 o2],RT ) represents an aliquoting operation.

Also, similar to Case 1, the cost CT g[o1 o2] can now be computed as follows:

CT g[o1 o2] = ctg([o1 o2],2)+ ctg([o1 o2],3)+ ctg([o1 o2],RT ) = CT g[o1] + CT g[o2] + ctg([o1 o2],RT ) =

min{CT g[o1] + CT g[o2]}+ ctg([o1 o2],RT ) · ht
g
([o1 o2],RT ), which is the required result.

Case 3: Suppose that the two leaf nodes {Zg([o1 o2,2), Z
g
([o1 o2,3)} represent aliquots

1 This is equivalent to solving the sample-preparation problem using conventional DMFBs.
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of different volumes, and that the aliquoting constraints are not satisfied based on

these volumes. This implies that ctg([o1 o2],RT ) = cost(fragment). Hence, the origi-

nal assumption that c̃t
g

([o1 o2],RT ) < ctg([o1 o2],RT ) cannot be true unless c̃t
g

([o1 o2],RT ) =

cost(split) or c̃t
g

([o1 o2],RT ) = cost(aliquot).

Case 3.A: We first examine the proposition that c̃t
g

([o1 o2],RT ) = cost(split). Since

the aliquots’ volumes are different, then these aliquots cannot be generated using a

single splitting operation. Hence, this proposition is not valid.

Case 3.B: We now examine the proposition that c̃t
g

([o1 o2],RT ) = cost(aliquot). Since

the aliquoting conditions are not satisfied, then these droplets cannot also be gener-

ated using a single aliquoting operation. Hence, this proposition is also not valid.

As a result, using a single primitive operation to generate the target aliquot is

not possible2; we need to implement more than one primitive operation to obtain

the required volume. Below we present a proof for the optimal sequence of primitive

operations that can be used to implement the steps of a fragment operation.

Suppose that the source droplet, e.g., the 120 µL droplet in Figure F.2(a), has

a principal radius of curvature Wsrc, the bigger droplet, e.g., the 75 µL droplet in

Figure F.2(a), has a principal radius of curvature W1, and the target aliquot, e.g.,

the 45 µL droplet in Figure F.2(a), has a principal radius of curvature W2. There are

only three possible implementations of the fragment operation to obtain the target

aliquot (Figure F.3(a-c)):

Case 3.C.I (Splitting and Mixing): We use consecutive splitting operations to

reduce Wsrc until we reach the target W2; see Figure F.3(a). This approach is similar

to Case 2, which proves that using splitting only is more costly compared with using

aliquoting operations. This implies that this implementation does not lead to the

optimal cost for fragment.

2 A primitive operation is either splitting or aliquoting. We use the keyword “primitive” to
distinguish between these operations and the fragment operation.
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Figure F.3: Possible implementations of the fragment operation: (a) using splitting
and mixing operations; (b) using splitting, aliquoting, and mixing operations; (c)
using aliquoting and mixing operations.

Case 3.C.II (Splitting, Aliquoting, and Mixing): We use consecutive splitting

operations to reduce Wsrc until we obtain a droplet with radius 1
k
Wsrc, which can

be used to generate a droplet with radius W2 through an aliquoting process; see

Figure F.3(b). This is also similar to Case 2 as multiple splitting operations may

be needed. Hence, this implementation is also costly and it may not lead to the

optimal cost for fragment. Note that this proof is also applicable to the case where

an aliquoting operation is used first followed by consecutive splitting operations.

More specifically, the aliquoting operation generates an intermediate aliquot with

radius W ∗
2 > W2, which satisfies the aliquoting constraints. Next, this aliquot is

processed through consecutive splitting operations.

Case 3.C.III (Aliquoting and Mixing): We use a single aliquoting operation

429



to generate an intermediate aliquot with radius W ∗
2 , where W2 < W ∗

2 < W2.max.

This droplet in turn is used through a second aliquoting operation to generate the

target aliquot that has a radius W2; see Figure F.3(c). Note that only two aliquot-

ing operations are executed, and this assumption is based on the following facts:

(1) an intermediate aliquot can always be generated when W ∗
2 lies in the interval

(W2,W2.max); (2) the difference between W ∗
2 and W2 is significantly small compared

to the scale of the bigger droplet W1, therefore the aliquoting constraints are always

satisfied for the second aliquoting operation.

Based on the above discussion, the approach described in Case 3.C.III, which is

guaranteed to use only two aliquoting steps, is the optimal method to perform the

fragment operation. The cost CT g[o1 o2] can now be computed as follows: CT g[o1 o2] =

ctg([o1 o2],2)+ ctg([o1 o2],3)+ ctg([o1 o2],RT ) = CT g[o1] + CT g[o2] + ctg([o1 o2],RT ) = min{CT g[o1] +

CT g[o2]}+ ctg([o1 o2],RT ) · ht
g
([o1 o2],RT ), where Zg([o1 o2],RT ) is the fragment operation.

�

Inductive Step: Next, we study a generic structure of Zg[o1 oN ]. Suppose that

Zg[o1 oN ] is an optimal aliquot-generation tree. Then, by splitting the tree into two

subtrees, Zg[o1 ok] and Zg[ok+1 oN ] (Figure E.1), we obtain the following result.

Lemma F.2 If an aliquot-generation tree Zg[o1...oN ] with root Zg([o1...oN ],RT ) is optimal,

then:

(1) its subtrees Zg[o1...ok] and Zg[ok+1...oN ] are also optimal, and

(2) the parameter k is specified as follows: k = argmin1≤k<N{CT
g
[ol...ok]+CT

g
[ok+1...oN ]}

(3) the cost CT g[o1...oN ] is computed as follows:

CT g[o1...oN ] = min
1≤j<N

{CT g[o1...oj ] + CT g[oj+1...oN ]}

+ ctg([o1...oN ],RT ) · ht
g
([o1...oN ],RT )
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Proof: The proof for (1) is similar to the proof of Lemma E.2. The proof for (2)

and (3) is presented using construction as follows. Since both subtrees Zg[o1...ok] and

Zg[ok+1...oN ] are optimal, then there is no other subtrees Zg[o1...oj ] and Zg[oj+1...oN ] (where

j 6= k) that can have lower cost values. In other words, the following conditions must

be satisfied:

CT g[o1...ok] + CT g[ok+1...oN ] > CT g[o1] + CT g[o2...oN ]

CT g[o1...ok] + CT g[ok+1...oN ] > CT g[o1 o2] + CT g[o3...oN ]

CT g[o1...ok] + CT g[ok+1...oN ] > CT g[o1...oj ] + CT g[oj+1...oN ]; j > 2; j 6= k

CT g[o1...ok] + CT g[ok+1...oN ] > CT g[o1...oN−1] + CT g[oN ]

By combining the above constraints, we obtain the required result for k as follows.

k = argmin
1≤k<N

{CT g[ol...ok] + CT g[ok+1...oN ]}

Based on the above result and by using Lemma E.1, we obtain the required result

for CT g[o1...oN ] as follows.

CT g[o1...oN ] = min
1≤j<N

{CT g[o1...oj ] + CT g[oj+1...oN ]}

+ ctg([o1...oN ],RT ) · ht
g
([o1...oN ],RT )

(F.1)

�

Using Lemma F.1 and Lemma F.2, and by induction, we obtain the required

result as follows.

Theorem 7.1 An optimal aliquot-generation tree Zg[o1...oN ] with root Zg([p1...pn],RT ) can

be constructed using dynamic programming, where the recurrence relation is defined
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as follows:

CT g[o1...oN ] =


min1≤j<N{CT g[o1...oj ] + CT g[oj+1...oN ]}

+(ctg([o1...oN ],RT ) · ht
g
([o1...oN ],RT )) if N ≥ 1

0 if N < 1
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