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Misinformation—both de-
liberately promoted and 
accidentally shared—is 
perhaps an inevitable 

part of the world in which we live, but 
it is not a new problem. People likely 
have lied to one another for roughly 
as long as verbal communication has 
existed. Deceiving others can offer an 
apparent opportunity to gain strategic 
advantage, to motivate others to ac-
tion, or even to protect interpersonal 
bonds. Moreover, people inadvertently 
have been sharing inaccurate informa-
tion with one another for thousands 
of years. However, we currently live 
in an era in which technology enables 
information to reach large audiences 
distributed across the globe, and thus 
the potential for immediate and wide-
spread effects from misinformation 
now looms larger than in the past. Yet 
in those same patterns of mass com-
munication and the facilitated spread 
of information among people might 
also be the means to correct misinfor-
mation over time. 

Misinformation vs. Disinformation
Misinformation is concerning because 
of its potential to unduly influence at-
titudes and behavior, leading people 

to think and act differently than they 
would if they were correctly informed, 
as suggested by the research teams of 
Stephan Lewandowsky of the Univer-
sity of Bristol in the United Kingdom 
and Elizabeth Marsh of Duke University, 
among others. In other words, we worry 
that misinformation (or false informa-
tion) might lead people to hold misper-
ceptions (or false beliefs) and that these 
misperceptions, especially when they 
occur among large groups of people, 
may have downstream consequences for 
health, social harmony, and political life.

Does misinformation require inten-
tional deceit on the part of the pre-
senter? Philosopher Jürgen Habermas, 
who taught at institutions such as 
Goethe University Frankfurt and the 
Max Planck Institute in Germany until 
formally retiring in the 1990s, focuses 
on a speaker’s intent to deceive to dis-
tinguish between misinformation and 
disinformation. Habermas views truth 
as only possible collectively among 
people as a product of consensus; 
one’s collegial participation in such 
collective understanding also matters. 
Misinformation from such a perspec-
tive, then, is contentious information 
reflecting disagreement among peo-

ple, whereas disinformation is more 
problematic, as it involves deliber-
ate alienation or disempowerment of 
other people. Lewandowsky and his 
colleagues have carried forward this 
definition of disinformation as inten-
tionally incorrect information.

From a critical theory perspective, 
we might worry about the possibil-
ity of proving that any information is 
objectively true, a concern that com-
plicates any distinction of misinforma-
tion from information on the basis of 
the former being false and the latter 
being true. Nonetheless, we respect-
fully reject a worldview in which no 
degree of consensus among people— 
agreement as to what is true—is 
possible. If we allow that a claim ac-
knowledged by consensus to be true 
is valid, we then can position misin-
formation as a category of claims for 
which there is at least substantial dis-
agreement (or even a consensus for 
rejection) when their truthfulness is 
judged by the widest feasible range of 
observers. That approach would in-
clude disinformation as a special type 
of misinformation distinguished by 
the promoter’s intent. 

From an ethical perspective, many 
people worry most about active pro-
motion of disinformation. We think 
it is best, however to continue to use 
the word misinformation, because we 
should acknowledge that false infor-
mation can mislead people even if 
unintentionally promoted or mistak-
enly endorsed as being true. This ap-
proach does open the door for certain 
claims to evolve over time from being 
information to becoming misinforma-
tion, and vice versa, as a function of 
a society’s changing consensus (and, 
of course, such evolution of evidence 
can be useful). We can define misin-
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formation as claims that do not enjoy 
universal or near-universal consensus 
as being true at a particular moment in 
time on the basis of evidence.

Why Misinformation is Problematic
At least three observations related to 
misinformation in the contemporary 
mass-media environment warrant the 
attention of researchers, policy mak-
ers, and really everyone who watches 
television, listens to the radio, or reads 
information online. First of all, people 
who encounter misinformation tend 
to believe it, at least initially. Second-
ly, many media systems often do not 
block or censor many types of misin-
formation before it appears in content 
available to large audiences. Thirdly, 
countering misinformation once it 
has enjoyed wide exposure can be a  
resource-intensive effort.

Knowing what happens when 
people initially encounter misinfor-

mation holds tremendous importance 
for estimating the potential for subse-
quent problems. Although individuals 
generally have considerable routine 
experience encountering information 
now considered to be false, the ques-
tion of exactly how—and when—we 
mentally label information as true 
or false has garnered philosophical 
debate. The dilemma is neatly sum-
marized by a contrast between how 
the philosophers René Descartes and 
Baruch Spinoza described human in-
formation engagement centuries ago, 
with conflicting predictions that only 
recently have been empirically tested 
in robust ways. Descartes argued that 
a person only accepts or rejects infor-
mation after considering its truth or 
falsehood; Spinoza argued that people 
accept all encountered information (or 
misinformation) by default and then 
subsequently verify or reject it through 
a separate process. In recent decades, 

empirical evidence from the research 
teams of Erik Asp of the University of 
Chicago and Daniel Gilbert at Harvard 
University, among others, has support-
ed Spinoza’s account: People appear 
to encode all new information as if it 
were true, even if only momentarily, 
and later tag the information as be-
ing either true or false, a pattern that 
seems consistent with the observation 
that mental resources for skepticism 
physically reside in a different part of 
the brain than the resources used in 
perceiving and encoding.

We also know from work by one of 
us (Southwell) and others that people 
judge source credibility as a cue in de-
termining message acceptability and 
will turn to others for confirmation 
of the truth of a claim. If the people 
surrounding someone tend to initially 
believe misinformation, then it raises 
the specter of network reinforcement 
of misinformation, meaning that mis-
information could become even more 
difficult to debunk over time as the 
false claim becomes held by more and 
more people.

Although the practice of purposeful deception, or unintentional spreading of falsehoods, is 
not new, the recent, rapid growth of mobile devices and social media have greatly expanded 
the conduit for both information and misinformation to rapidly reach a large, global audience.
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What about our claim that misinfor-
mation often can appear in electronic 
or print media without being preemp-
tively blocked? One might consider 
the nature of regulatory structures in 
countries such as the United States: 

Regulatory agencies tend to focus on 
post hoc detection of broadcast infor-
mation. Organizations such as the U.S. 
Federal Trade Commission, the Feder-
al Election Commission, and the Food 
and Drug Administration (FDA) offer 

considerable monitoring and notifica-
tion functions, but these roles typically 
do not involve preemptive censoring. 
The FDA oversees direct-to-consumer  
prescription drug advertising, for 
example, and has developed mecha-
nisms such as the “Bad Ad” program, 

through which people can report ad-
vertising in apparent violation of FDA 
guidelines on drug risks and benefits 
presentation. Such programs, although 
laudable and useful, do not guarantee 
that false advertising never appears 
on the airwaves and, moreover, do not 
prevent false news stories from ap-
pearing. In addition, as shown by one 
of us (Thorson), even misinformation 
that is successfully corrected can con-
tinue to affect attitudes.

Following on this last point, coun-
tering misinformation with new in-
formation requires effort not only to 

develop new content that is 
understandable but also to en-
sure adequate message expo-
sure. As Robert Hornik of the 
University of Pennsylvania 
has argued, a communication 
campaign can succeed or fail, 
at least in part, as a function 
of exposure or lack thereof. 
A campaign to correct misin-
formation, even if rhetorically 
compelling, requires resources 
and planning to accomplish 
necessary reach and frequen-
cy. For corrective information 
to be persuasive, audiences 
need to be able to comprehend 
it, which requires either effort 
to frame messages in ways 
that are understandable or ef-
fort to educate and sensitize 
audiences to the possibility 
of misinformation. That audi-
ences might not be aware of 
the potential for misinforma-
tion also suggests the potential 
utility of media literacy efforts 

The phenomenon of fake news has become commonplace on the internet. Some sites dis-
guise themselves as legitimate news outlets and release false stories, such as a 2016 hoax 
about actor Sylvester Stallone’s death. Although other sites, such as the one in the screen 
shot here, quickly counter the stories, hoaxes are often shared widely before being dis-
proven—and ironically, repeating the falsehood can further engrain belief in it.

How the brain encodes information and when it judges it to be true or false has been a subject of phi-
losopical debate for centuries. René Descartes (left) argued that people would consider the truthfulness 
or falsehood of information before accepting or rejecting it. Baruch Spinoza (right) argued that people 
accept all information by default, then verify or reject it through a separate process.
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as early as elementary school. Even 
with journalists, pundits, and scholars 
pointing to the phenomenon of “fake 
news,” people often do not distinguish 
between demonstrably false stories and 
those based in fact when scanning and 
processing information.

We live at a time when widespread 
misinformation is common. Yet, this is 
also a time in which many people are 
passionately developing potential so-
lutions and remedies. The journey for-
ward undoubtedly will be a long one. 
The way in which media systems have 
developed in many democratic societies 
inherently calls for both vulnerability to 
occasional misinformation and robust 
systems to detect and address it. 

Future remedies will require not only 
continued theoretical consideration but 
also the development and maintenance 
of consistent monitoring tools and a 
willingness among neighbors and fel-
low members of society to agree that 
some claims that find prominence on 
shared airwaves and in widely avail-
able media content are insufficiently 
based in scientific consensus and social 
reality and should be countered. Mis-
information arises as a function of sys-
tems structure, human fallibility, and 
human information needs. Insofar as 
we want to overcome the worst effects 
of the phenomenon, we will need coor-
dinated efforts over time, rather than 
look for any singular, one-time panacea 
we could hope to offer.
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In Kano, Nigeria, the polio virus thrives in sew-
age-contaminated water. Misinformation, how-
ever, caused many residents to refuse the polio 
vaccine, leading to the disease’s reemergence 
a few years ago after it was nearly eradicated. 

In 1938, actor Orson Welles rehearses for a radio broadcast of H. G. Wells’s The War of the Worlds. 
Some Americans panicked when they believed the radio drama—and then newspapers sensation-
alized the panic to demonize their radio competitors. Such incidents demonstrate that misinforma-
tion can be mistakenly spread as fact whether or not the originator had that intention.
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