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Abstract

Advances in semiconductor technology and design automation methods have intro-

duced a new era for electronic products. With design sizes in millions of logic gates

and operating frequencies in GHz, defects-per-million rates continue to increase,

and defects are manifesting themselves in subtle ways. Traditional test methods

are not sufficient to guarantee product quality and diagnostic programs cannot

rapidly locate the root cause of failure in large systems. Therefore, there is a need

for efficient fault diagnosis methods that can provide quality assurance, accelerate

new product release, reduce manufacturing cost, and increase product yield.

This thesis research is focused on fault-insertion test (FIT) and fault diagnosis

at the board and system levels. FIT is a promising technique to evaluate system

reliability and facilitate fault diagnosis. The error-handling mechanism and system

reliability can be assessed in the presence of intentionally inserted faults, and arti-

ficial faulty scenarios can be used as references for fault diagnosis. However, FIT

needs to be deployed under constraints of silicon area, design effort, availability of

equipment, and what is actually possible to test from one design to the next. In

this research, physical defect modeling is developed to provide an efficient solution

for fault-insertion test. Artificial faults at the pin level are created to represent

physical defects inside devices. One pin-level fault is able to mimic the erroneous

behaviors caused by multiple internal defects. Therefore, system reliability can be

evaluated in a more efficient way.

Fault diagnosis is a major concern in the semiconductor industry. As the den-

sity and complexity of systems increase relentlessly and the subtle effects of defects

in nanometer technologies become more pronounced, fault diagnosis becomes dif-

ficult, time-consuming, and ineffective. Diagnosis of functional failure is especially
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challenging. Moreover, the cost associated with board-level diagnosis is escalating

rapidly. Therefore, this thesis presents a multi-pronged approach to improve the

efficiency and accuracy of fault diagnosis, including the construction of a diagnos-

tic framework with FIT and Bayesian inference, the extraction of an effective fault

syndrome (error flow), the selection of diagnosis-oriented fault-insertion points,

and the application of machine learning for intelligent diagnosis.

First, in the inference-based diagnosis framework, FIT is used to create a large

number of faulty samples and derive the probabilities needed for the application

of Bayes’ theorem; next the probability of a fault candidate being the root cause

can be inferred based on the given fault syndromes. Results on a case study using

an open-source RISC system-on-chip demonstrate the feasibility and effectiveness

of the proposed approach. Second, the concept of error flow is proposed to mimic

actual data propagation in a circuit, and thus it reflects the logic functionality

and timing behavior of circuits. With this additional information, more fault

syndromes are distinguishable. Third, diagnosis-oriented fault-insertion points are

defined and selected to create the representative and distinguishable syndromes.

Finally, machine learning approaches are used to facilitate the debug and repair

process. Without requiring the need to understand the complex functionality of

the boards, an intelligent diagnostic system is designed to automatically exploit the

diagnostic knowledge available from past cases and make decisions on new cases.

In summary, this research has investigated efficient means to perform fault-

insertion test and developed automated and intelligent diagnosis methods target-

ing functional failures at the board level. For a complex circuit board currently in

production, the first-time success rate for diagnosis has been increased from 35.63%

to 72.64%. It is expected to contribute to quality assurance, product release accel-

eration, and manufacturing-cost reduction in the semiconductor industry.
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Chapter 1

Introduction

With continued technology scaling and increased market competition, the perfor-

mance and complexity of electronic products have increased by orders of magnitude

in the past few decades. Advances in semiconductor technology have motivated

engineers to achieve higher levels of integration with shorter development cycles. A

complex system today consists of several chassis, and each of them contains several

printed circuit boards (PCBs). A typical PCB consists of many application-specific

integrated circuits (ASICs) and memory devices. Each ASIC consists of hundreds

of inputs/outputs (I/Os), millions of logic gates, and several tens of millions of bits

of embedded memory. Moreover, the data rates of high-speed I/Os are up to tens of

Gbps, and the operating frequencies of microprocessors are several GHz [6]. These

advances in chip/system design are placing immense pressure on manufacturing

test and fault diagnosis.

In this chapter, we introduce the basic concepts and techniques in manufactur-

ing test and diagnosis. Fault models, testing techniques, and diagnostic methods

are first described. The challenges of board-level diagnosis and the motivation of

this research are next presented. Finally, an outline of this thesis is provided.

1.1 Overview of Manufacturing Test

Manufacturing test ensures that electronic products have no manufacturing defects

before they are shipped to customers. Each fabricated product is subject to man-

ufacturing test. A defect is a physical imperfection caused in manufacturing, e.g.
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shorts and opens. It is also referred to as a manufacturing defect or a physical

defect. In an electronic system, it is an unintended difference between the imple-

mented hardware and its intended design. To represent a defect at an abstract

functional level, fault models are used. Various fault models are used to represent

different level of defects. Here we focus on logical fault models used for gate-level

circuits [7].

Stuck-at fault model: This is the most common fault model. It assumes that

every faulty net is permanently set to either logic ‘0’ or logic ‘1’, corresponding

to a stuck-at-0 or stuck-at-1 fault, respectively. A test set based on the stuck-

at fault model has been shown to be effective for detecting many defects during

manufacturing test. Stuck-at fault test is also referred to as DC test in industry.

Transition fault model: The transition fault model is an example of a delay

fault model. Many defects in nanometer technologies cause timing problems. The

transition fault model was proposed to model timing defects. It is based on the

assumption that a delay fault affects only one gate in the circuit and it causes the

combinational delay of the circuit to exceed the clock period. Each gate can be

affected by two possible transition faults: slow-to-rise and slow-to-fall. The design

tools used for generating tests for stuck-at faults can be easily modified to generate

tests for transition faults.

Bridging fault model: A bridging fault represents a short circuit among a group

of signals. Two main types of bridging faults are OR-type bridging and AND-type

bridging. In OR-type bridging, the logic value of the shorted net is 1-dominant,

while the logic value of the shorted net is 0-dominant in AND-type bridging.

Flip fault model: The flip fault is used to model the subtle effects of transient

failures that are not easily detected by traditional design-for-testability (DFT)

features. It assumes that the logic value of the faulty net is switched to the opposite
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of the fault-free value. The faulty value is not permanently associated with the

faulty net. The correct value appears on the net after some period of time. In

order to analyze the subtle effects of failures on modern boards, we consider the

flip fault model in our research.

Given a circuit under test (CUT) and a test set, fault coverage is defined as the

ratio of the number of faults detected by the test set to the number of all possible

faults in the CUT. The fault coverage is a convenient metric for evaluating the

effectiveness of a given set of test patterns. Manufacturing test must cover a

high proportion of modeled faults to ensure product quality. The fault coverage

of stuck-at fault and transition fault is widely used in industry to evaluate test

quality. Single stuck-at fault coverage is typically required to be greater than 98%.

The coverage requirement for transition faults is less stringent.

Testing strategies vary across the stage of system assembly. In order to better

understand the problems and challenges at the board level, let us first go through

chip-level testing. At the chip level, scan test is the most common method. In

order to shift test patterns in and out, all the flip-flops are stitched to one or

more chains, a structure referred to as scan chain. Test patterns are generated

by automatic pattern generation (ATPG) tools and scanned into the circuit under

test. The response of the circuit is compared with the expected response. The

circuit is considered fault-free if the test response matches the expected response.

This testing process can be performed on automatic test equipment (ATE).

Modern ATE is a powerful piece of equipment operating at GHz frequency and with

high throughput. The testing cost on a high-end ATE can be up to thousands of

dollars per pin [7]. Therefore, test data compression techniques have been widely

explored in the literature, in order to reduce the volume of test patterns and

testing time. To reduce the dependence of the expensive ATE, built-in-self-test
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(BIST) techniques have also been used. In BIST, pseudo-random patterns are

generated on-chip using a pattern generation circuit, e.g., a linear-feedback shift

register. The on-chip pattern generation approach eliminates the need for expensive

external testers, and makes high-speed test possible. However, the reliance on

pseudorandom patterns to achieve adequate fault coverage leads to a large volume

of test data, compared with the use of deterministic patterns generated by ATPG

tools.

Chip-level test is a widely-studied and mature topic. The testing goal is

straightforward and quantifiable, i.e., to detect a high percentage of defects that are

introduced during manufacturing. The test environment (ATE) is well-understood

and a large number of pins and ports are available for probing. Sophisticated tools

and methodologies are available for inserting effective DFT structures and for au-

tomatically generating test patterns to get the desired fault coverage [8]. In this

thesis, we focus on the testing and diagnostic problems at higher integration levels.

Much less attention has been devoted in the literature to these problems.

Circuit boards consist of previously-tested components. An important objective

of board testing is to verify the printed wiring and the contacts between wires and

components. A typical manufacturing test line of electronic systems is shown in

Fig. 1.1. Testing starts on the left-hand side of the figure. On the right-hand side,

completely tested products are placed in inventory or shipped to customers. The

testing process is separated into multiple stages to provide better failure isolation

and feedback to the manufacturing process.

Process test, such as automated optical inspection (AOI) and automated X-ray

inspection (AXI), is first applied to immediately catch process flaws, e.g., solder

shorts, unreliable solder joints. In-circuit test is often used to verify the perfor-

mance of individual components using a bed-of-nails fixture. The bed-of-nails
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Figure 1.1: A typical manufacturing test line.

fixture is used to gain access to necessary points on the board. This approach is

useful to guarantee that a component is in place and receives the correct value,

which is important, since a large number of board failures are caused by open/short

circuits and wrong components. Functional test, which tests the functional correct-

ness of components and the whole system, is typically run after process test. For

products with a high demand for reliability, burn-in test is used to stress boards

at high temperature to defect the component that first fails in stressful environ-

ments. Sometimes system test is performed as the final test, which is also a type

of functional test. Each test technique has its advantages. For example, the solder

reliability can be easily checked by AXI. The reversed or inoperative components

can be detected by ICT. No single test can cover all possible defects.

With the development of high density assembly on printed circuit boards, the

number of access points for in-circuit test keeps decreasing. Another intercon-

nection test method, boundary-scan test, has recently attracted more attention.

The boundary-scan architecture is defined in the IEEE 1149.1 and 1149.6 stan-

dards [9], [10] to ensure inter-connectivity between components. Simple boards

and complex multi-board systems can effectively be tested using the IEEE 1149.6

standard-compliant equipment from the product design phase to mainstream man-

ufacturing. At present, there is an increased focus in the electronics industry on

using the concept of remote test and diagnosis in order to provide a mechanism

5



that allows continued support of a product [11].

The boundary-scan test architecture is illustrated in Fig. 1.2. A boundary-scan

cell, which includes a multiplexer and latches, is added to each pin on the chip.

Boundary-scan cells in a chip can capture data from pins or core logic signals, and

force data on to pins. The captured data is serially shifted out and externally

compared to the expected results. Then forced test data is serially shifted into

the boundary-scan cells. All of this is controlled from a serial data path called

the scan path or scan chain. By allowing direct access to nets, boundary-scan

eliminates the need for a large number of test vectors typically needed to properly

initialize sequential logic. Potential benefits realized from the use of boundary-scan

are shorter test times, higher fault coverage, increased diagnostic capability, and

lower capital equipment cost.

Figure 1.2: The boundary-scan test architecture.

Despite the benefits offered by the above techniques, the individual component

testing and interconnection testing are no longer sufficient to guarantee the quality

of complex circuit boards [12], [13]. It is often the case that all the chips on a board
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pass the automated test equipment tests, but the board still fails in functional test.

The reason is that the board-level test environment is different from that at the

chip level. At the chip manufacturing sites, chips are tested in a standalone mode,

but other issues, e.g., signal integrity, must be considered at the board-level test

[14]. Functional test plays an important role in capturing the defects that cannot

be easily detected in ICT. Its main object is to verify the functional correctness of

a board, which is independent of the hardware implementation of the board.

Functional test varies across products. Taking network systems (ethernet switches)

as an example, functional test (or diagnostic program) performed on them consists

of accessibility tests between the route processor and interface modules, online in-

sertion and removal diagnostic tests, and snake tests through the switch router

to ensure connectivity between ports [15]. These functional tests today are indis-

pensable in system test and diagnosis. In practice, functional testing targets only

a subset of all the design’s functions, usually the critical functions identified by

designers. Functional test sequences are often derived from design verification pro-

grams, and they are close to the practical scenarios that occur in the field. With

the need for higher throughput and more efficient production and testing, electron-

ics contract manufacturers and original equipment manufacturers are demanding

sophisticated test platforms for functional testers that are built on open industry

standards [16].

1.2 Hardware Errors and Fault-Insertion Test

An error is a wrong output signal produced by a defective system. A typical

hardware platform can encounter three types of hardware errors during operation

[17, 18]:
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(1) Hard error — these are caused by permanent and readily reproducible

physical defects. Most defective parts affected by this type of error can be screened

by manufacturing testing but some may still be shipped to customers.

(2) Intermittent error — these failures are caused by occasional faults that

occur as a result of frequency, voltage or other environmental conditions that are

reproducible under the same conditions. This type of fault is usually attributable

to corner conditions in design.

(3) Transient error — these are caused by “one time” and non-reproducible

faults that are usually caused by high-energy particles (e.g. cosmic radiation, alpha

particles) striking latches or memory cells and flipping circuit logic values. Cos-

mic particles are high-energy particles from outer space that cannot be prevented.

Alpha particles originate within chip packaging materials and can be minimized

via improvements in the manufacturing process. As semiconductor processes and

core voltages keep shrinking, these particle-induced failures are becoming a press-

ing issue for hardware systems. Thus error detection and handling techniques are

crucial to mitigate the consequences of such failures. These errors are also referred

to as soft errors or single event upsets (SEU).

Reliable systems employ error-handling techniques to ensure continuous opera-

tion in the presence of hardware errors. All current hardware platforms at “system

companies” such as Cisco Systems, Inc. employ some level of error handling, from

the simplest form of rebooting the box on low-end platforms to more complex hard-

ware redundancy schemes. In addition, such platforms use some level of diagnostic

software to diagnose and repair boards in manufacturing and allow customers to

quickly identify and repair faulty hardware components within their networks. The

need to validate the above types of platform software requires the use of an error

stimulus of some sort to ensure that both types of software perform as intended
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in the presence of faulty hardware. Runtime software must respond to hardware

errors in the prescribed manner, and diagnostics must quickly and correctly isolate

errors to a minimal set of failing components. This type of error-stimulus testing

is called fault-insertion test (FIT).

In order to assess system reliability and facilitate fault diagnosis, FIT intention-

ally inserts faults to a system and observes the system’s behavior in the presence

of faults [19]. It provides an indication of how the system responds to real hard-

ware errors. The intentionally inserted faults are used to model the effects of

manufacturing defects [20, 13]. FIT is an essential tool to verify the robustness

and error-handling capabilities of boards and systems. It is also an accurate and

objective method to evaluate the efficiency of diagnostic programs [13].

Fault-insertion test can be either performed in a simulation environment or

integrated into hardware with fault insertion features [21]. In a simulation envi-

ronment, the logic values of nets in a circuit can be forced to faulty values using

Verilog programming language interface [22]. Simulation based FIT is easy to im-

plement, but test typically runs for a long time in large systems. Several different

hardware implements are in use today. The most common one is external pin-level

fault insertion, in which stuck-at faults are inserted to the pins of components by

hardwiring [2]. This method is costly and requires physical access to the compo-

nents, which does not accommodate the high density systems.

In contrast, a pin-level fault insertion technique based on the boundary scan

design provides a convenient means of fault insertion, referred to as fault insertion

boundary scan (FIBS) [2]. FIBS is incorporated into the boundary scan design.

Therefore fault insertion can be easily automated without the need for physical

access or alteration of the circuit board. The compatibility of the FIBS with

boundary scan cells also promises relatively small area overhead.
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The implementation of the basic fault-insertion boundary scan cell is illustrated

in Fig. 1.3 . It is almost identical to the conventional boundary scan cell, except

for the output multiplexer. If the FI enable signal is inactive, the cell performs the

function of a normal boundary scan cell. When the FI enable signal is active, the

FIBS cell is placed into the fault insertion mode. In this mode, the chip performs

normal operations. Faulty values are inserted only at those pins that have their FI

enable signal on. The timing penalty caused by the FIBS cell is the delay of one

multiplexer. Besides the pin-level fault insertion, faults can be inserted at various

locations, e.g., internal critical nets. A simple way is to place a 2-to-1 multiplexer

on the net. If fault insertion is enabled, the faulty value is passed out through the

multiplexer; otherwise the normal value is selected. Additional faulty signal and

control signal are needed.

Fault-insertion test and its variants have attracted considerable attention in

the study of reliable system design [23], [24], [25]. In [23], it is used to characterize

the effects of transient faults on a high-performance processor pipeline, including

the analysis of fault masking and identification of the most vulnerable parts of

the processor. In [24], the soft-error resilience results obtained from the statistical

fault insertion were verified using proton-beam experiments. In [25], an evaluation

tool, DEPEND, is proposed to provide an integrated design and fault insertion

Figure 1.3: Basic fault-insertion boundary scan cell [2].
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environment for system dependability analysis.

Figure 1.4: Test system with a FIU and the principle of the FIU illustration [3].

National Instruments Corporation has developed fault insertion units (FIUs) to

create faults between the device under test (DUT) and the rest of the system to test,

characterize, or validate the DUT’s behavior under specific failure circumstances

[3]. The FIUs are inserted between the I/O interfaces of a test system and the

DUT. Therefore, the test system can switch between normal operation and faulty

scenarios, such as shorts to power supply, shorts to ground, or opens. In Fig.

1.4, the block diagram of the FIT system and the fault insertion principle are

illustrated.

FIT can be also applied for fault diagnosis, especially in the diagnosis of func-

tional failures at system level. As modern systems become more complex, high

defect rates have emerged as a serious concern, and defects are manifesting them-

selves in subtle ways. Defect screening and isolation are increasingly difficult.

Traditional scan-test methods are not sufficient to guarantee product quality, and

they are not able to rapidly locate the root cause of failures in large systems. In

FIT-based diagnosis, artificial faulty scenarios are created by activating fault in-

sertion logic during runtime. The response of a system to a known fault induced
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by FIT can be “learned”. The system responses under different faulty scenarios

are typically saved in a dictionary for future reference. The root cause of a failure

can be located by comparing the responses saved in the dictionary to the response

of the real faulty system. Various reasoning methods can be used to determine the

root cause based on the pre-computed knowledge base, e.g., Bayesian inference,

artificial neural networks, etc. [26], [27], [28].

1.3 Board-level Fault Diagnosis and Challenges

Fault diagnosis isolates the root cause of a malfunction system by collecting and

analyzing information on system status using measurements, tests, and other in-

formation sources. It is important at all stages of the product life cycle but par-

ticularly during manufacture and field maintenance.

The goal of fault diagnosis is to determine the fault location. The degree of

accuracy to which faults can be located is referred to as diagnostic resolution [29].

Diagnostic success rate is equal to the number of correctly diagnosed cases over

the total number of cases under diagnosis. The diagnosis process can be hierarchi-

cally carried out as a top-down process (with a system operating in the field) or a

bottom-up process (during the fabrication of a system). In the top-down process

(system→boards→chips), the first-level diagnosis usually deals with large units

such as boards. The faulty board is then tested to locate the faulty component on

the board. Accurate location of faults inside a faulty chip is important information

for chip manufacturers to improve the fabrication process. In the bottom-up ap-

proach (chips→boards→system), a higher level is assembled only from components

already tested at a lower level. This is done to minimize the cost of diagnosis and

repair, which escalates significantly with the level at which faults are detected.
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At the chip level, existing electronic design automation tools are able to perform

accurate and high-resolution diagnosis. A defect’s most probable failure mecha-

nism, logic location and even physical location can be determined, according to

scan test patterns [30]. Unfortunately, the board-level diagnosis is much more

challenging. There is no effective flow to locate the root cause of a functional

failure. Once a failure is detected in the manufacturing line, the failed product is

sent to the diagnosis department for repair. Typically technicians run additional

functional tests and measurements based on their personal experience. This pro-

cess is time-consuming, and there is no guarantee on the success of repair. To

make matters worse, a board has to be scrapped after a few unsuccessful repair

attempts. Current diagnostic software is not able to accurately and rapidly lo-

cate the root cause. In addition, the development of the diagnostic software is

increasingly challenging, as electronic systems become more complex.

Miscellaneous board-level fault diagnosis methods have been published in the

literature. Rule-based, module-based and reasoning-based diagnosis are three

widely used diagnosis techniques [31].

Rule-based diagnosis methods take the form ”IF syndrome(s), THEN fault(s)”

to locate the fault(s). Hundreds or thousands of rules may be required to represent

all the relevant knowledge for the system under diagnosis. Rule-based diagnosis

involves the extraction of syndromes from the failure, and the firing of rules that

match the syndromes. This process is repeated iteratively until the root cause of

the failure is found. Rule-based expert systems have been developed for board

repair and maintenance [32]. The primary advantage of this flow is its simplicity,

but it is difficult to acquire the knowledge needed to construct the rules base.

Model-based diagnosis uses a model to predict faults, and it takes into account

observations and information from a real system. The model is an approximate
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representation of the real system under diagnosis. Models are often constructed

in a hierarchical fashion. The initial diagnosis results using a high-level model are

passed to the next level of diagnosis with a detailed model. Compared to rule-

based techniques, it is easier to represent complex structured knowledge in model-

based techniques, thus leading to greater computational efficiency. However, the

bottleneck in this approach is the construction of the model for a complex system

that is representative of today’s designs. In [33], a model-based inference engine

was built on the basis of the correct operation of a device, and enhancement to

the basic inference engine were presented as well. One advantage of this approach

is that the model can be constructed while the product is being developed by the

hardware and diagnostic engineers, but the expertise of adjusting the model in

cases where the reasoning was initially not correct is usually not available.

Reasoning-based diagnosis involves the storing of experiences of past solutions

(known as “cases”), and retrieving a suitable case to solve a new problem. Case

retrieval consists of identifying an appropriate set of features for the current prob-

lem, using these features to search for similar cases in the database, and eventually

deriving the conclusion with a reasoning scheme, e.g., Bayesian inference [34]. In

Bayesian inference, the occurrence probability of a fault syndrome given a faulty

component is first calculated based on the known cases. Given a new case, the

probability of a component being the root cause with the observed syndromes can

be derived using Bayes’ formula. The component with the highest probability is

inferred as the root cause. More details were described in [26]. The effectiveness of

a reasoning-based diagnostic system can be continually improved by exploiting the

knowledge from previous successful/failed diagnosis attempts. The effectiveness

of reasoning-based diagnosis depends on the availability of suitable cases that are

generated from historical data or simulation, the extraction of effective features of
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Figure 1.5: Fault identification in AXI and ICT [4].

the cases, and the underlying reasoning scheme.

On the manufacturing line, if a board fails process test (AXI or AOI), or in-

circuit test, the diagnosis is relatively easy; see Fig. 1.5. The open or short solder

joints are visualized in the image of AXI or AOI. In-circuit test targets an individual

component. The root cause is therefore the component under test when a failure

occurs. Using boundary-scan test, the failed scan cell can be traced back from the

output patterns. Therefore, a challenging task is to locate the root cause of failure

when a board fails functional test or system test. The main challenges associated

with functional diagnosis are listed below.

First, modern printed circuit boards are very complex, and they typically con-

sist of many ASICs, external memory devices, and hundreds of passive components.

It is difficult to understand the functionality of the board and the relationship be-

tween root causes and failures under various functional tests. So it is challenging

to construct a model to represent the real board, and the traditional model-based

diagnosis method cannot be easily used for fault diagnosis on a complex board.

Second, controllability and observability of functional test are limited, and it is

very challenging to reproduce the functional failures [35]. Moreover, the board-level
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test environment is different from that at the component level. At the component

manufacturing sites, components are tested in a standalone mode. Thus the com-

ponents that pass ATE test might still fail in board-level test due to board-level

issues, e.g., power supply noise, and signal integrity [14].

Third, state-of-the-art board-level diagnostic software is unable to cope with

high complexity and ever-increasing clock frequencies, and the identification of the

root cause of failure on a board is a major problem today. Ambiguous or incorrect

repair suggestions lead to long debug times and even wrong repair actions. A failed

attempt at replacing a fault-free component can significantly increase the repair

cost and debug time. A board may have to be scrapped after a few unsuccessful

repair attempts.

Finally, due to mass production and the need to ramp-up yield, the time avail-

able for diagnostic technicians to debug a given defective board is limited. Yet,

thorough diagnosis of boards is a time consuming and tedious process. When the

diagnostic software fails to provide clear repair guidance, technicians have to take

actions based on their accumulated experience. According to the feedback from

manufacturers, the efficiency of a senior technician is notably higher than that of an

inexperienced one. However, debug knowledge is difficult to formulate, document,

accumulate, and transfer. Experienced technicians are stressed by high workload

and they barely have time to train new employees. The high employee turnover

rate at manufacturing sites further exacerbates this problem.

It is important to note that the impact of these challenges affect not only on

the manufacturing process itself, but they are also key to the entire semiconductor

business, both in terms of enabling the timely delivery of future processes and

cost effective products, but also in terms of meeting customer expectations for

reliability.

16



1.4 Research Motivation

Printed circuit boards and electronic systems are found in a wide range of appli-

cations, e.g., vehicles, medical equipment, data centers, and network communi-

cations. With an increase in system complexity, the need for automated effective

diagnostic tools has become more acute. This is driven by economic scaling of test,

limited board test access, reduced time-to-market, shorter life cycles of products,

and environmental requirements. We describe below some of these issues in more

detail.

• Lower manufacturing test cost

With the development of process technology, the fabrication cost per transistor

continues to decrease, but the testing cost per transistor remains the same or

even increases slightly. According to the ITRS roadmap, the cost of fabricating a

transistor and testing a transistor will be equal in 2012. Today the costs associated

with testing and diagnosis is one of the highest contributors to manufacturing cost.

The cost of different levels of testing is often estimated using the “rule of ten”, as

shown in Table 1.1 [1]. The table shows that if it costs $1 to test an ASIC, the cost

of locating the same defective ASIC when it is mounted on a board is about $10;

when the defective board is plugged into a system, the cost of identifying the faulty

board and repairing the system is $100. If the defective system is delivered to end

users, the cost of recall and repair will go up to $1000. In 2007, the hardware failure

on the Xbox 360, “the red ring of death”, cost Microsoft more than $1 Billion. In

Table 1.1: Rule of ten in test economics [1].
Testing ASIC Board System Out in

Testing Testing Testing Field
Cost of Test 1 10 100 1000
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2008, Amazon lost $31,000/min within 5 hours of service outage. Therefore, it is

necessary to diagnose failures at an earlier assembly stage and provide practical

diagnostic tools to lower the diagnosis and repair cost.

• Reduction of yield loss

The first-pass rate on current production lines is becoming unsatisfactory. For

some complex telecommunication boards, only 60% to 70% boards pass all func-

tional tests the first time. The number of failed boards waiting for diagnosis

accumulates rapidly, especially in high-volume production. Circuit boards have to

be scrapped, if failures are still detected after a few times of repair. This is a great

impediment to profit, since one complex telecommunication board costs up to tens

of thousand dollars [36]. Therefore, efficient and accurate diagnosis methods are

urgently needed.

• Accelerate diagnosis process

In an increasingly competitive marketplace, time-to-market is critical for the

success of a company. This is another driver for the use of automated test and

diagnostic tools. Locating the root cause of board-level functional failures usually

requires an “expert”, with engineering skills in both hardware and software. De-

pending on the complexity of the product, it can take several months (even years)

to develop this level of expertise. During initial product ramp, this expertise is

usually most needed but often unavailable, so that diagnosis time is often very long

[33].

Specifically, a common scenario in industry is “No Trouble Found” (NTF). It

means that a component on a board fails board-level functional test, but it passes

ATE test when it is returned to the component supplier for warranty replacement

or service repair. To solve this problem, we need a diagnostic method that is not

only able to locate the faulty component on a malfunctioning board, but it can also
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narrow down the defective area inside the faulty component. The detailed failure

information, e.g., failed test, failed sub-modules, failing cycles, is very important

for component suppliers to troubleshoot and debug their manufacturing problems.

• Accommodate new assembly technology

Environmental concerns, legislation, and market requirements are leading to

increasing use of lead-free assembly technology in the electronics industry [37]. In

2006, the European Union Waste Electrical and Electronic Equipment Directive

and Restriction of Hazardous Substances Directive (RoHS) came into effect pro-

hibiting the intentional addition of lead to most consumer electronics produced in

the European Union. Quality and inspection of lead-free processes are emerging

challenges in manufacturing test. The new assembly methods result in less access

to board testing, debug and diagnosis. Changing package geometries are reducing

the fault coverage that can be obtained using human visual inspection techniques.

Some process imperfection and incorrect passive components may escape AXI, AOI

and ICT test. Detection and diagnosis of such faults are new requirements in the

functional test stage.

• Expand industry adoption and use

Another motivation for this thesis is that current application of automated

board-level diagnostic tools is limited. Fault diagnosis has been an active area

of recent research and development, but it still faces with challenges related to

accuracy, resolution and large data requirements. Over the past three decades,

automating fault diagnosis using artificial intelligence (AI) techniques has been a

major research topic [38]. There has been much progress, but industry acceptance,

particularly in cost-sensitive segments, has not been high. In this thesis research,

we provide generic and automated solutions for the board-level fault diagnosis,

which provide quantifiable improvement over brute-force, trial-and-error manual
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repair. We expect that the proposed automated solutions can be easily imple-

mented and deployed in industrial manufacturing lines and debug departments.

1.5 Thesis Outline

Motivated by the needs of board-level manufacturing test and fault diagnosis, we

propose solutions to address the difficulties involved with fault-insertion test and

functional diagnosis. The thesis contents include high-level fault model to optimize

fault-insertion test, effective fault syndromes — error flows, diagnosis-oriented fault

insertion point selection, and automated diagnostic system using machine learning

algorithms. The remainder of this thesis is organized as follows.

In Chapter 2, physical defect modeling is presented to facilitate fault-insertion

test, and hence accelerate system reliability assessment and fault diagnosis. Our

goal is to select the most effective set of output pins for fault insertion (FI), such

that faulty values on these pins can model most internal physical defects, thus

mimicking the behaviors of hardware defects encountered in the customer envi-

ronment. To achieve this goal, we develop a simulation framework to study the

propagation of physical defects from internal nodes to output pins. We use integer

linear programming and heuristics to minimize the number of pins for FI and assign

appropriate fault types for those selected pins. The fault insertion locations are

not limited to the pins at the chip level, but they also can be the outputs of sub-

modules inside chips, since the method can be hierarchically applied to logic blocks

within chips. The addition of error-forcing logic within chips and programmable

devices permits an additional level of testing and reliability assessment.

In Chapter 3, a diagnosis framework based on FIT and Bayesian inference is

presented. Bayesian inference provides a unified and intuitively appealing approach

for drawing inferences from observations and a priori beliefs. In order to apply
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Bayesian inference, we create faulty scenarios using FIT and derive the occurrence

probability of a fault syndrome in the presence of a specific fault. Bayes’ theorem

is then used to calculate the probability of a fault candidate being the root cause.

The calculation is performed for each fault candidate. Then all the fault candidates

are ranked by the probability. The one with the highest probability is considered

to be the root cause of failure. Results on a case study using an open-source RISC

system-on-chip (SoC) demonstrate the feasibility and effectiveness of the proposed

approach.

In Chapter 4, an alternative fault syndrome, error flow, is proposed to describe

functional failures in a more effective way. The time of error occurrence is ana-

lyzed as an attribute for functional diagnosis, in order to take the functionality of

the circuit into account. Error propagation mimics actual data flow in a circuit,

thus it reflects the native behavior of circuits. In contrast to conventional fault

syndromes, an error flow takes the time of error occurrence into account. With this

additional timing information, more fault syndromes are distinguishable, and thus

diagnostic resolution is improved. The advantages of using an error-flow dictionary

are demonstrated using the same SoC as in Chapter 3.

In Chapter 5, the diagnosis-oriented fault-insertion point is first defined and a

selection scheme based on integer linear programming is proposed. We select the

most effective outputs of a module where fault insertion logic should be placed.

Faults inserted at the selected points are able to generate fault syndromes that

are the most similar to the syndromes produced by the internal defects. This

approach also ensures that the ambiguous fault candidates from other modules are

maximally removed from the set of suspects.

In Chapter 6, machine learning algorithms are applied in fault diagnosis to

avoid the difficulties involved in knowledge acquisition. The use of two machine
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learning algorithms, artificial neural networks (ANNs) and support vector machines

(SVMs), is explored. Fine-grained fault syndromes extracted from failure logs and

the corresponding repair actions are used to train the diagnostic system. After

training is complete, the diagnostic system is able to suggest the most likely faulty

component given a new failed board. The diagnostic accuracy achieved by SVMs-

based method is slightly higher than that achieved by ANNs-based method, but

the relationship between the critical syndromes and the root causes can be more

easily interpreted using the ANNs-based method. An industrial board, which is

currently in high-volume production, has been used to validate the effectiveness of

this diagnosis approach.

In Chapter 7, we summarize the contributions of the thesis and identify direc-

tions for future work.
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Chapter 2

Physical Defect Modeling and

Optimization of Fault-Insertion Test

Fault-insertion test is a promising method for system reliability assessment and

fault isolation. It provides feedback on the fault tolerance of a large system, creates

artificial faulty scenarios that can be used as references for fault diagnosis, and leads

to a quality diagnostic program. The number of candidate fault insertion locations

dramatically increases, as the increase of system density. Optimization of fault

insertion location is critical for accelerating the assessment of system reliability

and constructing a complete knowledge base for fault diagnosis.

In this chapter, we construct a pin-level fault model that is able to effectively

mimic the errors caused by physical defects within the component. A simulation

framework and optimization techniques are proposed to select a minimum sub-

set of output pins that can represent as many physical defects as possible. The

optimization results provide guidelines on the fault insertion locations and the ap-

propriate fault types for insertion. In addition, three intrinsic characteristics of

output pins, including testability number, fan in size, and transition counts, are

analyzed. The effectiveness of the proposed model is evaluated in terms of impact

on system response and error-detection latency. Experimental results are presented

for OpenCore benchmarks.
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2.1 Problem Statement and Prior Work

The reliability of products is critical to company success. When unreliable products

are released to the market, companies suffer tremendous loss in terms of productiv-

ity, reputation, and financial performance. For safety-critical electronic systems,

the demand of product reliability is even higher, since the cost of a minute of down-

time for a critical system can be in millions of dollars. Fault-insertion test (FIT) is

an accurate and objective method to verify the ability of diagnostics to accurately

detect and diagnose failures at the board or system level [13]. It improves the

speed of releasing a quality diagnostic program before manufacturing and provides

feedback on the fault tolerance of large systems.

FIT is resource-limited in terms of silicon area, time, equipment, personnel,

and what is actually possible to test from one design to the next. If we consider

design hierarchy and all the modules in a hierarchical manner, the number of

outputs of the modules is prohibitively large. It is not practical to exhaustively

and individually manipulate FI logic at all the potential sites to evaluate system

reliability or to do fault isolation. In order to overcome this major limitation, we

need to turn on the most effective fault insertion logic to see if the system is reliable

under this fault (for reliability assessment), or if the erroneous effects caused by

the inserted fault are similar to the failure on the real malfunctioning board (for

fault isolation). In addition, at the chip level, usually a small number of chip IOs

and internal nodes are equipped with FI logic elements to avoid excessive area

and complexity. Hence, the selection of these FIT-enabled IOs or internal nodes

becomes critical; these nodes should be able to represent as many effects of physical

defects as possible that occur inside the chip.

In FIT, a fault inserted in a system can be specified by at least four parameters,
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namely fault insertion time, fault location, fault type, and fault duration. Taking

all these parameters into account, the fault space is nearly infinite. To cope with

the large size of the fault space, several methods have been described in the lit-

erature. In [39], a 3-stage random sampling technique was developed; however, a

drawback of random selection is the high probability that the injected faults will re-

main latent, therefore leading to no-response fault insertion experiments. Another

selection mechanism based on fault-list generation was reported in [40]. It is an

ad hoc technique that depends on the analysis of dataflow and the instruction-set

architecture. In [41], a statistical approach was proposed to quantify the number

of faults to inject in order to achieve a given confidence, but the explicit locations

for fault insertion were not provided.

The key idea in this chapter is to construct a defect model at the pin level of a

chip to represent physical defects inside the chip. By utilizing the physical defect

model at the pin level, the effects of multiple defects are mimicked by one artificial

fault, and hence FIT becomes efficient. This improves the efficiency of system re-

liability assessment and diagnosis coverage measurement. In Fig. 2.1, the physical

defects inside the chip are denoted by circles. These defects manifest themselves

at the pins of the chip as errors, and the pin-level artificial faults, denoted by

diamonds, are used to mimic the erroneous behaviors at the pins caused by phys-

ical defects. By applying FI at the pin level, instead of traditional full module

FI, the proposed approach shrinks the large fault space in terms of fault location.

This improves the efficiency of system reliability assessment and knowledge-base

construction for fault diagnosis. The proposed physical defect modeling not only

accelerates fault simulation in system-reliability assessment, but it also provides

guidelines on the placement of FI logic elements in an actual hardware implemen-

tation.
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Figure 2.1: Physical defect modeling.

2.2 Model Construction and Optimization of FIT

To construct an effective physical-defect model, an optimization scheme has been

developed, whereby the most appropriate fault locations and fault types can be

specified for FIT. It is not necessary for the pin-level model to extract the exact

response due to every physical defect. We want to extract, represent, and generalize

the similarities of the effects caused by physical defects, so that it is possible to

use one fault at the pin level to represent many physical defects inside the module,

thus reducing FI effort, both for simulation and for hardware implementation. In

addition, the pins targeted in this work are not limited to the chip pins, but they

also refer to the outputs of modules inside chips. Fault insertion cannot only be

performed at the pin level, but also at the logic level. For the sake of similarly, the

generalized fault model is referred to as the pin-level fault model.

Physical-defect modeling begins with a logical abstraction of physical defects,

and concludes with an optimization step. Four steps involved in the process of

model construction are shown in Fig. 2.2. According to the fault simulation

results and constrained optimization algorithms, a minimum subset of output pins

can be selected and the most appropriate fault types can be assigned to those pins
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Figure 2.2: The flow of model construction and the tool used in each step.

for FI. We start with the logical abstractions of physical defects and run fault

simulation based on these logical abstractions, since FI at the pin level depends on

the impact of the physical defects inside the module. Faults are injected using the

Verilog programming language interface. Based on our simulation infrastructure,

the defect location, type, duration, start and end time all can be specified by the

user. Fault simulation runs are carried out using the Synopsys Verilog compiler

(VCS). Based on the faulty response of the circuit, a relationship table between

injected internal faults and errors at the pin level (pin-faults) can be constructed.

After the relationship table is constructed, the optimization problem of pin-fault

selection for FIT is formulated as an integer linear programming (ILP) model and

solved using a standard solver, such as lpsolve, which can be used for solving pure

linear, (mixed) integer/binary, semi-continuous and special ordered sets models

[42]. In order to make the method scalable for large designs, a heuristic method is

also developed to handle large data sets. The details of each step are presented in

the following subsections.
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2.2.1 Logical Abstraction of Physical Defects

In our simulation framework, five types of logical abstractions are used to abstract

defects at the gate level. Transistor-level defects, e.g., stuck-open, and stuck-on, are

not considered in this work in order to limit complexity. The logical abstractions

are written in Verilog Procedural Interface (VPI) script. The following is the list

of the function and arguments for each abstraction:

1. $stuck at (net, start time, end time, stuck value): It forces the value

of ‘net’ to ‘stuck value’ at ‘start time’ and releases forcing at ‘end time’.

2. $flip (net, start time): It changes the value of the ‘net’ to the complemen-

tary value at ‘start time’. It is a one-time event, and there is no continuous

forcing on that net.

3. $bridging(net, dominant net, start time, end time): It forces the

value of ‘net’ to be the same with the value of ‘dominant net’ at ‘start time’

and releases the forcing at ‘end time’.

4. $glitch (net, start time, pulse width): It adds a pulse to ‘net’ at ‘start time’

and the width of the pulse is defined by ‘pusle width’.

5. $delay (port, rising delay, falling delay): It applies transition delay

on ‘port’; the rising-edge delay and falling-edge delay can be specified by

‘rising delay’ and ‘falling delay’.

Stuck-at faults are used to abstract and model hard defects (opens or shorts)

that occur in manufacturing. Flip faults (bit flips) are typically used as an abstract

model of transient defects in simulation. This fault model represents the state-

inverting phenomenon, which is a widely used fault model in system reliability
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evaluation [24, 23]. Bridging faults are used to abstract additional hard defects,

such as two signals are shorted together. They are normally restricted to signals

that are physically adjacent in the design. Glitch and delay faults can be used to

abstract intermittent defects such as crosstalk. Delay faults can also be used to

abstract hard defects, such as resistive shorts/opens, and process variations.

The above VPI routines are integrated with a Verilog-based testbench and used

to perform fault injection for arbitrary circuits. VPI is the third-generation Verilog

programming language interface (PLI) [43]. It uses a C-platform and consists of a

set of accesses and routines that can be called from standard C programming lan-

guage functions. These routines interact with the instantiated simulation modules

and users can customize routines to control the nets in the compiled module, such

as observing or forcing the logical values of the nets through Verilog tasks.

2.2.2 Fault Simulation

Fault simulation is typically used for the development of manufacturing tests. It

determines the coverage for a given set of input stimuli and for a given fault model

or a given fault list. With the help of other programs, it can produce a set of vectors

with a given fault coverage for manufacturing test [7]. Serial fault simulation is

used here to collect the faulty responses caused by the injected internal faults. By

injecting internal fault one by one and comparing the output responses of fault

circuits with those of fault-free circuits, the mismatches at output pins caused by

the internal faults are obtained. To better reflect the effects of physical defects,

fault simulation is performed at the gate level and functional patterns are applied.

In fault simulation, only the mismatches between faulty circuits and fault free

circuits are stored, in order to save storage space. Specifically, when the output

response in fault simulation is different from the fault-free value, we record the cur-
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rent pin identifier, injected internal fault identifier, test pattern identifier, faulty

value, and expected value at that pin. According to the recorded mismatch in-

formation, we can determine which internal fault can be modeled by a specified

pin-level fault and construct the relationship table in the next step.

2.2.3 Pin-Level Fault Model and Relationship Table Con-

struction

To describe the faulty behavior at output pins, three types of pin-level faults are

defined: pin-stuck-at-0, pin-stuck-at-1 and pin-flip. They are abstracted from prac-

tical scenarios of FIT hardware implementation. Each pin-fault is associated with

a time frame in terms of several clock cycles. Within the time frame, the logical

value of an output pin is monitored. If the logic value at a pin meet the following

constraints, a pin-fault is considered to occur at that pin.

• Pin-stuck-at-0

The logical value at the pin is either “D” or “0” and at least one “D” occurs

in that time frame, where a D corresponds to 1/0 (1 in the good circuit, 0 in

the faulty circuit)

• Pin-stuck-at-1

The logical value at the pin is either “D” or “1” and at least one “D” occurs

in that time frame, where a “D” corresponds to 0/1 (0 in the good circuit, 1

in the faulty circuit).

• Pin-flip

The logical value at the pin is either “D” or “D”, which is always compli-

mentary to the fault free value in that time frame.
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In the above fault models, we require that at least one “D” or “D” occurs within

the time frame. This guarantees that the pin has been corrupted in that period.

For example, if the logical value of a pin stays “0” during fault simulation, while

the golden value of the pin is always “0” in that period, there is no pin-stuck-at-0

fault occurring at that pin. In the remainder of this section, the time frame is

called a fault period.

The relationship table (RT) is a two-dimensional matrix, similar to a fault

dictionary. It is used to reflect the fact that a pin-fault can represent a defect.

Here we assume a pin is able to represent an internal defect, if the defect can

manifest itself at that pin. Before providing more details on the RT, we first

clarify three types of coverage. The internal defect coverage based on pin-faults is

different from the traditional fault coverage measure. To be specific, three types

of coverage of interest are listed below:

Defect coverage =
#Detectable defects

#Total defects
(2.1)

FI-defect coverage =
#FI-detectable defects

#Detectable defects
(2.2)

Selection coverage =
#Selected-FI-detectable defects

#FI-detectable defects
(2.3)

Total defects refer to all the injected internal faults. Detectable defects are those

internal faults that cause different logical values from golden values at output pins.

FI-detectable defects are those internal faults that result in pin-faults occurring at

output pins. Moreover, if any pin corrupted by a FI-detectable defect is selected

for FI, this FI-Detectable defect is a Selected-FI-detectable defect. Based on these

definitions, we aim at defining an appropriate pin-fault model to achieve high FI-

defect coverage, and maximizing selection coverage.
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The fault insertion parameters, namely, fault type, fault location, and fault

insertion time, are controlled by the FI controller. In order to lower area overhead,

the controller is typically designed in a hierarchical fashion. A number of pins are

grouped and controlled by a group controller, and the actions of group controllers

are determined by the global controller, as shown in Fig. 2.3. The global controller

receives FI commands from the CPU interface and broadcasts the specified fault

insertion parameters to each group controller. Each group controller operates in-

dependently. Therefore, when we determine if a pin-level fault can represent the

behavior of an internal defect, we consider a group of pin-level faults.

Figure 2.3: Block diagram of fault insertion controller.

Based on our optimization goal and the requirements of optimization meth-

ods, two relationship tables are constructed. One is group-fault versus defect RT,

reflecting whether a group of pins with a designated fault type can represent a

physical defect. An example is shown in Table 2.1. The other is group versus

defect RT, which reflects if a group of output pins can represent a defect, without

a specified fault type. An example is shown in Table 2.2.
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The underlying reason for choosing a group of pins, instead of a pin, for each row

in the relationship table is that the adjacent module pins are typically assembled

in a group for FI in practical implementation; see Fig. 2.3. For example, a group

of pins is controlled by the same FI group controller, and all pins in that group are

selected at once.

In Table 2.1, the rows stand for the identifier of a group with a designated fault

type, and the columns of the table list the internal defects. The entries in the table

are either “1” or “0”. A value of “1” implies that the defect on the column can

be represented by the group with the associated fault type on that row. Likewise,

an entry of “0” implies that the group with the designated fault cannot represent

the defect, which therefore means that type of pin-fault does not appear at any

output pin in that group during fault simulation. In Table 2.1, there are three

groups of output pins and eight defects. If we intend to select a set of groups

and corresponding fault types to cover all the defects, we can choose group1 with

pin-s-a-0 fault, group1 with pin-flip faults and group 2 with pin-flip fault to cover

all the defects. A total of eight defects are covered by the selected rows, denoted

in bold in Table 2.1.

Table 2.1: An example of group-fault versus defect RT.
d1 d2 d3 d4 d5 d6 d7 d8

group1, pin-s-a-0 1 0 1 0 0 0 0 0
group1, pin-s-a-1 0 0 0 1 0 1 1 1
group1, pin-flip 1 1 1 0 0 0 0 0
group2, pin-s-a-0 1 1 0 0 0 0 0 0
group2, pin-s-a-1 0 0 0 0 0 1 0 0
group2, pin-flip 0 0 0 1 1 0 1 0
group3, pin-s-a-0 0 1 0 0 0 0 0 0
group3, pin-s-a-1 0 0 0 0 0 1 0 0
group3, pin-flip 0 0 0 1 0 0 1 0
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Table 2.2: An example of group versus defect RT.
d1 d2 d3 d4 d5 d6 d7 d8

group1 1 1 1 1 0 1 1 1
group2 1 1 0 1 1 1 1 0
group3 0 1 0 1 0 1 1 0

In Table 2.2, the entry is “1” if any pin of the group corresponding to the row

is able to represent the defect corresponding to the column. If the entry is “0”, it

means that the group listed on that row cannot represent the defect, irrespective

of the type of fault inserted on the pins in that group.

2.2.4 Optimization Algorithms for FI Selection

In this section, optimization techniques, based on integer linear programming (ILP)

and heuristics, are presented for minimizing the number of output pins for FI and

assigning fault types for those selected pins. Therefore the desired coverage level

is achieved with the minimum number of pins and the fault-insertion cost.

1) Integer linear programming model

Using fewer FI logic elements is the best way to save FI cost in the hardware

implementation of FIT. To minimize the set of groups of pins for FIT, a two-

step optimization method is developed: first, minimize the group of pins without

consideration of fault types; second, assign the appropriate fault type for each

selected group. This selection method can solve the single pin selection problem

as well, when the group size is equal to one.

Step 1. Select the group of output pins

In the first step, we only minimize the number of groups to achieve the desired

selection coverage without consideration of the fault types of the groups. After

the smallest set of groups is found, we use the second step selection to assign fault
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types for the selected groups. The minimum set of groups can be obtained by

solving the following group-selection ILP model.

Group-selection ILP model:

Objective function:

Minimize

p−m+1∑
i=1

gi (2.4)

Constraints:

p−m+1∑
i=1

(giyik) ≥ dk, k ∈ {1, ..., n} (2.5)

n∑
k=1

dk ≥ G (2.6)

i+m−1∑
j=i

gj ≤ 1,i ∈ {1, ..., p− 2m+ 2} (2.7)

where G = #Selected-FI-Detectable defects; gi, dk ∈ {0, 1}.

Let the number of output pins in the circuit under test be p, and the group size

be m. Therefore, the number of groups is p −m + 1. Let the number of injected

defects be n. In this model, our objective is to minimize the
∑p−m+1

i=1 gi, where gi is

an indicator to indicate if groupi is selected. If groupi is selected, gi = 1, otherwise

gi = 0. By minimizing the summation in (2.4), we can obtain the smallest set of

groups.

Constraints (2.5) and (2.6) ensure that the selected groups achieve the desired

selection coverage. In Constraint (2.5), the constant yik is the entry on the row

i and k column in the group versus defect RT. The variable dk can be either 1

or 0. If dk =1, it means that defect k is successfully represented by at least one

selected group. To satisfy Constraint (2.5), at least for one group, giyik is 1, when
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dk =1. If dk =0, Constraint (2.5) is always satisfied. The constant G is equal

to the number of Selected-FI-Detectable defects. Through Constraints (2.5) and

(2.6), we do not specifically restrict which defect should be represented, but the

total number of detectable defects by selected groups should be greater than G.

This restriction ensures that the desired selection coverage can be achieved. In

Constraint (2.7), the summation is less than or equal to one, which implies that

the groups consisting of the same pins cannot be simultaneously selected. This

constraint is used to guarantee that a pin does not belong to two FI logic elements

in a practical implementation.

There are two special cases for this ILP model. One is that 100% selection

coverage is required. Under this scenario, the model regresses to a simple coverage

problem. For any defect k, dk =1. Constraint (2.6) is trivially satisfied. There is

no change for Constraint (2.7). The other special case is single-pin selection. In

this case, group size is equal to one, and Constraint (2.7) is always satisfied.

Although one FI logic element is usually added to a group of pins in a practical

FIT implementation, the optimization results for single pin selection can be used to

derive a lower bound on the number of FI logic elements needed for group selection

with different group size. The lower bound is given by the following formula:

FI group m ≥ ⌈#FI single

m
⌉ (2.8)

where FI group m is the minimum number of FI logic elements needed for group

selection, the group size is m, and FI single is the minimum number of FI logic

elements needed for single-pin selection.

Step 2. Select fault type for the selected group

In this step, our goal is to assign an appropriate fault type for each selected
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group. The overhead for different fault-type insertions varies. Stuck-at fault has

lower FI cost, since stuck-at fault insertion can be performed by simply soldering

a switch between VDD or Gnd and the net under test, and closing the switch.

This method is much cheaper, compared with loading a flipped signal to the faulty

pin. The costs associated with different fault-type insertion are taken into account

by adding weights corresponding to different fault types. Assuming the cost of

stuck-at fault insertion is 1 and the cost of flip fault insertion is 2, the fault type

selection ILP model is shown below.

Fault-type selection ILP model:

Objective function:

Minimize

2(p−m+1)∑
i=1

si + 2

3(p−m+1)∑
i=2(p−m+1)+1

si (2.9)

Constraints:

3(p−m+1)∑
i=1

(siy
′
ik) ≥ dk, k ∈ {1, ..., n} (2.10)

n∑
k=1

dk ≥ G (2.11)

where G = #Selected-FI-Detectable defects; si, dk ∈ {0, 1}.

In the objective function, the variable si is an indicator for denoting if the group

with the associated fault on the row i is selected, if the group with the associated

fault is selected, si=1, otherwise si=0. The first part of the objective function is

the summation of the indicators for pin-s-a-0 and pin-s-a-1 faults. The weights of

these stuck-at faults indicators are 1. The second part is the summation of the

indicators for pin-flip fault. The weights of these pin-flip fault indicators are 2.
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Similarly, Constraints (2.10) and (2.11) ensure that the selected groups with

associated fault types can model a sufficient number of defects to achieve desired

selection coverage. The constant y′ik is the entry on the row i and column k in the

updated group-fault v.s. defect RT. (The group-fault v.s. defect RT is updated

by deleting all the unselected groups in step one.) The meanings of parameters

p, n and m are the same with those in the first step and the variable dk has

the same meaning as well. The optimization results for the second ILP model

provide the final fault-insertion decision, including the groups where the FI logic

elements should be inserted and the fault types for each selected group. The overall

procedure for the two-step selection technique is summarized below.

ILP Procedure: Select groups and fault types for FI

—————————————————————————

1. Prepare relationship tables:

RT1: Group versus Defect RT

RT2: Group-fault versus Defect RT

2. Construct group-selection ILP model using RT1

3. Select the groups for FI using the first ILP model

4. Update RT2

5. Construct fault-type selection ILP model using updated RT2

6. Select the fault types for FI using the second ILP model

—————————————————————————

In the proposed ILP model, the goal is to select the minimal subset of output

pins for FI and achieve the given defect coverage. The ILP model can be easily

adapted to different requirement. For example, we can solve the dual ILP problem

by maximizing the defect coverage. This can be achieved by adding a constraint
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on the number of output pins for FI. We can also take the occurrence frequency of

internal faults as another cost factor. This can be achieved by adding a weight for

each group selection indicator gi in the objective function. The weights are inversely

proportional to the occurrence frequencies of the internal faults. Therefore, the pin

that can represent an internal fault with high occurrence frequency will be selected

first.

2) Heuristic algorithm (HA)

The increasing complexity of integrated circuits is resulting in a large number

of physical defects in a chip or a module within a chip. In order to model the

effect of these defects on chip/module pins, the optimization algorithm should be

computationally feasible and able to handle large data sets to meet the require-

ment of state-of-the-art hardware FIT. To model as many defects as possible and

handle large data sets, an efficient and scalable heuristic algorithm is presented

next to select the subset of groups. The ILP models presented earlier are useful

for deriving lower bounds using LP-relaxation, since linear programming problems

can be solved in polynomial time [44].

HA Procedure: Select groups and fault types for FI

—————————————————————————

1. load group-fault versus defect RT mat(i, j)

2. while (#Selected-FI-detectable defects < C)

3. {

4. find the row t with max sum(mat(:, t)′);

5. for all columns

6. {

7. if mat(t, j)==1
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8. mat(:, j)=0;

9. }

10. mat(t−m : t+m, :)=0 % delete adjacent rows

11. update #Selected-FI-detectable defects

12. }

—————————————————————————

In the above procedure, we describe a greedy heuristic algorithm to select the

groups associated fault types for FIT. The heuristic algorithm is applied to the

group-fault versus defect RT. HA first selects the group-fault that can model the

largest number of defects, and then deletes the detected defects from the RT;

it repeats this “selection-deletion” process to the updated RT until the required

selection coverage is achieved. The computational complexity is related to the

selection coverage. It is proportional to the square of the number of groups under

selection in the worst case.

2.3 Characteristics of Selected Pins

An optimal set of outputs can be selected to represent the internal physical defects

by solving an ILP model. Although the ILP model itself is very simple, the coef-

ficients in the constraints are obtained through exhaustive fault simulation. For

example, in order to obtain the coefficient yik in Constraint (2), we need to run

simulation in the presence of every defect and record the circuit responses, and

then we know if an error can be observed at a specific output when an internal

defect exists. Thus we can determine if a pin-level fault can represent this de-

fect. However, this process is time-consuming, since fault simulation needs to be

repeated as many times as the number of defects.
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Therefore, it is necessary to analyze the underlying reasons why some out-

put pins can represent more internal defects than the others. If some intrinsic

characteristics are the reasons that make these pins more effective to represent

internal defects, an alternative based on these characteristics can be used to select

the proper fault insertion sites instead of exhaustive fault simulation. This will

significantly speed up the system reliability measurement process.

To avoid exhaustive fault simulation, three easily obtained characteristics of

outputs are analyzed, namely, controllability number, transitive fan-in, and the

transition count. Controllability number and transitive fan-in are circuit topology-

related characteristics. The transition count is related to the test sequences and

obtainable through one-time logic simulation. Definitions and calculation methods

for the three characteristics are described as follows.

• Controllability number

Controllability for a digital circuit is defined as the difficulty of setting a

particular logic signal to zero or one [7]. In testability analysis, the advantage

of using controllability number is that it involves circuit topological analysis,

and the complexity of its calculation is linear in circuit size. A DFT tool,

FastScan, is used here to analyze the 0-controllability and 1-controllability by

performing good circuit simulation for all gates in the design. Controllability

number (either one or zero) is a measure of the times a gate output is zero

or one for a given number of random patterns [30].

• Transitive fan-in

The number of inputs of an electronic logic gate is often referred as fan-in.

The calculation of transitive fan-in involves back-tracing from each output

pin/port and finding all nodes and branches in their fan-in cones. The back-
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tracing step is automatically executed by a DFT tool (e.g., Design Compiler).

The number of transitive fan-in for each output in a circuit can be easily

reported by Design Compiler.

• Transition count

Transition count is a number that records the times transition occurs on a

signal during simulation. Two types of transitions, 0→1 transition and 1→0

transition, are taken into account. If either of the transitions occurs at an

output during simulation, the transition count of this output increases by

one. Transitions at outputs of a circuit can be directly counted by running

logic simulation. This characteristic reflects the state transition during the

operation of circuits.

A common attribute of these three characteristics is that they are easy to ob-

tain. Otherwise it is meaningless to analyze these indirect characteristics and fault

simulation can be used to obtain more accurate results. In the literature, testabil-

ity measures (controllability and observability), fan-in, transition count and their

combinations have been used as metrics for functional test sequences grading[45]

and test set enrichment [46]. For our problem, there is no guarantee that an output

with a larger fan-in cone can always represent more internal defects. However, if an

output has a large fan-in core, it connects to a large number of nodes and branches

that can carry errors. Therefore, there is a high probability that it is affected by

internal defects.

Here these three characteristics are used as heuristic measures. If the number

of defects observed at an output is highly correlated with any of the characteristics

or a combination of them, these characteristics can be used as a guideline for

the selection of fault insertion points. Such a guided selection is critical for the
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assessment of large systems, especially when comprehensive fault simulation is not

affordable. The correlation between defect distribution at the outputs and these

three characteristics is evaluated using the widely used Pearson product-moment

correlation coefficient [47]:

ρX,Y =
cov(X, Y )

δXδY
(2.12)

where the correlation coefficient ρX,Y is obtained by dividing the covariance of the

two variables (X and Y ) by the product of their standard deviations.

2.4 Evaluation of Physical Defect Model

The purpose of fault insertion test in system reliability assessment is to verify

the robustness and error-handling capabilities of systems by intentionally inserting

faults. According to this goal, an effective and efficient fault model used in fault

insertion test should have the following attributes:

• Produce a comprehensive set of failures. Therefore, most of failures occurring

in the field can be covered.

• Represent as many physical defects as possible. High defect coverage adds

credibility to the results of system reliability assessment.

• Manifest in an observable way. In fault insertion test, a large number of

inserted faults are masked. These faults are not useful for the evaluation of

error-handling mechanism.

• Manifest with low latency. This is especially important in a simulation en-

vironment. Simulation of functional tests in a large system can take several

weeks, even months. Detecting an error early during simulation can signifi-

cantly reduce simulation time.

43



In order to evaluate the effectiveness of the proposed model in terms of repre-

senting physical defects, we compare the system responses to the proposed defect

model with system responses to real physical defects. If the proposed model can

produce the same erroneous responses to that caused by physical defects, this

model is considered to be successful in terms of representing defects.

System responses can be defined from various perspectives. Here the system

responses are analyzed using two levels of granularity. First, the program execution

flow is used to evaluate the impact of the model on system operation. Taking a

CPU as an example, the execution of instructions may fall in an infinite loop if

the program counter is faulty, or the execution may halt due to an invalid signal.

Without exploring the details of failures, the impact on program execution flow

is used for coarse-grained evaluation. Second, to analyze the responses of the

proposed model to that of defects in a fine-grained manner, faulty registers in both

cases are compared. Assuming that a number of key registers are observable in

a design, if we observe that the faulty registers in the presence of the proposed

defect model are the same as the faulty ones in the presence of physical defects,

the erroneous responses are considered to be the same.

According to the attributes of an effective model, the evaluation of the physical

defect model also includes the rate of error occurrence and the error detection-

latency. The rate of error occurrence is obtained by dividing the number of FIs

that lead to an observable error by the total number of FIs. Error detection-latency

is an interval between the cycle of fault insertion and the first cycle when an error

is observed. In order to assess the error-handling mechanism in a system, a fault

must first be introduced. However, a large number of faults inserted to the system

are often masked. Therefore, a defect model with high rate of error occurrence

can improve the efficiency of the assessment of error-handling mechanism, and
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a defect model with low error detection-latency can accelerate system reliability

measurement.

2.5 Simulation Results

In this section, simulation results for a USB circuit and an open-source SoC are

presented. These two circuits represent modern communication and digital pro-

cessing systems. For the USB circuit, defect distribution at output pins is first

illustrated, and then the tradeoff curves between the number of selected output

pins and selection coverage are provided. Next, the selection results related to FI

locations and fault types are presented, and three characteristics of outputs are

analyzed. Subsequently, experimental results on an open-source SoC OR1200 are

provided to verify the effectiveness of the proposed model in terms of the impact

on system response, the rate of error occurrence, and the error detection-latency.

Comparisons are made among the FI based on the proposed model, FI based on

randomly selected faults, and FI based on real defects. All experiments were per-

formed on a pool of state-of-the-art servers running Linux. The Verilog simulator

for all simulations is VCS. The ILP model was solved using lpsolve [42]. DFT tools

(FastScan and Design compiler) are used to calculate the controllability number

and transitive fan-in.

2.5.1 Results for the USB Circuit

In the USB circuit, there are 248 inputs, 116 outputs, and 7110 internal nets at

the gate level. Functional tests are from OpenCores [48]. In order to analyze the

manifestation of physical defects on the output pins, various logical abstraction

of defects, including s-a-0, s-a-1, flip, bridging, glitch, and delay, are inserted to

all the internal nodes. One internal fault is inserted at a time. The simulation
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time for insertion of all the internal faults is nearly 10 hours. The preparation of

the relationship table takes 10 minutes. Following this, the ILP solver takes only

1 minute to complete the selection. The heuristic algorithm runs about 2 times

faster.
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Figure 2.4: USB benchmark: error distribution on output pins.

The distribution of defects observed at output pins is shown in Fig. 2.4. The

X-axis stands for the identifier of output pins. The Y-axis stands for the number

of internal faults (defects) captured by the corresponding output pin. In Figure

2.4, we can see that the number of defects captured by each output pin is different,

which shows that there is significant difference between the output pins in terms of
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their ability to capture defects. This skewed distribution provides valuable evidence

that it is meaningful to select the most effective set of output pins to represent

defects; otherwise, if the distribution is uniform, there is no need to select an

optimal set of output pins, because all the outputs are equivalent in respect of

representing internal defects. Moreover, we find that the distributions for different

types of defects are similar.
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Figure 2.5: Tradeoff between #FIs and selection coverage.

The tradeoff curve between the number of selected output pins and selection

coverage is shown in Fig. 2.5, The curve is obtained by setting different selection

coverage values in the ILP model and calculating the minimum number of output

pins for each case. This trade-off graph provides guidance for the number of inser-

tions are needed to achieve the desired coverage level, and for a fixed number of

insertions, what level of selection coverage can be obtained. The total number of

defects is 7,471. The type of defects includes s-a-0, s-a-1, flip, bridging, glitch, and

delay. In Fig. 2.5, we can see our selection method is very effective. With only one

FI logic element, we can obtain 83% selection coverage. That most effective pin is

pin115, which is the most suitable for defect modeling via FI. In Fig. 2.4, we can
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see that nearly 1,600 internal stuck-at faults are manifested themselves at pin115.

However, there are no more than 200 stuck-at faults showing up at any pin between

pin1 and pin70. Assume that we randomly select one pin from pin1 to pin70 for FI.

Compared to this random selection, the proposed selection technique is about 8

times more effective, in terms of the number of defects that can be represented.

The single-pin and group selection results using the ILP-based and HA methods

are shown in Table 2.3. The selection coverage is 100%. The fault period is set

to 8 clock cycles. In Table 2.3, the selection results are based on the insertion of

five types of faults, including stuck-at, flip, bridging, glitch, and delay. A total of

7,471 internal faults are included in the RT. Table 2.3 shows the most proper FI

points and the associated fault types for each case. For example, the second column

indicates that 12 output pins are selected for single pin selection, namely, pin70,

pin71, pin73, pin75, pin92, pin95, pin96, pin99, pin108, pin109, pin114, and pin115. Pin-

s-a-0 fault type is assigned at pin75 for FI. Often fewer pin-flip faults are suggested,

since the cost of pin-flip-insertion is higher. The third column shows the group-

selection results obtained using the ILP model for group size m equal to 2. In

group selection, group i consists of pini and pini+1, if the group size is 2. The

fourth column lists the ILP selection results with group size equal to 3. The fifth

column lists the HA selection results. The bottom row shows the total number

of pins that are selected for FI. For example, 13 pins are needed to cover all the

defects in the HA-based selection results. The number of pins selected by HA is

slightly greater than that obtained by ILP model.

In order to analyze the difference in selection results for different types of inter-

nal faults, we construct RT with s-a-1, s-a-0, and flip faults, instead of all five types

of faults, and repeat the experiments. The number of internal faults in the RT is
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Table 2.3: FI selection results for the USB circuit: Part 1.
ILP Heuristic

Single pin Group in 2 Group in 3 Single pin
Pin-s-a-0 75,115 74,114 73,113 75,92,115

Pin-s-a-1
70,71,73,75 70,72,74 69,73,89, 73,75,101
92,95,96,99 91,95, 94,96,107 113
108,109 98,108

Pin-flip
75,114,115 74,114 73,113 70,92,95,96,

98,99,108,
109,114,115

#FIs 12 8 7 13

Table 2.4: FI selection results for the USB circuit: Part 2.
ILP Heuristic

Single pin Group in 2 Group in 3 Single pin
Pin-s-a-0 115 114 113 75,115

Pin-s-a-1
70,71,75,95,96, 70,74,95, 69,73,94, 71,75
99,108,109,114 98,108 97,107

Pin-flip
115 114 113 70,92,95,96,

98,99,108,
109,114,115

#FIs 10 6 6 12

5,302. In Table 2.4, selection results are presented in the same way as that in Table

2.3. For the single pin selection, a total of 10 output pins are needed to represent

5,302 internal faults. Compared to Table 2.3, pin73 and pin92 are excluded, while

they are necessary in the representation of bridging, glitch, and delay faults. The

selection coverage in this experiment is 100%, therefore the selected 10 pins can

represent all the 5,302 internal faults. However, if we consider all the 7,471 faults

(5 types), the selection coverage is only 91%. Due to the absence of pin73 and

pin92, 694 internal faults cannot be represented (covered).

For cross-validation purpose, another functional test is applied to the USB

circuit. The goal is to verify that the selection results exhibit a fair degree of

pattern independence. Experiments are repeated in the same manner and the
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selection results are similar. For single-pin selection, pin70, pin71, pin75, pin85,

pin96, pin99, pin108, pin109, pin114, pin115 are selected for FI. In the ten selected

pins, only one pin is different from the previous selection results.
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Figure 2.6: The distributions of three related factors in the USB circuit.

In Fig. 2.6, the distributions of three characteristics of output pins are illus-

trated. From top to bottom, the characteristics are 0-controllability, 1-controllability,

transitive fan-in, and transition count. The controllability measure is separated

into 0-controllability and 1-controllability. The X-axis stands for the output pin

ID; the Y-axis stands for the corresponding characteristics. Comparing Fig. 2.6 to
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Fig. 2.4, we can observe some correlations between the number of defects observed

at a pin and the three characteristics of the pin. For example, in the subplot of

transitive fan-in in Fig. 2.6, pin75 has the largest number of transitive fan-in, and

coincidentally we find the number of defects observed at pin75 is the largest for all

the three types of defects in Fig. 2.4. In the subplot of transition count in Fig.

2.6, the last two pins (pin115 and pin116) have the largest transition count, and in

Fig. 2.4 the number of defects observed at these two pins are fairly large.

Figure 2.7: Correlation coefficients for the USB circuit.

To quantify the correlations between the number of defects captured at a pin

and the characteristics of a pin, the Pearson product-momentum correlation co-

efficients are calculated and shown in Fig.2.7. In Fig. 2.7, the X-axis stands for

the characteristics of a pin, including 0-controllability (C0), 1-controllability (C1),

transitive fan-in, transition count (TC), and the combination of these characteris-

tics. The correlation calculation is between these characteristics and three types

of defects (s-a-0, s-a-1, and flip). The Y-axis stands for the values of correlation

coefficients. The series denoted in blue are the correlation coefficients between s-

a-0 defects and all the characteristics and their combinations. The series denoted

in red are the correlation coefficients between s-a-1 defects and the characteristics.
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Likewise, the series denoted in green are the correlation coefficients between flip

defects and the characteristics. We can see that for any given characteristic, the

correlation coefficients for different types of defects are nearly the same, since the

distributions of three types of defects at output pins have the similar trends; see

Fig. 2.4. In all the characteristics and their combinations, the combination of

TC×Fan-in is most correlated to the number of defects observed at pins, where

the correlation coefficient is greater than 0.6, and the 1-controllability is the least

correlated one. If we rank the output pins by the size of fan-in cone, and select

the top largest 10 pins. The selection results are pin1, pin11, pin21, pin31, pin41,

pin51, pin61, pin73, pin74, pin75, pin110. The defect coverage by these 10 pins is

82%, assuming that all the three fault types can be inserted at these pins.
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Figure 2.8: Manifestation of flip faults on output pins.

The characteristics of output pins provide guidance on the selection of the most

representative pins from another perspective, that of bypassing the fault simulation
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step. Besides the analysis of characteristics of pins, an alternative for accelerating

model construction is to randomly select a small number of internal nodes for fault

insertion (FI), instead of injecting faults on all the internal nodes. Taking the flip

fault as an example, we compare the distribution of observed defects based on FI

on all the internal nodes to FI on randomly-selected 5% of internal nodes; see Fig.

2.8. We find that the output selection results for these two types of insertions are

similar. The correlation coefficient between the distribution of flip fault insertion

on all internal nodes and on the 5% internal nodes is 0.67. Therefore, when FI on

all the internal nodes is not feasible, we can consider inserting faults on a much

smaller number of randomly selected internal nodes for model construction.

However, the distribution of observed defects on the outputs varies, when differ-

ent subsets of internal nodes are selected for FI. We carried out a set of experiments

where a total of 30 subsets of internal nodes were selected for flip fault insertion.

In each subset, the number of internal nodes is 355, which is 5% of all the internal

nodes. The correlation coefficient between the defect distribution with FI on 5% of

the nodes and that with FI on all the nodes varies from 0.43 to 0.87. Pin selection

results based on different RTs are listed in Table 2.5. Comparisons in pin selection

results and defect coverage are made based on three RTs. One RT is constructed

by FI on all the internal nodes. The other RTs are constructed by FI on the 5%

randomly selected internal nodes. The inserted fault type is flip. For each ILP

model, the coverage of the defects recorded in the RT is set to be 100%. Based on

this constraint, the pin selection results are shown in the second column in Table

2.5. If the RT is constructed based on all the defects, the coverage of all the defects

shown in the fourth column is 100%. When the RT is constructed based on part

of defects, the coverage of all the defects drops, even though the selected pins can

represent all the defects recorded in the RT. Therefore, when the runtime needed
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for FI is affordable, it is better to exercise the system with comprehensive FI, in

order to construct an accurate physical-defect model.

Table 2.5: FI selection results based on different relationship tables.
Pin selection Coverage of the Coverage
results defects recorded of all the

in the RT defects
RT with all defects 70,71,75,95 100% 100%

96,99,114
115

RT with 5% defects 70,71,85 100% 85%
(random selection 1) 102
RT with 5% defects 71,73,75 100% 73%
(random selection 2) 109

2.5.2 Results for SoC OR1200

The OR1200 is a 32-bit RISC with the Harvard microarchitecture, 5 stage inte-

ger pipeline, virtual memory support (MMU) and basic DSP capabilities [49]. It

consists of a CPU, memory management units, data cache, instruction cache, flash

memory, SRAMs, audio/video/ethernect connections, etc. The system block di-

agram is shown in Fig. 2.9. The CPU block is the critical part in this system.

Faults are inserted to the nets inside the CPU and the output pins. A functional

test (Cbasic) in use is derived from design verification programs.

The goal of experiments on this system is to compare the system responses

in the presence of proposed defect model to that in the presence of the physical

defects. Comparisons are made among three fault insertion scenarios, namely, FI

on internal nets, FI on random outputs, and FI on selected outputs. The number

of fault insertions for these three different sets of locations is the same, which is

1151. For the scenario of FI to internal nets, one flip fault is inserted to one internal

net. There are 1151 internal nets inside the CPU. For the scenario of FI to selected
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Figure 2.9: Block Diagram of the OpenRISC 1200 SoC.

outputs, more than 20 faults are inserted to each of pins in the selected 71 pins.

The total number of fault insertion is 1151. There are 394 output pins in the CPU

module. A total of 71 outputs are selected to represent all the FI-detectable defects

inside the CPU. The associated fault types include pin-stuck-at-0, pin-stuck-at-1,

and pin-flip. Fault period is 8 clock cycles. For the scenario of FI to random

outputs, 71 output pins are randomly selected. More than 20 faults are inserted

for each pin, and the total number of fault insertions is 1151 as well.

First, we compare the impact on program execution flow for the three FI sce-

narios. The program execution can be either a non-stop flow or a stalled flow in a

failing system. In the operation of this RISC system, a non-stop flow can be caused

by a faulty program counter or a stuck exit signal. A stalled flow can be caused by

an invalid signal or a faulty freeze signal. In the 1151 FIs to internal nets, 91.2% of

the FIs have no impacts on the execution flow, which means these faults inserted on

the internal nets are masked; 4.9% of the FIs make the execution stalled and 3.9%
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Figure 2.10: Impact on the program execution flow.

of the FIs lead to non-stopped flows. In Fig. 2.10, a pie chart show the portion of

three types of execution flows for each FI scenario. Two important observations

are made from this pie chart: 1) The rate of error occurrence (non-stop flow and

stalled flow) caused by FI at the pin level is higher than that caused by FI on the

internal nets; 2) Two types of faulty program execution flows caused by internal

defects can be produced by the proposed defect model. Moreover, compared to

the scenario of FI on random outputs, FI on the outputs selected using proposed

method provide more faulty flows.

Second, we evaluate the impact on the logic values of registers for the three

FI scenarios. Assume that 36 key registers (general purpose registers, control

and status registers) are observable in this design. In this comparison, we record

the faulty register ID in each fault insertion and accumulate the counts. In Fig.

2.11, the X-axis stands for the register ID from 1 to 36; the Y-axis stands for the

number of FIs that lead the register faulty. From top to bottom, the results for FI

on selected pins, FI on random pins, and FI on internal nets are listed, respectively.

We can see that out of the 1151 FIs for the three scenarios, register1 to register15

are faulty more than 400 times when faults are inserted at selected pins, while they
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Figure 2.11: Impact on the correctness of the registers.

are faulty less than 150 times for the scenario of FI on internal nets. The rate of

error occurrence for FI on selected pins is nearly 3 times higher than that for FI

on random pins. Moreover, all the registers that get faulty values in the presence

of internal defects are corrupted by the proposed model. Register35 is missing for

the scenario of FI on random pins, i.e. faulty values can be observed on register35

in the presence of internal defects, but they cannot be observed by inserting faults

on the randomly-selected outputs. From this point of view, effects of defects are

more accurately mimicked by the proposed defect model.

Third, we compare the error detection latency for the three FI scenarios. The

error detection latency is the interval between the cycle of fault insertion and the

first cycle when an error is observed. The observation points are the 36 registers

described above. If an error is observed earlier, the simulation can be terminated.
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Figure 2.12: Impact on error detection latency.

This is very important in the simulation of large systems, since functional test in

a large system can run for several weeks [33]. In Fig. 2.12, an error distribution is

shown in terms of error detection latency. The X-axis stands for the error detection

latency specified in clock cycles. The Y-axis stands for the number of errors that

can be detected in a certain period. Three sets of data, namely, FI on selected

outputs, FI on random outputs, and FI on internal nets, are denoted in blue, red

and green, respectively. For example, the first column (from left to right) in Fig.

2.12 indicates that 121 errors caused by FI to selected outputs are detected within

300 cycles. From the distribution, we can see that the error detection latency

caused by FI on the pin level is lower than that caused by internal defects. This is

expected, since it takes time for errors to propagate from internal nets to output

pins.

From the system simulation results for the SoC OR1200, we find that the same

impact on a system caused by real physical defects can be produced using the

proposed physical defect model. In a coarse-grained manner, the same types of

faulty program execution flows can be reproduced. In a fine-grained manner, the

registers corrupted by the physical defects can be corrupted by the proposed defect
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model. In addition, errors caused by the pin-level faults can be detected earlier

than those caused by internal defects. Moreover, the faults inserted at the outputs

selected by our optimization method are more effective than the faults inserted at

the randomly selected outputs in terms of the above three metrics.

2.6 Summary

In this chapter, a simulation framework and optimization techniques have been

presented to guide the selection of several important parameters in hardware FIT,

such as the number of FI logic elements, FI-defect coverage, fault period, and the

group size of pins. The selection method utilizes ILP-based optimization and a

greedy heuristic algorithm to determine the optimal FI locations and fault types

to mimic the effects of the defects within the module. From an analysis of the

intrinsic characteristics of outputs, the pins with large transitive fan-in and high

transition count are found to capture a large number of internal defects. Fault-

insertion logic elements are suggested to be first placed on these outputs. The

effectiveness of the proposed physical defect model is verified in terms of impact

on system response, the rate of error occurrence, and the error detection-latency.

The efficiency of FIT-based system reliability test can therefore be improved using

the proposed effective physical defect model and optimization method.
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Chapter 3

Diagnosis Framework using FIT and

Bayesian Inference

Fault diagnosis is necessary to identify the root cause of a malfunction circuit by

collecting and analyzing the failure information. To locate faults in small circuits,

we can do look-up using a fault dictionary and find the fault based on the error

pattern, often referred to as the fault syndrome. Typically, a number of faults and

the corresponding fault syndromes are recorded in a fault dictionary, which can be

constructed by fault simulation. However, increasing integration densities and high

operating speeds are leading to a large number of faults and syndromes, especially

at the board and system level. Moreover, the syndrome of a fault may not always

be the same, due to the subtle manifestation of manufacturing defects. Functional

failures sometimes are not irreproducible. Therefore, a probabilistic approach is

needed to model and overcome the uncertainties involved in functional diagnosis.

In this chapter, we develop a diagnosis framework based on fault-insertion test

and Bayesian inference, which allows us to identify faulty devices or faulty mod-

ules within a device on a failing board with high confidence. Bayesian inference

is a powerful probabilistic method for pattern analysis, classification, and decision

making under uncertainty. Fault-insertion test is used to create sample faulty sce-

narios, and then calculate conditional probabilities. Results on a case study using

an open-source RISC system-on-chip highlight the effectiveness of the proposed

framework in terms of fault-localization accuracy and correctness of diagnosis.
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3.1 Prior Work

Diagnosis problems at board and system level test and diagnosis are more challeng-

ing than that at chip level, as discussed in Chapter 1. Most diagnosis strategies

published in the literature focus on failures that occur in scan (structural) test

[50], [51], [52], but the diagnosis of functional failures has received much less atten-

tion. There is an increased focus on inference-based diagnostic techniques targeting

functional failures. A number of inference-based diagnostic techniques have been

proposed, e.g., model-based inference and Bayesian inference.

In [33], a model-based inference engine was built on the basis of the correct

operation of a device, and enhancement to the basic inference engine were presented

as well. For model-based inference, it is difficult to adjust the model, if the inference

was initially incorrect. Today it is very challenging to build an accurate model to

represent a complex electronic system. In [34], an automated diagnosis system

named MonteJade was developed based on a combination of model-based and

probabilistic approaches.

In [53], a Bayesian-based incremental approach to functional diagnosis was pre-

sented. It is used to identify candidate failing components based on the pass/fail

information of the executed tests. It suggests the next test to be run, to iden-

tify the faulty component by analyzing the achieved results. However, in today’s

manufacturing testing line, it is often the case that the failed board has to be

repaired first, and then the next test can be run. In addition, sufficient diagnos-

tic programs/tests, which can be used to further locate the root cause, are often

unavailable.

In [54], a diagnostic framework using Bayesian statistics was proposed for para-

metric fault diagnosis in analog circuits. A sensitivity guided test input selection
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scheme was used to determine the measurement attributes that are most likely

to distinguish among the faults. One assumption was that the distribution of

the faulty value of a parameter is Gaussian. Thus the probabilities used in these

calculations are neither realistic nor derived from real sample space.

In this work, we take the advantage of fault-insertion test to create faulty

samples. Therefore, the occurrence probability of a syndrome given a specific fault

can be calculated based on the actual database (failure logs). The sample size can

be determined based on the needs of diagnostic accuracy. Fine-grained syndromes

are recorded during FIT, instead of the traditional pass/fail results. According

to the adaptive feature of Bayesian inference, the probability of a fault candidate

being the root cause of failure can be updated when new syndromes are available.

There is no constraint on the number of syndromes. Therefore, the proposed

diagnostic framework can handle those scenarios where syndromes are incomplete.

The remainder of this chapter is organized as follows. Section 3.2 provides the

basics of Bayesian inference and its application to board-level diagnosis. Section

3.3 presents the development of the diagnosis framework and potential directions

for improving diagnostic resolution. Section 3.4 presents the design of experiments

and experimental results for Open RISC 1200 system-on-chip (SoC). Section 3.5

concludes this chapter.

3.2 Bayesian Inference and Its Application to Fault

Diagnosis

Bayesian theory provides a unified and intuitively appealing approach for drawing

inferences from observations and a priori beliefs. It builds on Bayes’ formula,

shown in (3.1), in which F1 through Fq are a set of mutually exclusive and jointly
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exhaustive events. The parameter Rk is an event that depends on the occurrence

of F1,...,Fq. P (F1) through P (Fq) are probabilities (priors) of the occurrence of

each event F1 through Fq. Priors are a priori beliefs obtained before observation

on event Rk is made. The conditional probability P (Rk|Fi) is the probability of

occurrence of event Rk given that event Fi occurs. The occurrence probability

of event Fi given that event Rk occurs is denoted by P (Fi|Rk). This probability

is defined as posterior, which depends on the a priori belief of the occurrence

probability of event Fi and the observation on event Rk.

P (Fi|Rk) =
P (Rk|Fi)P (Fi)

P (Rk)
=

P (Rk|Fi)P (Fi)∑q
j=1 P (Rk|Fj)P (Fj)

(3.1)

Bayesian inference has been successfully used in power-circuit and analog-circuit

diagnosis [54, 55]. In this chapter, we show how to apply Bayesian inference to

board-level diagnosis. Suppose that we want to locate the faulty ASIC in a mal-

functioning board. To apply Bayesian inference to this practical problem, let F1

through Fq in (3.1) be a set of faults at the pin level of ASICs. These faults are

candidates for the root cause of board failure. Let Rk be the kth observation point.

Specifically, observation points are observable registers (e.g. CSRs) on the board.

The artificial faults and the observation points are denoted on a real board shown

in Fig. 3.1. Note that prior P (Fi) is the a priori occurrence probability of fault

Fi; P (Rk|Fi) is the probability of an error occurring on the kth register given that

fault Fi occurs. P (Fi|Rk) is the occurrence probability of Fi given an error in the

kth register. This is the posterior based on the observation on the kth register.

To understand this inference process better, suppose that there are two possible

faults (F1, F2) on a failing board and one register (R1) is observable. The problem

is to determine the more likely fault resulting in the board failure (out of F1 and
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Figure 3.1: FIT for Bayesian-Inference Application.

F2). Assume that when fault F1 occurs, the occurrence probability of error on

register R1 is 0.8; when fault F2 occurs, the occurrence probability of error on

register R1 is 0.4. Note that we find an error on register R1 on the actual failing

board. In this scenario:

P (F1) = P (F2) = 0.5

P (R1|F1) = 0.8, P (R1|F2) = 0.4

P (F1|R1) =
P (R1|F1)P (F1)

P (R1|F1)P (F1)+P (R1|F2)P (F2)
= 0.67

P (F2|R1) =
P (R1|F2)P (F2)

P (R1|F1)P (F1)+P (R1|F2)P (F2)
= 0.33.

Therefore, the probability that F1 occurs is 0.67 and the probability that F2

occurs is 0.33. Based on the given conditional probabilities and the observations

from the bad board, we infer that fault F1 is the more likely suspect fault causing

board failure.

In Bayesian inference-based diagnosis, we initialize the prior for each fault in

an equiprobable manner, i.e., 1/q. Parameter q is the number of all the possible

faults. There is only one observable register in the above example. When multiple

registers are observable, the posterior is updated iteratively by observation on each

register. The calculated posterior, based on the observation of register Rk, is used
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as the prior of the next calculation based on the observation of register Rk+1. Thus,

there is no requirement on the number of observation points (observable registers).

Decisions can be made based on existing observations and when new observation

is available, the inference results can be updated. This adaptive attribute is one of

the main advantages of Bayesian inference. Another advantage of using Bayesian

inference in diagnosis is efficiency, since it eliminates the debug time for devices that

are determined to be fault-free by the inference engine. Moreover, an inference-

based engine such as this allows for an automated diagnostic process. Assuming

that the Bayesian framework is accurate, diagnosis results can be directly gathered

by sending the fault syndrome and database to the inference engine. The fault

syndrome refers to the observations on registers from bad boards, and database

includes all the conditional probabilities needed in the posterior calculation, which

are learned from fault-insertion test.

3.3 Diagnosis Framework

The Bayesian inference based diagnostic framework consists of a learning step and

the diagnosis step. In the learning step, pin-level faults are intentionally inserted

to a fault-free (reference) board. The inserted faults and corresponding behaviors

of the board are recorded. Conditional probabilities (P (Rk|Fi)) are computed and

saved in a database. In the second step, according to the conditional probabilities

in the database and bad-board syndrome, the probability of each artificial fault

occurring or being the root cause is inferred using Bayes’ formula and the fault

with the highest occurrence probability is deemed to be the most-likely candidate.

Therefore, the ASIC where the most suspect fault resides is considered to be the

faulty ASIC leading to board failure. This framework can be hierarchically used

to diagnose faulty components inside ASICs as well.
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Table 3.1: An example of fault syndromes.
F1 F2 F3 F4

R1 1 0 1 1
R2 1 1 1 1
R3 0 1 0 1
R4 0 0 0 1
R5 1 1 1 0

3.3.1 Probability Preparation using FIT

The purpose of the learning step is to study board responses to the artificial faults.

In (3.1), we can see that the conditional probability P (Rk|Fi) is the key to posterior

calculation. The computation of this conditional probability is the main task in the

learning step. More details of the conditional probability calculation are presented

below.

In FIT, an artificial fault can be inserted on the board by turning on fault-

insertion logic. During fault simulation, logic values of observable registers are

recorded, and a set of comparison results of register values is called the fault

syndrome. The logical values of registers in fault simulation are compared with

golden values. For each register, the comparison result is either a match or a

mismatch. Specifically, if there is a match, we record a “0”; if there is a mismatch,

we record a “1”. Thus, the fault syndrome can be denoted by a binary vector. The

length of this vector is equal to the number of observable registers l. Therefore, the

number of all possible comparison outcomes is 2l. A fault syndrome table is shown

in Table 3.1. There are 5 observable registers on the board and four pin-level faults

are inserted. For example, when pin-level fault F1 is inserted, the fault syndrome

is (1,1,0,0,1), which means that detectable errors appear in register R1, R2 and R5

in the presence of pin-level fault F1.

Thus far, fault syndromes in the presence of different pin-level faults have been
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Table 3.2: Database of conditional probabilities.
F1 F2 F3 F4

R1 90/100 2/100 99/100 71/100
R2 82/100 68/100 21/100 71/100
R3 0/100 92/100 10/100 65/100
R4 4/100 0/100 7/100 100/100
R5 86/100 46/100 51/100 30/100

obtained, but we cannot conclude that the probability of error occurring on register

R1 is 1 when pin-level fault F1 occurs. The reason for this is that the effect of defects

on modern boards is subtle and error responses are not always reproducible. To get

an accurate error-occurrence probability, fault simulation needs to be run multiple

times and an average is used to compute the conditional probability. Therefore, we

repeat fault simulation multiple times, and accumulate the count of errors occurring

on each register. The relative frequency of error is equal to the count of error

occurrence divided by the total number of simulations. When the simulation count

is large enough, our premise is that the relative frequency of an error converges

to the corresponding conditional probability. Thus, the entry on the kth row and

ith column in Table 3.2 is the conditional probability P (Rk|Fi), assuming that the

number of simulations is large enough. In the first step, by recording the fault and

corresponding syndrome, the database of conditional probability is obtained. This

database is reusable for the diagnosis of different failing boards.

3.3.2 Root Cause Inference

In diagnosis step, the probability of each fault being the root cause is inferred using

Bayes’ formula. According to the fault syndrome on the bad board, if an error

occurs on register Rk, the possibility of fault Fi to be root cause can be directly

calculated using (3.1). The conditional probability P (Rk|Fi) can be computed
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from the database constructed in the first step. If no error occurs on register Rk,

the probability that fault Fi is the root cause is calculated using (3.2):

P (Fi|Rk) =
P (Rk|Fi)P (Fi)∑m
j=1 P (Rk|Fj)P (Fj)

(3.2)

where P (Rk|Fi) = 1−P (Rk|Fi). The probability P (Fi|Rk) denotes the occurrence

probability of Fi when the observation from register Rk does not contain an error.

The computation is similar for the case of error occurrence.

Taking the advantage of the adaptive attribute of Bayesian theorem, we can

update the posterior when new observations are made. Therefore, if the number of

observable registers on the board is q, the posterior of each fault will be updated

q times. The posterior in the final update is considered to be the probability

of the fault being the root cause. In the first round, the prior is initialized in an

equiprobable manner. Afterwards, the prior is updated by the posterior calculated

in the previous round.

Fault syndromes for a failing board might also not be reproducible due to

the subtle manifestations of transient faults. To describe the fault syndrome of

the failing board more realistically and get accurate diagnosis, simulation on the

failing board is performed multiple times as well. The final posterior is the average

of all the posterior computed from each fault syndrome.

Due to the lack of observability and limited sample size, some faults cannot be

distinguished from one another, resulting in an ambiguity group. In order to retain

diagnosis accuracy, we not only consider the fault with the highest posterior as the

root cause, but also several faults with high posterior values. A discussion on how

to improve diagnosis accuracy and shrink the ambiguity group size is presented in

Section 3.4.
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3.4 Simulation Results

To evaluate the proposed framework, experiments are performed on the OpenRISC

1200 SoC [49]. The CPU block is the critical part in this system. Therefore,

artificial faults are inserted at the output pins of six functional modules inside the

CPU, namely ALU, Ctrl, Insn fectch, Operand MUX and Gen PC, as shown in Fig.

3.2. These six modules are the suspect modules causing system malfunction. We

assume that registers in six memory units are observable, namely IMMU, DMMU,

DC top, IC top, register files and special purpose register (SPR). Four functional

tests, Dhry, Basic, CBasic and Multi, are pre-loaded in flash for diagnosis. Dhry is

a synthetic benchmark workload, Basic and Cbasic include most basic instructions,

and the test Multi mainly consists of multiply instructions [49].

In our experiments, 23 pins from six functional modules are selected to insert

faults. Some of the pins are randomly selected bits of data buses and other pins are

flag signals. More details of the pin-level fault selection technique are presented in

[56]. The fault syndrome is a combination of observations from 17 registers. Fault

simulation with pin-level faults is used for constructing the database of error-

occurrence probabilities for a specified pin-level fault. A malfunctioning system is

created by inserting bit-flip faults within one of the 6 functional modules. Fault

simulation is repeated 100 times for each fault, and the fault insertion instant is

randomly selected during test execution.

Experimental results for the OpenRISC1200 are presented. All the experiments

were performed on a pool of state-of-the-art servers running Linux. The Verilog

simulator for all simulations is VCS (Y-2006.06-SP1-16). Four functional tests were

applied to the OpenRISC system. A single run of the tests takes 0.5 min, 1 min,

4 min, and 4.5 min, respectively. According to the experiment design above, fault
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Figure 3.2: Block diagram of the CPU in OpenRISC 1200.

simulation is repeated 100 times for each fault. The total simulation time is nearly

600 hours. Bayesian inference is implemented using Matlab and it takes only a few

seconds to obtain the inference results.

Due to the irreproducible nature of transient fault and practical limits on the

number of simulations, faults at the pins of an actual faulty module may not always

have the highest occurrence probability, which necessitates the inclusion of faults

with smaller occurrence probability in an ambiguity group. In our experiments, if

the posterior value of a fault is greater than 5% and this fault ranks in the list of

faults with the top five posterior values, we place this fault in the ambiguity fault

group. The threshold for selection depends on the number of fault candidates, but

a characterization of the optimal threshold is left for future work.

Table 3.3 shows functional modules and the corresponding pin-level faults.

Those pin-level faults are used for locating faulty modules inside the system. For

example, F19, F20, F21 are faults inserted at ALU output pins for learning. Ac-

cording to the diagnosis results, if F19 has the highest occurrence probability, our

conclusion is that the ALU module is the most likely faulty module causing system

failure. Faults at the pins of real faulty module are called target faults. Diagnosis

is considered to be correct, when at least one target fault falls in the ambiguity

fault group.

70



Table 3.3: Functional modules and the corresponding pin-level faults.
Functional modules Corresponding pin-level faults

ALU F19, F20, F21

Ctrl F9, F10, F11, F12

IF F5, F6, F7, F8

O MUX F13, F14, F15, F16, F17, F18

Multi F22, F23

Gen PC F1, F2, F3, F4

Table 3.4: Diagnosis results using functional test Basic.
Faulty module Ambiguity fault group Rank correctness

ALU F21,F6,F20,F4,F3 3 Yes
Ctrl F4,F3 7 No
IF F20,F17 ,F13,F18,F5 1 Yes

O MUX F17,F18,F4,F3 3 Yes
Multi F26,F17,F14,F13,F11 5 Yes

Gen PC F1,F4,F3 1 Yes

Table 3.4 shows diagnosis results for six different failing systems using the first

functional test Basic. Each row is related to one failing case. The first column in

Table V lists the actual faulty module in the failing system. The second column is

the ambiguity fault group. Faults are placed in the ambiguity group if they meet

the criteria defined above. Target faults are highlighted in bold fault. The third

column shows the highest rank of target faults out of 23 fault candidates. The

fourth column indicates the correctness of diagnosis. From Table 3.3, we can see 5

failing cases out of 6 can be correctly diagnosed based on only one functional test.

If the faulty module is Ctrl in the failing system, we cannot correctly locate it.

Likewise, diagnosis results for six failing systems using the second functional test

Dhry are shown in Table 3.5. In Table 3.5, the system with the faulty IF module

cannot be correctly diagnosed, but the faulty Ctrl module can be distinguished by

Dhry. We get blank results for faulty multiplier case, because the internal defects

inserted in the multiplier do not cause errors on any of the observable registers for
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Table 3.5: Diagnosis results using functional test Dhry.
Faulty module Ambiguity fault group Rank correctness

ALU F15,F21,F8,F2,F3 3 Yes
Ctrl F11,F2,F3 3 Yes
IF F21 ,F15,F20,F2 9 No

O MUX F15,F21,F2,F3,F5 5 Yes
Multi — — —

Gen PC F2,F3 1 Yes

the Dhry test. In other words, Dhry cannot sensitize the faults occurring inside

the multiplier module.

In Table 3.6, two functional tests are used to improve diagnostic resolution.

Here diagnostic resolution refers to the size of the ambiguity fault group. Four

correctly diagnosed cases using the Basic test are selected for this experiment.

First, the test Basic is applied to the system and ambiguity fault groups obtained

under this test are shown in the second column in Table 3.6, which are the same

as the results shown in Table 3.4. Subsequently, the Dhry test is applied to distin-

guish/rank faults in the ambiguity fault group obtained based on the previous test.

In the second round inference, the candidates are only those faults in the previous

ambiguity fault group. If the posterior value of a candidate is greater than 20%

and it ranks in top-3 highest posterior, it is placed in the second-round ambiguity

group, shown in the third column. The correctness is shown in the fourth column

in Table 3.6. The average of ambiguity group size shrinks from 4.25 to 2.75 without

loss of diagnosis correctness.

Fig. 3.3 shows the improvement of diagnosis accuracy for the Ctrl module when

multiple functional tests are used. In Fig. 3.3, the y-axis is the rank of a pin-level

fault of the Ctrl module, and the x-axis refers to the functional tests applied for

diagnosis. To diagnose a system with faulty Ctrl module, we start by using the

Basic test. The rank of fault F11 is 7. Next we apply the Dhry test based on the
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Table 3.6: Improved diagnosis using the Basic and Dhry tests.
Faulty module Ambiguity group Ambiguity group Correctness

in Basic in Dhry
ALU F21,F6,F20,F4,F3 F4,F20,F3 Yes
IF F20,F17 ,F13,F18,F5 F20,F5 Yes

O MUX F17,F18,F4,F3 F18,F4,F3 Yes
Gen PC F1,F4,F3 F1,F4,F3 Yes

Table 3.7: Multiple fault diagnosis using test Basic.
Faulty module Ambiguity fault group Inferred suspect module
ALU & IF F18 F5,F4,F3 IF, O MUX,Gen PC

O MUX & Gen PC F2,F3,F4 Gen PC
IF & Gen PC F1,F2,F4,F3 Gen PC

ALU & O MUX F20,F17,F4,F18,F3 ALU,O MUX,Gen PC

test1 test1+test2 test1+test2+test3
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Figure 3.3: Improvement of diagnosis accuracy using more tests for the Ctrl
module.

first test, and fault F11 is now rank third. When the third test Multi is also used,

the rank becomes 2. This shows that when multiple tests are applied in diagnosis,

diagnosis accuracy can be improved using Bayesian inference.

We next study the diagnosis of multiple faults using the proposed framework.

Two faults inside different functional modules are inserted per trial to mimic the

situation that multiple faults exist in a malfunction system. The database of con-
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ditional probability is the same as before. The diagnosis results are shown in Table

3.7. They are not as accurate as before, since the conditional probabilities used in

the computation are obtained from single fault simulation. Multiple fault diagnosis

is difficult and computationally expensive, as the volume of fault hypotheses grows

exponentially with the number of faults in the system. A promising solution is

to partition the overall system into subsystems, within which there is likely to be

a single fault. This partitioning enables the application of single-fault diagnosis,

which has only linear complexity, to the subsystems without the need to handle

the exponential hypothesis explosion.

3.5 Summary

We have presented a board-level Bayesian inference-based fault diagnosis strategy.

This approach offers two key advantages. First, it does not depend on the DFT

features, which eliminates the requirement of building standard boundary-scan

cells for all devices on a board. Second, by learning the behavior of board/system

under different faulty scenarios, the inference engine can automatically perform

diagnosis without manual effort. Experiments have been performed on an open-

source RISC SoC to illustrate the use of Bayesian inference in fault diagnosis. Our

results show that Bayesian inference-based diagnosis is a promising strategy to

tackle the challenges involved in quality assurance of complex boards. By being

adaptive, automated and self-learning, the approach is expected to lead to a new

breakthrough in board/system diagnosis.
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Chapter 4

An Effective Description of Functional

Failure: Error Flow

Fault-insertion test has been optimized in previous chapters using high-level gen-

eralized defect models. However, inserting the most representative faults alone is

not sufficient for accurate fault diagnosis. Another critical issue is to derive an

accurate description of the failure. The information extracted from the failures

significantly affects the diagnostic results. Traditionally, test pass/fail is the most

common syndrome, which is too vague to locate the root cause. Some fine-grained

syndromes, such as faulty registers, are in use today, but the diagnostic resolution

achieved by them is still limited. In contrast, we propose an alternative fault syn-

drome, error flow, to facilitate the functional diagnosis. Error flow mimics actual

data propagation in a circuit, thus it reflects the native (functional) mode of cir-

cuit operation. Taking the functionality of the circuit into account, the functional

failure analysis and fault identification become easier.

In order to use error flows to identify the root cause, error flow is first learned

from a good circuit by intentionally inserting faults. Then the root cause of a

failing circuit is determined by comparing the similarity between the pre-learned

error flows and the error flow observed from the failing circuit. The similarity of two

error flows is evaluated based on the length of the longest common subsequence.

Results for an open-source RISC SoC and an industrial communication circuit

highlight the effectiveness of the proposed method.
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4.1 Prior Work

In this chapter, we analyze error propagation in a failing circuit (chip or board) and

its application in fault diagnosis. Error propagation reflects the intrinsic charac-

teristics of a circuit in terms of its functionality. For example, in typical five-stage

pipeline processor microarchitecture, errors caused by the program counter gener-

ator propagate in a different manner, compared to the errors caused by a defective

ALU. Therefore, when we describe a failure, we not only record the location where

an error is observed, but also record when the error is observed. The goal here

is to locate the faulty component on a malfunctioning board, and hierarchically

use this error flow based method to narrow down the defective areas in the failed

component. This is extremely important for component suppliers to address the

NTF problem and provide qualified components to system companies.

The concept of error propagation has been published in the literature [5], [57].

In [5], error propagation path was used to isolate failing functional blocks in mod-

ern microprocessors. However, the advantage of error propagation was not fully

exploited. The key idea in [5] is to record the faults that can be detected at

each observation point through fault simulation on a good processor. The ob-

servation points here refer to those locations where logic values can be observed,

e.g., scannable registers. In order to diagnose a failing processor, once an error is

observed at an observation point, all the faults that can be detected at this obser-

vation point are considered to be fault candidates. This approach still considers

errors at each observation point separately, rather than matching a faulty block

with a specific error propagation path.

In [57], a backtracing method for identifying the root cause of functional failures

in the UltraSPARC family of processors was described. In this method, the faulty
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block can be located through four steps, namely logic cone extraction, cone input

constraint generation, path sensitization, and extraction of the components to

analyze for next cycle. The diagnosis results depend on an in-depth knowledge

of the architecture and analysis of circuit topology.

The remainder of this chapter is organized as follows. Section 3.2 describes the

definition of error flow and error-flow dictionary, and the advantages of an error-

flow dictionary over a traditional fault dictionary. Section 3.3 describes the fault

diagnosis framework using an error-flow dictionary. It consists of error-flow dictio-

nary construction and root-cause diagnosis. Section 3.4 discusses the difficulties in

the extraction of error flow in real chips/boards and provides two approaches in

use today that can be adopted for error flow extraction. Finally, diagnosis results

for a RISC SoC OR1200 and an industrial communication circuit are provided.

4.2 Dictionary-based Diagnosis

Before we describe the definition and advantages of error flow and error-flow dic-

tionary, let’s first go through the traditional dictionary-based diagnosis. A fault

dictionary is commonly used for fault diagnosis [50], [58], [59]. In its simplest

form, a dictionary includes fault entries and their corresponding syndromes. It is

often created through fault simulation before diagnosis. During fault simulation,

the erroneous behavior of the circuit under test is recorded, which is referred as

a fault syndrome. In a traditional fault dictionary, a fault syndrome can be the

pass/fail results of a given set of tests referred as a coarse-grained fault syndrome,

or the match/mismatch results of all the outputs and internal observable points

referred as a fine-grained fault syndrome. To locate the root cause of a failure,

the actual behavior observed from the failing circuit is compared with each fault

syndrome saved in the fault dictionary. If this look-up process succeeds in finding
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a match, the dictionary entry indicates the corresponding fault that leads to the

failure on the circuit. A dictionary based on coarse-grained fault syndromes has

smaller size, but it includes less failure information, comparing to the dictionary

based on find-grained fault syndromes.

Table 4.1: An example of dictionary-based diagnosis.

An example of diagnosis using a fine-grained fault dictionary is shown in Table

4.1. Assume that in a malfunctioning microprocessor, six modules (GenPC, IF,

Ctrl, OMUX, ALU, Multi,) inside CPU are fault candidates. The status of the

microprocessor can be observed from four observation points. The two observation

points used are data buses (outputs of the ALU and IF). The other two are general

purpose registers. The six fault candidates are denoted by F1, F2, F3, F4, F5 and

F6. Four observation points are denoted by Ob1, Ob2, Ob3 and Ob4 in the fault

dictionary; see part(a). A fault syndrome here is a binary vector, whose length is

equal to the number of observation points on the circuit. An entry “1” means that

the logic value at the observation point matches the golden value, and entry “0”

implies that a mismatch occurs at the observation point. For example, the fault

syndrome for F1 is “1101””, which means that errors are observed at Ob1, Ob2 and

Ob4, when the first module is faulty. In Table 4.1 part(b), fault syndromes of three

actual failing cases (C1, C2, C3) are listed. For the failing case C1, we can see that

it has the same syndrome with F1, therefore fault F1 is inferred to be the root
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cause of failing case C1. For the failing case C2, it has the same fault syndrome

with F3 and F4, and we find that the fault syndromes of F3 and F4 are the same.

In this case, these two faults are undistinguishable, and often they are placed in a

group, referred as an ambiguity group. For the failing case C3, its fault syndrome

is different from any of the syndromes in the dictionary. Therefore, we cannot

diagnose the failing case C3 based on the existing dictionary.

Although a traditional fault dictionary can be used for locating the root cause

of failures in small circuits, they are not applicable to the diagnosis of functional

failures in large systems due to the following reasons. First, in large systems, the

number of potential faults is extremely large. It is impossible to create a fault dic-

tionary using all possible faults and enumerating them. Second, a functional test

typically includes hundreds of thousands to millions of cycles. It is impractical to

run all the available functional tests to generate a traditional coarse-grained dictio-

nary, and only the pass/fail information of a test is insufficient to accurately locate

the root cause. Third, fault syndromes are often significantly overlapped, even in

a fine-grained dictionary, so that it is difficult to achieve high fault-localization

accuracy with a traditional fault dictionary. Therefore, an alternative error-flow

dictionary is proposed to tackle these challenges. This dictionary reflects the func-

tionality of a circuit and offers significant potential for accurate diagnosis.

4.3 Error Flow and Error-Flow Dictionary

An error flow is a sequence of integers, which records the order in which errors are

observed at all the observation points. The exact time instant of error occurrence

is not included in the error flow. An element in the sequence is the identifier of the

observation point. Therefore, the error flow sequence consists of a series of distinct

integers. The length of the sequence is not fixed, since a fault may not manifest
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itself at all the observation points. The maximum length of the error flow sequence

is equal to the number of observation points. As for an error-flow dictionary, it

consists of error flows and the root cause that leads to the corresponding error flow.

An illustration of an error flow is shown in Fig. 4.1. Assume that six modules

and six observation points in a CPU are taken into account. Fig. 4.1 shows the

propagation of two errors. One is caused by faulty module 2 (Instruction Fetch),

which starts from observation point 1, and then goes to observation point 2 and

observation point 4. The other is caused by fault module 5 (ALU). The error flows

are shown at the bottom of the figure.

Figure 4.1: Illustration of error flows in a CPU block diagram.

It can be readily seen that error flow records the error propagation caused by

a fault. It can be computed by recording the error occurrence location and the

first clock cycle when the error is observed, referred as the first failing cycle. For a

given fault, we can obtain the error observation locations and the first failing cycles

for each location by comparing the logic values at observation points with golden

values. The error flow is derived by ordering the observation points in terms of the
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Table 4.2: An example of an error-flow dictionary.
Fault Candidate Error Flows

Ctrl 1→ 3→ 2→ 4

ALU
3→ 4 → 1
3→ 2 → 4 → 1

Gen PC
3→ 5 → 1
3→ 5 → 2

first failing cycle. The fault here can be a faulty ASIC on a board, a faulty module

in an ASIC, or a faulty sub-module in a high-level module. Therefore, this is a

generic method that is applicable at both chip and board levels. The diagnostic

granularity depends on the faults used in the error-flow dictionary.

An example of an error-flow dictionary is shown in Table 4.2. Three fault can-

didates are shown in the first column, and the corresponding error flows are shown

in the second column. Fault candidates, Ctrl, ALU, and Gen PC, are functional

units in a CPU. From the table, we can see that one faulty functional unit may

have more than one error flow (e.g., ALU and Gen PC). The reason is that many

possible faults within a functional unit can lead to an observable error. Faults

occurring at different locations or clock cycles may cause different error flows.

Note that error flow not only records where errors are observed, but it also

records the order of error occurrence on the observation points. The order of error

occurrence reflects the dataflow in a circuit, which is related to the functionality

of the circuit. Therefore, diagnostic accuracy is expected to be higher with this

function-related information. The advantages of using an error-flow dictionary

compared to a traditional fine-grained fault dictionary can be seen in Table 4.3. In

the traditional dictionary, the errors caused by fault F1 are observed at observation

points Ob1 and Ob2, which is the same as for fault F2. Based on the traditional

fault dictionary, faults F1 and F2 are undistinguishable, since they have the same

81



fault syndrome. However, if we know that the errors can be observed in different

orders at these two observation points, we can distinguish fault F1 from F2 using

an error-flow dictionary shown in Table 4.3(b). Comparison of diagnosis results

using two dictionaries for real life circuits is presented in Section V.

Table 4.3: Comparison of a traditional dictionary with an error-flow dictionary.

4.4 Application of Error Flow in Fault Diagnosis

Diagnosis is performed by comparing the error flow observed on a malfunctioning

board to the pre-learned error flows. In order to diagnose the root cause of func-

tional failures, we first compute an error-flow dictionary using fault simulation.

Next the dictionary entries are compared to the error flow observed on the failing

circuit. The most similar error flow is selected from the dictionary, and its corre-

sponding fault is considered to be the root cause of the failure. The similarity of

two error flows is evaluated based on the longest common subsequence, a widely

used metric in string-matching algorithm. The diagnosis process is divided into

two steps: error-flow dictionary construction and root-cause diagnosis.

4.4.1 Error-Flow Dictionary Construction

The error-flow dictionary is computed in a hardware description language (HDL)

simulation environment. The computation can be started when the RTL model

of a design is available such that the dictionary will be ready before tapeout and
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manufacturing. Therefore, the diagnosis process can be immediately started when

a failure occurs on a chip/board.

Based on the integration level under diagnosis, the fault candidates in the dic-

tionary can be ASICs on a board, functional units in an ASIC, or sub-modules in

a functional unit. Observation points typically are critical registers (e.g., CSRs).

Let us assume for the sake for discussion that the diagnosis goal is to locate the

faulty functional unit in a failing ASIC. In order to construct the error-flow dictio-

nary, we first run logic simulation on a good ASIC and save golden logic values for

all the observable registers. Second, we run fault simulation by inserting faults at

the ports of a functional unit. The ports for fault insertion are randomly selected

from bits of buses and control/status signals. Third, we compare logic values at

these observation points in fault simulation with golden values in logic simulation,

and save the first failing cycle for each observation point. Finally, we order the

observation points by the first failing cycle, and then derive an error flow for this

faulty functional unit. An error dictionary is constructed by repeating this process

for all the functional units on the ASIC. The construction procedure is shown in

Fig. 4.2. At the board level, diagnosis granularity is the components/ASICs on the

board. Similarly, we insert faults at the ASIC pin level, observe critical registers

within ASICs and observable memory components on the board, record the first

failing cycle, and compute the error flow.

In this work, flip faults are inserted at the port/pin level to create a faulty

unit. A flip fault is used to model the subtle effects of transient fault that are not

easy detected by traditional DFT features [23]. At the chip-level, defects modeled

by stuck-at faults are easy to screen using ATPG patterns. At the board level,

the open/shorts at the interconnection among components can be screened using

boundary scan test. Permanent failures caused by stuck-at faults do not pose the
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Figure 4.2: The procedure for error-flow dictionary construction.

main challenges in fault diagnosis [6], [9]. Therefore, we use flip faults to generate

intermittent/transient failures occurring in modern high-speed circuits.

For a flip fault, we assume that the logic value of the faulty wire or state

element is switched to the opposite of the fault-free value. The faulty value is not

permanently associated with the faulty net or state element. The value on the

net will be updated in the next clock cycle based on the logic. A fault insertion

environment has been designed using Verilog Procedural Interface (VPI), which

provides an application program interface to Verilog HDL. Faults can be inserted by

invoking a VPI routine in Verilog code [56]. One flip fault at one output is inserted

at a time in fault simulation. To make a module faulty, faults are inserted at the

outputs of the module instead of internal nodes, since the number of internal nodes

is often extremely large. Faults at module outputs are used to effectively represent

internal defects. Details on the selection of the most representative outputs for

fault insertion are described in [56].

The error-flow dictionary records erroneous behaviors of a circuit in the pres-

ence of different faults. This prior knowledge is learned through fault insertion

experiments on a good circuit, and it is subsequently used in the fault diagnosis of
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a malfunctioning circuit. In practice, if a board under diagnosis is very complex,

it is infeasible to run board-level simulation for collecting the information for the

construction of the dictionary. An alternative method is based on the repair his-

tory of malfunctioning boards from the manufacturer’s side. In the computation

of a traditional fault dictionary, for each fault entry, only the location of error

occurrence needs to be recorded. Compared with the traditional dictionary, the

first failing cycle of error occurrence for each fault entry also needs to be stored

in the construction of an error-flow dictionary. The storage required is therefore

doubled, but this is not a limitation in a simulation environment.

4.4.2 Root-Cause Diagnosis

In the root-cause diagnosis step, we want to select an error flow from the dictionary

that is the most similar to the error flow observed in the failing circuit, and then the

fault corresponding to this error flow is identified as the root cause of the failure.

The problem of comparing the similarity of two error flows can be viewed as a

sequence-matching problem. The sequence-matching problem has been extensively

studied in the literature [60], [61], [62]. We choose a widely used metric, namely the

longest common subsequence (LCS), to evaluate the similarity of two sequences.

There are various algorithms to quickly compute the LCS [61], [62]. In our

problem, the error flow is a series of distinct integers, and the length of the flow

is equal to the limited number of observation points in a circuit. Therefore, the

computation of LCS for error flow sequences is relatively easy. We can simply

calculate the common subsequence starting with every observation point, and then

choose the longest common subsequence as the LCS of the flow. For example,

suppose two error flows to be compared are 1 → 2 → 3 → 4 → 5 and 2 → 3 →

4 → 1 → 5. There are no common subsequences starting with 1, 4 and 5. The
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common subsequence starting with 2 is 2 → 3 → 4; the common subsequence

starting with 3 is 3 → 4. Therefore, the LCS of these two error flow is 2 → 3 → 4,

and the length of the LCS is 3. The computation effort is proportional to the

square of the number of observation points. Two error flows being compared do

not need to have the same length.

If more than one flow in the dictionary has the same degree of similarity with

the given error flow, i.e., they have the same length of LCS with the given flow,

we compare the start position of the LCS. The one that has an earlier LCS start

position is considered to be more similar to the given flow. If two candidate flows

have the same length of the LCS and the same start position, we conclude that the

corresponding faults of these flows are equally likely to be the root cause. These

faults are undistinguishable using our method and placed in an ambiguity group.

The diagnosis accuracy is evaluated by the ambiguity group size and the correct

diagnosis outcome.

In an error flow, the first few observation points are more important than the

later observation points. Error observed at the later observation points may be

caused by the earlier errors, rather than the root cause of the failure. Therefore,

the later observation points are usually not very useful and tend to increase the

number of suspect faults [5]. In the error flow comparison, we first select the flows

that have the same first observation point with the error flow in the failing circuit,

and then we calculate the similarity of two flows based on the above method. The

complete diagnosis flow is shown in the Fig. 4.3.
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Figure 4.3: Diagnosis flow using an error-flow dictionary.

4.5 Error Flow Extraction in Real Chips/Boards

In a simulation environment, it is easy to save logic values at all the observation

points in a large window, even the complete time frame of test execution can

be considered. However, in practice, it is impossible to save values at all the

observation points for a long period due to limited memory space. Therefore, while

the error-flow dictionary can be easily constructed in a simulation environment, the

error flow from an actual failing chip/board may be difficult to obtain. Also, it

may not be complete or accurate. Two approaches in use today can be adopted

to observe error flow in a manufactured chip/board, by recording failing cycles

and failing observation points. One is an automatic test equipment (ATE)-based

approach and the other is a system platform-based approach [5].

The ATE-based approach is often used for collecting failure information at

the chip level. In order to obtain the first failing cycle, a snapshot of the internal

observable cells (scan cells) is taken hundreds of cycles before the functional failure,

and then the captured logic values are compared with golden values. If the captured

values match the golden values, the first failing cycle most likely occurred between
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Figure 4.4: System platform architecture for extraction of error flows [5].

the current snap-shot cycle and the observed functional failure cycle; otherwise, the

first failing cycle most likely occurred before the current snapshot cycle. Additional

snap-shots of the scan cells from the failing circuit are taken and compared with the

corresponding golden values. The search is continued in a binary fashion to obtain

the first failing cycle [5]. Once the first failing cycle is determined, a few more

snap-shots are needed to obtain the order of error occurrence at each observation

point.

The system platform-based approach is applicable to both chip and board level

diagnosis. An architecture of a system platform is illustrated in Fig. 4.4 [5]. In

such a platform, the good board can be used as a reference. To collect the error

flow information on the bad board, the same functional tests can be loaded into

memory cells of both boards. A workstation can be used for controlling operations

and communicating with both boards. Logic values at observation points obtained

on the bad board are then compared with the RTL simulation data. An error flow

can be derived by ordering the observation points in terms of the first failing cycle.

In addition, we can also use a trace buffer, which is typically integrated in a

processor-based system to capture a snapshot of an executing system. Although

the trace buffer is a limited resource, it provides a piece of historical record of

application-code execution, timing, and data accesses. With this program history,
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it is easy to trace back through the program to examine what happened before the

point of failure. This information is very useful for collecting failure information

and extracting error flows.

4.6 Simulation Results

In this section, simulation results for a RISC SoC OR1200 and a communication

controller from Cisco Systems Inc. are presented. All experiments are performed

in the VCS simulation environment on a pool of state-of-the-art servers running

Linux. Various failing cases are created for diagnosis, and results are verified using

different functional tests. Diagnosis results highlight the effectiveness of error-flow

dictionary-based method in terms of fault localization accuracy and correctness of

diagnosis.

4.6.1 Results for OR1200

The CPU is the critical unit in the OR1200 system. So fault candidates in the error-

flow dictionary are five functional units inside the CPU, namely ALU, Ctrl, IF,

O MUX and Gen PC. A total of 17 observation points are selected from six memory

units (IMMU, DMMU, DC top, IC top, GPRs and SPRs). Three functional tests,

Basic, Dhry and CBasic, derived from design verification programs are used for

diagnosis. We create different failing cases caused by these five units and examine

the diagnosis results obtained by proposed error flow dictionary.

1) Diagnosis results using one functional test

Fault simulation is performed at the RT level. Flip faults are inserted at the

outputs of the modules. Considering the function of the outputs, fault insertion

locations include all the control and status signals and part of bits of data and
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address buses. The clock cycles for fault insertion are randomly selected. Selection

of the diagnosis-efficient fault insertion points is another interesting problem [56],

[20]. Here we focus on the diagnosis flow and the usage of an error-flow dictionary.

One flip fault is inserted in one simulation run. For each faulty functional unit,

fault simulation is performed 10 times, so that 10 error flows are derived for each

faulty functional unit. There are 50 entries in the error-flow dictionary. A segment

of error flow dictionary is shown in Table 4.4. The first three entries of each faulty

unit are listed. For the IF unit, all the 10 entries are the same. Although error

flows vary across fault insertion locations and insertion cycles, error flows of the

same faulty unit often start with the same observation point and share a long

common subsequence. The first observation point in each error flow is denoted in

bold in Table 4.4, which is very important for distinguishing faults.

Artificial failing cases are created by inserting flip faults to the internal nets of

the modules. Fault insertion locations include all the internal nets. Fault insertion

cycles are randomly selected in the execution of test. Most of the inserted internal

faults are masked (nearly 90%) [23]. A total of 48 artificial failing cases that

produce observable errors are used for diagnosis. In Table 4.5, error flows of five

artificial failing cases are listed as an example. The root cause of the failure is

shown in the first column, and the corresponding error flow is shown in the second

column. Diagnosis results of the 48 cases are shown in Table 4.6.

In Table 4.6, the diagnosis results are reported in terms of the number of failing

cases under diagnosis, the number of cases that have been correctly diagnosed,

correct rate and average ambiguity group size. For example, there are 18 failing

cases with faulty Gen PC under diagnosis and 17 cases are correctly diagnosed

. The correct diagnosis rate is 94% and the average size of ambiguity group is

1.29. Specifically, one case is misdiagnosed in the 18 cases. In this case, Ctrl
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Table 4.4: Error-flow dictionary for the OR1200 circuit.
Faulty Unit Error Flow

Gen PC

8 → 9 → 2 → 3 → 7 → 16 → 17 → 6 → 1
→ 5 → 12 → 13 → 14 → 10 → 11 → 4;
13 → 12 → 5 → 8 → 9 → 2 → 3 → 6 → 7
→ 16 → 17 → 1;
8 → 9 → 10 → 16 → 2 → 3 → 6 → 7 → 17
→ 11 → 14 → 12 → 13 → 1 → 5;
...

IF
2 → 7 → 12 → 13 → 14 → 3 → 6;
...

Ctrl

8 → 9 → 2 → 3 → 6 → 16 → 17 → 7 → 1
→ 5 → 12 → 13 → 14 → 10 → 11 → 4;
8 → 9 → 2 → 3 → 6 → 7 → 16 → 17 → 1
→ 5 → 12 → 13 → 14 → 10 → 11 → 4;
8 → 9 → 2 → 3 → 6 → 7 → 16 → 17 → 1
→ 5 → 12 → 13 → 14 → 10 → 11;
...

O MUX

1 → 2 → 3 → 7 → 12;
6 → 1 → 2 → 11 → 13 → 7 → 3 → 12;
1 → 2 → 3 → 7;
...

ALU

1 → 2 → 3 → 7 → 12;
1 → 3 → 7 → 12 → 2;
1 → 3 → 7 → 2 → 6 → 5 → 8 → 16 → 17
→ 10 → 11 → 14 → 12 → 13 → 4;
...

is incorrectly identified as the root cause. In all the correctly diagnosed cases,

for 12 cases, Gen PC is identified as the exclusive faulty unit; for 4 cases, both

Gen PC and Ctrl are identified as the root cause; for 1 case, Gen PC and ALU are

identified as the root cause. Therefore, the average size of ambiguity group for the

17 correctly diagnosed cases is 1.29. Diagnosis results for other failing cases with

different faulty units are listed in the same manner.

Diagnosis results using another functional test Dhry are listed in Table 4.7.

For the 65 cases under diagnosis, 57 cases are correctly diagnosed. The correct
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diagnosis rate is up to 88%, and the average size of ambiguity group is less than

2. This means that the root cause can be accurately located using our method.

The diagnosis correctness and fault-localization accuracy using proposed error-flow

dictionary is compared to that obtained using traditional fault dictionary.

The comparison of diagnosis results for five failing cases using two different

methods is shown in Table 4.8. Functional test Basic is used for diagnosis. Both the

error-flow dictionary and the traditional dictionary are constructed based on the 50

simulation runs. Therefore, no additional efforts are included for the construction

of error-flow dictionary with regard to simulation. For the Gen PC case, the two

methods provide the same results. However, for the IF and O MUX cases, the root

cause is exclusively and correctly identified by the proposed method. For the Ctrl

case, it is correctly diagnosed by the proposed method, while it is misdiagnosed by

the inference based method. Therefore, the error-flow dictionary based diagnosis

method can provide higher diagnosis accuracy and fault-localization accuracy.

2) Results for the diagnosis of multiple faults

For multiple fault diagnosis, we create a failing system with two faulty modules

Gen PC and Ctrl. Faults within the two modules are inserted randomly. A total

of 22 failing cases are created for diagnosis. Results are shown in Table 4.9. For

9 cases, diagnosis results indicate that Gen PC and Ctrl as the root cause of the

Table 4.5: Error flows observed from five failing cases.
Faulty Unit Error Flow

Gen PC
8 → 9 → 10 → 16 → 2 → 6 → 7 → 3 → 17
→ 1 → 11 → 14 → 12 → 13 → 5 → 4

IF 2 → 3 → 6

Ctrl
8 → 9 → 16 → 17 → 2 → 3 → 6 → 7 → 1
→ 5 → 10 → 11 → 14 → 12 → 13 → 4

O MUX 6 → 1 → 7 → 3 → 12 → 2
ALU 1 → 2 → 3 → 7 → 12 → 6
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Table 4.6: Diagnosis results using functional test Basic.
Faulty No. of No. of Correct Average size
Unit cases under correct rate of ambiguity

diagnosis diagnosis group
Gen PC 18 17 94% 1.29

IF 5 5 100% 1
Ctrl 5 4 80% 2

O MUX 10 7 70% 1.14
ALU 10 10 100% 1

Table 4.7: Diagnosis results using functional test Dhry.
Faulty No. of No. of Correct Average size
Unit cases under correct rate of ambiguity

diagnosis diagnosis group
Gen PC 21 20 95% 1.3

IF 2 2 100% 1
Ctrl 8 6 75% 1.83

O MUX 31 26 83% 1.15
ALU 3 3 100% 1

failure. The conclusions are correct and consistent with the actual failing cases.

For 11 cases, diagnosis results are partially correct, including either Gen PC or

Ctrl. For 2 cases, IF is misdiagnosed as being the root cause.

3) Error flow under different functional tests

Three functional tests, namely Basic, Dhry, Cbasic, are used in the next set of

experiments. These three tests are applied separately in the presence of the same

Table 4.8: Comparison of diagnosis results using error-flow dictionary and tradi-
tional dictionary.

Root cause Error-flow dictionary results Traditional dictionary results
Gen PC Gen PC Gen PC

IF IF IF, O MUX, ALU
Ctrl Ctrl Gen PC

O MUX O MUX Gen PC, O MUX
ALU ALU, O MUX Ctrl, ALU, IF
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Table 4.9: Multiple faults diagnosis results.
Root cause Diagnosis Results No. of cases

Gen PC & Ctrl

Gen PC & Ctrl 9
Gen PC 5
Ctrl 4

Gen PC & Ctrl & IF 1
Gen PC & ALU 1

IF 2

Table 4.10: Error flow observed in three different tests.

Faulty Unit Test Error Flow

ALU
Cbasic 1 → 3 → 7 → 2 → 6 → 5 → 12
Dhry 1 → 3 → 7 → 2 → 5
Basic 1 → 2 → 7 → 12 → 6

IF
Cbasic 2 → 3 → 6 → 7 → 1
Dhry 2 → 3 → 6 → 7
Basic 2 → 3 → 6

faulty functional unit. Faults are inserted at the same port of a functional unit for

the three test sequences. From the simulation results, we find that errors caused

by the same faulty unit in different functional tests propagate along a similar

path. Error flows observed in three different tests are shown in Table 4.10. This

observation confirms that the error flow reflects intrinsic characteristics of a circuit.

Test sequences appear to have less effect on the error flow.

4) Diagnosis results using an incomplete error flow

It is sometimes necessary to extract only an incomplete error flow from the

actual failing circuit due to limited memory. Diagnosis results for a failing case

using incomplete error flows are shown in Table 4.11. The root cause of the failing

case is Gen PC. Diagnosis results based on the complete error flow are first listed

and the root cause is accurately located, and then the diagnosis results using three

incomplete error flows are listed. When we compare an incomplete error flow to
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the error flows in the dictionary, if there is no error flow in a dictionary that has

the same first observation point with the given error flow, we calculate the LCS of

each error flow in the dictionary. The most similar error flow is the one with the

longest length of LCS and the earliest start position. From the results, we can see

that fault-localization accuracy is lowered using incomplete error flows. In order to

improve the fault-localization accuracy, more snapshots of the observation points

need be taken to obtain an accurate error flow.

Table 4.11: Diagnosis results using incomplete error flow.
Error flow caused by faulty Gen PC Diagnosis results

Complete 8 → 9 → 10 → 16 → 2 → 6
Gen PCError flow → 7 → 3 → 17 → 1 → 11 → 14

→ 12 → 13 → 5 → 4
Incomplete 8 → 9 → 10 → 16 → 2 → 6

Gen PC, CtrlError flow 1 → 7 → 3 → 17 → 1 → 12 → 13
→ 5 → 4

Incomplete 9 → 10 → 16 → 2 → 7 → 3
Gen PC, Ctrl

Error flow 2 → 17 → 1 → 12 → 13 → 5 → 4
Incomplete 8 → 16 → 7 → 3 → 17 → 1

Gen PC
Error flow 3 → 12 → 13 → 5 → 4

4.6.2 Results for a Communication Controller

In the results for OR1200, we described the construction of the error-flow dictionary

and generation of artificial failing cases for diagnosis. Diagnosis results for the

cases with single fault, multiple faults, and incomplete error flows were reported in

details. Diagnosis results using traditional fault dictionary were also presented for

comparison. In this subsection, we take a communication controller as an example

for locating faults within an ASIC, and then extend the error flow concept to the

board level. The communication controller used in this experiment is an industrial

port ASIC. It performs traffic forwarding, quality of service, route processing, etc.
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Figure 4.5: Block diagram of a port ASIC and data flows.

on an ethernet switch. The block diagram of the ASIC is shown in Fig. 4.5.

The communication core mainly consists of transceiver data path, receiver data

path, network interface, stack interface, and forwarding controller. The peripherals

consist of high speed I/O controller, clock generator, design for test (DFT) features

and content-addressable memory (CAM). Data flows (egress flow and ingress flow)

are shown in different colors in Fig. 4.5.

Traffic test is run on this ASIC. For example, a packet is sent from network

interface to the stack interface and expects to receive it within a certain time

period. If the packet does not reach the interface within the expected time period,

or the received packet is corrupted, an error is registered. A total of 11 observation

points are selected to monitor the traffic, including control and status registers and

data buses (RPF DATA, RPF STATUS DATA, NIRxPF, etc.). A segment of the

log file that records the values of these observation points is shown in Fig. 4.6.
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Figure 4.6: A segment of the log file that tracks the observation points.

Error flows are derived by comparing the log file of a faulty circuit to that of a

fault-free circuit as mentioned before. Five modules are taken as fault candidates.

They are RxBuffer, TxBuffer, StackIF, NetworkIF, and ForwardingCtrl. Likewise,

faults are inserted at the outputs of modules, and one fault is inserted in one

simulation run. Ten simulation runs are performed for each faulty module. A total

of 50 error flows are recorded in the dictionary. In order to create artificial failing

cases for diagnosis, faults are randomly inserted to the internal nets/registers of

the five modules. The number of cases under diagnosis is 34.

Diagnosis results for all the failing cases are shown in Table 4.12. In Table 4.12,

the diagnosis results are described in the same manner as the OR1200 design. Four

failing cases with faulty RxBuffer out of five are correctly diagnosed. All failing

cases with faulty TxBuffer and faulty NetworkIF are correctly diagnosed. A total

of 28 cases are correctly diagnosed out of the 34 cases. The overall correct diagnosis

rate is 82.4%. For most of the correctly diagnosed cases, the root cause can be

exclusively and accurately located. The average size of ambiguity group is 1.25.

In contrast, using traditional fault dictionary, the overall correct diagnosis rate for

the 34 cases is 70.3%. A total of 24 cases are correctly diagnosed. The average size
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of an ambiguity group is 2.8.

Table 4.12: Diagnosis results for the communication controller.
Faulty No. of No. of Correct Avg. size of
Unit cases under correct rate ambiguity

diagnosis diagnosis group
RxBuffer 5 4 80% 1.25
TxBuffer 6 6 100% 1
StackIF 8 6 75% 1.33

NetworkIF 5 5 100% 1.2
FwdCtrl 10 7 70% 1.43

In order to compare the diagnosis results of error-flow dictionary and traditional

fault dictionary, five cases are randomly selected from the 34 cases, whose error

flows are shown in Table 4.13. The comparison results are listed in Table 4.14. For

this communication ASIC, the advantage of error-flow dictionary-based diagnosis

method is more obvious. From the error flows in Table 4.13, we can that almost

all the observation points appear in an error flow, which is true for the remainder

29 failing cases as well. Therefore, if we use a traditionary fault dictionary, the

fault syndromes for different faulty modules are nearly identical. This can lead to a

large ambiguity group and low localization accuracy. This conclusion is supported

by the diagnosis results shown in Table 4.14. For four cases (RxBuffer, StackIF,

NetworkIF, ForwardingCtrl), the traditional method indicates that three modules

are equally likely to be the root cause. Since there are only five fault candidates

under diagnosis, the fault localization accuracy is very low. In contrast, the root

causes of three cases (RxBuffer, TxBuffer, NetworkIF) are correctly and exclusively

located using the proposed error-flow dictionary based method. For the other two

cases, two suspect modules are in the final diagnosis results.

Considering the application of error flow based diagnosis on a printed circuit

board, let us take a high-speed ethernet switch as an example. Fig. 4.7 shows a
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Table 4.13: Error flow of actual failing circuit.
Faulty Unit Error Flow

RxBuffer
10 → 8 → 5 → 1 → 2 → 3 → 7 → 11
→ 9 → 6

TxBuffer 5 → 3 → 7 → 2 → 1 → 10 → 8

StackIF
10 → 8 → 11 → 9 → 3 → 7 → 5 → 1
→ 2 → 6

NetworkIF
6 → 2 → 3 → 7 → 1 → 10 → 8 → 5
→ 11 → 9

ForwardingCtrl
2 → 1 → 11 → 9 → 3 → 7 → 5 → 6
→ 10 → 8

Table 4.14: Comparison of diagnosis results using error-flow dictionary and tra-
ditional fault dictionary.

Root cause Error-flow dictionary results Traditional dictionary results
RxBuffer RxBuffer NetworkIF, StackIF, TxBuffer
TxBuffer TxBuffer TxBuffer
StackIF StackIF, RxBuffer NetworkIF, StackIF, TxBuffer

NetworkIF NetworkIF NetworkIF, StackIF, TxBuffer
FwdCtrl FwdCtrl, TxBuffer NetworkIF, StackIF, TxBuffer

block diagram of an ethernet switch using two port ASICs [63]. On this board, CPU

controls the switch-to-switch communication and synchronization, and updates the

routing caches attached to each port ASIC. Switch fabric provides inter-connect

data path and control path. It performs local switching within a switch. Func-

tions of the port ASIC include traffic forwarding, route processing, etc. Using

StachWisePlus technology, a stacking architecture optimized for Gigabit ethernet,

multiple boards can be stacked to a unified system [63].

In Fig. 4.7, two data flows are illustrated. The left one is a local data flow.

The packet is forwarded from the source port PHY to the port ASIC, the switch

Fabric, the port ASIC, and finally to the destination PHY. The right data flow

shows the propagation of a packet to a remote destination (e.g., a port on another

board). To locate the faulty components on this kind of communication systems,
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Figure 4.7: Block diagram of an ethernet switch and the traffic on it.

error flow based diagnosis provides an effective solution. The diagnosis results

for the port ASIC have been described above. At the board level, traffic is often

monitored by error/drop counters, interrupt status registers, CRC registers, etc.

These are viewed as observation points on a board. Tracking the order of error

occurrence at these observation points significantly facilitates the localization of

the root cause on a malfunctioning board. For example, if errors are observed at a

port of Fabric and error counters in the port ASIC, and the error flow is from the

port ASIC to Fabric, the port ASIC is more likely to be defective. Furthermore, a

local traffic test can be run on the port ASIC to narrow down the faulty module

inside. Analysis of error flows on the switch-like systems is ongoing. Improvements

and issues will be described in the future.

4.7 Summary

We have presented an error-flow dictionary-based fault diagnosis method, which is

an automated and generic approach to diagnose functional failures at chip/board
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level. Compared to traditional dictionary-based diagnosis methods, our proposed

method takes the order of error occurrence into account for fault diagnosis. The

error flow here represents the data flow of a circuit, and it reflects the intrinsic

characteristics of the circuit in terms of functionality. Therefore, it provides an

effective solution to the diagnosis of functional failures. Moveover, the root cause

of a failure can be narrowed down by hierarchically using the error-flow based

diagnosis method, which is a significant benefit for board- or system-level diagnosis.

Another advantage of this approach is that the error flow dictionary can be

computed while the product is being developed. This can potentially decrease the

diagnosis time when a failure occurs on a prototype or in the field. Moreover,

the root-cause diagnosis is based on the similarity of two error flows, which is

evaluated using the length of the longest common subsequence. Simulation results

on an open-source RISC SoC and an industrial communication circuit demonstrate

high fault localization accuracy and diagnostic correctness of the proposed method.

A potential limitation of our method is that the diagnostic accuracy may be

affected due to the incompleteness of the error flow observed from the actual failing

circuit. This can be addressed by increasing the number of snapshots of observation

points on the failing circuit to obtain a relatively complete error flow. By reflecting

the functionality of the circuit using error flow, this proposed method is expected

to address the challenges involved in the diagnosis of NTF functional failures in

complex chips/boards.
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Chapter 5

Diagnosis-Oriented Fault-Insertion Point

Selection

In Chapter 2, we constructed a pin-level fault model to generalize the behavior of

internal defects. The pin-level faults we selected are those that can cover the most

internal defects. Thus inserting the most representative faults is able to accelerate

FIT in system reliability assessment. Besides the reliability assessment, another

important application of FIT is fault diagnosis. Fault-insertion test has been used

to create artificial faulty scenarios in industry. These artificial faulty scenarios

are used as references. Diagnosis process is eased by comparing the real failure

on the manufacturing line or in the field with the artificial ones. However, it is

time-consuming and impractical to insert faults everywhere and record the fault

syndromes. It is necessary to insert the faults that are the most diagnosis-efficient.

In this chapter, we present an optimization method to select the diagnosis-

oriented fault-insertion points. Faults inserted at these points are able to produce

similar syndromes to those caused by the internal defects, in the meantime syn-

dromes from different components or modules are different from each other. In

this way, the inserted faults can mimic the erroneous behavior of real defects, and

the different syndromes produced by these faults pave the way for fault diagnosis.

The optimization model is based on integer linear programming. Error flows pro-

posed in the previous chapter are used as fault syndromes. Results on diagnostic

accuracy for the OR1200 system highlight the effectiveness of the proposed method

compared to a baseline random fault-insertion scheme.
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5.1 Problem Statement

Diagnosis of functional failures is challenging and time-consuming due to the fol-

lowing reasons [6]. First, functional test typically includes hundreds of thousands

to millions of cycles. Thus the execution time of a functional test is overly long,

and a large volume of data dumped during simulation need to be analyzed for

fault diagnosis. Second, replication of functional failures is challenging. Inter-

mittent/transient failures are difficult to reproduce as the effect of defects becomes

subtle in high-speed circuits. Third, controllability and observability for functional

test are very limited. Many devices are only accessible via control and status regis-

ters. Moreover, engineering expertise is often required in functional diagnosis and

it takes a long time to develop, especially in the initial product-ramp phase.

Due to these challenges, it is difficult to diagnose the functional failures only

based on the fault syndromes on a failing system. An alternative method, fault-

insertion test described in Chapter 1, has attracted considerable attention in the

study of fault diagnosis [26], [20], [13]. Artificial faults are used to mimic the effects

of manufacturing defects and in-field intermittent/transient errors occurring on a

failing system [56]. For the diagnosis purpose, a set of fault syndromes with known

failure reasons is produced by FIT. To locate the root cause of the failure on a

failing system, we can simply compare the syndrome on the failing system to the

syndromes produced by FIT. The intentionally inserted fault that produces the

most similar syndrome to that observed on the failing system is considered to be

the root cause of the failure. The difficulties involved in analyzing and diagnosing

the functional failures are bypassed by this cause-effect method.

In practice, FIT is a required test step at system companies [13], [24], [25].

In this step, system hardware integrated with system software can be tested as
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a whole in the area of hardware-error handling, and the artificial fault insertion

provides an indication of the system response to real hardware errors. FIT is a

promising technique in fault diagnosis, but it is difficult to decide the fault-insertion

points because of the prohibitively large number of potential fault sites in a system.

In addition, the artificial syndromes produced by FIT may be different from the

syndrome on the real failing system. Therefore, this work aims at selecting the

most diagnosis-efficient locations for fault insertion. Through inserting faults to

these locations, the most similar syndrome can be generated, and thus the fault-

localization accuracy can be improved.

The remainder of this chapter is organized as follows. Section 5.2 provides

the definition of the diagnosis-oriented fault-insertion point and introduces simi-

larity score as a metric for selection of the diagnosis-oriented FI points. Section

5.3 presents the selection flow and the optimization model using integer linear

programming. Section 5.4 describes the simulation results for the OR1200 circuit.

5.2 Diagnosis-oriented Fault-Insertion Points

Our goal is to select the fault-insertion points that meet the following criteria:

• Faults inserted at those points produce very similar syndromes to that caused

by the internal defects.

• Syndromes of one faulty component/module are different to that of other

faulty components/modules.

The first criterion guarantees that the artificial faults inserted at the outputs of a

module can accurately mimic the erroneous behaviors caused by the real defects

occurring inside that module. The second criterion increases the differences of fault
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syndromes of the current module and the syndromes of other modules. This type

of fault-insertion points is referred to as diagnosis-oriented fault-insertion point.

The selection of diagnosis-oriented fault-insertion points is independent of the

diagnosis method. Diagnosis accuracy is improved by inserting faults at the most

appropriate outputs, which are selected by the proposed method. In this work, we

take error flows as fault syndromes. The error-flow based diagnosis presented in

Chapter 4 is used to verify the effectiveness of the proposed method.

5.3 FI Point Selection and Optimization Model

In this section, the method of the diagnosis-oriented fault insertion point selection

is described. There are five steps in the selection flow; see Fig. 5.1. In general,

there are two sets of fault syndromes. The first set is created by pin-level faults,

and the second set is created by internal defects. We analyze the similarity of

the syndromes between the two sets, and select the pin-level faults that can best

represent the internal defects and be distinguished from the pin-level faults from

other components.

5.3.1 Selection Flow

1) Collect distinct error flows caused by pin-level faults.

Bit-flip faults are inserted to each output of each module. One fault is inserted

per trial. Therefore, the simulation times is equal to the summation of the number

of outputs of all the modules. Fault insertion time instances are randomly selected

in the test execution. Observation points are key registers in the system (e.g.,

control and status registers). Error flow is derived by ordering the error occurrence

at all the observation points. If no errors are observed at any observation points
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Figure 5.1: Flow of the selection of diagnosis-efficient FI points.

in the presence of a fault, or the error flow caused by a fault is the same to an

existing error flow from the same module, the output where the fault is inserted is

removed from the list of candidates for the diagnosis-efficient outputs. Finally, the

distinct fault syndromes and corresponding faults for each module are obtained.

2) Collect error flows caused by internal defects.

Bit-flip faults are inserted to a number of randomly selected internal nodes and

flip-flops of each module. In a simulation environment, the internal bit-flip faults

are used as the internal defects caused in manufacturing. Likewise, error flows

are derived by ordering the error occurrence at all the observation points. Fault

syndromes and corresponding internal defects are stored.

3) Calculate the longest common sequence between error flows.

In the same manner as in the previous chapter, the length of the longest common

sequence (LCS) is used as a metric to evaluate the similarity between two error

flows. The length of the LCS is saved in a table, where the columns stand for the
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pin-level faults, and the rows stand for the internal defects. An entry in the table

is the length of LCS between the error flow caused by the artificial fault in the

corresponding column and the error flow caused by the defect in the corresponding

row.

4) Convert the LCS length table to a similarity table. In a similarity table,

the columns stand for the pin-level faults, and the rows stand for the internal

defects, which are the same with that in the LCS length table. To convert the LCS

length table into the similarity table, we rank all the entries in the same row. The

largest entry gets the highest rank, and thus gets the highest similarity score, vice

versa. For example, the rank of the shortest length is 1. The similarity score is

an exponential functional of the rank with base 2; see (5.1). Ranking is performed

separately for each row in the table.

Similarity Score = 2Rank (5.1)

The reason of assigning the similarity score in such a manner is because of the

following attribute:

2n >

n−1∑
i=0

2i (5.2)

The inequality shown in (5.2) implies that the highest similarity score is greater

than the summation of all the remainder similarity scores in a row. We assume

that the same similarity score is counted only once. The advantage of using such

a scoring mechanism is that it is very easy to compare the highest score in two

sets. Assume that there are two sets (A and B), where elements are powers of

2, and we want to determine if the highest score in A is greater than B. We can

simply compare the summation of all the scores in A with the summation of all
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the scores in B. From (5.2), we know that if the summation of all the scores in A

is no less than the summation of all the scores in B, the highest score in A must be

greater than or equal to the highest score in B. This attribute greatly facilitates

the construction of the optimization model.

5) Maximize the number of correct diagnosis cases obtained using the ILP

model.

Diagnosis is correct if a fault inserted at one of the outputs of the real faulty

module is indicated as the root cause of the failure, i.e., a fault inserted at one of

the outputs of the real faulty module gets the highest similarity score. In order

to maximize the number of correct diagnosis, an ILP model is developed. By

solving the ILP model, the most diagnosis-efficient outputs (fault insertion points)

are determined. An output is considered to be a diagnosis-efficient output if the

syndrome of a fault inserted at this output is the more similar to that caused by

its internal defect, compared to the syndromes caused by faults inserted at the

outputs of the other modules.

5.3.2 ILP Model for Optimization

The problem of maximizing the number of correct diagnosis by selecting the most

diagnosis-efficient outputs can be addressed using the following ILP model.

Objective function:

Maximize

D∑
i=1

gi (5.3)

Subject to: ∑
jϵTi1

(ci,j × sj)−
∑
jϵTi2

(ci,j × sj) > (gi − 1)×M (5.4)

Where gi, sj ∈ {0, 1}.
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In this model, gi, sj are variables; ci,j is the corresponding entry in the similarity

table; and M is a large constant, which is much greater than the highest similarity

score in the table. Our objective is to maximize the summation of gi, where gi is an

indicator to show if a case is correctly diagnosed. If the failing case i is correctly

diagnosed, gi=1; otherwise gi=0. The total number of failing cases is D. The

variable sj is an indicator to indicate if the fault j is selected. If fault j is selected

for fault insertion, sj=1, otherwise, sj=0.

In Constraint (5.4), Ti1 is a set of artificial faults that are inserted at the outputs

of the actual faulty module, which leads to failing case i. Ti2 is a set of all the

artificial faults except those in set Ti1 . The first term on the left-hand side of

(5.4) is the summation of the similarity score of all the artificial faults inserted at

the outputs of the real faulty module. The second term is the summation of the

similarity score of all the artificial faults from the other modules. According to

the attribute of our scoring mechanism denoted in (5.2), if the highest similarity

score from set Ti1 is greater than that in set Ti2 , the left-hand side is greater than

0, and thus 1 can be assigned to gi. The failing case i is correctly diagnosed. If

not, the failing case i cannot be accurately diagnosed. Indicator gi = 0 and the

right-hand side of (5.4) is a large negative number. The constraint is trivially

satisfied. By maximizing the summation of gi, the most diagnosis-efficient outputs

are determined.

In practice, the number of faults under selection can be large and thus the

rank of a fault can be a large number as well. Subsequently, 2rank is an extremely

large number. However, the selection goal is to ensure that the fault with the

highest score is one of the faults inserted at the outputs of the real faulty module.

Therefore, it is only necessary to consider the faults that generate the most similar

syndromes compared to the syndromes of defects, i.e., we only need to focus on
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the large entries. We can simply assign a 0 score for the smaller entries that are

ranked far behind.

Another practical problem is that more than one fault may have the same

similarity score, since some faults may have the same length of LCS. In order to

ensure the correctness of the ILP model, the same similarity score must only be

added once in the summation in Constraint (5.4). We add an intermediate variable

to address this problem. Assume for failing case i there are N faults that have the

same similarity score R, and the set of these faults is named as A. We introduce

an intermediate variable bi,R. It is a 0/1 variable. If any of the faults in set A is

selected, bi,R=1; otherwise, bi,R=0. Thus by substituting R×bi,R for
∑

jϵA(ci,j×sj)

in the summation, we can guarantee that the same similarity score is only added

once. The value of bi,R is constrained by (5.5).

∑
jϵA

sj ≤ N × bi,R ≤ N ×
∑
jϵA

sj (5.5)

A simple example is presented in this subsection to illustrate the proposed

selection method. Assume that three modules are fault candidates in a circuit.

Faults F1, F2, F3 are inserted at the outputs of module1. Faults F4, F5 are inserted

at the outputs of module2. Faults F6, F7 are inserted at the outputs of module3.

Defects d1 and d2 are inside the module1. Defects d3 and d4 are inside module2.

Defect d5 is inside module3. The LCS length table between the syndromes of the

five defects and seven artificial faults is shown in Table 5.1.

In order to simplify the ILP model and include fewer variables in the model,

non-zero similarity scores are only assigned to the top three largest entries in a

row in the LCS length table, i.e., the scores of the entries that are ranked 1st, 2nd,

3rd are respectively 8, 4, 2, and the scores of the remainder entries are 0. The
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Table 5.1: A LCS length table.
F1 F2 F3 F4 F5 F6 F7

d1 2 3 6 4 7 0 2
d2 8 5 3 1 4 4 2
d3 4 2 5 7 6 3 4
d4 0 4 7 5 7 3 2
d5 3 4 6 2 4 5 8

similarity score table computed based on Table 5.1 is shown in Table 5.2.

Table 5.2: An similarity table.
F1 F2 F3 F4 F5 F6 F7

d1 0 4 0 2 8 0 0
d2 8 4 0 0 2 2 0
d3 0 0 2 8 4 0 0
d4 0 2 8 4 8 0 0
d5 0 0 4 0 0 2 8

The ILP model for this example is shown below. There are five cases under

diagnosis. The objective function is to maximize the number of cases that are

correctly diagnosed. Constraints (5.7), (5.8), (5.10), (5.11), (5.12) determine if

the failing case caused by defect d1, d2, d3, d4, d5 can be correctly diagnosed,

respectively. Constraint (5.9) determines the value of the intermediate variable

b2,2. This constraint is added since two faults get the same similarity score of 2 for

the second failing case.

Objective function:

Maximize:

5∑
k=1

gi (5.6)
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Subject to:

4s2 − (2s4 + 8s5) > 100(g1 − 1) (5.7)

(8s1 + 4s2)− (2b2,2) > 100(g2 − 1) (5.8)

s5 + s6 ≤ 2b2,2 ≤ 2(s5 + s6) (5.9)

(8s4 + 4s5)− 2s3 > 100(g3 − 1) (5.10)

(4s4 + 8s5)− (2s2 + 8s3) > 100(g4 − 1) (5.11)

(2s6 + 8s7)− 4s3 > 100(g5 − 1) (5.12)

This ILP model can be solved by a linear programming solver. The public

domain linear programming solver lp solve is used for this purpose [42]. The max-

imum value of the objective function is 5. From the selection results, s2, s4, s7 are

equal to 1; g1 through g5 are equal to 1. All the other variables are 0. Therefore,

we know that if faults F2, F4, F7 are inserted for diagnosis, all the five failing cases

can be correctly diagnosed.

5.4 Simulation Results

In order to verify the effectiveness of the proposed selection scheme, experiments

are performed on OR1200 as before. Fault candidates are five functional units

inside the CPU, namely ALU, Ctrl, IF, O MUX and Gen PC. A total of 17 ob-

servation points are selected from six memory units (IMMU, DMMU, DC top, IC

top, GPRs and SPRs). Functional test, Basic, derived from design verification

programs is used in the experiments. Failing cases are created by inserting faults

to the internal nodes of the five functional units. In this section, selection results

are first presented. Next, the diagnosis results using the diagnosis-efficient outputs

are presented and compared to the results using randomly selected outputs.
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The diagnosis granularity in this experiment is a functional unit. The root cause

of a failing system is one of the five functional units. Diagnosis is implemented by

inserting faults to the outputs of the five modules and comparing the syndromes

of artificial faults to the syndromes of the real failing case. The goal is to select

the outputs of the five units that can produce the most similar syndrome to that

shown on the real failing system, and thus provide high diagnosis accuracy. For

the five functional units (ALU, Ctrl, IF, OMUX, GenPC), the numbers of outputs

are 36, 239, 69, 96, and 42, respectively.

First, we insert a flip fault to each output of each module. One fault is inserted

in one trial. The time instance of fault insertion is randomly selected during test

execution. If a fault inserted to an output is masked, i.e., no errors are observed

in the simulation, the output is removed from the list of candidates. In addition,

if the faults at two outputs produce the same syndrome, only one of the outputs

is left for selection. Simulation results show that the number of distinct fault

syndromes from the faulty ALU unit is 13, which means that faults inserted at 13

outputs lead to 13 distinct syndromes, and the 13 outputs of the ALU unit are

the candidates for the diagnosis-efficient outputs. Likewise, the number of distinct

syndromes from the Ctrl, OMUX, IF, and GenPC unit is respectively 47, 23, 45,

and 36.

In order to select the diagnosis-efficient outputs for fault insertion, we create a

number of failing cases by inserting faults to the internal nodes of the functional

units, which is used to mimic the failing scenarios caused by manufacturing defects.

For each functional unit, 30 internal nodes are randomly selected for fault insertion.

For the ALU unit, 2 distinct syndromes are produced. For the other four units

(Ctrl, OMUX, IF, and GenPC), the number of distinct syndromes is respectively

4, 2, 4, and 4. A number of defects are masked. They cannot manifest themselves
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at any observation points. Fortunately, an exhaustive collection of the syndromes

of defects is not necessary in the proposed selection scheme. Selection of diagnosis-

efficient outputs is based on the syndromes of existing failing cases. Syndromes

from a different set of failing cases are used to verify the diagnosis efficiency of the

selected outputs.

Based on the existing syndromes, a 16×164 matrix is first computed as the

LCS length table. The rows stand for the faults at the outputs. The columns

stand for the defects (internal faults). The entries are the length of LCS between

the syndromes of the faults in the corresponding rows and the syndromes of the

defects in the corresponding columns. To convert the LCS length table into the

similarity table, we rank all the entries in the same row. The smallest entry gets

the highest similarity score. The ranking is performed separately for each row in

the table. In order to simplify the ILP model and include fewer variables in the

model, non-zero similarity scores are only assigned to the three smallest entries,

i.e., the scores of the entries that are ranked 1st, 2nd, 3rd are respectively 8, 4, 2,

and the scores of the remainder entries are 0. A segment of the similarity table for

OR1200 is shown in Table 5.3.

In Table 5.3, d1 through d16 are 16 manufacturing defects leading to system

failures. Specifically, d1 and d2 are the defects inside the ALU unit; d3 through d6

are the defects inside the Ctrl unit; d7 and d8 are the defects inside the IF unit;

d9 through d12 are the defects inside the OMUX unit; and d13 through d16 are the

defects inside the GenPC unit. In the columns, F1 through F164 are 164 faults

inserted at the outputs of the five units. Specifically, F1 through F13 are faults

inserted at 13 outputs of the ALU unit; F14 through F60 are faults inserted at 47

outputs of the Ctrl unit; F61 through F83 are faults inserted at 23 outputs of the

IF unit; F84 through F128 are faults inserted at 45 outputs of the OMUX unit; and
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Table 5.3: A segment of the similarity table for OR1200.
F1 ... F13 F14 ... F60 F61 ... F83 F84 ... F128 F129 ... F164

d1 0 ... 2 0 ... 0 0 ... 0 0 ... 0 0 ... 0
d2 0 ... 8 0 ... 0 0 ... 0 0 ... 0 0 ... 0
d3 0 ... 0 0 ... 0 0 ... 0 0 ... 0 0 ... 0
d4 0 ... 0 8 ... 0 0 ... 2 0 ... 0 0 ... 0
d5 0 ... 0 0 ... 0 0 ... 0 0 ... 0 0 ... 0
d6 0 ... 4 0 ... 0 0 ... 0 0 ... 0 0 ... 0
d7 0 ... 0 0 ... 0 0 ... 0 0 ... 0 0 ... 0
d8 0 ... 0 0 ... 0 0 ... 0 0 ... 0 0 ... 0
d9 0 ... 4 0 ... 0 4 ... 0 0 ... 0 0 ... 0
d10 0 ... 0 0 ... 0 0 ... 0 0 ... 0 0 ... 0
d11 0 ... 2 0 ... 0 0 ... 0 0 ... 0 0 ... 0
d12 0 ... 0 0 ... 0 0 ... 0 0 ... 0 0 ... 0
d13 0 ... 0 0 ... 0 0 ... 0 0 ... 0 0 ... 0
d14 2 ... 2 2 ... 2 2 ... 8 2 ... 2 0 ... 2
d15 0 ... 0 8 ... 0 0 ... 4 4 ... 0 0 ... 0
d16 0 ... 0 8 ... 0 0 ... 0 2 ... 0 0 ... 0

F129 through F164 are faults inserted at 36 outputs of the GenPC unit.

According to the principle of the error-flow based diagnosis, the fault that

produces the most similar syndrome to that observed on the failing system is con-

sidered to be the root cause. Assume that the diagnosis granularity is a functional

unit. If the fault inserted at the output of one functional unit gets the highest

similarity score, the corresponding functional unit is determined as the root cause.

Taking the failing case caused by defect d1 as an example, we can correctly diag-

nose this case, if one of the fault from F1 to F13 gets the highest similarity score

among all the fault candidates. Therefore, in order to achieve the highest correct

diagnosis rate, the goal of the selection is that the faults at the output of the ac-

tual faulty unit get the highest score among all the selected faults for each failing

case. In each row of Table 5.3, the similarity scores of the faults at the output of

the actual faulty unit are denoted in grey. The goal of selection is to guarantee

that the highest score in each row is from the grey area. The ILP model for this
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optimization problem is shown as follows.

Objective function:

Maximize:

16∑
k=1

gi (5.13)

Subject to:

2s11 + 4s4 − (2b1,2 + 4s126 + 8s31) > 100(g1 − 1) (5.14)

s32 + s87 + s88 + s89 + s92 ≤ 5b1,2 ≤ 5s32 + 5s87 + 5s88 + 5s89 + 5s92 (5.15)

4s4 + 8s11 − (2b2,2 + 4s126) > 100(g2 − 1) (5.16)

s31 + s73 + s88 + s92 ≤ 4b2,2 ≤ 4s31 + 4s73 + 4s88 + 4s92 (5.17)

...

0− (2b161,2 + 4s66 − 8s14) > 100(g161 − 1) (5.18)

There are 110 constraints and 227 variables in this model. It is solved by

lp solve on a 32-bit windows machine [42]. The CPU time is 107.314 seconds.

A total of 14 faults are selected from the 164 faults and 13 failing cases can be

accurately diagnosed by the set of selected faults without any ambiguous fault

candidates. Besides the 13 accurately diagnosed cases, the root causes of 2 cases

are correctly diagnosed as well, but the actual faulty unit is not exclusively located.

The correctness rate is 93.75%. The selection results are listed in Table 5.4. The

highest score in each row is denoted in bold. We can see that for most of the rows,

the highest score is located in the grey area, i.e., the failing cases represented in the

rows are accurately diagnosed. Specifically, the root causes of failing cases caused
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Table 5.4: Similarity table between the selected faults and the defects.
F4 F15 F18 F32 F34 F54 F62 F69 F85 F89 F109 F127 F142 F161

d1 4 0 0 2 0 0 0 0 0 0 2 0 0 0
d2 4 0 0 0 0 0 0 0 0 0 0 0 0 0
d3 0 0 0 0 0 4 0 0 0 0 0 0 0 0
d4 0 2 2 0 0 0 0 0 0 0 0 0 0 0
d5 0 0 8 0 0 0 0 0 0 0 0 0 0 0
d6 2 0 0 0 4 0 0 0 0 2 0 0 0 0
d7 0 0 0 0 0 4 8 0 0 0 0 0 0 0
d8 2 0 0 0 0 0 0 4 0 0 0 0 0 0
d9 2 0 0 0 0 0 0 0 8 0 0 0 0 0
d10 0 0 0 0 0 0 0 0 0 0 2 0 0 0
d11 4 0 0 2 4 0 0 2 0 8 0 0 0 0
d12 0 0 0 0 0 0 0 0 0 0 0 2 0 0
d13 0 0 8 0 0 0 0 0 0 0 0 0 0 0
d14 4 4 0 2 2 2 0 0 0 2 4 0 2 4
d15 0 2 2 0 0 2 0 0 2 0 0 0 2 4
d16 0 0 0 0 0 0 0 0 0 0 2 0 2 0

by defect d14 and d16 are not exclusively located. The failing case caused by defect

d13 denoted in boldface is misdiagnosed.

Compared to the optimized selection using an ILP model, 14 faults at the

outputs are randomly selected from the 164 faults. Diagnostic results show that 9

out of 16 defects are correctly diagnosed. In order to make a fair comparison, we

repeat the random selection 30 times. The distribution of the number of correctly

diagnosed cases of the 30 trials is illustrated in Fig. 5.2. The X-axis stands for

the number of defects that are correctly diagnosed. The Y-axis stands for the

number of trials. For example, 14 defects are correctly diagnosed in one trial, and

11 defects are correctly diagnosed in two trials. The average of the number of

correctly diagnosed defects is 8.3. In contrast, the number of correctly diagnosed

defects is 15 using the proposed diagnosis-oriented selection method.

Finally, for cross-verification of the effectiveness of the selected outputs, a new

set of failing cases are created for diagnosis. The total number of cases is 437. The
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Figure 5.2: The distribution of the number of correctly diagnosed cases.

number of failing cases caused by faulty ALU, Ctrl, IF, OMUX, and GenPC unit

are 30, 74, 21, 100, and 212, respectively. Likewise, these failing cases are created

by randomly inserting faults to the internal nodes of the functional units. A total of

351 out of 437 cases are correctly diagnosed using the 14 selected diagnosis-efficient

outputs. The correctness rate is 80.3%. The correctness rate drops because new

syndromes are included in the new set of failing cases. In comparison, 14 faults

are randomly selected like before, and the random selection is performed 30 times.

The average of the number of correctly diagnosed cases using randomly selected

outputs is 255. The correctness rate is 58%. The correctness rate obtained by

using the diagnosis-efficient outputs is more than 20% higher than that obtained

by randomly selected outputs. This highlights the effectiveness of the proposed

diagnosis-oriented fault insertion point selection method.

5.5 Summary

We have presented a diagnosis-oriented fault-insertion point selection method, in

order to maximize the the number of correctly diagnosed cases by inserting faults

at the diagnosis-efficient outputs. The optimization problem has been described
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using an ILP model. The construction of the ILP model is based on pre-learning

knowledge, which involves the fault syndromes with known root causes and the

syndromes produced by FIT. The optimal set of fault insertion points is determined

using the ILP model. The syndromes produced by the faults inserted at the selected

outputs of a module are the most similar to the syndromes caused by defects inside

the module, while they are different from the syndromes produced by faults inserted

at the outputs of other faulty modules. This guarantees high diagnosis accuracy.

Results on a case study using an open-source RISC system-on-chip highlight the

effectiveness of the proposed method compared to a random selected scheme. The

optimal solution of the fault insertion points provides guidelines for FIT based

functional diagnosis.
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Chapter 6

Machine Learning for Board-Level Fault

Diagnosis

Diagnosis of functional failures at the board level is critical for improving product

yield and reducing manufacturing cost. State-of-the-art board-level diagnostic soft-

ware is unable to cope with high complexity and ever-increasing clock frequencies,

and the identification of the root cause of failure on a board is a major problem to-

day. Ambiguous or incorrect repair suggestions lead to long debug times and even

wrong repair actions, which significantly increases the repair cost and adversely

impacts yield.

In this chapter, an intelligent diagnosis system is developed, which is able to

automatically learn debug knowledge from empirical data and identify the most

likely faulty component given a new failed board. Thus it eliminates the difficulties

involved in the traditional knowledge acquisition. Fine-grained fault syndromes ex-

tracted from failure logs and the corresponding repair actions are used to train the

system. The usage of two machine learning algorithms (artificial neural networks

and support vector machines) in fault diagnosis is explored. From the theoreti-

cal perspective, support vector machines provide globally optimal solutions, unlike

artificial neural networks that usually converge to locally optimal solutions. How-

ever, an advantage of artificial neural networks is that the relationship between

fault candidates and fault syndromes can be easily interpreted from these mod-

els. An industrial board, which is currently in production, is used to validate the

diagnosis approach in terms of diagnostic accuracy, resolution, and quantifiable

improvement over current diagnostic software.
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6.1 Problem Statement and Prior Work

Field data and experience reports from repair technicians highlight many problems

with diagnostic software currently in use, especially for functional tests that involve

actual data in a real application. The diagnostic resolution offered by today’s tools

is limited to ASICs on the board. No repair guidance is provided for memory

devices or passive components on the board. Diagnostic resolution is also poor in

practice—multiple repair candidates are often listed and these candidates are not

prioritized. Technicians are forced to run debug programs repeatedly and carry out

physical probing in many places to identify the root cause of failures, a practice that

significantly increases the debug and repair time. Based on past repair records, we

have found the debug time for the functional test considered here to be as high

as several weeks. The correctness of diagnosis, i.e., the probability of the actual

failing component included in the list of suspects, is unacceptably low, and the

root cause is seldom exclusively pinpointed.

In order to overcome the difficulties described above and provide accurate diag-

nostic results, we propose an intelligent diagnosis method based on machine learn-

ing algorithms. Machine learning, a branch of artificial intelligence, is focused on

automatic learning from empirical data and making intelligent decisions. Artificial

neural networks (ANNs), which are inspired by the structure/functional aspects of

biological neural networks, are used to model complex relationships between inputs

and outputs, or to capture the statistical relationship between observed variables.

ANNs have been applied to integrated circuits testing and debug over the past two

decades [64], [65], [66], [33], [64], [67].

Most of existing ANN-based diagnosis methods in the literature target either

small combinational circuits or analog circuits. In [66], a three-layer feed-forward
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network is trained with back propagation and is designed to target multiple faults

in small combinational circuits. The test data are derived from a fault truth table,

which is constructed by inserting random single stuck-at faults. The effectiveness

of the method is validated only with small circuits that consists fewer than ten

logic gates. In [67], the diagnosis of telephone exchange line cards using ANNs at

British Telecom is described. A three-layer feed-forward network, with 77 input

neurons and 8 output neurons, was constructed to solve the diagnosis problem

in structural test. The inputs are measurements from in-circuit test (ICT). The

outputs are fault candidates, which are 8 categories of the faulty components (e.g.,

resistors, relays).

The problems targeted above are different from the functional diagnosis problem

addressed in this thesis. In functional diagnosis, fault syndromes are extracted

from a failure log, e.g., mismatched interface, error counter, etc. Therefore, fault

syndromes are obtained from the results of functional test sequences, instead of

measurements from ICT. Moreover, the diagnostic goal is to accurately locate the

faulty component on the board rather than the category of the component. For

example, hundreds of resistors can be soldered on a board. We obtain very limited

diagnostic information, if we only determine that a resistor caused the failure,

without pointing out the specific resistor.

In [33], an ANNs-based method was proposed as a possible solution for correct-

ing the inaccurate diagnostic function derived from model-based diagnosis. The

inputs represent the pass/fail results of tests. Assume that the number of tests is

N. The number of input neurons is N, and the number of neurons on hidden layer

is N(N-1)/2. The outputs represent the fault candidates. Due to the large number

of hidden neurons, the entire syndrome space cannot be used to train the ANNs

[33]. Moreover, diagnostic accuracy depends on the selection of syndromes. No
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results were provided in [33] regarding the training time, the number of tests in

use, and the improvement in the diagnostic accuracy on actual test cases.

In contrast to existing applications of general-purpose ANNs in fault diagnosis,

we propose a carefully crafted architecture of ANNs. It can be rapidly trained

and thus it can handle large datesets with thousands of inputs and outputs. It is

initialized with the occurrence probability of fault syndromes, which significantly

improves the diagnostic accuracy. It can easily interpret the relationship between

the fault syndromes and repair action. In prior work, the effectiveness of ANNs

is always associated with the problem of how to interpret the data derived from

the ANNs [68]. Moreover, with the fine-grained fault syndromes from one failed

test, the proposed architecture can locate the most likely faulty component. This

facilitates diagnosis for a particular test and accelerates the repair flow, especially

for the tests for which faults are difficult to debug (e.g., traffic test for a board

used in telecom applications, as explained later).

Besides ANNs, we explore the application of another machine learning algo-

rithm, support vector machines (SVMs) [69]. The SVM algorithm is based on

the statistical learning theory and the Vapnik-Chervonenkis (VC) dimension in-

troduced in [69]. A Support Vector Machine (SVM) performs classification by

constructing an optimal hyperplane that separates the data into two categories.

Compared to ANNs, this new supervised learning method has a number of the-

oretical and computational merits. A significant advantage of SVMs is that the

solution to an SVM is globally optimal and unique, while ANNs suffer from mul-

tiple local minima. We analyze the performance of SVMs with real manufacturing

data. The best design of SVMs is determined by extensive simulation results.

The remainder of this chapter is organized as follows. Section 6.2 describes

the proposed intelligent diagnosis method based on ANNs. The basic concepts of
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ANNs is first presented, and then the proposed architecture of ANNs and the exper-

imental results on an industrial board are presented in details. The training data

and test cases used in the experiments are taken from the manufacturing line of a

board currently in production. Diagnostic accuracy is compared to that achieved

by traditional ANNs, Bayesian statistics, and commercial diagnostic software. The

high accuracy achieved by the proposed ANNs highlights the effectiveness of the

proposed method. Section 6.3 first describes the principle of support vector ma-

chines, and then describes how to apply SVMs to the board-level fault diagnosis

problem. Simulation results of the SVMs-based diagnostic system are presented

in this section as well. Section 6.4 compares the SVMs-based method with the

ANNs-based method from theoretical and experimental perspectives. Section 6.5

summarizes this chapter.

6.2 Intelligent Diagnosis using Artificial Neural

Networks (ANNs)

One of the advantages of using an ANN-based method is that it avoids the time

overhead associated with knowledge acquisition and rule development required for

expert systems [67]. Without the need to understand the complex functionality

of the boards, ANNs automatically obtain relevant diagnostic knowledge during

the training process, which reduces dependence on human knowledge. Generally

speaking, a set of fault syndromes and corresponding repair actions are given, which

are from the repair history in the manufacturing database. According to the given

information, ANNs implicitly generate the connections between fault syndromes

and the repair actions. After training is complete, the ANNs are able to derive the

most likely correct repair action for a new set of syndromes.
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6.2.1 Introduction to ANNs

Artificial neural networks (ANNs) are widely used for pattern classification and

related problems [70]. ANNs consist of neurons and weighted connections between

neurons. Neurons are arranged in layers, and weighted connections link the neurons

in different layers. A value is associated with each connection, referred to as weight,

corresponding to the synaptic strength of neuron connections. The behavior of an

ANN depends on both the weights and the input-output function, referred to as

transfer function. This function typically falls into one of three categories, namely,

linear, step, and sigmoid. A simple ANN and the computation in an artificial

neuron is shown in Fig. 6.1. Two basic network architectures are feed-forward and

recurrent. In the feed-forward architecture, there is no feedback between layers as

the network shown in Fig. 6.1. In the recurrent architecture, there is feedback

between layers, thus these networks can remember prior inputs. Before use, ANNs

must learn from training examples. In supervised learning, we are given a set of

example pairs, and the aim is to find an appropriate function that matches the

examples. Back propagation algorithm is widely used for training ANNs, which

minimizes the the difference between actual outputs of ANNs and the desired

values using gradient descent [70]. When the difference is less than the pre-defined

threshold, referred to as performance goal, the training is complete. The design

and implementation of ANNs are supported by Matlab neural network toolbox [71].

A multi-layer feed-forward neural network can therefore be easily implemented in

Matlab.

In this work, ANNs are adopted to address the challenges involved in func-

tional diagnosis at the board level. The intention is to develop an automated

diagnosis tool that can learn from historical repair data, involve less human effort,

and provide accurate diagnostic guidance. The automated learning characteristic
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Figure 6.1: A two-layer neural network and the computation in a neuron.

of ANNs fits this problem well. The proposed ANNs intelligently construct the

connections between fault syndromes and repair actions, without the need for a

complete understanding of the complex functionality of a board.

6.2.2 Proposed Architecture of ANNs for Fault Diagnosis

Traditionally, a three-layer feed-forward network is used to deal with the fault

diagnosis problem in small scale circuits, and the weights of the network are ran-

domly initialized [66], [64], [65], [33], [67], [27]. In board-level functional diagnosis,

thousands of syndromes (inputs of the ANNs) and hundreds of repair actions (out-

puts of the ANNs) must be extracted from the failure logs. If we use traditional

ANNs to solve this practical problem, the training time is prohibitively long and

the diagnostic accuracy is low, as highlighted in the next sub-section. Although

the training of ANNs can be viewed as a one-time cost, a structure of an ANN

that can be rapidly trained benefits the diagnosis flow. This is because ANNs

need to be updated when new training cases are available. In addition, tradi-

tional ANNs typically take the pass/fail results of multiple tests as the inputs.

These coarse-grained syndromes cannot effectively locate the faulty component for

a failed functional test. In practice, it is often the case that one test sequence or a
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suite has to be cleared before we can run the next-level test suite. Our target is to

diagnose the root cause of failure based on the failure log of one test suite (referred

to here as a test, without loss of generality).

In contrast to existing applications of ANNs to fault diagnosis, we propose a

group of single-layer networks to diagnose the root cause of board-level functional

failures. The group size is equal to the number of known faulty components that

have been replaced in the past (based on the available repair history). The ini-

tialization of weights is based on the occurrence probabilities of fault syndromes,

instead of random initialization. For each single-layer network, the input neurons

represent fault syndromes, and the single output neuron represents a component.

Details on the extraction of fault syndromes and replaced components are pre-

sented in the next subsection. The input value is either 1 or 0. A “1” implies that

the fault syndrome appears in the log file; otherwise, it is a “0”. The desired (ideal)

value at the output neuron is either “0” or “1”. A “1” means that the component

represented by this network is the root cause of failure, and it should be replaced to

repair the malfunctioning board; a “0” means that the corresponding component

is not the root cause. The actual value at the output is a fraction between 0 and

1, which can be viewed as the probability of the component being the root cause.

A value closer to 1 implies that the component represented by the network is more

likely to be the root cause, and vice versa. The proposed architecture is generic

in the sense that it can be used for the functional diagnosis of various types of

systems. For a different system, we only need to prepare a new set of training

data for the ANNs, which can be easily achieved by updating the scripts used for

syndrome extraction. An example of the architecture of ANNs with 500 syndromes

and 100 actions is depicted in Fig. 6.2. The training of the neural networks and

diagnosis flow are described below.
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Figure 6.2: An illustration of the proposed ANN architecture.

The proposed diagnosis flow includes four steps that are described in Fig. 6.3.

Generally speaking, ANNs first learn from the historical cases, and then diagnose

a new case based on the accumulated knowledge.

Figure 6.3: The diagnosis flow using neural networks.

In Step 1, we prepare the data (inputs and outputs) for the training of ANNs.

This information is derived from boards that have been repaired successfully. The

fault syndromes in the log files are extracted as the inputs, and the corresponding

repair action is taken as the output. The extraction of fault syndromes is critical

for the learning step. The fault syndromes should provide a complete description of

the failure, and the extracted syndromes for different actions should have sufficient
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diversity such that we can eliminate ambiguity in the eventual repair recommen-

dations. Fault syndromes vary across the products and tests. Taking network

systems as an example, traffic tests are performed through route processors, in-

terface modules, and port ASICs to ensure correct functionality and connectivity.

Critical fault syndromes in a failed traffic test often consist of error counters, drop

counters, interrupt bits, mismatch interfaces, ECC/CRC errors, etc. To extract

these fault syndromes, we parse the log files by keywords and extract the syndromes

using Perl scripts. For example, a segment of the log file for a failed traffic test

is shown in Fig. 6.4. The fault syndromes extracted are r2d2-metro (mismatched

interface), R2D2 ARIC CP DBUS CRC ERR (error counter) and 0000010A (er-

ror ID). Each of these elements is considered to be one syndrome. According to

the syntax of different log files, changes may be needed in the parsing scripts.

The repair action is often directly recorded in the database, e.g., “replacement is

component U100”. The extracted syndromes and actions are used as inputs and

outputs for the training of ANNs.

Figure 6.4: A segment of the log file for a failed functional test.

In Step 2, we define the numbers of inputs, outputs, and layers for the ANNs as

part of architecture specification. These definitions are related to training efficiency

and diagnostic accuracy. Typically, the pass/fail information of a test is defined
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as the inputs and the fault candidates are defined as the outputs [33] [66] [67].

In order to locate the root cause of a failed test, we take the fine-grained fault

syndromes as the inputs of ANNs, which are extracted from failure logs in Step 1.

The number of inputs is equal to the number of extracted syndromes. We attempt

to extract as much error information as possible from failure logs. The output of

an ANN represents the component that can potentially be the root cause of failure.

The proposed ANN architecture consists of a group of single-layer networks and

each network has one output neuron.

In Step 3, we train the ANNs based on the back-propagation algorithm [72].

Once the architecture of ANNs is defined, the network is ready for training. The

output of a neural network is a function of the summation of each input times the

corresponding weight. The process of training a neural network involves finding

the function and tuning the weights of the network to optimize the network per-

formance. The performance goal is the maximum allowable difference between the

actual output and the desired output. If the difference between the actual output

and the desired value is less than the performance goal, training is complete, oth-

erwise weights are adjusted by the difference in values and the actual output value

is re-calculated. The details of the back-propagation algorithm are not shown here

[73]. In the training phase, all the training data (successfully repaired cases) are

fed to each network. The calculation of weights takes into account all the past

cases based on the available repair history. Taking Fig. 6.2 as an example, if 500

syndromes are extracted from failure logs, the input to each network is a binary

vector of 500 bits. Assume there are a total of 1000 cases for training. The input

to each network is a 500×1000 matrix, and the output is a 1×1000 matrix. Each

input vector has an expected value (0 or 1). Based on pre-defined transfer function

and weights, we iteratively calculate the outputs and weights until the performance
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goal is achieved. The training of feed-forward neural networks is supported by the

Matlab neural network toolbox. After setting the input data, output data, transfer

function, the number of layers of ANNs, and performance goal, the weights can be

automated adjusted using Matlab. More details can be found in [71].

In Step 4 (diagnosis step), we examine the output of each network and deter-

mine the most likely faulty component. After the training is complete, appropriate

weights have been assigned to all the ANNs. Therefore, the outputs of ANNs can

be easily calculated on the basis of new inputs. In our architecture, each single-

layer network stands for a component on a board. The output value of a network

is between 0 and 1, which can be viewed as the probability of the corresponding

component being the root cause. If the output value is closer to 1, the component

is more likely to be the root cause. For example, suppose that the output value

of network N is 0.995, which is the highest among all the networks. Then the

component represented by network N is identified to be the root cause of failure.

6.2.3 Advantages of Proposed ANNs-based Method

In this sub-section, the advantages of proposed architecture are presented in terms

of the following three aspects.

• Simple structure

In prior work on the use of ANNs for fault diagnosis, input neurons represent

fault syndromes and output neurons represent the faulty components. All the data

are fed into one large neural network. The training process therefore takes very

long time, and the computation requires a large amount of memory. Moreover,

the calculation of weights in a large network may not converge, i.e., it may not
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be possible to find the weights that meet the performance goal with the back

propagation algorithm, because the minimum gradient is reached [73].

In our work, we decompose this large neural network into several small neu-

ral networks. Each smaller neural network has only one output neuron, and each

network represents one faulty component. No changes are made to the input

neurons. This architecture is scalable to large datasets. The training time and

memory needed for training are significantly reduced without any loss of diagnos-

tic accuracy. In the literature, two-layer neural networks are often employed for

classification and pattern-recognition problems [74]. In our work, the key goal is to

analyze the relationship between fault syndromes and repair actions. A one-layer

network directly connects input syndromes to the output action, and the weight on

each connection reflects the contribution of the syndrome towards the decision to

take this action. Therefore, one-layer network without biases fit this problem well.

Our experiments on a large number of production boards have shown that there is

no improvement in diagnostic accuracy if we use a more complex, two-layer neural

networks. When biases are included in the network, there is even a drop in the

success rate for diagnosis and repair. Commonly used transfer functions in neural

networks include the linear, sigmoid, and step functions [32]. The linear function

was found to be the most effective for our problem.

• Weight initialization

Weight initialization is very important in the training of ANNs because the

correctness of diagnosis and diagnosis accuracy depend on the choice of initial

weights. It is difficult to determine the best set of initial weights that provides

the highest diagnostic accuracy. Weights are randomly initialized in [33] [66] [67].

In contrast, we initialize the weights based on the occurrence possibilities of fault
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syndromes. The correct diagnosis rate obtained using the weights initialized by the

occurrence possibilities is nearly 10% higher than the rate obtained using randomly

initialized weights for the same training data and test cases. This initialization

provides a good starting point for the calculation of the weights.

• Automatic extraction of if-then rules

The benefit of using ANNs for fault diagnosis is accompanied with the difficulty

of interpreting and processing the data obtained from the network [68]. The actions

suggested by ANNs alone do not allow technicians to understand the underlying

failure reasons. Moreover, data entry errors may exist in the database and that

might lead to incorrect training of the ANNs. Such problems cannot be easily

identified if the faulty component identifier is the only information provided by

the ANNs. Using the proposed architecture, if-then rules can be automatically

extracted in a simple way. The extraction of the rules is based on the weights of

ANNs. The fault syndrome (input neuron) with the largest weight of a trained

ANN is placed in the if-part, and the corresponding action (output neuron) is

placed in the then-part. For example, suppose that the fault syndrome with the

largest weight in an ANN is errors occurring at Counter1, and the corresponding

action of this ANN is the replacement of ComponentA. Then the if-then rule

is that if errors occur at Counter1, then replace ComponentA. This linguistic

interpretation helps technicians to understand the connections between syndromes

and actions. These automatically extracted rules provide considerable insights in

the diagnosis of functional failures, especially in the initial product-ramp phase.

Note that if some meaningless rules are generated, we need to scrutinize the training

data. The generation of such rules can conceivably be caused by incorrect history

records, e.g., a wrong record of the component name.
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6.2.4 Simulation Results using ANNs-based Diagnostic Sys-

tem

Experiments were performed on an industrial network switching board that is

currently in high-volume production. A total of 1023 successfully repaired boards

are selected from the contract manufacturer’s database. These boards all failed one

particular type of functional test. We select this test for our experiments, since

data packages go through all the ASICs on the board in this test; therefore, fault

isolation is extremely challenging in this case. The diagnostic accuracy of current

diagnostic software for this test is unacceptably low. Failure logs were downloaded

from the database and parsed by Perl scripts. The ANNs were implemented using

the Matlab2007a toolkit. Experiments and the computation were run on a state-

of-the-art Linux server.

In order to validate the effectiveness of the proposed diagnosis method, the

1023 cases (or boards) are separated into two groups: 811 cases for training and

212 cases for diagnosis. The training cases are between the first time interval of

production, while the cases for diagnosis are from the second time interval. First,

we parse the failure logs of the 811 boards. Fault syndromes are classified using

8 attributes, referred to as dimensions, namely, error ID, mismatched interface,

component with error/drop counter, error counter, drop counter, component with

interrupt, interrupt bit, and error message code. There are a number of elements

in each dimension. For example, there are a total of 13 different error IDs, e.g.,

000001A1, 00000116, etc. A total of 1056 syndromes and 98 replaced compo-

nents are extracted from the 811 training cases. These components include ASICs,

external memory devices, daughter boards, resistors, capacitors, inductors, and

connectors.

Based on the 811 training cases, a total of 98 single-layer neural networks are
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built. Each of them has 1056 input neurons and one output neurons. The overall

training time for the 98 networks is 4.4 minutes. The diagnosis step for the 212 cases

takes only 5 seconds. In the diagnostic results, all the candidate components are

listed with the corresponding probability of being the root cause. The probability

is equal to the output value of the corresponding network. If the component with

the highest probability in this list is the actual faulty component (root cause), the

case is considered to be successfully diagnosed. The success rate is shown in Fig.

6.5. For the 1st-time success rate, a case is counted as a successful case only when

the actual faulty component gets the highest probability. For the 2nd-time success

rate, a case is counted as a successful case, if the actual faulty component gets

either the 1st or the 2nd highest probability. A similar definition is used for the

3rd-time success rate. In Fig. 6.5, we can see that 66.98% of the boards can be

correctly diagnosed and repaired without ambiguity. If three attempts are allowed

in the repair process, 75.98% of the boards can be successfully repaired.

Figure 6.5: Success rate of proposed ANNs for the 212 test cases.

We compare the diagnosis success rate obtained using the proposed ANNs to

that obtained using traditional ANNs and Bayesian inference proposed in Chapter

3, with the same training cases and test cases. For traditional ANNs, we consider

a 3-layer network with 1056 input neurons and 98 output neurons [67], [27]. The
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number of neurons in hidden layer is 20. We adjust the number of neurons in the

hidden layer to observe the variation of the 1st attempt success rate. A total of six

different numbers are used, respectively, 5, 10, 20, 50, 100, 500. When the number

of neurons in the hidden layer is equal to 20, we obtain the highest 1st-attempt

success rate (58.96%). When the number is equal to 500, we obtain the the lowest

1st attempt success rate (11.79%). In the comparison shown in Table 6.1, we list

the highest 1st-attempt success rate achieved by the traditional ANNs. However, it

is still lower than the success rate achieved by the proposed ANNs. The difference

of 8% in the 1st-attempt success rates and the difference of 15% in the success

within three attempts is especially significant for high-volume production.

Table 6.1: Comparison of success rate obtained by ANNs and Bayesian inference
1st attempt within 2 attempts within 3 attempts

Proposed ANNs 66.98% 72.68% 75.98%
Traditional ANNs 58.96% 60.85% 61.32%
(20 hidden neurons)
Bayesian inference 53.77% 57.08% 61.32%

In the Bayesian-based method, first, we calculate the prior probability based on

the 811 training cases, which is the occurrence probability of a syndrome given a

repair action. For example, suppose that a particular repair action has been taken

for 10 times, and a given syndrome showed up 8 times in these 10 cases. Then

the prior probability is 0.8. All other occurrence probabilities of syndromes, given

repair actions, can be calculated in the same manner. After obtaining the prior

probabilities, we can calculate the posterior probability based on Bayes’ theorem.

We take all the fault syndromes into account in the calculation of the posterior

probability. For each action, the times of calculation of the posterior probability

is equal to the number of fault syndromes. Therefore, the final probability of

an action being a correct action is obtained using the information reflected by
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all the fault syndromes. More details are described in [26]. According to the

method described above, we calculate the prior probabilities based on 811 cases

and diagnose the same 212 test cases. The success rates within 3 attempts are listed

in Table 6.1. We can see that the proposed ANNs-based method has an obvious

advantage over Bayesian inference in terms of success rate. The computation times

of the proposed ANNs, traditional ANNs, and Bayesian inference are 4.35 minutes,

45.23 minutes, and 2.48 minutes, respectively. Experiments are implemented using

Matlab2007a on a state-of-the-art Linux server.

For this challenging functional test, current diagnostic software used in the

production line considers any component that exhibits error as a fault candidate,

and no suggestions are provided regarding which component is more likely to be

the root cause. Compared to the 1st-time success rate of the current diagnostic

software, the 1st-attempt success rate for the proposed method is about two times

higher, and significantly higher than even the 3rd-time success rate of the diagnostic

software that is currently deployed. Based on the repair suggestions provided by

current diagnostic software, the debug time for this particular functional test is as

high as several weeks, which is clearly not feasible in practice. Debug efficiency is

expected to be improved with accurate repair suggestions provided by the proposed

method.

6.3 Intelligent Diagnosis using Support Vector

Machines (SVMs)

6.3.1 Introduction to SVMs

A support vector machine (SVM) is a supervised machine learning algorithm pro-

posed by Vapnik in 1995 [69]. It has a number of theoretical and computational
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merits, for example, simple geometrical interpretation of the margin, uniqueness

of the solution, statistical robustness of the loss function, modularity of the kernel

function, and overfitting control through the choice of a single regularization pa-

rameter. It has been applied to various fields as a powerful pattern classification

tool, e.g., fault diagnosis, image classification, face recognition, etc. [75], [76]. A

brief introduction to SVMs is presented below.

The goal of SVMs is to define the optimal separating hyperplane (OSH) to

separate two classes. The vectors from the same class fall on the same side of

an optimal separating hyperplane, and the distance from the closest vectors to an

optimal separating hyperplane is the maximum among all the separating hyper-

planes. An important and unique feature of this approach is that the solution is

only based on those vectors that are the closest to the OSH. These vectors are

called support vectors. Therefore, the classification accuracy does not depend on

the size of training data set. In Fig. 6.6, a set of two-dimensional vectors is sepa-

rated by an optimal separating hyperplane. The left side of the OSH is the class

labeled by y = +1. The other class on the right side is labeled by y = −1. After

the OSH is determined, new vectors can be classified using the SVM. For example,

given a new vector (illustrated by the square with a question mark in Fig. 6.6),

SVMs will place it into the class of y = −1, since it falls on the right side of the

OSH.

Specifically, the OSH is calculated in the following way. let (xi, yi), i=1,2, ...,

n be a set of training examples, and xi ∈ Rd, yi ∈ {−1,+1}. The vector xi

is considered as input, and d is the dimension of the input vectors. Each input

vector belongs to one of the two classes. One is labeled by y = 1; and the other is

labeled by y = −1. If the set can be linearly separated, there must be a hyperplane

satisfying (1):
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Figure 6.6: Geometric illustration of the optimal separating hyperplane.

yi(w · xi + b) > 0, i = 1, ..., N (6.1)

Where w is a d-dimensional vector, b is a scalar, and w ·xi is the inner product

of w and xi. In order to calculate the OSH, the distance from the closest vector

to the hyperplane needs to be maximized. According to [69], the distance from

the closest vector to the hyperplane is 1/∥w∥, and 2/∥w∥ is defined as margin;

see Fig.6.6. The margin is a measure of the generalization ability. The larger the

margin is, the better the generalization of the classifier is expected to be [69]. In

the literature, the linear SVMs problem is often formulated as follows.

Minimize:
1

2
∥w∥2 (6.2)

Subject to

yi(w · xi + b) ≥ 1, i = 1, ..., N (6.3)

This quadratic optimization problem can be solved using Lagrange multipliers.

Let α = (α1, ..., αN) be the N non-negative Lagrange multipliers associated with

each input vector xi. Detailed calculations can be found in [69]. Here we simply
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assume that the solution of the Lagrangian problem is α0 = (α0
1, ..., α

0
N). Then the

solution of the original optimization problem is:

w0 =
N∑
i=1

α0
i yixi (6.4)

b0 = 1−w0 · xi (6.5)

The decision function of the OSH can be written as

f(x) = sgn(
N∑
i=1

α0
i yixi · x+ b0) (6.6)

To classify a new vector, if f(x) > 0, the vector belongs to the class labeled by

y = +1. If f(x) < 0, the vector belongs to the class labeled by y = −1.

When data are not linearly separable, we can either introduce slack variables

in linear SVMs or use nonlinear SVMs. For the slack variables based solution, the

optimization problem becomes:

Minimize:
1

2
∥w∥2 + C

N∑
i=1

ξi (6.7)

Subject to

yi(w · xi + b) ≥ 1− ξi, i = 1, ..., N (6.8)

Where the slack variable ξi ≥ 0, and C is penalty parameter. The purpose of the

slack variables is to allow misclassifications, which have their corresponding ξi > 1.

The value of parameter C is adjustable. A larger C means a higher penalty to

misclassifications. The choice of C should be on the balance between overfitting

and underfitting. The effects of penalty parameter C on the diagnostic accuracy

are presented in Section VI.
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Figure 6.7: Illustration of the nonlinear SVMs.

In nonlinear SVMs, the input vector is mapped to a high-dimensional feature

space through some nonlinear mapping, and the OSH is constructed in the feature

space. This idea is illustrated in Fig. 6.7. An important advantage of the SVM is

that it is not necessary to explicitly implement the transformation and to determine

the separating hyperplane in the possibly very-high dimensional feature space.

Instead a kernel representation can be used, where the solution is written as a

weighted sum of the values of certain kernel function evaluated at the support

vectors. The choice of kernel is crucial for the success of SVMs. Polynomial kernel,

Gaussian kernel, and exponential kernel are three widely used kernel functions

[75]. In the simulation results in this thesis, we compare the diagnostic accuracy

of SVMs based on all three kernel functions.

Originally SVMs were designed for linear binary classification problems. In

practice, classification problems are not limited by two classes. In the board-level

fault diagnosis, the number of fault candidates (classes) is typically a few hundreds.

In [77], a modified design of SVMs was proposed in order to incorporate multi-class

learning. Besides this, an alternative is to combine several binary SVMs. “One

against one” provides pairwise comparisons between classes. “One against all”

compares a given class with all the other classes. According to a comparative
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Figure 6.8: The diagnosis flow using SVMs.

study in [78], the accuracies of these methods are almost the same. Therefore, we

choose the “one against all” in our problem, which has the lowest computation

complexity.

6.3.2 Application of SVMs in Functional Diagnosis

The SVMs-based diagnosis flow consists of the four steps described in Fig. 6.8.

Generally speaking, a set of training data (fault syndromes and corresponding

repair actions) are first prepared, which are obtained from the repair history in the

manufacturing database. Then SVMs determine the OSH based on the training

data. After the OSH is determined, the SVMs-based diagnostic system is ready to

diagnose new cases.

The diagnostic flow using SVMs is very similar to the flow in ANNs-based

diagnosis. In the preparation of training data, the fault syndromes in the log files

are extracted as the inputs, and the corresponding repair action is taken as the

output. The multi-class SVMs are designed in the one-against-all manner, i.e., if

there are M replaced components, there will be M SVMs. Each SVM represents

one component. All the training cases are used to determine the OSH of each

SVM. A pair of data (fault syndromes and the corresponding replaced component)

is extracted from each case. Fault syndromes are formatted to a binary vector,

which is used as the input of a SVM. The length of the vector is equal to the number
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of fault syndromes. Entry “1” means the fault syndrome appears, otherwise the

entry is “0”. Output is either “-1” or “+1”. If the replaced component of the

current case happens to be the component represented by the SVM, the output is

“+1”, otherwise it is “-1”.

The choice of kernel function and penalty parameter affects the performance

of SVMs. However, there are no generic rules to select the best kernel and other

parameters of SVMs for a specific problem [79],[80]. In [79], an evolutionary algo-

rithm was presented for the selection of kernel functions. The performance of kernel

functions was evaluated using only two data sets. The computational complexity

depends on the number of generations in the evolution. There is no guarantee that

the selected kernel function can result in the optimum solution of a classification

problem. In this work, we determine the best design of SVMs in a heuristic way.

According to extensive experimental results, we find that the SVMs with a linear

kernel and a relatively small penalty parameter provide the highest accuracy for

board-level fault diagnosis. The determination of the OSH can be considered as

the training of SVMs. The OSH is determined by solving the quadratic optimiza-

tion problem described in Section III. According to the given inputs and outputs,

we can calculate the parameters, w and b using Matlab. An open-source SVMs

toolbox is provided in [81].

After the training is completed, the parameters w and b are determined. Given

a new input vector, we can calculate the output of the SVM using the decision

function (Eq. (6.6)). In the diagnosis step, we rank the output of all the SVMs,

and select the component represented by the SVM with the largest output as the

root cause. For example, assume there are three fault candidates (A, B, C). The

decision functions of the OSH of three SVMs are fA(x), fB(x), fC(x), respectively.

Given a new input vector x0, fA(x0) = 0.1, fB(x0) = 0.8, fC(x0) = −0.2. Then
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the most likely root cause of the failure is component B. This is different from the

original definition of the decision function in Eq. (6.6). In the proposed multi-class

SVMs-based diagnostic system, the larger the output of the SVM is, the more likely

it is that the component represented by the SVM is the root cause.

6.3.3 Simulation Results using SVMs-based Method

Experiments were performed on the same industrial network switching board as

described in Section 6.2.4. The SVMs-based learning system is built to learn the re-

pair knowledge from the existing successful cases, which is not easily documented

and grasped by technicians. The SVMs algorithm was implemented using the

Matlab2007a toolbox. In the following, diagnostic results using the SVMs-based

learning system are first presented. Diagnostic results vary across different design

of the SVMs, e.g., kernel function, penalty parameter, etc. Extensive simulation

results show that the SVMs-based diagnostic system with a linear kernel and a

small penalty parameter provides the best results. Next, the SVMs-based diagnos-

tic system and the ANNs-based diagnostic system are compared using the same

training and testing set.

As before, 811 cases are used for learning and the remaining 212 cases are

used to evaluate the diagnostic accuracy of the learning system. A total of 1056

fault syndromes are extracted from the failure logs of the 811 learning cases. The

number of faulty components that appear in the learning set is 98. Based on the

above information, 98 one-against-all SVMs are constructed. Each SVM represent

one component that appears in the learning cases.

We first apply different types of kernel functions in the SVMs-based learning

system. Polynomial kernel (degree=2), Gaussian kernel, and Exponential kernel

are used in the experiments. The diagnostic results are listed in Table 6.2. The
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Table 6.2: Diagnosis results using different kernel functions.
Polynomial Gaussian Exponential

Empirical Success Rate (SR) 94.7% 94.2% 93.96%
Test set SR (one attempt) 72.64% 61.79% 57.08%
Test set SR (two attempts) 78.3% 72.64% 67.45%
Test set SR (three attempts) 81.13% 75.47% 70.28%

Training time (minutes) 1.75 40.82 158.98

empirical success rate (SR) is the ratio of the number of correctly diagnosed cases

to the number of all cases in the training set. It reflects how good the learning

system fits the empirical data. The test set SR is the ratio of the number of

correctly diagnosed cases to the number of all the cases in the testing set. In

practice, when the first attempt of repair fails, subsequent attempts are typically

allowed. Therefore, the success rates within three attempts are listed in Table 6.2.

We can see that polynomial kernel function provides the highest empirical SR and

the highest SRs on test sets. The first attempt SR on the test set of SVMs with

polynomial kernel is up to 72.64%. In addition, the training time is much less than

for the other two kernels.

From Table 6.2, we can see that the polynomial kernel function fits the fault di-

agnosis problem the best. We conducted further experiments using the polynomial

kernel to determine other parameters in the SVMs. Diagnosis results for different

degrees of polynomial kernel are shown in Table 6.3. As we increase the degree,

the computational complexity and training time increase, but the SR on test sets

drops slightly. The reason is that high-degree polynomial kernels lead to overfit-

ting. Next, we focus on the polynomial kernel with degree equal to 1 (linear) and

2 (quadratic). We randomly select 811 cases from the all the available cases, and

evaluate the remainder 212 cases using linear-kernel and quadratic-kernel SVMs.

The experiment is repeated 100 times. The distribution of the first attempt SR on
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Table 6.3: Diagnosis results of polynomial kernel with different degrees.
Polynomial kernel degree=1 degree=2 degree=3 degree=5
Empirical SR 92.23% 94.7% 94.57% 94.45%

Test set SR (one attempt) 72.64% 72.64% 72.17% 68.87%
Test set SR (two attempts) 77.83% 78.3% 76.89% 76.89%
Test set SR (three attempts) 81.13% 81.13% 81.13% 80.19%

Training time (minutes) 1.43 1.75 2.41 3.57

test sets of the 100 trials is illustrated in Fig. 6.9. In the 100 trials, the highest

SR obtained using the linear kernel is 79.24%, the lowest SR is 66.51%, and the

average is 73.33%; the highest SR obtained using quadratic kernel is 77.36%, the

lowest SR is 65.09%, and the average is 72.76%. According to the above analy-

sis and simulation results, the SVMs based diagnostic system with linear kernel

provides the highest success rate and fits our fault diagnosis problem the best.

Figure 6.9: The distribution of the first-attempt SR in 100 trials.

Another interesting parameter in the design of the SVM model is the penalty

parameter C; a larger C corresponds to the assignment of a higher penalty to

misclassification. The empirical success rate can be improved by setting a larger

penalty parameter, but this may lead to overfitting, and the SR on test sets might

146



Figure 6.10: The effects of penalty parameter on the success rate.

actually drop. The effects of penalty parameter on the empirical SR and SR on test

sets are illustrated in Fig. 6.10. The SVMs-based diagnostic system with linear

kernel is used in this experiment. The penalty parameter decreases from infinity to

0.001. When C is less than 1, the empirical SR significantly drops as the decrease

of C. The SR on test sets starts dropping after C is less than 0.01. According

to Fig. 6.10, the value around 1 is a good choice for the penalty parameter for

this problem. With three attempts, the diagnostic success rate of the diagnostic

software currently used in the production line is lower than 50%. The success rate

is improved more than 30% using the proposed diagnostic system.

6.4 Comparison of two algorithms

6.4.1 Diagnostic Results Comparison

Based on the same 811 training cases and 212 testing cases, results for the two

diagnostic systems are listed in Table 6.4. Although the empirical SR of the SVMs-

based system is lower than that of the ANNs-based system, the SRs on test sets of
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SVMs-based system are higher than that of the ANNs-based system. This supports

the notion that SVMs have better generalization performance (i.e., success rate on

test sets) than ANNs. In terms of training time, the SVMs-based system is about

three times faster than the ANNs-based system.

Table 6.4: The comparison of two diagnostic systems.
ANNs SVMs (linear kernel)

Empirical SR 95.19% 92.23%
Test set SR (one attempt) 66.98% 72.64%
Test set SR (two attempts) 72.68% 77.83%
Test set SR (three attempts) 75.98% 81.13%

Training time (minutes) 4.4 1.43

Figure 6.11: The distribution of the first attempt SR of 100 trials.

The diagnostic accuracy is related to the number of training cases and the

types of training cases. For some of the training cases, it is easy for the diagnostic

system to derive relationships between syndromes and actions, but some other

training cases might introduce conflicts among existing relationships. Therefore,

from all the 1023 available cases, we randomly select 811 cases for training and use

the remaining 212 cases for diagnosis. A total of 100 trials are generated. The first

attempt success rate of 100 trials obtained with two learning systems are illustrated
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Figure 6.12: The average success rate over 100 trials.

in Fig. 6.11. We can see that the first attempt SR of SVMs-based system is higher

than that of ANNs-based system in almost all trials. Specifically, there is only

one trial where the diagnostic accuracy of SVMs is lower than that of ANNs. The

average of success rate of the 100 trials is shown in Fig. 6.12.

In addition, we analyze the effect of training set size on the success rate of two

diagnostic systems. The test set consists of 212 cases and the size of training set

is decreased from 800 to 400. The variation of SR with decrease in the training

set size is illustrated in Fig. 6.13. The success rate is the average of 10 trials.

We can see that the first-attempt SR of the SVMs-based system does not drop as

much as that of the ANNs-based system. This is another advantage of the SVMs-

based diagnostic system. The diagnosis success rate is not significantly affected by

the size of the training set. This feature benefits the diagnosis process, especially

at the initial manufacturing phase when a sufficient number of learning cases are

not available. The theoretical explanation for this finding is that the optimal

separating hyperplane of a SVM is determined by the support vectors falling on

the edge, rather than all the vectors (training cases).
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Figure 6.13: The variation of SR with the decrease of the training set size.

In terms of diagnostic accuracy and the training time, the SVMs-based method

is superior to the ANNs-based method. However, the relationship between faults

and syndromes can be easily derived from the straightforward ANNs-based method

as discussed in Section 6.2. The critical syndromes caused by a faulty component

can be determined based on the weights of ANNs. This is very helpful for diagnos-

ticians in understanding failure mechanisms, especially at the initial production

phase.

6.4.2 Theoretical Comparison

The development of ANNs followed a heuristic path, with applications and ex-

tensive experimentation preceding theory. In contrast, the development of SVMs

first involves sound statical learning theory, then implementation and experiments.

The fundamental difference between the two approaches is that ANNs minimize

empirical risk (misclassifications in the training set), but SVMs minimize the risk

of misclassifying cases of the test set. Therefore, SVMs are less prone to overfitting
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and often outperform ANNs in practice.

ANNs use the back-propagation algorithm to search for the minimum of the er-

ror function (mean squared error) in the weight space. The combination of weights,

which minimizes the error function, is considered to be a solution of the learning

problem. However, the solution obtained using the back-propagation algorithm can

only converge to local minimum. In contrast, the solution to an SVM is global and

unique, because SVMs are formulated as a convex quadratic optimization problem.

In addition, the computational complexity of SVMs does not depend on the di-

mensionality of the input space. SVMs do not attempt to control model complexity

by keeping the dimension of the input vectors small. In order to linearly separate

the cases, SVMs sometimes transfer the input space to a higher-dimensional fea-

ture space. The model complexity of SVMs is automatically determined in the

quadratic programming procedure by the selection of the support vectors. An-

other advantage of SVMs is its geometric interpretation. The determination of the

OSH can be viewed as the maximization of the margin between support vectors

from different classes.

6.5 Summary

We have presented an intelligent diagnosis method based on machine learning algo-

rithms to overcome the difficulties involved in the debug and repair of board-level

functional failures. A simple but effective neural network architecture has been

developed such that the network can be quickly trained and high diagnostic accu-

racy can be achieved. The ANNs are trained to learn the fundamental connections

between fault syndromes and repair actions, which are not easy to infer from vi-

sual inspection of log files and large datasets. In order to achieve high diagnostic

accuracy and resolution, the architecture of ANNs has been carefully designed.
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Besides ANNs, we explored another machine learning algorithm, namely SVMs,

which is able to provide the optimal separating hyperplane in classification. The

selection of the parameters in the SVM model follows a heuristic manner. Through

extensive simulation results, we found that the SVMs with a linear kernel and a

small penalty parameter provide the highest diagnostic accuracy. Using the same

training and testing sets, the diagnostic accuracy of SVMs is nearly 5% higher than

that of ANNs, and the training time is about three times faster. This diagnostic

system is expected to be implemented in a commercial manufacturing line in the

near future to accelerate the debug process.
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Chapter 7

Conclusions and Future Work

Manufacturing test and fault diagnosis significantly affect product quality, time-to-

market, and the competitive strength of a company. The ever-increasing integra-

tion density and clock frequency make it more difficult to ensure product quality at

the board and system level. Existing board-level testing and diagnostic strategies

are insufficient to meet the requirements of the user community for high-reliability

products. Functional test has been increasingly used, but the diagnosis of func-

tional failure in large systems is very challenging. The high manufacturing cost

caused by low product yield and failed repair attempts motivates the need for an

efficient and effective diagnostic system. In this work, we have conducted multi-

pronged research to address pressing issues in board-level functional diagnosis.

The research reported in this thesis presents the optimization of fault-insertion

test and intelligent diagnostic methods targeting functional failures. The goal of

optimization of fault-insertion test is to select the most effective fault insertion

points for system reliability assessment and fault diagnosis. The pin-level fault

model has been proposed to generalize the erroneous behavior of internal defects,

and thus accelerate reliability assessment. Diagnosis-oriented fault-insertion points

are defined and selected to create the representative and distinguishable syndromes,

in order to facilitate fault diagnosis. Considering the time of error occurrence,

an effective description of functional failure, error flow, is proposed to improve

diagnostic resolution.

The goal of our research on intelligent diagnostic methods has been to reduce

the dependence on the time-consuming and ineffective human effort during the
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debug-knowledge acquisition process. Machine learning algorithms and statistical

inference have been used for diagnosis. Quantifiable improvement over current

diagnostic software has been achieved. The proposed solution is not limited to a

particular telecommunication board. It is generic and applicable to various prod-

ucts. Although the goal of this work was to solve the problems at the board level,

it is also scalable to large electronic systems.

7.1 Thesis Contributions

This thesis aims at solving practical problems and tackling fundamental issues in

testing and diagnosis faced at electronics system companies. Integer linear pro-

gramming, statistical inference, and machine learning have been successfully ap-

plied to test optimization and fault diagnosis.Our results show that the optimal

solutions to FIT and automated intelligent diagnosis greatly improve test efficiency

and diagnostic accuracy. Product yield improvement and repair cost reduction are

expected through the implementation of the proposed solutions in the manufac-

turing line and for debug.

Chapter 2 proposed a pin-level fault model to represent the erroneous behavior

of physical defects, and presented an optimization algorithm to determine optimal

fault locations and fault types for fault-insert test. Through analyzing the effects of

physical defects to system operation and the effects of pin-level faults, we found that

the same failure caused by internal physical defects can be successfully mimicked

by inserting the pin-level faults, which verifies the model’s correctness. This high-

level fault model and optimized fault insertion locations eliminate the difficulties

associated with exercising the prohibitively large number of physical defects in FIT.

Therefore, FIT-based system reliability assessment is accelerated, and we have high

confidence in the assessment results, as the percentage of physical defects covered

154



during FIT is known.

Chapter 3 presented a diagnostic framework based on FIT and Bayesian theo-

rem. Bayesian theorem infers the occurrence probability of an event based on the

occurrence of other evidence or observations. This fits the fault diagnosis problem

well, where we want to infer the probability of a fault candidate being the root cause

based on the observed fault syndromes. One difficulty associated with Bayesian-

based diagnosis is to collect the occurrence probability of a fault syndrome given

a fault. This conditional probability is critical in the Bayesian inference. Previ-

ously, it was approximated based on diagnosticians’ experience or a pre-assumed

distribution function. In this work, we take the advantage of fault-insertion test

to create real faulty samples for the collection of conditional probabilities. The

conditional probabilities derived from real faulty samples make Bayesian inference

based diagnosis more accurate. In addition, we found that diagnostic accuracy can

be improved by using multiple tests.

Chapter 4 presented an effective way to describe functional failure using the

concept of error flow. Functional failure is difficult to diagnose without the in-

formation of circuit functionality. However, it is impossible for diagnosticians to

grasp the complex functionality of each product. Based on the analysis of the

functional failure, we found that the error occurrence time is another important

factor, besides the error occurrence location. Therefore, the locations where errors

are observed are ordered in terms of error occurrence time. This sequence is then

referred to as error flow. Error flow reflects data propagation, which is related to

the functional characteristics of a circuit. Functional characteristics are extracted

and considered in fault diagnosis by using error flow. Functional failure analysis

and fault identification thus become easier.

Chapter 5 presented a diagnosis-oriented fault-insertion point selection method.
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We defined the diagnostic-efficient fault-insertion points, where faults should be

inserted, in order to create the representative and distinguishable fault syndromes.

The syndromes produced by the faults inserted at the selected points are the most

similar to the syndromes caused by internal defects, while they are different from

the syndromes of other faulty components. Higher diagnosis accuracy is achieved

compared to the randomly selected fault-insertion points. The proposed concept of

diagnosis-oriented fault-insertion points provides valuable guidelines for FIT-based

diagnosis.

Chapter 6 presented an automated and intelligent diagnosis method based on

machine learning to address pressing issues in board-level functional diagnosis. Ar-

tificial neural networks and support vector machines have been used to automati-

cally learn the diagnostic knowledge from repair history and identify the root cause

of a newly failed board. Both diagnostic systems are scalable and can be rapidly

trained. The relationship between faulty components and the syndromes can be

easily interpreted from the ANNs based diagnostic system, but the diagnostic ac-

curacy achieved by SVMs-based system is slightly higher. The machine learning

algorithms are able to extract critical syndromes from large datasets. Therefore,

the proposed automated method eliminates human involvement in fault syndrome

collection and classification. Based on the diagnostic results, fault candidates are

ordered based on their probabilities of being the root cause. Quantifiable improve-

ment over current diagnostic software is achieved in terms of diagnostic accuracy

and resolution. The SVMs-based diagnostic system is currently being implemented

on the production line. Rapid diagnosis and high success rate are expected for real

systems.
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7.2 Future Work

Board and system level test and diagnosis is attracting increasing attention, as we

move towards more complex high-level integration. Test optimization and diagnosis

automation are pressing needs in industry. The proposed intelligent diagnosis

method in this thesis is a very promising solution for diagnosis automation. It can

be advanced along the following directions.

• Fault syndrome pre-processing

Fault syndromes used to train the diagnostic system play an important role in

fault diagnosis. It is difficult to determine the critical syndromes among thousands

of syndromes, when we analyze a failing case. In this work, we included all the

syndromes when we trained the ANNs-based and the SVMs-based system, since one

advantage of the proposed diagnostic system is a simple and effective architecture.

Thus all the syndromes can be handled at the same time. However, we found that

some syndromes are highly correlated to others. An improvement in the diagnosis

results can potentially be achieved if we remove the highly correlated syndromes,

or perform diagnosis with a subset of syndromes in multiple steps. It will be

interesting to carry out further analysis on the correlation between syndromes and

the use of subsets of syndromes.

• SVMs design optimization

Accurate diagnostic results have demonstrated the superior performance of

SVMs-based diagnostic system. However, the proposed SVMs-based diagnostic

system is designed in a heuristic manner. There is no guarantee that the selected

kernel function and the penalty parameter are the best possible solution. From
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previous analysis, we know that these parameters greatly affect diagnostic accu-

racy. Therefore, diagnostic accuracy can conceivably be improved by optimizing

the parameters in the SVMs. In the literature, a number of solutions were pro-

posed to optimize the parameters in SVMs [82], [83], [84], [85]. One method is to

utilize the leave-one-out evaluation. One case is taken out from the training test

and used to test the SVMs each time. The misclassification rate of leave-one-out

test is considered to be a measure of the model generalization capability [84]. An-

other solution is based on the use of Bayes’ theorem to select an optimal penalty

parameter and optimal kernel parameters [85]. SVMs are integrated with Bayesian

evidence framework, within which the penalty parameter is optimized by maximiz-

ing the posterior probability of the model. The posterior probability is calculated

via the Bayesian theorem. It is a direction to explore the optimization methods in

SVM design.

• Hybrid solution based on a combination of rule-based and case-

based diagnosis

Fault diagnosis solutions are likely to be incomplete in the sense that some

fault cases do not fit the diagnostic system. Even if we can tune the diagnostic

system to fit all the training cases with extremely high computational complexity,

the trained system can be an overfit for new test cases. A potential solution is to

combine case-based diagnosis with the rule-based diagnosis. For those cases that

cannot be trained or correctly diagnosed, we can define special rules to describe

the fault syndromes and corresponding repair actions. In this way, case-based

diagnostic system can handle most cases in an accurate and efficient manner, and

special cases are covered by the pre-defined rules. Moreover, derivative rules can

be easily obtained in a symmetric system. For example, in a symmetric network
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switching system, there are 24 ports and one data path from each port. If one

faulty scenario occurring on one port is observed, similar scenarios on the other

ports can be possibly derived.
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