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Abstract
Over the past decade, the trend of deep learning has made machine learning (ML)

models signi�cantly larger, deeper, and more complex. Increases in model complexity and

innovations in scaleable learning algorithms have yielded rapid gains in downstream task

performance. However, the near exponential growth in model complexity incurs numerous

costs which limit the models' utility for real-world decision systems. We focus on two issues -

the uninterpretable and brittle reasoning process of large ML models - and propose advanced

regularization methods to address them. Between two threads of research, we investigate

regularization methods which can (1) reliably clarify the structure of representations learned

by ML models and (2) provide a more favorable tradeo� between adversarial robustness

and task performance.

In our �rst thread, we study regularization methods which reliably clarify the structure

of representations captured by large ML models. Starting with the unsupervised disentan-

glement of learning representations, we introduce theoretically-grounded inductive biases

which elucidate the global structure of the learned representation. Turning our attention to

the local structure of learned representations, we introduce a method to reveal the topolog-

ical dimension of data captured by di�usion models. This theoretical understanding of the

local structure captured by di�usion models provides valuable insights on the robustness-

performance tradeo� in the second thread.

In our second thread, we identify theoretically-grounded pathways in which regulariza-

tion for robustness compromises the ML model's performance on the original task (i.e.,

the robustness performance tradeo�). We analyze this con�ict directly from a parameter

optimization perspective and introduce a from of complex-valued neural network which

alleviates this tradeo�. Next, we extract the underlying structure of the data distribution

using di�usion models (from the �rst thread) to reveal that current adversarial training

methods violate this structure, leading to unnecessary performance loss. Last, we argue

that local structural knowledge should be leveraged to re�ne our assumptions on adversarial

examples and to yield a more favorable tradeo� between robustness and performance.
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1. Introduction
About a decade ago, machine learning (ML) researchers discovered remarkably simple

yet brilliant techniques to train ML models with deep hierarchies of features K. He et al.,

2016; Krizhevsky et al., 2012. Coined �deep learning� (DL) I. Goodfellow et al., 2016,

these innovations have yielded unprecedented gains in performance across many tasks and

made ML a near ubiquitous tool for engineers, scientists, and more. One of the core

ideas of applying DL is to abstract away the details of a complex task and to train a

parameterized, unknown function from data. This remarkable concept has allowed us to

create our best-performing approximations to intractable quantities such as the score of an

image distribution or the solution of a complex PDE Raissi et al., 2019; Song and Ermon,

2019.

This black-box nature of DL models is a double-edged sword, however. In deployed

systems where the decisions of DL models have real consequences, having an accurate in-

terpretation of DL's decision-making becomes vitally important Rudin, 2019. For instance,

a proper interpretation informs us on how a DL model should react to new operating con-

ditions or if a DL model is making decisions for the right reasons Lundberg and Lee, 2017;

Ribeiro et al., 2016. As DL models are composed of thousands to billions of learned pa-

rameters and operations Dosovitskiy et al., 2020; Peebles and Xie, 2023; Zagoruyko and

Komodakis, 2016, it is can be extremely di�cult to characterize DL decision-making in a

scalable and accurate way. When DL models are not operating as desired, their complex,

black-box nature prevents us from diagnosing and remedying their issues.

One of these pervasive issues is the phenomenon of adversarial attacks. Originally de-

scribed by Szegedy et al. (2013), adversarial attacks are maliciously crafted, minute pertur-

bations which signi�cantly alter the outputs of DNNs. Hence, imperceptible perturbations

added to normal input samples allow malicious actors to control the outputs of DNNs Car-

lini and Wagner, 2017; I. J. Goodfellow et al., 2014; Inkawhich et al., 2019; Moosavi-Dezfooli

et al., 2016. Besides being a vector by which malicious actors can hijack the decisions of a

DNN-integrated system, adversarial examples highlight the stark di�erences between DNN

1



FIGURE 1.1: Graphical depiction of the structure of this dissertation. Our approach is
divided into two thrusts: regularization for interpretability and regularization for robust-
ness.

perception and ours.

Regularization is a popular strategy which can promote the interpretability and ro-

bustness of DNNs. For example, learning representation disentanglement simpli�es and

elucidates the intermediate concepts learned by DNNs in a separable and composable man-

ner. Adversarial training and input gradient regularization are regularization strategies

which promote the robustness of DNNs to adversarial perturbations I. J. Goodfellow et al.,

2014; Madry et al., 2017; E. C. Yeats et al., 2021. However, some common issues of existing

regularization for interpretability and robustness are that they are not 100%e�ective, and

increasing regularization strength signi�cantly degrades original task performance. This

tradeo� in original task performance for interpretability or robustness can be intolerable.

This dissertation studies advanced DNN regularization methods which reliably extract

the structure of learned representations (i.e., interpretability) and which provide a better

robustness-performance tradeo� (i.e., robustness). Towards this end, we divide our research

on DNN regularization into two threads. In our �rst thread of research, we explore inter-

pretability methods which more reliably reveal the structure of representations learned by

DNNs. In the second thread, we study empirically robust training (gradient regularization

2



and adversarial training) to reveal pathways to a better robustness-performance tradeo�

(RbPT). In particular, our insight into the learning representation structure of DNNs (from

the �rst thread) leads to a novel observation that robust training violates the true struc-

ture of the data distribution. We leverage this knowledge in the second thread to provide

pathways to a better RbPT.

1.1 Thread 1: Regularization for Interpretability

In this research thread, we analyze and improve upon regularization methods which

extract the structure of the learned data distribution. We leverage these insights into

distribution structure to better understand the RbPT in the second thread.

We �rst consider the unsupervised disentanglement of learning representations. The

problem can be summarized by the following: given a set of unlabeled data observations,

what is an encoding where the encoding elements correspond to the minimal set of high-

level, independent data generating factors (e.g., the location, orientation, and size of a

sprite in an image) X. Chen et al., 2016; Higgins et al., 2016? Here, each encoding element

should uniquely match a semantic data-generating factor, making the reasoning of DNNs

much more interpretable Ross et al., 2021. Moreover, disentanglement can be viewed as

extracting the minimal, global structure of the data and is valuable for data discovery R. T.

Chen et al., 2018; E. Yeats et al., 2022.

Common solutions for this problem train a variational autoencoder (VAE) Kingma and

Welling, 2013 on the data observations with a total correlation (TC) penalty on the learned

latent space R. T. Chen et al., 2018; Higgins et al., 2016; Kim and Mnih, 2018. This

straightforward approach is widely used for data discovery, anomaly detection, and novel

data synthesis Richards and Groener, 2022; Ulger et al., 2021; L. Zhou et al., 2020, but the

volatile nature of TC optimization imposes a considerable tradeo� between reconstruction

quality (information carried by the encoding) and the level of disentanglement of the encod-

ing. Moreover, existing unsupervised disentanglement methods are notoriously unreliable,

and Locatello et al., 2019 prove that unsupervised disentanglement is impossible without

3



proper inductive biases on the model and data.

We seek new regularization approaches which lead to more reliable and high-performing

unsupervised disentanglement. Towards this goal, we identify three areas of improvement

from existing methods:

• Reconstruction quality (indicative of the level of data information captured by the

encoding) can be improved with a �exible prior distribution.

• The total correlation (TC) is di�cult to measure accurately due to the curse of

dimensionality. Hence, the dual total correlation (DTC) which considers the ensemble

of singleton conditional densities, rather than the full joint density, is a more suitable

criterion.

• Naively optimizing TC or DTC for disentanglement is volatile, and when using DTC,

optimization can be stabilized through an arbitration mechanism on the learned en-

codings.

We introduce two adversarial disentanglement methods which implement these observa-

tions.

In the �rst section of this thread we present NashAE E. Yeats et al., 2022. NashAE

extends a basic autoencoder (AE) with no set prior distribution, permitting a �exible rep-

resentation of either continuous or discrete data generating factors. Rather than adopting a

more typical TC criterion for disentanglement, NashAE reliably achieves disentanglement

through an adversarial learning process with an ensemble of regression neural networks

distributed in its latent space. This divide-and-conquer formulation makes NashAE more

reliable in extracting the true number of data generating factors and allows it to retain

more information of the input than previous works. However, the regression objectives in

NashAE are not capable of capturing rich conditional dependencies in the latent space (e.g.,

multimodal conditional distributions). This leaves room for further improvement with more

faithful conditional distribution modeling.

In the second section, we re�ne NashAE with a new adversarial method called Gaus-

sian Channel Autoencoder (GCAE) E. Yeats, Liu, and Li, 2023. GCAE improves upon

4



NashAE by more faithfully modeling the singleton conditional distributions in its latent

space required for the more scalable DTC criterion. Moreover, GCAE incorporates an ar-

bitration mechanism to stabilize the latent variables during DTC optimization, leading to

more reliable disentanglement performance over leading baselines.

Reliable disentanglement elucidates the global structure of the data distribution. How-

ever, disentanglement is not capable of specifying the local (topological) structure, especially

for high-dimensional, complicated datasets such as those for natural images. Local struc-

ture (e.g., topological dimension) is an in�uential factor controlling the bounds on lossless

local dimensionality reduction of data and the level of vulnerability of DNNs to adversar-

ial examples Godfrey et al., 2023; Khoury and Had�eld-Menell, 2018. Existing statistical

estimators for topological dimension do not scale well to noisy, high-dimensional manifolds

Camastra and Staiano, 2016 - hence, we seek a more scalable, robust topological dimension

estimation method which we can use to inform our study of adversarial robustness.

Towards this goal, we demonstrate that the Dirichlet energy regularization of di�u-

sion (score-based) models reveals the topological dimension of the data they capture E.

Yeats, Darwin, et al., 2023. We introduce a simple method to retrieve reliable estimates

of topological dimension from Dirichlet energy regularized di�usion models using adversar-

ial attacks. Compared with existing statistical estimators for topological dimension, our

method is much more accurate for high-dimensional and noisy manifolds. The insight into

the local structure provided by this method forms the basis for our investigation of the

robustness-performance tradeo� in the second thread.

1.2 Thread 2: Regularization for Robustness

Adversarial examples - minute, malicious input perturbations which compromise the

decision-making of DNNs - have perplexed the machine learning community for over a

decade I. J. Goodfellow et al., 2014; Szegedy et al., 2013. Adversarial examples appear

pervasive to all DNNs and represent a critical vector by which malicious actors can control

the decision-making of DNNs, posing a serious threat to the trustworthiness of deployed
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DNN-integrated systems Eykholt et al., 2018; Ilyas et al., 2018; Kurakin et al., 2018.

Beyond this threat, adversarial examples serve a clear distinction between the perception

of DNNs and that of humans. This is re�ected by the fact that the DNN decision function

(i.e., targeted loss) gradient indicates the most important local input changes for the DNNs

decision, yet it appears incomprehensible (like random noise) to humans. Understanding

and preventing adversarial vulnerability is a crucial step to building interpretable, robust

DNN-integrated systems for the real world.

Numerous methods have been developed to mitigate the vulnerability of DNNs to ad-

versarial examples. In this work we primarily consider empirical defenses, as they are the

most popular and successful methods in practice. Empirical defenses are implemented as a

form of regularization during training, and we focus on two types in this work: adversarial

training I. J. Goodfellow et al., 2014; Madry et al., 2017 and gradient regularization Finlay

and Oberman, 2021; E. C. Yeats et al., 2021. In general, increasing the strength of empirical

defense regularization should increase the level of robustness to adversarial attacks. How-

ever, many works observe a tradeo� between the robustness and original performance of

DNNs (RbPT) Tsipras et al., 2018. This tradeo� imposes signi�cant drops in original task

performance for relatively meager gains in robustness, rendering robust models unusable in

many scenarios. Hence, further understanding of the RbPT is needed before adversarially

robust models are available in practice.

Our goal in the second thread of research is to discern the root causes of the robustness-

performance tradeo� and to leverage this understanding to provide a more favorable trade-

o�. Research in this thread pushes the boundaries of robust DNN capability and improves

our understanding of them. Towards this end, we investigate the RbPT from a parameter

optimization perspective and a feature learning perspective, and we propose new approaches

which alleviate the robustness performance tradeo�.

In the �rst section, we examine the RbPT for gradient regularization (an empirical

robustness method) from an optimization perspective. We demonstrate how the parameter

gradients for the original task objective and those for the gradient regularization objective
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can interact destructively in standard DNNs. From this, we introduce a complex-valued

DNN (CVNN) layer which exploits the �rst- and second-order characteristics of sinusoids

to protect the learning signal from destructive interference E. C. Yeats et al., 2021. The

CVNN exhibits superior robust performance (indicating a better RbPT) compared with

standard models, and approaches the performance of adversarial training.

In the second section, we investigate the RbPT for adversarial training from a feature

learning perspective. First, we leverage insight from the previous research thread to extract

semantically perturbed datafrom the local data structure using a di�usion model Ho et al.,

2020; Song et al., 2020. We evaluate adversarially trained DNNs using the semantically

perturbed data and reveal that adversarial training causes DNNs to becomeinvariant to

semantic perturbations, along with adversarial perturbations. This trends of this study

persist across image classi�cation datasets and adversarial training algorithms, and the

result provides a valuable insight into the cause of the RbPT.

1.3 Summary of Contributions and Potential Impact

This thesis enhances the transparency and reliability of DNN-integrated systems by

improving regularization approaches for DNN interpretability and robustness.

For the �rst part of the interpretability thrust, we introduce methods which reliably elu-

cidate the global structure via disentanglement. NashAE and GCAE achieve more reliable

disentanglement by addressing the issues of prior �exibility, the curse-of-dimensionality,

and training instability encountered by leading disentanglement methods. In the second

part of the interpretability thrust, our work on Dirichlet energy regularized di�usion mod-

els contributes the additive variance property of the score output, which exposes learned

local structure (the topological dimension). We then demonstrate topological dimension

estimation directly from the score output of regularized di�usion models, allowing for more

reliable topological dimension estimates for high-dimensional, noisy manifolds than existing

statistical estimators.

The global structure elucidated by our disentanglement tools allows system designers

7



to understand the concepts learned by DNNs and address their potential shortcomings.

Moreover, the local structure learned by DNNs plays a large role in their adversarial vul-

nerability Godfrey et al., 2023; Khoury and Had�eld-Menell, 2018, and it informs our

subsequent study of the robustness-performance tradeo� (RbPT).

For robustness, we provide theoretically-motivated explanations for the RbPT and

methods to yield a better tradeo�. Our �rst contribution is a form of complex-valued

neural network which resists the destructive interference of parameter updates for the orig-

inal task and gradient regularization. This leads to a more favorable tradeo� for gradient

regularization and brings its performance on par with adversarial training of real-valued

DNNs. We then extract the local structure of image data using di�usion models and con-

tribute a novel study of the features learned by adversarially trained DNNs. In particular,

we demonstrate that true counterfactual examples exist near the bounds commonly used in

adversarial training. We show that this causes robust DNNs to become invariant to a subset

of semantic features, leading to performance loss. Last, we provide promising directions by

which local structural knowledge can alleviate the robustness-performance tradeo�.

Overall, our work makes DNNs more trustworthy and high-performing. Our work con-

tributes new tools to the study of DNN learning representations, opening the door to further

insight and subsequent improvement.
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2. Background
This dissertation composes tools from generative modeling, statistics, and geometry

to understand and improve regularization for DNN interpretability and robustness. We

provide a brief description of each �eld to prepare the reader for the main investigation.

Variational Autoencoders (VAE)

The variational autoencoder (VAE) is a deep latent variable model introduced by

Kingma and Welling (2013). Like regular autoencoders, the VAE has an encoder model

f : X Ñ Z and a decoder modely : Z Ñ X̂, and it represents a Markov chainX Ñ Z Ñ X̂.

A few key di�erences are that the encoder and decoder of VAE represent probability distri-

butions qf (z|x) and py (x|z), respectively. Moreover, VAEs conform their latent spaceZ to

a prior distribution pq(z), which is commonly a standard Gaussian distribution. The VAE

employs the evidence lower bound (ELBO) to maximize the likelihood of data observations

under the assumptions of the model. The likelihood can be written as:

Ez� qf (z|x) [log p(x)]

= Ez� qf (z|x)

�
log

p(x, z)
p(z|x)

�

= Ez� qf (z|x)

�
log

py (x|z)pq(z)
qf (z|x)

+ log
qf (z|x)
p(z|x)

�

= ELBO (x) + DKL(qf (z|x)||p(z|x)) (2.1)

Here, the likelihood is lower bounded by the ELBO, and the tightness of the bound is

determined by the ability of the encoder to match the true posterior, p(z|x).

Generative Adversarial Networks (GAN)

Generative adversarial networks (GAN) were originally introduced by I. Goodfellow et

al. (2014). GAN employs a discriminator modelD : X Ñ (0, 1) and a generator model

G : Z Ñ X which are trained jointly. In standard GAN, the discriminator learns to
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distinguish original data samplesx from �fake�, generated samples̃x. The generator learns

to fool the discriminator by producing samplesx̃ which closely resemble the original data

distribution. With pD (x) the data distribution, pG(x) the generated data distribution, and

p(z) the noise input to the generator (often Gaussian or uniformly distributed), the joint

min-max objective is:

V (D, G) = min
G

max
D

Ex� pD (x) log D(x) + Ez� p(z) log (1 � D(G(z)) ) . (2.2)

Given the optimal discriminator D � (x) = pD (x)
pD (x)+ pG(x) , the objective is equal to the

Jensen-Shannon divergence plus a constant. Therefore, the generator must match its dis-

tribution to the data distribution to minimize the optimal objective.

Diffusion Models (DM)

Sohl-Dickstein et al. (2015) spurred modern interest in di�usion models - deep neu-

ral networks which learn a generative distribution by gradually uncorrupting noise from a

prior distribution into samples of an arbitrarily complex distribution. The learning process

consists of corrupting samples from a dataset and �tting a corresponding denoising trans-

formation. Ho et al. (2020) presented adjustments to the denoising method to signi�cantly

improve the generation quality of images, achieving state-of-the-art in FID score on the

CIFAR-10 dataset Krizhevsky, Hinton, et al., 2009. Song et al. (2020) extend the frame-

work of di�usion models to continuous stochastic dynamics, invertible deterministic param-

eterization, and exact likelihood computation. Di�usion models are commonly trained by

denoising score matching Vincent, 2011. Lets(t) be a noise schedules : (0, 1) Ñ R+ - the

amount of noise added to data at a given di�usion time. For a di�usion model D( x̃, s(t))

which takes as(t)-noisy samplex̃ and noise levels(t) as inputs, denoising score matching

training is:

Ex� pD (x)E t� Unif (0,1)En� Gaussian(0,I )

h
l (t) }D(x + s(t)n, s(t)) + n}2

i
, (2.3)

10



Where l (t) is a weighting hyperparameter and is commonly chosen to be1. Once a

di�usion model has been trained in this manner, the score estimate at a noise levels(t)

can be retrieved asr x log p(x; s(t)) � D(x,s(t))
s(t) .

Once the scores have been learned at each timescale in the di�usion process, sampling

occurs by initializing a sample with noise and integrating the corresponding reverse SDE.

This SDE is given by:

dx = � �s(t)s(t)r x log p(x; s(t))dt � b(t)( t)s(t)2r x log p(x; s(t))dt +
b

2b(t)s(t)dwt ,

(2.4)

where wt is a Wiener process andb(t) controls how much noise is added through the

SDE. Remarkably, samples may also be generated by integrating an ODE formulation

(reverse in time) of the same system:

dx = � �s(t)s(t)r x log p(x; s(t))dt. (2.5)

The ODE formulation enjoys deterministic sampling (given a start position) and poten-

tial computational savings through use of advanced di�erential equation solvers.

Karras et al. (2022) generalize the continuous models of Song et al. (2020) and introduce

many practical improvements. The di�usion models of Karras et al. (2022) achieve state-

of-the-art generative capabilities in terms of FID Heusel et al., 2017.

Unsupervised Disentanglement Methods

NashAE and GCAE are unsupervised methods for disentangling learning representa-

tions - hence, the most closely related works are the state-of-the-art unsupervised VAE

baselines: b-VAE Higgins et al., 2016, FactorVAE Kim and Mnih, 2018, b-TCVAE R. T.

Chen et al., 2018, and DIP-VAE-II Kumar et al., 2017. All methods rely on promoting

some form of independence inpZ (z), and we shall cover them in more detail in the following

sections.
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b-VAE

The disentanglement approach ofb-VAE Higgins et al., 2016 is to promote independent

codes inZ by constraining the information capacity of Z. This is done with a VAE model

by maximizing the expectation (on x) of the following loss:

L b-VAE = Eqf (z|x) [pq(x|z)] � bDKL
�
qf (z|x)

�
�
�
�pq(z)

�
,

where qf (z|x) is the approximate posterior (inferential distribution of the encoder),

pq(x|z) is the decoder distribution, pq(z) is the prior distribution (typically spherical Gaus-

sian), and b is a hyperparameter controlling the strength of the "Information Bottleneck"

Tishby et al., 2000 induced onZ. Higher b are associated with improved disentanglement

performance.

FactorVAE

The authors of FactorVAE Kim and Mnih, 2018 assert that the information bottleneck

of b-VAE is too restrictive, and seek to improve the reconstruction error vs. disentan-

glement performance tradeo� by isolating the Total Correlation (TC) component of the

DKL
�
qf (z|x)

�
�
�
�pq(z)

�
term. They employ a large discriminator neural network, the density-

ratio trick, and a data shu�ing strategy to estimate the TC. FactorVAE maximizes the

following loss:

L FactorVAE = Eqf (z|x) [pq(x|z)] � DKL
�
qf (z|x)

�
�
�
�pq(z)

�
� TC r (Z),

where TCr (Z) is the discriminator's estimate of TC(Z). The discriminator is trained

to di�erentiate between �real� jointly distributed z and �fake� z in which all the elements

have been shu�ed across a batch.

b-TCVAE

b-TCVAE R. T. Chen et al., 2018 seeks to isolate TC(Z) via a batch estimate. They

avoid signi�cantly underestimating pZ (z), by constructing an importance-weighted estimate
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of h(Z):

Eq(z) [log q(z)] �
1
B

B¸

i= 1

2

4 log
1

BC

B¸

j= 1

q(f (xi )|xj )

3

5

whereq(z) is an estimate ofpZ (z), B is the minibatch size,C is the size of the dataset,

f (xi ) is a stochastic sample from thei-th x, and q(f (xi )|xj ) is the density of the posterior

at f (xi ) when x = xj .

This estimate is used to compute an estimate of TC(Z), and the following loss is max-

imized:

L b-TCVAE = Eqf (z|x) [pq(x|z)] � Iq(Z; X) � bTC r (Z) �
m¸

j= 1

DKL
�
q(zj )

�
�
�
�p(zj )

�
,

where I1(Z; X) is the �index-code� mutual information, TC r (Z) is an estimate of TC(Z)

computed with their estimate of q(z), b is a hyperparameter controlling TC(Z) regulariza-

tion, and
° m

j= 1 DKL
�
q(zj )

�
�
�
�p(zj )

�
is a dimension-wise Kullback-Leibler divergence.

DIP-VAE-II

The approach of DIP-VAE-II is that the aggregate posterior of a VAE model should be

factorized in order to promote disentanglement Kumar et al., 2017. This is done e�ciently

using batch estimates of the covariance matrix. The loss to be maximized for DIP-VAE-II

is:

L DIP-VAE-II =

Eqf (z|x) [pq(x|z)] � DKL
�
qf (z|x)

�
�
�
�pq(z)

�
� b

0

@
m¸

i= 1

[Cov(zii ) � 1]2 +
m¸

i= 1

¸

j� i

�
Cov(zi j )

� 2

1

A .

Hence, the covariance matrix of the sampled representationz should be equal to the

identity matrix. b is a hyperparameter controlling regularization strength.
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Unsupervised Disentanglement Metrics

We evaluate NashAE, GCAE, and the leading VAE baselines with four metrics: Mutual

Information Gap (MIG), FactorScore, Separated Attribute Predictability (SAP), and DCI

Disentanglement.

Mutual Information Gap

MIG is introduced by R. T. Chen et al., 2018 as an axis-aligned, unbiased, and general

detector for disentanglement. In essence, MIG measures the average gap in information

between the latent feature which is most selective for a unique data generating factor and

the latent feature which is second runner up. MIG is a normalized metric on[0, 1], and

higher scores indicate better capturing and disentanglement of the data generating factors.

MIG is de�ned as follows:

MIG (Z, V ) �
1
K

K¸

k= 1

1
H (Vk)

( I (Za; Vk) � I (Zb; Vk)) ,

where K is the number of data generating factors,H (Vk) is the discrete entropy of the

k-th data generating factor, and za � Za and zb � Zb (where a � b) are the latent elements

which share the most and next-most information with vk � Vk, respectively.

Factor Score

FactorScore is introduced by Kim and Mnih (2018). The intuition is that change in one

dimension of Z should result in change of at most one factor of variation. It starts o� by

generating many batches of data in which one factor of variation is �xed for all samples in

a batch. Then the variance of each dimension on each batch is calculated and normalized

by its standard deviation (without interventions). The index of the latent dimension with

smallest variance and the index of the �xed factor of variation for the given batch is used

as a training point for a majority-vote classi�er. The score is the accuracy of the classi�er

on a test set of data.
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Separated Attribute Predictability

Separated Attribute Predictability (SAP) is introduced by Kumar et al. (2017). SAP

involves creating am � k score matrix, whereij -th entry is the �predictability� of factor j

from latent element i. For discrete factors, the score is the balanced classi�cation accuracy

of predicting the factor given knowledge of thei-th latent, and for continuous factors, the

score is the R-squared value of thei-th latent in (linearly) predicting the factor. The

resulting score is the di�erence in predictability of the most-predictive and second-most

predictive latents for a given factor, averaged over all factors.

DCI Disentanglement

DCI Disentanglement is introduced by Eastwood and Williams (2018). It complements

other metrics introduced by the paper: completeness and informativeness. The intuition is

that each latent variable should capture at most one factor.k decision tree regressors are

trained to predict each factor given the latent codesz. The absolute importance weights of

each decision tree regressor are extracted and inserted as columns in am � k importance

matrix. The rows of the importance matrix are normalized, and the (discrete)k-entropy

of each row is computed. The di�erence of one and each rowk-entropy is weighted by the

relative importance of each row to compute the �nal score.

Topological Dimension Estimation

The goal of topological dimension estimation (or local intrinsic dimension estimation)

is to �nd the minimal number of variables needed to locally represent data without (much)

information loss Camastra and Staiano, 2016. This has obvious implications in data com-

pression, but also machine learning Campadelli et al., 2015. Existing local estimators rely

on �tting the fractal dimension Camastra and Vinciarelli, 2002, using extreme value theory

Rozza et al., 2012, or �tting statistical models (e.g., Poisson) Levina and Bickel, 2004. With

extreme value theory, empirical distributions of the distances of points neighboring a given

point are created, and the rate at which that density grows with a cuto� distance is used

15



to estimate dimension Amsaleg et al., 2015. For the Poisson method introduced by Levina

and Bickel (2004), the maximum likelihood estimator is developed fork-NN samples as the

inverse of the average log-ratio of distances ofk � 1 neighbors with the k-th neighbor. Tem-

pczyk et al. (2022) introduce an interesting method to estimate topological dimension using

normalizing �ows. Their core idea is that �tting �ows to the data perturbed by Gaussian

noise at di�erent scales should result in di�erences in log density that are proportional to

topological dimension.

Adversarial Attacks

Szegedy et al. (2013) are considered the �rst to describe the phenomenon ofadversarial

examples: imperceptible input perturbations that drastically change the output of DNNs.

Adversarial examples are relatively easy and inexpensive to craft I. J. Goodfellow et al.,

2014; Ilyas et al., 2018, and they appear pervasive throughout DNN architectures and

applications Inkawhich et al., 2019; Papernot et al., 2016. Adversarial attacks can exist in

the real world Eykholt et al., 2018; Kurakin et al., 2016b and pose a serious security risk

to any DNN-integrated system.

Creating adversarial examples is typically casted as a constrained optimization problem:

one must �nd a perturbation to a data point which causes the desired result (e.g., misclas-

si�cation) while restricting the size of the perturbation. This computational problem can

vary based on (1) the optimization process and (2) the form of the constraint.

(1) The optimization process for the perturbation may use various levels of information

which are typically divided into two broad categories: white-box attacks and black-box

attacks. White-box attacks (those crafted with full knowledge of the DNN, training data,

and testing data) typically use the gradient of the target DNN's loss with respect to the

input Carlini and Wagner, 2017; Madry et al., 2017; Moosavi-Dezfooli et al., 2016. Black-

box attacks assume an attacker has signi�cantly less information about the target model.

Two subcategories are black-box transfer attacks (where an attacker has knowledge of the

training and testing data, but not the DNN architecture) and black-box query attacks
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(where an attacker only has knowledge of the outputs of the model) Ilyas et al., 2018.

Moreover, the optimization process may be single- I. J. Goodfellow et al., 2014 or multi-

step Kurakin et al., 2016a; Madry et al., 2017, include momentum Dong et al., 2018, or use

di�erent objective functions Carlini and Wagner, 2017.

(2) The constraint on the adversarial example generation process is meant to ensure

that the perturbation does not change the semantic meaning of the input. This is typically

implemented as a simple norm constraint on the perturbation (e.g.,L0, L2, or L8 ).

FIGURE 2.1: Depiction of an adversarial attack by I. J. Goodfellow et al., 2014. A small
multiple of the sign of the input gradient of the loss is added to the original sample.

Figure (2.1) depicts an adversarial example from I. J. Goodfellow et al. (2014). The

natural sample (leftmost image) is perturbed by a small amount of noise crafted from the

gradient of the classi�er (center image), forming the adversarial sample (rightmost image).

The adversarial example is con�dently misclassi�ed by the classi�er.

While adversarial attacks have been studied extensively for discriminative models (e.g.,

classi�ers and regression models), exploration of adversarial attacks against generative mod-

els has been comparatively limited. A few works study the robustness of VAE reconstruc-

tions and encodings. Khan and Storkey (2022) draw an interesting connection between

the robustness of VAE models and the disentanglement of their latent space Higgins et al.,

2017; E. Yeats, Liu, and Li, 2023. Pope et al. (2020) study adversarial attacks normalizing

�ow models, suggesting a hybrid adversarial training approach to boost robustness. A few

works have employed the denoising capabilities of di�usion models as adefense tacticNie

et al., 2022; Wang et al., 2022, but their own vulnerability to adversarial samples (in terms

of likelihood) is largely unexplored.
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Formal Description of Adversarial Attacks

Let fq be a classi�cation function parameterized by q with signature fq : X Ñ Y ,

whereX is a (high-dimensional) space inRn and Y is the space of categorical distributions

of support cardinality k. Suppose that for some data pair(x, y) � p(x, y) the classi�er is

correct, that is arg maxl fq(x) l = y. The goal of aỹ-targeted adversary with Lp norm budget

e ¡ 0 is to �nd an adversarial example x̃ such that arg maxl fq( x̃) l = ỹ and } x̃ � x} p ¤ #. ỹ-

targeted loss gradient based attacks for the cross-entropy loss functionL : Q � X � Y Ñ R

assume the form:

x̃ := arg min
x1

L (q, x1, ỹ) s.t. }x1� x} p ¤ #. (2.6)

The goal of an untargeted loss gradient adversary with the samep-norm budget is the

following:

x̃ := arg max
x1

L (q, x1, y) s.t. }x1� x} p ¤ #. (2.7)

These optimization problems are often approximately solved via (iterative) gradient

descent (resp., ascent) Carlini and Wagner, 2017; Kurakin et al., 2016b; Madry et al., 2017.

When model gradients are not available (e.g., when the model is not di�erentiable or the

model parameters are unknown), surrogate gradients may be constructed with query-based

methods Ilyas et al., 2018.

Defense Methods

Many methods to defend DNNs against adversarial examples have been developed, but

we shall focus on empirical defenses such as adversarial training and gradient regularization

I. J. Goodfellow et al., 2014; E. C. Yeats et al., 2021. Adversarial training is a brute-force

method which trains neural networks on self-crafted adversarial examples, which typically

requires an inner attack optimization loop Madry et al., 2017. Although it is computation-

ally demanding, adversarial training has been the most successful in practice. Gradient

regularization encourages DNNs to be more resistant to adversarial examples by penalizing

the norm of input gradients with respect to the loss E. C. Yeats et al., 2021.
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While empirical defenses are the most popular, they cannot guarantee robustness for

any particular example. Certi�able defenses such as randomized smoothing can provide

this guarantee, however. Randomized smoothing seeks to train a neural network on noisy

inputs, and noisy inputs are again presented during inference. The output of the neural

network is a volume-based classi�cation represented by the summary of the outputs of

many noisy samples Cohen et al., 2019. Randomized smoothing can be computationally

expensive during inference due to the need to evaluate the model on many noisy samples.

Robust models (from adversarial training, gradient regularization, or randomized smooth-

ing) share the phenomenon of perceptually aligned gradients (PAG) Kaur et al., 2019; Ross

and Doshi-Velez, 2018 - their loss gradients align with semantically meaningful input fea-

tures. Moreover, Ganz et al. Ganz et al., 2023 report that PAG may also induce robustness

- they align gradients of classi�ers with the score outputs of di�usion models and report

signi�cant robustness increase.

Formal Description of Adversarial Defenses

The basic concept of adversarial training is to incorporate adversarial data in the train-

ing set, yielding the min-max objective with d = x̃ � x:

q� := arg min
q

Ex,y

�
max

x̃;}d}¤ #
L (q, x̃, y)

�
. (2.8)

Gradient regularization performs standard training while penalizing a squaredp-norm

of the input gradients (weighted by hyperparameterb):

q� := arg min
q

Ex,y

�
L (q, x, y) +

b
2

}r xL (q, x, y)}2
p

�
. (2.9)

The Robustness Performance Tradeoff (RbPT)

Many works have observed a tradeo� between a DNN's original (clean, non-attacked)

task performance and its performance on adversarially attacked samples Cohen et al., 2019;

Finlay and Oberman, 2021; I. J. Goodfellow et al., 2014; Madry et al., 2017. For classi�ca-

tion problems, this tradeo� is measured by the standard test accuracy of a DNN and the
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test accuracy of the DNN as it is subjected to a certain attack model (e.g., a 20-step PGD

attack with an L2 budget #= 1), respectively, where higher in both metrics is better.

Tsipras et al. (2018) study the RbPT with a simple statistical model and demonstrate

that, in some scenarios, this tradeo� provably exists. Ilyas et al. (2019) study the same

tradeo� in a more general, empirical setting and provide a widely believedfeature-level

theory for the tradeo�. They hypothesize a distinction between robust and non-robust

features. Concretely, given a distributionD of input samplesx and y P t� 1, 1u and a logit

function f (�) (which is normalized to zero mean and unit variance), they de�ner -useful

features as:

Ex,y� D y � f (x) ¥ r . (2.10)

Moreover, they de�ne g-robustly useful features under anLp norm bound # as:

Ex,y� D

"

min
d;}d} p¤ #

y � f (x + d)

#

¥ g. (2.11)

These formal de�nitions permit distinction of robust features from non-robust features in

practical scenarios. Ilyas et al. (2019) create datasets of robust features and non-robust

features respectively, and they demonstrate that models standardly trained on the robust

dataset exhibit good standard and robust performance, supporting their hypothesis that

robustness stems fromfeatures used by the model.

Ilyas et al. (2019) further hypothesize that the robustness-performance tradeo� (RbPT)

can be attributed to the fact that robust models can only rely on robust features - therefore,

they must `ignore' the fragile but useful non-robust features, leading to a performance drop.

Another important assertion they make is that these non-robust features (those exploited

by adversarial attacks) are human imperceptible, following the common assumption that

the Lp norm constraint prevents adversarial examples from changing the semantics of an

input datum.
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3. Regularization for Interpretability
Deep neural networks (DNNs) have proven to be extremely high-performing in the

realms of computer vision K. He et al., 2016, natural language processing Tor� et al., 2020,

autonomous control Li et al., 2019, and deep generative models I. Goodfellow et al., 2014;

Kingma and Welling, 2013, among others. The huge successes of DNNs have made them

almost ubiquitous as an engineering tool, and it is very common for them to appear in

many new applications. However, as we rush to deploy DNNs in the real world, we have

also exposed many of their shortcomings.

One such shortcoming is that DNNs are extremely sensitive to minute perturbations

in their inputs I. J. Goodfellow et al., 2014; Szegedy et al., 2013 or weights Z. He et

al., 2020, causing otherwise high-performing models to suddenly be consistently incorrect.

Additionally, DNNs trained on image classi�cation tasks are observed to predict labels

con�dently even when the image shares no relationship with their in-distribution label

space Hendrycks and Gimpel, 2016; Liang et al., 2017. Furthermore, DNNs are known

to perpetuate biases in their training data through their predictions, exacerbating salient

issues such as racial and social inequity, and gender inequality Alvi et al., 2018. While this

small subset of examples may appear to be unrelated, they are all linked by a pervasive issue

of DNNs: their lack of interpretability Ross and Doshi-Velez, 2018; Rudin, 2019. The fact

that DNNs are treated as black boxes, where engineers lack a clear explanation or reasoning

for why or how DNNs make decisions, makes the root cause of DNNs' shortcomings di�cult

to diagnose.

A promising remedy to this overarching issue is to clarify the structure of the DNN's

learning representations. This is inherently unsupervised, and it is generalizable to many

di�erent applications of DNNs. One may extract the global structure of the learning repre-

sentation through feature disentanglement: the process of learning unique data representa-

tions that are each only sensitive to independent factors of the underlying data distribution.

It follows that a disentangled representation is an inherently interpretable representation,

where each disentangled unit has a consistent, unique, and independent interpretation of
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the data across its domain. In the �rst two sections of this chapter we introduce two new

methods, NashAE (3.1) and GCAE (3.2), which disentangle the representations of DNNs

more reliably than existing methods. In the last section of this chapter (3.3) we turn our

attention to the local structure of representations learned by di�usion models (DMs). Our

investigation forms the basis of our more scalable and accurate topological dimension esti-

mator and informs our subsequent study of the robustness performance tradeo� in chapter

(4).
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3.1 NashAE: Disentangling Representations through Adversarial
Covariance Minimization
3.1.1 Introduction

FIGURE 3.1: Depiction of the proposed disentanglement method, NashAE, for a latent
space dimensionality of m = 3. An autoencoder (AE), composed of the encoder f and
decoder y , compresses a high dimensional input x P Rn to a lower dimensional latent
vector z P Rm, and decompressesz to approximate x as x1. An ensemble of m indepen-
dently trained regression networks r takes m duplicates of z which each have an element
removed, and each independent regression network tries to predict the value of its miss-
ing element using knowledge of the other elements. Disentanglement is achieved through
equilibrium in an adversarial game in which f minimizes the element-wise covariance be-
tween the true latent vector z and concatenated predictions vector z1

Several works have pioneered the �eld of feature disentanglement, moving from super-

vised Kulkarni et al., 2015 to unsupervised approaches Burgess et al., 2018; X. Chen et al.,

2016; Higgins et al., 2016; Hu et al., 2018, which we focus on in this work. Chen et al. X.

Chen et al., 2016 present InfoGAN, an extension of the GAN framework I. Goodfellow

et al., 2014 that enables better control of generated images using special noise variables.

Higgins et al. Higgins et al., 2016 introduceb-VAE, a generalization of the VAE framework

Kingma and Welling, 2013 that allows the VAE to extract more statistically independent,

disentangled representations.

While the most popular methods for disentanglement (see Chapter 2) are considered

to be unsupervised, they still have a considerable amount of prior knowledge built into
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their operation. InfoGAN requires prior knowledge of the number and form of disentan-

gled factors to extract, and b-VAE encounters bottleneck capacity issues and inconsistent

results with seemingly innocuous changes to hyperparameters, requiring �netuning with

some supervision Burgess et al., 2018; Higgins et al., 2016.

We propose a new method, NashAE, to promote a sparse and disentangled latent space

in the standard AE that does not make assumptions on the number or distribution of un-

derlying data generating factors. The core intuition behind the approach is to reduce the

redundant information between latent encoding elements, regardless of their distribution.

To accomplish this, this work presents a new technique to reduce the information between

encoded continuous and/or discrete random variables using just access to samples drawn

from the unknown underlying distributions. We empirically demonstrate that the method

can reliably extract high-quality disentangled representations according to the metric pre-

sented in Higgins et al., 2016, and that the method has a higher latent feature capacity

with respect to salient data characteristics.

The work makes the following contributions:

• We develop a method to quantify the relationship between random variables with

unknown distribution (arbitrary continuous or discrete/categorical), and show that it

can be used to promote statistical independence among latent variables in an AE.

• We provide qualitative and quantitative evidence that NashAE reliably extracts a

set of disentangled continuous and/or discrete factors of variation in a variety of

scenarios, and we demonstrate the method's improved latent feature capacity with

regard to salient data characteristics.

• We release the Beamsynthesis disentanglement dataset, a collection of time-series data

based on particle physics studies and their associated data generating factor ground

truth.
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3.1.2 Related Work

Autoencoders. Much of this work derives from autoencoders (AE), which consist of an

encoder function followed by a decoder function. The encoder transforms high-dimensional

input x � X into a low-dimensional latent representationz, and the decoder transformsz

to a reconstruction of the high-dimensional inputx1. AE have numerous applications in the

form of unsupervised feature learning, denoising, and feature disentanglement Hu et al.,

2018; Lu et al., 2013; Rifai et al., 2011. Variational autoencoders (VAEs) Kingma and

Welling, 2013 take AEs further by using them to parameterize probability distributions for

X. VAEs are trained by maximizing a lower bound of the likelihood ofX, a process which

involves conforming the encoded latent spacez � Z with a prior distribution P. Adversarial

AEs Makhzani et al., 2015, like VAEs, match encoded distributions to a prior distribution,

but do so through an adversarial procedure inspired by Generative Adversarial Networks

(GANs) I. Goodfellow et al., 2014.

Unsupervised Disentanglement Methods. One of the most successful approaches to

feature disentanglement isb-VAE Higgins et al., 2016, which builds on the VAE frame-

work. b-VAE adjusts the VAE training framework by modulating the relative strength of

the DKL (Z||P) term with hyperparameter b, e�ectively limiting the capacity of the VAE

and encouraging disentanglement asb becomes larger. Higgins et al. Higgins et al., 2016

note a positive correlation between the size of the VAE latent dimension and the optimal

b hyperparameter to do so, requiring some hyperparameter search and limited supervision.

Another important contribution of Higgins et al. Higgins et al., 2016 is a metric for quan-

tifying disentanglement which depends on the accuracy of a linear classi�er in determining

which data generating factor is held constant over a pair of data batches.

Multiple works have augmentedb-VAE with loss functions that isolate the Total Cor-

relation (TC) component of DKL (Z||P), further boosting quantitative disentanglement per-

formance in certain scenarios R. T. Chen et al., 2018; Kim and Mnih, 2018. Another

VAE-based work proposed by Kumar et al. Kumar et al., 2017 directly minimizes the co-
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variance of the encoded representation. However, simple covariance of the latent elements

fails to capture more complex, nonlinear relationships between the elements. Our work

employs regression neural networks to capture complex dependencies.

Chen et al. X. Chen et al., 2016 present InfoGAN, which builds on the GAN framework

I. Goodfellow et al., 2014. InfoGAN augments the base GAN training procedure with

a special set of independent noise inputs. A tractable lower bound on MI is maximized

between the special noise inputs and output of the generator, leading to the special noise

inputs resembling data generating factors. While the method claims to be unsupervised,

choosing its special noise inputs requires prior knowledge of the number and nature (e.g.

distribution) of factors to extract.

Limitations of Unsupervised Disentanglement. Locatello et al. Locatello et al., 2019

demonstrate that unsupervised disentanglement learning is fundamentally impossible with-

out incorporating inductive biases on both models and data Locatello et al., 2019. However,

they assert that given the right inductive biases, the prospect of unsupervised disentangle-

ment learning is not so bleak. We incorporate several inductive biases in our method to

achieve unsupervised disentanglement. First, our approach assumes that disentangled learn-

ing representations are characterised by being statistically independent. Second, we posit

that breaking up the latent factorization problem into multiple parts by individual masking

and adversarial covariance minimization helps boost disentanglement reliability. In terms

of models and data, we employ the network architectures and data preparation suggested

by previous works in unsupervised disentanglement. Under such conditions, NashAE has

demonstrated superior reliability in retrieving disentangled representations.

3.1.3 NashAE Methodology

Our approach starts with a purely deterministic encoderf , which takes input observa-

tions x � X and creates a latent representationz = f (x). Where x P Rn, z P Rm, and

typically n " m. Furthermore, f employs a sigmoid activation function s at its output

to produce z such that z = s( � ) and z P [0, 1]m, where � is the output of f before it is
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passed through the sigmoid non-linearity. A deterministic decodery maps the latent rep-

resentation z back to the observation domainx1 = y (z). To achieve disentanglement, the

AE is trained with two complementary objectives: (1) reconstructing the observations, and

(2) maximizing the discrepancy between each latent variable and predicted values of the

variable using information of all other variables. The intuitions behind each are the follow-

ing. First, reconstruction of the input observations x is standard of AEs and ensures that

they learn features relevant to the distribution X. Second, promoting discrepancy between

i-th latent element and its prediction (conditioned on all other j � i elements) reduces the

information between latent element i and all other elementsj � i.

For the reconstruction objective, the goal is to minimize the mean squared error:

L R =
1

2n
Ex� X

�
�
�
�x1� x

�
�
�
�2
2. (3.1)

Reconstructing the input observation x ensures that the features of the latent space

are relevant to the underlying data distribution X. The following subsection describes the

adversarial game loss objectives, which settle on an equilibrium and inspire the name of the

proposed disentanglement method, NashAE.

Adversarial Covariance Minimization

In general, it is di�cult to compute the information between latent variables when one

only has access to samples of observationsz � Z. Since the underlying distribution Z

is unknown, standard methods of computing the information directly are not possible. To

overcome this challenge, we propose to reduce the information between latent variables indi-

rectly using an ensemble of regression networks which attempt to capture the relationships

between latent variables. The process is computationally e�cient; it uses simple measures

of linear statistical independence and an adversarial game.

Consider an ensemble ofm independent regression networksr , where the output of the

i-th network r i corresponds to a missingi-th latent element. The objective of eachr i is to

minimize the squared error:
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L r i =
1
2

Ex� X
�
r (zi ) i � zi

� 2
, (3.2)

where zi is the i-th true latent element, and zi is the latent vector with the i-th latent

element masked with0 (i.e., all elements of the latent vector are present exceptzi ).

We call r the predictors, since they are each optimized to predict one missing value ofz

given knowledge of all otherz. If all their individual predictions are concatenated together,

they form z1 such that eachz1
i = r (zi ) i .

For the disentanglement objective, we want to choose encodingsz � f (X) that make

it di�cult to recover information of one element from all others. This leads to a natural

minmax formulation for the AE and predictors:

min
f ,y

max
r

1
2

Ex� X

�
1
n

�
�
�
�x1� x

�
�
�
�2
2 �

�
�
�
�z1� z

�
�
�
�2
2

�
. (3.3)

In general, each predictor attempts to use information ofzi to establish a one-to-one

linear relationship betweenz1 and z. Hence we propose to use covariance betweenz1 and

z across a batch of examples to capture the degree to which they are related. In practice,

we �nd that training the AE to minimize the summed covariance objective between each

of the z1
i and zi random variable pairs,

L A =
m¸

i= 1

Cov(z1
i , zi ), (3.4)

is more stable than maximizing 1
2Ex� X ||z1� z||22 and leads to more reliable disentanglement

outcomes. Hence, in all the following experiments we train the AE to minimize this summed

covariance measure,L A . Furthermore, one can show that the �xed points of the minmax

objective (3.3) are the same as those of trainingf to minimize L R + L A for disentangled

representations (see supplementary material).

In the adversarial loss L A , the optimization objective of the encoder f is to adjust

its latent representations to minimize the covariance between eachz1
i and zi . Using mini-
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batch stochastic gradient descent (SGD), the encoderf can use gradient passed through

the predictors r to learn exactly how to adjust its latent representations to minimize the

adversarial loss. Assuming thatr can learn faster than f , each i-th covariance term will

reach zero whenE [zi |zj ,@j � i ] = E [zi ] everywhere.

In the following experiments, we weight the sum ofL R and L A with the hyperparam-

eter l P [0, 1) in order to establish a normalized balance between the reconstruction and

adversarial objectives:

L R,A ( l ) = ( 1 � l )L R + l L A . (3.5)

Intuitively, higher values of l result lower covariance between elements ofz and z1, and

eventually the equilibrium covariance settles to zero. In the special case where all data

generating factors are independent, the AE can theoretically achieveL R,A = 0.

Proposed Disentanglement Metric: TAD

In the following section, we �nd that NashAE and b-VAE could achieve equally high

scores using theb-VAE metric. However, the b-VAE metric fails to capture a key aspect

of a truly disentangled latent representation: change in one independent data generating

factor should correspond to change in just one disentangled latent feature. This is not

captured in the b-VAE disentanglement metric since the score can bene�t fromspreading

the information of one data generating factor over multiple latent features. For example,

duplicate latent representations of the same unique data generating factor can only increase

the score of theb-VAE metric.

Furthermore, a disentanglement metric should quantify the degree to which its set of

independent latent axes aligns with the independent data generating factor ground truth

axes. In essence, a unique latent feature should be a con�dent predictor of a unique data

generating factor, and all other latents should be orthogonal to the same data generating

factor. Intuitively, the greater number of latent axes that align uniquely with the data

generating factors and the more con�dent the latents are as predictors of the factors, the

higher the metric score should be.
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For these reasons, we design a disentanglement metric for datasets with binary attribute

ground truth labels called Total AUROC Di�erence (TAD). For a large number l of examples

which we collect a batch of latent representationsz of the shape ( l , m), we perform the

following to calculate the TAD:

1. For each independent ground truth attribute, calculate the AUROC score of each

latent variable in detecting the attribute.

2. For each independent ground truth attribute, �nd the maximum latent AUROC score

a1,i and the next-largest latent AUROC score a2,i , where i is the index of the inde-

pendent ground truth attribute under consideration.

3. Take
°

i a1,i � a2,i as the TAD score, wherei indexes over the independent ground

truth attributes.

The TAD metric captures important aspects of a disentangled latent representation.

First, each AUROC di�erence a1,i � a2,i captures the degree to which a unique attribute is

detected by a unique latent representation. Second, summing the AUROC di�erence scores

for each independent ground truth attribute quanti�es the degree to which the latent axes

con�dently replicate the ground truth axes. See the supplementary material for more details

on how TAD is calculated and for a discussion relating it with other work.

3.1.4 Experiments

The following section contains a mix of qualitative and quantitative results for four

unsupervised disentanglement algorithms: NashAE (this work),b-VAE Higgins et al., 2016,

FactorVAE Kim and Mnih, 2018, and b-TCVAE R. T. Chen et al., 2018. The results are

collected for disentanglement tasks on three datasets: Beamsynthesis, dSprites Higgins et

al., 2016, and CelebA Liu et al., 2015. Please refer to the supplementary material for

details on algorithm hyperparameters, network architectures, and data normalization for

the di�erent experiments.

Beamsynthesisis a simple dataset of 360 time-series data of current waveforms con-

structed from simulations of the LINAC (linear particle accelerator) portion of high-energy
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particle accelerators. The dataset contains two ground truth data generating factors: a

categorical random variable representing thefrequency of the particle waveform which can

take on one of the three values (10, 15, 20) and a continuous random variable constructed

from a uniform sweep of 120 waveformduty cyclevaluesP [0.2, 0.8). The Cartesian product

of the two data generating factors forms the set of observations. The challenge in disentan-

gling this dataset arises from the fact that both the frequencyand duty cycle of a waveform

a�ect the length of the "on" period of each wave. We visualize the complete latent space of

di�erent algorithms and evaluate the reliability of the algorithms in extracting the correct

number of ground truth data generating factors using this dataset.

dSprites is a disentanglement dataset released by the authors ofb-VAE - it is comprised

of a set of 737, 280images of white 2D shapes on a black background. The Cartesian

product of the type of shape (categorical: square, ellipse, heart), scale (continuous: 6

values), orientation (continuous: 40 values), x-position (continuous: 32 values), and y-

position (continuous: 32 values) forms the independent ground truth of the dataset. We

measure theb-VAE disentanglement metric score for di�erent algorithms using this dataset.

CelebA is a dataset comprised of202, 599images of the faces of10, 177di�erent celebri-

ties. Associated with each image are 40 di�erent binary attribute labels such asbangs,

blond hair, black hair, chubby, male, and eyeglasses. We measure the TAD score of di�erent

algorithms using this dataset.

Empirical Fixed Point Results

In section 3.1.3, we indicate that higher values ofl P (0, 1) should result in a statistically

independent NashAE latent space, and that redundant latent elements will not be learned.

This is supported by observations of the �xed point of the optimization process for all

experiments with nonzerol : as l is increased, the number of dead latent representations

increases, and the averageR2 correlation statistic between latent representations and their

predictions decreases.

Figure 3.2 depicts each of the32 true latent representations vs their predictions for1000
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(a) l = 0.0. The averageR2

statistic is 0.52, and 32 latent
representations are learned.

(b) l = 0.1. The averageR2

statistic is 0.09, and 28 latent
representations are learned.

(c) l = 0.2. The averageR2

statistic is 0.04, and 22 latent
representations are learned.

FIGURE 3.2: Visualization of true latent representations ( x-axis) vs predicted latent repre-
sentations (y-axis) on the CelebA dataset

samples of the CelebA dataset after three di�erent NashAE networks have converged. When

l = 0 (standard AE), all latent elements are employed towards the reconstruction objective,

and the predictions exhibit a strong positive linear relationship with the true latent variables

(average R2 is 0.52). When l = 0.1, only 28 latent representations are maintained, and

the averageR2 statistic between true latents and their predictions becomes0.09. The 4

unused latent representations are each isolated in a dead zone of the sigmoid non-linearity,

respectively. When l is increased to0.2, only 22 latent representations are maintained

and the averageR2 statistic decreases even further to0.04. Note also that the predictions

become constant and are each equal to the expected value of their respective true latent

feature. This is consistent with the conditional expectation of each variable being equal to

its marginal expectation everywhere, and it indicates that no useful information is given to

the predictors towards their regression task.

Beamsynthesis Latent Space Visualization

Figure 3.3 depicts the complete latent space generated by encoding all360observations

of the Beamsynthesis dataset for the di�erent algorithms and their baselines with a starting

latent size of m = 4.

A standard AE latent space (leftmost) employs all latent elements towards the recon-

struction objective, and their relationship with the ground truth data generating factors,

frequency (categorical) and duty cycle (continuous), is unclear. Similarly, when a standard

VAE (center right) converges and the m component of the latent space is plotted for all
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observations, all latent variables are employed towards the reconstruction objective, and no

clear relationship can be established for the latent variables.

If an adversarial game is played withl = 0.2 (center left), the correct number of latent

dimensions is extracted, and each nontrivial latent representation aligns with just one data

generating factor. In this case,L1 level-encodes thefrequency categorical data generating

factor, and L2 encodes theduty cycle continuous data generating factor with a consistent

interpretation. The unused neurons remain in a dead zone of the sigmoid non-linearity.

b-VAE with b = 100(rightmost) can disentangle the360observations in a similar fash-

ion. In this example, L2 level-encodes thefrequencycategorical data generating factor, and

L3 encodes theduty cycle continuous data generating factor with a consistent interpreta-

tion. The unused neurons each have approximately0 variance in their m component and

an approximately constant value of1 in their learned variance component.

Although all algorithms are capable of extracting a disentangled representation of the

ground truth data generating factors, there is a stark di�erence in the reliability of the

methods in extracting the correct number of latent variables when the starting latent space

size m is changed. Reliability in this aspect is critical, as the dimensionality of the inde-

pendent data generating factors is often an important unknown quantity to recover from

new data. To determine this unknown dimensionality, one should start with a latent space

sizem which is larger than the number of latent factors that should be extracted.

Table 3.1 depicts the results of an experiment in which all hyperparameters are held

NashAE l = 0.0 NashAE l = 0.2 b-VAE b = 1 b-VAE b = 100

FIGURE 3.3: Visualizations of the learned latent space for the different algorithms on the
Beamsynthesis dataset
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constant except the starting latent size m as each of the algorithms are trained to con-

vergence on the Beamsynthesis dataset. Each entry in the table is the average absolute

di�erence between the number of learned latent representations and the number of ground

truth data generating factors (2 for Beamsynthesis), collected over 8 trials. Both NashAE

l = 0 and b-(TC)VAE b = 1 learn far too many latent variables, andb-VAE b = 125tends

to learn too few latent variables whenm = 4 and m = 8. NashAE l = 0.2 and NashAE

l = 0.3 perform very well in comparison, keeping the average absolute di�erence less than

or equal to one in all con�gurations of m. b-TCVAE and FactorVAE perform second-best

overall, tending to learn too many latent variables. The results indicate that NashAE is

the most consistent in recovering the correct number of data generating factors. See the

supplementary material for a similar experiment with the dSprites dataset and details on

how learned latent representations are counted.

Table 3.1: Average absolute difference between the number of learned latent dimensions
and the the number of ground truth factors for different starting latent space sizes m on
the Beamsynthesis dataset. Lower is better, and the lowest for each latent space size con-
�guration ( m) are in bold. The results are averaged over 8 trials

Method m = 4 m = 8 m = 16 m = 32

NashAE l = 0 1.375 5.75 13.125 28.75
NashAE l = 0.2 0 0 0.25 1
NashAE l = 0.3 0 0 0.375 0.5

b-VAE b = 1 2 6 14 28.875
b-VAE b = 50 1.375 2 2.5 3.5
b-VAE b = 100 0 1 1.25 3.125
b-VAE b = 125 1.375 1.5 1.875 3.25

b-TCVAE b = 1 1.875 5.25 9.625 18.625
b-TCVAE b = 50 0.75 1.25 1 0.5
b-TCVAE b = 75 0.375 0.5 1 0.875
b-TCVAE b = 100 0.75 0.625 1.125 0.625

FactorVAE b = 50 0.5 1.25 0.875 0.625
FactorVAE b = 75 0.5 1 1.25 0.5
FactorVAE b = 100 0.25 0.75 1 0.75
FactorVAE b = 125 0.875 0.75 0.625 0.75
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b-VAE Metric on dSprites

Table 3.2 reports the disentanglement score of each algorithm averaged over 15 trials -

please refer to Higgins et al. Higgins et al., 2016 for more details on the metric. In general,

the standard AE (NashAE, l = 0) and standard VAE ( b-VAE, b = 1; b-TCVAE, b = 1)

performed the worst on theb-VAE disentanglement metric. As l and b are increased, the

disentanglement score of NashAE andb-VAE increases to over96%. We do not observe the

di�erence between NashAE andb-VAE in top performance on this metric to be signi�cant,

so both are in bold. In general,b-TCVAE performed slightly worse on this metric than

b-VAE and NashAE, achieving just over 95%. We observed that increasingl or b beyond

these values leads to poorer performance for all algorithms. All algorithms achieve higher

disentanglement scores on some initializations than others, but nooutliers are removed

from the reported scores (as is done in Higgins et al., 2016). Overall, the results indicate

that NashAE scores at least as high as those ofb-VAE and b-TCVAE algorithm on the

b-VAE metric.

Table 3.2: b-VAE Metric Scores on dSprites averaged over 15 trials. Higher is better, and
the highest scores of all models and hyperparameter con�gurations are in bold. Optimal
l values for disentanglement are different for this dataset because the dSprites image data
is not normalized, following the precedent of previous works Higgins et al., 2016

NashAE l = 0.0 l = 0.001 l = 0.002
91.41% 92.58% 96.57%

b-VAE b = 1 b = 4 b = 8
84.63% 93.68% 96.21%

b-TCVAE b = 1 b = 2 b = 4
84.64% 95.01% 93.95%

Latent Traversals and TAD Metric on CelebA

We include traversals of latent representations that have the highest AUROC detector

score for a small set of attributes on CelebA in Figure 3.4. In each case, we start with

a random image from the dataset and hold all latent representations constant except the
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