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Abstract

We study the problem of designing consensus protocols with improved latency that are
secure when the adversarial conditions change during the course of the protocol. Typically,
consensus protocols proceed in a series of communication rounds in which the parties ex-
change messages with each other or with certain designated parties, and the parties only
commit a value at the end of these rounds. Thus, changing adversarial conditions may im-
pede the progress or affect the safety conditions of the underlying consensus protocol. We
improve the latency of consensus protocols under two types of adversarial settings.

The first adversary is adaptive, in that it can choose which parties to corrupt during
the course of the protocol execution and delay any messages for a finite amount of time.
We present a simple framework for consensus that is efficient in the number of rounds till
termination against such an adversary in an asynchronous network. In addition, we show
new lower and upper bounds on the round complexity of some key primitives used for
achieving adaptively secure asynchronous agreement.

The second adversarial setting, known as dynamic availability, allows parties to join or
leave the network at any time. In this setting, it is known that the latency should depend
on a known pessimistic network delay, and it cannot depend on the speed of the network. In
this setting, we present a protocol that achieves latency better than the pessimistic network

delay assumption.
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1. Introduction

Consensus enables a network of parties to come to agreement on a value despite the
presence of faulty parties. Solving consensus has been an integral part of distributed com-
puting over the past several decades, and has had various applications, such as distributed
databases |20, 75, 77, 12, 18], large-scale cloud services [16, 61, 80|, and most recently,
blockchain systems [82, 47]. For any application, latency, the time it takes for all honest
parties to decide, is an important metric when deciding whether to use a certain implemen-
tation in practice. To see why, consider the application of a blockchain system, such as the
Bitcoin system, for payments. Blocks are created at a rate of one block per 10 minutes,
meaning that a client must wait up to 10 minutes for their transaction to be included in a
block. Contrast this to Visa, which enables payments that take seconds to complete. This
has presented a huge barrier to the widespread adoption of blockchain systems for payments,
and has resulted in the emergence of many solutions for increasing throughput and reducing
latency [85, 78, 83]. For this reason, we are interested in designing consensus protocols with
improved latency.

Another concern when choosing to use a certain consensus protocol in practice is the
type of adversary that the protocol may tolerate. One question is whether the protocol
tolerates a crashing adversary or a Byzantine adversary, which may deviate arbitrarily from
the protocol specification. Another question is whether the adversary is adaptive or static.
Unlike a static adversary, an adaptive adversary may update their strategy during the course
of the protocol subject to constraints. An adaptive adversary could chose, for example, to
delay messages or which parties to corrupt during the protocol execution as long as it stays
within the corruption threshold. This concern is practically relevant, as parties could become
corrupted with malware during the course of a protocol. A real concern with blockchain
systems is that parties could be bribed to act in a malicious manner once their importance
in the protocol is revealed. A mobile adversary is one that may change the set of corrupted
parties during the course of the protocol, as long as the number of corrupted parties stays
within the corruption threshold at any given point in time [87]. Another concern related to

the ability of a protocol to tolerate change during its execution that is relevant for blockchain



systems is that the network should be dynamic: parties may join and leave the network.
Traditional consensus protocols have operated in the permissioned model, which assumes
that the network contains a fixed set of parties that all know each other and that the
uncorrupted parties are always active. On the other hand, in the dynamically available
model, parties may go online and offline freely and the total number of active participants
is unknown [59]. The first protocol to satisfy the dynamic availability property was the
Bitcoin protocol [71], and this property enables blockchain systems to continue making
progress even when a large fraction of the network goes offline. For these reasons, we are
interested in consensus protocols that are efficient in terms of their latency and which are
secure considering changing network conditions that may be dictated by the adversary. All
of the protocols in this work are adaptively secure, and we explore protocol design in the
dynamically available setting.

There are various barriers to achieving consensus with better latency. Typically, consen-
sus protocols proceed in a series of rounds in which the parties exchange messages (e.g. [11]).
One way to think of such protocols is that the parties maintain an estimate of the value
they believe to be the decision value of a majority, and by echoing their estimates to the
other parties in a series of rounds, parties update their estimates and commit a value once
they are confident about their estimate. In practice, these rounds of message passing result
in increased latency. As such, one way to improve the latency of a consensus protocol is by
reducing the number of message passing rounds required. In Chapters 2 and 3, we study
consensus that is efficient in the number of message passing rounds and secure against an
adaptive adversary that may corrupt parties and delay messages during the course of the
protocol execution.

Another barrier to achieving low latency is the amount of time parties must wait to
receive messages from the other parties. In certain scenarios, such as when parties may
join and leave the network, the protocol may not both proceed at the speed of the network
and maintain the properties required by consensus [59]. In such settings, parties must wait
for the pessimistic assumption on the network delay to receive messages from other parties

before proceeding to the next step of the protocol. In Chapter 4, we tackle consensus under



this setting, and present a protocol that achieves latency that is better than the pessimistic
network delay despite this impossibility. We describe our contributions in each of these
chapters in more detail below.

Efficient and Adaptively Secure Asynchronous Agreement via Binding Crusader Agree-
ment.  In Chapter 2, we tackle the problem of consensus in an asynchronous network
against an adaptive adversary. That is, the adversary may delay messages for any finite
amount of time and it may choose the delay and who to corrupt dynamically based on
all the messages it has seen so far. We study this problem for both crashing adversaries
(which cease participation in the protocol) and Byzantine adversaries (which may deviate
arbitrarily from the protocol). Fischer, Lynch, and Paterson showed that any protocol that
solves agreement in the presence of even one crash failure in the asynchronous model must
have a non-terminating execution, and Ben and Or showed that randomization is the key
to solving asynchronous agreement such that it terminates in a finite expected number of
rounds [43, 9|. Still, proving security against adaptive adversaries under asynchrony has
been notoriously difficult and error prone. In this work, we highlight the importance in
asynchronous agreement protocol design of obtaining a property we call binding, and we use
this insight to create simple frameworks for asynchronous agreement under various settings
that are easy to prove correct and efficient in the number of communication rounds required
for termination.

On the Round Complexity of Asynchronous Crusader Agreement. In Chapter 3, we
work toward understanding the minimum number of rounds of communication required to
achieve consensus under asynchrony. We build on the insights of Chapter 2, which showed
a simple framework for asynchronous consensus using the primitive of Binding Crusader
Agreement (BCA) and its variations. We show new lower bounds on the number of commu-
nication rounds required for asynchronous Crusader Agreement (CA) and BCA in both the
information theoretic and authenticated settings. In doing so, we present a generic model
for proving round complexity lower bounds in the asynchronous setting. In the settings in
which our attempts to prove lower bounds on round complexity fail, we instead show new,

tight, rather surprising round complexity upper bounds for Byzantine fault tolerant BCA



with and without a PKI setup.

Dynamically Available Consensus Under Generalized Synchrony. In Total-Order-
Broadcast (TOB), consensus is continuously run to agree on a growing ledger of client
transactions. In Chapter 4, we solve Byzantine fault-tolerant (BFT) TOB in the dynami-
cally available setting, in which parties may go online or offline freely, and the total number
of active participants is unknown. Existing dynamically available protocols rely on a syn-
chronous network assumption, which means their latency remains tied to the pessimistic
network delay, even when actual conditions are better. This raises the question of whether
a dynamically available BF'T TOB protocol can maintain security under synchrony while
committing blocks at a rate closer to the actual network delay.

To answer this, we make two key contributions. First, we introduce generalized syn-
chrony, a new network model that serves as an intermediate between synchrony and partial
synchrony. This model defines k progressively increasing delays, with the highest delay Ay
always holding. Participants maintain k logs, ensuring that logs created at higher delays
are prefixes of those at lower delays, thereby preserving consistency. Second, we design the
first dynamically available BFT TOB protocol that operates securely under generalized syn-
chrony. A key challenge is committing blocks at a rate of O(Ajzeq) without prior knowledge
of Ajjeqr, the smallest network delay that holds. Our protocol ensures that the network
eventually stabilizes to commit at least one block per O(Ajzeq) time, achieving improved

latency without compromising security.



2. Efficient and Adaptively Secure Asynchronous Binary
Agreement via Binding Crusader Agreement

This work was done in collaboration with Ittai Abraham (VMware Research) and Naama
Ben-David (VMuware Research), with Sravya Yandamuri as lead author.

Reaching agreement in the presence of faults has been a cornerstone of distributed com-
puting for over 40 years. In this paper we consider the asynchronous model with an adaptive
adversary, where the adversary is allowed to delay any message between any two parties by
any finite amount and can choose the delay and who to corrupt dynamically based on all
the messages it has seen so far. The celebrated impossibility theorem of Fischer, Lynch,
and Paterson (FLP) [41] states that any protocol that solves agreement in the presence of
even one crash failure in the asynchronous model must have a non-terminating execution.
The groundbreaking result of Ben-Or 9] shows that free choice, or randomization, is the key
to solving Asynchronous Binary Agreement that terminates in a finite expected number of
rounds.

Our main conceptual contribution is to highlight the importance in protocols design
of obtaining a property we call binding. We believe protocols for asynchronous agreement
algorithms against adaptive adversaries that are designed to obtain our binding property
are modular and easy to prove correct.

Abstractly, a protocol obtains the binding property if no matter what the adversary does,
it is forced to choose (bind to) in the present in a way that restricts all future outcomes of
the protocol. As an example, we say a protocol obtains binding if there is a point in time
T (typically before any non-faulty party reveals their randomness) such that based on the
execution until time T, there is some value b (the value b is determined at time T) such
that any extension of this execution (no matter what the adversary does in the future), no
non-faulty party outputs b.

Intuitively, the binding property helps protocols overcome the FLP impossibility by forc-
ing the adaptive adversary to irrevocably choose (bind to) a value before knowing the random
choices of the non-faulty parties. We believe that reasoning about the binding property ex-

plicitly, as a first order goal for algorithm design, greatly helps clarity and analysis. We note



that proving security against adaptive adversaries is notoriously difficult and error prone.
Even in the synchronous model implementing the natural ideal functionality is non-trivial
[52, 48].

We use the following standard definitions to capture randomness via the abstract no-
tion of a common coin, first introduced by Rabin [73|. Roughly speaking, an e-good, t-
unpredictable common coin needs to have two properties: (1) Unpredictability the adversary
cannot predict the coin value before at least t + 1 parties start participating in the protocol;
and (2) Good: for any value v € {0,1}, with probability > €, all non-faulty parties output
v. Many O(1)-good common coins are based on Verifiable Secret Sharing [40, 15, 2, 19].
A 1/2-good common coin is called a strong common coin and can be implemented in the
authenticated setting using secret sharing |74, 13|. A canonical example is simply having
each party choose a local random coin. This is a 27"-good common coin, which we call the
local common coin.

Our framework is based on a new abstraction that we call Binding Crusader Agreement
(BCA). As in standard Crusader Agreement [31], this functionality is similar to agreement,
but allows some parties to output a special L value. More specifically, it guarantees (1)
Validity: when all non-faulty parties have the same input, this is the only output; and
(2) Agreement: no two honest parties output two distinct non-1 values. Additionally, as
discussed above, we require the protocol to satisfy the binding property: that is, at the
time t at which the first non-faulty party terminates, there is a value v € {0,1} such that
no non-faulty party can output v in any extension of the execution. Inspired by Gradecast
[40], we also extend BCA to Graded-BCA, where each party outputs a value and a grade
g € {0,1,2}, intuitively corresponding to how confident they are in their output. Roughly
speaking, in Graded-BCA, a grade of 2 implies that all parties have the same value. There
are numerous results that use the graded approach [53, 10, 44]|; our work is one of the few
that use it explicitly for an asynchronous model.

We show that asynchronous agreement can be solved with rounds of BCA followed by
a strong coin flip, or rounds of Graded-BCA followed by a flip of an e-good coin. We treat

this as a framework which can solve many variants of agreement, including crash-tolerant,



information-theoretic, and computational, depending on the implementation and guarantees
that the plugged in (Graded) BCA provides. We then present several implementations of
(Graded) BCA, and by optimizing those, arrive at algorithms for agreement that match or
improve upon the state of the art algorithms in terms of expected communication rounds to
termination.

We note that in this paper we consider the worst case expected number of rounds until
termination. This includes rounds after parties commit a value during which they cannot
yet terminate the protocol (this accounting is not always included in the literature). Fur-
thermore, we note that optimizations for ‘optimistic’ runs with synchrony or in which all

non-faulty parties have the same input, are useful in practice, but are not the topic of this
paper.

2.0.1 Previous Approaches

In this section, we present an overview of Asynchronous Byzantine Agreement protocols
of the past.

In [70], Mostéfaoui, Moumen, and Raynal present a protocol for Asynchronous Binary
Byzantine Agreement with O(n?) messages that has optimal resilience of ¢t < % Byzantine
processes. The protocol makes use of a perfect common coin as defined by Rabin in [73].
Tholoniat and Gramoli subsequently observe in [79] that the ABA protocol of [70] has a
liveness violation. In order to terminate, the protocol requires a round that each party
begins with the same value v. To achieve such a round, the protocol uses the common coin.
At the end of each round, a party adopts the value of the random coin or a value v € {0,1},
such that all parties that don’t adopt the coin value adopt v. Since the random coin is
perfect, if all non-faulty parties adopt the value of the coin in a given round, or the coin
matches the value v adopted by parties who don’t adopt the coin value, then the conditions
for termination are met. The flaw in the protocol is that an adversary can learn the value
of the coin in a given round, and then choose v to be the opposite of the value of the coin in
that round and force a non-faulty party to adopt v. If all non-faulty parties don’t start the

protocol with the same value, the adversary can force an infinite execution with this tactic.



We refer the reader to [79] and [14] for detailed descriptions of how the adversary ensures
an infinite execution.

In Algorithm 4 of [14], Cachin and Zanolini present a protocol for ABA that also uses
a perfect common coin and that they claim solves the issues of [70]. Their solution makes
use of a strong t-unpredictable common coin as well as the assumption of a FIFO network.
However, this protocol still has a liveness issue when non-faulty parties don’t all start the
protocol with the same value. We construct an example with a network of 4 parties; 3
non-faulty parties (X, Y, and S), and one Byzantine party B. Let X start with 0 and Y start
with 1. The starting value of S can be either 0 or 1 (we will show the attack works in either
case). X and Y both broadcast their starting values in VALUE messages to all of the other
parties. B sends 1 to X in a VALUE message, and 0 to Y in a VALUE message. Upon receiving
the VALUE messages for 1 from B and Y, X broadcasts a VALUE message containing 1 and
similarly Y broadcasts a VALUE message containing 0 upon receiving the VALUE messages for
0 from X and B. Upon receiving its own VALUE message for 1, X abuv-deliver’s 1, and likewise
Y abv-deliver’s 0. X and Y send AUX messages for 1 and 0, respectively. B then sends 0
to X in a VALUE message and lets X receive Y’s VALUE message for 0 (along with its own
VALUE message for 0), and X abv-deliver’s 0. Similarly, Y abv-deliver’s 1 after receiving the
VALUE messages for 1 from itself, X and B. X and Y now send their second AUX messages
for 0 and 1, respectively. B sends AUX messages for 0 and 1 to both X and Y. X and Y
now satisfy the condition on line 30 in Algorithm 4 of [14], and invoke release-coin. X and
Y receive each other’s release-coin invocation and learn the value of the coin (as does the
adversary). The coin is revealed to be s, and X and Y meet the condition on line 33 with
B = {0,1} and propose s in the next round.

We now show how S, to whom all messages for this round have been delayed thus far, can
adopt 1 — s for the next round without violating FIFO. Without loss of generality, assume
that s = 0. Then the adversary lets S receive Y’s VALUE message for 1. In addition, B sends
a VALUE message for 1 to S. S then broadcasts a VALUE message for 1 (if it hasn’t already
due to 1 being its starting value). S then abv-deliver’s 1 and sends an AUX message for 1.

The adversary also lets S receive X’s VALUE messages for 0 and 1, as well as its AUX message



for 1. B also sends S an AUX message for 1. At this point, S invokes release-coin, receives
B’s release-coin message, and subsequently reaches line 33 with B = {1}. As a result, S
starts the next round with 1. Notice that had s been 1, the adversary could have forced S
to reach line 33 with B = {0}, and therefore start the next round with 0, using the same
tactic. Also, this tactic worked regardless of S’s starting value and did not violate FIFO. S
received the first 3 messages sent by X in order and only the first message sent by Y. One
way to make this protocol work would be to use a 2f-unpredictable coin. In that case, S
would only have learned the value of the coin after receiving all of the AUX messages of one
of the other non-faulty parties. Since X and Y both sent AUX messages for both 0 and 1
prior to invoking release-coin, S would only satisfy the condition on line 33 with B = {0, 1}
and therefore would have also adopted the coin value. This solution would still require a

FIFO network which, as we show in our work, is not a necessary assumption.

2.0.2 Our contributions: Crash failures

Asynchronous agreement can be solved while tolerating a minority of crash failures using
randomization. This was first showed by Ben-Or in 1983 [9], but only against an oblivious
adversary. Later, Aguilera and Toueg [6] showed that Ben-Or’s protocol in fact works against
an adaptive adversary as well. However, Aguilera and Toueg only considered a local coin,
and showed expected termination in O(22"). Their results do not easily generalize to better

coins. Using our framework, we obtain the following results.

Theorem 1. Consider the problem of Asynchronous Binary Crash-tolerant Agreement with adaptive
security, optimal resilience, asymptotically optimal message complexity for a network of n parties,
where t < 3 parties may be faulty
1. Given an e-good t-unpredictable common coin, there exists a protocol that reaches termination
in 3/ € + 4 communication rounds in expectation.
2. Given a strong t-unpredictable common coin, there exists a protocol that reaches termination

in 7 communication rounds in expectation.

Compared to Aguilera and Toueg [6]: (1) for the local common coin this is a quadratic

improvement of the expected termination from O(22") to O(2"); (2) for any e-good common

9



Table 2.1: A comparison of previous results to ours in the crash-fault setting.

Aguilera and Toueg[6] | Ours
Strong Coin - 7
Weak Coin - 3/e+4
Local Coin O(22") O(2m)

Table 2.2: A comparison of our results in the Byzantine setting against previous results by
coin strength. °

[69] [14] [21] Ours
Strong t + 1 - - - 17
Strong 2t + 1 - 15 13 13
Weak t + 1 12/€4+9 - 6/€e+6 | 6/e+6
Strong 2t + 1 w. Threshold Sigs - - - 9

coin, when € » 27" this provides a significantly better bound (exponential improvement for
a O(1)-good common coin); (3) For a strong common coin, this provides the first result with

adaptive security that are optimized for this setting.

2.0.3 Our contributions: Byzantine failures in the authenticated setting

In addition to our results in the crash fault setting, we present an efficient protocol
for Asynchronous Binary Byzantine Agreement with threshold signatures. This result is
relevant for the several papers, such as the work of Cachin, Kursawe and Shoup [13], as
well as HoneyBadger (67|, Beat [36], and DUMBO-MVBA [60], that use binary agreement
and assume a DKG setup, and hence may benefit from this result for adaptive security and
better round complexity. Other systems [23, 22| in the authenticated model could use this

result to provide liveness in asynchrony.

Theorem 2. Given a strong 2t-unpredictable coin, and a Threshold Signature Setup, there exists a
protocol solving Authenticated Asynchronous Binary Byzantine Agreement with adaptive security
against a computationally bounded adversary, optimal resilience, and asymptotically optimal message

complexity that reaches termination in 9 communication rounds in expectation.

0 To the best of our knowledge, [21] has not been peer reviewed.
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2.0.4 Our contributions: Byzantine failures in the information theoretic
setting

Ben-Or’s [9] Byzantine resilient protocol does not have optimal resilience. Bracha’s [11]
protocol has optimal resilience but requires O(n3) message complexity, while the asymptoti-
cally optimal message complexity is O(n?) [32]. Mostefaoui, Moumen, and Reynal [70] solve
Asynchronous Binary Agreement with the asymptotically optimal O(n?) message complex-
ity and expected O(1/€) rounds given an e-good coin. This celebrated paper won the PODC
2014 best paper award, but it was later discovered that the protocol is not secure against
adaptive adversaries. To remedy this problem, the JACM version of Mostefaoui, Moumen,
and Reynal [69] had major protocol changes, more than doubling the round complexity.
In particular, the worst case expected round complexity of [69] is 12/€ + 9 so even with a
perfect coin the expected termination is 24-+9=33 rounds. Cachin and Zanolini [14] suggest
an improvement given a strong coin, but we show this improvement is not adaptively secure
(liveness violation) when instantiated with a t-unpredictable strong coin.

Crain [21] in February 2020 presents improvements both for a strong coin and a weak
coin. We note that these protocols, while not peer reviewed, have been used in other
academic papers [28].

In this paper, we match Crain’s expected rounds until termination through our frame-

work by presenting efficient information theoretic Byzantine-tolerant implementations of

(Graded-) BCA.

Theorem 3. Consider the problem of Asynchronous Binary Byzantine Agreement with adaptive
security, optimal resilience, asymptotically optimal message complexity for a network of n parties,
where t < 5 parties may be faulty
1. Given an e-good t-unpredictable common coin, there exists a protocol that reaches termination
in 6/ € + 6 communication rounds in expectation.
2. Given a strong t-unpredictable common coin, there exists a protocol that reaches termination
in 17 communication rounds in expectation.
3. Given a strong 2t-unpredictable common coin, there exists a protocol that reaches termination

in 13 communication rounds in expectation.
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We believe that our approach is simpler than that of Crain, further highlighting the
advantage of our agreement framework; it allows to match state-of-the-art algorithms while
abstracting out key properties, making proofs modular, and generalizing to other settings

as well.

2.1 Model

We consider an asynchronous message passing system with 7 parties, up to t of which
may fail. That is, processes may communicate with one another by sending messages on links
that do not drop messages, but may take an arbitrarily long amount of time to be received
(all messages do eventually reach their destination). We consider two types of failures; crash
failures, in which a party stops executing, and Byzantine failures, in which a party may act
arbitrarily. Any party that does not fail in either manner is called non-faulty. An adaptive
adversary controls which parties fail, and the amount of delay each message experiences.
The adversary does not know the future, but does have access to all parties’ private state.
In particular, the adversary knows the value of random coin flips at the moment that this
value is revealed to the party that flipped the coin.

We consider the following abstraction for random coins.

Definition 4 (e-Good , d-Unpredictable Coin). An e-good d-unpredictable coin provides an
access primitive that takes no arguments and outputs either 0 or 1 with the following properties:
o The output value for all parties is completely unpredictable until at least d + 1 parties have
accessed the coin.
» With probability at least €, all non-faulty parties get 0, and with probability at least €, all

non-faulty parties get 1.

An e-good and d-unpredictable common coin has two properties: (1) Unpredictability the
adversary cannot predict the coin value at long as at most d parties started the protocol;
(2) Good: for any value v € {0,1}, all non-faulty parties output v with probability > €. If
a coin is 1/2-good, we call it a strong coin. Many O(1)-good common coins are based on
Verifiable Secret Sharing [40, 15, 2|. A strong common coin and can be implemented in the

authenticated setting using secret sharing [74, 13]. Building coins of various goodness has
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been studied in other works and is not the topic of this paper. Instead, we use e-good coins
as a black box. Since many strong common coins are based on polynomial secret sharing,
we will interchangeably say d-unpredictable and degree d.

We are interested in solving binary agreement problems in this setting. In particular,
we consider the following two standard variants of agreement, which correspond to a setting

with Byzantine failures and a setting with only crash failures, respectively.

Definition 5 (Asynchronous Byzantine Agreement (ABA)). An asynchronous Byzantine agree-
ment protocol among n parties is one in which each party receives an input and outputs a value v
and has the following guarantees:
* (Agreement) If a non-faulty party commits v and another non-faulty party commits v',
v="1.
¢ (Validity) If all non-faulty parties receive the same value v as input, all non-faulty parties
commit v.

* (Termination) All non-faulty parties eventually commit and then eventually terminate with

probability 1.

Definition 6 (Asynchronous Crash Agreement (ACA)). A crash consensus protocol among n
parties is one in which each party receives an input and outputs a value v and has the following
guarantees:

* (Agreement) If a party commits v and another party commits v/, v = v’

* (Weak Validity) If all parties receive the same input value v, all non-faulty parties commit v.

o (Termination) All non-faulty parties eventually commit and then eventually terminate with

probability 1.

ACA is sometimes referred to as crash-tolerant consensus, uniform consensus, or simply
consensus in the literature. The definition for ACA differs from that of ABA in that the
agreement property of ACA is stronger as it must apply for any two parties that output
values. The validity property of ACA is weaker in that it only applies if all parties start
the protocol with the same value. These differences in definition are standard and reflect

the nature of failures assumed for these two problems; generally, it is assumed that parties
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executing ACA only fail by crashing, whereas parties executing ABA can fail arbitrarily. The
weaker validity property is needed to allow ACA to be solvable with 2f + 1 parties. In
this paper, when referring generally to either one of these agreement problems, we say
Asynchronous Agreement (44). We note that in this paper, we only consider Asynchronous
Agreement with binary input. We therefore drop the ‘binary’ qualifier in the rest of the
paper.

2.1.1 Notations

For the reader’s convenience, we provide here all the notations we use to refer to different
problem variants throughout this paper, including ones defined later on. The notations are
also introduced in the first place that uses them.

We use the acronym ABA% to refer to Asynchronous Byzantine Agreement with a strong
coin. ABA. refers to Asynchronous Byzantine Agreement with an e-good coin. BCAgy,
refers to Binding Crusader Agreement for a Byzantine adversary, while BCA¢, 44, refers to
Binding Crusader Agreement for a crash adversary. BCAgy, 1siq refers to Binding Crusader
Agreement with threshold signatures for a Byzantine adversary. EVBCAgy., EVGBCApy.,
and EVBCApy, rsig refer to the Externally Valid BCA, Externally Valid Graded BCA, and
Externally Valid BCA with threshold signatures protocols in the Byzantine setting. The
notation ABA 1 -BCAgy;,Tsig refers to the ABA 1 protocol with BCAp,, rsig plugged in for

BCA.

2.2 A Framework for Randomized Agreement

In Section 2.0.1, we describe Asynchronous Byzantine Agreement algorithms of the past
that had flawed proofs of termination. They all follow a common pattern; parties execute
rounds in which they try to decide a value, and if they cannot decide, they flip a coin to use
as their input value in the next round. The counter examples to these algorithms similarly
all stem from the same core problem: after the coin value is revealed, the adversary can still
influence some parties to choose either value, and in particular, can force some of them not
to adopt the coin value for the next round.

Our main contribution in this paper is capturing this common algorithmic pattern in a
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simple unifying framework, which proceeds in rounds of crusader agreement followed by a
coin flip. Crusader agreement [31] allows parties to decide L instead of one of the input values
if not all parties received the same input. Intuitively, in our framework a party adopts the
value of the coin in round r if and only if the decision of its rth crusader agreement instance
was L.

To make this framework solve asynchronous agreement against an adaptive adversary,
we introduce a new property, called binding, to crusader agreement. The binding property
dictates that by the time at which the first non-faulty party decides in an instance of crusader
agreement, there is some value that no non-faulty party can decide. Thus, in the context of
our agreement framework, this means that the adversary must ‘bind’ to some value before it
sees the value of the coin in each round. Binding Crusader Agreement (BCA), is thus defined

as follows.

Definition 7 (Binding Crusader Agreement (BCA)). A Binding Crusader Agreement protocol
between n parties has the following guarantees:
(Agreement) If two non-faulty parties decide values x and y, then either x = y or at least one
of the values is L.
(Validity) If all non-faulty parties have the same input, then this is the only possible decision
for non-faulty parties.
(Termination) All non-faulty parties eventually decide and then eventually terminate.
(Binding) Let time T be the first time such that there is a party that is non-faulty at time T
and decides at time T. At time T, there is a value b € {0, 1} such that no non-faulty party

decides 1 — b in any extension of this execution.

Note that the binding property is only interesting in the case that the non-faulty party
referred to in the definition decided L. Otherwise, it trivially follows from agreement. To be
able to implement BCA with an optimal tolerance to crash faults, we must weaken its validity
property to match that of ACA. In particular, we must use the following validity property:

e (Weak Validity) If all parties have the same input v, then all non-faulty parties decide

0.
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We refer to BCA with this weak validity property as BCA-Crash, and to the one with the
stronger validity property as BCA-Byz. That is, if any party, even a faulty one, has input
value v to an instance of BCA-Crash, the protocol is allowed to decide v. This is known as
a weak validity property, and has been shown to be necessary for solving agreement in an
asynchronous setting with n > 2t 4+ 1 parties, even under crash faults [8, 66]. The proof of
that result can easily be modified to apply to BCA as well.

The full definition of BCA-Crash is as follows.

Definition 8 (Binding Crusader Agreement (BCAc,4)). A Binding Crusader Agreement
protocol between n parties has the following guarantees:
(Agreement) If two parties decide values x and y, then either x = y or at least one of the
values is L.
(Validity) If all parties have the same input, then this is the only possible decision.
(Termination) All non-faulty parties eventually decide.
(Binding) Let time t be the the first time at which a party decides; at time t there is a value

b € {0, 1} such that no party decides 1 — b in any extension of this execution.

Other changes include requiring that all parties that terminate satisfy agreement (not
just the non-faulty ones). Similarly, binding applies to all parties, including faulty ones.

Any solution to BCA (of either kind) can then be plugged into our framework to yield
a solution to asynchronous agreement. The properties of the BCA implementation directly
translate to properties of the resulting agreement protocol. For example, the agreement
protocol inherits its fault tolerance and validity from its BCA. Thus, the same framework
captures both crash-tolerant and Byzantine-tolerant agreement.

We present two versions of the framework depending on the strength of the coin that
is used. The first uses BCA as was explained above, but requires a strong coin. That is,
in each round, the coin must give the same value to all parties. To handle a weaker coin
guarantee, we replace binding crusader agreement with its graded version. Graded crusader
agreement was introduced by Feldman and Micali [40], and has parties output, along with

their decision value, a grade that intuitively indicates how sure they are of their decision
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value. The definition of GBCA is as follows.

Definition 9 (Graded Binding Crusader Agreement (GBCA)). In a Graded Binding Crusader
Agreement protocol, each party decides a value from a set of 5 ordered buckets: 0 grade 2, 0 grade 1,
1 grade 0,1 grade 1, 1 grade 2 and has the following guarantees:
(Graded Agreement) If a non-faulty party decides v grade 2 or v grade 1, no non-faulty party
decides 1 — v grade 1 or 2. Further, if a non-faulty party decides v grade 2, no non-faulty
party decides | grade 0.
(Validity) If all non-faulty parties have the same input v, then all non-faulty parties decide v
grade 2.
(Termination) All non-faulty parties eventually decide and then eventually terminate.
(Graded Binding) Let time T be the first time such that there is a party that is non-faulty at
time T and decides at time T. At time T, there is a value b € {0,1} such that no non-faulty

party decides 1 — b grade 1 or 2 in any extension of this execution.

We call this version of GBCA GBCA-Byz, and define GBCA-Crash by weakening the validity

property as with the non-graded version. The full definition of GBCA-Crash is as follows.

Definition 10 (Graded Binding Crusader Agreement (GBCAcy,s1,)). A Graded Binding Cru-
sader Agreement protocol between n parties is one in which each party decides a value from a set
of 5 ordered buckets: 0 grade 2, 0 grade 1, L grade 0, 1 grade 1, 1 grade 2, and has the following
guarantees:
(Graded Agreement) If a party decides v grade 1 or 2, no party decides v’ grade 1 or 2 such
that v/ = 1 — v. Further, if a party decides v grade 2, no party decides L grade 0.
(Validity) If all parties have the same input v, then v grade 2 is the only possible decision.
(Termination) All non-faulty parties eventually decide.
(Graded Binding) Let time t be the the first time at which a party decides; at time t there
is a value b € {0,1} such that no party decides 1 — b grade 1 or 2 in any extension of this

execution.

With graded BCA, parties in our framework only commit in their agreement instance if

the decision of their GBCA was grade 2 (high confidence), and only adopt the coin if their
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decision was grade 0 (equivalently, if they decide L). If a party decides a non-L value v with
grade 1 in round r of the framework, it will adopt v as the input for the next round, but
will not decide yet. Of course, this version of the protocol works with a strong coin as well,
but as we show later on, BCA can be solved more efficiently than its graded counterpart, and
therefore our strong-coin version of the framework allows for more efficient solutions.

In the rest of this section, we present pseudocode for the two versions of our framework
and prove that the Byzantine and Crash tolerant versions of (graded) BCA can be pluggged
in to yield solutions to ABA and ACA respectively.

A note on termination. In our framework, when a party commits a value for
the asynchronous agreement protocol, it continues participating until all others commit
as well. Achieving an actual termination point can be done by having every non-faulty
party broadcasting a special "commited" message upon deciding a value v. In the crash
setting, a party can commit v once it receives such a message, broadcast the message, and
terminate. In the Byzantine setting, once a party receives t + 1 such messages, they can
commit v and broadcast the same message. Upon receiving 2t + 1 such messages, a party can
terminate. Therefore, in this section we simply measure the number of high level BCA-coin
rounds until all parties commit. In later sections, we measure broadcasts, i.e., the number of
communication steps required to terminate in an implementation of BCA. There, we report
one extra broadcast to account for the commitment broadcast. Thus, in all our theorems

we report rounds until actual termination (not just until commitment).

2.2.1 Asynchronous Agreement with a Strong Coin

Input: x
1: r=0,est = x
2: while true
r+ =1
val = BCA(est)
¢ = CommonCoin()
if val # 1 and ¢ == val then commit val, est = val
else if val # 1 then est = val
else est = ¢

FIGURE 2.1: Asynchronous Agreement with a Strong Coin

Our framework for solving asynchronous agreement with a strong coin is presented in
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Figure 2.1. As described above, it proceeds in rounds of BCA followed by a coin flip. A party
that decides L in its BCA instance of round 7 adopts the coin value of r as the input to the
BCA instance in round ¥ + 1. A party that decides a non-L value v in round r will not adopt
the coin value. Instead, if the coin value is also v, then it commits v. Otherwise, it uses v
as its input to the BCA of round » + 1.

Intuitively, a party that commits a value v in round » knows that it is safe to do so since
all other parties will either have decide v in r as well, and therefore will have committed
in round r as well, or they will have seen that the value of the coin is v, and will therefore
adopt it in the next round. All non-faulty parties are therefore guaranteed to execute the
next round of BCA with input v, and are therefore guaranteed to decide that value until they
eventually commit it.

In the rest of this subsection, we show that by plugging in a Byzantine-tolerant version
of BCA into Figure 2.1, we get a solution to ABA, and by plugging in a crash-tolerant BCA
implementation, we get a solution to ACA. We note that ACA has a weaker validity property
than ABA, and accordingly we define a weak validity version of BCA to allow for more fault
tolerant implementations in the case of crash faults.

We now prove that this framework is correct. Theorem 11 formalizes this statement.

Theorem 11. If we plug an implementation of BCA-Byz into BCA, and CommonCoin is a correct
implementation of a strong coin, then Figure 2.1 solves Asynchronous Byzantine Agreement in
any system in which n > 3t + 1 and terminates in 4 rounds in expectation against an adaptive

adversary.
To prove Theorem 11, we start with a useful lemma.

Lemma 12. If all non-faulty parties start a round r with the same estimate value est = v, then all

non-faulty parties will commit v within a constant number of rounds.

Proof. By the validity of BCA, since every non-faulty party inputs v to the instance of BCA,
all non-faulty parties decide v. If ¢ = v, all non-faulty commit v in this round. Otherwise,

all non-faulty parties set est = v and start the next round. This continues for each round
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until we reach a round in which ¢ = v, which happens in an expected constant number of

rounds from round r. O

Using Lemma 12, it is now easy to show the correctness of the AA% protocol (Figure 2.1).

Proof of Theorem 11. We prove that each of the properties of asynchronous Byzantine agree-

ment is satisfied.

Agreement. Note that a non-faulty party p only commits a value in a round r if the coin
agreed with this value and it was the decision of p’s BCA in round r. Let p be the first non-
faulty party that commits, let r be the round in which it commits, and let v be its committed
value. Note that in round 7, no other value can be commited, since the commitment value
is always the same as the coin of that round, and the coin is strong, so for any round r,
all parties have the same coin value in r. Recall that BCA ensures that if a non-faulty party
decides v from BCA, every other non-faulty party decides either L or v from that instance of
BCA. Since the coin value was v in r, all non-faulty parties must have started round r +1

with est = v. Therefore, by Lemma 12, every other correct party 4 must also decide v.

Validity. If all non-faulty parties have the same input, then they all start round 0 with the

same estimate. Therefore, by Lemma 12, they will all decide on that input.

Termination. Note that if in any round, either all non-faulty parties decide L in their BCA, or
the coin is the same as the non-_L decision value of BCA, then the lemma applies in the next
round. Furthermore, by the binding property of BCA, the adversary is bound to the non-L
decision value of the BCA in any round r (if there is one) by the time the first non-faulty
party finishes its BCA in round r. In particular, this must happen before the coin value is
revealed in any coin of degree t or larger. Therefore, in each round, there is at least a 50%

chance that the BCA decision value is the same as the coin, or L. ]

We now show that the framework presented in Figure 2.1 also works for the crash tolerant
case with BCA-Crash. Theorem 11 almost immediately implies that the frameworks work
for the crash-fault setting as well, but we must ensure that the weaker validity property of

BCA-Crash does not break correctness.
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Theorem 13. If we plug an implementation of BCA-Crash into BCA, and CommonCoin is a correct
implementation of a strong coin, then Figure 2.1 solves Asynchronous Crash Agreement in any

system in which n > 2t + 1 and terminates in 4 rounds in expectation against an adaptive adversary.

We now prove Theorem 13. To prove the theorem, we rely on a version of Lemma 12

that is weakened to match the weak validity property of BCAc,ush-

Lemma 14. If all parties start the BCAcy,s;, of round r of Figure 2.1 with the same estimate value

est = v, then all non-faulty parties commit v within a constant number of rounds.

Proof. The proof is very similar to that of Lemma 12. By the validity of BCA(,,sy, since every
party inputs v to the instance of BCAcy,s, in round r, all parties that complete the BCA in
that round decide v. If ¢ = v, all participating parties commit v in this round. Otherwise,
all participating parties start the next round with est = v. This continues until we reach a

round in which ¢ = v, which happens in 2 rounds in expectation. O

We are now ready to prove Theorem 13. Its proof is very similar to that of Theorem 11,

except that we use Lemma 14.

Proof of Theorem 13. We consider each property of crash-tolerant agreement separately.

Agreement. Note that the agreement argument of Theorem 11 does not rely on the validity
property of BCA at all, and can use Lemma 14 instead of Lemma 12. Therefore, agreement

holds.

Validity. If all parties have the same input, then they all start round 0 with the same

estimate. Therefore, by Lemma 14, they will commit on that input.

Termination. The termination proof is also very similar to its counterpart in Theorem 11. In
any round in which all parties decide L or the coin value agrees with the non-_L decision,
Lemma 14 applies. The binding property of BCA¢,s;, combined with the strong coin ensures
that this happens with probability at least 50% in each round. Thus, combining this with the
expected two rounds for termination in Lemma 14, termination happens within 4 rounds in

expectation. m
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2.2.2 Asynchronous Agreement for Weak Coin from Graded BCA

The framework presented in Figure 2.1 relies heavily on the common coin giving the
same random value to each non-faulty party in a given round. If the coin were to sometimes
give different values to different parties, Lemma 12 would no longer hold, which could lead
to agreement breaking.

More concretely, the following bad scenario could occur: a non-faulty party x decides
value v in its BCA in a round 7, and gets v from its coin in round r as well, and therefore
commits v. However, all other non-faulty processes decide | in their BCA in round r and
receive a coin value of 1 — v. In this case, it is possible that these non-faulty parties decide
1 — v in the BCA of round r + 1, and could potentially commit 1 — v if their coin for round
r + 1 agrees with this value. In this way, agreement would be violated.

However, implementing a strong common coin requires cryptographic support [13]. Thus,
it is important to ask whether we can solve AA using a similar framework, while only making

use of a weak coin.

1. Input: x

2:0=x

3: while true

val, grade = GBCA(v)

¢ = WeakCoin()

ifval == L thenv =¢

else v = val

if grade = 2 then commit val

FIGURE 2.2: Asynchronous Agreement with a Weak Coin

In this subsection, we show that this is possible by tweaking the BCA abstraction. In
particular, as described in the beginning of Section 2.2, we make use of a gradecast, or
graded crusader agreement abstraction, as introduced by Feldman and Micali [40].

We now show how GBCA can be used to solve AA using a weak coin. Pseudocode for this
algorithm is presented in Figure 2.2. The idea is simple; the algorithm proceeds in rounds
in which GBCA is run, followed by a coin flip. Intuitively, the coin and the decision of this
round’s GBCA together inform the input for the next round’s GBCA. However, the coin is only

ever adopted if the decision of GBCA was L. Otherwise, if the decision was some non-_1 value
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v, regardless of the grade, v will be this party’s input for the next round. Furthermore, if
the decision was grade 2, then the party commits v in this round. The key insight is that
if a party decides grade 2 v and commits, then by graded agreement all others will have v
as input for their next round, and will therefore all commit in the next round by validity.
We formalize this argument by proving that plugging in implementations of GBCA-Byz and
GBCA-Crash into Figure 2.2 yields solutions to ABA and ACA respectively regardless of the

strength of the coin.

Theorem 15. If we plug an implementation of GBCA-Byz into GBCA, and WeakCoin is a correct
implementation of an e-good coin, then Figure 2.2 solves Asynchronous Byzantine Agreement in
any system in which n = 3t 4+ 1 and terminates in 1 + 1/€ expected rounds against an adaptive

adversary.

Theorem 16. If we plug an implementation of GBCA-Crash into GBCA, and WeakCoin is a correct
implementation of an e-good coin, then Figure 2.2 solves Asynchronous Crash Agreement in any
system in which n > 2t + 1 and terminates in 1 + 1/€ expected rounds against an adaptive

adversary.

We now prove Theorem 15. We begin with a lemma very similar to Lemma 12, but even

stronger.

Lemma 17. If all non-faulty parties start a round r of Figure 2.2 with the same estimate value

est = v, then all non-faulty parties commit v in round r.

Proof. By the validity of GBCA, if all non-faulty parties start their GBCA with the same value
v, they all decide v with grade 2. In that case, in Figure 2.2, they all commit v regardless of

the value of the coin. O

Proof of Theorem 15. We prove that each of the properties of asynchronous Byzantine agree-
ment is satisfied.

Agreement. Assume that two non-faulty parties x and y commit values v and v’ respectively,
where v # v'. If they commit in the same round, that means that x decided v grade 2 from

its GBCA and y decided v’ grade 2 in the same round of GBC4, violating graded agreement.
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So, assume without loss of generality that x commits first, and let the round in which x
commits be round r. By graded agreement of GBCA, since x had value v grade 2 in round
r, all non-faulty parties must have decided v grade 1 or 2, and therefore by Figure 2.2, all
non-faulty parties start round r + 1 with v as their estimate. By Lemma 17, they all commit

v — a contradiction to the assumption that y commited v'.
Validity. Immediate from Lemma 17.

Termination. Note that by the binding property of GBCA, by the time at which the first
non-faulty party accesses the coin in a round r, there is some value, say v, that no non-faulty
party can decide in round r (in any grade). Furthermore, by the definition of weak coin,
there is a non-zero probability €, that all non-faulty parties will get 1 — v as their coin value
in round r. If this happens, then all non-faulty parties start round r + 1 with the same value
1 -9, and by Lemma 17, the protocol terminates in round r + 1. Therefore, the protocol
terminates in a number of rounds whose expectation is upper bounded by 1 + 1/€ for an

e-good coin. O

We now show that the framework presented in Figure 2.2 works for crash-tolerant agree-
ment as well.

For the proof, we rely on a weak validity version of Lemma 17.

Lemma 18. If all parties start a round of Figure 2.2 with the same estimate value est = v then all

parties commit v in round r.

Proof. By the weak validity property of GBCAc,,g, if all parties start their GBCAcyus,
instance with the same value v, they will all decide v with grade 2. In that case, in Figure 2.2,

they all commit v regardless of the value of the coin. O
We are now ready to prove Theorem 16.

Proof of Theorem 16. The proof is similar to the proof of Theorem 15.

Agreement. The agreement proof of Theorem 15 does not rely on the validity property, and

can use Lemma 18 instead of Lemma 17.

Validity. Immediate from Lemma 18.
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Termination. The termination argument proceeds similarly to the termination argument
of Theorem 15. By binding, by the time the first party accesses the coin in round r, there
is some value v that cannot be decided by any party in the GBCAc,,s;, of round r. If the
coin gives the same value to all parties in round r, and that value agrees with the non-_L
value they decide, then Lemma 18 applies. Therefore, the protocol terminates in a number

of rounds whose expectation is upper bounded by 1 + 1/¢ for an e-good coin. O

2.3 Implementing Binding Crusader Agreement
2.3.1 Asynchronous Crash Fault Tolerant Binding Crusader Agreement

We now present an protocol for weak validity BCA tolerating t < n/2 crash faults. The
pseudocode is shown in Figure 2.3. To participate in the algorithm, a party p begins by
sending its input value x to all parties in the system, labeled as a ‘value message’ with the
tag val. It then waits to receive at least n — f value messages, and checks whether they all
contain the same value x. If so, p sends an echo message {echo, id, x) to all, and otherwise,
it echos L, to indicate that it has witnessed at least two different initial values. p then waits
to receive at least n —t echo messages; if all of them again contain the same value x, p

outputs x as its decision value. Otherwise, p outputs L.

Input: x
1: send (val, id, x) to all
2: upon receiving (val, id, *) messages from n — t parties and not having sent an echo message:
3: if all of the messages contain the same value x, send {echo, id, x) to all
4: else, send {echo, id, 1) to all
5: upon receiving {echo, id, =)y messages from n — t parties:
6: if all the messages contain the same value x, decide x
7: else, decide L

FIGURE 2.3: Asynchronous Binding Crusader Agreement for Crash Faults instance
id(BCAcyash)

We now present the proof of correctness for the protocol in Figure 2.3, showing it is an

implementation of weak validity BCA for crash faults with optimal fault tolerance.
Lemma 19. The protocol in Figure 2.3 satisfies agreement.

Proof. If a party outputs v, then they must have received at least n — t echo messages

containing v. Since parties send only a single echo message, by a simple quorum intersection
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argument, no party can output 1 —v. ]
Lemma 20. The protocol in Figure 2.3 satisfies weak validity.

Proof. Assume that all parties start the protocol with value v and some party p outputs
1 —v. p must have received {(echo, id, 1 — v) messages from at least nn — f parties, all of whom
received (val, id, 1 — v) messages from at least n — t parties. However, this contradicts the

fact that all of the parties started with v. O
Lemma 21. The protocol in Figure 2.3 satisfies termination within 2 communication rounds.

Proof. By inspecting the algorithm, it is easy to see that each party only ever sends at most
2 messages. Thus, if both upon clauses are eventually satisfied, the lemma holds.

Every non-faulty party sends a (val, id, x) message. Therefore, every non-faulty party
receives a sufficient number of val messages to send an echo message. As a result, all

non-faulty parties eventually decide. O
Lemma 22. The protocol in Figure 2.3 satisfies binding.

Proof. In order for a party to decide non-1 v, some party must have sent {echo, id, v). By
quorum intersection, if a party sends (echo, id, v), then no party can send {echo, id, 1 — v).
Since a party must receive n — t {echo, id, v) to decide non-_L v, binding is achieved once

the first party decides. O

Lemmas 19, 20, 21, and 22 together imply Theorem 23. Plugging this into Theorem 11,

we get the proof for Theorem 24.

Theorem 23. The protocol in Figure 2.3 implements weak validity BCA (BCA-Crash) tolerating

t < [n/2] crash faults and all parties decide within 2 communication rounds.
Theorem 23 and Theorem 13 together imply the following result.

Theorem 24. There is a protocol that solves asynchronous crash-tolerant agreement in an expected

7 broadcasts in a system with n > 2t + 1 parties and a t-unpredictable strong common coin.
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Proof. Consider the AA% -BCAcyqsn protocol. The adversary has two strategies in a given
round:

1. All parties output L from BCAc,s

2. Some parties output a non-_L value from BCAc, s,
If the adversary chooses the first strategy, then the parties adopt the same value and decide
in the next round of AA 1 where the coin is equal to that value, so 3 rounds in expectation.

If the adversary chooses the second strategy, it takes in expectation two rounds of AA !
for the coin to equal the non-_L decision value. Once this happens, some party must have
commited.

The first strategy takes 3 rounds in expectation for a party to commit, while the second
strategy takes 2 rounds in expectation. Once a party commits, they broadcast a "commit"
message to all of the other parties and terminate. All of the other parties also broadcast
this message and terminate once they receive it. Since there are 2 broadcasts per round of

BCA(y4sn, the protocol terminates in an expected 7 broadcasts. O

2.3.2 Asynchronous Byzantine Fault Tolerant Binding Crusader Agree-
ment

We now present an implementation of BCA that tolerates Byzantine failures, and works
as long as n > 3t + 1. The protocol is presented in Figure 2.4. In the pseudocode, we use
upon to specify a clause that is triggered every time the specified condition is met, and wait
until to indicate a clause that is only triggered the first time its condition is met.

The protocol proceeds as follows. Like in the crash-tolerant case, a party starts by
sending its input value x to all other parties. In contrast to the crash-tolerant case though,
here we have parties amplify values that they hear from at least one non-faulty party (i.e.,
t + 1 parties in total). The initial send of the value and the amplification are treated in the
same way, and thus we call both types of messages an echo message.

Once {echo, v) for the same v is received from at least n —t parties, a party p sends
an echo? message with value v, and adds v to its approvedVals. Intuitively, p will never
propagate or decide a value that isn’t in its approvedVals set. The approvedVals set can

later be updated to contain the other value 1 — v as well if n — t {echo, id, 1 — v) messages
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are received. However, a non-faulty party only ever sends one echo2 message.

Intuitively, since each non-faulty party sends just one echo2 message, and that message
always contains a non-_1 value, we can think of echo2 messages as ‘voting’ for a value that we
are sure all non-faulty parties will eventually hear and that some non-faulty party received as
input. In the next phase of the protocol, a non-faulty party p aggregates the received votes
and either amplifies a value v by sending {echo3, id, v) if it heard n — t distinct parties vote
for v with an {echo2, id, v) message, or sends {echo3, id, 1) if it heard differing votes. An
{echo3, id, 1) message can also be sent if p has placed both v and 1 — v in its approvedVals
set, meaning that eventually all parties will see and have both values in their approvedVals
sets as well.

Finally, p makes its decision by aggregating echo3 messages. If it receives at least n — ¢t
echo3d messages with the same non-_L value v, it decides v. Otherwise, it waits until both v
and 1 — v are in its approvedVals and it has received n — t echo3 messages (regardless of their
value) and then decides L. Intuitively, waiting to have both values in the approvedVals helps
validity; it ensures that the Byzantine parties can’t force a decision of L if all non-faulty

parties started with the same value.

Input: x

1: approvedVals = {}

2: send (echo, id, x) to all

3: upon receiving {echo, id, v) for the same non-1 v from ¢ + 1 parties:

4: if haven’t echoed v yet then send {echo, id, v) to all

5: upon receiving {echo, id, v) for the same non-L v from n — t parties:

6: approvedVals = approvedVals| Jv

7: if haven’t sent any echo2 message yet then send (echo2, id, v) to all

8: wait until

9: (1) |approvedVals| > 1 or
10: (2) received {echo2, id, v) for the same non-_L v from n — ¢ parties
11:  if (1) then send {echo3, id, L) to all
12:  else send {echo3, id, v) to all
13: wait until
14: (1) lapprovedVals| > 1 and received echo3 messages from at least n — t parties or
15: (2) received {echo3, id, v) for the same non-_L v from at least n — f parties
16:  if (1) then decide L
17:  else decide v

FIGURE 2.4: Asynchronous Binding Crusader Agreement for Byzantine Faults instance id
(BCAByz)

28



We now prove that the protocol in Figure 2.4 satisfies the properties stated in Defini-
tion 83. More specifically, we show the following theorem, which is implied from Lemmas 26,

27, 29 and 31.

Theorem 25. The protocol in Figure 2.4 implements binding crusader agreement that terminates in
at most 4 communication rounds and works in an asynchronous system with n > 3t + 1 parties

where t parties could be Byzantine.
Lemma 26. The protocol in Figure 2.4 satisfies agreement.

Proof. Assume, for a contradiction, that two non-faulty parties p; and p; decide non- | values
x; and x; respectively, such that x; # x;. In order to decide x;, p; must have received echo3
messages from n — t different parties with the value x;. Similarly, p; must have received
echo3 messages from n — ¢ different parties with the value x;. By quorum intersection this

cannot happen since each non-faulty party sends only one echo3 message. ]
Lemma 27. The protocol in Figure 2.4 satisfies validity.

Proof. We prove validity in two parts. First, we prove that if all non-faulty parties start with
value v, no non-faulty party outputs L. Assume, for a contradiction, that all non-faulty
parties start with v and some non-faulty party p; outputs L. Notice that the condition
under which a party decides L (line 16) requires that that party’s approvedVals set contains
two distinct values. In order for a party to have two values in its approvedVals set, it
must receive n — t copies of (echo, b) for both b = 0 and b = 1. A party only sends an
amplification echo for a value v’ # v (line 4) if they received at least t + 1 messages (echo, id,
v’). Therefore, some non-faulty party must have started with value 1 — v, a contradiction.

Next, we prove that if all non-faulty parties start with value v, no non-faulty party de-
cides 1 — v. In order to decide 1 — v, a non-faulty party must have 1 — v in its approvedVals
set (line 15). Again, this requires that some non-faulty party started with 1 — v, a contradic-

tion. O

Lemma 28. If all non-faulty parties begin the protocol in Figure 2.4 and no non-faulty party

terminates, the approvedVals sets of all non-faulty parties are eventually equal.
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Proof. A non-faulty party adds value v to its approvedVals set after receiving (echo, id, v)
messages from at least n — t distinct parties, at least n — 2t of which had to have been non-
faulty parties. Therefore, if a non-faulty party adds v to its approvedVals set, all non-faulty
parties receive at least t + 1 {echo, id, v) messages and send {echo, id, v) themselves if they
haven’t already (line 4). As a result, all non-faulty parties receive {echo, id, v) messages

from at least n — t parties and add v to their approvedVals sets. ]
Lemma 29. The protocol in Figure 2.4 satisfies termination within 4 communication rounds.

Proof. Since we are in the binary agreement case, it is clear by the pseudocode that a party
sends at most 4 messages; either one or two echo messages, one echo2 message and one
echo3 message.

Also because we are considering the binary agreement case, there must be some value v
such that at least t + 1 non-faulty parties start with v. Therefore, eventually all non-faulty
parties send (echo, id, v). All non-faulty parties will then receive at least n — t {echo, id, v)
messages and send an echo2 message if they haven’t already. In addition, each party will
add v to its approvedVals set.

In order for a non-faulty party to proceed in the protocol by sending an echo3 message,
either the condition on Line 10 or Line 9 must be reached and satisfied. Note that non-faulty
parties only send echo2 messages containing non-_L values. We consider two cases to prove
that every non-faulty party eventually sends an echo3 message:

1. All non-faulty parties send echo2 messages for the same value v. Thus the condition
on Line 10 is triggered and met once it receives echo2 messages from all non-faulty
parties.

2. Some non-faulty party sends {echo2, id, v), and some non-faulty party sends {echo2,
id, 1 — v). By Lemma 28, the approvedVals sets of all non-faulty parties eventually
contain both v and 1 — v. Therefore, eventually the condition on Line 9 will be met.

We have thus proved that all non-faulty parties send echo3 messages, and we must now
prove that all non-faulty parties decide. We therefore must show that either the condition

on Line 14 or the condition on Line 15 is reached and satisfied for all non-faulty parties that
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have not yet decided. We consider two cases:

1. All non-faulty parties send {echo3, id, v) for the same non-L value v. So clearly,
Line 15 will be reached and satisfied.

2. Not all non-faulty parties send {echo3, id, v) for the same non-_l value v. If a non-
faulty party sent (echo3, id, L), then its approvedVals must have had more than one
value in it. Furthermore, since any non-faulty party that sends (echo2, id, v) must
have v in its approvedVals, and a non-faulty party must receive (echo2, id, v) from at
least t + 1 non-faulty parties before sending (echo3, id, v), any non-_L value that was
sent in an echo3 message by a non-faulty party must be in some non-faulty party’s
approvedVals. By Lemma 28, eventually the approvedVals sets of all non-faulty parties
contain both 0 and 1. Since we’ve shown above that all non-faulty parties eventually
send an echo3 message, the condition on Line 14 will eventually be satisfied.

Therefore, all non-faulty parties eventually decide. O

Lemma 30. If a non-faulty party sends {echo3, id, v), where v is a non-bot value, no non-faulty

party sends {echo3, id, 1 — v).

Proof. If a non-faulty party sends {echo3, id, v) for a non-L v they received {(echo2, id,
v) from at least n — t parties. Since non-faulty parties send a single echo2 message, no
non-faulty party can receive a sufficient number of (echo2, id, 1 — v) messages to send

{echo3,id, 1 —v). O
Lemma 31. The protocol in Figure 2.4 satisfies binding.

Proof. Let p; be the first non-faulty party to decide. p; must have received at least n — ¢
echo3 messages, at least t + 1 of which were from non-faulty parties. Consider these t + 1
echo3 messages from non-faulty parties. If one of these messages contained a non-_L value v,
then by Lemma 30, no non-faulty party sends {echo3, id, 1 — v) and therefore no non-faulty
party can decide 1 — v. If all of the ¢ + 1 echo3 messages contain L, then no non-faulty
party can receive enough echo3 messages with either non-_1 values to decide either non-_L

value. O
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In Appendix 2.7.1 we show how, when plugging BCAg,, into AA 1, We can use information
from the AA 1 execution, such as the value of the coin in the previous round, to reduce the
number of broadcasts per round. We define a new primitive based on BCA titled Externally
Valid Binding Crusader Agreement (EVBCA) and present EVBCAp,,, a modified version of

the BCApy, protocol that implements EVBCA.

Theorem 32. There is an protocol that solves asynchronous Byzantine fault tolerant agreement in

expected 13 broadcasts in a system with n > 3t + 1 parties and a 2t-unpredictable strong coin.

Theorem 33. There is an protocol that solves asynchronous Byzantine fault tolerant agreement in

an expected 17 broadcasts in a system with n > 3t + 1 parties and a t-unpredictable strong coin.

A note on space complexity. Note that as described, a non-faulty party may not
terminate the BCAp,, protocol until it has sent echo messages for both 0 and 1. This
is because it may be required to continue participating in the protocol to ensure that all
other non-faulty parties also terminate. Without ensuring that non-faulty parties eventually
terminate each instance, sequentially running k instances requires each party to maintain
O(kn) local memory. In Section 2.5, we present a termination gadget to ensure that only

the latest instance needs to be maintained.

2.4 Implementing Graded BCA
2.4.1 Asynchronous Crash Fault Tolerant GBCA

In Figure 2.5, we present a protocol for Asynchronous Graded Binding Crusader Agree-
ment that withstands n > 2t + 1 crash faults. A party participating in this protocol first
broadcasts their input, x, to all of the other in a val message. Upon receiving val messages
from n — t parties, a party broadcasts an {echo, v) message if they all contain the same
value v and (echo, 1) otherwise. Similarly, upon receiving echo messages from n — t parties,
a party broadcasts an (echo2, v) message if they all contain the same value v and {echo2,
1) otherwise. Finally, once a party has received echo2 messages from n — t parties, if they
all contain the same non-L value v or they all contain L, the party decides v (v grade 2)
or | respectively. If at least one of the echo2 messages contains non-1 value v and at least

one of the echo2 messages contains contains a value other than v, the party decides vl (v
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grade 1). Notice that up until line 8, the protocol is nearly the same as that of BCAcugn
in Figure 2.3. The echo2 message a party sends corresponds to the value decided in the

protocol for BCAcsh-
Lemma 34. The protocol in Figure 2.5 satisfies graded agreement.

Proof. First, we prove that if a party outputs v grade 1 or 2, no party outputs v’ grade 1 or 2
such that v/ = 1 — v. If a party decides v (grade 1 or 2), they received at least one {echo2,
id, v) message. In order to send {echo2, id, v), a party must have received {echo, id, v)
messages from at least n — t parties. Since a party sends an echo message for a single value
v, the statement follows from a quorum intersection argument.

Next, we prove that if a party outputs v grade 2, no non-faulty party outputs L grade 0.
If a party outputs v grade 2, they received {echo2, id, v) messages from at least n — ¢ parties.

Therefore, every party will see at least one (echo2, id, v) message. O
Lemma 35. The protocol in Figure 2.5 satisfies termination within 3 communication rounds.

Proof. It is clear from examining the protocol that parties broadcast at most 3 messages: a
val message, an echo message, and an echo2 message.

Since there are at least n — t non-faulty parties, every non-faulty party receives (val, id,
*) messages from at least n — t parties and sends an echo message. Every party therefore
receives echo messages from at least n — t parties, and all non-faulty parties send echo2
messages. Finally, every party receives at least n — t echo2 messages, and all non-faulty

parties decide a value. O
Lemma 36. The protocol in Figure 2.5 satisfies validity.

Proof. Assume that all parties start with v. We will prove that no party outputs 1 — v grade
1or2,vgradel, or L grade 0. In order to output such a value, a party must receive an
echo2 message containing a value other than v. In order for a party to send such an echo2
message, a party must have sent an echo message for a value other than v. This means a
party must have started with a value other than v, contradicting our original statement.

Therefore, by termination, all the parties decide v grade 2. O
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Lemma 37. The protocol in Figure 2.5 satisfies binding.

Proof. At the time at which the first party decides, at least n — t parties must have sent
echo2 messages. In order to output a value v grade 1 or 2, a party must receive at least one
{echo2, id, v) message. Since a party sends only a single echo2 message with a non-_L value,
by the time the first n — t parties send echo2 messages, there must be a value v’ € {0, 1} such

that no party can output v’ grade 1 or 2. O

Input: x
: send (val, id, x) to all
: upon receiving (val, id, *) messages from n — t parties and not having sent an echo message:
if all of the messages contain the same value v then send {echo, id, v) to all
else send {echo, id, 1) to all

1
2
3
4
5: upon receiving {echo, id, *) messages from n — t parties and not having sent an echo2 message:
6 if all of the messages contain the same value v then send {echo2, id, v) to all

7 else send {echo2, id, 1) to all

8

9

: upon receiving {echo2, id, =) messages from n — t parties:
if all of the messages contain the same value v then decide v, 2
10: else if > 1 of the messages contains v and > 1 of the messages contains a value other than
v then decide v, 1
11: else decide 1, 0

FIGURE 2.5: Asynchronous Graded Binding Crusader Agreement for Crash Faults instance
id (GBCACrush)

Theorem 38. The protocol in Figure 2.5 implements graded binding crusader agreement that
terminates in at most 3 communication rounds and works in an asynchronous system with n >

2t + 1 parties where t parties could crash.
Proof. The Theorem is implied by Lemmas 34, 35, 36 and 37. O

Theorem 39. There is a protocol that solves asynchronous crash fault tolerant agreement in expected

3/€ + 4 broadcasts in a system with n > 2t + 1 parties and an e-good coin.

Proof. Consider the AA.-GBCAcy,s;, protocol. If the value of the coin for all parties is equal
to the non-_L decision value of the parties in that round, or they all output L, then Lemma 36
applies in the next round and all of the non-faulty parties commit. In expectation, it takes
1/e€ rounds for the parties to adopt the same value. Once they do, there is an additional

round for them to decide that value, grade 2. There are 3 broadcasts per round and parties
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send a final broadcast once they commit. This gives us a total of 3/e +3 +1=3/¢ + 4

broadcasts. O

2.4.2 Asynchronous Byzantine Fault Tolerant Graded Binding Crusader
Agreement

In this section, we present a protocol for Asynchronous Graded Binding Crusader Agree-
ment that tolerates t < Z Byzantine faults. This protocol can be thought of as performing
BCABy, in order to bind the adversary to a single non- L value v that no non-faulty party can
output, or to having L be the only value that non-faulty parties can output. This gives us
the graded binding property of Definition 84. Using the output of this first BCApy,, we then
add an additional echo4 and echob round to get the graded agreement agreement property
necessary for ABA with a weak coin. Graded agreement states that if some non-faulty party
outputs v grade 2, all other non-faulty parties output v with grade 2 or 1. This ensures
that if some non-faulty party decides v in the ABA protocol in a given round, all non-faulty
parties start the next round with v and, due to the validity property, decide v in the next
round of ABA.

As such, the protocol in Algorithm 2.6 is nearly identical to that of Figure 2.4 up through
line 17. The echo4 message that a party sends corresponds to the value output from the
protocol in Figure 2.4. Upon receiving echo4 messages from 2f 4+ 1 parties, a party sends an
echob message for value v if they all contain the same non-1 value v or an echob message
for L if its approvedVals set contains more than 1 value. Finally, a party decides based on
the following criteria:

1. v grade 2 if it receives echob messages from n — t parties for the same non-_1 value v

2. v grade 1 if it receives echob messages from n — t parties (at least one of which contains

a non-L value v), it receives t + 1 echo4 messages for v, and its approvedVals set
contains two values

3. L grade 0 if it receives n —t echob messages containing L and its approvedVals set
contains two values.

By quorum intersection, it can’t be the case that condition 1 is satisfied for one non-faulty

party and condition 3 is satisfied for another non-faulty party in the same instance, ensuring
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Input: x

1: approvedVals = {}

2: send {echo, id, x) to all

3: upon receiving {echo, id, v) for the same non-L v from ¢ + 1 parties:

4: if haven’t echoed v yet then send {echo, id, v) to all

5: upon receiving {echo, id, v) for the same non-l v from n — t parties:

6: approvedVals = approvedVals| Jv

7: if haven’t sent an echo2 message yet then send {echo2, id, v) to all

8: wait until

9: (1) {echo2, id, v) has been received from n — t parties for the same non-. v or
10: (2) (echo2, id, *) messages have been received from n — t parties and |approvedVals| > 1
11:  if 1 then send {echo3, id, v) to all
12:  else send (echo3, id, 1) to all
13: wait until

14: (1) {echo3, id, v) has been received from n — t parties for the same non-. v or

15: (2) {echo3, id, *) messages have been received from n — t parties and |approvedVals| > 1
16:  if (1) then send (echo4, id, v) to all

17:  else send (echo4, id, 1) to all

18: wait until

19: (1) ¢echo4, id, v) has been received from n — t parties for the same non-. v or

20: (2) {echo4, id, =) messages have been received from n — t distinct parties and

lapprovedVals| > 1

21:  if (1) then send {echob5, id, v) to all

22:  else send {echo5, id, 1) to all

23: wait until

24: (1) {echo5, id, v) has been received from n — t parties for the same non-. v or

25: (2) {echob, id, =) messages have been received from at least n — t distinct parties, at least
one of which is (echo5, id, v) s.t. v is non-_L, {echo4, id, v) messages have been received from
atleast t + 1 distinct parties, and |approvedVals| > 1 or

26: (3) (echob, id, L) messages have been received from at least n — t distinct parties and
lapprovedVals| > 1

27:  if (1) then decide v, 2

28:  else if (2) then decide v, 1

29: else decide 1,0

FIGURE 2.6: Asynchronous Graded Binding Crusader Agreement for Byzantine Faults
instance id (GBCAgy)

graded agreement. In condition 2, checking that t 4+ 1 parties have sent {echod4, id, v)
messages before outputting v grade 1 ensures that some non-faulty party has sent {echo4,
id, v) so that the binding property of AA% holds. By checking that approvedVals contains
more than 1 value (conditions 2 and 3) prior to outputting v grade 1 or L grade 0, we get
validity.

We now prove that the protocol in Figure 2.6 implements Graded Binding Crusader

Agreement. We first start with an important lemma.

Lemma 40. If no non-faulty party terminates the protocol, then the approvedVals sets of all
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non-faulty parties are eventually equal.

Proof. A non-faulty party adds value v to its approvedVals set if it receives {(echo, id, v)
messages from at least n — t distinct parties. At least t 4+ 1 of these messages had to have
been from non-faulty parties, and therefore will be received by all non-faulty parties. As
a result, all non-faulty parties send amplification echos for v (Lines 3-4), and all parties

receive a sufficient number of echo messages for v to add v to their approvedVals sets. [J

Lemma 41. The protocol in Figure 2.6 satisfies graded agreement.

Proof. First we prove that if a non-faulty party outputs non-1 value v grade 1 or 2, then
no non-faulty party outputs 1 — v grade 1 or 2. Assume that a non-faulty party outputs v
grade 1. Then they must have seen t 4 1 {echo4, id, v) messages, at least one of which was
from a non-faulty party. The statement therefore follows from Lemma 26 and the fact that
outputting v grade 2 requires more than one non-faulty party to send {echo4, id, v) (and
likewise for 1 — v).

Next, we prove that if a non-faulty party outputs non-1L value v grade 2, no non-faulty
party outputs L grade 0. In order to output v grade 2, a party must receive (echo5, id,
v) messages from at least n — t parties. By quorum intersection, and the fact that each
non-faulty party broadcast a single echo5 message, no non-faulty party can receive the

required n — t {echob5, id, 1) messages to decide L grade 0. O

Lemma 42. The protocol in Figure 2.6 satisfies validity.

Proof. Assume all non-faulty parties start the protocol with v. By Lemma 27, all non-
faulty parties send (echo4, id, v). Next, we show that no non-faulty party adds 1 — v to
its approvedVals set. To show this, we prove that no non-faulty party ever sends an {echo,
id, 1 — v) message. In order to send an {(echo, id, 1 — v) message, a non-faulty party must
receive {(echo, id, 1 — v) from t + 1 parties. This cannot happen if all non-faulty parties
start with v. Therefore, non-faulty parties will only send an echo5 message after receiving
n — t {echo4, id, v) messages, and will therefore all send {echo5, id, v). Since no non-faulty
party adds 1 — v to its approvedVals, all non-faulty parties decide only upon receiving n — t

(echo5, id, v) messages and output v. O
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Lemma 43. The protocol in Figure 2.6 satisfies termination within 6 communication rounds.

Proof. 1t is clear from examining the protocol that a party sends at most two echo messages
and at most one echo2, one echo3, one echo4, and one echo5 message.

By Lemma 29, all non-faulty parties send echo4 messages. If all non-faulty parties send
(echo4, id, v) for the same non-_L value v, then all non-faulty parties receive {echo4, id, v)
messages from a sufficient number of parties to send (echo5, id, v). All non-faulty parties
then receive {echob5, id, v) from a sufficient number of parties to decide v.

Next, we consider the case where all non-faulty parties do not send {(echo4, id, v) for the
same non-L value v. Assume that this is the case. Then, by Lemma 26, the only other value
non-faulty parties could have sent is (echo4, id, 1). This non-faulty party must have its
lapprovedVals| > 1. By Lemma 40, |approvedVals| > 1 for all non-faulty parties eventually,
and all non-faulty parties accept this echo4 message. As a result, all non-faulty parties send
echo5 messages. If a non-faulty party sends (echo5, id, v), they received (echo4, id, v) from
at least n — t parties, and every parties is guaranteed to receive {echo4, id, v) from at least
t 4+ 1 parties. If a non-faulty party sends {(echo5, id, 1), again by Lemma 40, all non-faulty
parties accept this echo5 message. As a result, all parties receive a sufficient number of

valid echo5 messages and decide a value. O
Lemma 44. The protocol in Figure 2.6 satisfies binding.

Proof. In order for a non-faulty party to decide v or v 1, at least one non-faulty party must

send (echo4, id, v). The lemma therefore follows from Lemma 31. ]

Theorem 45. The protocol in Figure 2.6 implements graded binding crusader agreement that
terminates in at most 6 communication rounds and works in an asynchronous system with n >

3t + 1 parties where t parties could be Byzantine.
Proof. The Theorem is implied from Lemmas 41, 42, 43 and 44. ]

Theorem 46. There is a protocol that solves asynchronous Byzantine fault tolerant agreement in
expected 6/ € + 6 broadcasts in a system with n > 3t + 1 parties, where t parties could be Byzantine,

and an e-good coin.
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Proof. Consider the AA.-GBCApy, protocol. If the value of the coin for all non-faulty parties
in a given round is equal to the non-_1 decision value of the non-faulty parties in that round,
or they all output L, then Lemma 42 applies in the next round and all the non-faulty parties
commit. In expectation it takes 1/e rounds until this happens, and there are at most 6
broadcasts per round until it does. Since all non-faulty parties start the round in which
they commit with the same value, there are 5 broadcasts in that round. There is one final

broadcast after all the non-faulty parties decide to ensure termination. O
2.5 Garbage Collection

If a party outputs a non-L value from an instance of BCApy,, they may need to still
participate in the protocol after deciding a value to send an additional echo message if
needed. Hence even after outputting a non-1 value, a party is required to maintain state
and continue running the protocol to help others output a value. In this section, we present
a termination gadget that can be added to BCApy, to ensure that all non-faulty parties
eventually terminate the protocol. The same approach can be applied to the GBCApy,

protocol as well.

1: upon deciding L:

2 send (output, id, L) to all

3 terminate

4: upon deciding non-1 v:

5: send {output, id, v) to all

6: upon receiving t + 1 {output, id, v) messages for non-_L v and not having decided:
7 decide v

8 send {output, id, v) to all

9: upon having sent {echo, id, 0) and {echo, id, 1) and having decided:

10: terminate

11: upon receiving n — t {output, id, v) messages for non-L v and having decided:
12: terminate

FIGURE 2.7: Termination Gadget for BCA instance id

Lemma 47. All non-faulty parties eventually decide a value in the BCAp,.-Term protocol.

Proof. The only case in which a non-faulty party terminates the BCAg,,-Term protocol

without sending echo messages for both non-_L values is if they received n — t {output, id,
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v) messages, in which case all non-faulty parties receive a sufficient number of (output, id,

v) messages to decide v (line 6). The Lemma follows from this fact and Lemma 29. O

Lemma 48. All non-faulty parties eventually terminate the BCAp,,-Term protocol.

Proof. Note that if a non-faulty party sends echo messages for both non-1 values, they
have no way of participating in the instance of the BCAp,, protocol after deciding a value.
The non-trivial aspect of the termination gadget is to ensure that non-faulty parties can
terminate without sending echo messages for both non-_L values if needed. To prove that the
protocol in Figure 2.7 achieves the required termination property, we distinguish between
two cases:

1. All non-faulty parties output the same non-_1 value v.

2. Some non-faulty party outputs L.
Note that by the agreement property of BCA, these are the only possible outcomes of an
instance of BCA. We now prove that in both cases, all non-faulty parties eventually terminate
the instance of BCA. In case 1, all non-faulty parties send {output, id, v) (line 5). All non-faulty
parties eventually have the condition on line 11 satisfied, and they all terminate.

In case 2, the non-faulty party that output L sends (output, id, L) (line 2) and terminates.
Note that by Lemma 47, all non-faulty parties eventually decide a value. Since some non-
faulty party decided L, at least t 4 1 non-faulty parties must have sent echo messages for
both non-1 values. All non-faulty parties eventually receive these echo messages and, if
they haven’t already terminated, send echo messages for both non-_L values and terminate

(line 9). O
2.6 Binding Crusader Agreement with Threshold Signatures

In this section, we present BCApy, rsiq, the BCA protocol that is used in ABA 1 to im-
plement ABA% -BCApy, 1sig- BCApy, Tsig tolerates t < % Byzantine parties. We add two
cryptographic assumptions in this model: digital signatures and threshold signatures. More
specifically, we use a k out of I threshold signature scheme [74] i.e., k parties must partic-
ipate in order to create a valid threshold signature. We use threshold signatures with two

thresholds: for k =t +1 and k = 2t + 1, both for | = n. pk; refers to the public key of party
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pj- The interface for the threshold signature scheme is described in Appendix B. We now
describe Algorithm 2, the protocol for BCApy, sig- First, we describe the two threshold
signatures that are created in the protocol:

® Uechoid,p 15 a threshold signature for k = t + 1 proving that a non-faulty party started

instance id with value v.

® Ouchos,idw is @ threshold signature for k = 2t 41 proving that t + 1 non-faulty parties

sent echo3 messages for v, and thus, by binding, no non-faulty party can output 1 — v

from this instance.
In this setting, we are able to do away with the amplification echo and approvedVals set
that were used in the information theoretic setting because ey, id» is a sufficient proof that
some non-faulty party started instance id with value v, and it can be sent along with any
message.

A non-faulty party starts the protocol by broadcasting its starting value x in an echo
message along with a threshold signature share on {echo, id, x). Upon receiving such
messages from t + 1 parties containing valid threshold signature shares for the same value
x, a party combines them into a threshold signature, o, iq», and broadcasts it in an echo2
message for v. Upon receiving such an echo2 message for a value v and valid 0, igo for o,
a party can broadcast the same echo2 message if it hasn’t already sent an echo2 message.
Upon receiving echo2 messages for values v' containing valid O, ig s from 2t + 1 parties, a
party broadcasts an echo3 message:

e If the 2f + 1 echo2 messages are for the same value v, it broadcasts {(echo3, v, Opcpo id v,

ts), where fs is a threshold signature share on (echo, id, v).
e If the 2t + 1 echo2 messages are not for the same value v, it broadcasts {echo3, L,
{Techo,id,or Oecho,id1 v} L)-
In both cases, the ¢ sent in the echo3 messages are from the echo2 messages that the
party received. For each echod message that a party receives, it checks that it contains the
necessary set of proofs and that it contains a valid threshold signature share if it is for a
non-1 value. Upon receiving valid echo3 messages from 2t + 1 parties, a party outputs L if

they are not all for the same value v, or v if they are all for the same value v. In addition, if
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all the echo3 messages are for the same value v, a party combines the shares in the messages
into a threshold signature o,03 4, on (echo, id, v). In Appendix 2.7.2 , we show how to use
this proof to implement ABA%—EVBCAByZ,TSZ-g, an optimized version of ABA%—BCAByZ,TSig
that is able to reach termination with fewer broadcasts. The pseudocode and the proof of
Theorem 49 are in Appendix B. Theorem 50 follows from the EVBCAg,, rsis protocol, and

the corresponding proofs can be found in Appendix 2.7.2.

Theorem 49. The protocol in Figure 2 implements binding crusader agreement that terminates in
at most 3 communication rounds and works in an asynchronous system with n > 3t 4+ 1 parties

where t parties could be Byzantine.

Theorem 50. There is a protocol that solves asynchronous Byzantine fault tolerant agreement in
expected 9 broadcasts in a system with n > 3t 4 1 parties, a 2t-unpredictable strong coin, and a

threshold signature setup.
2.7 Externally Valid Binding Crusader Agreement

In previous sections, we presented protocols for Asynchronous Agreement and Binding
Crusader Agreement in a decoupled fashion. Now that we have explained the simple frame-
work for AA based on BCA, we show a series of modifications to make AA protocols terminate
with fewer broadcasts. When using BCA within an AA protocol, we can take into account
the context of the AA protocol within the BCA execution (such as the value of the coin of
the previous round) to reduce the number of broadcasts in each round. In this section, we
present these modifications and prove their correctness. These optimizations rely on the fact
that in certain cases, the proof that a value or message is "valid" exists, and is guaranteed to
be received by all parties. In these conditions, parties can omit sending certain messages for
this value in the next round, or send certain messages early, since all parties are guaranteed
to receive proof that this value or message is "valid" and act accordingly in that round.

To illustrate an example, consider the AA 1 -BCApy, protocol. If a party has proof that
some non-faulty party started round r of the protocol with 0 (i.e. by receiving t + 1 echo
messages for 0) and some non-faulty party started round r with 1, and the value of the coin

in round r is 0, then the party knows that it is possible that some non-faulty party could
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have decided 1 within the BCAg,, instance of round r and updated its est to 0, the value
of the coin. In addition, it knows that 0 is a "safe value" for the subsequent round because
no non-faulty party would have commited 1 in round as it is not the coin value. Non-faulty
parties that adopt 0 in round 7 as a result of deciding L from the instance of BCAp,, can
therefore omit sending echo messages for 0 in round r 4+ 1. Note that the existence of such a
proof that 0 is a valid value doesn’t guarantee that a non-faulty party did output that value
from BCApy,; it only means that they could have. The modified protocols therefore no
longer satisfy the original validity properties of BCA and GBCA as defined in Definition 83
and Definition 84. For this reason, we define a new validity property, external validity, that
is a property of Externally Valid Binding Crusader Agreement (EVGBCA). External validity
captures that a value is "externally valid" if a proof of its validity exists, even if no non-faulty
party started with that value.

We first present a definition for Externally Valid Binding Crusader Agreement (EVBCA)
and prove that when a protocol that implements EVBCA is plugged into AA 1 respectively,
the result is a protocol implementing AA. In section 2.7.1, we should how to get Externally
Valid Binding Crusader Agreement for Byzantine faults (EVBCAp,,) from BCApy,. We
then prove that FVBCApy, implements EVBCA. In section 2.7.2, we show the same for Ex-
ternally Valid Binding Crusader Agreement with threshold signatures for Byzantine faults
(EVBCABy,, 1sig) from BCApy. Tsig-

We first define Externally Valid Binding Crusader Agreement (EVBCA) with an external

function called Ext-Valid() that returns whether a value is valid or not.

Definition 51. (Externally Valid Binding Crusader Agreement (EVBCA)) An Externally Valid
Binding Crusader Agreement protocol between n parties has the following guarantees:
(Agreement) If two non-faulty parties output values x and y, then either x = y or at least
one of the values is L.
(External Validity) If Ext-Valid(v)=true and Ext-Valid(1 — v)=false, all non-faulty
parties decide v.
(Termination) All non-faulty parties eventually decide.

(Binding) Let t be the first time at which a party that is non-faulty at the time of deciding
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decides. At time t there is a value b € {0, 1} such that no non-faulty party decides 1 — b in

any extension of this execution.

Next, we define an externally valid value for the AA 1 in the context of the AA% protocol.

Definition 52. (Externally Valid Value for AA 1 ) A value v is externally valid in round r of the
AA 1 protocol if either of the following conditions are met:

1. A non-faulty party started round r of the protocol with v.

2. v was externally valid in round r — 1 and no non-faulty party committed 1 — v in round r — 1.

We now show that a protocol implementing EVBCA can be plugged into the AA% protocol

(Figure 2.1) to solve AA.

Theorem 53. If we plug an implementation of EVBCA into BCA and CommonCoin is a correct
implementation of a strong coin, then the protocol in Figure 2.1 solves asynchronous Byzantine
agreement in any system in which n > 3t + 1 and terminates in 4 rounds in expectation against an

adaptive adversary.
Before proving Theorem 53, we start with a useful lemma.

Lemma 54. If all non-faulty parties start round r with the same value est = v, and Ext-Valid(l —

v)=false, then all non-faulty parties commit v within a constant number of rounds.

Proof. By the external validity property of EVBCA, every non-faulty party outputs v from
EVBCA and therefore sets est = v in round r. Since no non-faulty party starts round r +1
with 1 — v and 1 — v was not externally valid in round r, Ext-Valid(1 — v)=false in round
r + 1. This continues for every round by the definition of external validity. In round v’ > r
where v is equal to the value returned by CommonCoin for round 7/, all non-faulty parties
commit v. In expectation, this happens in 2 rounds since CommonCoin has a 50% probability

of returning v in each round. O

Proof of Theorem 53. We prove that each of the properties of asynchronous Byzantine agree-

ment is satisfied.
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Agreement. A non-faulty party p only commits a value in round r if the coin agreed
with this value and it was the output of p’s EVBCA in round r. Let p be the first non-faulty
party that commits, let r be the round in which it commits, and let v be its commit value.
Note that in round 7 no other value can be commited since the commit value is always the
same as the coin of that round and the coin is strong. By the agreement property of EVBCA,
every non-faulty party decides v or L from EVBCA, and therefore all non-faulty parties set
est = v at the end of this round.

By the definition of an externally valid value, Ext-Valid(1 — v)=false in round r 4- 1. By
the external validity property of EVBC4, in subsequent rounds of AA 1 NO non-faulty party
ever decides 1 — v or L from EVBCA and 1 — v never becomes externally valid. Therefore, no
non-faulty party ever decides 1 — v in round 7 > r.

Validity. If all non-faulty parties start the protocol with v, then 1 — v cannot be externally
valid by the definition of an externally valid value. Therefore, by Lemma 54 all non-faulty
parties will commit v.

Termination. Note that if in any round the coin value is equal to the non-L decision
value of non-faulty parties or all of the non-faulty parties output L, Lemma 54 applies in
the next round. Furthermore, by the binding property of EVBCA, the adversary is bound to
the non-L value b that can possibly be output by a non-faulty party in a round r (if there is
one), by the time the first non-faulty party finishes its EVBCA in round r. In particular, this
must happen before the coin value is revealed in any coin of degree t or larger. Therefore, in
each round, there is at least a 50% chance that the value b to which the adversary is bound

will be the same as the coin or L. O

2.7.1 Implementing Externally Valid Binding Crusader Agreement

We now present modifications that can be applied to the BCAg,, protocol of Figure 2.4
to obtain EVBCApy., a protocol that implements EVBCA. When used with a 2t degree strong
common coin in the AA% protocol of Figure 2.1, the EVBCAg,, requires at most 3 broadcasts
per round, and a minimum of two broadcasts per round, for every round after the first round.

We first present the definition of an externally valid value that is specific to AA 1 -BCApy.
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We then prove that this definition satisfies the definition of an externally valid value for the

AA 1 protocol in Definition 52. After that, we present the modifications to get EVBCAp,,

from BCApy,. Finally, we prove that EVBCAp,, implements EVBCA.

Definition 55. (Externally Valid Value for AA 1 -BCABy.) A value v is externally valid for the in
round r of the AA 1 -BCABy; protocol if either of the following conditions are met:
1. v is eventually in the approvedVals set of all non-faulty parties in round v — 1 and v is the
value of the common coin in round r — 1.

2. Some non-faulty party starts round r of the protocol with value v.

Lemma 56. Externally Valid Value for AA% -BCABy; (Definition 55) satisfies the definition of an

Externally Valid Value for AA 1 in Definition 52.

Proof. We use a proof by induction. Consider round 0 of the AA 1 -BCAp,, protocol. If
all non-faulty parties start round 0 with value v, no non-faulty party adds 1 — v to their
approvedVals set in round 0, and no non-faulty party decides 1 — v or | from the BCAg,,
of that round. By validity of BCAp,,, no non-faulty party ever starts a round with 1 — v or

adds 1 — v to their approvedVals set. ]

We now present the set of modifications that are applied to BCApy; to get the EVBCAp,,

protocol.

1. In round r, p; automatically adds v to its approvedVals set if p;’s approvedVals set of
round ¥ — 1 contains v and v was the value of the common coin in round r — 1.

2. Upon adding value v to its approvedVals set in round r, if p; did not already send an
echo2 message in round r, p; sends (echo2, r, v) to all parties.

3. If p; outputs L from the BCAp,, of round r and the coin value in round 7 is ¢, p; does
not send an echo message in round r + 1 and directly broadcasts an {(echo2, r +1, v)
message.

4. Upon outputting v from the BCApy, of round r, if the common coin of round r also
equals v, then p; automatically broadcasts the messages (echo2, r + 1, v) and (echo3,

r+1, v) together in round r + 1. Note that this does not hinder liveness because
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all non-faulty parties automatically add v to their approvedVals set of round r by
optimization 1 and Lemma 58.

We now prove that the EVBCAg,, protocol implements EVBCA.

Theorem 57. The EVBCAB,, protocol implements EVBCA.

Proof. The theorem follows from Lemmas 59, 60, 61, and 64. ]
Before proving that each property of EVBCA is satisfied we start with a useful lemma.

Lemma 58. If non-faulty party p; adds v to its approvedVals set of round r, then eventually v is

in the round r approvedVals set of all non-faulty parties.

Proof. We use a proof by induction. Consider the EVBCAg,; in round r = 0 of the AA% -
EVBCABy, protocol. The only way for a non-faulty party to add a value v to its approvedVals
set in this round is if it receives at least n — t {echo, r, v) messages. At least t 4 1 of these
messages must have been sent by non-faulty parties and are therefore received by all parties.
As a result, all non-faulty parties send {echo, r, v) messages, and all non-faulty parties add
v to their approvedVals set.

Now, assume the lemma is true for round "’ > 0, consider round # = r” 4+ 1, and let
¢ be the value of the common coin in round r”. If a non-faulty party adds a value to its
approvedVals set as a result of receiving echo messages for it from n — t parties in round 7/,
then by the same argument used for round 0, the value is eventually added to the round
" approvedVals sets of all non-faulty parties. Otherwise, if a party adds ¢ to its round /
approvedVals, this was because it had ¢ in its round " approvedVals set. Since the common
coin is strong and by the assumption for round r”, all non-faulty parties add c to their round

r" approvedVals sets. ]
Lemma 59. The EVBCAp,, protocol satisfies agreement.
Proof. This follows from Lemma 26. O

Lemma 60. The EVBCAB,, protocol satisfies external validity.
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Proof. Consider a round r in which v is the only externally valid value. This means that all
non-faulty parties start the round with value v and 1 — v was not the value of the coin in
the previous round, and/or it is never in their round r — 1 approvedVals sets. Then the only
way that a non-faulty party can add 1 — v to their round r approvedVals is if they receive
echo messages for 1 — v in round r from at least n — ¢ parties. This cannot happen since
no non-faulty party starts round r with 1 — v. As a result, v is the only value that can be

decided by non-faulty parties in round r. The rest of the proof follows from Lemma 61. [
Lemma 61. The EVBCAB,, protocol satisfies termination.

Proof. There are two possible cases to consider for a given round r of the protocol:

1. There is a single externally valid value v in round r.

2. There are two externally valid values in round r.
In case 1, if v was not the value of the coin in the previous round (meaning all non-faulty
parties start round r with v and therefore send (echo, r, v) messages), termination follows
from Lemma 29.

In case 1, if v was the value of the coin in the previous round, all non-faulty parties
add v to their approvedVals sets and directly send an echo2 message for v. All non-faulty
parties then receive a sufficient number of echo2 messages for v to send echo3 messages for
v. Finally, all non-faulty parties decide v.

In case 2, first we prove that all non-faulty parties send echo2 messages. If the value of
the coin, ¢, in round r — 1 is added to the approvedVals set of all non-faulty parties in round
r — 1, then eventually all non-faulty parties add c to their round r approvedVals set and
send echo2 messages for ¢ in round r. If this is not the case, there must be some value such
that at least ¢ 4+ 1 non-faulty parties start round r with that value, and all non-faulty parties
eventually receive a sufficient number of echo messages for it to send an echo2 message.
Then termination follows from 29. In either case, since a non-faulty party adds a value
to their approvedVals prior to sending an echo2 message for it, by Lemma 58, termination

follows.
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Before proving that EVBCAp,, satisfies binding, we prove that there is at most one

non-_| value v for which non-faulty parties send echo3 messages in a given round.

Lemma 62. If a non-faulty party sends an echo3 message for value v in round r, then no non-faulty

party sends an echo3 message for 1 — v in round r.

Lemma 63. We use a proof by contradiction. Let p; and p; be non-faulty parties that send echo3
messages for v; and v; respectively in round r. If neither party sent an early echo3 message as a
result of deciding the value of the coin of round r — 1 in the EVBCA of round r — 1 (optimization 4),
then the lemma follows from Lemma 30.

Assume p; sent an echo3 message for v; as a result of optimization 4. We will show that it must
be the case that v; = v;. By agreement (Lemma 59), all non-faulty parties decide v or L from the
EVBCABy; of round r — 1. Therefore, since the common coin is strong, all non-faulty parties start
round r with est = v;. By the definition of an externally valid value, 1 — v; is not externally valid.
If vi = 1 —v;, pj must have added 1 — v; to its approvedVals set of round r. Since 1 — v; is not
value of the common coin of round r — 1 and no non-faulty party starts round r with est = 1 — v,

Z)]' = 0;.
Lemma 64. The EVBCAp,, protocol satisfies binding.
Proof. This follows from Lemma 62 and Lemma 31. O

Lemma 65. The ABA% -EVBCABy, protocol solves asynchronous Byzantine agreement in expected

13 broadcasts in a system with n > 3t 4- 1 parties and a degree 2t strong coin against an adaptive

adversary if CommonCotn is a correct implementation of a strong common coin.

Proof. In expectation it takes 2 rounds of the AA% -EVBCABy, protocol until the coin value is
equal to the non-_1 decision value of non-faulty parties. Once all non-faulty parties have
adopted the same value, it takes an additional two rounds in expectation for the coin to
be equal that value again so they may all decide. As a result, the AA ! -EVBCAB,, protocol
takes in expectation 4 rounds for all non-faulty parties to decide. Next, we must count the

number of broadcasts that occur in each of the 4 rounds.
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In the AA ! -EVBCABy; protocol, in every round after the first round, at most one value,
the value opposite the coin value of the previous round, is echoed by non-faulty parties. If
all non-faulty parties start a round with the same value and this value is the same as the
value of the coin of the previous round, non-faulty parties don’t send any echo messages.
There are two rounds in which non-faulty parties don’t start with the same value and two
rounds that they do start with the same value in expectation. As a result, in expectation
there are 4 broadcasts in the first round, 2 broadcasts in the round that occurs after all
non-faulty parties adopt the coin value, 3 broadcasts in the remaining two rounds, and a
final broadcast to ensure that all non-faulty parties terminate totalling 13 broadcasts.

Note that since the coin is of degree 2t, and binding is achieved once the first ¢ + 1
non-faulty parties send echo3 messages, the reveal coin messages can be sent with the echo3

messages so that they don’t require additional broadcasts. O

2.7.2 Implementing Externally Valid Binding Crusader Agreement with
Threshold Signatures

In section 2.6, we presented BCApy; 1sig, @ protocol for binding crusader agreement
that, when plugged into AA% to get AA%—BCAByZ,TSig, implements Asynchronous Byzantine
Agreement with a strong coin and threshold signatures. As shown in Lemma 140, the
AA 1 -BCApy;,Tsig protocol takes an expected 13 rounds of broadcast to terminate with a
2t degree strong coin. In this section, we describe two optimizations that can be applied
to BOApy, 1sig to obtain EVBCApy, rsiq so that AA%—EVBC'AByZ,TSig requires 9 rounds of
broadcast to terminate in expectation when used with a degree 2t strong coin.

We first define an externally valid value in the context of the AA 1 -B CAByZ,TSig protocol

and show that it satisfies Definiton 52.

Definition 66. (Externally Valid Value for AA% -BCABy:,sig) A value v is externally valid in
round r of the AA 1 -BCABy:,sig protocol if any of the following conditions are satisfied:

1. A non-faulty party starts round r with value v.
2. There is a Goepo3, » from round v < r where v was the value of the common coin in round r'.

3. There is a Gocyo3 r—1,» from round r — 1 where v was not the value of the common coin in round
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r—1.

Lemma 67. Externally Valid Value for AA% -BCABy. 1siq satisfies the definition of Externally Valid

Value for AA% in Definition 52.

Proof. Item 1 trivially satisfies Definition 52.
Consider item 2 of Definition 66. If such a Gecho3 o €Xists, by quorum intersection,
all non-faulty parties must have decided L or v from the BCAp,; Ts;q of that round and

set est = v. All non-faulty parties start the next round of AA% BCABy;,1sig with v and by

validity of BCApy; sig, all non-faulty parties start every round r” > 1 (that they start) with
v. Hence this condition satisfies Definition 66.

Finally, consider item 3 of Definition 66. If such a 0echo3—1, €Xists, then by quorum
intersection, no non-faulty party could have output 1 — v from the BCAp,; 75/, of that round,
and no non-faulty party could have committed 1 — v. Some non-faulty must have started
round r — 1 with v, so it must have been externally valid in round r — 1. The lemma therefore

follows. O

The following two optimizations, when applied to BCApy; rsig, result in EVBCARy; rsig-

L. If party p; outputs v from the BCAp,; Tsi¢ in round r of AA%—BCAByZ/TSig and therefore
sets est = val in round r, where val is not equal to the value of the coin (line 7 of
Algorithm 2.1), then they directly send a message {echo2, est, Guchos,r,par) i round
r+ 1, where Oecnos s par is the output of line 30 in Algorithm 2. In round r + 1, other
parties verify this echo2 message prior to adding it to their pendingEcho2 set by
verifying that threshold-verify((echo3, r, val), Oechos,r0a1) = true. Upon receiving such
an echo2 message, they directly send an echo2 message for val with the same Gecho3r,0a1
in round r + 1 if they haven’t already sent an echo2 message in that round.

2. If party p; decides v in the round r instance of BCAp,; 1siq and v is the value of the
coin in round r of AA ! -BCAgy;,Tsig, it directly sends a designated message to indicate
that it is safe for all non-faulty parties to decide v that contains the Techosr o created

on Line 30 to all parties. Upon receiving this message and learning the value of the
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coin in round r, each non-faulty party immediately decides v and forward the message

to all other non-faulty parties.
Theorem 68. The EVBCAB; 1si protocol implements EVBCA.

Proof. This follows from Lemmas 70, 71, 72, and 73. ]
Before proving that each of the properties of EVBCA are satisfied, we prove a useful lemma:

Lemma 69. If 0,03, 1, » €xists from round r and value of the common coin of round r is v, and no
Techo3, v, 1-v €Xists from a round r" < r with 1 — v was the value of the coin in round r”, then in all

rounds r' = r, 1 — v is not externally valid.

Proof. If Oechos, r, v €Xists from round r and value of the common coin of round r is v, by
quorum intersection on the echo3 messages, all non-faulty parties set est = v in round r.
Neither of the optimizations apply for value 1 — v, and all non-faulty parties start round
r + 1 with value v. By validity, all non-faulty parties start every round ' > r, with v and

Techos for 1 — v is never created, thus proving the lemma.

We now prove that EVBCAp,, sis satisfies all the properties of EVBCA.
Lemma 70. The EVBCAgy; tsiq protocol satisfies agreement.

Proof. We consider two cases:
1. A non-faulty party decides v in round r upon receiving 2t 4 1 echo3 messages for v.
2. A non-faulty party decides a value v in round r upon receiving a proof Gecho3, » from
round 7’ < r in which v was the value of the common coin.

In the first case, it must be the case that v is externally valid in round 7, so by Lemma 69
Techo3,r 1—p Cannot exist from a round ' < r where 1 — v was the value of the coin in round
1'. As a result, by quorum intersection, the only value a non-faulty party can decide in the
EVBCABy;,rsig of round ris v or L.

For the second case, by Lemma 69, a non-faulty party cannot decide 1 — v in round

7. OJ
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Lemma 71. The EVBCAgy; 1siq protocol satisfies external validity.

Proof. Assume that v is externally valid and 1 — v is not externally valid. Then it must be
the case all non-faulty parties start round r of the protocol with v and there is no Techo3 71—
from a round 7 < r such that threshold-verify((echo3,’,1 — v), Oecho3 7 1—v) =true, where
t'=r—1or+ <rand v was the value of the common coin in round r’. Since no non-faulty
party sends an echo message in round r with 1 — v, Oechor1-v i Never created and no
non-faulty party adds (1 — v, ) to their pendingEcho2 set. Therefore, no non-faulty party
ever sends an echo3 message containing 1 — v or L in round r, and no non-faulty party can

decide 1 — v. The rest of the proof follows from that of Lemma 72.

Lemma 72. The EVBCAgy; tsiq protocol satisfies termination.

Proof. Consider a round r of the protocol. There are 3 cases under which we must prove
termination:
1. There i NO Techo3,r,p from round r — 1 or from round ' < r where v was the value of
the coin.

2. A party starts round r with echo3 r—1,, from round r — 1 where v was not the value of
the coin.

3. A party starts round r with a o,y , from round " < r where the value of the coin
was v.

Termination for case 1 follows from Lemma 137.

In case 2, the party that has the 0,03 .1, directly sends in round r (echo2, est, Techo3 r,val s
where echos s val i the output of line 30 from round r — 1 of the protocol. Note that this
party could be Byzantine and therefore send this to only some of the non-faulty parties.
Every non-faulty party that receives this echo2 message and sends {echo2, est, Oecho3,r—1,0)
if they haven’t already sent an echo2 message. It is left to prove that all non-faulty parties
that did not receive this message send echo2 messages. This follows from the fact that there
must be some value such that at least t + 1 non-faulty parties started with this value. As a

result, every non-faulty party’s pendingEcho2 size becomes of size at least 2t + 1 and each
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non-faulty party sends an echo3 message that satisfies the conditions on Lines 20 and 23.
Every non-faulty party eventually has a pendingEcho3 set of size 2t + 1 and decides a value.

In case 3, some party has a proof, Teches,» from round ' < r in which the common
coin equalled v, and therefore directly sends a designated message containing vecho3,
to other parties. All non-faulty parties that receive this message decide v upon receiving
this message and learning the value of the coin in round 7’; in addition, they forward this

message to all the other parties, so all non-faulty parties decide. O
Lemma 73. The EVBCARy; siq protocol satisfies binding.

Proof. For the purposes of this proof, we refer to a value v as "permanently externally
valid" if 0,03 1 , €xists from a round r’ where v was the value of the common coin. A non-
faulty party decides a value v in round r either after receiving proof that v is permanently
externally valid or after receiving echo3 messages from 2t 4- 1 parties in round .

We therefore consider two cases for a round r:

1. There is a permanently externally valid value v with a proof from a round v’ < r.

2. There is no permanently externally valid value v from a round 7’ < r.
By Definition 66, 1 — v cannot be decided by a non-faulty party in round r, since that would
make 1 — v externally valid, violating Lemma 69.

In case 2, a non-faulty party decides only after receiving echo3 messages from 2¢ + 1

parties. Binding follows from Lemma 139. O

Note that it is possible that a Byzantine party has a proof oyge3,, from round r in
which v was the value of the coin, and no non-faulty party has the proof. In this case, all
non-faulty parties would have output v or L from EVBCAp,; Tsiq of round r, and therefore
would adopt v as their value. If the Byzantine party ever sends 0,c03,, to a non-faulty
party, validity ensures that it will be safe for that non-faulty party to decide v and forward
the proof to all of the other parties.

We now prove two lemmas regarding the expected constant round termination of the

AA%—BCAByZ,TSig protocol.
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Lemma 74. If all non-faulty parties start round r of the AA 1 -BCABy.,Tsig protocol with value v,

and 1 — v is not externally valid, then all non-faulty parties commit in a constant number of rounds.

Proof. By external validity, all non-faulty parties output v and .03, is created. This
happens in every round and non-faulty parties terminate in the round in which the coin

equals v. In expectation, this happens in 2 rounds. O

Lemma 75. The AA% -EVBCARBy; 1siq protocol with a 2t degree coin takes, in expectation, 9 rounds

of broadcast until all non-faulty parties terminate against an adaptive adversary.

Proof. Note that if in any round 7, there is an echo3 proof, o3 1 », created, and the coin is
equal to v, or there is N0 0,p,3 ,,» created, Lemma 74 applies in the next round. It takes, in
expectation, 2 rounds for the coin value to be equal to the value in the echo3 proof, at which
point the non-faulty party that knows of echo3 proof commits. If the adversary chooses to
have no such echo3 proof (or not let the non-faulty parties be aware of it), then all non-faulty
parties output 1, adopt the coin value, and commit in an expected two additional rounds.
There are at most 3 broadcasts in any round of the AA 1 -EVBCARBy;,1sig protocol. Once all
non-faulty parties start a round with the same value and the echo3 proof is created in that
round, there are at most 2 broadcasts per round in subsequent rounds. Therefore, it takes
in expectation at most 3+3+2 broadcasts until the first non-faulty party commits and an
additional 1 broadcast to ensure all non-faulty parties commit, for a total of 9 broadcasts in

expectation. O

55



3. On the Round Complexity of Asynchronous Crusader
Agreement

This work was done in collaboration with Ittai Abraham (Intel), Naama Ben-David (The
Technion), and Gilad Stern (The Hebrew University of Jerusalem), with Sravya Yandamuri
as lead author.

Agreement problems are at the core of many distributed systems, finding applications
in replicated and reliable systems, transactional systems, cryptocurrencies, and more. It is
therefore not surprising that they have gained a lot of attention in the research community,
with tens of papers written about agreement problems each year. A key metric of the per-
formance of many distributed tasks, agreement problems included, is their round complezity,
or, intuitively, the number of sequential network round trips required to solve the task. In
practice, round complexity often translates directly to latency, since communication over
distributed networks is slow and forms a major bottleneck in many systems |3, 4, 30, 51, 54,
76, 81, 84, 88|.

Arguably the most important and well-known agreement problem, called consensus,
requires all non-faulty parties to unanimously agree on the same valid input value. Unfortu-
nately, a seminal result of Fischer, Lynch and Paterson shows that no consensus algorithm
can guarantee termination in an asynchronous failure-prone system [43]. Interestingly, how-
ever, weaker agreement problem variants can be solved in such systems, and can be sufficient
for many applications.

In one such problem, known as Crusader Agreement, all parties receive an input, and
non-faulty parties must output either one of the input values or a special value L. All non-
faulty parties outputting a non- L value must agree, and are only allowed to output L if there
were at least two unique input values among the non-faulty parties [31]. This weakening
of consensus can be quite powerful; intuitively, if a non-1 decision represents an action, it
ensures that no conflicting actions will be taken by non-faulty parties. Furthermore, CA and
its variants have been used as subroutines to solve consensus in randomized protocols [1, 9,

14, 21, 70].
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Our contributions

In this paper, we focus on the Crusader Agreement (CA) problem, and present an in-
depth study of the achievable round-complexity of the problem and its variants. In particu-
lar, we consider classic CA, as well as two important variants: Binding Crusader Agreement
(BCA) and Graded (Binding) Crusader Agreement (G(B)CA). In BCA, crusader agreement
must be solved, but with the additional requirement that at the time at which the first
non-faulty process decides its output, there exists a non-1 value v such that no non-faulty
party can output a different non-_1 value in any continuation of the execution. Intuitively,
the adversary is bound to one non-L output value and cannot adaptively affect outputs
based on future knowledge. This property has recently been shown to be crucial for solving
randomized consensus an an asynchronous setting [1|. In GBCA, in addition to binding,
confidence levels or grades are introduced, so that parties outputting a non-L value do so
with a grade 1 or grade 2 label, with the guarantee that if any non-faulty party outputs v
with grade 2, no non-faulty party outputs L. This variant of CA is also useful in solving
randomized consensus [1]. For all of these problems, we present lower and upper bounds on
their round complexity in the asynchronous model, considering both crash and Byzantine
failures. We consider networks with n parties and f faulty parties.

The lower bounds for crash-resilient protocols specifically deal with protocols in which
the adversary can adaptively choose the inputs of some of the parties when it schedules
their first actions. While this notion of adaptive inputs might seem unnatural, when using
binding crusader agreement protocols to construct consensus protocols, it is advantageous
to use protocols that are also secure when the adversary is able to choose inputs adaptively,
both in terms of efficiency and simplicity. For further discussion on this topic, we refer the
reader to Appendix A.

We first show that binding crusader agreement (BCA) requires 2 rounds if f parties can

crash and 2f +1 < n < 3f in the adaptive input setting.

Theorem 76. It is impossible to solve crash fault tolerant BCA in 1 round when 2f +1 < n < 3f,

and the adversary can adaptively choose the inputs of the parties.
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We next turn to more complex lower bounds showing tasks where at least 3 rounds are
required. First, we show that at least 3 rounds are required for crash-fault resilient graded

binding crusader agreement (GBCA) if 2f +1 < n < 3f in the adaptive input setting.

Theorem 77. It is impossible to solve crash fault tolerant GBCA in 2 rounds when 2f +1 < n < 3f,

and the adversary can adaptively choose the inputs of the parties.

Protocols solving crash-fault tolerant BCA in 2 rounds and crash-fault tolerant GBCA
in 3 rounds have been constructed in [1], showing that these lower bounds are tight.
Next, we show that at least 3 rounds are required for solving Byzantine-fault tolerant

crusader agreement (CA) if there is no PKI setup and 3f +1 < n < 4f.

Theorem 78. It is impossible to solve Byzantine fault tolerant CA in 2 rounds when 3f +1 <n <

4 f without PKIL.

We also show that this lower bound is tight in Theorem 89. Lastly, we show that the
same bound holds for Byzantine-fault tolerant binding crusader agreement (BCA) if there

is a PKI setup and f > 2, 3f +1 < n < 4f.

Theorem 79. It is impossible to solve Byzantine fault tolerant BCA in 2 rounds with PKI when
3f+1<n<4fand f >2.

The lower bounds are first proven for one (or two) failures and then generalized to an
arbitrary number of failures. Somewhat surprisingly, for our lower bounds that start with
f = 2, the generalization to arbitrary f > 2 requires a non-trivial argument, requiring both
a stronger lower bound for the f = 2 case and a more intricate method of generalization

(see Section 3.4).

Our Contributions: Upper Bounds

While thinking through the aforementioned lower bounds, some bounds seemed elusive
and quite hard to achieve. This led us to the discovery of some surprising upper bounds. For
example, the final lower bound described in the previous section looks suspiciously different

from the other bounds: it only holds when f > 2. It turns out that the reason a more general
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lower bound couldn’t be constructed is that there exists a protocol solving Byzantine-fault
tolerant binding crusader agreement in 2 rounds if there is a PKI setup and n = 4, f = 1!
Following this discovery, we constructed two more protocols that work for a small number of
parties but don’t seem to obviously generalize to any n and f. More precisely, we construct
protocols solving Byzantine-fault tolerant binding crusader agreement in 3 rounds without
a PKI setup for n =4, f =1 and for n =7, f = 2. The resulting protocol is also a 3-round
Byzantine-fault tolerant crusader agreement protocol for any n, providing a matching upper
bound to one of above lower bounds.

A key insight to constructing these protocols is to design them to be as patient and
conservative as possible. By conservative, we mean that parties output a non-_L value only
if they have to. More concretely, they output the value v only if they see that their view
could have been generated in a run in which all nonfaulty parties had the input v. In this
case, parties must output v; otherwise, they may violate the validity of the protocol in some
run. In all other cases, parties output L. By patient, we mean that parties wait and output
a value only when they absolutely have to. More precisely, we aim to have parties output
a value only when their view could have been generated in a run of the protocol in which
they may not receive any more messages. Clearly, if they do not output a value at that
point, there is a run in which they never output a value. This allows us to gather as much
information as possible before parties output some value.

A somewhat surprising realization is that many protocols aren’t as patient as they are
allowed to be. For example, many protocols simply wait to hear n — f messages in a given
round before proceeding to the next. On the other hand, patient protocols could wait for
even more information. For example, in the second round of the protocol, parties could
wait to hear both round 1 and round 2 messages from the same n — f parties, and for
each others’ reports to be consistent. From our upper bounds it seems like these conditions
can be quite intricate and potentially very expensive to compute for large values of n. As
such, we don’t suggest these protocols as realistic upper bounds, but rather almost as an
impossibility result, showing that a lower bound cannot be constructed for these cases. In

further work, we hope to either show that these upper bounds are general, or that a lower

59



bound can be constructed for some f > 3.

Related Work

It is well known that there are many impossibility results and lower bounds on distributed
protocols [62]. Early results in the field show lower bounds on the round complexity in syn-
chronous networks. For example, Fischer and Lynch show that f + 1 rounds are needed to
reach Byzantine consensus in [42]. This lower bound was later generalized to authenticated
protocols in [29] and [34]. In addition, similar lower bounds have been shown for synchronous
crash-resilient consensus [5, 39]. Bounds are also known on early-stopping consensus, show-
ing that at if the number of actually faulty parties is smaller than the corruption threshold,
the number of needed rounds is at least 2 more than the number of corrupted parties [33].

On the other hand, fewer lower bounds are known on the round complexity of asyn-
chronous protocols. The FLP result [43| shows that no deterministic consensus algorithm
exists in an asynchronous system, even in the face of a single crash failure. More precisely,
the proof shows that any consensus protocol in this setting has an infinite execution, essen-
tially showing that the round complexity of such protocols is infinite. Similarly, the CAP
theorem states that no distributed database can have consistency, availability and resilience

to network partitioning (49, 63|.

3.1 Model & Definitions
3.1.1 Model

* Network This work deals with a network of n parties connected via point-to-point
communication channels. The network is asynchronous, meaning that there is no bound on
message delay, but every message is eventually delivered in finite time. We assume that the
point-to-point channels deliver messages in a FIFO order. The means that if a party sends
a message m and then a message m’ to the same party, the messages are delivered in that
order. This can be enforced by simply adding a counter to each message, signifying when it
was sent.

We model message delivery as being controlled by an adversary that can choose any

delivery schedule as long as all messages are eventually delivered. We consider two types of
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faults in this work: crash and Byzantine faults. In networks with crash faults the adversary
may cause up to f parties to crash, meaning that those parties do not take any further actions
(including receiving or sending messages). On the other hand, in networks with Byzantine
faults the adversary can control up to f parties and cause them to deviate arbitrarily from
the protocol.

Finally, when we say that a network has a PKI setup, we mean that each party has a
well-known public key and a private key that allow it to sign messages. Every party can
use the public key to check that a message was indeed sent by a given party. In addition,
parties can forward received messages with their signatures, proving that the message was
indeed sent by the signing party.

* Asynchronous Rounds In the synchronous setting, rounds are very clearly defined using
the bound A on message delivery. Defining the notion of round complexity for asynchronous
protocols is less straightforward [17, 56, 55|, and we follow [55]. We use the idea of “causal
chains” in our definition of asynchronous round complexity. Intuitively, we can think of
chains of messages, with each message being sent as a result of receiving previous messages.
When a message is sent, it lengthens its chain by 1, and it is considered a round k message
if its chain is of length k. When mapping this behaviour to synchronous systems, all of the
messages that are sent without receiving any message will be sent in round 1. Round 2
messages will be sent after receiving round 1 messages, etc.

More precisely, if a message is sent in the beginning of the protocol without receiving any
other message, we consider it to be a round 1 message. If a message is sent by a nonfaulty
party as a result of receiving all messages in a set M, we consider it a round k 4+ 1 message,
where k is the maximal round number for nonfaulty messages in M (or k = 0 if there is no
such message). We say that a party is in round k if it sent or received at least one round k
message, and did not send or receive any higher-round message.

Using this notion of round complexity, we can define a k-round protocol:

Definition 80 (k-Round Protocol). A protocol is a k-round protocol if all honest parties decide a

value after at most k rounds.
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Note that it is possible that protocols never terminate or do not have a bound k on the
number of rounds. If this happens, these protocols can be defined as having infinite round
complexity, but we deal only with finite round complexity protocols in this work.

* Adaptive Inputs We say that an adversary can choose inputs adaptively if parties
only have their inputs defined by the adversary at the moment they start participating
in the protocol. When dealing with binding protocols, to be defined below, this means
that the binding values can only depend on the state of the nonfaulty parties that started
participating in the protocol at that time, and cannot depend on the inputs of parties that

haven’t started participating in the protocol.

3.1.2 Definitions

We start by defining the different tasks for which we have constructed lower and upper
bounds. In this work we only consider protocols in which parties decide on values but
continue sending messages even after their decision. This is a very common technique in the
design of asynchronous protocols, allowing parties to help each other even after they have

all the information needed to complete the protocols.

Definition 81 (Crusader Agreement (CA)). In a Crusader Agreement protocol, each party has
either 0 or 1 as an input, and parties decide either 0, 1 or 1. A Crusader Agreement protocol has the
following properties:
(Agreement) If two nonfaulty parties decide values x and y, then either x = y or one of the
values is 1.
(Validity) If all nonfaulty parties have the same input, then this is the only possible decision
for nonfaulty parties.

(Termination) All nonfaulty parties eventually decide.

To be able to implement CA with an optimal tolerance to crash faults, we must weaken
its validity property to the following:
e (Weak Validity) If all parties have the same input v, then all nonfaulty parties decide

0.
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Definition 82 (Graded Crusader Agreement (GCA)). In a Graded Crusader Agreement protocol,
each party has either 0 or 1 as an input, and parties decide on pairs (v, g) such thatv € {0,1, L}, g €
{0,1,2} and v = L ifand only if ¢ = 0. A Graded Crusader Agreement protocol has the following
properties:
(Graded Agreement) If two nonfaulty parties decide on the pairs (v,g),(v',g’), then
g —¢'| <landifv # v, eitherv= Lorv = L.
(Validity) If all nonfaulty parties have the same input v, then all nonfaulty parties decide
(v,2).

(Termination) All nonfaulty parties eventually decide.

We define crash fault tolerant CA by weakening the validity property as with the non-
graded version. We are also interested in the binding versions of both of these protocols.
These protocols add an additional requirement that once the first nonfaulty party completes
the protocol, the decision values are “bound”. In a BCA protocol this means that even if the

first party decides L, at that time we know which is the only possible non-1 decision value.

Definition 83 (Binding Crusader Agreement (BCA)). A Binding Crusader Agreement protocol

has all of the properties of a Crusader Agreement protocol as well as the following property:
(Binding) At the time at which the first nonfaulty party to decide decides on a value, there
exists a value b € {0,1} such that no nonfaulty party decides 1 — b in any extension of this

execution.

Note that the binding property is only interesting in the case that the nonfaulty party
referred to in the definition decided 1. Otherwise, it trivially follows from agreement. Like
in the binding definition of crusader agreement, once the first nonfaulty party decides on a
value in a graded binding crusader agreement protocol, there is only one non-1 value that

can be output from the protocol (with some grade).

Definition 84 (Graded Binding Crusader Agreement (GBCA)). A Graded Binding Crusader
Agreement protocol has all of the properties of a Graded Crusader Agreement protocol as well as the

following property:
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(Graded Binding) At the time at which the first nonfaulty party to decide decides on a
value, there exists a value b € {0, 1} such that no nonfaulty party decides either (1 —b,2) or

(1 —0b,1) in any extension of the protocol.

We define crash fault tolerant BCA and GBCA by weakening the validity property as

with the non-graded version.

3.2 Lower Bounds

General Proof Approach.

Each of the presented lower bounds is proven in two steps. We start by proving a lower
bound for a small number of parties, setting f to be 1 or 2. We then generalize these proofs
in Section 3.4. We show that if a protocol exists for some larger values of n and f, then such
a protocol exists for the n and f for which we proved the original lower bound with the same
round complexity. This is done by assuming that more general protocols exist, and showing
that parties can simulate these protocols in the original settings (with a smaller number of
parties).

For the proof of each lower bound, we construct a series of worlds. The worlds are
constructed strategically to show that a party must take a certain action because their view
is indistinguishable from another world where taking a different action would violate some
property. In particular, we show indistinguishability with worlds where (1) all (nonfaulty)
parties start with the same value, so deciding a different value would result in a violation of
validity, and (2) all nonfaulty parties have sent all possible messages, so waiting for additional
messages before deciding would result in a violation of termination. We put the descriptor
“nonfaulty” in parenthesis where relevant due to the difference in the validity condition for
crash and Byzantine fault tolerant protocols. To give the reader a hint as to the purpose of
each world in our proofs, we add certain labels to the worlds.

We now describe the labels. In an x-validity world, all (nonfaulty) parties have input
value x. In a false x-validity world, the view of some (nonfaulty) party is the same as in an
x-validity world, causing them to decide a non-L value (and grade 2, where relevant) even

though all (nonfaulty) parties did not have the same input values. In a maximally patient
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world, a party receives all the messages that will be sent to them by nonfaulty parties, and
therefore must decide without waiting for additional messages that depend on the actions
of faulty parties. For the maximally patient label, we also indicate the party that crashes,
meaning another party cannot wait for messages that depend on this party before deciding
without violating termination. In a false maximally patient world, a nonfaulty party’s view
is the same as in a maximally patient world, so they decide before receiving all of the
messages sent by nonfaulty parties. As previously mentioned, our proofs generally proceed
by constructing a chain of worlds, where there are “validity worlds” on opposite ends, and
in the middle of the chain some property (binding or agreement) is violated. We indicate
when a world is symmetric to another previously-described world on the opposite end of
the chain. We use the labels binding violation and agreement violation to indicate worlds
in which the properties of binding and agreement are violated, respectively.

In addition to using labels, we separate the description of each world into two bullets.
The first bullet indicates the messages sent by the parties and any message delays or specific
orderings where needed. The second bullet indicates the view of one or more nonfaulty

parties and the actions they take accordingly.

3.2.1 Results

For our first result, we start with a simple 1 round lower bound for crash fault tolerant

BCA with adaptive inputs.

Theorem 76. It is impossible to solve crash fault tolerant BCA in 1 round when 2f +1 < n < 3f,

and the adversary can adaptively choose the inputs of the parties.

We show a proof for a network of three parties: pi, p2, and p3. Our ultimate goal is to
build up to World 4, in which binding is violated. In World 4, a party decides while p3 lags
behind; after this, the adversary adaptively chooses the input of p3 and forces p3 to decide
1 or O after a party has already decided. In order to show why p3 decides 1 or 0 in those
executions, we show indistinguishability from World 1 or World 2, where all parties start
with input 1 or 0, respectively. In those worlds, p3 must decide 1 or 0 in order to not violate

validity. To show why the first-deciding party decides in World 4 without waiting for any
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messages from p3, we show indistinguishability from World 3, in which p3 crashes without
sending any messages. In World 3, parties cannot wait for messages that are dependent on

p3 before deciding, as this would result in a violation of termination.

3 party proof. World 1 (1—validity, maximally patient for p;, crash):

* p1 and p3 are nonfaulty. p, crashes immediately. All parties have input 1.

¢ p; and p3 must decide 1 after receiving each other’s messages without waiting for
any additional messages by validity and termination.

World 2 (0—validity, maximally patient for p; crash):

* py and p3 are nonfaulty. p; crashes immediately. All parties have input 0.

* p> and p3 must decide 0 after recieving each other’s messages without waiting for
any additional messages by validity and termination.

World 3 (maximally patient for p3 crash):

* pi and py are nonfaulty. p3 crashes immediately. p; and p3 start with inputs 1 and 0
respectively.

* p; and pp must decide after receiving each other’s messages without waiting for any
additional messages by termination.

World 4 (false maximally patient, false validity, binding violation):

* p1, p2, and p3 are nonfaulty. p; starts with input 1 and p; starts with input 0; p3
lags behind, and its input will be adaptively chosen later. p; and p,’s messages are
delivered to each other, so they decide due to indistinguishability from World 3. The
adversary now chooses one of the following extensions:

1. p3 has input value 1. p;’s messages are delivered to p3, and p;’s messages are
only delivered after p3 decides.

2. p3 has input value 0. p,’s messages are delivered to p3, and p;’s messages are
only delivered after p3 decides.

¢ Inextension 1, p3 outputs 1 due to indistinguishability from World 1; or in extension 2,

p3 outputs 0 due to indistiguishability from World 0. This constitutes a binding
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violation, as we show that both 1 or 0 are possible values that p3 decides after another
party has already decided. Note that this does not imply a violation of agreement, as
it is possible for the party (or parties) deciding before p3 to decide L.

O

We now present our second result in the crash case: a 2 round lower bound for GBCA.

Theorem 77. It is impossible to solve crash fault tolerant GBCA in 2 rounds when 2f +1 < n < 3f,

and the adversary can adaptively choose the inputs of the parties.

We show a proof using a network of three parties: pi, p2, and p3z. Our approach is to
build up to a world, World 3, in which there is a violation of binding. The strategy of the
adversary to violate binding is as follows. First, p; is forced to output before p3’s input value
is chosen. Then, the adversary chooses p3’s input and forces them to decide 1 or 0, thus
breaking binding. To show how the adversary has ps decide 1 or 0 in World 3, we present
2 symmetric sets of 3 worlds. Each set consists of the following three types of worlds:

1. A validity world showing why a party must decide a non-1 value with grade 2

2. A world where one of the parties crashes

3. A world that is both indistinguishable from the first type of world for some party other

than p3 (meaning that it decides a non-L value with grade 2) and indistinguishable
from the second type of world for p3, showing why p3 decides the non-L value that
it does (so as not to violate graded agreement) in each extension of World 3 without
waiting for more messages (so as not to violate termination).
For ease of exposition, we include only the worlds described in point 3 above (World 1 and
World 2) in the main proof of this theorem. We separate the indistinguishability arguments
and the corresponding worlds into two lemmas: Lemma 85 and 86. Apart from the 2 sets of
3 symmetric worlds described above, and World 3 in which binding is broken, we construct
an additional world to show why p; decides in World 3 while p3 lags behind. This world
and the corresponding indistinguishability argument are proven separately in Lemma &7.

We provide the proofs for these lemmas after the proof of Theorem 77.
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3 party proof. In the description of the following worlds, we only describe the runs until a

specific point, and have some arbitrary message scheduling following that.

World 1 (false 1-validity, false maximally patient):

* p1, p2, and p3 are nonfaulty. p; and p3 have input 1, while p; has input 0. Initially,
p1’s round 1 messages are delivered to p, and p3, and then p3’s round 1 messages
are delivered to p; and p,. Following that, any round 2 messages that p; sends are
delivered to py, and any of p3’s round 2 messages are delivered to p; and p,. From
this point on, p> and p3’s messages are delivered to each other without delay.

* By Lemma 85, p3 decides without waiting for additional messages, and its output is
of the form (1, g) such that g € {1,2}.

World 2 (false 0-validity, false maximally patient, symmetric to World 1):

* pi1, p2 and p3 are nonfaulty. p; has input 1, and p; and p3 have input 0. Initially,
p2’s round 1 messages are delivered to p; and p3, and then p3’s round 1 messages
are delivered to p; and p,. Following that, any round 2 messages that p, sends are
delivered to p1, and any of p3’s round 2 are delivered to p; and p,. From this point
on, p1 and p3’s messages are delivered to each other without delay.

e By Lemma 86, p3 must decide (0, g) for g € {1,2}.

World 3 (binding violation, false maximally patient):

* p1, p2 and p3 are nonfaulty. p; has input 1, p, has input 0, and p3’s input will be
adaptively chosen by the adversary based on the value it wants p3 to output after
the first party to output does so. At the start of the execution, p; and p,’s round 1
messages are delivered to each other, and then any resulting round 2 messages are
delivered to each other. By Lemma 87, p; outputs without waiting for any messages
that depend on p3 at this time. We will now show two extensions of this run, one in
which p3 outputs (1, g) for some g € {1,2}, and one in which it outputs (0, ) for some
g € {1,2}, showing that the protocol is not binding.

1. The adversary adaptively chooses input 1 for p3. Following that, p3 receives p1’s
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round 1 messages, and then continues communicating freely with p, without
any delays. At this point in time, p3’s view consists of round 1 messages from p;
and p; and any round 2 messages from p; sent as a result as receiving p;’s round
1 messages and then p3’s round 1 messages. This view is identical to the one it

has in World 1, so p3 decides (1, g) for some g € {1,2}.

. The adversary adaptively chooses input 0 for p3. Following that, p3 receives p;’s

round 1 messages, and then continues communicating freely with p; without
any delays.
At this point in time, p3’s view consists of round 1 messages from p; and p, and
any round 2 messages from p; sent as a result as receiving p,’s round 1 messages
and then p3’s round 1 messages. This view is identical to the one it has in World
2, so p3 decides (0, g) for some g € {1,2}.

O

Lemma 85. In World 1 from the proof of Theorem 77, p3 must decide (1, g) for g € {1,2} without

waiting for any round 2 messages from p;.

Proof. World 1.a) (1-validity, maximally patient for p, crash):

* p; and p3 are nonfaulty. p, crashes without sending any initial messages. All three

parties start with input 1. p; and p3 communicate without delay.

e p; and p3 must decide (1,2) without waiting for any messages from p, by validity

and termination.

World 1.b) (maximally patient for p; crash):

p1 and p3 have input 1, while p, has input 0. p; is faulty, sends round 1 messages,
which are delivered to both p; and p3, and then p; crashes. Following that, p3’s round
1 messages are delivered to p,. Finally, p> and p3’s messages are delivered to each
other without delay.

Because p; crashed, p; and p3 must decide without waiting for any round 2 messages

sent by p1, by termination.

We now argue why in World 1 from the proof of Theorem 77, p3 must decide (1, g) such
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that g € {1,2} without waiting for any round 2 messages from p;. First, we show that p;
decides (1, 2), in World 1. Observe that p;’s view in World 1 is indistinguishable from its
view in World 1.a because p; and p3 have input 1 and they start by exchanging both round
1 and round 2 messages. It follows that p; decides (1, 2), and thus when p3 decides some
value, it must decide (1, g) such that g € {1,2} by graded agreement. Next, we argue that
p3 must decide in World 1 without waiting for any round 2 messages from p;. Observe that
in World 1, since p;1’s messages (apart from any round 1 messages) are delayed for ps, p3’s
view is indistinguishable from its view in World 1.b. As a result, p3 must not wait for any
round 2 messages from p; before deciding so as not to violate termination. Note that p;
cannot send any messages which rely on p;’s round 2 messages, because this is a 2-round

protocol, so p3’s view is indeed indistinguishable in both worlds. O

Lemma 86. In World 2 from the proof of Theorem 77, p3 must decide (0, g) for g € {1,2} without

waiting for any round 2 messages from ps.

Proof. World 2.a) (0-validity, maximally patient for p; crash, symmetric to World 1.a):
¢ All three parties have the input 0. p> and p3 are nonfaulty, and p; crashes prior to
sending any messages.
* py and p3 must decide (0, 2) without waiting for any messages dependent on p; by
validity and termination.
World 2.b) (maximally patient for p, crash, symmetric to World 1.b):
¢ p1 has input 1, while p; and pj3 start with input 0. p, sends round 1 messages, which
are delivered to both p; and p3, and then p; crashes. Following that, p3’s round 1
messages are delivered to p;. Finally, p; and p3’s messages are delivered to each other
without delay.
* Because p;, crashed, p; and p3 must decide without waiting for any additional mes-
sages from p», by termination.
We now argue why p3 must decide (0, g) for g € {1,2} in World 2 without waiting for
any of p,’s round 2 messages. First, we show that p, decides (0, 2). Since p;’s messages

are initially delayed, p, decides (0,2) due to indistinguishability from World 2.a, in which
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p1 crashes. As a result, if p3 decides, it must decide (0, ¢) such that ¢ € {1,2} so as not to
violate graded agreement. Next, we show why p3 decides without waiting for any round
2 messages from p,. This follows an indistinguishability argument with World 2.b for p3,
since any messages from p, apart from its round 1 messages are delayed for p3 in World

2. O

Lemma 87. In World 3 from the proof of Theorem 77, p1 must output without waiting for any

messages that depend on p3.

Proof. World 3.a) (maximally patient for p; crash):
* p; and p; are nonfaulty, while p3 crashes immediately before sending any messages.
p1 has input 1 and p; has input 0.
* p; and p must decide without waiting for any messages dependent on p3 by termi-
nation.
The lemma follows from a straightforward indistinguishability argument from World

3.a), as any messages from p3 and dependent on p3 are delayed for p; in World 3. O

For our third result, we show a lower bound for Byzantine fault tolerant CA without PKI.
With a Byzantine adversary and no PKI, the faulty parties are able to simulate receiving

certain messages from nonfaulty parties.

Theorem 78. It is impossible to solve Byzantine fault tolerant CA in 2 rounds when 3f +1 <n <

4 f without PKI.

We present a proof for 4 parties: pi, p2, p3 and ps. In this proof, we build up to
World 5 in which agreement is violated because nonfaulty parties p; and ps decide 1 and
0, respectively. We start by showing two maximally patient worlds (World 1 and World 2),
where one party has omission failures and sends its input value message only to one other
party. By termination, the nonfaulty parties must not wait to hear more messages before
deciding. We then show two symmetric validity worlds (World 3 and World 4) in which a
Byzantine party simulates receiving a message from a non-faulty party that it didn’t send.

Due to indistinguishability from the maximally patient worlds, honest parties must decide
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without waiting for additional messages, but they must decide non-1 values by validity.
Finally, in World 5, the adversary uses a Byzantine p3 to have p; and ps decide different

non- 1 values using indistinguishability from the previously defined worlds.

4 party proof. In the following discussion, when we say that parties p1, p» and p3 have each
other’s messages delivered, we mean that the party receives its own messages first, and
then p;’s messages are delivered first, then p;’s and then p3’s (similarly for p;, p3 and p4).
World 1 (maximally patient for p4 crash):
¢ All parties except ps are nonfaulty. ps crashes immediately without sending any
messages. p1 and p; have input 1; p3 and p4 have input 0. py, p2 and p3 have their
round 1 messages delivered to each other, and then any round 2 messages that they
send as a result are delivered to each other.
¢ All nonfaulty parties must decide without waiting for any messages dependent on pj.
World 2 (maximally patient for p; omission, symmetric to World 1):
¢ All parties other than p; are nonfaulty; p; has omission failures. p; and p, have input
1, while p3 and p4 have input 0. p; sends round 1 messages as an honest party would
with input 1 only to party p,, and the messages are delivered first for p,. Following
that, py, p3 and p4 have their round 1 messages delivered to each other, and then any
round 2 messages that they send as a result are delivered to each other.
¢ All nonfaulty parties must decide without waiting for any more messages from p; by
termination.
World 3 (0-validity, false maximally patient, simulation):
¢ All parties except for p, are nonfaulty. p, is Byzantine. p;, p3 and p4 start with 0. p,
acts as if it started with input 1 and simulates p; starting with input 1. All messages
from p; are delayed to p3 and p4, until they both decide. p; acts as if it is a nonfaulty
party with input 1 such that the first message it received was a round 1 message from
an honest p; with input 1. Following that, p», p3 and p4 have their round 1 messages
delivered to each other, and then any round 2 messages that they send as a result are

delivered to each other.
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¢ Due to indistinguishability from World 2, p; decides without waiting for any addi-
tional messages. By validity, p4 decides 0.

World 4 (1-validity, false maximally patient, simulation, symmetric to World 3):

* p3 is Byzantine, and the remaining parties are nonfaulty. pi, p2, and p4 start with
input 1; p3 acts as if it nonfaulty and has the input 0. All messages from p, are delayed
to p1 and p». p1, p2 and p3 have their round 1 messages delivered to each other, and
then their round 2 messages delivered to each other.

* Due to indistinguishability from World 1, p; decides before receiving any messages
from p4. By validity, p; decides 1.

World 5 (agreement violation, false maximally patient, false validity):

* p3 is Byzantine, and the remaining parties are nonfaulty. p; and p, have input 1,
while p3 and p4 have input 0. p3 starts by acting as a nonfaulty party would with
input 0. Parties p1, p2 and p3’s round 1 messages are delivered to each other, and then
any round 2 message that they sent as a result of receiving the round 1 messages.
Following that, p3 acts as if it did not receive any round 1 messages from p;. Now,
ps’s round 1 messages are delivered to p, and p3, and their round 1 messages are
delivered to p4. Finally, all round 2 messages sent by p, and p3 are delivered to py.

¢ This world is indistinguishable from World 4 for p; since it exchanged round 1 and
round 2 messages with parties p, and p3 with the same inputs without hearing from
p4. In addition, this world is indistinguishable from World 3 for p4 because p; acts
as if it first received round 1 messages from p; with input 1, and then p,, p3 and p4
exchange round 1 and round 2 messages without receiving any further messages from
p1. Therefore, p; and p4 decide 1 and 0 respectively, violating the agreement property.

O]

For our second lower bound in the Byzantine case, we prove the impossibility of Byzantine
fault tolerant BCA with PKI in 2 rounds when f > 2. Since there is PKI, the faulty parties
can no longer simulate receiving messages from nonfaulty parties. This necessitates a slightly

more complex approach than that required for the previous lower bound.
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Theorem 79. It is impossible to solve Byzantine fault tolerant BCA in 2 rounds with PKI when
3f+1<n<A4fand f > 2.

In this proof, we build up to a World 6 where we show a binding violation by having an
extension where a nonfaulty p; decides 1 and an extension where a nonfaulty py decides 0
after another nonfaulty party ps decides. Unlike in the proof of the previous lower bound,
we can no longer rely on simulation due to the presence of PKI. If we want a nonfaulty party
to decide a non-L value v € {0, 1}, it can hear that at most f = 2 parties started with 1 — v.
This is because, in order to argue that a party must decide a non-1 value in a given world,
we show that this party’s view is indistinguishable from its view in another world in which
all nonfaulty parties started with that value, enabling us to invoke validity. With PKI, if a
party hears that more than f parties started with the value opposite its input value, then it
knows that it is not in a validity world. As such, when attempting to understand this proof
it is helpful to work backwards, starting from World 6 to see the views of p; and p7; when
they decide 1 and 0, respectively. The maximally patient worlds World 1, World 2, and
World 5 show why p1, ps, and p7 decide without waiting for additional messages in World
6. To show why the views of p; and p7 are indistinguishable from validity worlds, forcing
them to decide 1 and 0 respectively, we show World 3 and World 4 in which the honest

parties all start with the same value.

Proof. As in previous proofs, when we say a party receives messages from a list of parties,
they receive the messages in the listed order. For example, if a party receives messages from
p1, ..., P4, it receives the messages from p; first, then py, and so on.
World 1 (maximally patient for p, and p; crash):
¢ All parties except p; and p, are nonfaulty. p; and p, crash immediately without
sending any messages. p3 and p4 start with input 1, while ps, ps and p7 start with
input 0.
¢ All nonfaulty parties must decide without waiting for any messages dependent on p;
or py; otherwise, termination is violated.

World 2 (maximally patient for p5 crash and ps omission):
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¢ All parties except ps and pg are nonfaulty. p1, p2, p3, and py4 start with input 1. ps
and py start with input 0. ps crashes immediately without sending any messages. ps
is omission failure; all messages except for any round 1 messages it sends to p; are
omitted, and these messages are delivered for p, before any messages from any other
parties.

¢ Nonfaulty parties must decide without waiting for any messages dependent on ps
or any messages dependent on p¢ (other than any round 1 messages it sends to p»);
otherwise, termination is violated.

World 3 (0-validity, false maximally patient):

* p3and p4 are Byzantine and have input 1. The rest of the parties are honest and start
with input 0. All messages from p; and p; are delayed for the other parties. p3, p4, ps,
pe and p7 exchange the same messages as in World 1 and in the same order.

¢ This world is indistinguishable from World 1 for p;. Therefore, it decides without
waiting for any additional messages. By validity, p; decides 0.

World 4 (1-validity, false maximally patient):

* pe and py are Byzantine and start with input 0; the rest of the parties are honest and
start with input 1. All messages from ps are delayed for the other parties. ps doesn’t
send any messages except for any round 1 messages that it would have sent to p; if it
was honest, and as in World 2, this message is delivered for p, before any messages
from any other parties. p1, p2, p3, p4 and p7 send the same messages in the same order
as in World 2.

¢ The world is indistinguishable from World 2 for p;, so it decides without waiting for
any additional messages. By validity, p; decides 1.

World 5 (maximally patient for py and p; omission):

¢ All parties except for p; and p7 are nonfaulty. p,...,ps start with input 1 and
ps, ..., py start with input 0. All honest parties start by sending their round 1 messages.
p7 crashes immediately after sending its round 1 messages to all of the other parties.
p1 is omission failure, and the only message it sends is its round 1 message to p. p2

receives round 1 messages from pg first, then from py, ..., ps and py, and finally from
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ps. p2 sends round 2 messages as a result of receiving the aforementioned round 1
messages. Parties p3, ..., ps receive round 1 messages from p3, ..., p7 and send any
resulting round 2 messages. They receive any round 1 messages from p, following
that, and possibly send additional round 2 messages. Finally, ps receives all round 2
messages from parties p», ..., ps.

* Note that parties py, ..., pe received all round 1 messages sent by each other, and
ps received any round 2 message sent as a result from these parties as well. This
means that ps receives all messages from nonfaulty parties in this world, and thus by
termination, ps decides without waiting for any additional messages.

World 6 (binding violation, false maximally patient):

* p3 and p4 are Byzantine, and the remaining parties are nonfaulty. py,..., ps have
the input 1 and ps, ..., p7 have the input 1, like World 5. Initially, all messages from
other parties are delayed for py and p;. In addition, messages from p; are delayed
for ps3, ..., pe. The beginning of the run is exactly the same the run in World 5 for
p2,. .., Pe, With p3, ps sending the required messages only to parties py, ..., ps and not
to p1, p7. Since ps’s view is identical to one which causes it to decide, it decides some
value in this world as well. Next, we show the two executions in which the adversary
can get p; to decide 1 or py to decide 0, which would mean the protocol isn’t binding.

- (Extension where p; decides 1) p; and py start by receiving round 1 messages
from py,...,ps, p7. p1 then receives any round 2 messages from py, ..., ps, p7
except for p; final round 2 message sent by p, as a result of receiving ps’s round
1 message (which it received last). In the above, p3 and p4 are Byzantine, and
they only send p; the round 2 messages they would have as a result of receiving
round 1 messages from py, ..., ps, p7. Note that p; receives round 1 messages
from p1, ..., ps, p7 and then round 2 messages from py, . .., ps, p7 corresponding
to py receiving pe’s round 1 messages first, and then all of the parties receiving
round 1 messages from each other. p;’s view is identical to the view it would
have in World 4, so it decides 1.

- (Extension where p; decides 0) py sees round 1 messages from p3, ..., ps, and
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then all round 2 messages that they sent as a result of receiving round 1 messages
from p3, ..., p7. Note that they received round 1 message from p1, p2 only after
receiving those messages. At this point, py’s view is identical to its view in World
3, so it decides 0.

O

Remark 1. It is possible to define S = {p2, p3, p5, p7} and T = {p1, pa, pe}. For these sets,
SuT={p1,...,p7}, ST = Jand |S| =4, |T| = 3. In the proof of Theorem 79, the adversary
always corrupts at most one party in S and one party in T. From Theorem 94 we can conclude that

no 2-round Byzantine fault tolerant protocol exists even for any 3f +1 <n < 4f and f > 2.
3.3 Upper Bounds

Notation. The notation for a message from a party p; is i. The initial message from a
party is a special case, as it also contains a subscript v € {0, 1} indicating the party’s input
value. The first message in a valid chain of messages is always an initial message of this
form. Chains of messages are separated by the operator -. As an example, (i; - j) is a length
two chain where p; is forwarding the initial message of p;, where p; has input value 1. We
define the notion of a prefix of a chain recursively. Message chain C’ is a prefix of chain C
if C’ = C or there exists a party p; such that (C’-j)=(C). We say that a message chain C
depends on party p; if the first message in the chain is of the form 7, such that x € {0,1} or

there exists a prefix of chain C, P, such that (P -i) is also a prefix of chain C.

3.3.1 Results

The following upper bounds are designed such that parties forward any message they
receive each other and wait for as long as they can (or nearly as much as they can). By
this we mean that parties only decide on values if the messages they received could have
been all messages nonfaulty parties ever send throughout an execution of the protocol. The
protocols are also conservative in the sense that parties default to outputting | unless doing
so might lead to a validity violation. A party is forced to output a value x # L if its view

could have been obtained in an execution in which all nonfaulty parties have the input x.
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The protocol described in Algorithm 3.1 is designed to work as described above. Parties
start by sending their signed input to all parties, and then forwarding that input to all
parties. Whenever a party receives a signed input message it forwards that message to all
parties. Every party p; then waits until there are three parties (including itself) such that p;
received all of these parties’ inputs, and the messages forwarding each other’s inputs. Once
that happens, p; chooses whether to output the value x that it received as input, or the
value L. If p; saw that more than one party reported its input as 1 — x (either by receiving
its input directly, or by receiving a forwarded input), p; outputs L. Otherwise, p; outputs

X.

Input: x
fwdValsy = fwdValsy = fwdValss = fwdValsy = {}, initVals = {}
send {iyy and (iy - i) to all, fwdVals; = fwdVals; U {i,}
upon receiving (k) from py and not having forwarded a message from py:
send <k - i) to all
fwdVals; = fwdVals; U {ky}
initVals = initVals u {k,}
upon receiving (j, - k) from py
initVals = initVals u {j,}
if j1_, hasn’t been added to fwdValsy: fwdVals, = fwdVals; o {j»}
upon 3p;, py # p; s-t. ix, ky, and fs are in fwdVals; n fwdValsy n fwdVals; s.t. v,v" € {0,1}:
let S be the set {s|s1_, € initVals}
if |S| < 1 then decide x
13: else, decide L

FIGURE 3.1: 4-party authenticated Asynchronous BCA for Byzantine faults for party p;

el
N =2

Theorem 88. The protocol in Figure 3.1 solves Byzantine fault tolerant BCA in 2 rounds with a

PKI setup when there are 4 parties, n = 3f + 1.

Proof. Termination. Termination follows from the fact that there are at least 3 honest parties,
and they all will eventually receive and forward each others’ initial messages.

Validity. Assume all nonfaulty parties have the same input x € {0, 1}. Parties only add
values j, to initVals after receiving a message j,, which contains j’s signature on the value
y. Nonfaulty parties only sign such messages with their input x, so nonfaulty parties can
receive one signature on 1 — x by the single faulty party. Therefore, if some nonfaulty party

decide on some value, it will see that |S| < 1 in line 12 and decide x.
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Agreement. Assume by way of contradiction that two parties p; and p; output 1 and
0 respectively. Before deciding, each of those parties waited to hear at least 3 forwarded
messages from at least 3 parties. Since there are 4 parties, and at most 1 Byzantine party,
they have at least one such nonfaulty party in common. Let that party be pi. At the time p;
terminated, it heard at most one forwarded input of 0, meaning that in pj’s first 3 forwarded
messages, it sent at least two messages with the value 1. Therefore, before terminating p;
heard at least two forwarded 1 inputs, and thus it could not have output 0.

Binding. Assume without loss of generality that party p; is the first nonfaulty party to
output some value. If it outputs a value b # L, then we can define b to be the binding value,
and the binding property trivially holds because of the agreement property. Otherwise, let
I be the indices of the parties that caused p; to terminate, and let G be the nonfaulty parties
among them. Without loss of generality, assume that I = {1,2,3} and that p; is nonfaulty
(and possibly also p3). For each i € G, define m; ;, m; ;, m3 ; to be the first three values echoed
by pi, and define m; to be the most common value among m ;, m, ;, m3 ;. Now, define b to
be the most common value in the multiset {m;|i € G}, if such a value is uniquely defined.
If there is no single most common value, define b to be p4’s input, which we will show is
defined by this point in time.

If b is the most common value in the multiset {m;|i € G}, then at least two nonfaulty
parties in G sent at least two echoes with the value b in their first three echoes. Any
nonfaulty party that terminates must hear at least three echoes from at least one of those
parties, and thus will not output 1 — b. Otherwise, the most common value in {m;|i € G}
is not uniquely defined. This must mean pj is faulty and thus G = {pj, p2}. In addition,
since the most common value is not defined, m; # mj. Note that p; and p, agree on the
value sent by p3, so it cannot be the case that their first three echoed values are echoes of
messages sent by the same three parties. In other words, at least one of them heard from py,
and thus p4’s input is already defined to be some value x4. We defined b = x4 as above,
and all that is left to show is that no party outputs 1 — b. We already know that p; output L,
and by construction, p4 cannot output 1 — b = 1 — x4. Therefore, only p, might output1 —b

if that was its input. If py’s first three echoes contain the value b twice, it would not output
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1 —b. Otherwise, my; = 1 — b and thus m; = b. This means that if p, hears three echoes
from p; before terminating, it will hear at least two echoes with the value m; = b and will
output L. Otherwise, before terminating it hears an input message from p3 and p4, as well
as echoes of each others’ values. In addition, it hears p;’s input before terminating, because
p1 is the first party to terminate and it heard p, echo its value at that time. In other words,
p2 hears all parties” input messages before terminating. As shown above, p; echoes three
messages, with the input value m; appearing twice. Similarly, p, echoes three messages
with the input value m, appearing twice. Finally, both forward the same message from p3,
and thus in total p; receives two messages with the value m; and two messages with the
value m; before terminating. Since m; # my, in that case it outputs L. In other words, in all
cases p; either outputs L or b.

Round Complexity. We now prove that the protocol requires only 2 rounds. This follows
from the fact that the only messages sent by honest parties are their initial messages with
their input values (which don’t depend on any other messages), and messages forwarding

the initial messages of other parties. O

Similarly to the previous protocol, in the protocol described in Figure 3.2, parties start
by sending each other their inputs. They then forward any received input and any message
forwarding an input, also indicating the messages’ senders. Every party p; then waits until
there are three parties (including himself) that report consistent information about each
other’s messages. More specifically, they forward the same messages about each other as
the messages the p; received and forwarded. Then, p; outputs its input x if it forwarded at
most one input message with the value 1 — x and at most one of the three aforementioned
parties forwarded more than one input message with the value 1 — x. Otherwise, p; outputs
1.

We show that this protocol is a CA protocol for any number of parties n such that
n = 3f +1 in Theorem 89. We then proceed to show that the protocol is also binding for
n=4,f=1andn=7,f > 2 in Theorems 91 and 92 respectively, meaning that in these

cases it is also a BCA protocol.
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Input: x
1: coreSet; = {}
2: forjel...m
3: initVals; = {}
4: forkel...m:
5: fwdedMsgs;; =I]
6: send (iy) to all
7: upon receiving (j) from p; and fwdedMsgs;; = [|:
8: send (j, - iy to all
9: initVals; = initVals; u{j,}
10:  fwdedMsgs;; = fwdedMsgs; j.append(j,)
11: upon receiving (ky - j) from p; and ks - j ¢ fwdedMsgs; ;:
12: send (ky - j - i) to all
13: initVals; = initVals; u{ky}
14 fwdedMsgs;; = fwdedMsgs; j.append(ky - j)
15:  fwdedMsgs; = fwdedMsgs;.append (ko)
16: upon receiving ¢k - [ - j) from p; and having received ky - | from p;:
17:  fwdedMsgs;) = fwdedMsgs;.append (ky - 1)
18: upon 3 a set of n — f distinct parties coreSet; s.t. the following 3 conditions hold:
1. p; € coreSet;
2. Y(j,k,1) € coreSet;, fwdedMsgs; ;. = fwdedMsgs; x
3. Vj € coreSet;, Jv € {0, 1} s.t. fwdedMsgs; ;[1] = v; and Vk € coreSet;, vj € initValsy
19: Vie{l...n}letS; = {s|s1_y € initVals;}
20: if [S;] < fand [{je {1...n}st [S;| > f}| < f:
21: decide x
22: else decide L

FIGURE 3.2: 7-party unauthenticated Asynchronous BCA for Byzantine faults for party p;

Theorem 89. The protocol in Figure 3.2 solves Byzantine fault tolerant CA for n = 3f 4 1 parties

in 3 communication rounds without a PKI setup.

Proof. Validity. Assume all nonfaulty parties have the input b, and that some nonfaulty
party p; outputs some value. At that time, it received the message {j;_;) from at most f
parties, and thus |S;| < f. In addition, every nonfaulty p; only sends (ky - j) messages after
receiving a (k) message from py. This means that each p; sends at most f such messages

with x = 1 — b, and thus for every nonfaulty p;,

S]-‘ < f. Therefore, both conditions of line
20 hold, and thus p; outputs b, as required.

Agreement. Assume by way of contradiction that two nonfaulty parties p and g output
0 and 1 respectively. Define coreSety and coreSet; to be the sets coreSet they have at the time
they output their respective values. Define coreSety1 = coreSety n coreSet;, and note that

|coreSetg1| = f + 1 because |coreSety| = |coreSet;| = n — f. There are at most f Byzantine
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parties, so let p; be a nonfaulty party in coreSety,. Both p and g completed the protocol
with p; in their respective core sets, so it saw that it forwarded the initial value messages
sent by all parties in their respective cores. Assume without loss of generality that p; sent
messages of the form (k; - j - i) for each pair of parties p;, py € coreSety before it did so for
all such pairs of parties in coreSet;. From condition 2 of line 18, p received the messages
(ky - j) from each such p; as well as k; from py. From the first condition of line 20, p; saw
that at most f of those k, messages had v = 1, because otherwise |S;| > f would have
been true, and p; would have output L instead. On the other hand, p; forwarded the same
messages in the same order to q. This means that for every p; € coreSet 1, p; forwarded at
least f + 1 messages of the form (kg - j - ) before forwarding the final message required for
q to terminate. From the second condition of line 18, 4 waits to hear the messages (ko - j)
from the parties p; € coreSetp 1, and thus when it terminates, it sees that at least f + 1 parties
in coreSet; have forwarded at least f + 1 initial 0 values, causing it not to output 1 and
reaching a contradiction.

Termination. All nonfaulty parties eventually send their input messages. After receiving
those messages, every p; sends a (j - i) for every (j,) message it received. Similarly, every
pi sends a (ky - j - i) for every (k- j) message it received. After receiving the all of these
messages from each nonfaulty party, every nonfaulty party has the conditions of line 18
hold with respect to the n — f nonfaulty parties, and thus every nonfaulty party decides
some value if it hadn’t done so previously.

Round Complexity. Parties send at most chains of length 3, and thus the protocol is a

3-round protocol. O

We now turn to show that the protocol is also binding in the case of n =4, f =1 and

n=7f<2.

Lemma 90. Let p; and p; be two nonfaulty parties. If py € coreSet; n coreSet;, then Vp, € coreSet;
and Ypy € coreSet;, either p;’s fwded Msgs; i is a prefix of p;’s fwded Msgs,,  or p;’s fwded Msgs,,
is a prefix of p;’s fwdedMsgs .

Proof. By quorum intersection, |coreSet; m coreSetj| > f + 1 and at least one of the parties
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in the intersection must be nonfaulty. The lemma follows from condition 2 on line 18.  []

Theorem 91. The protocol in Figure 3.2 solves Byzantine fault tolerant BCA for n = 4 parties and

f = 1in 3 communication rounds without a PKI setup.

Proof. As shown in Theorem 89, the protocol is a 3-round CA protocol for any n > 3f +1,
and thus it has the Validity, Agreement and Termination properties. All that is left to show
is that the protocol is also binding.

Binding. Assume that the first nonfaulty party to output outputs L (otherwise binding
follows from agreement). W.l.o.g. assume p, is the first nonfaulty party to output, that it
started with input value 1, and consider the set coreSet, at the time that p, decides. For
binding not to hold, there must be an extension of this execution where some nonfaulty
party decides 1 and one in which a nonfaulty party decides 0. W.l.o.g. assume that p; is the
nonfaulty party who can decide 1 and p4 is the nonfaulty party who can decide 0. Note
that parties only decide a non-1 value if that was their input value. As such, p; must have
started with 1 and p4 must have started with 0. If p;, p» and p4 are in coreSet;, then py
cannot later output 0 by the condition on line 20. Since |coreSety| = 3, there are two possible
cases:

1. p1, p2 and p3 are in coreSety. Then p; and p; both forward the messages (1; - 3) and
(27 - 3). Since only one of p; and p, can be in coreSet, for p4 to output 0, p3 must be
in coreSety. Assume first that p, is the other party in coreSets. For py to be able to
decide 0, it must not hear the messages (1; - 3-2) and (2; - 3 - 2) from p,, or coreSet,
will not satisfy the condition on line 20 for p4 to output 0 (since p4 will wait to hear
that p3 forwarded the initial values of p; and p; or it will hear messages from p1).
So p, must send all the messages necessary for ps to output 0 before it sends the
messages (11 - 3-2) and (2; - 3 - 2). This necessarily includes the messages (4o - 3 - 2)
and (3p-3-2), aswellas (4p-2-2) and (3p-2-2), and (49 -4-2) and (3¢ - 4 - 2). If this
happens, it cannot be the case that coreSet; satisfies the conditions for p; to output 1,
and we have arrived at a contradiction. If p; is in P4, a similar argument follows.

2. p2, p3, and p4 are in coreSet;. Assume that an extension in which p4 later outputs 0
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exists. Then it must be the case that p3 starts with input value 0. Since p; can’t hear
from both p3 and p4 before later outputting 1, it must hear from p,. If it hears from
p2 the messages of the form (4g-4-2) and (3p-4-2),and (4p-3-2)and (39 -3 - 2), it
cannot later output 1 (since necessarily p, and another party in coreSets must have
forwarded more than one initial value message with value 0). So then p, must send
to p; the messages necessary for p; to output 1 before it sends those messages. But if
it does that, ps would hear all of those messages and eventually have more than one
party in its set coreSet, that forward more than one initial value message containing
1, a contradiction.

O

Theorem 92. The protocol in Figure 3.2 solves Byzantine fault tolerant BCA for n = 7 parties and

f < 2in 3 communication rounds without a PKI setup.

Proof. As in the previous theorem, all that is left to show is that the protocol is binding.
Binding. We use a proof by contradiction. Consider the first nonfaulty party to output,
p«- Once p, outputs, there must be an extension in which a nonfaulty party p; outputs 1 and
an extension in which a nonfaulty party po outputs 0. We refer to the extensions as ext-1 and
ext-0, respectively. Assume w.l.o.g. that a majority of the parties in coreSet, (> 3) sent input
value messages containing 1. Then py cannot be in coreSet... This follows from two points:
the fact that p,. outputs before py does and the condition on line 20 by which a party decides
anon-1 value. Let support; for | € {0, 1} be a set of 3 distinct parties from coreSet; at the
time at which p; decides such that Vp; € coreSet;, |S;| < 2, where S; = {s|s1_; € initVals;}
(note that coreSet; must contain at least 3 parties satisfying this condition for p; to decide /).
coreSety N coreSet, contains at least 3 parties, at least one of which must be in supporty. We
consider 3 possible cases:
1. There is a single party in supporty n coresetx, and it is honest. Refer to this party
as py. It must send all of its messages to po that are necessary for pg to output 0
before it forwards the initial messages of all parties in coreSet; (otherwise it cannot

be in supporty). Therefore, it must receive the messages where all parties in coreSety
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forward the initial messages of all of the parties in coreSet;. At least 3 parties in
coreSety must also be in coreSet,. Note that then p; cannot be in coreSety, and p; must
be in coreSet.. p, expects all parties in coreSet,. to forward all of the 2-chain messages
sent by parties in coreSet,, contradicting that p; could output 1 after p, outputs by
the condition on line 20.

. There is a single party in supporty n coreset+, and it is Byzantine. Refer to this party
as pp. In ext-0, pp must not hear all of the messages where pp forwarded the input
value of all parties in coreSet,, since f 4+ 1 = 3 of those parties have input value 1 and
in that case, pp can’t be in supporty. In order not to contradict Lemma 90 in ext-0, pp
must forward all of the input value messages of parties in coreSet prior to forwarding
all of the input value messages of parties in coreSet,. In addition, all honest parties
in coreSetgncoresetx (there must be at least 1) must forward all messages that they
need to send py in ext-0 prior to forwarding the messages where pp forwards the
input value messages of all parties in coreSet,. (otherwise pg hears that pp forwarded 3
initial value messages with value 1, and it waits to receive the corresponding 2-chain
messages from pp prior to outputting in ext-0, a contradiction). Refer to such an
honest party in coreSetyncoreset+ as pyo.. To forward all messages that they need
to send py in ext-0 prior to forwarding the messages where pp forwards the input
value messages of all parties in coreSet., pyo. must receive messages from all parties
in coreSety forwarding the initial value message of all parties in coreSety. This implies
that p; cannot be in coreSety, and by quorum intersection it must be in coreSet,. The
rest of the proof follows the same as that of case 1.

. Both parties in supporty\po are honest and in coreSet,. Note that the parties must
send all messages that they need to send to py in ext-0 prior to forwarding the initial
messages of all parties in coreSet, (as they cannot be in supporty if pp hears them
forward the initial value messages of three parties with value 1). To do so, they need
to forward the initial messages of all parties in coreSety, as well as the messages in
which every party in coreSety forwards the initial message of every party in coreSet.

This means that they must receive those 1-chain and 2-chain messages from each
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party in coreSetq (implying that p; cannot be in coreSety). By quorum intersection,
it must be the case that there is at least one party in support; n coreSety. Let this
party be psi10. Note that p; cannot be in coreSet, since there are at least 3 parties in
coreSetgncoreSet,, p* hears from the parties in supporto\po that they forwarded all
of the initial messages of parties in coreSety, and p. expects all parties in coreSet,
to forward all 1-chain and 2-chain messages sent by these parties. Since neither p;
nor po are in coreSet,, it must be the case that ps1o € coreSet,. In order to output,
px, by the conditions on line 18, requires all parties in coreSet, to also forward the
messages where p;1.0 forwards the initial messages of all parties in coreSet,, and it has
to hear these corresponding 2-chain messages from p;;9. Unless all nonfaulty parties
in coreSet, n coreSet; send all of the messages they need to send to p; for it to output
1 before forwarding these messages, ext-1 cannot exist. There must be at least one
honest party in coreSet,. n coreSet; and it must receive from all parties in coreSet; the
forwarded initial messages of all parties in coreSet; to do so. Clearly then, py can’t be
in coreSety, so one of the parties in supporty\po must be in coreSet;. This party cannot
forward all of the input value messages of all parties in coreSet; prior to sending to
po all of the messages it needs to send for it to output 0 (as then pg would hear that a
party in supporty forwarded > f initial value messages with value 1). Due to FIFO
channels p; inevitably hears from this party that ps1.0 forwarded the initial messages
of all parties in coreSety, a contradiction.

. There is one honest party and one Byzantine party in supporty\po, and both of them
are in coreSet,. Refer to the Byzantine party in this set as pg and the honest party
in this set as py. Note that by quorum intersection, one of the parties in the set
{po, pr, P} must be in coreSet;. Using similar reasoning to that of case 3, we first
show that it cannot be the case that pg or py is in coreSet;. po cannot hear the 2-chain
messages in which py forwards the initial value messages of all parties in coreSet.,,
but py must send these messages prior to p. outputting. So py must send to pg all of
the messages it needs to send to pg in ext-0 for pg to output 0 prior to forwarding the

initial value messages of all parties in coreSet,. For this to happen, py must receive
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from all parties in coreSety the 2-chain messages in which they forward the input
value messages of all parties in coreSety. By quorum intersection, there must be at
least one party, psic0 in support;ncoreSety. If py is in coreSety, it notifies p; that a
party in support; forwarded 3 input value messages with value 0, a contradiction. By
the fact that at least 3 parties in coreSety must also be in coreSet., using similar logic to
that used in case 3, p; can’t be in coreSet . or coreSety, so psico must be in coreSet .. Due
to FIFO channels, p. expects all parties in coreSet, to forward the 2-chain messages
where pg10 forwards all of the input value messages of parties in coreSety. This implies
that all honest parties in coreSet; N coreSet, must send to p; all of the messages they
need to send to p; in ext-1 prior to forwarding all 2-chain messages of ps1.0, and prior
to p. outputting. This implies that py cannot be in coreSet;.

We now show that binding cannot be broken if pp is in coreSet;. As argued above,
the honest party in coreSet, n coreSet; requires all parties in coreSet; to send it the
forwarded initial messages of all parties in coreSet; before it forwards all messages
necessary for p. to output. So it requires a message from pp forwarding all initial
messages of all parties in coreSet;. Since pg is in supporty, po should not hear this
message. Since we have shown that p; and pg cannot be in each others’ coreSet or in
coreSet,, there are at least 3 parties in coreSety n coreSet,. n coreSet; and at least one of
them must be honest. This honest party must send all the messages it needs to send to
po and p; prior to sending p, all the messages it needs to send p. to output (otherwise
it will notify pg that pp forwarded the initial messages of 3 parties with input 1 or it
will inform p; that a party in support; forwarded the initial messages of 3 parties with
input 0). If it sends all messages for ext-0 first, it will notify p; that a party in support;
forwarded 3 initial value messages containing 0 due to FIFO channels. If it sends all
of the messages for ext-1 first, it will notify pg that a party in support, forwarded 3
initial value messages containing 1. Either way, we have arrived at a contradiction.

. There are two Byzantine parties (pp; and ppy) in supporto\po, and both of them
are in coreSet,. By quorum intersection, there must be some honest party, p;, in

coreSetgncoreSet, that has to send everything for ext-0 to po before it sends all of

87



its messages for p, to output, because otherwise it will reveal to py that a party
in supporty forwarded 3 input value messages with value 1, a contradiction. Note
that this implies that p. hears that 3 parties in coreSet, forwarded 3 input value
messages with value 0 prior to outputting, and it must hear all parties in coreSet.
forward these messages. Hence, p; cannot be in coreSet.. p; also can’t be in coreSet
since pj, expects to hear from all parties in coreSety that they forward the input
value messages of all parties in coreSetg. Since pp1 and ppp are in coreSet,, and
po forwards the initial value messages of all parties in coreSety and cannot hear 3
input value messages with value 1 before p, outputs for ext-0 to exist, Lemma 90
implies that supportinsupporty = 4. Thus, the two parties in support;¢ p; must be
honest and in coreSet,. By quorum intersection, some party in support; must be in
coreSety, some party in supporty must be in coreSet;, and there must be an honest
party ppint € coreSety n coreSety N coreSety. As already noted, all honest parties in
coreSetoncoreSet,, including pj, i,;, must send all messages they need to send in ext-0
prior to sending all messages for p, (and thus revealing that a party in support
forwarded 3 1s). To do so, py, in+ Will send messages that a party in support;ncoreSet
(there must be at least 1) forwarded 3 Os; but this should not be revealed to p; before
it outputs. This means that py, ;,; should send all messages for ext-1 before sending all
messages for ext-0, but then it would reveal to pg that a party in supporty forwarded 3
1s. Either way, ext-1 and ext-0 cannot both be possible when p.. outputs, and binding

cannot be broken.

3.4 Generalizing the Lower Bounds

In this section, we generalize the lower bounds from lower bounds specifically for n =

3,n =4 orn =7 to lower bounds for n = 3,n > 4 or n > 7. The techniques for generalizing

the lower bound in the case that n > 3,n > 4 are standard and provided for completeness.

On the other hand, generalizing the lower bound for n > 7 is slightly more intricate. In the

following we simply show how to generalize two of the lower bounds presented above, but
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generalizing the other ones (with different corruption models or numbers of rounds) is done
in the same manner.

We start by showing how to generalize the lower bound for n =4 and f =1 to any n, f
such that 4f > n > 3f + 1. Identical arguments can be made to generalize the lower bounds

for n =3 and f =1 to any n, f such that 3f >n > 2f +1.

Theorem 93. Assume that it is impossible to solve Byzantine fault tolerant crusader agreement in
two rounds with n = 4 parties and f = 1 faults. Then it is impossible to construct such a protocol

forany fe Nand4f >n > 3f + 1.

Proof. Assume by way of contradiction, that for some f,n such that4f > n > 3f there exists
a Byzantine fault tolerant crusader agreement protocol for n parties resilient to f corruptions
in which all parties decide on a value after at most two rounds without a PKI setup. We
will use this protocol to construct a Byzantine fault tolerant crusader agreement protocol
for 4 parties with 1 corruption that requires the same number of rounds, contradicting the
theorem statement.

The protocol is designed for 4 parties p, ..., py which simulate a full run of the n-party
protocol running with parties py, ..., ps. Start by partitioning the parties py, ..., p, into 4
roughly-equal groups: P, ..., Ps. Since n is not necessarily a multiple of 4, it is possible
that some of the groups will contain one more party than the other groups. More precisely,
set { = (n mod 4), and let Py, ..., P; be of size [§] and P/, ... P4 be of size | §|. In case
that £ = 0, this means that all set are exactly of size 7. Note that in all other cases, this
means that the sets do indeed contain a total of n parties, since their combined sizes are
T+ @= 01 = £ (241D + @ D15 =4-[2]+ (n mod 4) = n.

Now, in the 4-party protocol each party p; simulates the full n-party protocol for the
parties in P;. Every party p/ receives an input x; and simulates the actions of all parties in P;
after starting with the input x;. This is done by running the code of each of those parties
after receiving that input, and sending messages if required as described below. Whenever
p; sees that party p € P; sends a message m to some party g € P; it does the following: if

j = i, it simulates g receiving m by running the code that 4 would have run upon receiving
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the message from p. Otherwise, p; sends the message m to p}, along with the information
that p sent the message to 4. Similarly, when a party p;- receives a message m from p; with
the information that p € P; sent that message to g € P;, p;- simulates g receiving that message
by running the code that 4 would have run upon receiving that message from p. Once p!
sees that all of the simulated parties in P; output values, it does the following: if at least one
party in P; output L, it outputs L. Otherwise, it outputs some non-_L value that a party in P;
output!. In this setting, the adversary can only corrupt a single party p’, which simulates
the parties in P;. The number of parties in P; is at most [} ]. By assumption, n < 4f, so
4] < [%] = f. All other simulated parties act exactly the same as they would when
receiving messages in the original protocol, since they are instructed to send and receive
messages exactly as they would in the original protocol. In other words, the simulated run
perfectly corresponds to a run in which the adversary corrupts at most f parties, in which
messages between parties in the same set P; are delivered immediately and the rest of the
messages are delivered according to the scheduling dictated by the adversary. The protocol
is secure under these conditions, and thus Validity, Agreement and Termination hold in the
simulated run.

In order to complete the proof, all that is left to show is that the resulting 4-party protocol
is a two-round Byzantine fault tolerant crusader agreement protocol withn =4 and f =1,
reaching a contradiction to the theorem statement.

Validity. If all parties have the same input b, then each nonfaulty p; simulates all of the
parties in P; with the input b. This means that the run corresponds to a run in which all
parties simulated by nonfaulty parties have the input b. From the Validity property of the
original protocol, all simulated nonfaulty parties output b as well, and thus every nonfaulty
p! output b after seeing that all of the parties in P; output that value.

Agreement. Assume that two nonfaulty parties p; and p} output the non-_L value b;
and b; respectively. Before doing so, each one saw that all of the parties simulated by it

completed the protocol and that at least one of the parties simulated by p; and p;. output b;

1 An alternative choice is to output L only if all simulated parties did, and otherwise output some non-
value.
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and b; respectively. Those parties are simulated as nonfaulty parties, so b; = b; from the
Agreement property of the original protocol.

Termination. If each nonfaulty p! starts the protocol, it simulates all of the parties in
P; correctly throughout the whole protocol. This means that all of the parties in the P; sets
simulated by nonfaulty parties act as nonfaulty parties would in the original protocol, and
thus eventually decide. After seeing that all of the parties in P; output some value, every
nonfaulty p; outputs a value as well.

Round Complexity. In the original n-party protocol, all parties output a value after
two rounds. More precisely, all nonfaulty parties send only round 1 or round 2 messages.
Observe a given run of the 4-party protocol. In the simulated n-party protocol, all simulated
parties output a value after at most 2 rounds without sending any message from round 3 or
higher. Therefore, in the 4-party protocol, no party sends a message from round 3 message
or higher, and after every nonfaulty simulated party decides a value, every nonfautly p;

outputs a value as well. O

Theorem 94. Assume there is a network of 7 parties p1, ..., py, and let S, T be a partitioning of
the parties such that |S| = 4,|T| =3,SuT = {p1,...,p7} and ST = . Assume that it is
impossible to solve Byzantine fault tolerant binding crusader agreement in two rounds withn =7
parties and f = 2 faults, even if the adversary can corrupt at most one party in S and one party in

T. Then it is impossible to construct such a protocol for any f > 2 and 4f > n > 3f.

Proof. Assume by way of contradiction that such a protocol exists for some #, f such that
f = 2and 4f > n > 3f. The proof follows a similar outline to the previous proof,
simulating the n party protocol in the 7 party setting. Without loss of generality, assume
that S = {p1,...,pa} and that T = {ps,...,py}. Since 4f > n > 3f, there exists some
ke [f —1] such thatn = 3f + k.

We will now construct a protocol for 7 parties p}, ..., p;. Start by partitioning the
parties {p1,...,pn} into 7 sets Py, ..., P;. Each setin P, ..., P4 contains k parties for the k
defined above, and each party in P, ..., P; contains f — k parties such that for every i # j,

P n P; = . First, note that by definition f > k > 0 and thus also f > f —k > 0. This
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means that each of these sets has a positive number of parties, smaller than f. In addition,
the total number of partiesis4-k+3- (f —k) = 3f — 3k + 4k = 3f 4+ k = n. In other words,
it is possible to partition the n parties into non-intersecting sets of these exact sizes.

From this point on, the simulation is exactly the same as in Theorem 93. Each party p! is
in charge of simulating the parties in P;. It starts the protocol by receiving its input x; and
simulating all of the parties in P; starting the protocol with the same input x;. Following that,
if some simulated party p € P; sends a message m to g € P it either delivers it immediately
ifi = j or sends m to p} and signifies that p sent the message to 4. Upon p} receiving a
message m from p) saying that p sent that message to g, p;. checks that p € P;and q € P;. If
that is the case, p; simulates g receiving that message from p. In all of the above discussion,
by “simulating receiving the message” we mean that the simulating party runs the code
that the simulated party would have run, and sends any messages according to the above
description.

Once p; sees that all of the parties in P; output some value, it outputs if at least one of
the parties in P; output L, p! outputs L as well. Otherwise, it outputs some non-L value
that a party in P; output. All that is left to do, is to show that the protocol is a 2-round
protocol, resilient against a Byzantine adversary that controls at most one party in S and
one party in T, reaching a contradiction. An adversary controlling at most one party in S
and one party in T is in charge of simulating at most f — k + k = f parties. This means that
any run of the 7-party protocol corresponds to a run of the n-party protocol in which the
adversary controls at most f parties, and the scheduling is the same as the one described
in Theorem 93. Therefore, the simulated run terminates in two rounds and has the Validity,
Agreement, Termination and Binding properties.

The proof that the 7-party protocol requires two rounds and that it has the Validity,
Agreement and Termination properties is identical to the proof in Theorem 93 and is thus
omitted. For the final property, Binding, assume some nonfaulty party p; outputs some
value. At that point in time, it saw that all of the parties in P; output values. All of those
parties are nonfaulty, and thus from the Binding property of the n-party protocol, at that

time there exists some value b € {0, 1} such that all nonfaulty parties output either b or L
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in the n-party protocol. We will show that all nonfaulty parties output either b or L in the
7-party protocol. Observe some nonfaulty party p;. in the 7-party protocol. If it outputs
the value L from the protocol, the property holds. Otherwise, it output some value b’ after
seeing that at least one party p € P; output b’, and no party in P; output 1. From the Binding

property of the n-party protocol, b’ = b, and thus p} outputs b as well. O
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4. Dynamically Available Consensus Under Generalized
Synchrony

This work was done in collaboration with Kartik Nayak (Duke University), Nibesh Shrestha
(Supra Labs), and Luca Zanolini (Ethereum Foundation), with Sravya Yandamuri as lead
author.

Byzantine fault-tolerant (BFT) Total-Order Broadcast (TOB) enables a group of parties
to agree on a sequence of client transactions despite the presence of a bounded number of
Byzantine (malicious) parties. The traditional model assumes a permissioned network with
a fixed set of parties known to each other. Bitcoin [71] introduced the first protocol operating
in the dynamically available model [59], where parties can go online or offline freely, and the
total number of active participants is unknown. Pass and Shi later formalized this concept as
the sleepy model of consensus [72|. Dynamic availability is a crucial property for blockchain
protocols, ensuring both safety and liveness even when an external adversary forces a large
fraction of parties offline or introduces a surge of new parties.

There is a long line of work in improving the latency of dynamically available proto-
cols [50, 7, 45, 86|. Initial works based on longest-chain-based protocols incurred latency
that depended on the security parameter and the actual level of participation. Several works,
including Goyal et al. [50], Prism |7], parallel chains [45], and OHIE [86], removed the de-
pendency on one of these parameters but not the other. Finally, MR [68] and MMR |65,
64| designed protocols with O(A) latency where A is a pessimistic network delay. However,
all of these protocols only work under a synchronous [35] network assumption. While it is
conceivable that the network is synchronous under a very large value of A (e.g., 10 mins),
it may be the case that the maximum bound on the actual network delay is much lower.
At the same time, relying on synchrony implies that the latency is a function of this pes-
simistic parameter A. On the other hand, while partially synchronous [38] and asynchronous
protocols can be designed to allow parties to commit at the speed of the actual network de-
lay, dynamically available protocols are known to not be secure under partial synchrony or
asynchrony [59]. Thus, we have the following natural question:

Can we obtain the best of both worlds, i.e., be secure under the synchrony assumption
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yet commit in time that is closer to the actual network delay?

We answer this question affirmatively in this work through two key contributions. First,
we introduce a new network model called Generalized Synchrony, which serves as an interme-
diate assumption between synchrony and partial synchrony. Second, we design a dynamically
available protocol that remains secure under the generalized synchrony network assumption.

Generalized synchrony.  The generalized synchrony model can be thought of as an
intermediate between synchrony and partial synchrony. In this model, a protocol designer
chooses a sequence of k values Aq,..., Ay such that Vi,A; < A;y1 and the actual network
delay is always less than some A; for j € [1,k]| (we say A; holds). We refer to the smallest
such A; value that holds as Ajge,. The synchronous network can be thought of as a specific
case of generalized synchrony where k = 1 and A1 always holds. Generalized synchrony also
bears a resemblance to the unknown A approach in partial synchrony — typically protocols
secure in this version attempt to achieve consensus under increasing values of A without
knowing which value will hold. In comparison, under generalized synchrony, it is known
that Ay always holds.

Dynamic availability under generalized synchrony. Our core contribution is the design of
a dynamically available Total-Order Broadcast protocol under generalized synchrony, which
eventually commits with a latency of O(Ajge,) in expectation. We work within the extended
sleepy model of Malkhi et al. [65], referred to as the (T, Ty, a)-sleepy model, where the total
number of corrupt parties during interval [t — Ty, t + Ty] is less than a times the number of
awake parties at time {. When Ty = 00, the protocol does not allow the number of corrupt

parties to decrease. In particular, we obtain the following result:

Theorem 95. There is a Total-Order Broadcast protocol under generalized synchrony with parame-
ters Ay, ..., A in the (00, 204y, % — €)-sleepy model in which blocks are eventually committed with

a latency of O(Ajgear) time in expectation, where Ajgeqc(y is the lowest delay that holds.

In comparison, the state-of-the-art dynamically available protocols incur a latency of
O(Ay) in expectation. In our protocol, if we choose the apriori A; values appropriately (e.g.,

in powers of two), this latency will be close to the one based on the actual network delay
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(e.g., within a factor of 2).

4.0.1 Approach and Key Challenges

Our core idea is to run multiple instances of the expected constant round dynamically
available protocol (such as [64]), each based on different assumptions for the upper bound of
network delay, denoted as Ay, ..., Aj, Ajyq, ..., Ay, where ViA; < Aj11. Allowing all instances
to propose new blocks simultaneously would lead to conflicting blockchains across different
instances. Thus, only one instance is ever allowed to propose new blocks at a time. Initially,
this responsibility lies with the instance that has the smallest delay bound, A;. When a
block B proposed in a lower-delay instance (e.g., A;) is confirmed in that instance, 71;, it
is then passed to the next higher instance, 71;11, for reconfirmation. However, if the lower
delay bound (such as A1) does not hold, the protocol may stop receiving new input blocks, or
parties may produce inconsistent outputs in that instance. In such cases, the responsibility
for proposing new blocks shifts to the next higher instance, and participants stop engaging
in the failed instance and all lower instances.

When taking the above approach, we want to ensure that blocks are committed with
a latency of O(Ajgeq). To achieve this, we need to address the following key challenges.
First, parties should never propose blocks in instances past 7T;z.,;. Second, if the parties are
proposing in instances 7t; for j < ideal, they still make sufficient progress. Finally, we need
to ensure that new parties joining the protocol have sufficient state to not stall the protocol.

Challenge 1: Ensuring blocks are not proposed in instances past Tig.q -  Since not all
A;j hold, it is necessary that the parties notice when sufficient progress is not being made
in the sub-protocol corresponding to their estimate of the lowest delay that holds. Thus, if
a party observes lack of progress or forks in the chain, then parties must attempt to move
to a higher sub-protocol when observing this evidence. We need to, however, ensure that
parties do not incorrectly attempt to move to a higher sub-protocol. In particular, in our
protocol, the parties can only propose and vote for new blocks in a single sub-protocol at
a time (otherwise, this would lead to conflicting chains). So even if a party is proposing

and voting for new blocks in 7t;4,,, it may not see progress if all of the other awake honest
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parties are not also proposing and voting for new blocks in 77;4.,, as the leader’s proposal
is not guaranteed to succeed if all of the awake honest parties do not vote for it. Thus,
it is necessary then that upon updating their estimate of A;4,,, parties only start to check
that progress is made once they are sure that all of the other awake honest parties have
also updated their estimate to A;j.,. Toward this end, our protocol uses a beacon protocol,
which the parties use to locally decide when to increase their estimate of A;z,,. The beacon
protocol is run with a delay of Ay, which is guaranteed to hold. Furthermore, it has the
property that when one party updates their estimate of Ajg,, to some A; due to outputting j
from the beacon protocol, all others will also output j and update their estimates accordingly
within 3A. With this knowledge, the parties may safely begin expecting, and checking for,
progress in 77; after a 3A; grace period elapses once they update their estimate and ensure
that they do not move past 7T;z.,-

Challenge 2: Ensuring progress at the rate of Njgea;- A second challenge in designing
such a protocol is that it is possible that a subset of the honest parties may see evidence
that a given A; does not hold, while others may not. For example, it is possible for some
honest parties to see progress in 7Tjjjeq, While other honest parties see no progress. Or, an
honest party might see two conflicting blocks decided in 7tj, but given that the protocol has
fluctuating participation, it may not be able to produce a proof to convince other honest
parties that two conflicting blocks were certified. This can potentially ensure that parties
are stuck on 77j e, and not making sufficient progress. To handle this challenge, we ensure
that if the honest parties do not eventually converge on A;;.,;, then this is because progress
is being made at least at the speed of A;4.,, and consistent chains are being created in all
Tlj>ideal- 'TO achieve this, we have parties check that a block decided in 77; must be decided in
741 sufficiently quickly; otherwise this is evidence that A; does not hold, and they attempt
to increase their estimate. If j < ideal, and an honest party does not meet this condition,
if we set each delay to be double the previous delay, then the parties will make progress at
least at a rate of 1 block per O(Ajgear)-

Challenge 3: Ensuring newly joining parties do not stall the protocol. A third challenge

in designing our protocol relates to parties joining the network. As described in the preceding
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paragraphs, there are various criteria that the parties use to detect whether their current
estimate of Aj;., is wrong. The liveness of the protocol requires that if progress is not made
in 77, the parties update their estimates and try to start proposing and voting for new blocks
in 7tj41. In a network without fluctuating participation, once all of the honest parties notice
that A; does not hold, they can all indicate this in the beacon protocol and subsequently
update their estimates. However, when parties may join the network at any moment, we
must be careful that parties joining at critical moments do not prevent the parties from
increasing their estimates when needed, resulting in the protocol losing liveness. This could
happen because a party must observe a lack of progress over a sufficiently long time period,
and only at the end of that time period can it be sure that its current estimate does not hold.
In our work, this is a 2k epoch time period, where x is a security parameter. If a newly joined
party waits for a 2x epoch time period to elapse without seeing progress before attempting
to increase its estimate of A;4.,, Once it nears the end of this period, another honest party
may join the protocol, starting another waiting cycle. In this way, the network could never
reach a state in which all of the awake honest parties are convinced that progress is not
being made, and this could prevent them from ever succeeding in increasing their estimates.
To overcome this challenge, we present a joining protocol in which parties verify the amount
of progress that has been made in the protocol up to the time they joined. A joining party
determines when the first parties to adopt this estimate did so, and verifies if sufficiently
many blocks were committed since that point. We ensure that if a party joins the network
with the estimate that j = ideal and it is not convinced that its estimate is wrong, this is
because an average of one block per O(Aj) time steps have been committed since the time
at which the first honest parties to set their estimates to A; did so. Otherwise, the party
joins the network with its input to the beacon protocol already indicating that it wants
to increase its estimate. We overcome these challenges and present a joining protocol that

ensures that new parties joining the protocol do not prevent the liveness.
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4.1 Technical Overview

As described in the introduction, our work takes the approach of running one instance
of the expected constant round dynamically available protocol such as MMR [65], one for
each value of A;. Initially, parties estimate that the network delay is Aq, considering it to
be the actual delay A;j.,. They adjust this estimate to Ay only when sufficient evidence
suggests otherwise. Such evidence typically indicates possible network asynchrony or parti-
tioning, which could lead to inconsistent outputs, in line with the known impossibility result
presented in [57]. Eventually, without knowing Az, we need to ensure that the current
estimate A; < Ajg,, makes sufficient progress, or the parties will change their estimate to
Dideal -

Protocol with a single A that holds. To begin with, we outline the scenario where k = 1,
i.e., there is a single delay Aq that holds. The protocol progresses through a series of epochs,
with each epoch having a designated leader responsible for proposing a new block. The
protocol uses a Lock-Commit paradigm; in this case, once a party decides a block (in a
chain)!, all honest parties lock onto the same block. The lock ensures safety across epochs:
parties are restricted to voting only for blocks consistent with their current locks. This
ensures that once a party decides on a block, no other party can subsequently decide on
a conflicting block. To maintain the protocol’s liveness, it is crucial that honest leaders
propose blocks that all honest parties will vote for — specifically, blocks that extend the
current locks of all honest parties. This ensures that the protocol continues to make progress
while preserving safety.

To instantiate the above outline in the dynamically available setting, we adopt the ap-
proach of MMR [65]. Each epoch starts with two consecutive instances of Graded Agree-
ment (GA) (Definition 96), where parties choose their inputs to the second GA from their
outputs to the first GA. Ultimately, this block of two GA’s is used for parties to update
their locks (to ensure that honest parties do not have conflicting locks) and choose their

candidates which they will extend or propose to ensure that parties propose blocks that all

! Since each block uniquely determines its corresponding log, deciding a block B is equivalent to deciding on
the log it represents.
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honest parties will vote for. To the first GA instance of the epoch, which we denote as GAg,
each party inputs their current lock. By choosing their input in this way, a party ensures
that safety remains intact in this protocol, i.e., when one honest party decides a block, no
honest party decides a conflicting block. Each party then selects the highest grade 1 output
from GAp that does not conflict with any other outputs as their input to GA;, the second
Graded Agreement instance. The protocol ensures that such an output is guaranteed to
exist by the validity and integrity of GA. Furthermore, the graded delivery property of GA
ensures that the inputs to (and outputs from) GA; of the honest parties do not conflict.
The output from GA; is used by honest parties to update their locks. As mentioned before,
when an honest party decides on a block, all honest parties lock on it. The validity property
of GA ensures that all honest parties output with grade 1, the highest common ancestor of
their inputs, and the integrity property ensures that any block output by an honest party
must have been input by an honest party (or a block extending it must have been). In this
way, the parties choosing to input their locks to GAg preserves safety because if all honest
parties were locked on a given block at the beginning of the epoch, their locks after the
update would continue to extend that block. This mechanism also ensures that the locks of
all honest parties are consistent, a crucial requirement for liveness, as parties will only vote
for blocks that do not conflict with their current locks.

After outputting from GAjp, in addition to updating their lock, a party selects their
candidate block as the highest output with any grade. Due to the graded delivery property
of GA and the fact that the outputs from GA; do not conflict, this process ensures that the
candidate blocks chosen by all honest parties are extensions of the locks held by all honest
parties. Subsequently, each party generates a new block proposal extending their candidate
and submits it to the GPE mechanism (Definition 97). With a probability of 1/2 — e, all
honest parties will decide on the block proposed by one of the honest parties. If any party
decides a block B, all honest parties lock on that block, ensuring safety and liveness.

Extending to the generalized synchrony model. What has been described so far outlines
a protocol that functions effectively when a single delay bound, A1, holds. However, in

the generalized synchrony model, there are multiple potential delays, Aq,..., A, and the
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FIGURE 4.1: A depiction of an execution of the protocol from time ¢t = 0 to 10A3. Each
sub-protocol is executed with an increasing A, where A; = 2A,_1. Because A; holds, new
blocks are only decided in 711 and blocks decided in 711 may be used as input to 712, and

subsequently decided there. Similarly, blocks decided in 71; may be used as input, and
decided in, 71;11. In epoch 3 of 7711, no block is decided due to a dishonest leader of GPE.

challenge is ensuring that the protocol makes progress at the speed of the smallest A that
holds (Ajgeq1), without the parties knowing in advance which A is the actual one. The goal
is to dynamically adjust to the correct delay, enabling the system to progress efficiently
while maintaining safety, despite the uncertainty about which A governs the current net-
work conditions. Initially, parties assume that the network delay is A1, considering it to
be the actual delay A;z.;;. They adjust this estimate to Ap only when sufficient evidence
suggests otherwise. Such evidence typically indicates possible network asynchrony or parti-
tioning, which could lead to inconsistent outputs, in line with the known impossibility result
presented in [57]. Eventually, either one of two possibilities occurs: (1) the parties converge
on the actual network delay, A;j.4, which corresponds to Ay in the worst-case scenario; or
(2) if the parties do not converge on Ajgeq, this is because progress is being made at least
at the desired rate of one block per O(Ajz) time. Regardless of which case occurs, parties
never definitively know which delay is A;4.,7, but the protocol ensures that progress is made
at this speed eventually. Importantly, our protocol design ensures that no party increments
their estimate past ideal, ensuring that progress is made at the speed of Az, and that the
prefix property is not violated.

Our high level approach is as follows. The protocol consists of k sub-protocols 7t; for

1 < i < k, each associated with a delay parameter A;. We set the delays such that A; = A’; L

Participants execute all k sub-protocols simultaneously, continuously updating their estimate

of the lowest delay that holds. Once a party has seen evidence that A; does not hold, a
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party ceases participation in protocols 7y, ;. Of course, having k sub-protocols implies
that honest parties output k logs. So how would parties choose which log is the right one?
Our solution is to have each party maintain an estimate of the delay that they believe is
the lowest delay that holds. Parties only accept and propose new blocks in the single sub-
protocol that is being executed at the delay which they believe is the lowest that holds. In
the sub-protocols with higher delays, they only decide on blocks which were already decided
in lower sub-protocols.

To determine whether to increment their estimate of A, parties rely on three key crite-
ria. The first criteria (criterion 1) checks for the lack of progress in the current sub-protocol.
Within the sub-protocol, since honest leaders are chosen by the GPE instance with a proba-
bility of 1/2 — €, we cannot guarantee progress in a given epoch. However, because the leader
selection events across instances are independent, we can expect to commit x blocks within
2x epochs with high probability. This check is triggered only after all parties have moved to
the current sub-protocol (ensuring which requires additional care as discussed in challenge 1
in the previous section). The second criteria (criterion 2) checks for the lack of confirma-
tion from sub-protocols with higher A. This check ensures that higher sub-protocols, and
in particular 7144, are reconfirming sufficient blocks from the current sub-protocol. Since
any Ay > A; is a stronger assumption, lack of reconfirmations in any higher sub-protocol
7ty implies insufficient progress in 7r;. Finally, the last criteria (criterion 3) checks for con-
sistency violations using higher sub-protocols. Again, by a similar reasoning as the previous
one, a sub-protocol with a larger A is more authoritative. Thus, if, at any point, there is a
conflict between what was confirmed in the current sub-protocol and what is reconfirmed in
a sub-protocol with a larger A, the party will decide to move to the next sub-protocol.

Finally, even if all honest parties have observed evidence to move to a higher sub-protocol,
how do they agree to do so? Observe that this evidence suggests that the current estimate
of A is incorrect; thus, executing any protocol in this instance may not provide with any
guarantees. Thus, the parties rely on a beacon protocol 7Tpeuqn that continuously runs GAs
sequentially with parameter Ar. The beacon protocol ensures that if some party decides

to update its estimate at a given time, all honest parties will update their estimate within
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another 3A; time.

Allowing parties to join the protocol correctly. A dynamically available protocol allows
parties to join the protocol freely. From a modeling standpoint, we can classify parties in the
protocol as being in one of three states: awake (i.e., actively participating parties), asleep
(i.e., not participating), and recovering (i.e., a state where they receive sufficient state to
be awake). Thus, when a party joins, it first enters the recovering state, then engages in a
joining protocol to learn the necessary state required to participate before transitioning to
the awake state. A natural question is, how does the party learn this necessary state in the
joining protocol?

In the generalized synchrony model, a naive approach is for joining parties to start with
their estimate est = 1 (like the initial awake parties) and the necessary information to
participate in each sub-protocol (i.e., a log and a lock).  However, the protocol’s liveness
depends on parties incrementing est when progress stalls in the sub-protocol proposing new
blocks. In particular, we need all awake honest parties to propose and vote for blocks in
the same sub-protocol. Thus, if new parties continuously join with est = 1, the protocol
may never advance beyond 711, even when A does not hold. This is because parties rely on
the beacon protocol to move to higher sub-protocols, and the GA invocation in the beacon
protocol is guaranteed to suggest moving only if all honest parties input an intent to move.
Since a joining party does not have access to this information, if it indicates a lack of this
intent, the parties may not be able to move to higher sub-protocols. Thus, if parties keep
joining the network, the parties may never move past est = 1. On the other hand, if the
joining party suggests an intent to move incorrectly (i.e., when the estimate is correct), this
may eventually cause parties to move beyond 7.,

A better approach is for joining parties to first obtain the outcome of an iteration of the
beacon protocol before joining. This allows them to determine the appropriate est value to
start with. However, the same issue persists. The already awake parties may have noticed
insufficient progress in the current sub-protocol which a joining party would not know. Just
as it is about to set its intent to move, another party might join, stalling progress again.

Thus, to prevent perpetual stalling at critical moments, parties must only join with an
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intent to not move if sufficient progress has been made in the current sub-protocol up to
their joining time.

This leads to our solution, which relies on the following key idea: A party joining with a
given est with a lack of intent to move should do so only after verifying that sufficient progress

has been made since the time that parties first adopted this value of est. To achieve this,

*

»t» Which represents

the joining party must not only learn est from 7tpeu00,, but also obtain ¢
the time when the first honest parties that adopted this value of est did so. Additionally,
the joining party must acquire a log for each sub-protocol that matches the log of some
already awake honest party, preventing the adversary from falsely inflating the perceived
progress. Using t; and these logs, the joining party can verify whether enough blocks have
been committed in 71, without triggering criterion 1. Moreover, it can determine if those
blocks were committed in higher sub-protocols as expected to avoid triggering criterion 2,
and whether the logs conflict with the ones in higher sub-protocols triggering criterion 3.

Using this approach, our protocol ensures that the joining party assumes the approximate

state of some awake honest party after recovering.
4.2 Model and Definitions

We consider a system with n parties, denoted as P = {p1,..., pn}, connected through
pairwise reliable, authenticated point-to-point channels. The system operates under an
adaptive adversary capable of corrupting parties at any point during execution. Byzantine
parties may exhibit arbitrary behavior, while honest parties strictly follow the protocol as
specified.

Cryptographic assumptions. We assume the use of a Public Key Infrastructure (PKI)
and digital signatures. A message m sent by party p; is digitally signed with p;’s private
key, denoted as (m);. Additionally, we assume a collision-free hash function, with H(x)
representing the invocation of the hash function H on input x. Lastly, we assume a verifiable
random function (VRF). Each party p; with its secret key can evaluate (p, 7r) < VRF;(7)
on any input p. The output is a deterministic pseudorandom value p along with a proof 7.

Using 7t and party p;’s public key, anyone can verify whether p is the correct evaluation of
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VRF; on input pu.

Time. Our protocols operate in discrete rounds, where each round is represented by a
value in IN. Protocol execution begins at round 1. We assume that all parties have perfectly
synchronized clocks.

Sleepiness. Parties can be in one of three states during the protocol: awake, asleep, or
recovering. Parties that are awake actively participate in the protocol, while parties that
are asleep neither participate nor receive any messages. A party enters the recovering state
when they are engaged in a joining protocol?. During the recovering state, the party receives
all messages sent from the time they begin the joining protocol at time ¢, and they continue
to receive messages until they transition to the asleep state. Importantly, we do not assume
that messages are queued for a party while they are asleep.

Our protocol operates in the extended sleepy model of [65], which differs from the original
sleepy model of [72]. In this extended model, the participation of corrupt parties may grow
proportionally to the overall participation of the network, with a certain delay. Let T} and
Tr be non-negative integers representing two specific time constants and let « > 1 denote
a predetermined failure ratio of honest to Byzantine parties. Our protocol works in the
(Tf, Ty, a)-sleepy model [65]. Let n; denote the total number of parties awake at time ¢, and
let F; be the total number of corrupt parties awake at time t. Then:

fETeT) =1 | FAl (4.1)
t=Ty<T<t+T,

An execution of the protocol is admissible in the (Tf, Ty, w)-sleepy model if for all £ > 0
it holds that f(¢, Ty, Ty) < an;. To put it simply, the total number of Byzantine parties
awake during the entire time interval from t — Ty to t + T, must be less than a fraction of

the total number of parties awake at time f.

2 Ajoining protocol enables parties that were previously offline to retrieve messages sent during their absence.
The duration of this protocol typically depends on the volume of data to be recovered. For this discussion, we
consider the joining protocol in abstract terms, without delving into its specific mechanics.
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4.2.1 Graded Agreement, Graded Proposal Election, and Total-Order
Broadcast

Logs and blocks. A log is defined as a finite sequence of blocks, represented by
A = [By,By,...,Bg], where each block B; contains a set of transactions and references
the preceding block. For this discussion, we assume the existence of an external transaction
pool from which honest parties retrieve transactions.®> Each block includes a hash pointing
to the previous block, creating a hash chain. The initial block in this chain, which lacks a
reference to any other block, is called the genesis block and is denoted as By. The height
of a block is defined by its position in the chain, measured as the distance from the genesis
block. Any block By specifies a unique chain By, ..., Bg, which corresponds to a distinct log.

Two logs are considered conflicting if neither is a prefix of the other. Likewise, two
blocks B and B’ are said to conflict if the logs they uniquely define are conflicting. A log
A is described as an extension of A’ if and only if A’ is a prefix of A. If A’ = A, then A’
and A are prefixes of each other. We use the notation A[: —c] to indicate the last ¢ blocks
in the log A. We assume the existence of a function max() which takes as input two logs
and returns the longer of the two. If both logs have the same length, it returns an arbitrary
one. In addition we assume the existence of a function diff() which takes as input two logs
and returns the blocks that are only in the longer log and not in shorter log. We make no
assumptions on what it returns if neither log is a prefix of the other.

Graded Agreement. In the Graded Agreement (GA) primitive, each participant holds a
block B, and they output blocks with an associated grade, either 0 or 1. We represent the

output as a pair (B, g). The log that party p; submits to the GA is referred to as the input

of party p;.

Definition 96. We require the Graded Agreement primitive to satisfy the following properties.*

Graded delivery. If an honest party outputs (B, 1), then all honest parties output (B, *).

Integrity. If an honest party outputs (B, =), then at least one honest party has input B’ extending

3 These transactions are validated against a set of predetermined rules before being compiled into blocks.

4 It is important to note that there are several versions of Graded Agreement, each with distinct properties.
The protocol presented in this work is based on the versions with the properties specified in [65].
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B.

Validity. Let B be the highest block that every honest party’s input extends. Then all honest parties
output (B, 1).

Note that there is no consistency property, so a single party may output multiple con-

flicting blocks.

Definition 97 (Graded Proposal Election). In graded proposal election (GPE), each party pro-
poses their own block B and the parties elect a single block with grades. Each party is equipped with
a function predicate() that takes as input a block B and outputs 0 or 1. At the end of the protocol,
each party outputs a single pair (B, g) of a block B (or B = 1) and a grade g € {0,1} with the

following guarantees:

Consistency. If two honest parties output (B, «) and (B', =) for B,B’ # L, then B = B'.
Graded delivery. If an honest party outputs (B, 1), then all honest parties output (B, ).

Validity. If all honest parties input blocks that satisfy predicate() for all honest parties, then with

probability 3 + €, all honest parties output (B, 1) where B is the input of an honest party.

Integrity. If an honest party outputs (B, ), then B satisfies predicate() for at least one honest

party.

Throughout this paper, we treat Graded Agreement and Graded Proposal Election as
black-box protocols. The GA protocol we utilize requires 3A time, while the GPE protocol
takes 4A time [65]. Our focus is on the specific properties these protocols satisfy, and we
build our solution upon those properties.

Total-Order Broadcast [27]. A Total-Order Broadcast (TOB) protocol ensures that
all the honest parties decides on the same log A. A protocol for BFT TOB satisfies the

following properties.

Safety. If two honest parties deliver logs A; and Aj, then A; and Ay do not conflict.
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Liveness. For any wvalid transaction tx present in the transaction pool, there is a point in
time ¢ such that all honest parties, provided they remain active for an adequate period
of time®, will eventually produce a log A containing (within one of its blocks) the

transaction tx.

We define a TOB protocol as dynamically available if it operates as a TOB protocol

within the (Ty, Tp, a)-sleepy model.
4.3 Dynamically Available TOB Under Generalized Synchrony

In this section, we first discuss the generalized synchrony model. We then provide a
high-level overview of a protocol for dynamically available Total-Order Broadcast within
the generalized synchrony model. In the following subsection, we present the pseudo-code
for the protocol and provide a detailed explanation of its execution, highlighting how the

protocol operates step by step under various conditions.

4.3.1 Generalized Synchrony

Synchronous protocols require that all messages sent by honest parties are delivered
within some fixed known time A after they are sent by the sender. This model has the
advantage of being able to tolerate up to one-half Byzantine faults. In practice, ensuring
the delivery requirement implies that the parameter A needs to be chosen pessimistically. On
the other hand, partially synchronous and asynchronous protocols can tolerate asynchrony
in the network, but protocols under these models tolerate only one-third Byzantine faults.

Recent research in distributed consensus has focused on developing Total-Order Broad-
cast protocols within various adaptations of the sleepy model [72]. This has led to the
creation of a series of dynamically available total-order broadcast protocols [65, 25, 26, 68,
46, 27|, which are capable of tolerating fluctuations in the participation levels of parties.
These protocols must be synchronous [57][59, Theorem 7.1], meaning they rely on a known,
system-wide upper bound A for communication delay and clock skew, while assuming that

local computation time is negligible. This is, in practice, a significant limitation because

5 The exact length of “adequate time" is protocol-dependent.
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even short periods of asynchrony or network partitioning can jeopardize everything done
before asynchrony started.

In this work, we introduce a new model called the generalized synchrony model. In
this model, parties have synchronized clocks, and we assume a range of possible network
delay values, denoted as A1, Ay, ..., A, where Aj represents the smallest delay and Ay the
largest. The actual network delay may fluctuate between A; and Aj, with the assumption
that it is bounded by Ar. The smallest such delay that holds is denoted as A;j.,, Where
A1 < Njgear < Ay Message delays are therefore bounded by A;j., rounds.

The generalized synchrony model allows us to circumvent some impossibility results
pertaining to partial synchrony (e.g., the lower bound in [37]) (since A always holds).
At the same time, it allows us to design protocols that obtain a latency better than the
synchronous model (since Aj4., may be less than Ay).

In this new model, we have the following definition.

Definition 98 (Byzantine Fault-Tolerant Total-Order Broadcast Under Generalized Syn-
chrony). A Byzantine fault-tolerant Total-Order Broadcast protocol within the generalized syn-
chrony model with progressively increasing delays A1, . .., Nigeal, - - . , Dk, guarantees that all honest
parties decide on k logs A1, ..., Nigea, - .., Ax. This protocol ensures the following properties

VA = Nigeal-
Safety. If two honest parties deliver logs Aj and A;-,, then Aj and A;-, do not conflict.

Liveness. Blocks containing transactions continue to be appended to Aj.
4.3.2 Total-Order-Broadcast

In Figures 4.2 and 4.3, we present our protocol for dynamically available TOB under the
generalized synchrony model. We start by describing the portion of the protocol presented
in Figure 4.2. ©

Figure 4.2 depicts the sub-protocol that is run k times concurrently, where instance us

is executed with delay A;. Throughout the course of the protocol, a party maintains two

6 In this section we assume that joining parties adopt the exact state of some honest party that was already
awake prior to it joining. We remove this assumption in section 4.4.
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important variables: est and move. The variable est is used to indicate the delay that the
party believes is Ajj.;. In protocol 7T, the party proposes new blocks and votes for new
block proposals; it does not vote for new block proposals in any other sub-protocol. If a party
sees evidence that A.s does not hold during the course of the protocol, they set move := 1.
In addition to these variables, a party mantains for each j a timestamp t]’-". Upon setting
est = j, a party sets t;-" to the current timestamp t,,,. The purpose of this timestamp is
that parties use it to detect whether they are seeing sufficient progress in 7r.s. We discuss
in more detail how it is used later.

The sub-protocol 7t; proceeds in epochs of length 10A;. Each epoch begins with two
instances of GA (Definition 96), as in the approach of [65]. To the first instance of GA, GAq,
the party inputs a block: either their lock from that sub-protocol, lock;, or their highest
decided block from the previous sub-protocol, decide; 1 if it extends lock;. The latter option
is a key difference in our protocol from that of [65]. The reason why parties input decide; 1
if it extends lock; is for the liveness and prefix properties: a party must continue to grow all
of its logs, and its logs constructed with higher delays must be prefixes of those constructed
in lower delays. The set outg; contains all of the party’s outputs from GAg, meaning that it
is a set of tuples of blocks and their corresponding grades. The party takes the block from
outp,; with the greatest height that is output with grade 1 such that no conflicting blocks
were output (with any grade) to be its input to the second GA. From the outputs of the
second GA, the party determines its candidate block, Beang and updates lock;. In particular,
it sets lock; equal to the block with the greatest height output with grade 1, and it sets
Bcand equal to the block with the greatest height (of any grade) that it output. As described
earlier, this approach enables the parties to have consistent locks, and for the parties to
choose candidate blocks that extend the locks of all honest parties.

The next component of the sub-protocol is an instance of GPE (Definition 97). If a
party has est = j, they create a new block proposal extending Bcang containing all the new
transactions in their buffer. Otherwise, they propose Bcang. The parties execute GPE with
their block proposal, as well as a specification for how they evaluate the function predicate

on blocks within the GPE. Specifically, if est = j, the party only requires that the proposed
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block extends lock;. In other words, the party accepts proposals of newly constructed blocks.
Otherwise, the block must also have been output by the party from GAg, meaning that this
block was previously constructed and input to GAg by some honest party. The purpose of
choosing block proposals and evaluating predicate on proposed blocks in this way is that
it ensures that only blocks that were already committed in 71;,,,, where low is the current
value of est of the honest parties, will be committed in 7Tj-jo,. This is necessary because a
conflict between Ay, and A; for j > low is seen as evidence that Ay, does not hold, and
the parties will attempt to move est past low if this happens. If the parties move est past
ideal, progress is not ensured at the speed of Ajz.;. Furthermore, such a conflict violates
the prefix property, and potentially the safety property as well.

Once the GPE outputs, if the party outputs a block with grade 1, it commits the block.
The party also updates lock; if it output a block (with any grade) from GPE. Note that GPE
has a uniqueness property, which ensures that there is a single block B # 1 that the honest
parties may output from a single instance of GPE. Due to the graded delivery property of
GPE, this step ensures that if an honest party commits a block, all of the awake honest
parties lock on it. If the delay corresponding to the sub-protocol holds, the fact that when
one party decides a block all of the awake parties lock on it ensures that honest parties do
not have conflicting chains.

Participation criteria. There are also certain instructions that a party executes at any
point during the sub-protocol. If a party decides a block which causes A; to be longer than
Aj<j, it commits all the blocks that it has committed in 77; in 77/ (and updates its locks
accordingly). Note that this may cause the party to see a fork in the chain constructed in
a sub-protocol, which it uses as evidence that the delay corresponding to that sub-protocol
does not hold. If a party meets any of the criteria for moving up, i.e. it sees evidence that
A;j does not hold, it sets move := 1 and ceases participation in 7t;.

We now describe these criteria in further detail. Criterion 1 captures that once all honest
parties have est = j for the same value of j, if A; holds, the parties should commit x new
blocks every 2x epochs. As we describe later, it takes 3A; time once one party sets est = j

for the rest of the parties to have est = j. For this reason, a party expects progress in 7t

111



from time t7; + 3A; onward. Criterion 2 captures the fact that a block committed in 7;
should be committed in 77j;1 in a timely manner. This captures the liveness property: that
AjV]j = ideal should continue to grow throughout the duration of the protocol. This property
also ensures a more nuanced property. It is possible that A; does not hold, and because of
this only a single honest party sees progress in 77;. As we later show, it is necessary that
all of the awake honest parties have move := 1 in order for them to increment est. Due to
criterion 2, if a party stops the network from converging on A;;.,1, this is because a party is
seeing progress at an even lower delay, and this progress is reflected in all the higher logs as
well. It ensures that if the parties don’t eventually converge on the lowest delay that holds,
it is because progress is made at an even faster rate than it would have been if they did
converge on Ajjeq. Finally, criterion 3 captures that seeing a conflict between A; and Aj;
indicates that A; does not hold. The protocol ensures that only blocks committed in lower
sub-protocols may be committed or locked on in higher sub-protocols, so a violation of this
property is grounds to set move := 1.

The Ttyeacon Protocol. Next, we describe the protocol 7Tyec0, in Figure 4.3. This protocol,
executed with a delay of Ay, dictates when a party locally decides to increase its value of
est. The protocol consists only of GAs executed at intervals of 3A;. To each GA, a party
inputs the sum of its value of est and its value of move. Within GA, the numbers 1 through
k form a chain. That is, 2 extends 1; 3 extends 2; k extends k — 1; and so on. From the
outputs, out, of GA, the party takes the highest value output from GA, v, and the highest
grade with which v was output, ¢. If ¢ = 1, and v > est, the party ceases participation in
Tlest, sets est = v, resets move := 0, and sets t}; := t,0w, the current timestamp. Otherwise,
the party only sets move := v — est. The graded delivery property of GA ensures that once
one honest party sets est = j, all of the honest parties have est = j within 3A; time. This
property is crucial for our protocol, because progress in 7. is ensured only once all awake
honest parties have est equal to that value. Since a party knows that after it has updated
its value of est, all of the other honest parties will do so within 3Ay time, it can expect to

see progress as soon as that grace period has passed, as reflected in criterion 1 for moving

up.
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4.3.3 Protocol Analysis

In this section, we prove that the protocol implements dynamically available Total-Order
Broadcast under generalized synchrony. In these proofs, we assume that when parties join
the protocol, and changes their status to awake at time t, they assume the state of another
honest party that was awake prior to and including time ¢. In Section 4.4, we show how
to do away with this assumption with our joining protocol. We start by proving that the
protocol satisfies a property called conditional safety. Conditional safety is safety within a
sub-protocol 77; (no two honest parties decide different blocks at the same height) conditioned
on two points: (1) Aj holds and (2) no honest party has est > j. Note that the first condition

is equivalent to saying that j > ideal, and we use the two notions interchangeably.

Definition 99 (Conditional Safety). If A; holds and no honest party has est > j, then if an honest

party decides block B in protocol 7tj, no honest party decides a block B’ conflicting with B in ;.

We start our protocol analysis with a proof of conditional safety because the safety and
prefix properties of our TOB protocol requires that no honest party has incremented est past
ideal. This is because honest parties propose new blocks in the GPE of 7, and evaluate
predicate(B) = true for new blocks in 7T.st. As a result, if some honest party has est > ideal
the protocol does not prohibit a conflict between A; for j > ideal and Ajgeq. One of the
conditions by which a party decides that they wish to move to a higher sub-protocol is if
they see a fork in 7t.¢ or if the lock in a higher sub-protocol conflicts with the chain they are
constructing in 7t.s (condition 3). If conditional safety does not hold, then honest parties
may increment est past ideal. If an honest party has est > ideal, then the protocol does
not guarantee that blocks are decided at a latency of O(Ajzeq). Since the safety and prefix
properties of the protocol and the fact that the property that no honest party increments
est past ideal are interdependent, we start by proving a weaker safety property, conditional
safety. The proof of conditional safety serves as a stepping stone to proving that no party
increments est past ideal, which enables us to prove the that the protocol satisfies the

properties of TOB under generalized synchrony and that progress is made at the speed of

Aideal-
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We start with two helpful lemmas that are stepping stones to proving that conditional
safety holds. In Lemma 100, we show that blocks are decided directly in lower sub-protocols
before they are locked on (and as a consequence, also decided), in higher sub-protocols.
This is an important step in proving that progress occurs at the speed of A;4,, and that the
safety and prefix properties are preserved. If this property does not hold, A; and Aj for

j,j’ = ideal could conflict, violating these properties.

Lemma 100. If j > ideal, and all honest parties have est < j, then for all j' > j, locky held by any

honest party was decided by an honest party in 7;.

Proof. We prove this lemma by induction on j, demonstrating that the statement holds for
j/ = j+ 1. Itis evident that the statement holds at the beginning of the protocol. Now,
assuming it holds at the start of epoch ey > 0 of 77, we aim to prove that it continues to
hold at the start of epoch ey + 1.

At the start of epoch ej, honest parties input to GAg s the highest block they decided
in 71; (if it extends lock;/) or lock;. All honest parties input a block that was decided by an
honest party in 77;. This follows directly from the inductive assumption. The honest parties
then update lock; to the highest grade 1 output from GA; v (line 15). The lemma holds for
these lock updates because of the integrity property of GA and the fact that honest parties
chose their inputs to GAy  from their outputs from GA .

A necessary condition for honest parties (all having est < j by the lemma statement) to
evaluate predicate to true on a block in GPE of 7t is that they output it (or a block extending
it) with any grade from GAO,]'/. This implies that if the leader’s proposal succeeds, i.e., some
honest parties output a non-_L block B from GPE, then some honest party decided the block
B in 71; (by the integrity property of GA). The lemma therefore follows for lock updates
after GPE outputs (line 25).

We have thus proven the statement for j/ = j 4 1. The the lemma therefore holds for
every two consecutive pairs of sub-protocols where both are at least ;.

Next, we address general j > ideal and j' > j. To do so, we will use the fact that we

proved the statement for j* = j + 1 already. If an honest party sets locky = B in 7t at time ¢,
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then some honest party decided it in 771 prior to time , which follows from the fact that
the lemma holds for j = j + 1. Since an honest party decided B in 7y, they must have
locked on it as well (line 25). It follows from the fact that the lemma holds for j = j + 1 that
some honest party must have decided B in 7tj:_, prior to this. Using this line of reasoning,

we see that the lemma holds for general j > ideal and |’ > j. O

Lemma 101. If an honest party decides block B in epoch e; of 7t; at time t, A; holds, and all honest
parties have est < j, then all honest parties awake at any time t' > t have lock; extending B from

time t' onwards.

Proof. Note that all honest parties awake at time t update lock; to B in epoch ¢; due to
graded delivery of GPE (line 25). We therefore only need to prove that no honest party
locks on a block that doesn’t extend B in any epoch after e;.

We use a proof by induction to show that the lemma holds for all epochs after epoch e;.
We already showed that the lemma holds at the end of epoch ¢, as a base case. Assume
that it holds at the end of some epoch e;-. We show that it holds at the end of epoch e;- +1.

In epoch e;- + 1 of 71;, all awake honest parties input to GA ; their lock; or their highest
decided block from 7t;_; if it extends lock;. In either case, they input a block extending B. It
follows from integrity and validity that all awake honest parties input a block extending B
to GA1 ;. By integrity, no block output by an honest party from GAg; or GA; ; may conflict
with B, and by validity, the lock of all awake honest parties on line 15 extends B. By validity
of GPE, if an honest party updates their lock due to outputting a block from GPE, then the
block must extend B. It follows that all honest parties that are awake at the end of epoch

e;- + 1 have lock; extending B. O
We are now ready to prove that the protocol satisfies conditional safety.

Lemma 102 (Conditional Safety). If no honest party has est > j and A; holds, then if an honest

party decides block B in protocol 7tj, no honest party decides a block B’ conflicting with B in ;.

Proof. Suppose an honest party h decides block B in protocol 7; in epoch ¢;. We need to

show that an honest party /' cannot decide on a conflicting block B’ in 77; at any time.
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Assume that /" decides block B’ conflicting with B in epoch ¢j; we will show that this
implies a contradiction.

First, note that it cannot be the case that e} = ¢j. This is because of the consistency
property of the execution of GPE in epoch e;. Without loss of generality, let us assume
ej < e;.. Also, since we have est < j, by Lemma 101 all honest parties awake at any time
t' > t have lock; extending B from time ¢ onwards. A necessary condition for parties to
decide on a leader’s proposal in GPE (i.e., evaluate predicate = true for the proposal) is if it
extends their current lock. Thus, since all honest parties have lock; extending B, no party
would decide on a block conflicting with it (by the validity property of GPE). Thus, i’ will

not decide on B in any epoch ¢'. O

Lemma 103. If honest party p; sets est = j at time t, all honest parties awake at any time

t' =t 4+ 3Ay have est = j by time t'.

Proof. By graded delivery, all honest parties awake at time ¢ output (j, ) from GA at time ¢.
The parties that output (j,0) set move := j’ — est, where j’ > j (since they may also output a
value higher than j). All honest parties that input to the subsequent GA do so with input at
least j. By validity of GA, every awake honest party outputs (j”,1) for some value j” > j
from the next GA and updates their value of est accordingly. The parties output from this

GA at time t + 3Ay, thus proving the lemma. O

Lemma 104. If A; holds and no honest party has est > j, then Beang of every honest party during
epoch ej awake at time (10e; +- 6)A; extends lock; of all honest parties awake at that time during
epoch e; from time (10e; + 6)A; onward, and a block extending Bcand was output by all honest

parties awake at any point during epoch e;j from time (10e; + 3)A; onward from GAg j of that epoch.

Proof. Because honest parties input to GAy; their highest grade 1 output from GAg; such
that there were no conflicting outputs, it must be the case that none of the outputs of GA; ; of
honest parties conflict during epoch e;. This follows from the graded delivery and integrity
properties of GA. Parties set their lock; to be the highest grade 1 output from GA; ;. The

graded delivery property of GA ensures that all honest parties output the lock; of all other

116



honest parties, at least with grade 0. Moreover, Bc,ng is chosen to be the block with the
greatest height from the output of GAg ;. Since, the outputs of GAg; do not conflict, Beang set
by all honest parties awake at time (10e; + 6)A; must either be equal to lock; or a block that
extends lock; for all honest parties that are awake at that time. This proves the first part of
the lemma.

To prove that Bcang of all honest parties at time ( 10e; + 6)Aj was output from GAg ; of the
same epoch by all honest parties that were awake at time (10e; + 3)A; onwards, recall that
parties choose as Bcang their highest output of any grade from GA; ;. The integrity property
implies that some honest party must have input a block extending Bcang to GAyj at time
(10e; + 3)A;. Honest parties choose Bcang their highest grade 1 output from GAg; (with no
conflicting outputs). The graded delivery property ensures that if an honest party outputs a
block with grade 1, all honest parties output it with at least grade 0.

O]

Lemma 105. If A; holds, no honest party has est > j, j < k, and all honest parties awake at time t
have decided B (or a block extending it) in 7t; by time t, then all honest parties awake at any point at

or after t have lock; 1 equal to a block extending B for all epochs of 7,1 beginning at or after time t.

Proof. By conditional safety (Lemma 102), no honest party decides a block conflicting with B
in 77;. By conditional safety and Lemma 100, it follows that no honest party ever has lock; 1
conflicting with B. From the way that parties choose their inputs to GAg ;1 on lines 9- 10, it
follows that all awake honest parties input to GAg ;1 of 77,1 B or a block extending it for
all epochs beginning at or after time ¢.

In every epoch of 71 starting after time ¢, by the validity and integrity properties of
GA, no honest party outputs a block conflicting with B from GAq ;1 and all honest parties
awake at the time of outputting, output B or a block extending it with grade 1. As a result,
all awake honest parties input a block extending B to GAy ;1. The lemma therefore follows
for lock updates prior to GPE due to the integrity and validity properties of GA. Because
all awake honest parties are locked on blocks extending B, and by the way honest parties

evaluate predicate(), the lemma follows for lock updates after GPE due to integrity. O
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In the following lemma, we show that for every 2x epoch period where all honest parties
awake at any point during that time period have est = j for some j > ideal, there are at
least x epochs during that period with high probability s.t. all honest parties awake by the
end of that epoch have decided a new block. In addition, we show that for all j/ > j, during
the time period where all awake honest parties have est = j, there is at least 1 epoch out of
every « in which a new block is decided by all honest parties awake by the end of that epoch
with high probability. Later, we use this lemma to show that once there is a time f s.t. all
honest parties awake at any point at or after t have est = ideal, they continuously decide

sufficiently many new blocks in 7t;4.,; Which are also confirmed in higher sub-protocols.

Lemma 106. If there are 2k consecutive epochs in 7t; where all honest parties awake at any point
during that time period have est = j and A; holds, then during at least x of those epochs all honest
parties awake by the end of that epoch decide B, where B is the input of an honest party, with
probability 1 — e~ In addition, during the time in which all awake honest parties have est = j,
Vj' > j there is at least one epoch out of every « in which all of the honest parties awake by the end of

that epoch output B, where B is the input of an honest party, with probability 1 — 27 *e=2r€,

Proof. We start by proving the first statement. By Lemma 104, and line 19, in each such
epoch of 71, the inputs of all honest parties to GPE satisty predicate for all honest parties
that are awake at any point during the GPE. As such, in expectation, a block that is the

input of an honest party to GPE is decided every %re epochs in expectation by the validity
2

property of GPE by all honest parties awake by the end of that epoch. With the application
of a Chernoff Bound, it follows that with probability 1 — e~ this occurs at least « epochs
out of every 2x.

We now address the second statement in the lemma. Again, by Lemma 104, the inputs
of all awake honest parties to GPE satisfy predicate for all honest parties awake during GPE
in every epoch where all honest parties have est = j. The remainder of the lemma therefore

follows from a simple Chernoff Bound. O

In the next lemma, we show that once one honest party decides a block in 7Tjsigeqr, all

honest parties that are awake x epochs later will have decided it as well with high probability.
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Lemma 107. If an honest party p; decides block B directly in epoch e; of 7;, Aj holds, and all honest
parties have est < j then all honest parties that are awake at the end of epoch e; + x will have decided

B in mj with probability 1 — 2~ e~2*.

Proof. Because p; decided B directly in 7t; in epoch ¢, it follows from Lemma 101 that all
honest parties awake at time ' after the end of epoch ¢; have lock; equal to a block extending
B from time # onward. By conditional safety (Lemma 102), no honest party decides a block
conflicting with B in 7t;. Furthermore, by Lemma 104 and the fact that all honest parties
have est < j, in all subsequent epochs the blocks proposed by honest parties satisfy predicate
for all awake honest parties (and therefore extend B).

From the validity property of GPE, it follows that with probability 1 + € all awake
honest parties output (B’, 1) from GPE (and therefore decide it) where B’ is the input of an
honest party and therefore extending B in each such epoch. It follows with the application

of a Chernoff Bound that this occurs within x epochs with probability 1 — 27 *¢ =2, O

Lemma 108. If an honest party sets est := j at time t and no honest party ever has est 4+ move > j,

then all honest parties awake at time t' > t + 3Ay onward have est = j by time t'.
Proof. This follows from the graded delivery and integrity properties of GA . O

We are now ready to prove that with overwhelming probability, no honest party ever
sets est > ideal for the duration of the protocol, which is crucial to ensuring that progress

is made at the speed of O(Ajge)-
Lemma 109. No honest party ever sets est > ideal except for probability 1 — negl(x).

Proof. From the protocol in Figure 4.3, an honest party must output a value from GAg that is
greater than ideal in order to set est past ideal. By the integrity property of GA, this implies
that some honest party input a value j > ideal to GA. To do so, that party must already
have est > ideal or est < ideal and move > 1.

Now, we show a proof by contradiction. Let p be the first party to set est > ideal (if
multiple did at the same time, choose one arbitrarily without loss of generality), and let ¢

be the time at which they did so. This implies two possibilities prior to time t due to the
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integrity property of GA: (1) some honest party p’ had est = ideal and set move := 1 due
to meeting one of the criteria for moving up or (2) some honest party had est < ideal and
move > ideal — est due to outputting a value v > ideal from GAg in pencon-

We start by addressing the first case, and check if it is possible for some party p’ to have
had est = ideal and set move := 1 due to meeting one of the criteria for moving up. Without
loss of generality, let p’ be the first party to have est = ideal and move := 1. We go through
each possible criteria for moving up to check if it’s possible for p’ to meet one of them at
some time t* prior to time ¢, assuming that none of the other criteria are met prior to time
t*. If none of the criteria are met in the absence of any of the other criteria already having
been met, it follows that possibility (1) could not have happened.

We start with criterion 1 for moving up, and let t' < * < t be the time at which p’ set
est = ideal. All honest parties awake at time ' + 3A; onwards must have had est = ideal
by time ' + 3A; by Lemma 108. By Lemma 106 there are x epochs out of every 2x epochs
from time ' 4+ 3A; onwards in which all honest parties that are awake by the end of that

_ 2
2xe” and

epoch decide a new block proposed by an honest leader with probability 1 —e
this holds for every 2x epoch period after that (as long as no honest party increments est
past ideal for any other reason).

Next, we address criterion 2. Again, let ' < t* < t be the time at which p’ set est = ideal.
All honest parties awake at time t' 4+ 3A; onward must have had est = ideal by time ' + 3A;
by Lemma 108 (prior to which this criterion could not have been met for p’). By Lemma 107,
when an honest party decides a block in 77; for j > ideal and all awake honest parties
have est = ideal, all honest parties awake by the end of the subsequent x epochs will have
decided that block with probability 1 —27*¢~2*¢, By Lemma 105, once all honest parties
awake at a certain time f decide a block in 77j> 4.4, all honest parties awake at that point
onward are locked on that block in 77;,; for all subsequent epochs beginning at time ¢
onward. By Lemma 104 and Lemma 106, all honest parties awake at the end of the x
subsequent epochs of 77,1 will have decided that block with probability 1 —2~*e~2¢. It

follows from the fact that A; = 2A; 1 V1 < j < k that any block decided in protocol 7t for

ideal < j < k all honest parties awake at the end of the subsequent 2x epochs of 71 will
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have decided that block with high probability, in which case the criterion cannot be met in
the absence of any of the other criterion having been met.

Finally, we address criterion 3. We start by checking whether the first part of the
statement is possible: lock; conflicts with the chain constructed in 7t; for some j > ideal and
j' > j. Conditional safety (Lemma 102) applies for 7; since no honest party has est > ideal,
and Lemma 100 ensures that lock; was decided by an honest party in 7;. It follows that this
part of the criterion cannot be met. The second part of the statement, that there is a fork in
the chain constructed in 7; for j > ideal, also cannot be met due to conditional safety.

It therefore follows that option (1) could not have happened.

Next, we address (2): the possibility that p’ had est < ideal and move > ideal — est due
to outputting a value v > ideal from GA in 7Ty, prior to time t. For this to happen, p’
must have output v > ideal 4+ 1 from an instance of GA in 7Ty, prior to time t. By the
integrity property of GA, some honest party p” must have input v’ > v to GA prior to time
t. Without loss of generality, assume that p” is the first party to have done so prior to time ¢.
As already addressed when exploring possibility (1), it is not possible for p” to have done
so due to having est = ideal and move = 1 from meeting the criteria for moving up with
high probability. By the definition of p”, possibility 2 also cannot be because it would imply

that a party input v” > v to GA prior to p” doing so. We have arrived at a contradiction. [
In the following two lemmas, we prove that the protocol satisfies the properties of TOB.
Lemma 110 (Liveness). Blocks containing transactions continue to be appended to A;Vj > ideal.

Proof. If all awake honest parties have est = j for j > ideal, the lemma follows from
Lemma 106 and the fact that when an honest party decides a block in a sub-protocol 7,
they decide it to all Ay for j < j. If all honest parties have est < ideal, this implies that some
honest party p; never meets any of the criteria for moving up past some sub-protocol 7t; for
j < ideal. This implies, by criterion 1 for moving up, that p; sees x new blocks decided every
2k epochs to A;. Furthermore, by criterion 2, every block decided by p; to Aj is decided
within the following 2x epochs of 71,1 to Ay 11Vj < j' < k. For p;, the fact that they don’t

meet criterion 3 for moving up implies that Ay and Aj» do not conflict for any j* > j and
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j” = j. This follows from the fact that if they decide a block in any sub-protocol, they also
update their lock for that sub-protocol so that it extends that block. It follows that every

block that p; decides to A, it also eventually decides to Ajjeq,... k- O

.....

Lemma 111 (Safety). If two honest parties deliver logs A and A},, then Aj and A}/ do not conflict
VAj’ = Nigeal-

Proof. The lemma follows from conditional safety (Lemma 102) and the fact that no honest

party ever has est > ideal (Lemma 109). O
Finally, we prove that blocks are decided at the desired rate in expectation.
Lemma 112. Blocks are eventually decided at a rate of 1 block per O(Ageq1) time in expectation.

Proof. To prove the lemma statement, we show that in all 7; for ideal < j < k, 2/l
blocks are decided every 2k epochs. Because A; = # Vj < k, this implies the lemma
statement.

First, we prove the claim that new blocks are decided at a rate of x blocks every 2x epochs
in 7Tige,. By Lemma 109, we know that all honest parties have est < ideal for the duration of
the protocol. If there eventually comes a time that all awake honest parties have est = ideal,
the claim follows from Lemma 106. If this does not eventually happen, validity of GA
implies that for every iteration of 7Ty, SOme honest party inputs est + move < ideal.
Eventually, by validity of GPE, there must be some j < ideal such that some honest party
(note that it need not be the same one each time) inputs j to each iteration of 7y, for the
remainder of the protocol. Otherwise, at some point, all the awake honest parties would
reach est = ideal.

Let tf,]- be the earliest time at which an iteration of 7Tje,c0, Output (j,1) for an honest
party. By Lemma 103, all honest parties awake at time 5 ; = #] ; +- 3A, must have output
(j, 1) by that time. Note that no honest party could output (j/,1) for j/ > j from 7pescon, as
this would contradict the definition of j by Lemma 103.

Let t be some time during the course of the protocol s.t. t > £7 ;. Let p be the party that

input j to the latest instance of 7ty,,¢,, that completed at or prior to time ¢ with move = 0.
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This implies that p never met any of the criteria for moving up since time 7 < £7 ; (during
which time it may have been awake or based on the state it acquired when joining the
protocol). That is, p decides x new blocks for every 2k epochs of 77; from time £ + 3A
onward. Furthermore, every block it decides to A]-/, it decides within the subsequent 2k
epochs of 7y, 1 to Ajy1. By Lemma 107, and the fact that A;; = 2A;Vj < k, it follows that
in all 77; for ideal < j <k, all honest parties awake at the end of every 2« epoch period will

have decided x new blocks with probability 1 — negl(x). O

Corollary 113. If there exists some time t s.t. all honest parties awake at time t have est = ideal,
then beginning at time t onward, all honest parties awake at the end of every 2x epoch period will
have decided x new blocks and any block decided by an honest party in 7t for ideal < j < ks
decided by all honest parties in 71,1 that are awake at the end of the subsequent 2x epochs of 7tj 41

with high probability.
4.4 Joining Parties

In this section, we present our joining protocol which enables us to remove the assumption
that joining parties adopt the state of an already-awake honest party.

As described in the introduction, joining parties need to learn a value of est and move
to move so that joining parties don’t hinder the liveness of the protocol. In addition, they
must learn ad log A; and a lock lock; for each sub-protocol 7;. Using this information, they
should be able to check that a sufficient amount of progress has been made in 7; for it to be
the case that est = ideal, and that none of the other criteria for incrementing est have been
met. For this purpose, the joining party needs two additional pieces of information: t}, and
backlog,s;. Here, tk, is the time at which the honest parties that were awake at the time of
updating est to this value did so. backlog,; is (an approximation of) the log A.s that those
parties had prior to updating est to this value. Using this information, the joining party can
detect if it is possible that x blocks were committed every 2x epochs in 7.5 since all of the
awake honest parties adopted this value of est, and set move := 1 if not.

We now describe the joining protocol in detail and how the joining party captures all of

this information. We show how it ensures that a joining party pjoi, obtains the following

123



information so that it may begin participation in the protocol without harming the safety
or stalling liveness.

1. for each sub-protocol 7t;, a log A; and a lock lock; that captures the current state of

the awake honest parties

2. a value of est and move to begin with

3. if it should set move := 1 prior to joining the protocol due to any of the criteria for

moving up having already been met.

Figure 4.4 presents the joining protocol executed by all awake parties and the joining
party, pjoin- On lines 4, parties update their backlogs each time they update their value of
est. They update their backlog to the head of any of their chains Aj > est such that the
block does not conflict with any chains Aj;. Lines 5- 9 depict a series of graded agreements
(GA) running continuously at 3A; intervals with a delay of Ay. For each sub-protocol 71;—
GAnign,j and GAjocr,j— are executed concurrently across all sub-protocols 7y, ..., 71x. While
only awake parties participate in these GA instances and send messages, pjoin records their
outputs as specified in line 7. The outputs of these GA’s are later used by pjein to obtain
item 1. In addition, the parties input to GApacriog,j backlog; if j < est, and height(decide; )
otherwise, where j' > j and decidey does not conflict with Ajryju~j. Note that we assume
for GApackiog,j that the set of non-negative integers form a chain, where i + 1 extends i. This
information is later used by joining parties to determine item 3.

Lines 10- 19 depict actions done by pjoin. Pjoin Starts by setting its status to recovering.
In addition, it begins storing all messages that it receives and the time at which they were
received. The purpose of this is that later during the joining protocol, after adopting its
initial state based on GAstatus nigh,j and GAstatus jock,j» Pjoin Will add any additional updates to
its state by simulating the protocol using the stored messages.

On line 11, pjoin sends to all of the awake parties a message (recovering, Pjoins ts>]-oin. In
this message, pjoin includes a timestamp, ts, of the start of the next full iteration of 7tpeaeon-
The inclusion of ts is necessary because at the completion of the instance of 7,400, beginning
at ts, parties must send to pjo;; information relevant to the value of est that they ended the

instance with. Note that within the instance of 7Tpeacon, Pjoin sets its value of est and move,
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obtaining item 2. On lines 14- 15, pjoi, detects evidence of a fork in the logs constructed by
any of the honest parties for 7Tjes, and if so, uses this as evidence that est does not hold
and sets move := 1 accordingly, enabling it to detect item 3.

On lines 16- 19, pjoin uses the information that it learns from GApg; and GAjoej to
adopt its log and lock for each sub-protocol (for learning item 1). It uses the highest block
that it outputs from each of these GAs. The integrity and validity properties of GA ensure
that the conditional safety property of all 7> zeq continues to hold with the status adopted
by Pjoin- Pjoin’s log corresponding to such sub-protocols will not conflict with the logs of
any other honest parties. In addition, each of pjy;n’s logs for each such sub-protocol are a
prefix of the log of some honest party awake at time ts, and the log of some honest party
awake at time s is a prefix of pjy;,’s log for each sub-protocol. These properties ensure that
properties related to the safety of the main protocol remain intact. Furthermore, if all of the
awake parties have decided a block in a given sub-protocol 7, pjein Will also have decided
that block. The purpose of GAjy,j is for pjpin to learn which lock, lock;, to adopt for each
sub-protocol 77;. The validity property ensures that pj,;; chooses a lock that is at least as
high as the highest common ancestor of the lock of all of the honest parties at the time at
which the GA instances start. Since the main protocol has the property that if an honest
party decides a block in sub-protocol 71, all awake honest parties lock on it (assuming that
Aj holds), this ensures that Pjoin does not disrupt the safety of any sub-protocol (or the
larger protocol), as its lock incorporates any block decided by any honest party.

Lines 20-22 illustrate the actions of awake parties upon receiving the message {recovering, Pjoins ts>join

from pjoin. After completing one full iteration of 7tpeqeon starting at time fs, the awake party

*

xi» which includes (1) its current value of est and (2)

pi sends Pjoin & message (status, est, t

t¥;, the time of its last est update.

Finally, in lines 23- 26, pj,iy uses the information it learned from the awake parties to

determine whether it should set move := 1 prior to setting its status to awake, for item 3.

*

» based on the status messages it has received. It compiles the

It starts by calculating f

values of t*, reported by each of the responding parties that reported having the same value

est

of est, adding t,0, (the current timestamp) for each party that sent a different value of est.
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*
est

It sets t*

»t to the median of these values. The purpose of calculating ¢

is that pjoin must
verify that sufficient progress has been made since the honest parties originally adopted this
value of est; otherwise we run into the liveness problem described in the introduction to
this section. Note also that if an honest party has a greater value of est than pjy;,’s, these
calculations are redundant, because the graded delivery and validity properties of GA ensure

that pjoin will update its values of est and move with the next iteration of 7tpegeon- If an

honest party has a lower value of est, the current timestamp is a correct lower bound for

%k
est

the time at which that party will update est to this value. This method of calculating ¢

*

ot 1s no lower than

ensures that (when this calculation is necessary rather than redundant), ¢
the time at which the first honest party to adopt this value of est did so, and is at most 3A,
higher than that. Since there is up to a 3Ay latency in the time between two honest parties
that are awake adopting the same value of est (by Lemma 103), pjoin adopts a “valid” value
for t3,.

Next pjoin performs calculations to detect whether the logs it is adopting for 7., x are
consistent with Ag; holding. That is, it should see the equivalent of x blocks committed
every 2k epochs in 7T, from time t}; + 3A; onward, and all but the most recent blocks
in A; should have been decided in Ajyq for est < j < k. To do this, pjoi, calculates
min_blocksjeesy,... k, the minimum number of blocks it should have committed to Ajeest,.. k
when creating its logs on line 19 if criteria 1 and 2 for moving up have not been met.
min_blockses is calculated as x blocks for every 2x epoch period after 7 + 3Ak.  Pijoin
sets min_blocksj := max(min_blocksj_y — 2/~*'x,0). This is an approximation to reflect
criterion 2: a block decided in 77; should be decided in 77,1 within the subsequent 2x epochs.
On line 31, if fewer than min_blocks; + backloges blocks were decided to any log on line 19,
Pjoin sets move := 1.

On line 36, pjoin sets a commit time tp; for blocks B committed to A; in excess of
min_blocksj 1 + backlogest. This is because it has not yet committed these blocks to Ajq
and it needs to ensure that these blocks are committed in 77j;1 within subsequent 2k epochs

after fp;, as per criterion 2. While fp ; is only guaranteed to be lower bounded by the actual

time at which an awake honest party committed B in 7;, it is sufficient for ensuring that
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progress is made at the desired rate. This is because up to the end of the last full 2x epoch
period prior to ts, sufficiently many blocks have been decided from pj,;;’s perspective. If
Pjoin lets these blocks in excess of min_blocks; contribute to the next 2k epoch period (which
must contain timestamp ts), even if they were actually decided by an honest party prior to
this period, because the previous periods already saw enough progress without these blocks,
this is sufficient for driving progress at the desired rate. Furthermore, the blocks that pjeiy
decides due to messages received since the time it set its state to recovering will contain the
actual timestamp of when they were decided by an honest party. deciding a block B implies
deciding all blocks that it extends, so pj,i;, deciding x blocks every 2k epochs in 7T+ and not
meeting criteria 2 for moving up is sufficient.

Upon completion of an entire epoch of 71 since beginning the joining protocol, pjin
updates its entire state (except for updates to move due to meeting any criteria for moving
up) by simulating the protocol upon the state that it has adopted thus far on line 38. Note
that this may include deciding blocks, updating locks, and updating est and move (due to
Tlpeacon)- 1t is important to note that simulation of the protocol is only to learn what may
have happened since pj,, started the joining protocol; pjei, does send any messages in the
simulation; it just calculates changes to its state based on the saved messages. On line 39,

Pjoin starts checking if any of the criteria for moving up are met, from a specific point in

(%
time: t%, + 3A; + ZOKAESt[%J onward. This time is calculated to begin immediately

after the end of the last 2x epoch period which was covered by min_blocks.s (if there was
one), and therefore already verified to pass the check. On line 40, Pjoin begins checking
criterion 2 for moving up with the blocks that have been decided to a log A; but not to the
log of the sub-protocol immediately higher, Aj 1. On 42, pj,;; begins checking criterion 3.
Finally, pjoin sets its status to awake.

The backlog While we cannot ensure that the backlog learned by pj, is equal to the
largest backlog of any honest party, it is not very far off. Intuitively, the reason is that if
an honest party has committed many blocks to A; prior to setting est = j, and it continues
to believe that est = ideal (meaning it does not set move := 1), then the blocks that it

commits in 77, it also commits in all higher sub-protocols, including in 7Tjge,. If one honest
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party commits a block in 7T;4.,, all of the awake honest parties commit it within the x
subsequent epochs. Because of the way honest parties set backlogj and decide what to input
to GApackiog,j> it follows that the backlog learned by a joining party cannot be very far off
from the backlog held by any other honest party that is seeing progress in 71;. We formalize

this intuition in Appendix 4.6 when analyzing the full protocol.

4.4.1 Recovery Protocol Analysis

We now present the analysis of the recovery protocol along with our analysis of the full
TOB protocol. Our approach in this section is that we first show that the state adopted by
Pjoin 1s “safe”. That is, for all sub-protocols in which the delay holds, pjoi, adopts a chain
that includes the highest decided block at time ts of some honest party that is awake at
time ts and that its lock for each such sub-protocol is at least the highest common ancestor

of the lock at time ts of all honest parties awake at time fs.

Lemma 114. Let A join be the chain adopted by pjoin on line 19 for sub-protocol 7t; and lock; s join
be the lock adopted for the same sub-protocol by pjoin on line 17. Similarly, let A s, be Aj for party
pa awake at time ts. The following guarantees hold for all j > ideal if no two awake honest parties
have conflicting logs for sub-protocol 7; at time ts:
1. Ajts join is a prefix of Ajss . for some honest party p, awake at time ts, and A s of some
honest party pg awake at time ts is a prefix of Aj s join-
2. lock; ts,join extends the highest common ancestor of lock; for all honest parties awake at time

ts.

Proof. We start by proving the first of the two guarantees. First, we show that A ;s join is a
prefix of A, for some honest party p, awake at time ts. This follows from the integrity
property of GA, which applies to GAgsatus nigh,j- Next, we show that A; s g of some honest
party ppg awake at time fs is a prefix of A; s join- Since no two honest parties have conflicting
chains A, for sub-protocol 71; at time fs, the validity property of GA ensures that the highest
decided block for some honest party at time ts in sub-protocol 77; must be in out; g, for
Pjoin, from which the statement follows. The second guarantee follows from the validity

property of GA. O
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From this lemma and the properties proved for the main protocol in the previous section,
we derive the following corollaries which are analogous to Lemmas 101, 102, and Lemma 105

for the state adopted by pjoin-

Corollary 115. If an honest party directly decides block B in epoch e of 7;, Aj holds, and all honest
parties have est < j, then pjoiy is locked on a block B' extending B for all subsequent epochs of 7t;

from time ts + 3Ay onwards.

Corollary 116. If no honest party has est > j and A; holds, then if an honest party decides block B

in protocol 7T, pjoin never decides a block B’ conflicting with B.

Corollary 117. If A; holds, no honest party has est > j, j < k, and all honest parties awake at time
t have decided B (or a block extending it) in 7t; by time t, then from time max(t, ts + 3Ay) onward,
Pjoin has lock; 1 equal to a block extending B for all epochs of 7t 1.

*

In the following lemma we show that the value t3;

adopted by pest is sufficiently close

to the value of t¥,

held by the first honest party to adopt that value of est.

Lemma 118. Let t7 ; be the first time at which the GA in Tyeqcon OUtput (j, 1) for an honest party.
If no honest party has est > j by time ts + 3Ay, then tf ; < t7 < ] ; + 3Ay, where t7 is the value

set by pjoin on line 26.

Proof. 1f £} ; is at or prior to ts, the result follows from the graded delivery property of GA
(which ensures that all honest parties that were awake at the time had est = j by time
ti“,j + 3Ax) and the fact that pjy;, takes the median of the values it receives in all of the
messages, a majority of which must be honest parties. Otherwise, the result follows from
the fact that ti“,k: j must be equal to t;-" because no honest party has set est = j prior to pjoin

doing so. O
In Appendix 4.6, we prove that the full protocol satisfies the properties of TOB and that
blocks are eventually committed at a rate of 1 block per O(Ajgeq) time, in expectation.

4.4.2 Tolerating Backward Simulation

To determine T}, we start by enumerating the cases in which parties use information

from previously executed instances of GA and GPE for each sub-protocol below:
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1. As input to GAg the parties need the highest committed block from the previous

sub-protocol and the lock from the current sub-protocol.

2. As input to GAj1, parties need their output from GAg.

3. As input to, and for evaluating the predicate within, GPE, parties need their outputs

from GAg and GA;.

For item 2, parties use as input to GA; their output from GAg immediately after it is
produced. For item 3, parties use their outputs from GAg and GA; throughout the instance of
GPE (in the same epoch). This information is generated at most 7A; earlier for sub-protocol
7tj. For item 1, parties use information that may have been generated epochs ago. While
the lock can be generated, at the earliest, in the previous epoch, the highest committed
block of the lower sub-protocol could have been generated long ago. However, the joining
protocol ensures that when a party sets their status to awake, they have this information if
necessary. If a party was awake at the time of committing their highest committed block in
7j_1, they have this information when it’s needed in all subsequent epochs of 7t; If the party
was not awake, then they learned the highest committed block of some honest party in 77;_1
and lock; from GApjep; and GAj j, respectively. Because they listen for an entire epoch
of ¢ (and all epochs of the lower sub-protocols that elapse in that time) prior to setting
their status to awake, if this information changed since the point at which those instances
of GApjgnj and GAjet,; began, the joining party is able to compute the information itself.
Since a party doesn’t join the protocol in the middle of an epoch, they have the necessary
information for participating in GPE because they were awake during the instances of GAg
and GA; in which it was calculated and were able to calculate it themselves.

Since parties wait for the duration of an entire epoch of 71; before setting their status to
awake, it is necessary that the adversarial fraction grows at a delay that accounts for this. It
follows that if T, = 20Ay, that is, the adversarial fraction grows proportionate to the overall

participation at a delay of 20Ay.
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4.5 Related Work

In recent years, research on distributed consensus has evolved to address the challenges
posed by large-scale systems such as blockchain networks. One of the primary challenges is
dynamic participation, where parties in a consensus protocol may go offline and return at
any point during execution. This concept was first introduced by Bitcoin [71]|, which allowed
participants to join the network at any time while assuming that a majority of the total
computational power (hash rate) remains honest.

Building on this idea, Pass and Shi [72] formally characterized dynamic participation
through the Sleepy Model, where protocol execution occurs in discrete rounds, allowing
participants to wake up or go offline freely. Their model assumes that in each round, a
majority of online nodes are honest. They also proposed a longest-chain consensus protocol
tailored for this setting, inspiring further research in the field.

Subsequent works have focused on improving latency and adaptability under dynamic
participation. Momose and Ren [68] introduced a Total-Order Broadcast (TOB) protocol
with constant latency in the Sleepy Model. Their approach leveraged a Graded Agree-
ment primitive and introduced the time-shifted quorum technique to handle fluctuating
participation levels. This technique redefines quorum configurations dynamically to address
challenges in forwarding quorum certificates. However, their protocol incurred a relatively
high latency of 16A, limiting its practicality.

Malkhi, Momose, and Ren [65] improved upon this by proposing a TOB protocol with
a best-case latency of 4A, using Graded Agreement and a new Graded Proposal Election
primitive while maintaining minority corruption tolerance. Their earlier work [64], partially
detailed in Appendix A of [65], presented TOB protocols that achieve 3A latency with 1/3
fault tolerance and 2A latency with 1/4 fault tolerance.

In parallel, Gafni and Losa [46] introduced two TOB protocols within the Sleepy Model
that also tolerate minority corruption. The first protocol guarantees deterministic safety
and probabilistic liveness with constant expected latency, while the second provides both
deterministic safety and liveness.

D’Amato et al. [27] presented TOB-SDV, a deterministically safe TOB protocol in the
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Sleepy Model that tolerates up to 50% adversarial corruption. This protocol improves upon
prior work by requiring only a single voting phase per decision in the best case and achieving
lower expected latency than existing approaches with the same optimal adversarial resilience.

Beyond deterministically safe protocols, efforts have also been directed toward proba-
bilistically safe dynamically available protocols. While the previously mentioned works focus
on ensuring deterministic safety, other research has aimed to design protocols that provide
probabilistic safety under dynamic availability. D’Amato et al. [26] introduced Goldfish, a
dynamically available TOB protocol based on a longest /heaviest chain approach.

Further extending this line of work, D’ Amato and Zanolini [25] proposed RLMD-GHOST,
a probabilistically safe dynamically available TOB protocol designed for practical deploy-
ment. However, a key limitation of dynamically available protocols is their requirement for
synchrony [58]. As demonstrated by D’Amato and Zanolini, even short periods of asyn-
chrony in Goldfish can invalidate all prior decisions. To mitigate this, they introduced a
mechanism to withstand brief asynchrony periods, though at the cost of slightly reduced
adversarial resilience.

D’Amato, Losa, and Zanolini [24] further extended this mechanism to deterministically
safe protocols. They demonstrated that by enhancing messages with an expiration period
of 7 rounds and reducing adversarial resilience accordingly, deterministically safe protocols

can be made resilient to asynchrony lasting up to # — 1 rounds.
4.6 Full Protocol Analysis

In the following, we refer to the protocol in Figure 4.2 as the main protocol and the

protocol in Figure 4.4 as the joining protocol.

Lemma 119. If j > ideal, and all honest parties have est < j, then for all j' > j, lock; held by any

honest party was decided by an honest party in 7;.

Proof. There are 4 points at which lock updates occur: in the main protocol, there are
those on lines 15 and 25. We refer to these as cases (i) and (ii) respectively. In the joining
protocol, there are the lock updates on line 17 and 38. We refer to these as cases (iii) and (iv)

respectively.
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We prove this lemma by induction on j, demonstrating that the statement holds for
j=j+1

We start with cases (i), (ii), and (iv), and we use a proof by induction. It is evident that
the statement holds at the beginning of the protocol. Now, assuming it holds at the start of
epoch e > 0 of 717, we aim to prove that it continues to hold at the start of epoch e; + 1
(for cases (i), (ii), and (iv)).

First, we address case (i). At the start of epoch ej, honest parties input to GAq ;» the
highest block they decided in 7; (if it extends lockj) or lock;. All honest parties input a
block that was decided by an honest party in 77;. This follows directly from the inductive
assumption. The honest parties then update lock; to the highest grade 1 output from GAy
(line 15). The lemma holds for these lock updates because of the integrity property of GA
and the fact that honest parties chose their inputs to GA; j from their outputs from GAg ;.

Next, we address case (ii). A necessary condition for honest parties (all having est < ;'
by the lemma statement) to evaluate predicate to true on a block in GPE of 71 is that they
output it (or a block extending it) with any grade from GAg . This implies that if the
leader’s proposal succeeds, i.e., some honest parties output a non-_L block B from GPE, then
some honest party decided the block B in 7z; (by the integrity property of GA). The lemma
therefore follows for lock updates after GPE outputs (line 25), case (ii).

Finally, observe that the logic for case (iv) is the same as the logic for cases (i) and (ii);
the only difference is that the locking party has status recovering, but this does not change
the argument. It follows that the lemma statement holds for j/ = j 4 1 and for lock updates
due to cases (i), (ii), and (iv.)

Next, we address case (iii). We do not use a proof by induction for this case; all we
need to show is that if an honest party locks on a block due to case (iii), some honest party
already locked on it due to cases (i), (ii) or (iv) prior to that time; since we showed that the
statement holds for lock updates due to cases (i), (ii) and (iv), this proves the statement for
case (iii). If an honest party sets lock; to a block B due to case (iii), it must have output that
block from GAjo, ;. It follows from the integrity property of GA that some honest party

must have input a block extending B to that instance of GAj, j, and therefore have had
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lock; extending B. By the integrity property of GA, the first party to have set lock; equal to
a block B’ extending B couldn’t have done so due to case (iii), as it had to have output B’
from GAjock -

We have thus proven the statement for j/ = j 4 1. The the lemma therefore holds for
every two consecutive pairs of sub-protocols where both are at least ;.

Next, we address general j > ideal and j’ > j. To do so, we will use the fact that we
proved the statement for j* = j + 1 already. If an honest party sets locky = B in 7t at time ¢,
then some honest party decided it in 7t 1 prior to time f, which follows from the fact that
the lemma holds for j = j + 1. Since an honest party decided B in 7rj_, they must have
locked on it as well. This follows directly from the fact that if an honest party decides a
block due to line 26 of the main protocol, then they lock on it on line 25 7. Otherwise, they
must have decided it on line 19 of the joining protocol, in which case it follows from the
integrity property of GA, which ensures that some awake honest party must have already
decided that block and input it to GAy;e;; (implying that the first honest party to decide
the block must have done so due to line 26 of the main protocol and therefore locked on it
on line 25). It follows from the fact that the lemma holds for j/ = j 4 1 that some honest
party must have decided B in 7t;_ prior to this. Using this line of reasoning, we see that

the lemma holds for general j > ideal and j' > j. O

We say an honest party decides a block indirectly if it decides it on line 19 of the joining

protocol; otherwise, we say that it decides it directly.

Lemma 120. If an honest party decides block B directly in epoch e; of 7tj, Aj holds, and all honest

parties have est < j, then all honest parties awake at any time t' in any epoch e} > ej have lock;

extending B from time t' onward.

Proof. Note that all honest parties awake or in the recovering state at the time that the GPE
of epoch ¢; of 77; outputs update lock; to B due to graded delivery of GPE (line 25). We need

to show that all honest parties that are awake at any time ' during an epoch e;. > e;j also

7 Note that this could also be when they are simulating the protocol during the joining protocol.
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have lock; equal to a block extending B. We therefore only need to prove that no awake or
recovering honest party locks on a block that doesn’t extend B in any epoch after e;.

We use a proof by induction to show that the lemma holds for all epochs after epoch e;.
We already showed that the lemma holds at the end of epoch ¢, as a base case. Assume
that it continues to hold up to the end of some epoch e;- > ¢j. We show that it holds up to
the end of epoch ¢} + 1.

In epoch e;. + 1 of 71;, all honest awake parties input to GA; their lock; or their highest
decided block from 7;_1 if it extends lock;. In either case, they input a block extending B. It
follows from integrity and validity that all honest awake parties input a block extending
B. By integrity, no block output by an honest party (whether they are awake or simulating
the protocol) from GAg; or GA; ; may conflict with B, and by validity, the lock of all honest
parties set on line 15 extends B. By validity of GPE, if an honest party updates their lock due
to outputting a block from GPE, then the block must extend B. Note that by the condition
on line 37 of the joining protocol, all honest parties that join the protocol do so only after
listening to (and therefore simulating) the protocol for one full epoch of 7} (which must
include one full epoch of all 7tj» ), so what we have shown implies that all honest parties
in recovery during epoch e} + 1 set lock; equal to a block extending B during simulation of
the protocol. It follows that all honest parties that are awake at the end of epoch e;- + 1 have

lock; extending B. O

Lemma 121 (Conditional Safety). If no honest party has est > j and A; holds, then if an honest

party decides block B in protocol 7tj, no honest party decides a block B’ conflicting with B in ;.

Proof. Suppose an honest party h decides block B in protocol 7z; in epoch e;. We need to
show that an honest party i’ cannot decide on a conflicting block B’ in 77; at any time,
whether directly or indirectly. Assume that 4’ decides block B’ conflicting with B directly in
epoch e;. ; we will show that this implies a contradiction.

First, note that it cannot be the case that e} = ej. This is because of the consistency
property of the execution of GPE in epoch e;. Without loss of generality, let us assume

ej < e;.. Also, since we have est < j, by Lemma 120 all honest parties awake at any time
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t' > t have lock; extending B from time #' onwards. A necessary condition for parties to
decide on a leader’s proposal in GPE (i.e., evaluate predicate = true for the proposal) is if it
extends their current lock. Thus, since all awake honest parties have lock; extending B, no
party would directly decide on a block conflicting with it (by the validity property of GPE).
Thus, i’ will not decide B directly in any epoch e'.

Next, we show that no honest party i’ decides a block B’ conflicting with B indirectly
after epoch e. For this to happen /' must output B’ or a block extending it from GAy;,y, ;- By
integrity of GA, this implies that some awake honest party input to GAy;e;,; B or a block
extending it. We already showed that no honest party directly decides a block B’ conflicting
with B. So it must be the case that the honest party that input B’ (or a block extending it)
to GAygn,; decided it indirectly. W.l.o.g. let h” be the first honest party to decide a block B’
conflicting with B (note that it must be indirectly decided). It must have output it from
GAnign,j, which implies a contradiction because it means some other honest party must have

decided B’ before h” by integrity of GA. O

Lemma 122. If A; holds and no honest party has est > j, then Bcang of every honest party during
epoch e; awake at time (10ej + 6)A; extends lock; of all honest parties awake at that time, and a
block extending Beang was output by all honest parties awake at any point during epoch e; from time

10e; + 3)A; onward from GA ; of that epoch.
j j /] p

Proof. Because honest parties input to GAy ; their highest grade 1 output from GA; such
that there were no conflicting outputs, it must be the case that none of the outputs of GA; ; of
honest parties conflict during epoch e;. This follows from the graded delivery and integrity
properties of GA. Parties set their lock; to be the highest grade 1 output from GA; ;. The
graded delivery property of GA ensures that all honest parties output the lock; of all other
honest parties, at least with grade 0. Moreover, Bcang is chosen to be the block with the
greatest height from the output of GAg ;. Since, the outputs of GAg ; do not conflict, Beang set
by all honest parties awake at time (10e; 4 6)A; must either be equal to lock; or a block that
extends lock; for all honest parties that are awake at that time. This proves the first part of

the lemma.
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To prove the second part of the lemma, recall that parties choose as Bc,ng their highest
output of any grade from GAy ;. The integrity property implies that some honest party must
have input a block extending Bcang to GAy; at time (10e]~ + 3)AJ-. Honest parties choose as
Beand their highest grade 1 output from GAg; (with no conflicting outputs). The graded
delivery property ensures that if an honest party outputs a block with grade 1, all honest
parties output it with at least grade 0.

O

Lemma 123. If A; holds, no honest party has est > j, j < k, and all honest parties awake at time t
have decided B (or a block extending it) in 7t; by time t, then all honest parties awake at any point at

or after t have lock; 1 equal to a block extending B for all epochs of 7tj 1 beginning at or after time t.

Proof. By conditional safety (Lemma 121), no honest party decides a block conflicting with B
in 7. By conditional safety and Lemma 119, it follows that no honest party ever has lock; 4
conflicting with B. From the way that parties choose their inputs to GAg ;1 on lines 9- 10, it
follows that all honest inputs to GAg ;1 of 77j,1 are B or a block extending it for all epochs
beginning at or after time .

In every epoch of 71 starting after time ¢, by the validity and integrity properties of
GA, no honest party outputs a block conflicting with B from GAg ;1 and all honest parties
that output from GAg ;1 (i.e. all honest parties that are awake or in the recovering state at
that time) do so with B (or a block extending it) with grade 1. As a result, all awake honest
parties input a block extending B to GAy j;1.The lemma therefore follows for lock updates
prior to GPE due to the integrity and validity properties of GA. By the condition on line 37
of the joining protocol, honest parties don’t become awake in the middle of any epoch. It
follows that all honest parties awake at any point during the GPE of that epoch will have
lock; 11 equal to a block extending B. By the way honest parties evaluate predicate(), the

lemma follows for lock updates after GPE due to integrity. O

Lemma 124. If there are 2x consecutive epochs in 7t; where all honest parties awake at any point
during that time period have est = j and A; holds, then during at least x of those epochs all honest

parties awake or recovering by the end of that epoch decide B, where B is the input of an honest
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party, with probability 1 — e~ 28 I addition, during the time in which all awake honest parties
have est = j, Vj' > j there is at least one epoch out of every « in which all of the honest parties
awake by the end of that epoch output B, where B is the input of an honest party, with probability

1— 27 e 2xe,

Proof. We start by proving the first statement. By Lemma 122, and line 19 of the full protocol,
in each such epoch of 71, the inputs of all honest parties to GPE satisfy predicate for all
honest parties that are awake at any point during the GPE (this holds because honest parties
don’t become awake in the middle of any epoch, by the condition on line 37 of the joining
protocol). As such, in expectation, a block that is the input of an honest party to GPE is

decided every %Jre epochs in expectation by the validity property of GPE by all honest
2

parties that are awake or recovering by the end of that epoch. With the application of a
Chernoff Bound, it follows that with probability 1 — e~ this occurs at least « epochs out
of every 2x.

We now address the second statement in the lemma. Again, by Lemma 122, the inputs
of all awake honest parties to GPE satisfy predicate for all honest parties awake during GPE
in every epoch where all honest parties have est = j. The remainder of the lemma therefore

follows from a simple Chernoff Bound. O

Lemma 125. If an honest party p; decides block B directly in epoch e; of 7, Aj holds, and all honest
parties have est < j then all honest parties that are awake at the end of epoch e; + x will have decided

B in mj with probability 1 — 2 *e~2*,

Proof. Because p; decided B in 77; at time ¢, it follows from Lemma 120 that all honest parties
awake at time ' after the end of epoch ¢; have lock; equal to a block extending B from time
t" onward. By conditional safety (Lemma 121), no honest party decides a block conflicting
with B in 71;. Furthermore, by Lemma 122 and the fact that all honest parties have est < j,
in all subsequent epochs the blocks input to GPE by honest parties satisfy predicate for all

honest parties awake during that GPE (and therefore extend B).

8 Note that a recovering party may decide B while it is simulating the protocol.
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From the validity property of GPE, it follows that with probability 1 + € all awake
honest parties output (B’,1) from GPE (and therefore decide it) where B’ is the input of an
honest party and therefore extending B in each such epoch. It follows with the application

of a Chernoff Bound that this occurs within x epochs with probability 1 — 2~ *¢ =2 O

Lemma 126. If an honest party sets est := j at time t and no honest party ever has est + move > j,

then all honest parties awake at time t' > t + 3Ay onward have est = j by time t'.

Proof. On line 6 of the joining protocol, a joining party sets its values of est and move for the
tirst time during the joining protocol based on one iteration of 7yesc0,- Since no honest party
ever has est + move > j, no honest party can ever output j > j from the GA in 7pe;con by
integrity, so no honest party can ever have est > j. It follows that if all honest parties awake
at any point t” > t input j to 7pescon, then all honest parties awake at any time ' > t + 3A;
onward will have est = j by time . We show that this holds.

By graded delivery, all honest parties awake or in the recovering state output j with
grade 0 or 1 and no honest parties output j/ > j by integrity from GA in 7Ty, that begins
at time t — 3A,. From lines 4- 8 of 7tjeac0n, it follows that all awake honest parties input to
the GA of the subsequent iteration of 7tpe,c0y J. It follows from validity that all honest parties
that output from the iteration of 7y, that ends at time ¢t + 3A; output (7, 1), and all honest
parties that are awake have est = j and move = 0 at this point by lines 4- 6 of 7Tpe;c0p,. Since
joining parties set their starting values of est and move based on the output of an iteration
of Tpeacon prior to becoming awake, it follows that any party that is awake and therefore
inputs to the next iteration of 7y, has est = j at move = 0 at the time of doing so. This
continues to hold for all subsequent iterations of 7Ty, due to the fact that joining parties
set their starting values of est and move based on the output of an iteration of 7ty,4¢0, prior

to becoming awake and the fact that honest parties never set move to a value less than 0. [
Lemma 127. No honest party ever sets est > ideal except for probability 1 — negl(x).
Proof. From the protocol in Figure 4.3, an honest party must output a value from GAg that is

greater than ideal in order to set est past ideal. By the integrity property of GA, this implies
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that some honest party input a value j > ideal to GA. To do so, that party must already
have est > ideal or est < ideal and move > 1.

Now, we show a proof by contradiction. Let p be the first party to set est > ideal (if
multiple did at the same time, choose one arbitrarily without loss of generality), and let ¢
be the time at which they did so. If p set est > ideal while simulating the protocol based
on saved messages during the joining protocol, let t be the time at which the GA in 74,400
that caused them to do so ended. This implies three possibilities prior to time t due to the
integrity property of GA: (a) some awake honest party p’ had est = ideal and set move := 1
due to meeting one of the criteria for moving up or (b) some honest party had est < ideal
and move > ideal — est due to outputting a value v > ideal from GAg in 7tyeac0, OF (C) SOMeE
honest party joined the protocol with est = ideal and move = 1.

We start by addressing the first case, and check if it is possible for some party p’ to have
had est = ideal and set move := 1 due to meeting one of the criteria for moving up. Without
loss of generality, let p’ be the first party to have est = ideal and move := 1. We go through
each possible criteria for moving up to check if it’s possible for p’ to meet one of them at
some time t* prior to time ¢, assuming that none of the other criteria are met prior to time
t*. If none of the criteria are met in the absence of any of the other criteria already having
been met, it follows that possibility (a) could not have happened.

We start with criterion 1 for moving up, and let ' < t* < t be the time at which p’ set
est = ideal. All honest parties awake at time ' + 3A; onwards must have had est = ideal
by time ' + 3A; by Lemma 126. By Lemma 124 there are x epochs out of every 2«x epochs
from time ' 4+ 3A; onward in which all honest parties that are awake or recovering by the
end of that epoch decide a new block that is the input of an honest party with probability
1— e 2’ and this holds for every 2k epoch period after that (as long as no honest party
increments est past ideal for any other reason).

Next, we address criterion 2. Again, let t < t* < t be the time at which p’ set est = ideal.
All honest parties awake at time t” > t' + 3A; onward must have had est = ideal by time ¢”
by Lemma 126 (prior to which this criterion could not have been met for p’). By Lemma 125,

when an honest party directly decides a block in 7; for j > ideal and all awake honest
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parties have est = ideal, all honest parties awake by the end of the subsequent x epochs
will have decided that block with probability 1 — 27*¢~2%¢. By Lemma 123, once all honest
parties awake at a certain time 7 decide a block Bz in 77j= 4,41, all honest parties awake at
any time 7’ > 7 are locked on a block extending B in 77j, for all epochs of 77, beginning
at or after time 7. By Lemma 122 and Lemma 124, all honest parties awake at the end of the
k subsequent epochs of 77;,1 will have decided that block with probability 1 — 2 Fe2re [f
a party decides a block indirectly during the joining protocol in protocol 7;, this implies
that some honest party must have previously decided this block directly by the integrity
property of GA. It follows from the fact that A; = 2A;_; V1 < j < k that any block decided in
protocol 7t; for ideal < j < k all honest parties awake at the end of the subsequent 2« epochs
of 7141 will have decided that block with high probability, in which case the criterion
cannot be met in the absence of any of the other criterion having been met.

Finally, we address criterion 3. We start by checking whether the first part of the
statement is possible: lock; conflicts with the chain constructed in 77; for some j > ideal and
j/ > j. Conditional safety (Lemma 121) applies for 7; since no honest party has est > ideal,
and Lemma 119 ensures that lock; was decided by an honest party in 7;. It follows that this
part of the criterion cannot be met. The second part of the statement, that there is a fork in
the chain constructed in 7; for j > ideal, also cannot be met due to conditional safety.

It therefore follows that option (a) could not have happened.

Next, we address (b): the possibility that p’ had est < ideal and move > ideal — est due
to outputting a value v > ideal from GA in 7Ty, prior to time t. For this to happen, p’
must have output v > ideal + 1 from an instance of GA in 7y, prior to time t. By the
integrity property of GA, some honest party p” must have input v’ > v to GA prior to time
t. Without loss of generality, assume that p” is the first party to have done so prior to time ¢.
As already addressed when exploring possibility (a), it is not possible for p” to have done so
due to having est = ideal and move = 1 from meeting the criteria for moving up except for
negligible probability. Assume for now that (c), p” joining the protocol with est = ideal and
move = 1, also cannot happen (we will later show that this is the case). By the definition of

p”, possibility (b) also cannot be because it would imply that a party input v” > v to GA
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prior to p” doing so.

Finally, we address (c): the possibility that p’ joined the protocol with est = ideal and
move = 1.

Assume first that p’ recovered with est = ideal. By Lemma 118, it must be the case that
1 ideal < tigeal < 11 jdeas T 3Bk FOT pjoin to set move := 1, we address three possibilities: (i) it
must set move := 1 on line 31 due to having decided too few blocks to some chain A; for
j = ideal on line 19 (ii) it meets criteria 1, 2, or 3 for moving up or (iii) there are conflicting
outputs (of any grade) in outygy  for j > est (line 14).

ts—(t e +30%)

We start by addressing (i). By time s, | —5g 5 —

| 2k epoch periods must have
elapsed in which there were x epochs such that a new block was decided by all honest
parties awake at the end of that epoch in 77;4,,;. By the integrity property of GA, the way

that honest parties set backlog;,,; on line 4 of 7Tje400,, and Lemmas 121 and 124, it follows

ts—(t*.. +3A . .
that at least backlog;;,,; + max( [%“Lmk)] -1, 0) blocks must have been decided in 774,

by all honest parties awake at time ts. By Lemma 114, it follows that p;,;,, decides all blocks
that were decided by all honest parties awake at time ts in 77;4,,. For all j > ideal, the only

j

i=est

way for pj,i, to set move := 1 on line 31 is if more than 3A; + > 20xA; time has passed
since t};; and fewer than backlog,s; + min_blocks; blocks were decided. By Lemma 106,
backlog,; + min_blocks; blocks must have been decided by time ts by all awake honest
parties that were awake at time ts in 77; and their logs must not conflict by Lemma 121. By
Lemma 114, pj,;» must have decided those blocks in 71; as well on line 19. It follows that
Pjoin does not set move := 1 for this reason.

Next, we address (ii), and we start with criterion 1. For criterion 1 not to be triggered,

Pjoin Mmust see k blocks decided every 2x epochs in 7Tz, from time t. = t3; + 3A; +

20K A st [%#f?k)] onward. If pj,;, decided an excess of backlogg,,; + min_blocks;g, blocks

on line 19, then these count toward the blocks it sees in the first 2x epoch period after ¢, (as
per line 39 and the way that it sets ¢sp ;4. for each of these blocks on line 33). If it didn’t see
an excess of min_blocks;g., blocks decided, by Lemma 114 this implies that none of the x

epochs in the 2k period starting at time ¢, in which a new block would have been decided
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by all honest parties has happened prior to time ts. By Lemma 124, except for negligible
probability those x epochs will occur in each 2k epoch period after ¢, and pj,;, will decide
those blocks since it starts receiving messages from the time it enters the recovering state,
which is prior to time ts (and it will store the timestamps of those blocks based on the
simulation). It follows from Lemma 124 that p;;,, will not meet criterion 1 for moving up for
any of the 2x epoch periods after ¢, prior to setting its status to awake except for negligible
probability.

For criterion 2, pj,i, starts checking this criteria for the blocks in diff(A]-, A]-H) for
est < j < k. By Lemma 114, it follows that because pjo;, has not decided such a block B in
7jy1 yet, this is because the point at which it has been decided by all awake honest parties
hasn’t happened yet. For such a block, tsp ; (as set on line 36) must be lower bounded by
the time at which the first honest party to decide B in 7; does so. This is because an honest
party must have decided B and input a block extending B to GAy;e,,; for it to have been
output by pj,in by the integrity property of GA. It therefore follows from Lemma 124 that
for any block B in diff(Aj, Ajy1) such that tsp; > t]’-“ for j > est, pjoin will decide B in 71j 44
within the subsequent 2x epochs after tsg ;, because the point at which it is decided by all
awake parties is after fs, at which point pjy;, starts receiving all messages. Lemmas 120
and 121, and the integrity property of GA, ensure that criterion 3 will not be triggered.

Similarly, Lemmas 114 and 121, and the integrity property of GA ensure that (iii) will
not happen. pj,;;, cannot move := 1 with est = ideal without recovering with est = ideal
prior to joining due to the same argument as case (a).

We have thus arrived at a contradiction. O
Definition 128 (tj‘,j). tj‘,j is defined as the earliest time at which an honest party outputs (j, 1) from
nbeacon-g

Definition 129 (checkpoint; ;). checkpoint;; for party p; at time t is defined as decide; for p; s.t.
j = ideal and Vj' > ideal, height(decide;) > height(decide;).

9 Note that the honest party may do this while simulating the protocol based on received messages in the
joining protocol, in which case j is they time they would have output (j, 1) had they been awake at the time

of receiving those messages, rather than the timestamp during simulation.
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Definition 130 (min_backlog_height;). Let H; be the set of honest parties awake at time t =
t7; — 3Ak. min_backlog_height; is defined as, for the set A of honest parties awake at any time
from ti",j — 3Ay onward that do not recover with est = j , checkpoint;; s.t. checkpoint;; <

checkpoint;y¥p;e Aand t' > t.

Recall from Section 4.4 that we say that a party recovers with est = j if it sets est = j if
it sets est = j during its first full iteration of 7Ty, in the recovery protocol (i.e. the one

beginning at time ts).
Lemma 131. For any honest party that recovers with est = j, backlog; > min_backlog_height;.

Proof. This follows from the integrity property and validity properties of GA, and the fact
that if an honest party recovers with est = j, they must have set backlog; based on the output
of GApuckiog,j beginning at time ts s.t. ts > ti]. — 3A (otherwise they couldn’t have recovered

with est = j), and the way that honest parties choose their inputs to GApckiog, - O
Lemma 132. Blocks are eventually decided at a rate of 1 block per O(Ajgeq1) time in expectation.
Proof. To prove the lemma statement, we show that in all 7t; for ideal < j < k, pj—idealyc

blocks are decided every 2x epochs. Because A; = A]-2+1 Vj < k, this implies the lemma

statement.

First, we prove the claim that new blocks are decided at a rate of x blocks every 2x epochs
in 740, By Lemma 127, we know that all honest parties have est < ideal for the duration of
the protocol. If there eventually comes a time that all awake honest parties have est = ideal,
the claim follows from Lemma 124. If this does not eventually happen, validity of GA
implies that for every iteration of 7tje.00,, SOme honest party inputs est + move < ideal.
Eventually, by validity of GPE, there must be some j < ideal such that some honest party
(note that it need not be the same one each time) inputs j to each iteration of 7y, for the
remainder of the protocol. Otherwise, at some point, all the awake honest parties would
reach est = ideal.

As per Definition 128, let tj‘,j be the earliest time at which an iteration of 7T, Output
(j,1) for an honest party. By graded delivery and validity of GA and the fact that honest

144



parties listen to (more than) one iteration of 7Tj.4q0, prior to becoming awake, all honest
parties awake at time t5; = t7; + 3A; must have output (j,1) by that time. Note that
no honest party could output (j/,1) for j/ > j from mpe,con, as this would contradict the
definition of j.

Let ¢ be some time during the course of the protocol s.t. t > £5 ;. Let p be the party that
input j to the latest instance of 7y, that completed at or prior to time t with move = 0
(note that some honest party must have done this, otherwise validity of GA would imply
that all of the awake honest parties output (j + 1, 1) from the subsequent GA). If p did not
recover with est = j (i.e. it was awake at the time of doing so or did so while simulating
the protocol), this implies that it didn’t meet any of the criteria for moving up. That is, it
decided x blocks for every 2k epochs from t < £3 ; onward and every block it decided in 77y,
it decided in 7y 41 for j < j* < k within the 2x subsequent epochs. In this case, the lemma
follows from Lemma 125 (which shows that all honest parties decide the blocks decided by
p in TTjn>igeqr With a small delay but at the same latency) and the fact that Aj 1 = 2A;Vj < k.

Otherwise, if p recovered with est = j, this implies that it did not set move := 1 on
line 31 of the joining protocol. That is, the length of its log A, is at least min_blocks; +
min_backlog_height;, which is equivalent to having decided min_backlog_height; blocks
prior to t7 and having decided blocks at a rate of x blocks for every 2x epoch of 77j from
time t]’-k onward. Note that by Lemma 118, t]’-" < tj‘,j + 3Ak. Furthermore, for all 77 ; the
length of Ay is at least backlog; + min_blocks; 1 — 2/'"~ix, implying that Ajr is growing at
the rate of « blocks per every 2« epochs of 77 from time ¢7 with a small, constant, bounded
delay. Furthermore, p has never met any of the criteria for moving up by the time that that
it inputs to 7Tpeac0n, implying that it continued to decide the equivalent of « blocks per 2x
epochs if 77; from time t]’-" onward up to time ¢, and that those blocks were confirmed in
higher sub-protocols. Because every honest party that joins the protocol has t;-‘ < tf,]- + 3Ay,
if an honest party recovers with est = j and move := 0, the above argument, Lemmas 125

and 131, and the fact that A; ;1 = 2A;Vj < k imply that the lemma holds.
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Lemma 133 (Liveness). Blocks containing transactions continue to be appended to A;Vj > ideal.
Proof. The lemma follows from Lemma 132. O

Lemma 134 (Safety). If two honest parties deliver logs Ay and A;-,, then Aj and Aj., do not conflict
VA]” = Dideal-

Proof. The lemma follows from conditional safety (Lemma 121) and the fact that no honest

party ever has est > ideal (Lemma 127). O
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19:
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22:
23:

24:
25:
26:
27:
28:
29:
30:

31:

By := Genesis block
lock; := decide; := backlog]- := By
est:=1
move := 0
tf:=0
t?ez,...,k =
for epochs e;=0,1,23,... do
at 10¢;A; do > Run GA
if est < jand j > 1 and decide;_; extends lock; then inpg,; := decide;j_;

else inp ; := lock;
outg; := GAg(inpy,;) touty; is a set of tuples (B*,g) denoting a block and its grade
By := the block with the greatest height output with grade 1 such that it does not conflict
with any block output from outy,
at (10¢; +3)A; do > Run GAy
OUtl,j = GAL]'(B())

lock; := block with the greatest height output with grade 1 from out, ;
Bcand := block with the greatest height output from out; ;
at (10¢; + 6)A; do = Run GPE
if est = j then
Bproposal := (tx1s, H(Bcand)) = Create a new block proposal
(Bproposeds §) := GPE;(Bproposal, predicate(B) = true if B extends lock;)
else

Bproposal := Bcand
(Bproposeds &) := GPE;(Bproposal, Predicate(B) = true if B extends lock; and a block
extending B was output from GA ;)

if Bproposed # - then
lock; := Bproposed
if ¢ = 1 then decide; := Bprgposed (if haven’t decided it already)
at any time do
upon deciding block B in 7T do set epji=¢; and ts B,j i= tSnow
if any of the criteria for moving up is met then
cease participation in 7t.s; and set move := 1
Criteria for moving up:
1. No progress in 71,5;. Beginning at time )%, + 3A; or later, a 2x epoch period elapses in
Ttest during which fewer than « blocks are decided
2. No confirmations in higher sub-protocols. At time t%, + 3A; or later for any j’ s.t.
est < j' < kablock B is decided in 7y and more than 2« full epochs of 7ty elapse after
tsp,j» without B having been decided in 7j 4
3. Observing equivocations in higher sub-protocols. lock; conflicts with the chain con-
structed in 7; for some j' > j or there is a fork in the chain constructed in 7; for some
Jj = est

FIGURE 4.2: Protocol 71; for party P;.
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1:
2:
3:

at time t = 3Ay, 6A, 94, ... do
out := GA(est + move)
let v = val and ¢ = grade s.t. (val, grade) € out and V(val’, grade’) € out, val > val’ (if val
was output more than once, choose the highest grade)
if v > est and g = 1 then
cease participation in all sub-protocols 7; for j < v
set est := v, move := 0, £, 1= tSy0, , and
else if v > est and g = 0 then
set move := v — est

FIGURE 4.3: Protocol 7ye,c0, for party P; run with delay Ay.
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12:
13:

14:
15:
16:
17:
18:
19:

20:
21:
22:

23:
24:
25:

26:

27:
28:
29:

30:
31:
32:
33:

34:
35:
36:

37:
38:

39:
40:
41:
42:

/ /awake parties:
at any time do
upon updating est to j for the first time do
set backlog,; := height(decide;) s.t.:
j = est and Vj' > j: decide; does not conflict with A and height(decide;) > height(decide;: )
at time t = 3Ay, 6A, 97, ... do
forj=1,...,kdo
OUthigh,j = GAhigh,]'(deCide]’), OUtlock,j = GAlock,j(IOij) > Pjoin stores output
OUtpacklog,i “=GApacklog,j (backlog; if j < est else height(decide;)) s.t.:
j' = jand Vj” > j": decide; does not conflict with A and height(decide; ) > height (decide;» )

//P/'m'n:

: set status to recovering and begin storing all messages received and the time they were received
11:

send (recovering, Pjoins tS>join to all parties, where ts is the timestamp of the start of the next full iteration
Oof TTpeacon
at time t = ts 4+ 3A; do
set est and move according to the outputs of GA in the iteration of 7Ty, starting at time ts according
to lines 6 and 8
if Jj > est s.t. there are any two conflicting outputs (of any grade) in outy;g, ; then
set move :=1
set Bpion jcfest,...k] = the highest block in outyg), ; (with any grade)
set lockjc otk = the highest block in out;y,; (with any grade)
for j > est do
set decide; := By;g

/ /awake parties:
upon receiving message recovering, pjoin, t5)join from party pj,i, do
at time t = ts + 3A; do

send to pjoiy (status,est, ty,);

!/ Pjoin’
at time t = fs +4A; do

let P be the list of parties from whom status messages were received

let M, be the list of values of t%, received from every party p; € P (for parties that sent a lower est
than pjoi,,’s, use tow, the current timestamp)

Pjoin sets 3, := median(Mest)

(4%
min_blocks,st := max([%];{, 0)

forj=est+1,...,kdo 4
set min_blocksj = max(min_blocksj,l — /ety ()

+3A; + Y 20kA; and min_blocks; + backlogs; > |A;| then

if 3j > est s.t. ts > £ i est

est
set move : =1
for block B € At [backlog,s; + min_blockses; + 1 :] do
set fspj := ts

forj=est+1,...,kdo
for block B € A]- do
set fsp j := ts

upon completion of an entire epoch of 77y since setting status to recovering do:
update state based on simulation of sub-protocols 7,5 i and 7pe,ee, Using stored messages
(except for updates to move based on meeting criteria for moving up)

_(+%*
begin checking criterion 1 for moving up from time £¥, + 3A; + ZOKAest[%J onward

begin checking criterion 2 for moving up for blocks in diff(Aj, Ajq)Vest <j <k
begin checking criterion 3 for moving up
set status to awake

FIGURE 4.4: Joining Protocol for awake parties p; and recovering party pjoin executed with

delay of Ay
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5. Conclusions

In this work, we have explored ways to design consensus protocols with better latency.
For the problem of asynchronous agreement, we showed a simple framework for designing
protocols that are easy to prove and efficient in the number of rounds until all parties ter-
minate the protocol. In addition, we showed new upper and lower bounds for key primitives
that are used to achieve asynchronous agreement. For the problem of leader election, we
showed a protocol that is scalable, in that each party sends and processes only a poly-
logarithmic number of bits, ensuring that there is no bottleneck. Finally, in a network
with dynamic participation, we showed a protocol that achieves latency better than the
pessimistic network delay assumption, and do so with the introduction of a new model,

generalized synchrony.
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Appendix A. Crash Fault Tolerant Binding Crusader Agree-
ment for Adaptive Inputs

In this section, we discuss our interest in crash fault tolerant protocols for binding cru-
sader agreement that are secure even with adaptive inputs. By this, we mean that the
binding property holds even if the adversary may adaptively choose the inputs of parties at
any point in the execution of the protocol prior to scheduling their first actions. There are
two advantages of using binding crusader agreement for adaptive inputs as a building block
for crash fault tolerant asynchronous agreement protocols: efficiency and simplicity.

In [1], Abraham, Ben-David and Yandamuri show a simple framework for asynchronous
agreement that uses a strong common coin (such that all parties see value v € {0,1} with
probability %) and binding crusader agreement. Although the authors don’t explicitly state
it, the crash fault tolerant BCA protocol from [1] withstands an adversary that can adap-
tively choose the inputs of parties when they start the protocol. In fact, when this require-
ment is removed, we obtain the simpler 1 round protocol of Algorithm 1 for crash fault
tolerant BCA. When the inputs of all parties are fixed prior to the start of the protocol,
binding trivially follows from the fact that there is at most one value v € {0,1} such that
n — t parties start the protocol with value v. In fact, binding is only guaranteed in this
protocol if the inputs of all parties are fixed prior to the start of the protocol.

To see why this matters, first we review how the asynchronous agreement protocol termi-
nates with the original BCA protocol for adaptive inputs. With the original BCA protocol
for adaptive inputs, the asynchronous agreement protocol takes at most 7 rounds of broad-
cast in expectation for all parties to terminate the protocol. This follows from a simple
invariant: in any given round of the AA protocol, with probability %, the value of the com-
mon coin is equal to the value to which the adversary is bound in that round’s BCA. In that
case, all parties adopt the same value est, and they all decide that value in the next round
in which the coin is again equal to that value. In other words, the original protocol requires
a single good event to occur, which happens with constant probability in each round.

Now, consider what happens when we plug the BCA protocol from Algorithm 1 into

the asynchronous agreement protocol of [1]. Since the BCA protocol is not binding when
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the adversary can adaptively choose the inputs of parties, we can no longer apply the same
invariant to ensure termination. This is because the adversary can lag a party behind in the
previous round of the AA protocol and choose its input to the next round’s BCA. In this
case, to argue termination it is necessary that two independent good events occur in two
consecutive rounds, resulting in an AA protocol that requires more rounds of broadcast till

termination and a more complex proof than the one presented in [1].

Algorithm 1 Asynchronous Binding Crusader Agreement for Crash Faults with Static
Inputs

Input: x
1: send (val, x) to all
2: upon receiving (val, *) messages from n — f parties:
3: if all the messages contain the same value x, decide x
4: else, decide L
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Appendix B. Binding Crusader Agreement with Threshold
Signatures

We use the following interface for the threshold signature scheme:

e threshold-sign;(m): produces signature share by p; on message m.

* share-validate(m, s;, pk;): validates that signature share s; was produced by p; on m.

e threshold-combine(m, S): combines a set S of signature shares from distinct parties for
message 1 into an O(1)-sized signature where [S| > k and Vs; € S, share-validate(m, s;, pk;) =
true.

e threshold-verify(m, 0): returns true if o was a result of computing threshold-combine(m, S)

where [S| > k and share-validate(m, s;, pk;) = true,Vs; € S.
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Algorithm 2 Asynchronous Binding Crusader Agreement with Threshold Signatures in-
stance id (BCApy,Tsig)

Input: x
est = x

2: sentEcho2 = false, sentEcho3 = false, pendingEcho = {}, pendingEcho2 = {},

10:

11:
12:
13:
14:
15:

16:
17:
18:

19:
20:

21:
22:
23:
24:
25:
26:
27:
28:
29:

30:
31:

pendingEcho3 = {}, vals = {}
send (echo, est, threshold-sign;(echo, id, est)) to all
upon receiving a message {echo, v, ts) from p; for the first time such that
share-validate((echo, id, v), ts, p;) = true
add (v, ts) to pendingEcho
if there exists a single value v’ such that the set M of {(¢v/, ts")|(v/, ts") € pendingEcho}
is of size at least t + 1 and sentEcho2 = false then
let S be the set {s|(*,s) € pendingEcho}
Oecho,idr —threshold-combine((echo, id,v'), S)
send (echo2, ¥, Techo,id,»7) to all, sentEcho2 = true

upon receiving a message (echo2, v, o) from p; for the first time such that
threshold-verify((echo, id, v), o) = true
if sentEcho2 = false then
send (echo2, v, ¢) to all, sentEcho2 = true
add (v, 0) to pendingEcho?2
if |pendingEcho2| = n — t and sentEcho3 = false
let M be the set {v|(v,*) e pendingEcho2} and let S be the set
{s|(x,s) € pendingEcho2}
if [M| > 1 then
send {echo3,1, S, 1) toall
else send (echo3, v, S, threshold-sign;(echo3, id, v)) to all, where v is the single
value in M
sentEcho3 = true
upon receiving a message m where m={(echo3, v, S, ts) from p; for the first time such
that either v = L or share-validate((echo3, id, v), ts, p;)=true

if v = | then vals = {0,1}
else vals = {v}
if Vo' € vals there exists ¢’ € S s.t. threshold-verify((echo, id, v'), ¢’) = true then
add (v, ts) to pendingEcho3
if |pendingEcho3| = n — t then
let M be the set of values {v|(v, *) € pendingEcho3}
if [M| > 1 then decide L
else
let S be the set {s|(x,s) € pendingEcho3}, and let v be the single value in
M
Techo3,idy < threshold-combine((echo3, id, v), S)
decide v

We now prove Theorem 49.

Proof of Theorem 49. The theorem follows from lemmas 135-139. O

154



Lemma 135. Algorithm 2 satisfies agreement.

Proof. Assume that p; decides non-_L value v;. Then p; received (echo3, v;, S, ts) from at
least n — t parties py such that share-validate((echo3, id, v;), ts, px) = true. Since a non-faulty

party sends a single echo3 message, by quorum intersection either v; = L orv; = v;. U
Lemma 136. Algorithm 2 satisfies validity.

Proof. Assume, for a contradiction, that all non-faulty parties input v to the protocol for
instance id, and some non-faulty party p; decides v" # v (v' must be either 1 —v or 1). p;
must have received a message (echo3, v/, S, ts) from at least one party such that there is
a 0’ € S’ and threshold-verify((echo, id, v'), ') = true. For such a ¢’ to exist, that would
require at least ¢ + 1 parties p; to have sent (echo, v/, threshold-sign;(echo, id, v)) messages,
at least one of which would have to be non-faulty. Non-faulty parties only send a single
echo message, and only for the value that they started with. Therefore, we have arrived at a

contradiction. O
Lemma 137. Algorithm 2 satisfies termination within 3 communication rounds.

Proof. It is clear from examining the protocol that a party sends at most three messages:
echo, echo2, and echo3.

Since we are considering the binary case, there must be some value v such that at least
t + 1 non-faulty parties start with v. Therefore, eventually every non-faulty party receives
atleast f + 1 {echo, v, ts) from non-faulty parties p;, where ts is p;’s output from running
threshold-sign;(echo, id, v). If they haven't already, every non-faulty party then sends an
echo2 message containing a valid threshold signature ¢ on (echo, id, v). Every party then
receives echo2 messages containing valid threshold signatures from at least n — t parties
and therefore has at least n — t entries in its pendingEcho2 set. Each non-faulty party then
sends an echo3 message accordingly, containing the set of threshold signatures needed
for the value included in its message, along with a threshold signature share if it sends a
non-1 value. Finally, each party receives at least n — t such echo3 messages and decides a

value. O
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Lemma 138. If a non-faulty party sends {echo3, v, *, *), where v # L and another non-faulty

party sends {echo3, V', *, *), either v/ = vorv' = L.

Proof. Assume, for a contradiction, that non-faulty party p; sends {echo3, v;, ¥, *) and
non-faulty party p; sends {echo3, vj, %, *, v # v;, and both values are non-1. Then p;
must have at least n — t (v;, *) in its pendingEcho2 set and p; must have at least n — t (v}, *)
in its pendingEcho2 set. However, due to quorum intersection and the fact that a non-
faulty party sends a single echo2 message, this is not possible. Thus, we have arrived at

contradiction. O
Lemma 139. Algorithm 2 satisfies binding.

Proof. Let p; be the first non-faulty party who decides. Consider the set of non-faulty
parties of size at least n — 2t > t + 1 whose values sent in their echo3 messages are in
pi’s pendingEcho3 set at the time at which it decides. If all of these non-faulty parties
sent (echo3, L, *, *), then every non-faulty party has at least one such message in their
pendingEcho3 set and therefore outputs L. If instead at least one of these non-faulty parties
sent (echo3, b, *, *) where b # L, then, by Lemma 138, no non-faulty party sends {(echo3,

1—1b,* *) and no non-faulty party can decide 1 — b. O

Lemma 140. The AA 1 -BCABy;,1sig protocol takes, in expectation, 13 rounds to terminate with a

strong 2t-resilient common coin.

Proof. In an instance of BCApy; 1si¢, parties perform exactly three broadcasts. Since the com-
mon coin has degree 2f, the messages to reveal the coin can be sent with echo3 messages. It
takes, in expectation, 2 rounds of AA% -BCApy,Tsig for all non-faulty parties to adopt the
same value v and an additional 2 rounds in expectation until the coin value is again v. As a
result, the protocol takes 12 broadcasts until all non-faulty parties commit, in expectation.
Since every non-faulty party obtains a 0,3 i1 » When they decide v in instance id, they can
forward this proof to all of the other parties and terminate because parties can decide v after
receiving it. As a result, the protocol requires a single additional message for all parties to

terminate, resulting in 12+1=13 broadcasts in expectation. O
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