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Abstract

Advances in mobile hardware and operating systems have made mobile a first-class de-

velopment platform. Activities such as web browsing, casual game play, media playback,

and document reading are now as common on mobile devices as on full-sized desktop

systems. However, developers are still constrained by the inherent resource limitations of

mobile devices. Unlike desktop systems, mobile devices must sacrifice performance to

accomodate smaller form factors and battery-backed operation. Opportunistic offloading

of computation from a mobile device to remote server infrastructure (i.e., ”code offload”)

offers a promising way to overcome these constraints and to expand the set of applications

(i.e., ”apps”) that can run on devices.

Deciding to offload requires a careful consideration of the costs and benefits of a range

of possible program partitions. This cost-benefit analysis depends on external factors,

such as network conditions and the resources availability, as well as internal app proper-

ties, such as component dependencies, data representations, and code complexity. Thus,

benefiting from offload requires some assistance from developers, but requiring develop-

ers to adopt arcane or unnatural programming models will hinder adoption of regardless

of the potential benefits.

In this dissertation I characterize two frameworks that reduce the amount of developer

effort required to improve the performance of mobile apps through code offload. The first,

MAUI, is designed for computationally intensive general-purpose apps such as speech and

facial recognition. The second, Kahawai, is designed for graphics-intensive apps like fast-
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action video games.

MAUI continuously monitors the device, network, and app, and uses its measurements

to compute an energy-efficient program partition. MAUI reduces the burden on developers

by taking advantage of core features of the managed code environments common to mobile

platforms: code portability, serialization, reflection, and type safety. These features allows

MAUI to automatically instrument and potentially offload methods that the developer has

tagged as suitable for offload. MAUI is particularly effective on applications composed by

operations whose computational cost is large compared to the transfer cost of their input

parameters and their output results.

Kahawai is designed for graphics-intensive apps such as console-style games and takes

advantage of two features of today’s mobile gaming platforms: capable mobile GPUs and

reusable game engines. Even though today’s mobile devices cannot duplicate the sophis-

ticated graphical detail provided by gaming consoles and high-end desktop GPUs, devices

have seen rapid improvements in their GPU processing capabilities. Kahawai leverages

a device’s GPU to provide collaborative rendering. Collaborative rendering relies on a

mobile GPU to generate low-fidelity output, which when combined with server-side GPU

output allows a mobile device to display a high-fidelity result. The benefits of collabora-

tive rendering are substantial: mobile clients can experience high-quality graphical output

using relatively little bandwidth. Fortunately, because most modern games are built on top

of reusable game engines, developers only have to identify the sources of non-determinism

in the game logic to take advantage collaborative rendering.

Together, MAUI and Kahawai demonstrate that code offload can provide substantial

benefits for mobile apps without overburdening app developers.
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List of Abbreviations and Symbols

Glossary of terms

The terminology used throughout this document follows that given in [4]. Terms not found

in the referred document are listed in the following glossary

Property Specific Property Specific Offload is the set of techniques presented in this
dissertation. It allows two large classes of applications to be of-
floaded easily, only requiring the developers to identify a small set
of properties about their applications.

Code offload Opportunistic offloading of computation from a mobile device to re-
mote server infrastructure.

Delta An incremental change in the application state. In MAUI it repre-
sents the difference in the state before and after performing an of-
fload operation. In Kahawai it represents the pixel-wise difference
of the raster output of two render operations performed at different
video quality settings.

Entity In Kahawai, an entity refers to the 3D representation of a logical
object in the game. For example an enemy, a door, a box or a wall.
As well as light sources and cameras.

Game Engine The primary form of code reuse in game development. Game en-
gines typically separate game content from the core functionality of
the game execution.

High detail config In Kahawai, a high detail configuration represents an optimal video
configuration that represents the best quality output possible for a
given game.

H.264/AVC Also known as MPEG-4 AVC and informally called H.264, it is the
state of the art standard for video compression.
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idTech 4 idTech 4 is the fourth iteration of id Software’s well known game
engine. It is also known as the Doom 3 engine, after the game for
which it was originally built.

I-Frame In video compression, an I-Frame is a frame that is encoded without
using information coming from any other frame.

Kahawai Kahawai is an offload system for graphic intensive applications such
as games and 3D visualization applications.

Low detail config In Kahawai, a low detail configuration is a video configuration used
at the client. Usually presenting lower quality output than the high
detail configuration, but presenting a low enough complexity for the
mobile device to handle.

MAUI MAUI stands for Mobile Assistance Using Infrastructure. MAUI
is an offload system for general purpose computationally-intensive
applications.

P-Frame A predictive frame. P-Frames are produced using reference frames
(I-frames or other P-frames) as a source, providing the necessary in-
formation necessary to reconstruct a frame using its source reference
frames.

Remoteable In MAUI, a remoteable method is considered suitable for offload
because it does not make use of sensors, presents output to the user,
or results in external side-effects.

Scene In Kahawai, a scene is the set of graphical entities formed by objects,
light sources and cameras and its particular attributes defined by the
video settings.

Scene composition In Kahawai, scene composition refers to the arrangement of entities
and their abstract basic properties such as position, basic shape, and
average color.

Transitive closure When serializing, the transitive closure of a given object, is the set
of all objects that it depends upon.
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1

Introduction

Over the last few years, mobile application development has increased dramatically as

a result of improvements in mobile hardware and operating systems. However, applica-

tion developers are still constrained by the resource limitations of mobile devices. Unlike

full-sized desktop computers, mobile devices aggressively sacrifice performance in favor

of smaller sizes, lower costs, and power efficiency. Furthermore, the rate at which the

hardware components in mobile devices draw power is increasing faster than the amount

of power a battery of a given size can store. As a consequence, battery capacity has

become the most important limitation when developing resource-intensive applications.

Despite this limitation, mobile devices are still capable of performing common tasks like

web browsing, media playing, and document reading. One way to overcome mobile de-

vice limitations is to augment a mobile device’s resources by opportunistically offloading

computation to remote servers.

The key challenge that arises when using code offload is reasoning about tradeoffs

between energy, network bandwidth, and computational fidelity. This tradeoff changes

constantly with dynamic factors such as the type of application, the device’s specifications,

available network characteristics and user preferences. Therefore, offloading decisions
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must be informed by the current context in order to produce the best results.

Furthermore, adapting existing applications to take advantage of code offload or, cyber-

foraging, is not a simple task. Balan first proposed RapidRe[4] as a solution to this prob-

lem. RapidRe provides a quick and effective process for retargeting existing applications

for code offload. Unfortunately, RapidRe still requires substantial involvement from the

developer and restricts itself to interactive applications.

However, over the last five years, several trends warrant revisiting some of the as-

sumptions underlying solutions like RapidRe. First, two of modern mobile platforms,

Android[35] and Windows Phone[65] use managed languages and runtime environments

such as the Dalvik Virtual Machine[34] and the .NET Common Language Runtime[84].

Second, games that require sophisticated graphics have become an important class of ap-

plications for mobile devices. Finally, wireless broadband technologies like LTE provide

mobile bandwidth that is better than or on par with home cable and DSL connections.

However, wireless broadband users are commonly restricted by usage quotas of several

gigabytes per month.

Due to the popularity of smartphones and tablets, developers have written hundreds

of thousands of mobile applications (i.e., “apps”). Thus, it is critical to make retargeting

applications as simple and transparent as possible. Fortunately, managed environments’

language and runtime support make fine-grained offload much easier.

The rising importance of mobile games has other implications. Unlike traditional

operation-based, interactive applications, modern games are continuous in nature. These

apps display and continuously update highly detailed graphics that are computationally

expensive to generate, even when there is no user input. Offloading these operations re-

quires large amounts of bandwidth, and mobile broadband can support a thin client model

of code offload, such as the one used by the commercial service OnLive[75]. However,

because of monthly usage limits set on mobile bandwidth, offload must not consume an

excessive amount of data.

2



In the face of these trends, approaches to code offload must simplify the task of re-

targeting of both operation-based applications and continuous, graphics-intensive applica-

tions. Ideally, developers would only have to identify a small number of key application

properties to the offload engine. The engine could then use this input to boost an applica-

tion’s performance, while reducing the amount of power and bandwidth it consumes.

1.1 Property Specific Offload

In this dissertation, I propose a set of techniques for offloading code from a mobile device

to remote server infrastructure called Property Specific Offload. These techniques allow

the developer to take advantage of code offload by identifying a small number of properties

of their applications. Propery specific offload is most appropriate for computationally

intensive operations and real-time interactive graphics. The goal of my dissertation is to

demonstrate that it is possible to characterize the amount of developer effort needed to

benefit from offload for these two important classes of mobile applications.

1.2 This thesis

My thesis statement can be stated as follows:

It is possible for mobile developers to obtain significant benefits from code
offload by identifying a small number of properties of their applications.

1.3 Road map for the dissertation

This dissertation validates the thesis statement via the design, implementation, and exper-

imental evaluation of two systems: MAUI and Kahawai. The rest of this dissertation is

organized in five chapters as follows:

Chapter 2 describes the characteristics of the code offload environment and the appli-

cations this thesis targets. In particular, it defines the classes of computationally intensive
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and graphics intensive applications. It then elaborates on their distinguishing features, as

well as the specific properties that developers must identify to maximize the benefits of

code offload.

Chapter 3 describes MAUI. MAUI is an energy-efficient, general-purpose code of-

fload system based on the combination of extensive device, network and application pro-

filing and an integer linear problem solving facility for dynamically computing optimal

program partitions. MAUI is best suited for operations that consume and produce small

amounts of information compared to their computational requirements.

Chapter 4 describes Kahawai, a system that provides offloading graphics-intensive ap-

plications such as games, CAD and medical imaging applications. Kahawai is better suited

for continuous real-time graphics intensive applications whose output is deterministic and

changes gradually over time.

Finally, Chapter 5 presents related work and Chapter 6 concludes the dissertation

with a summary of the key contributions, future research directions, and closing remarks.

This dissertation also includes one appendix, Appendix A, that describes the serializa-

tion mechanisms used in MAUI. The MAUI prototype was built using two different serial-

ization schemes: the first using XML Serialization and incremental updates, and a second

that uses binary serialization. The appendix first describes the advantages and shortcom-

ings of XML serialization while motivating the use of incremental updates (deltas). Next,

it explains the preferred approach, binary serialization, and explains it in the context of the

MAUI implementation, in particular the MAUI proxy component.
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2

Property Specific Offload: Applications and their
properties

In this chapter, I describe the mobile code offload environment envisioned in this disser-

tation. I describe the characteristics of the devices, the infrastructure, and the classes of

applications this dissertation focuses on. When describing the applications, I also describe

the important properties that distinguish each class, and the set of properties that develop-

ers have to identify in order for their applications to take advantage of code offload.

2.1 The Code Offload Scenario

Code offload is the opportunistic offload of computation from a mobile device to remote

server infrastructure. Thus, offload decisions must be informed by information about the

mobile device, the computation, and the remote server infrastructure. This section de-

scribes all three in detail, as well as their role within this dissertation.
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FIGURE 2.1: Li-ion battery energy density from 1991 to 2005

2.2 The Mobile Device

Since the arrival of the iPhone in 2007, the use and popularity of mobile devices has

exploded. Modern palm sized mobile devices now feature high resolution displays, ded-

icated graphics processors, multicore CPUs, many gigabytes of storage, and gigabytes of

memory. These devices capabilities are increasing at an accelerated rate, allowing so-

phisticated operations to be performed by pocket-sized devices. However, despite these

advances, there are two limitations that prevent a modern device from performing compu-

tational complex operations as well as a full-sized desktop computer. The first is battery

capacity, which limits what a mobile device can do on a single charge. This limitation

prevents intensive tasks from running for long periods in order to conserve power. This

problem is unlikely to improve through advances in battery technology alone, since as

shown in [79] and [4] (Figure 2.1), battery density has roughly improved by a factor of 2

during the period spanning 1991 to 2005. This problem is worsened by the consumers’

demand for lighter and smaller devices, coupled with the increasing energy demands of

high resolution screens, GPS units, discrete graphics, and more sophisticated CPUs.
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The second limitation is manufacturers’ need to sacrifice performance in favor of

smaller, cheaper, and more power-efficient devices. This means that mobile devices are

consistently slower and more resource constrained than their full sized counterparts. As

a consequence, despite technological advancements in mobile, a full sized desktop com-

puter or server is likely to perform complex computations more quickly than its mobile

counterpart.

These resource limited devices come in different sizes and form factors. Nevertheless,

all of these devices are resource constrained, and as such they are the object of study of

this dissertation. Specifically, mobile devices considered in this dissertation include, but

are not limited to, laptops, netbooks, tablets, PDAs, and smartphones.

2.3 The Offloaded Computation

Hundreds of thousands of mobile applications have been built for Apple’s App Store and

Google’s Android Market. These applications include social networking clients, media

consumption and entertainment clients, productivity suites, communication clients, shop-

ping apps, and games. These applications are designed with mobile devices’ resource

constraints in mind, which limits their potential.

Augmented reality illustrates how resource constraints limit the kind of apps that devel-

opers build. Augmented reality services aim to enhance the live video seen through a de-

vice’s camera with extra information about the content of the feed. In existing augmented

reality apps, this extra information usually pertains to fixed landmarks and businesses,

since an app can infer what the camera is pointed at using a device’s GPS, gyroscope, and

accelerometer sensors. However, an app would ideally also use the source video itself to

identify dynamic objects (e.g., people). Unfortunately, processing live video is too com-

putationally intensive for a mobile device. Real-time speech recognition and translation

represent another application that cannot be performed using only mobile hardware.
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As a result, most modern mobile platforms use a simple thin-client model to offload

computationally intensive apps. Under a thin client model, a developer statically partitions

a program so that the computationally intensive portions execute on a remote server. The

primary problem with this approach is that the app is unavailable when disconnected from

the network. Furthermore, statically partitioned apps cannot adapt dynamically to newer

devices that may be able to handle greater portions of the task locally. For example,

applications such as face recognition, handwriting recognition, image manipulation, and

activity recognition may run better on a remote server, but could run locally when a device

is disconnected.

Games are also constrained by the limitations of mobile hardware. Modern full-

featured videogames display sophisticated graphics that require power-hungry hardware

to provide the best user experience. The high-end Graphics Processing Units (GPUs)

found in desktop systems have both high energy and cooling requirements. For example,

the Nvidia GeForce GTX 690 [74] draws 300W and can heat up to 98 degrees Celsius.

This would be wildly impractical for a mobile device that would typically consume two

orders of magnitude less power and be unable to provide cooling for such high tempera-

tures. Instead, mobile GPUs are a compromise between performance and power/thermal

efficiency, resulting in graphics that are not as immersive as those of a modern desktop

GPU.

A primary goal of this dissertation is to characterize the classes of applications that can

be efficiently offloaded using only a small number of developer-provided application prop-

erties. First, I will describe the classes of applications and their distinctive characteristics.

Next, I will describe the properties that developers have to identify to the offload engine. I

will borrow terminology found in Balan’s Application Taxonomy[4] to name application

classes. Listed below are the two classes of applications addressed by this dissertation:

computationally-intensive applications and graphically-intensive applications.
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2.3.1 Computationally-intensive applications

This class of applications includes those with the following features: 1) They are compu-

tationally intensive, requiring significant CPU, memory, storage, or energy resources; 2)

They use an operation model, taking input from the user or sensors, operating on the input,

and then storing or presenting the results; 3) The required input and output of the opera-

tions, are small compared to the effort needed to perform the operation. Specifically, the

operation’s input and output data require less time and energy to be transferred to and from

a remote server than the time and energy required to perform the operation locally on the

device. As a consequence, applications that perform computationally simple operations

but handle small amounts of input and output data are well suited for code offload.

To maximize the benefits for this class of applications, the developer must first be

able to distinguish it from the other supported class (i.e., graphically-intensive, continuous

applications). Once an application has been identified as a member of this class, developers

must identify occurrences of the following properties of their code in order to allow our

offloading system, MAUI (Chapter 3), to dynamically partition their application.

• Use of sensors, input, or output devices: By following an operation model, this

dissertation treats the start of the operation (reading user input or sensors) and its

end (displaying or storing results) as not offloadable. Therefore, the developer to

identify these events. In MAUI the beginning and end of an operation are identified

at the method granularity by not annotating them with a ”Remoteable” attribute.

• External side-effects: We consider external side-effects, those effects of executing

an operation that changes state external to the mobile device and the infrastructure

server. External side-effects are undesirable because they make it hard to guaran-

tee correct execution of an offloaded operation after a disconnection has happened.

Therefore, to provide correct execution semantics, operations that may generate ex-

ternal side-effects cannot be offloaded. By identifying this property in the code of
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the application, the developer can let our system know that a given operation is not

suitable for offload, while still allowing the rest of the application to be considered

for fine-grained offload.

• Multiple computation threads: Concurrent threads of execution create data depen-

dencies that are difficult to manage in an offload environment. This is specially true

when only a portion of the threads is offloaded to the infrastructure server, while the

rest of the program executes on the mobile device.

Fortunately, our model does not exclude all forms of concurrency. For example,

applications may have many client-only threads to handle the user interface, but

may have only one offloadable thread with data dependencies on the client threads.

In our prototype, the developer only needs to identify threads that are not suitable

for offload (i.e., client-only threads and threads with data dependencies), so that only

the most resource intensive thread executes remotely.

Examples of this class include voice recognition, face recognition, activity recogni-

tion, casual games, photo enhancing, and anti-virus.

2.3.2 Graphically-intensive applications

This class of applications includes those that rely on real-time graphics that are updated

continuously, often without user’s input. These applications include sophisticated 3D

games, medical imaging, CAD, and interactive 3D visualizations. There are already ap-

plications of this type designed for mobile phones, but as discussed in the previous section

they are carefully designed to not exceed the graphical capabilities of the mobile phone.

These applications offer significant opportunities for improvement by ignoring devices’

limitations and taking advantage of code offload.

Previously, graphically-intensive applications were considered impractical to offload,

both because of their continuous nature and their typically large outputs. The output of

10



each sequence of graphics operations is an image, which is produced continuously between

30 and 60 times per second. As a result, offloading can cause large data transfers between

the infrastructure server and the client. This is not feasible within the tight restrictions

of latency and mobile bandwidth usage limits on mobile devices. Existing thin client

solutions partially address this problem by encoding the graphics output as compressed

video[75], which drastically reduces its size. However, high-resolution video bandwidth

requirements are still impractical for most mobile environments.

Fortunately, graphically-intensive applications generally presents the following pat-

terns:

1. The output changes gradually over time. In other words, it presents temporal local-

ity.

2. Graphically-intensive applications include user configurable video settings that pro-

vide different levels of quality, or fidelities. The resulting output at different fidelities

often has a high degree of similarity.

3. Their output consists of discrete samples. In a graphics application, graphics op-

erations are processed at a high frequency. This is done to provide the illusion of

movement by feeding enough samples of an animated scene to the user’s eyes. This

frequency can often be reduced, resulting in consistent samples at different frequen-

cies. In other words, if the sampling frequency is decreased from 60 Hz to 6 Hz, the

new sample 1 would be equal to the original sample 10, the new sample 2 would be

equal to the original sample 20, and so on.

4. By eliminating simple sources of non-determinism, such as calls to the system timer,

and keeping input synchronized, two different copies of a graphics application can

be made to produce the same output without requiring low-level memory or appli-

cation state synchronization.
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FIGURE 2.2: Example of two different video quality settings: Consistent scenes taken
from the game Street Fighter IV[11]

As a result of these four patterns, it is possible to execute two collaborative copies of

the same application. A resource constrained client can produce a subset of the desired

output samples, while an over-provisioned server supplements it with the missing samples

by working at the desired frequency. In a similar way, a constrained client can work under

lower video quality settings and receive information about the missing detail from an over

provisioned server that runs both a low video quality version and a high video quality

version of the application.

In order to understand how to ensure the correct execution of offloading for graphics

intensive applications, I built Kahawai (Chapter 4). Once an application is identified as a

graphics intensive application, the developer must make sure that the application has the

following properties:

• Deterministic behavior: The developer should identify sources of non-determinism

and annotate them, so that the underlying runtime can ensure that non-deterministic

sources are replayed appropriately in all concurrent versions of the application.

• Consistent scene composition across video quality settings: As previously men-

tioned, it is common for graphics applications like games to provide similar output
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FIGURE 2.3: Example of two different video quality settings: Non-consistent scenes
taken from the game Lost Planet II[12]

at different video quality settings. This is, however, not always the case, and it is up

to the developer to identify whether her application exhibits this property so that the

runtime has enough flexibility to decide which offload mechanism to use.

We consider the output of two executions of a graphics applications running with

two different video quality settings to be similar if their scene composition is consis-

tent. We define the composition of a scene as the set of logical entities in the scene.

Such entities include, but are not limited to, physical objects (e.g., characters, walls,

trees, lamps, doors, etc.), light sources, and cameras. For the composition of two

scenes to be consistent they should have exactly the same entities, all of them shar-

ing attributes such as position, rotation, average color, and basic shape. However

entities in a higher quality scene can have a higher level of detail. For example, the

high detail scene entities may consist of a larger number of polygons, use finer tex-

tures, or have a more accurate shading model. Figures 2.2 and 2.3 show a consistent

and a non-consistent pair of scenes, respectively. Figure 2.3 shows two snapshots of

the same scene using different video quality settings. Observe that the high quality

scene adds extra vegetation to the scene, resulting in a different scene composition.

Scenes presenting such behavior are not suitable for the Delta Encoding technique
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FIGURE 2.4: Example of two different video quality settings: A low video quality
scene with higher entropy than its higher quality counterpart

explained in Chapter 4.

• Lower overall entropy in lower quality scenes: It is common for higher detail ver-

sions of a scene to use better lighting models, more complex textures, higher-count

polygon objects, and more sophisticated filters. As a result, their output often shows

a higher number of high frequency values, i.e., higher entropy. However, there are

situations where game developers try to make up for the lack of a sophisticated fea-

tures by using higher entropy elements in lower detail scenes. Figure 2.3 shows two

scenes, where the high detail frame (right) uses an advanced feature, tesselation, to

give the water a more realistic shape and motion. The low detail frame (left) in-

stead uses a complex static texture to make up for the missing advanced element.

This adjustment to the low detail scene makes its entropy higher than the high detail

scene’s and makes them different enough to render techniques such as Delta En-

coding (Chapter 4) ineffective. For this reason, it is up to the developer to identify

whether the application produces low detail scenes with an overall lower entity.
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2.4 The Infrastructure

The final element in code offload is the infrastructure. The infrastructure is one or more

well provisioned desktop or server computers. These computers can be owned by the

mobile user and available within the user’s house or office[85], or be owned by a third-

party service provider. For example, coffee stores, airports, or bookstores can provide their

own offload infrastructure as an extra value to their customers. Similarly, wireless carriers

can deploy offload infrastructure near their towers as an incentive to potential customers.

Finally, offload infrastructure can also be located in the cloud and accessed for a fee paid

by the mobile user.

In general, we assume that the server infrastructure is powerful enough to serve all the

needs of its mobile clients. This dissertation does not address issues of server scalabil-

ity, service discovery, or security. Work on these issues is orthogonal to the techniques

described in this dissertation.
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3

Making Smartphones Last Longer with Code
Offload

In this chapter we present MAUI, a system that enables fine-grained energy-aware offload

of mobile code to the infrastructure. MAUI uses the benefits of a managed code environ-

ment to offer the best of both worlds: it supports fine-grained code offload to maximize

energy savings with minimal burden on the programmer. MAUI decides at run-time which

methods should be remotely executed, driven by an optimization engine that achieves the

best energy savings possible under the mobile device’s current connectivity constrains.

3.1 Introduction

One of the biggest obstacles for future growth of smartphones is battery technology. As

processors are getting faster, screens are getting sharper, and devices are equipped with

more sensors, a smartphone’s ability to consume energy far outpaces the battery’s ability

to provide it. Unfortunately, technology trends for batteries indicate that these limitations

are here to stay and that energy will remain the primary bottleneck for handheld mobile

devices [81]. Given the tremendous size of the mobile handset market, solving the energy

impediment has quickly become the mobile industry’s foremost challenge [41].
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One popular technique to reduce the energy needs of mobile devices is remote exe-

cution: applications can take advantage of the resource-rich infrastructure by delegating

code execution to remote servers. For the last two decades, there have been many at-

tempts to make mobile devices use remote execution to improve performance and energy

consumption. Most of these attempts took one of the following two approaches to remote

execution. The first approach is to rely on programmers – to specify how to partition a pro-

gram, what state needs to be remoted, and how to adapt the program partitioning scheme

to the changing network conditions [26, 27, 3, 7]. This approach leads to large energy

savings because it is fine-grained – applications can remote only the sub-parts that benefit

from remote execution. For example, an application that both decodes and plays video

would remote only the decoder, which is the CPU-intensive part, without remoting any

of the screen-intensive parts. The second approach is to use full process [77] or full VM

migration [16, 85] in which individual applications (or entire OS’s in the case of VMs) can

migrate to the infrastructure. This approach reduces the burden on programmers because

applications do not need to be modified to take advantage of remote execution; instead, all

their code and program state is automatically sent to the remote infrastructure.

We present MAUI, an architecture that combines the benefits of these two approaches:

it maximizes the potential for energy savings through fine-grained code offload while

minimizing the changes required to applications. MAUI achieves these benefits by us-

ing several properties of today’s managed code environments (we use the Microsoft .NET

Common Language Runtime (CLR) [84] for MAUI, although Java would offer the same

properties). First, MAUI uses code portability to create two versions of a smartphone ap-

plication, one of which runs locally on the smartphone and the other runs remotely in the

infrastructure. Managed code enables MAUI to ignore the differences in the instruction

set architecture between today’s mobile devices (which typically have ARM-based CPUs)

and servers (which typically have x86 CPUs). Second, MAUI uses programming reflection

combined with type safety to automatically identify the remoteable methods and extract
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only the program state needed by those methods. Third, MAUI profiles each method of an

application and uses serialization to determine its network shipping costs (i.e., the size of

its state). MAUI combines the network and CPU costs with measurements of the wireless

connectivity, such as its bandwidth and latency to construct a linear programming formu-

lation of the code offload problem. The solution to this problem dictates how to partition

the application at runtime to maximize energy savings under the current networking con-

ditions. Because serialization can be done at runtime, MAUI’s application profiling is run

continuously to provide up-to-date estimates of each method’s costs. This continuous pro-

filing makes MAUI’s program partitioning scheme highly dynamic. The combination of

code portability, serialization, reflection, and type safety allows MAUI to offer dynamic

fine-grained code offload with minimal burden on the programmer.

In implementing MAUI, we discovered a number of unforeseen challenges to imple-

menting program partitioning for mobile applications. One such challenge is that using

power-save mode (PSM) when transferring state remotely can hurt the overall energy con-

sumption of the application when the latency to the server is low. Moreover, PSM mode

helps save energy but only when latencies approach the sleep interval (today’s hardware

uses 100 ms). Another unforeseen challenge is related to using profiling to estimate the

energy savings of code offload. On one hand, profiling the state transfer overhead of a

method each time it is called can provide the freshest estimate; on the other hand, the cost

of this profiling is not negligible and it can impact the overall application’s performance.

Throughout our presentation of the MAUI architecture, we provide in-depth descriptions

of the lower-level implementation challenges discovered in an effort to guide future im-

plementations of remote execution to avoid them.

Our evaluation shows that MAUI offers significant energy and performance bene-

fits to mobile applications. With MAUI, we partitioned four smartphone applications

that have different latency and computational requirements. Our results show that (1)

MAUI improves the energy consumption of resource-intensive applications, such as face
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recognition, by almost one order of magnitude (i.e., a factor of eight); (2) MAUI allows

latency-sensitive applications, such as games, to more than double their screen refresh

rates; and (3) MAUI enables the development of applications that bypass the limitations

of today’s smartphone environments; we developed a real-time voice-based Spanish-to-

English translator even though today’s smartphones do not provide enough RAM to run

our advanced speech recognition engine.

The remainder of this paper presents the design, implementation, and evaluation of

MAUI. We start by raising four questions that investigate the benefits of remote execution

given today’s mobile landscape (Section 3.2). Next, we present a high-level description

of MAUI’s architecture (Section 3.3). The next three sections describe MAUI’s program

partitioning mechanism (Section 3.4), its ability to profile mobile applications and the

wireless environment (Section 3.5), and its dynamic optimization framework (Section 3.6).

The paper’s final section evaluate MAUI’s performance (Section 3.7). A summary of the

work related to remote execution for mobile applications can be found in (Chapter 5), and

the conclussions to this chapter in (Section 3.8).

3.2 The Need for Remote Execution in Today’s Mobile Landscape

This section’s goal is to examine remote execution through the lens of today’s mobile land-

scape. Today’s mobile users expect their smartphones to run sophisticated applications,

they have almost ubiquitous access to 3G connectivity, and their computing applications

are moving to the cloud. How do these trends affect the remote execution problem? The

remainder of this section examines these issues by raising three questions:

1. MAUI’s goal is to mitigate the energy problem for mobile handhelds, the mobile indus-

try’s foremost challenge. How severe is the energy problem on today’s handheld devices?

2. Mobile handheld devices are increasingly equipped with wireless wide-area network

interfaces, such as 3G. Unlike Wi-Fi, 3G offers ubiquitous connectivity. However, 3G
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connections are known to suffer from very long latencies and slow data transfers [42].

For code offload, this poor performance may lead to increased energy consumption. How

energy efficient is using 3G for code offload?

3. With cloud computing, industry is building massive infrastructure to offer highly avail-

able resources. Offloading mobile code to the cloud is an attractive possibility for systems

like MAUI. However, typical round-trip times (RTTs) to cloud servers are on the order of

tens of milliseconds. An alternative for MAUI is to use nearby servers [85] (with RTTs

less than 10ms), such as a server co-located with a Wi-Fi access point or a user’s personal

desktop in the home. How sensitive is the energy consumption of code offload to the RTT

to the remote server?

3.2.1 How Severe is the Energy Problem on
Today’s Mobile Handheld Devices?

The two main contributors to the energy problem for today’s mobile devices are: 1) limited

battery capacity, and 2) an increasing demand from users for energy-hungry applications.

To illustrate the severity of the battery limitations of today’s handheld devices, we per-

formed the following experiment. We created a synthetic resource-intensive application,

and measured how long it takes to completely drain the battery of a new smartphone (the

HTC Fuze with a 1340 maH battery, released in November 2008). Our synthetic applica-

tion performs a large bulk-data transfer over the Wi-Fi interface, consumes the entire CPU,

and keeps the display backlight on. Although it is synthetic, this application is not unreal-

istic: a streaming video decoder would also heavily utilize the CPU and the Wi-Fi network

with the screen on. When running this application, we found that the fully charged battery

drained after only one hour and twenty minutes.

In today’s mobile handheld market, user demand is increasing for three categories of

resource intensive applications. First, video games are very popular (for example, many

of the top applications on Apple’s AppStore are video games) and they have large energy
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FIGURE 3.1: The Energy Consumption of Wi-Fi Connectivity vs. 3G Connectivity

demands. Second, mobile users are increasingly watching streaming video. For example,

one third of iPhone users accessed YouTube [59] and the number of mobile uploads to

YouTube increased 400% during the first six days after iPhone 3GS’s release [52]. Fi-

nally, mobile devices are increasingly equipped with new sensors that produce continuous

streams of data about the user’s environment. New applications that rely on continuous

processing of sensor data are emerging, such as car navigation systems, pedometers, and

location-based social networking. Today, developers restrict their applications by making

judicious use of sensors due to energy concerns (e.g., obtaining a GPS reading is expen-

sive).

The trends in battery technology make it unlikely that the energy problem will disap-

pear in the future. Although the chemical composition of batteries has changed signifi-
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cantly over the years, these changes have had less impact on battery capacity than on other

aspects of battery technology, such as recharging and “memory effects”. While recent

research has suggested using newer chemicals [78], these changes are unlikely to signif-

icantly improve battery lifetime. Another proposed technology is the use of “fuel cells”,

yet even the most optimistic predictions of their performance do not suggest that energy

concerns are likely to disappear [69].

3.2.2 How Energy Efficient is 3G for Code
Offload?

Handheld devices have two alternatives for code offload: use either 3G or Wi-Fi. The

primary benefit of 3G over Wi-Fi is the near-ubiquitous coverage it provides. However,

recent studies have shown that round-trip times over 3G are lengthy and bandwidth is

limited. RTTs are consistently on the order of hundreds of milliseconds and they even

reach seconds [42]. Such long latencies may make code offload slow and expensive. For

example, sending just a few tens of kilobytes to the cloud requires multiple RTTs, and thus

the transfer time may take on the order of seconds.

We performed a simple experiment to contrast the energy consumption of 3G versus

Wi-Fi. We setup the HTC Fuze smartphone do to two small code uploads (10 KB and

100 KB) to a remote server using either 3G or Wi-Fi. The server uses a driver that adds

a controlled amount of queuing delay to the network path between the smartphone and

the server. We then evaluated two scenarios: (1) the smartphone using Wi-Fi to reach the

server (and adding an additional 25 ms or 50 ms of queuing delay); and (2) the smartphone

using 3G (with a measured RTT of 220 ms). Figure 3.1 shows the energy consumed by

the smartphone during the two uploads. Using 3G, the smartphone consumes three times

as much energy as it does using Wi-Fi with a 50 ms RTT, and five times the energy of Wi-

Fi with a 25 ms RTT. This implies that our HTC Fuze phone, with a 1340 mAH battery,

will last less than 2 hours if the phone repeatedly downloads a 100 KB file over a 3G
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connection.

Such drastic discrepancies in energy consumption made us reconsider using 3G for

MAUI. Despite the coverage benefits, 3G has poor performance and high energy con-

sumption. For a system aimed at saving energy (like MAUI), the cost of using 3G today

is almost prohibitive. In contrast, Wi-Fi has much better performance and lower energy

consumption. MAUI can use either Wi-Fi or 3G for code offload.

3.2.3 How Sensitive is the Energy Consumption of Code Offload to the RTT to the Server?

As the previous experiment showed, the longer the RTT to the remote server, the higher

the energy consumed by the code offload. To investigate this latency versus energy trade-

off in more-depth, we performed a series of experiments where we offloaded code to a

remote server via a link with increasing RTTs from 10 up to 150 ms. We used two con-

figurations for Wi-Fi: with power-save mode (PSM) enabled, and without. With PSM, the

smartphone’s Wi-Fi radio wakes up only when it has data to transmit and once every 100

ms when it checks whether the access point has any incoming data.

Figure 3.2 shows the energy consumed when offloading 10 KB and 100 KB of data

with Wi-Fi using PSM. We also measured the results when offloading pieces of code with

different sizes (20 KB, 50 KB, 500 KB, and 1 MB) and using Wi-Fi with PSM disabled,

but we omit showing these results to avoid cluttering the graph since the results show the

same trends. As Figure 3.2 shows, the energy consumption of code offload grows almost

linearly with the RTT. In fact, for offloading 10 KB of code, the energy consumption

almost doubles when increasing the RTT from 10 ms to 25 ms only, and it doubles again

when the RTT reaches 100 ms.

Two important consequences arise from these results. First, cloud providers should

strive to minimize the latency to the cloud for mobile users. Shorter RTTs can lead to

significant energy savings. Second, the benefits of remote execution are most impressive

when the remote server is nearby (RTT of 10 ms), such as on the same LAN as the Wi-Fi
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FIGURE 3.2: The Energy Consumed by Offloading 10 KB and 100 KB of Code to
the Cloud for Various Round-Trip Times to the Server.

access point, rather than in the cloud (RTT ¥ 25 ms). There are many scenarios where it

is straightforward to deploy remote execution servers near smartphone users, such as in an

enterprise to help increase the battery lifetimes for employees’ smartphones, and in private

homes to help home smartphone users. Others also pointed out the huge energy benefits

of offloading code to nearby servers [85].

3.3 MAUI System Architecture

MAUI’s goal is to maximize the benefits of code offload for today’s smartphone devices. In

this section, we present a high-level overview of MAUI’s components on a mobile device

and in the infrastructure in order to understand how they all integrate into one platform for

developing mobile applications.
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MAUI provides a programming environment where developers annotate which meth-

ods of an application can be offloaded for remote execution. Each time a method is invoked

and a remote server is available, MAUI uses its optimization framework to decide whether

the method should be offloaded. Once an offloaded method terminates, MAUI gathers

profiling information that is used to better predict whether future invocations should be

offloaded. If a disconnect occurs, MAUI resumes running the method on the local smart-

phone; in this case, the application’s energy consumption only incurs a small penalty – the

cost of shipping the control and program state to the server.

MAUI instruments each method of an application to determine the cost of offload-

ing it, such as the amount of state that needs to be transferred for remote execution, and

the benefit of offloading it, such as the number of CPU cycles saved due to the offload.

Additionally, MAUI continuously measures the network connectivity to the infrastruc-

ture, estimating its bandwidth and latency. All these variables are used to formulate an

optimization problem whose solution dictates which methods should be offloaded to the

infrastructure and which should continue to execute locally on the smartphone. Because

mobile users may move in and out of a MAUI server’s range relatively rapidly, the op-

timization problem is re-solved periodically to enable MAUI to adapt to changes in the

networking environment.

Figure 3.3 provides a high-level overview of the MAUI architecture. On the smart-

phone, the MAUI runtime consists of three components: 1) an interface to the decision

engine (to save energy, the solver actually runs on the MAUI server); 2) a proxy, which

handles control and data transfer for offloaded methods; and 3) a profiler, which instru-

ments the program and collects measurements of the program’s energy and data transfer

requirements. On the server side, MAUI provides four components: the profiler and the

server-side proxy which perform similar roles to their client-side counterparts; the de-

cision engine which periodically solves the linear program; and the MAUI coordinator,

which handles authentication and resource allocation for incoming requests to instantiate
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a partitioned application. In Sections 3.4, 3.5, and 3.6, we describe in detail MAUI’s mech-

anisms for program partitioning, the MAUI profiler, and the MAUI solver, respectively.

3.4 Program Partitioning

MAUI enables developers to produce an initial partitioning of their applications with min-

imal effort. The developer simply annotates as remoteable those methods and/or classes

that the MAUI runtime should consider offloading to a MAUI server. Certain types of

code should not be marked remoteable: 1) code that implements the application’s user in-

terface; 2) code that interacts with I/O devices where such interaction only makes sense on

the mobile device; and 3) code that interacts with any external component that would be

affected by re-execution (MAUI’s failure handling is discussed in detail in Section 3.4.2).
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Examples of the second category include code that reads an accelerometer, or code that

determines the location of smartphone by reading from the GPS device. An example of

the third category is code that uses a network connection to perform an e-commerce trans-

action (such as purchasing an item from an online store).

Our intent for the remoteable annotations is that developers do not need to guess about

whether or not a particular method makes sense to offload (from the perspective of energy

and performance). Instead, they should mark as remoteable all code that meets the criteria

specific above, and it is up to the MAUI solver (described in Section 3.6) to determine at

runtime whether it makes sense from a performance and energy standpoint to execute it

remotely.

We considered and then discarded an alternative approach: require the programmer to

annotate those methods and/or classes that can only run on the smartphone as local, and

then consider all the remaining code as remoteable. Although this approach may lead to

fewer annotations, we decided against this approach because it favors performance over

program correctness. If the programmer makes a mistake, such as forgetting to label a

method as local, then the program may no longer behave correctly should MAUI decide to

offload that method. Instead, with our approach such mistakes only affect the program’s

performance and not its correctness.

3.4.1 Partitioning .NET Applications

To support partitioning an application across multiple machines, MAUI needs to address

the following challenges:

1. Because today’s smartphones typically use a different instruction set architecture

(ARM) than desktop and server machines (x86), MAUI needs the ability to execute the

same program on different CPU architectures, preferably without access to the program

source code.

2. MAUI must be able to automatically identify which methods are marked remoteable
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and which are not.

3. MAUI must be able to automatically identify and migrate the necessary program

state from a running program on one machine to another.

4. MAUI must be able to dynamically select whether to run a method locally or re-

motely based on the current environment.

5. MAUI must be able to detect and tolerate failures without affecting the original

program semantics.

In the rest of this section we discuss how our MAUI prototype handles these chal-

lenges.

Executing the Same Code on Different CPU Architectures

MAUI is currently designed only to support applications written for the Microsoft .NET

Common Language Runtime (CLR) [84]. While the CLR supports a variety of program-

ming languages, our MAUI applications are all written in C#1. All CLR applications are

compiled to the CIL intermediate language, regardless of what source language they are

written in. An “executable” for the CLR contains CIL instructions, and the CIL is dy-

namically compiled at execution time. Thus, by leveraging the CLR’s capabilities, MAUI

obtains independence from differences in the instruction set architecture between today’s

smartphones (which typically have ARM-based CPUs) and today’s desktop and server

machines (which typically have x86 CPUs).

To begin running an application, the MAUI runtime must ensure that the MAUI server

has copies of the application executables. The MAUI runtime supports two options: 1) the

MAUI server can obtain copies of the program executables directly from the smartphone

(which incurs a delay and consumes energy), or 2) the MAUI runtime on the smartphone

can send signatures of the executables to the MAUI server which then downloads the actual

executables from a cloud service.

1 Some include native dll’s with C# wrappers.
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Extracting Remoteable Methods Using
Reflection

To identify remoteable methods in a language-independent manner, we use the custom

attribute feature of the .NET CLR. Attributes are meta-data that annotate specific code

elements such as methods or classes, and they are included in the compiled .NET CLR

executables. The application developer modifies the application’s source code by adding

the “[Remoteable]” attribute to each method that is safe to execute remotely. The MAUI

runtime uses the .NET Reflection API [53, 84] to automatically identify which methods

the developer has marked as suitable for remote execution, simply by searching through

the executable for those methods tagged with the “[Remoteable]” attribute.

Identifying the State Needed for Remote
Execution Using Type-Safety and Reflection

At compile time, MAUI generates a wrapper for each method marked as remoteable. This

wrapper follows the original method’s type signature, but with two changes: it adds one

additional input parameter, and one additional return value. Figure 3.4 shows a snippet of

the video game application’s original interface and the MAUI wrapper interface. The addi-

tional input parameter is used to transfer the needed application state from the smartphone

to the MAUI server, and the additional return value is needed to transfer the application’s

state back from the server to the smartphone.

Performing application state transfer leverages the type-safe nature of the .NET run-

time. Type safety allows us to traverse the in-memory data structures used by the program,

and to only send over the network data which is potentially referenced by the method being

offloaded. To determine which state needs to be serialized beyond the explicit method pa-

rameters, we currently take the conservative approach of serializing all the current object’s

member variables, including not only simple types, but also nested complex object types.

We also serialize the state of any static classes and any public static member variables.
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To perform the serialization, we considered two approaches. The first one uses .NET

built-in support for XML-based serialization, making extensive use of the .NET reflection

API. Because the size of XML-based serialized state is potentially large compared to the

in-memory representation, we also optimize the overhead of state transfer by only shipping

incremental deltas of the application state rather than the entire state. The second approach

relies on Protobuf.net [36], an implementation of Google’s Protocol Buffers[33]. Our

final prototype uses the second approach, which is faster and results in more compact

representations. A more detailed explanation and comparison of both approaches can be

found in Appendix A.

Performing Code Offload

At compile time, MAUI generates two proxies, one that runs on the smartphone and one

that runs on the MAUI server. The role of these proxies is to implement the decisions

made by the MAUI solver (described in Section 3.6). The solver decides, based on input

from the MAUI profiler, whether the method in question should be executed locally or

remotely, and the proxies handle both control and data transfer based on that decision. The

granularity of state and control transfer in MAUI is at the method level; we do not support

executing only portions of a method remotely. For calls which transfer control from the

local smartphone to the remote server, the local proxy performs state serialization before

the call and then deserialization of the returned application state after the call. When a

remoteable method which is currently executing on the MAUI server invokes a method

which is not remoteable, the server-side proxy performs the necessary serialization and

transfers control back to the smartphone. The MAUI runtime currently has only limited

support for multi-threaded applications – we only offload methods from a single thread at

any given point in time.
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//original interface

public interface IEnemy {

[Remoteable] bool SelectEnemy(int x, int y);

[Remoteable] void ShowHistory();

void UpdateGUI();

}

//remote service interface

public interface IEnemyService {

MAUIMessage<AppState, bool> SelectEnemy (AppState state, int x, int y);

MAUIMessage<AppState, MauiVoid> ShowHistory(AppState state);

}
FIGURE 3.4: Local and remote interfaces.

3.4.2 Handling Failures

MAUI detects failures using a simple timeout mechanism: when the smartphone loses

contact with the server while that server is executing a remote method, MAUI returns

control back to the local proxy. At this point, the proxy can either re-invoke the method

locally, or it can attempt to find an alternate MAUI server and then re-invoke the method

on the new MAUI server. Because program state is only transferred at the start and end of

methods, re-executing a portion of the method will not affect the program’s correctness.

However, programmers should not label methods as remoteable if those methods interact

with any external component that would be affected by re-execution (e.g., using a network

connection to perform an e-commerce transaction).

3.4.3 Additional Program Modifications Can Bring Performance Benefits

One of the key benefits of MAUI’s approach to program partitioning is the extremely low

barrier to entry for developers. Once the program is working with MAUI, the program-

mer may be interested in further optimizing the program’s performance and/or energy

consumption. From our experience, we find that some restructuring of the video game
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application has a significant impact on its performance and energy characteristics. The

information produced by the MAUI profiler as input to the MAUI solver can also benefit

the application developer in terms of understanding the energy and state transfer charac-

teristics of the program.

In the video game application, the program logic that is best offloaded determines the

attack strategy for the enemies. In the unmodified application, the method that implements

this logic is called once per enemy during each frame refresh. If there are 60 enemies,

this leads to 60 remote calls per frame. We modified the game to perform all the enemy

update operations in a single call, which leads to a significant improvement in latency

(i.e., the frame rate), and a reduction in energy consumption. We found that our legacy

face recognition application and the chess game did not require any code restructuring

to enable partitioning, and we wrote the voice translator application from scratch and

therefore we deliberately separated out the logic that implements the graphical UI and I/O

on the smartphone (e.g., the translator uses the microphone and the speaker) from the bulk

of the application that implements the translation functionality.

3.5 MAUI Profiler

At runtime, before each method is invoked, MAUI determines whether the method invo-

cation should run locally or remotely. Offload decisions depend on three factors: 1) the

smartphone device’s energy consumption characteristics; 2) the program characteristics,

such as the running time and resource needs of individual methods; and 3) the network

characteristics of the wireless environment, such as the bandwidth, latency, and packet

loss. The MAUI profiler measures the device characteristics at initialization time, and it

continuously monitors the program and network characteristics because these can often

change and a stale measurement may force MAUI to make the wrong decision on whether

a method should be offloaded. The current implementation of the MAUI profiler does not
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FIGURE 3.5: The hardware power meter used for energy measurements.

explicitly incorporate the CPU load on the MAUI server. In the rest of the section, we pro-

vide an in-depth description of MAUI’s techniques for device, program, and networking

profiling.

3.5.1 Device Profiling

Today’s smartphones do not offer a way to obtain fine-grained energy measurements of an

application. Instead, they just offer a simple “how much battery is left” API that is very

coarse-grained and often unreliable. Instead, to measure a device’s energy consumption,

we attach a hardware power meter [67] to the smartphone’s battery (see Figure 3.5). This

power meter can provide fine-grained energy measurements; it samples the current drawn

from the battery with a frequency of 5000 Hz.
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We use the power meter to build a simple energy profile of the smartphone. For the

CPU, our approach is inspired by JouleMeter [50]. We constructed a synthetic bench-

mark that uses both integer and floating point arithmetic. We ran our synthetic benchmark

multiple times, varying the run-time of the benchmark and instrumenting it to record the

number of CPU cycles it required for each run. We then used the collected samples of

CPU utilization and the corresponding smartphone energy consumption to build a simple

linear model, using least-squares linear regression. This model lets us predict the energy

consumption of a method as a function of the number of CPU cycles it requires to exe-

cute. We validated our model by comparing its prediction of energy consumption with the

actual measurements produced by hardware power monitor for the applications we have

built using MAUI. We found that the median error produced by the model is less than 6%,

while the mean error is less than 8% and the standard deviation is 4.6%. Finally, we also

used the energy meter to characterize the energy consumption of using the smartphone’s

Wi-Fi and 3G wireless radios.

3.5.2 Program Profiling

The MAUI profiler instruments each method to measure its state transfer requirements, its

runtime duration, and the number of CPU cycles required for its execution. The amount

of state needed to be sent to the MAUI server to execute the method includes the size of

all data potentially referenced by the method, as well as the amount of state required to be

returned to the smartphone once the method is completed (Section 3.4.1 describes in detail

how MAUI identifies which program state needs to be transferred).

MAUI uses the method’s duration and CPU cycles to estimate the energy consumed by

running the method on the smartphone. Characterizing an application’s energy consump-

tion is very challenging for two reasons. First, applications are not deterministic: each

subsequent invocation of a method can take a different code path leading to a different

running duration and energy profile than the previous invocation. While more sophisti-
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FIGURE 3.6: Performance overhead of MAUI profiling.

cated program instrumentation can help mitigate this problem, such techniques may be

prohibitively expensive. Instead, MAUI uses past invocations of a method as a predictor

of future invocations; we found this assumption to work well for the phone applications

we used to experiment with MAUI. Second, today’s smartphones scale the CPU’s voltage

dynamically to save energy (i.e., dynamic voltage scaling) without informing the software

running on the phone. While the dynamic voltage scaling mechanisms could drastically

change the energy profile of an application, our experiments validating the CPU energy

model discussed earlier did not show this to be a significant problem. Once the application

terminates and the user does not interact with the phone, the smartphone often lowers the

CPU’s voltage to save energy.
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FIGURE 3.7: The dynamics of a 500 KB TCP transfer with PSM disabled over a two
links, one with a 25 ms RTT and one with 75 ms RTT.

Profiling Overhead

As mentioned in Section 3.4.1, when using the XML Serializer, the MAUI proxies ship

incremental deltas rather than the full application state to reduce the network and energy

overhead of state transfer. To implement this, the local MAUI proxy keeps track of what

state it has previously sent to the remote proxy, and just before each remote invocation,

the proxy calculates the delta between the local state and the remote state. If the size

of the delta is smaller than the full state, it sends the delta instead. This optimization,

which seems straightforward, turns out to introduce unintended complexity for the MAUI

runtime.

The MAUI profiler observes the program behavior over time as it executes, and the

MAUI solver uses past program behavior as a predictor of how the application will behave

in the future. The current MAUI profiler does not persist the profiling data across multiple

runs of the same program. When a method A calls method B, the MAUI profiler measures

the size of state that would need to be transferred over the network to enable B to run

remotely, and this measurement is performed regardless of whether B is actually remoted.

The performance overhead of taking this measurement is simply the cost of using the

XML serializer to transform the state into XML format, and then measuring the size of the

buffer. The more times the profiler observes A calling B, the better the estimate it obtains
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of future behavior.

The introduction of deltas changes this picture. When A calls B, the size of the state

that needs to be transferred is now not only a function of the program’s previous behavior,

but also a function of the MAUI runtime behavior. In other words, MAUI has perturbed

the very thing that it is measuring about the program. If MAUI has offloaded a method

recently the delta will likely be small, whereas if MAUI has not offloaded in a long time

then the delta is likely to be substantially larger.

Another unintended consequence of calculating deltas is the performance impact it

has on interactive applications. To characterize this impact, we performed the following

experiment. We used five different strategies for profiling an interactive application (a

video game) and we measured the video game’s performance (in frames per second) when

offloading code to a nearby server. These strategies are:

1. FullDiff – the profiler uses delta calculation, serialization on every call to a remoteable

method.

2. FullSerial – the profiler uses serialization only on each call to a remoteable method.

3. LastDiff – the profiler uses delta calculation, serialization on the remoteable method’s

first call, but then re-uses this estimate without recomputing it on subsequent calls to the

method. However, whenever MAUI chooses to offload the method, MAUI updates these

estimates.

4. LastSerial – the profiler uses serialization on the remoteable method’s first call similar

to LastDiff.

5. Oracle – the profiler knows in advance exactly how much state is transfered for each

remoteable method without any computation.

Figure 3.6 shows the effect of MAUI’s profiling on the performance of the video game

under each of these five scenarios. The additional overhead of calculating deltas reduces

the game’s frame rate from 10 fps to 4 fps, and the two heuristics, LastDiff and LastSerial,

both provide a significant benefit in terms of interactive performance of the game. LastDiff
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provides more benefit than LastSerial because it enables the decision engine to offload

certain methods that are not offloaded with LastSerial. These results show that our simple

heuristic can balance the trade-off between the cost of performing profiling frequently and

the freshness of its estimates of application’s behavior.

3.5.3 Network Profiling

Initially, we believed that profiling the wireless networking environment would be rela-

tively straightforward. We planned to use Wi-Fi’s power-save mode (PSM) to maximize

the energy savings when offloading code, and we planned to use network measurement

tools to estimate the wireless link’s round-trip time, bandwidth [82], and packet loss [86].

Instead, we discovered that both design choices were either wrong or unnecessarily com-

plicated.

First, we discovered that Wi-Fi’s power-save mode (PSM) can hurt the energy con-

sumption of code offloading. With PSM, the smartphone’s Wi-Fi radio is put to sleep,

waking up just before the access point (AP) sends a beacon (every 100ms) to check if the

AP has any incoming data destined for the phone. If there is no data sent by the MAUI

server available at the AP, then the radio goes back to sleep for another 100ms. Because

MAUI uses TCP, PSM’s interactions with TCP have some surprising effects in terms of

time to complete a transfer, and in terms of energy consumption.

We characterized these interactions by performing a suite of experiments transferring

different amounts of data to and from a MAUI server varying the connection’s RTT, both

with PSM enabled and with it disabled. To illustrate our findings we select two specific

examples of a 500 KB TCP transfer over a link with a 25 ms RTT and one with 75 ms RTT

with PSM enabled.

Figure 3.7 shows the dynamics of the TCP transfer by plotting the TCP’s byte sequence

offsets over time. With an RTT of 25 ms, TCP experiences the PSM effects during slow-

start, when the TCP sender has a small window size. The TCP sender finishes sending all
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the segments and then goes to sleep. It wakes up 100 ms later, receives the TCP ACKs and

again sends a window worth of segments. However, after about one second, the window

has become large enough that the TCP ACKs arrive back at the sender before it has run out

of segments to send. This prevents the sender from going into sleep mode; at this point,

the TCP transfer behaves similar to one without PSM enabled. Effectively, the transfer

experiences an RTT of 100 ms (due to PSM) during the first second and an RTT of 25 ms

during the last second. A similar effect occurs when the RTT is 75 ms. However, because

the RTT is much closer to 100 ms (the PSM sleep interval), the discrepancy between the

first part of the transfer and the second is not so large.

This PSM behavior raises an interesting trade-off. On one hand, with PSM, the sender

saves energy by sleeping whenever it has no packets ready to send. On the other hand,

PSM increases the duration of a transfer. The device consumes more energy overall when

the transfer lasts longer. This trade-off has important consequences for the use of PSM

with a system like MAUI. For example, for short RTTs (lower than 75 ms in our experi-

ments), disabling PSM saves energy because the transfers are much shorter, and the device

consumes less energy overall during the transfer duration. However, when RTTs approach

100 ms, enabling PSM saves energy because the wireless sender is sleeping while waiting

for ACKs from the receiver. The same pattern occurs with RTTs higher than 100 ms –

during slow start, the RTTs are effectively rounded up to 200 ms.

Unfortunately, we had to leave PSM disabled in our current implementation of MAUI,

because Windows Mobile does not expose an API that allows regular applications to en-

able or disable PSM, we can only turn it on and off through the systems settings.

Second, we found that it was unnecessary to use specialized tools to individually mea-

sure the wireless link’s round-trip time, bandwidth, and packet loss. Instead, our experi-

ments showed that the following very simple technique works well: send 10 KB of data

over TCP to the MAUI server and measure the transfer duration to obtain an average

throughput. We use 10 KB because this is representative of typical transfers made to a
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MAUI server. This simple approach allows MAUI’s network profiler to take into account

both the latency and bandwidth characteristics of the network. Each time MAUI offloads a

method, the profiler uses this opportunity to obtain a more recent estimate of the network

characteristics; these recent estimates are then averaged (we use a sliding window) with

the current estimate. Finally, if no transfers are performed for one minute, MAUI conducts

another measurement by sending 10 KB to the server to obtain a fresh estimate.

3.6 MAUI Solver

The MAUI solver uses data collected by the MAUI profiler as input to a global optimiza-

tion problem that determines which remoteable methods should execute locally and which

should execute remotely. The solver’s goal is to find a program partitioning strategy that

minimizes the smartphone’s energy consumption, subject to latency constraints.

Deciding where to execute each method is challenging because it requires a global

view of the program’s behavior. Figure 3.8 shows a simplified version of the call graph for

a face recognition application. Each vertex represents a method and its computational and

energy costs, and each edge represents the size of the method’s state and the energy con-

sumed to transfer this state remotely. For each individual method, its remote execution is

more expensive than its local execution, and yet remote execution can save energy if Find-

Match(), InitializeFaceRecognizer(), and DetectAndExtractFaces() are all remoted. Thus,

the MAUI solver’s decisions must be globally optimal (i.e., across the entire program)

rather than locally optimal (i.e., relative to a single method invocation).

We now describe our formulation of the global optimization problem. At a high level,

the execution behavior of the program is modeled as an annotated call graph, and both the

graph and all the annotations are provided by the MAUI profiler as inputs to the solver

(Section 3.5 describes how these input parameters are estimated). We use a linear program

solver to find the optimal partitioning strategy that minimizes the energy consumed by the
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FIGURE 3.8: The call graph of a face recognition application.

smartphone subject to a set of latency constraints. To ease the burden on the programmer,

we provide a default latency constraint: the total execution latency L must not exceed 5%

more than the latency incurred if all the methods in the program are executed locally. There

are some applications where absolute latency constraints are important to maintain the

application’s quality of service. To handle such cases, we optionally allow the application

developer to specify additional latency constraints. As the application runs, we re-run the

solver periodically for two reasons: to adapt to changing environmental conditions, and

also to learn from the historical behavior of the program. The MAUI solver is invoked

asynchronously from the mobile device to avoid affecting the interactive performance of

the application.

In more detail, we start with the application’s call graph G � pV,Eq. The call graph

represents the call stack as the program executes. Each vertex v P V represents a method

in the call stack, and each edge e � pu, vq represents an invocation of method v from

method u. We annotate each vertex v P V with the energy it takes to execute the method

locally El
v, the time it takes to execute the method locally, T l

v, and the time it takes to
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execute the method remotely, T r
v . We annotate each edge e � pu, vq with the time it

takes to transfer the necessary program state Bu,v when u calls v, and the energy cost of

transferring that state Cu,v. Each vertex v is also annotated with the parameter rv that

indicates if the method is marked remoteable. If a method is called from within a loop,

all these costs are scaled up by a factor that corresponds to the profiler’s estimate of the

number of loop iterations.

Formally, MAUI solves the following 0-1 integer linear programming (ILP) problem

shown below. The solver solves for variable Iv. Iv is the indicator variable: Iv � 0 if

method v is executed locally and is 1 if executed remotely.

maximize
¸

vPV

Iv � El
v �

¸

pu,vqPE

|Iu � Iv| � Cu,v

such that:
¸

vPV

pp1 � Ivq � T l
vq � pIv � T r

v qq

�
¸

pu,vqPE

p|Iu � Iv| �Bu,vq ¤ L

and Iv ¤ rv, @v P V

The first term in the objective function is the total energy saved by executing methods

remotely – the savings are essentially the energy cost if the method had been executed

locally. The second term in the objective function captures the energy cost of data transfer

to execute a method remotely. Note that data transfer incurs an energy cost only if the two

methods u and v are not both executed in the same location. The first constraint stipulates

that the total time to execute the program be within L. The second constraint stipulates

that only methods marked remoteable can be executed remotely.

3.7 Evaluation

In this section, we evaluate MAUI’s ability to improve the energy consumption and per-

formance of smartphone applications, using a combination of macrobenchmarks (in Sec-
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FIGURE 3.9: A comparison of MAUI’s energy consumption.
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FIGURE 3.10: A comparison of MAUI’s performance benefits.

tion 3.7.2) and microbenchmarks (in Section 3.7.3).

3.7.1 Methodology

We used an HTC Fuze smartphone running Windows Mobile 6.5 with the .NET Compact

Framework v3.5. For the MAUI server, we used a regular dual-core desktop with a 3 GHZ

CPU and 4 GB of RAM running Windows 7 with the .NET Framework v3.5. Note that

the .NET Compact Framework running on the smartphone is more restrictive than the one

running on the MAUI server. The server is equipped with an NDIS intermediate driver that

inserts packet queuing delays to control the RTT of the path between the smartphone and

the server (without adding any delay, the path between the smartphone and the server has

an RTT of 10 ms in our setup). We measure energy on the phone using a hardware power

meter [67] attached to the smartphone’s battery. This power meter samples the current

being drawn from the battery at 5000 Hz.
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We evaluate MAUI’s benefits on four applications. Three of these applications were

already pre-built and running on Windows Mobile phones: a face-recognition application,

a highly-interactive video game, and a chess game. Although these applications are rel-

atively simple, they each contain on the order of 10 remoteable methods. We developed

the fourth application from scratch – a real-time voice-based language translator (Spanish

to English). The language translator must use remote execution to run on the smartphone

because its memory resource requirements exceed those offered locally by the smartphone.

3.7.2 Macrobenchmarks

We now look at three macrobenchmarks that characterize MAUI’s ability to reduce energy,

improve performance, and bypass the resource limitations of smartphones.

1. MAUI’s primary goal is to reduce the energy consumption of mobile applications. How

much does MAUI reduce energy consumption of mobile applications?

2. In addition to saving energy, MAUI can also improve the performance of mobile ap-

plications. This is especially important for interactive applications, such as games. How

much does MAUI improve the performance of mobile applications?

3. MAUI also allows developers to build applications that cannot currently be supported on

mobile devices because of their resource requirements. Can MAUI run resource-intensive

applications?

How Much Energy Does MAUI Save For
Mobile Applications?

Figure 3.9 presents a comparison of the energy consumption of three applications (the

face-recognition application, the video game, and the chess game) when executing in six

different scenarios. In the first scenario, the applications are running standalone on the

smartphone. In the next four scenarios, we use MAUI to offload code to a server over a

link with different RTT values (10 ms, 25 ms, 50 ms, and 100 ms). In the final scenario,

MAUI offloads code over a 3G interface. In the case of the video game and chess, code
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offload over 3G consumes more energy than local execution, and thus MAUI’s optimizer

refuses to perform the offload. However, we modified MAUI to force the code offload

when running over 3G to measure its energy consumption. We refer to this modification

as MAUI� in the Figure. Note that we did not use the voice translation application because

it cannot run standalone on the smartphone.

As seen in Figure 3.9, the face recognition application can achieve drastic energy sav-

ings when using MAUI. When the server is nearby, the energy savings reach one of order

of magnitude; as the latency to the server is increasing, MAUI saves less energy. In fact,

the energy consumed when offloading code over 3G is 2.5 times higher than offloading

code to a nearby server. The energy savings for both video and chess are less drastic but

they remain significant; when offloading to a nearby server, MAUI saves 27% energy for

the video game and 45% for chess.

How Much Does MAUI Improve the
Performance of Mobile Applications?

We ran the applications in the same six scenarios but instead measured performance rather

than energy consumption and we present the results in Figure 3.10. The performance

results are also impressive; offloading the code to a nearby server reduces the latency of

performing face recognition by one order of magnitude from 19 seconds down to less

than 2 seconds. At these performance levels, face recognition becomes an interactive

application.

For the video game, MAUI offloads one method (called “MoveComplex”), whereas for

chess, MAUI offloads two methods: “Select Piece” and “Move Piece”. The results shown

are averaged over 20 executions. For the video game, MAUI also provides substantial

performance improvements: the nearby MAUI server reduces latency by a factor of 4.8;

this latency reduction effectively double the game’s refresh rate from 6 frames per second

to 13. For chess, offloading using MAUI when the RTT is higher than 25 ms can hurt
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FIGURE 3.11: Profiling the Speech Recognition Engine on the MAUI Server.

performance; for example, the “SelectPiece” method takes longer to execute when the

RTT is 50 ms. The worst case for performance is offload over 3G: the ‘Select Piece”

method for chess incurs an 77% performance overhead and the “Fire Bullet” method for

the video game incurs a 54% overhead.

Can MAUI Run Resource-Intensive
Applications?

Figure 3.11 shows the memory consumption and CPU utilization over time of our transla-

tor application when running on a PC with a 2 GHz Intel Core2 CPU and 2 GB of RAM.

The peak memory consumption of the speech recognizer is approximately 110 MB, which

is higher than the maximum memory limit for a single process on a typical smartphone

(32 MB for our HTC Fuze or 48 MB for an iPhone). MAUI enabled us to bypass the

smartphone’s limits on an application’s memory footprint.

3.7.3 Microbenchmarks

We now look at four microbenchmarks that characterize the behavior of both the MAUI

solver and the MAUI proxy.

1. MAUI uses an optimization framework to decide what code to offload to a remote

server. Upon invoking a function whose code can be offloaded, MAUI solves a 0-1 integer

linear problem to decide where the function should execute. What is the performance

overhead of MAUI’s optimizer?
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2. Deciding where to execute each method of a program is challenging because it requires

a global view of the program’s behavior. As Section 3.6 describes (and Figure 3.8 shows),

the decision of whether to offload a method depends on more than just its own computa-

tional cost and its state. Is the MAUI solver effective at identifying offload opportunities

based on a global view of the program?

3. The MAUI proxy keeps track of what state it has already sent to the remote server, and

it ships incremental deltas to the remote server rather than the entire state for those cases

where the deltas are smaller. How effective are incremental deltas at reducing MAUI’s

data transfer overhead?

4. The MAUI solver receives new information from the profiler on a periodic basis as the

program executes. Does the solver adapt to changing network conditions and to changes

in the computational costs of individual methods?

What is the Overhead of MAUI’s Solver?

To measure the overhead of MAUI’s optimizer, we instrumented the optimizer to record

how long it takes to solve each instance of the integer linear programming (ILP) problem.

We found that the solver takes 18 ms on average to solve the call graph of the chess

application and 46 ms for the video game. Our results show that the ILP problems arising

from MAUI’s program partitioning needs can be solved quickly.

Does MAUI Require a Global View of the
Program to Identify Offload Opportunities?

To answer this question, we constructed a much simpler solver as an alternative to MAUI.

This naı̈ve solver considers each method separately; a method is offloaded only if its re-

mote execution (i.e., the cost of transferring its state) consumes less energy than its local

execution. We used both the MAUI solver and the naı̈ve solver to solve the call graph

shown in Figure 3.8, which is a simplified version of the call-graph for the face recogni-

tion application. Figure 3.12 shows that the MAUI solver consumed two orders of magni-
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FIGURE 3.12: The energy consumed by the face recognition application for different
code offload solvers.

tude less energy than the naı̈ve solver. By taking a local view of each method, the naı̈ve

solver decided to execute all methods locally, whereas MAUI chose to offload parts of the

application.

How Effective are Incremental Deltas at
Reducing MAUI’s Data Transfer Overhead?

We instrumented MAUI to measure the amount of data exchanged with a remote server

when offloading code both with and without using the incremental deltas optimization.

Figure 3.13 shows the benefits of transferring deltas rather than the entire uncompressed

state, for the video game for each subsequent execution of the offloaded method. After the

first two iterations, when the method is still being initialized, MAUI benefits from using

incremental deltas: this optimization reduces the amount of state transferred by a factor of

two from 23 KB to 12 KB.
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Does the MAUI Solver Adapt to Changing
Network Conditions and CPU Costs?

To answer this question, we examine the decisions that the MAUI solver makes for the

modified version of the video game2. As we mentioned in Section 3.4.3, we restructured

the video game to improve its offload behavior. At the same time, we extended the game’s

functionality to include physics modeling, using an off-the-shelf physics engine [80]. In

particular, we modified the missiles fired by the enemies to act as homing missiles, which

means that we increase the chance that the missiles will hit the player. Because the physics

calculations are CPU intensive, when the number of active missiles becomes larger, the

CPU cost of HandleMissles() grows significantly.

The modified game’s structure is as follows: there is a top-level method called DoLevel()

which performs the vast majority of the video game’s computation that can be offloaded,

2 All the results we presented earlier were for the unmodified version of the video game.
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because it does not draw directly to the screen. DoLevel() in turn invokes HandleEne-

mies(), HandleMissiles(), and HandleBonuses(). The size of the game state that needs to

be transferred in order to offload DoLevel() is just over 11 KB. When MAUI decides to

offload DoLevel(), it will also offload the HandleEnemies(), HandleMissiles(), Handle-

Bonuses() methods because they do not require any additional state to be transferred. Of

the three Handle methods, only HandleMissiles() performs a significant amount of com-

putation because of the physics modelling, and only when there are a moderate number of

active missiles. The size of the missile state that needs to transferred in order to offload

only HandleMissiles() is small: each additional active missile adds approximately 60 bytes

of state transfer overhead.

To demonstrate how the solver adapts to changing network conditions and CPU costs,

we examine the solver’s behavior in two specific scenarios: 1) shortly after the game

begins, when there are no active missiles; and 2) after the game has been running for some

time and the enemies can fire up to five active missiles. When no missiles are active,

MAUI will offload DoLevel() only when the round-trip latency to the MAUI server is less

than 10 ms. When the latency is greater than 10 ms, no methods are offloaded. After the

game progresses and the enemies have five active missiles, MAUI will offload DoLevel()

when the latency is less than 30 ms, and when the latency to the MAUI server is between

30 ms and 60 ms, it will only offload HandleMissiles() but not DoLevel(). This is because

the state transfer required to offload HandleMissiles() is much smaller than that required

to offload DoLevel(). Finally, when the latency exceeds 60 ms, the solver decides not to

offload anything. This example demonstrates that the MAUI solver can make dynamic

decisions to save energy that incorporate changes in the network conditions as well as

changes in the CPU consumption of individual methods over time.
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3.8 Conclusions

In this paper we proposed MAUI, a system that enables fine-grained energy-aware offload

of mobile code to the infrastructure. MAUI uses the benefits of managed code to reduce the

burden on programmers to deal with program partitioning while maximizing the energy

benefits of offloading code. This paper presented how MAUI partitions programs, how

it profiled them, and how it formulated and solved program partitioning as a 0-1 integer

linear programming problem. Throughout our presentation of MAUI architecture, we also

showed several examples of low-level challenges discovered during our implementation.

Our results showed that MAUI’s energy savings and performance are impressive (up to

one order of magnitude for one of our applications).
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4

High-Quality Mobile Gaming Using GPU Offload

In this chapter we describe Kahawai1 – a system that enables mobile devices, such as

tablets and smartphones, to perform high-end GPU rendering by offloading a portion of

the GPU computation to server-side infrastructure. In contrast with previous thin-client

approaches that require the server-side GPU to render the entire content, Kahawai uses

collaborative rendering: the output of the mobile GPU and the server-side GPU are com-

bined into the displayed output.

4.1 Introduction

With the advent of consumer mobile devices equipped with high resolution touchscreens

and powerful CPUs and GPUs, gaming has become one of the most popular activities on

smartphones and tablets. Recent studies estimate that 46% of mobile users play games,

and out of the total time spent using their devices, users play games 49% of the time [29].

As device screens grow larger and screen resolutions increase, finer graphical detail and

advanced graphical effects are becoming more important for mobile applications, espe-

1 Kăhăwăı̆ is the Hawaiian word for stream.
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cially games.

To provide richer visual experiences, mobile devices have seen rapid improvements in

their GPU processing capabilities, but today’s devices cannot duplicate the sophisticated

graphical detail provided by gaming consoles and high-end desktop GPUs. The primary

reason for this performance gap is power consumption. A high-end desktop GPU may

consume 500 Watts of power, whereas a high-end mobile GPU will consume less than 10

Watts. Furthermore, mobile GPUs will likely always lag behind their desktop contempo-

raries. The battery capacity of mobile devices is limited and growing slowly, and high

power consumption requires sophisticated and bulky thermal dissipation mechanisms that

are incompatible with mobile form factors.

Prior research efforts sought to close the performance and energy gaps between mobile

devices and server-side infrastructure through remote execution and code offload [18, 15,

6, 25]. However, this work has focused almost exclusively on general purpose workloads

running on the mobile device’s CPU. Although there has been previous work on remote

rendering [58, 91], we are unaware of any prior systems that support GPU offloading from

mobile devices to server infrastructure.

Thin-client architectures are another relevant and widely explored area of previous

work [55, 89], and commercial systems such as OnLive [75], Gaikai [31], and Ubitus [90]

have recently taken a thin-client approach to mobile gaming. Here, all game execution

and rendering are performed on a cloud server with a powerful CPU and GPU. The mo-

bile device forwards the user’s input to a server, and receives the game’s audio-visual

output encoded as compressed video. Unfortunately, thin-client gaming has two primary

drawbacks. First, transmitting game content that meets gamers’ expectations with regards

to screen resolution, frame rate, and video quality results in high bandwidth requirements.

Second, thin-client approaches cannot support offline gaming since the mobile device must

remain connected to the rendering server at all times.

In this paper, we present Kahawai a GPU offload system that overcomes the drawbacks
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of thin-client gaming. The main technique used by Kahawai is collaborative rendering.

Collaborative rendering relies on a mobile GPU to generate low-fidelity output, which

when combined with server-side GPU output allows a mobile device to display a high-

fidelity result.

The key insight behind collaborative rendering is that while fine-grained details are

prohibitively expensive for mobile GPUs to render at an acceptable frame rate, these de-

tails represent a small portion of the total information encoded within a stream. Thus,

collaborative rendering relies on the mobile GPU to render low-fidelity output containing

most of a stream’s content, and relies on the server infrastructure to fill in the details.

Collaborative rendering in Kahawai addresses thin-client gaming’s main shortcomings.

First, when the mobile device is connected to a server, Kahawai provides high-quality gam-

ing at significant network bandwidth savings relative to a thin-client. Second, disconnected

Kahawai clients can play games offline, albeit with reduced visual quality. To enable col-

laborative rendering, Kahawai requires tight synchronization between an instance of the

game executing on the mobile device and another instance of the same game executing

on the server. To support this, we integrated partial deterministic replay into a popular

open-source game engine, the idTech 4 game engine used by many commercial games.

We develop two separate collaborative rendering techniques as part of Kahawai, with

each targeting a different aspect of the game stream’s fidelity (i.e., per-frame detail and

frame rate). In our first technique, delta encoding, the mobile device produces reduced-

fidelity output by generating every frame at a lower level of detail. The server-side GPU

concurrently renders two versions of the game output: a high-fidelity, finely detailed ver-

sion, and a low-fidelity version that matches the mobile device’s output. The server uses

these two outputs to calculate delta frames representing the visual differences between the

high-fidelity and low-fidelity frames. The server then sends a compressed video stream of

delta frames to the client, and the mobile device decompresses the stream and applies the

deltas to the frames that it rendered locally.
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In our second technique, client-side I-frame rendering, the mobile device produces

reduced-fidelity output by rendering highly detailed frames at a lower rate. The server

renders the missing frames at a higher rate, and sends the missing frames as compressed

video. The mobile device decodes the video, combines the frames in the correct order, and

displays the results. Both of our techniques are compatible with the hardware-accelerated

H.264 video decoders built in to many of today’s mobile devices.

Our Kahawai prototype is integrated into the idTech 4 game engine, and demonstrates

the benefits of collaborative rendering using a commercial game, Doom 3, built on this

engine. We show that our delta encoding technique, when compared with a thin client

using H.264, provides much better visual quality when bandwidth is low (less than 0.5

Mbps). Even more impressive, we show that a thin client requires four times as much

bandwidth as client-side I-frame rendering to achieve comparable visual quality.

4.2 Background

Before presenting the design and implementation of Kahawai, we first provide a brief

introduction to four topics needed to understand the design space and the techniques we

develop in Kahawai. These topics are: cloud gaming; game structure and performance; a

primer on video compression; and image quality comparisons.

4.2.1 Cloud Gaming

Cloud gaming is a thin-client model for playing high-end games. In this model, the game

executables and content are installed on cloud server machines with high-end GPUs, and

the entire execution of the game is performed on a server. The client relays user input to

the server over the network, and the server sends back a compressed audio/video stream

of the game’s output. This places minimal requirements on the client machine – it only

needs to efficiently decode the compressed video.

In contrast with a purely local execution, network latency is a key challenge for cloud
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gaming. End-to-end latency represents the time from when the user performs an input to

when the effect of that input becomes visible on the screen. Latency requirements vary

depending on the nature of the game, but studies of fast-action games have shown that

users can tolerate end-to-end latencies on the order of 100 to 200 milliseconds [94, 56].

Fortunately, modern desktop GPUs can produce game output quite quickly (response

times are typically on the order of 15 to 30 ms), which leaves a budget of somewhere

between 70 and 185 ms for network overhead. Cloud gaming services such as OnLive [75]

distribute their datacenter infrastructure across multiple geographic locations to meet these

latency requirements [57].

Beyond latency, cloud gaming also has significant bandwidth requirements, particu-

larly for mobile clients. For modern games, these requirements may be even larger than

that of video streaming services, because gamers expect frame rates to be near 60 frames

per second (FPS) and screen resolutions can even go beyond HD resolution of 1920 x

1080. In practice, services like Onlive offer frame rates of 60 FPS at a resolution of 1280

x 1024. OnLive currently lists their recommended network requirements as “5+ Mbps”.

4.2.2 Game Structure and Performance

Many modern games are built around a game engine. A game engine provides the primary

form of code reuse in game development – using a game engine greatly simplifies the task

of rapid game development. Game engines typically separate game content such as art-

work, levels, characters, and weapons, from the core functionality of the game execution

such as rendering, physics, sound, and input. Two of the most popular game engines for

fast-action games are the Unreal engine [23] and the idTech engine [46]. We have imple-

mented Kahawai as a set of modifications to version 4 of idTech, which was released as

open-source. Although our changes require access to the engine source code, this does not

limit the generality of our approach. When a game developer decides to adopt a particular

game engine, they typically obtain a license that includes access to source code.
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To implement Kahawai’s delta encoding, we need to produce both high-fidelity and

low-fidelity versions of the game output. Thankfully, desktop PC games commonly pro-

vide a large number of game settings that can be used to control both the performance and

the visual quality of the rendered graphics. Game designers expose these settings to play-

ers so that those with a more powerful GPU can experience a higher-quality version of the

game, while those with less powerful GPUs can play at an acceptable frame rate. Game

settings can be used to control a wide variety of graphical details within the game, includ-

ing lighting, shadows, fog, texture compression, bump mapping, anti-aliasing, anisotropic

filtering, and even the complexity of the 3D models given to the rendering pipeline.

The standard APIs used to program modern GPUs are OpenGL [76] and Direct3D [63].

These frameworks describe how a given 3D scene should be rendered, in a way that ab-

stracts away the hardware details of how different GPUs handle the rendering. Hardware

manufacturers implement support for these high-level APIs in a way that best exploits

the characteristics of their hardware. Each implementation is provided as a binary device

driver from the GPU manufacturer [8].

Given the exact same scene description, rendering APIs do not guarantee pixel-exact

outputs for different GPUs. In fact, we observe pixel-level differences even for two differ-

ent GPUs produced by the same manufacturer and using the same device driver. Thank-

fully, these differences are usually imperceptible to the human eye and have a negligible

effect on the quality of a combined image. However, even subtly divergent outputs can

impact Kahawai’s efficiency, as we explain and quantify in the following sections.

To provide the appearance of consistent and smooth motion, most common real-time

rendering applications such as games attempt to render between 30 and 60 frames per

second. In practice it is hard to define the exact point where a frame rate is high enough

to avoid the perception of flicker. However, even at high illumination perceived quality

plateaus at around 60 Hz [40].
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4.2.3 Video Compression Primer

Cloud gaming and video streaming services rely heavily on modern video compression

techniques to reduce the amount of bandwidth required. Kahawai likewise uses video

compression to reduce network usage. In this section, we provide a brief primer on the

key concepts of video compression used in building Kahawai. A more detailed description

of these concepts can be found in [83].

Video compression takes advantage of two common characteristics of real-world videos:

strong temporal and spatial locality. Temporal locality refers to similarities among con-

tiguous frames within the same video. For example, scenes of an object in motion will

preserve many of the pixels found in previous frames with small changes in their position.

Similarly, gradual changes in color or illumination preserve most of the information from

the previous frame, with small changes. Spatial locality refers to similarities among con-

tiguous sets of pixels within the same frame. Examples of spatial locality are gradual tex-

ture variations within a scene, and shading of uniformly colored objects or backgrounds.

Both forms of locality create opportunities for very high compression ratios.

Video encoders use the temporal and spatial locality characteristics of video through

a prediction model. This model reduces redundancy by predicting future frames within a

sequence based on information found in previously coded frames (temporal prediction),

or by predicting future image samples within a frame using previously coded samples

(spatial prediction). The prediction is then subtracted from the actual data, resulting in a

set of residuals that shrink as the prediction becomes more accurate.

The resulting residuals undergo lossy compression through a process known as quan-

tization. This process offers a tradeoff at encoding time between size and quality. In

general, scenes presenting strong locality result in better predictions and therefore smaller

video representations for a given quantization parameter.

Compressed video is composed of three types of frames: Intra-coded I-frames, Pre-
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dicted P-frames, and Bi-directional Predicted B-frames. An I-frame is coded without

referencing other frames. P-frames are coded using a temporal prediction from one (or

more) reference frames that precede it. Finally, B-frames are a special type of P-frame.

These frames are coded with temporal prediction using reference frames displayed either

before or after it. While an I-frame resembles a typical lossy compressed image, a P-frame

is formed by the set of compressed residuals and motion vectors required to recreate the

source frame. The sequence of residuals forming each frame are entropy coded [87] and

augmented with metadata that will assist the decoder in determining the encoding settings.

4.2.4 Comparing Image Quality

The collaborative rendering techniques we develop in this paper modify the pixel content

of the game’s output. For any technique that makes such modifications, we need to objec-

tively evaluate the impact of those changes on visual quality. Fortunately, the designers of

lossy video compression techniques face the same challenge. A number of previous met-

rics, such as peak signal-to-noise ratio (PSNR) and mean-squared error (MSE), have been

designed to measure visual quality. However, such metrics have proven to be inconsistent

with the human eye’s perception. Two recent metrics take into account how the human

eye perceives differences in image quality – these are structural similarity (SSIM) [92]

and perceptual evaluation of video quality (PEVQ) [47]. In this paper, we use SSIM to

evaluate, on a frame-by-frame basis, the impact on image quality of our transformations.

SSIM scores of greater than 0.9 indicate a strong level of similarity between two images

(an SSIM score of 1 indicates no differences).

4.3 Kahawai Architecture

Our primary goal in developing Kahawai is to faithfully reproduce the user experience

of having a high-end GPU on a mobile device, while avoiding the drawbacks of a pure

thin-client model. In this section, we first provide a brief overview of some of the design
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alternatives we considered and our reasons for discarding those alternatives. We then

provide a high-level view of the two collaborative rendering techniques we have developed

for Kahawai, and we summarize the requirements of each.

4.3.1 Design Alternatives

We initially considered a fine-grained approach to offloaded rendering, similar to a number

of previous offload systems for CPU-intensive workloads [6, 15, 18]. Our goal was to find

ways of dividing up responsibility for rendering different objects in a given scene, and

to split the work of rendering those objects across the mobile GPU and the server GPU.

However, we quickly ran into two roadblocks with this approach.

The first roadblock arises from the structure of the GPU rendering pipeline combined

with the workload characteristics of high-end games. At a high-level, the graphics pipeline

consists of a set of stages early in the pipeline that manipulate the scene as a set of poly-

gons, and a set of stages later in the pipeline (i.e., after rasterization) that manipulate the

scene as a set of pixels or fragments. One problem with fine-grained partitioning is that if

one splits up the objects in a scene and then executes the entire graphics pipeline on both

the mobile and server GPUs, there is no obvious way to merge the two rasterized results

back into a single scene.

Furthermore, there does not appear to be a good way to partition the pipeline itself, i.e.,

to assign responsibility for specific pipeline stages to a server GPU and others to a mobile

GPU. This is because of the workload characteristics: high-end games use a large number

of polygons in each scene, which means that splitting the pipeline at any stage before

rasterization would be prohibitively expensive in terms of network bandwidth between the

client and server. After rasterization, splitting the pipeline would require a transmission

larger than the entire frame buffer (because fragments include additional information such

as depth), and, as a result, would cost as much bandwidth as the thin-client model.

The second roadblock to the fine-grained approach is due to software engineering. The
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FIGURE 4.1: Architecture of Delta Encoding.

device drivers that implement the OpenGL or Direct3D graphics pipeline for a vendor’s

GPU hardware tend to be binary drivers with no visibility into their internal data struc-

tures or the GPU hardware implementation of the graphics pipeline. The internal graphics

pipelines for different hardware manufacturers are also very different, further complicat-

ing the task of reconciling GPU state across machines. As a result, it appears to be very

difficult to experiment with fine-grained partitioning using realistic game workloads.

As a result of these roadblocks, we accepted that the graphics pipelines on both the

mobile GPU and the server GPU must execute without modification, and developed an

alternative approach called collaborative rendering. The key observations behind collabo-

rative rendering are that (1) unmodified graphics pipelines can generate outputs of varying

fidelity, and (2) the low-fidelity output of mobile GPUs capture most of the information

contained in a more powerful GPU’s high-fidelity output. Thus, under collaborative ren-

dering, a client generates low-fidelity output using its mobile GPU, relies on the server to

compute and efficiently deliver the missing details over the network, and combines those

details with its low-fidelity output to display a high-fidelity result.
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4.3.2 Kahawai Overview

We now present the two approaches to collaborative rendering that we have developed

for Kahawai. While both techniques are instances of collaborative rendering, they reduce

the fidelity of a mobile GPU’s output along different dimensions: under delta-encoding

the mobile GPU renders low-detail frames at a high rate, while under client-side I-Frame

rendering the mobile GPU renders high-detail frames at a low rate.

Figure 4.1 shows the architecture for delta-encoding. The basic idea is to utilize game

settings to render two versions of the game output: a high-detail and a low-detail version.

We exploit the graphical similarities between these two versions to compute a highly com-

pressed video of the differences. To accomplish this, we execute one copy of the game on

the mobile device and use the mobile GPU to render the low-detail output. The server must

run two instances of the game, one for each level of detail. To calculate delta frames, the

server computes a pixel-by-pixel visual difference between its high-detail and low-detail

frames called a delta frame.

We use partial deterministic replay, described in Section 4.5, to control concurrent

instances of the game running on the server. The server sends a compressed H.264 video

composed of delta frames, and the mobile device decompresses that video and applies

each frame in the video as a patch to each low-detail frame it renders with its mobile GPU.

The end result is an image stream that nearly duplicates the high-detail output rendered on

the server.

Figure 4.2, shows the architecture for our second technique, client-side I-frame ren-

dering. For this technique, the client generates a high-detail version of the game output,

but at a significantly reduced frame rate. We use the server to also generate a high-detail

version of the game output, but the server GPU is fast enough to produce this output at a

higher rate. The server generates an H.264 compressed video of the game output, but then

discards the I-frames from that video before sending it over the network. The mobile client
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receives the compressed video containing only P-frames, and uses the frames rendered by

its mobile GPU to merge the missing I-frames back into the H.264 video stream. The mo-

bile device then uses the H.264 decoder to display the final output. The end result, as with

delta encoding, is graphical output that nearly duplicates the high-detail, full frame-rate

version rendered by the server GPU. Although we think it is possible to combine our two

techniques, we have not done so and leave it for future work.

4.3.3 Requirements

We now explain the requirements for using each of these techniques. Both techniques

require that the compressed video sent over the network must be compatible with the

H.264 standard. H.264 is the standard video encoding for mobile devices, and almost

all mobile devices support hardware-accelerated H.264 decoding. Hardware acceleration

improves both the performance and energy-efficiency of decoding, and it allows the main

CPU to focus on executing the game logic.

Both techniques also require frame-by-frame synchronization. Specifically, because

we run multiple instances of the game, each rendered object must be in the same posi-

tion within a given frame in all executions. Low-detail versions may have missing objects

found in a high-detail version, but the positions of objects common to both versions must
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match exactly. We describe in Section 4.5 how our implementation supports this require-

ment.

Our delta-encoding technique places two specific requirements on the game itself (as

opposed to the game engine). First, the game must provide configuration settings that

allows the mobile device to render a low-detail version of the game output at an accept-

able frame rate. We view 30 FPS as the minimum acceptable frame rate, and 60 FPS

as the maximum. Second, the H.264 video composed of delta frames must be smaller

than an H.264 video of the high-detail output. The size of the difference represents delta-

encoding’s bandwidth savings over standard thin-client gaming.

Client-side I-frame rendering also places a requirement on games. The mobile device

must be able to render high-detail frames fast enough, but without impacting the game’s

responsiveness. Consider, for example, a mobile device that can generate 4 FPS of high-

detail frames. Even if the server GPU is fast enough to generate the missing 56 FPS,

the latency of generating each of those 4 frames on the client will be about 250 ms per

frame. As mentioned earlier, latencies above 200 ms negatively impact users’ experience

of most fast-action games. We estimate that a mobile device must generate at least 6 FPS

of high-detail output for client-side I-frame rendering to be beneficial.

4.4 Kahawai Design

In this section, we describe the design details of Kahawai’s two collaborative rendering

techniques and characterize when they are most effective.

4.4.1 Delta Encoding

Our delta encoding technique relies on adjusting a game’s settings to produce both high-

detail and low-detail versions of the game’s graphics output. The high-detail version

should contain all of the game’s visual effects at their maximum level of detail. The

low-detail version should enable only those settings that allow the mobile GPU to reach

64



an acceptable frame rate, somewhere between a 30 and 60 FPS.

In Section 4.3, we outlined the basic steps involved in delta encoding. We now detail

the process of encoding delta frames using H.264 compression, with a focus on the impact

of H.264’s lossy compression.

The primary benefit of delta encoding is that the server should have to send less infor-

mation to the mobile client compared to the thin-client approach of encoding a high-detail

version of the game output using H.264. In the common case, the bandwidth savings of

delta encoding will be significant, although there are circumstances in which delta encod-

ing will generate more traffic than a thin-client approach.

H.264 is a lossy compression scheme specifically designed to provide high compres-

sion ratios for video. At first glance, it is not obvious that H.264 would be effective at

compressing a video composed of delta frames. However, we find that delta frames ex-

hibit strong temporal locality in much the same way that the original video frames have

temporal locality. As long as this holds, motion compensation can achieve high compres-

sion ratios.

Lossy compression is another key aspect of H.264. H.264 is designed so that lost

information is difficult for the human eye to perceive. The information loss is a result of

the transformation and quantization process in the encoder, where individual pixel values

that define each frame’s video signal are rounded to improve the compression ratios. These

losses introduce two challenges when transmitting a video of delta frames: (1) quantization

of the delta values introduces visible visual artifacts when the delta is patched into low-

detail frames on the mobile device, and (2) the encoded delta does not provide a pixel-exact

representation of the difference between a high-detail and low-detail frame.

The challenge of visual artifacts is due to the extended value range that deltas encode.

For each pixel, the delta represents the difference between the high-detail value and the

low-detail value. The difference can be positive or negative, requiring an extra bit to

encode the sign information. Without quantization, one could use modular arithmetic as a

65



simple workaround. Consider an example: if the maximum channel value is 255, high =

10, and low = 253, then delta = -243, which means one could also represent the delta as

+12.

However, quantization on the deltas introduces a problem. Consider another example:

suppose high = 2 and low = 253, so that the delta = 4 with modular arithmetic. During

quantization, the delta is rounded from 4 to 2. When applying the patch, low (253) + delta

(2) = 255 which means that high is now 255. With quantization of the delta, we have

converted a very dark pixel value into a very bright pixel value, which creates a visible

artifact.

We use a simple solution to correct this problem. Before the invoking the H.264 en-

coder we apply the transformation in Equation 4.1.

∆ �
Hi� Lo

2
� 127 (4.1)

This has the effect of dropping the least significant bit in favor of the sign bit. After

H.264 decode, we apply Equation 4.2 before we apply the patch.

Hi � Minp2p∆ � 127q � Lo, 255q (4.2)

Note that this solution is not new: Levoy’s work suggested the same transforma-

tion [58]. One consequence of this solution is the loss of one bit of information in the

deltas. However, this information loss is small and comparable to the information loss that

comes from quantization noise in H.264.

The quantization mechanisms in H.264 were designed for regular video sequences and

not sequences of deltas. Despite the similarities between delta and regular video frames,

deltas could benefit from a custom quantization process specifically tailored to their signal

characteristics. For delta frames, most of the pixel values encoded using Equation 4.1 will

fall around 127 representing small differences between the two sources. Because H.264
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allows for custom scaling quantization matrices, this could be used to offset the loss of

information caused by dropping the least significant bit.

The second challenge with delta encoding is that the encoded delta does not com-

pletely represent the difference between the high detail and low detail frames, due to the

lossy compression. At a fixed bitrate, the information loss is inversely proportional to

the similarity of the high and low detail frames. A delta between two relatively similar

frames will result in a smaller distribution of delta values, and will therefore suffer from

less quantization noise than a delta from dissimilar frames. In our experiments, when the

difference between the high and low detail versions scores less than .8 on the SSIM [92]

similarity metric, our delta encoding technique can result in either higher bandwidth or

worse quality than an H.264 encoding of the high-detail output.

4.4.2 Client-Side I-Frame Rendering

Our second collaborative rendering technique is client-side I-frame rendering. For this

technique, the client uses its mobile GPU to render high-detail frames at a low rate, and the

server renders high-detail frames at full frame rate. The server sends a compressed video

with only P-frames, and the mobile device inserts its rendered frames into the compressed

video as I-frames.

As was the case with delta encoding, H.264’s quantization has an effect on client-

side I-frame rendering. As the level of quantization increases, an encoded frame becomes

less similar to its original source. As a result, P-frames based on compressed reference

frames have to encode more information to make up for this loss. These P-frames must

convey both the changes of the current frame and make up for any losses from previously

compressed frames.

If the encoder is configured to output a stream of a given size, then frames will be en-

coded using heavier compression with greater information loss. Information loss will ac-

cumulate across frames until another I-frame arrives in the sequence. This loss-accumula-
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tion phenomenon is similar to temporal error propagation [14], in which frames dropped

from a streaming video affect contiguous frames in the sequence. Because of this phe-

nomenon, having I-frames appear more frequently in the sequence leads to higher-quality

P-frames under the same level of quantization. Unfortunately, P-frames have a much bet-

ter compression rate than I-frames, and increasing the frequency of I-frames increases the

overall size of the encoded video stream.

Client-side I-frame rendering relies on a client’s mobile GPU to render high-detail

frames at a low rate. The server is responsible for supplementing the missing frames

needed to create a smooth scene (i.e., between 30 and 60 FPS). The server renders all high-

detail frames in the sequence, and encodes the frames that the client will also render as

I-frames. However, before sending the final stream over the network, each client-rendered

frame is removed. As a result, the server’s encoder can generate high-quality P-frames

using less information. This has two effects: (1) the size of the video transfer is reduced

by a factor proportional to the number of frames rendered in the client, and (2) the size of

each transferred P-frame is reduced.

A final potential benefit of client-rendered I-frames is that they are perfect reference

frames since they will not be quantized. This allows P-frames referring to client-rendered

I-frames to be encoded using fewer bits, leading to better image quality for a given bitrate.

However, periodically switching between perfect I-frames and quantized P-frames can

introduce undesirable visual effects. Similarity metrics do not capture these effects, but

the human eye can be sensitive to subtle changes in quality, resulting in a degraded visual

experience. There are two simple ways to address this problem. The first is to even out

I-frame quality by quantizing client-rendered frames. This would slightly reduce overall

video quality, but improve user experience in some cases. The other approach is to switch

at irregular intervals to make the switching effect less apparent.

Finally, it is also possible to achieve a desired frame rate at the expense of a moderate

reduction in quality by decreasing the game settings used to render the high-detail version.
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Doing so would allow the mobile device to render I-frames at a higher rate. If this is not

enough to meet the delay and bandwidth constraints of the game, then Kahawai considers

the game to be unsuitable for client-side I-Frame rendering and would be better handled

by an alternative technique.

4.5 Implementation

To evaluate our collaborative rendering techniques, we built a prototype on top of the open

source version of the idTech 4 Engine, also known as the Doom 3 engine (named after

the first game built on it) [45, 46]. The idTech 4 engine is implemented in C++ and uses

OpenGL for graphics. Besides Doom 3, other commercial games have been built on the

idTech 4 engine, including Quake 4, Wolfenstein, Prey, and Brink. In this section, we

describe how we addressed the two key implementation challenges: (1) supporting partial

deterministic replay, and (2) implementing the codec support for our two collaborative

rendering techniques.

Previous work has suggested using deterministic replay as part of a computational of-

fload system [25]. One serious problem with deterministic replay is the high overhead

(especially on a multi-processor) – slowing down the game could lead to a poor user expe-

rience. In this work, we develop support for partial deterministic replay within the idTech

4 engine. We do not need to perfectly replay the entire behavior of the game, we simply

need to ensure that the frame-buffer output behavior of the game is deterministic for a

given set of inputs and a given configuration of the game settings. In fact, full determinis-

tic replay is not compatible with our delta encoding technique, because we need to replay

the game with different internal settings (which leads to different OpenGL calls).

4.5.1 Deterministic Graphics Output

All interactions with the OpenGL graphics subsystem in the idTech engine are performed

from a single thread, which we call the render thread. At a high-level, the main loop for
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the render thread looks like:

while (1) {

Frame(); // update the game state

UpdateScreen(); // make calls to OpenGL, then

// glFinish() and SwapBuffer()

}

The call to Frame is used to update all of the relevant game state, and the call to

UpdateScreen is used to render those updates onto the screen. In particular, for objects that

are in motion, the game engine uses calls to GetSystemTime() inside Frame to determine

how much time has elapsed since the last loop iteration. This elapsed time is used to

determine how far to move those objects within the scene.

Our goal for partial deterministic replay is to ensure that, for a particular loop itera-

tion rendering frame N, the sequence of OpenGL calls (and their parameters) that occurs

within UpdateScreen for frame N are identical across the different executions of the game.

To verify that we have succeeded at implementing partial replay correctly, we run the

game multiple times using a specific input log and a specific configuration of the game

settings. We then use glReadBuffer to grab the rendered output of each frame for each of

the different executions of the game, and we confirm that there are no pixel differences.

With the idTech engine, it turns out that there are three sources of non-determinism

that can affect the visual output of the rendering thread. The first source is system time:

we intercept all calls to GetSystemTime from the render thread, and we ensure that the

replayed versions see the deterministic behavior. The second source is the pseudo-random

number generator. Interestingly, we did not need to intercept these calls because of the

unusual configuration of the random number generator. Simply replaying the keyboard

and mouse input correctly ensures that random number generation is deterministic. The

last source of non-determinism comes from music: the rendering thread reads directly

from the sound buffer so that the music being played affects the illumination of the scene.

To work around this problem, we set a configuration flag to tell the engine to use system

time instead of the sound buffer.
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Finally, our current Kahawai prototype cannot handle mid-game disconnections or

reconnections with the server, but this is not a fundamental limitation of our approach.

Adding these features should be straightforward, since the client can simply fall back onto

displaying low-detail frames at a high rate upon disconnection or transition into either

collaborative rendering technique once reconnected.

4.5.2 Codec Support

To implement both collaborative rendering techniques, we need to intercept and capture

the GPU output on a frame-by-frame basis. To build this component, we used techniques

similar to those found in game video recording software, such as Fraps [30]. We add

hooks to graphics API calls associated with a frame being rendered to the screen (such as

GLSwapBuffer), and we dump the contents of the framebuffer to memory.

Once we have captured frames from the GPU or received frames over the network,

we send them to our collaborative video codec. For delta encoding, two simultaneous in-

stances on the server intercept frames, and share the frames through memory mapped files.

A delta is computed between the two frames, transformed as described in Section 4.4.1,

and then encoded using x264 [95]. On the mobile side, we use ffmpeg [24] to decode, ap-

ply the correction as described in Section 4.4.1 and then apply patches to captured frames

from the mobile GPU.

For client-side I-frame rendering, the trick is to configure x264 to generate I-frames

at predictable intervals. We then filter the encoded video to discard the I-frames, while

sending the compressed P-frames along with placeholders for the missing I-frames. On

the mobile side, we use frame capture to extract the I-frames and insert them into the video

stream, and send the video to ffmpeg for decoding.

4.6 Evaluation

In this section, we characterize the effect of Kahawai’s collaborative rendering techniques

on bandwidth and visual quality when compared to a thin-client approach.
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Table 4.1: x264 Encoder Settings.

deltas, thin-client, and iframes
Defaultpreset medium/zerolatency
i threads 9
b sliced threads 1
i width width
i height height
i fps den 1
i keyint max 60
b intra refresh 0
rc.i rc method X264 RC CRF
rc.f rf constant 20,25,30,35
rc.f rf constant max 25,30,35,40
b repeat headers 1
b annexb 1

iframes only
i scenecut threshold 0
b intra refresh 0
param.i keyint max iFps
i type (for I-frames) X264 TYPE IDR
i qpplus1 (for I-frames) 1
i type (for P-frames) X264 TYPE PK
i qpplus1 (for P-frames) X264 QP AUTO

4.6.1 Methodology

Our Kahawai server was a custom gaming machine with a six-core 3.2Ghz Intel Core i7-

3930K, 16GB of RAM and two Nvidia GTX 580 GPUs in SLI. Our mobile client was

a five-year old Dell XPS M1330 with a 2.1Ghz Core 2 Duo and a Nvidia 8400M GS

GPU. We chose this client because its specifications are comparable to a late-2012 mobile

device [20]. This machine also has the earliest NVidia GPU to support full hardware H.264

video decoding and the latest “Verde” driver.

It is important to note that while there is no technical reason why our Kahawai client

could not take advantage of H.264 hardware decoding, our current implementation does

not. As a result, our current client implementation supports a maximum frame rate of 48

FPS under collaborative rendering. This frame rate is well within the range of 30 to 60 FPS

considered acceptable by game players, but achieving a full 60 FPS will require hardware
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decoding.

For our experiments, we used our Kahawai prototype, based on the idTech 4 engine,

and the game Doom 3, running under Detours binary interception [43]. Doom 3 input was

generated using idTech 4’s demo recording; we used the well known “demo1” script of a

player moving through a dimly lit environment (demo1), a script of a player moving slowly

through a brightly lit and subtly textured environment (light room), and a battle agains the

final boss featuring varied lighting conditions and a complex composition (cyberdemon).

We chose these scenes to expose Kahawai to a range of graphical content. Each scene

contained 500 frames with 1024 x 768 resolution. For our iframe experiments, the client

generated 12 I-frames per second.

For our Doom 3 experiments, we compared three approaches to mobile gaming: delta-

encoding (deltas), client-side I-frame rendering (iframes), and H.264 streaming (thin-

client). As mentioned before, our Kahawai client prototype currently supports a maximum

frame rate of 48 FPS. As a result, the recorded scenes take slightly longer to be replayed

but no frames are skipped. For our experiments, we computed the bitrate used as if the

client was rendering 60 FPS. We estimated the replay time as the total number of frames

divided by 60, and we estimated the bitrate as the total size of the video feed divided by

the estimated time.

We configured the idTech 4 engine using two graphic configurations. For our high-

detail settings, we used the “Ultra” quality preset, while for our low quality settings we

used a modified version of the “Low” preset with bump mapping disabled. H.264 video

encoding can be configured using a wide range of parameters, but we chose a single typ-

ical configuration for our experiments, which remained constant throughout. Table 4.1

summarizes our settings for the x264 encoder.

4.6.2 Doom 3 Experiments

Given this setup, we sought answers to following questions:

1. For a target encoding quality, how do Kahawai’s collaborative-rendering techniques’

bandwidth requirements compare to a thin-client approach?
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FIGURE 4.3: Bitrate vs quality for the built-in demo1 in Doom 3.

2. For a target encoding quality, how do Kahawai’s collaborative-rendering techniques’

visual quality compare to a thin-client approach?

3. In Delta encoding, how does the client rendering quality affects bitrate?

4. In Client side I-Frame encoding, how does the client I-frame rate affects bitrate?

To answer these questions, we played our two scenes (dark and bright) using three

approaches (deltas, iframes, and thin-client) while varying the H.264 constant ratefactor

(CRF). Specifying a particular CRF value sets the target quality for a video stream, which

the encoder tries to achieve at a minimum bitrate (i.e., the required bandwidth). Lower

CRF values correlate with higher target quality, and higher CRF values correlate with

lower target quality.

The encoder reduces the required bandwidth to achieve a target quality by opportunisti-

cally dropping information from fast-moving frames. The idea is that when frames change

quickly, losing information will be less noticeable to the human eye. The higher the CRF,

the more aggressively the encoder will drop information. Thus, CRF will impact both the

measured quality of each frame (i.e., SSIM) and the size of the video stream (i.e, required

bandwidth).
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FIGURE 4.4: Bitrate vs quality for a bright scene in Doom 3.

The default CRF value for x264 is 23. For our experiments, we used CRF values of 20

(highest target quality), 35 (middle target quality), and 35 (lowest target quality). During

our experiments, we used SSIM to measure the actual quality of each frame by comparing

the frame the client displayed to the lossless original generated by the server. Since a

SSIM score of 1 indicates a perfect match, and a score of .9 indicates strong similarity,

and everything below .9 suggests a low quality match, we used SSIM with the deciBel[1]

logarithmic scale. This scale narrows our area of interest to values between 10 (SSIM of

.9) and 20 (SSIM of .99). We also measured the bandwidth between the client and server.

Figures 4.3, 4.4 and 4.5 show our bitrate and SSIM results for each technique in

the demo1, light room and cyberdemon scenes, respectively. Each line represents a differ-

ent technique, and each point on the line represents a different CRF value. The top-right

most point for each line represents the average SSIM and Bitrate for CRF=20, the follow-

ing point represents average SSIM and Bitrate for CRF=25, the second to last to the left

represents CRF=30 and the left-bottom most point represents average SSIM and Bitrate

for CRF=35. It is important to notice that using a higher CRF does not mean that any

stream encoded with it will have a lower bitrate, it just means that the compression factor

is higher. For example, in figure 4.4, the bitrate of the I-Frame stream at CRF=20 is lower
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FIGURE 4.5: Bitrate vs quality for the final boss scene in Doom 3.

than the bitrate for the thin-client at CRF=25.

Our results are impressive, especially for client-side I-frame rendering. For the demo1

scene, client-side I-frame rendering can achieve an average SSIM of .954 using only 900

Kbps (CRF=35) and an average SSIM of .984 using only 4.1 Mbps. In comparison, the thin

client approach needed over 3 Mbps to achieve a similar .96 SSIM score. Furthermore,

thin-client was not able to reach an SSIM of over .974 even when using over 6 Mbps.

Similarly, the cyberdemon scene shows how the client-side I-frame rendering can achieve

similar quality to the thin-client approach using only one fourth of the bandwidth (CRF=30

and 35 for I-frame, CRF=20 for thin-client). Finally, the light room approach behaved

similar to the other two scenes, but shows even higher savings due to the strong temporal

locality present in the slow moving scene. Delta encoding does not fair as well as client-

side I-frame rendering, but provides much better quality than the thin-client approach when

bandwidth is constrained, and allows clients that are not able to render full detail I-frames

fast enough to have access to high quality gaming.

We also wanted to show the impact of the client’s output fidelity in the resulting bitrate.

In the case of delta encoding, the client’s fidelity is measured as how much detail can the

client include in its ”‘low”’ quality setting. Figure 4.6 shows a comparison using delta
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FIGURE 4.6: Quality versus Bitrate for the demo1 scene in Doom 3 for different image
quality fidelities.

encoding on the demo1 scene. One line shows the client rendering the game using our

modified low settings Delta-Low, while the other shows the client rendering the game

using the built-in medium setting. It is clear from the results, that generating a delta from

two scenes that are more similar to each other will result in more compressible deltas. In

this scenario, delta encoding when using medium level settings can achieve an average

SSIM of .985 using only 3.8 Mbps. Even better, it can achieve an average SSIM of .975

with as little as 400 Kbps.

Similarly, increasing the client’s temporal fidelity (the number of I-frames rendered per

second), when using client-side I-frame rendering also reduces the required bitrate. Figure

4.7 shows a comparison using client-side I-frame rendering on the demo1 scene. One

line shows the client rendering 12 I-frames per second, while the other shows the client

rendering only 6 I-frames per second. Although not as noticeable for the lower bitrates,

the difference becomes more noticeable as the desired quality increases.
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FIGURE 4.7: Quality versus Bitrate for the demo1 scene in Doom 3 for different
temporal fidelities.

4.7 Conclusions

This paper has presented Kahawai, an approach to GPU offload for mobile games that

relies on collaborative rendering. Under collaborative rendering, a mobile device renders

low-fidelity graphics output, and combines it with information sent by a server to create

a high-fidelity result. We have developed two collaborative rendering techniques through

Kahawai.

Under the first technique, called delta encoding, a mobile device generates low-fidelity

output by computing low-detail frames at a high frame rate. A remote server computes

low-fidelity output that is identical to the client’s as well as a stream of highly detailed

frames at the same rate. The server then computes the per-frame difference between its

low and high fidelity frames and sends a compressed stream of differences to the client.

The client can then patch its low-fidelity frames to produce a high-fidelity result.

Under the second, technique, called client-side I-frame rendering, a mobile device

generates low-fidelity output by computing highly detailed frames at a low rate. The server

computes highly detailed frames at a high rate, but removes the client-rendered frames
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from the transferred stream. The client can then reinsert its locally-rendered frames to

create a high-fidelity result.

Experiments with our Kahawai prototype demonstrate the potential for collaborative

rendering. We show that our delta encoding technique, when compared with a thin client

using H.264, provides much better visual quality when bandwidth is low (less than 0.5

Mbps). Even more impressive, we show that a thin client requires over four times as much

bandwidth as client-side I-frame rendering to achieve high visual quality.
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5

Related work

In this chapter, I present the related work that is relevant to this dissertation. The work

presented in this dissertation spans mobile computing, video compression and computer

graphics. Over the last 20 years there have been many important efforts involved in allow-

ing weak devices to offload computation to a stronger entity. In particular, this dissertation

follows after the principles presented in the work of Balan [4]. This dissertation and the

thesis statement behind it extend on previous work by observing key properties of mo-

bile applications, and the potential gains in performance and effort reduction obtained by

correctly identifying them. Furthermore it extends the scope of applications that can be

efficiently offloaded to include a larger range of popular mobile applications, including

continuous applications such as graphically-intensive videogames. This dissertation ob-

serves important properties of applications such as deterministic behavior, temporal local-

ity, output consistency across different fidelities, and operation based computation. This

work is not the first one to address any of those specific attributes. However, to the best

of my knowledge, it is the first one that exploits the identification of these properties to

drastically reduce the effort required to offload applications and at the same time obtain

significant performance benefits when offloading.
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Section 5.2 compares MAUI to the most relevant related work in code offload of com-

putationally intensive applications. I contrast MAUI’s fine-grained approach achieved

through the usage of managed languages; its extensive use of profiling and an integer

linear problem solver; and the high priority it gives to energy consumption to previous

offload strategies.

In Section 5.2 I discuss in detail the work relevant to Kahawai. Kahawai uses two

techniques Delta Encoding and Client Side I-Frame rendering. There are previous attempts

in the computer graphics literature to use similar scenes rendered at different quality levels

to assist remote rendering. I show that in addition to the similarity between scenes, the

temporal locality present in encoded deltas as well as its high resiliency to quantization

make them a very suitable mechanism to offload graphics computation in weaker devices.

The second approach, Client Side I-Frame rendering takes advantage of a reduction in

temporal error propagation to achieve better overall compression. Although to the best

of my knowledge, I am the first one to use this property for collaborative rendering and

offloading, I address previous work that attempts to reduce temporal error propagation

under other circumstances.

5.1 General purpose code offload

5.1.1 Related work: MAUI

Over the last two decades, there has been much work on supporting remote execution

for mobile applications. Most of this previous work used remote execution to increase

the performance and improve the availability of of resources, such as faster CPU’s and

more RAM, for mobile applications. Some previous efforts sought to balance the thirst for

performance with energy conservation, because these goals can sometimes be contradic-

tory [27]. In contrast, MAUI’s primary goal is using remote execution to save energy. With

MAUI, code is offloaded to a remote server only if MAUI predicts that remote execution
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ends up saving energy. Despite the difference in goals, MAUI borrows many techniques

and ideas from these previous efforts.

5.1.2 Program Partitioning

One common approach for remote execution is to rely on programmers to modify the

program to handle partitioning, state migration, and adaptation to changes in network con-

ditions. In Spectra [26, 27], programmers provide execution plans on how to partition an

application given different fidelities, which is an application-specific measure of quality

of service. At runtime, Spectra monitors the connectivity to a remote server and chooses

the execution plan that maximizes a user-provided utility function. Chroma [3, 7] builds

on ideas from Spectra while making an effort to reduce the burden on the programmer.

Chroma allows programmers to specify “tactics” (strategies for how a program can uti-

lize infrastructure resources) using a declarative language. While Spectra requires users

to provide the utility function to the system, Chroma relies on an external system called

Prism [5] to automatically construct these utility functions by tracking users. Both Spectra

and Chroma borrow ideas from Odyssey [72], an initial system that investigated operating

system support for applications adapting their fidelity to changes in network bandwidth,

CPU load, and battery conditions. Another common previous approach, used by Pro-

tium [96], manually partitions applications into local viewers that execute on a mobile

device, and remote servers that execute the application logic. Although MAUI’s architec-

ture borrows ideas from all these systems, MAUI reduces the burden on programmers by

automating many of the steps needed for program partitioning.

There are many earlier efforts on lightweight approaches to code migration, includ-

ing systems for mobile objects, such as Emerald [49], Network Objects [10], Obliq [13],

Rover [48], and Agent Tcl [38]. The focus of these systems is primarily on enabling code

and data to easily move between nodes in a distributed system. To the best of our knowl-

edge, none of these systems attempted to hide distribution from the programmer, nor did
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they focus on automating migration to optimize for energy consumption.

Previous work also investigated the use of automatic program partitioning [44, 54,

70, 71]. Coign [44] provides coarse-grain automatic partitioning of DCOM applications

into client and server components without source-code modification. Kremer et al. [54]

propose using static analysis to select tasks for remote execution to save energy. In [70]

the authors propose statically partitioning a C-like program into a collection of nodelevel

nesC programs that run on sensor motes. Hydra [93] provides support for offloading com-

putation to specialized processors such as GPUs, NICs, and disk controllers, and it uses

an ILP to decide what code to offload. Wishbone [71] uses a profile-based approach to

partition applications, specified as a data-flow graph of operators, between sensor nodes

and servers. MAUI retrofits many of these ideas to today’s mobile landscape, where mo-

bile devices and remote servers use different instruction set architectures (unlike [44]) and

where mobile applications differ from the data-collection applications that typically run

on sensor networks.

Another approach is to build replication into mobile applications and to use distributed

protocols to synchronize the application’s replicas. In such systems, the mobile user can

run the application using any of the available replicas, whether they are local or remote.

Data staging [28] and fluid replication [51] propose opportunistic use of “surrogates”

(nearby untrusted and unmanaged public machines) as staging servers for the applications’

replicas. Slingshot [88] extends this earlier work by adding the capability of dynamically

instantiating replicas of “stateful” applications. All these systems also rely on the pro-

grammer to partition the applications and to build in support for replication.

Finally, of all the extensive previous work on program partitioning and remote execu-

tion, the system that is closest to MAUI is the OLIE system [39]. OLIE performs dynamic

partitioning of Java applications at runtime, with little burden on the programmer. The

OLIE runtime monitors network conditions and profiles the program behavior. However,

one of the principal differences is the focus of OLIE’s dynamic offloading engine on over-
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coming the memory resource constraints of mobile devices, in constrast with MAUI’s

focus on reducing energy consumption.

5.1.3 Process and VM Migration

Another approach to remote execution is providing operating system support for process

migration, as in systems such as Sprite [21] and Amoeba [68]. More recently, Zap [77]

enabled process migration using OS support for checkpoint and restart. Recent work on

live migration of virtual machines [17] enables moving an entire OS and all its running

applications, and the CloneCloud system [16] and Cloudlets [85] suggest applying this

technique to mobile device environments. All these approaches drastically reduce the

burden on the programmer, which is also one of MAUI’s goals. However, MAUI’s focus

on energy savings made us choose a design that is more aggressive and exploits more

opportunities to offload code. This includes the ability to offload portions of a single

application; we did not want to restrict MAUI’s code migration to the granularity of a

whole process or an entire OS.

5.2 Graphics processing offload

Adjusting data fidelity to match the quality of a mobile client’s connectivity is a well-

studied technique in mobile computing. For example, in Odyssey [73] depending on the

network conditions, a mobile client can specify the fidelity at which a server should send

it data items. Collaborative rendering also relies on low-fidelity data representations to

reduce network usage, but combines locally-computed low-fidelity data with information

from a server to give mobile clients access to high-fidelity data.

Overcoming the resource constraints of mobile devices by partitioning programs be-

tween a device and more powerful server infrastructure is also a well-studied area. Chroma [6]

allows programmers to specify program partitions and conditions under which to adopt

those partitions. CloneCloud [15] and MAUI [18] leverage features of managed-language
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runtimes to automatically partition a program depending on runtime prediction of the par-

tition’s energy and performance benefits. Unfortunately, the each of these systems are

designed for general-purpose CPU workloads and are inappropriate for applications like

fast-action games that heavily rely on a GPU.

Thin-client computing is an extreme form of code offload in which all of a program’s

computation runs on a remote server [89, 55]. This approach has been embraced by com-

panies like OnLive [75], Gaikai [31], and Ubitus [90] as a way to deliver high-fidelity

gaming experiences on mobile devices. Collaborative rendering has two advantages over

thin-client gaming: (1) it offers substantial bandwidth savings, and (2) it allows mobile

clients to provide low-fidelity game play when a device is poorly connected or completely

disconnected.

Delta-encoding’s use of synchronized, duplicate processes is similar to techniques de-

veloped for primary/backup fault tolerance[2] and deterministic replay [22, 25]. However,

the work that most closely resembles delta-encoding is that of Levoy[58]. In Polygon-

assisted compression of images, Levoy proposed selectively disabling detail and effects

that are complex to render in clients and sending them as compressed deltas. Delta en-

coding takes a similar approach, and we have borrowed some of this work’s calculations.

The primary difference between our work and Levoy’s is our efficient use of H.264. In

pariticular, delta-encoding is well suited to H.264 because of the temporal locality among

delta frames exhibited by fast-action games.

Mann’s work on Selective Pixel Transmission[60] also tries to reduce network commu-

nication by extrapolating frames through locally rendered, textureless models and frequent

reference frame deltas. A high frequency of the reference frame deltas is necessary to limit

the temporal error propagation caused by extrapolating frames from the basic model. Fur-

thermore, in order to obtain a better balance between bandwidth and image quality, only a

subset of the pixels in the delta are transmitted.

This approach resembles some of the techniques used in client-side I-frame rendering.
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However, instead of extrapolating frames, we constantly transfer progressive differences

between the reference frames (P-frames). We use the deltas to make up for limitations in

the mobile GPU instead of limiting the amount of error. The high frequency of I-frames

in our approach is used to reduce the size of the P-frames rather than to sync the images

in the server and client.
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6

Conclusion

6.1 Contributions

This dissertation makes contributions in three major areas. The first area is conceptual –

it consists of the novel ideas generated by this work. The second area is a set of artifact

system that we developed to validate this dissertation. The final area of contribution is

the experimental evaluation of the systems that validate the feasibility of this dissertation’s

thesis.

6.1.1 Conceptual contributions

This dissertation makes the six following conceptual contributions:

• I showed that by identifying a small set of properties about mobile applications,

developers can enable offload and reap the most benefits out of it.

• I identified two sets of classes suitable for offload, and the key properties they

present in relation to offload.

• I recognized that an application energy consumption can be accurately estimated

by measuring periodically the network, application and device. Furthermore this
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estimation can lead to an optimal application partition.

• I showed that using fine-grained language assisted offloading is appropriate for cur-

rent mobile applications, but also significantly easier for developers and more effec-

tive at obtaining optimal application partitions than coarse grained offload.

• I showed that mobile devices despite being resource limited are still able to perform

a significant part of the computation required by the user, even when using complex

graphics.

• I proposed a model to describe graphic fidelities in mobile devices, in detail space

(graphics settings) and time space (framerate) and match them with an appropriate

fidelity supplementing technique. Delta encoding for detail fidelity and client side

I-frame rendering for time fidelity.

6.1.2 Artifacts

In the course of this dissertation, I have developed two major artifacts to validate the

thesis: MAUI, and Kahawai. I built prototypes of these systems to confirm the feasibility

of systems’ implementations and their usability.

• I built MAUI, a general purpose code offload facility for mobile phones running

Windows Mobile 6.5. MAUI is composed of different smaller components including

a profiler engine, a stub compiler, and an energy optimization solver. Along with

MAUI, four enhanced applications were built: A simple chess game, a casual arcade

game, a face recognizer and a real time speech translator.

• I built a prototype of Kahawai, a GPU offload system that allows both time and detail

fidelity supplements through delta encoding and client I-frame rendering. Kahawai

supports games built using iD software’s idTech 4 engine, and features both server

and client runtime components. Kahawai is composed by a Delta Encoder, a Client
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I-frame encoder, a patch decoder and a video stream mixer for decoding server P-

Frames. Kahawai also includes a specification of how a deterministic engine should

work and a set of modifications enforcing that specification applied to the idTech 4

engine.

6.1.3 Evaluation results

The evaluation results in this dissertation present the following insight: A very diverse

set of applications, that includes machine learning based applications, rule checking ap-

plications, casual games and complex games can be efficiently offloaded with minimal

developer effort as long as the developer is able to identify a small set of important ap-

plication properties (using MAUI). The evaluation has two different sections: the energy

savings and performance benefits for those applications identified as computationally in-

tensive, and a second part showing the performance benefits and bandwidth savings of

those applications identified as graphically intensive (using Kahawai).

The evaluation of MAUI shows that with minimal annotations based on identified prop-

erties, the developer can retarget existing applications to use code offload obtaining large

benefits. This benefits can be as large as an order of magnitude reduction in energy con-

sumption as well as an order of magnitude improvement in performance for an application

such as face recognition. MAUI also shows that for relatively simple applications such

as a rule-checking chess game, benefits can be reaped as long as the representation of

the input and output data required by the operation are very small compared to the com-

putational requirements of that same operation. Also, MAUI shows that using managed

environments like Java or .NET CLR, the required developer effort is drastically reduced,

largely due to the high level language support that is provided by such environments. Fi-

nally, MAUI shows that by using a global perspective of the application and a dynamic

solver, it can adapt to the constantly changing nature of the mobile environment, where

device specifications change every few months, application usage changes constantly and
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network conditions are often unpredictable.

The evaluation of Kahawai presented several interesting results. First, it shows that

continuous applications producing massive amounts of output can be efficiently offloaded

as long as a lower fidelity of such output can be produced locally by the local device. Sec-

ond, it shows that by identifying simple properties about the graphics application behavior,

different techniques can be applied, maximizing benefits and offload opportunities. Third,

it shows that by taking advantage of the reduction in temporal error propagation, Client

I-Frame encoding can outperform current state of the art thin client approaches.
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Appendix A

MAUI Serialization

Serialization is the process of converting an object to a format that can be stored persis-

tently or transferred over the network, to be used later in the same or another environment.

In MAUI, serialization is responsible for persisting the input and output parameters of a

method call, as well as all of the application state necessary to execute the method on

a MAUI server. This component must hide from the developer the complexities behind

identifying the state that has to be transferred, encoding it, and estimating its size.

In this Appendix, I describe and compare the serialization approaches used in MAUI.

MAUI is a system written in C#, targetting Windows Mobile 6.5 devices. As such, it is

constrained by the limitations of the .NET compact framework[61].

A.1 Design Goals and Constraints

The serialization component was designed to achieve three main goals:

1. Minimal burden on developers: One of MAUI’s goals is to be easy to use by ap-

plication developers. The serialization scheme should require little or no changes to

the application’s data structures, allowing the developer to focus into what methods
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are “Remotable”, instead of how these methods are actually offloaded.

2. Efficient representation: The serialized representation of application data must be

compact. The energy used to transfer serialized data represents a significant portion

of the energy consumed when offloading a method.

3. Performance: The serialization component must not become a bottleneck in the of-

floading process. Additional delays incurred during serialization or de-serialization

lead to extra offloading latency. Adding latency, not only reduces the performance

benefits of code offload, but also eliminates opportunities to turn off the screen and

switch the CPU to a lower power mode. These missed opportunities cause extra

power consumption.

In addition, the serialization component was designed to satisfy the constraints im-

posed by the .NET compact framework platform, which does not provide built-in support

for binary serialization, as the full .NET framework or Java do. The .NET framework

only includes a small subset of the classes found in the full framework, and as such, any

serialization mechanism has to be built around those classes only. For this reason I tried

two different serialization approaches, one using .NET’s built-in XML serialization and

the other using Google’s protocol buffers. Both approaches minimize the burden on de-

velopers, but only the second approach provides a fast and efficient representation of the

serialized data.

Before introducing each approach, I will first present the basics behind serialization

in .NET and Java and why it is possible in these languages to automatically detect all

the state reachable within a method. Next, I will present XML based serialization and

binary serialization. Finally, I will show the approach used in the final prototype, binary

serialization, in context with the MAUI Proxy.
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A.2 Background: Serialization in C# and Java

Languages like Java and C# include built-in mechanisms for serialization, and also allow

custom serialization mechanisms to be easily developed. Furthermore, these mechanisms

can be used by application developers with minimal effort.

These languages are able to offer these mechanisms because they are strongly typed

and support reflection. It is because of these two mechanisms that it is possible to know

at runtime both a) the exact type of each member variable, and b) the transitive closure of

an object. With this knowledge, these languages only need confirmation by the developer,

usually with an annotation, of whether it is sensible or not to serialize an object.

Both Java and C# are more strongly typed than languages like C or C++. C and C++

allow arbitrary cast conversions and the use of the void* type. In C# and Java, the closest

equivalent to this freedom is through the Object base class, which is monitored by the Java

Virtual Machine or the CLR. Casts to incompatible types in Java and C# will result in

runtime exceptions, while in C or C++ they are legal.

Similarly, Java and C#, unlike C, support reflection. Reflection is the process by which

a program examines and modifies its own structure, behavior and metadata at runtime.

Because of reflection, a serialization mechanism can find the name and type of each of the

member variables of an object, as well as finding the members of those members until it

finds the transitive closure of that object.

A very simple serializer would perform the following steps:

• Obtain all fields, properties and metadata that can be serialized through reflection.

• Fetch the values of each member.

• Persist those values to a file, memory or the network in a serialized format.

Serialization mechanisms can use different formats to persist the serialized data. The

most compact representations usually persist objects as binary data, while representations
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used for Web systems usually prefer human readable text data, resulting in larger represen-

tations. While building MAUI I experimented with both classes of serializations, trying to

meet the goals outlined in Section A.1.

A.3 XML based serialization

Initially, I built MAUI’s serialization component using the only serialization format pro-

vided by the compact framework, human readable XML. A couple of built-in serializers

in .NET can serialize data in this format, some of them used in .NET RPC technologies

like .NET remoting and WCF [66].

When building the first iteration of the serializer I used the XMLSerializer [64], which

improves over traditional serializers, by reducing its use of reflection. It does so by gen-

erating a serializer class specific to each object on the fly. Unfortunately this class is only

able to access public members, placing an additional burden on the developer.

A.3.1 Incremental updates

The XML representation that resulted from using this serializer is many times larger than

that obtained from a binary serializer, like the BinaryFormatter, which is not available

in the compact framework. In order to obtain smaller representations, I developed an

incremental update system. Using this system, the MAUI proxy can keep track of what

state has been sent, to instead produce an incremental serial update. I achieved this by

integrating the XML diff and patch technique [62] in the MAUI serializer. As it is shown

in Chapter 3, Section 3.7.3, using incremental updates disrupts the profiling process and

adds overhead. However, the bandwidth savings outweigh both shortcomings.

The XML serializer with incremental updates is able to generate small representations

of simple objects with reasonable performance. However the delay imposed by serializing

and obtaining a delta is too large for latency sensitive applications, like games. Using the

XML serializer prevented games from achieving full framerate (30 frames per second).
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A.4 Binary serialization

After finishing the original MAUI prototype, I found a way to implement an efficient, de-

veloper friendly binary serialization component for the .NET compact framework. Protobuf-

net[36], a powerful serializer that uses Google’s Protocol Buffers as its representation for-

mat. Protocol buffers is a very efficient representation format, being a couple of orders of

magnitude smaller than XML. Protobuf-net is also a very fast serialization implementa-

tion, being a couple of orders of magnitude faster than the XmlSerializer[37].

Protobuf-net is a very efficient implementation that avoids expensive operations related

to serialization, like excessive reflection. It allows class specific serializers to be generated

at compile time. These classes can be generated by the MAUI compiler, when the prox-

ies are being created. Unlike the XMLSerializer, Protobuf-net classes are able to access

private members, making it simpler to transform data structures to be used with MAUI.

Unfortunately, there are no binary delta implementations available for the compact

framework, so I did not include that feature in the binary serializer. However, for the

applications that I tested (arcade game, voice translator, chess game and face recognizer),

the state representation was very small, falling in the range of a few KB. Since the binary

serializer outperformed the XML serializer in both speed and representation efficiency

and met the system requirements, I did not look for a incremental solution. However,

it is likely for applications where only small portions of the state are changed, to reap

additional network savings by using an incremental binary approach.

A.5 The MAUI proxy and the serializer

The MAUI proxy is the component responsible of handling control and data transfer to

remoteable methods. The proxy intercepts calls to remoteable objects, and using informa-

tion provided by the solver, it redirects the execution to either a local copy of the object

or to a MAUI node. In order to allow the application flow to be redirected, the proxy is
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FIGURE A.1: The interaction between the Maui proxy and the serializer

responsible of serializing all the state that is needed for the remote method, and any nested

calls within it. The state required is formed by the following elements:

1. The input parameters

2. The values of all the member variables in the transitive closure of the remoteable

object

3. The values of all the public static member variables in the application

Once the remote call returns, the proxy is responsible for synchronizing the state

changes that occured in the server to allow the program to continue. The state required to

return the call is the same that was required to send the remote call, but the output values

are serialized back instead of the input parameters which are discarded.
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Unfortunately, serializing the application state can be a slow process, specially if using

text based serialization. For this reason, MAUI keeps a copy of the last serialization as

well as a hash of the object at the time of the last serialization. Using this cache, MAUI

can avoid serializing the object when it has not changed. This is also true when the object

does not change in the server. The MAUI RPC protocol allows for no serialized object to

be sent, signaling that the local copy is valid.

This optimization reduces the amount of information that has to be transferred for a

given method in a similar way to incremental deltas (Chapter 3, Section 3.7.3). In this case,

two different approaches can be taken. The first one averages the transfer sizes when the

object changes, giving a value of zero to each invocation when the object did not change,

while the second always takes the size of the serialized copy, even if it is not sent. For

our current prototype, we use the more conservative second strategy, but there may be

applications that could benefit of the first one. This could be particularly true when the

size of the state transfer is large, but changes infrequently.

The proxy is also responsible for estimating the amount of information that is sent

through the network for each method call. This information is used by the profiler to es-

timate the energy that would be required to offload a given method. The proxy estimates

the size as a moving average of the transfer size at each invocation. Unfortunately, the

only way to estimate the network transfer size is to serialize the state. Serialization oc-

curs naturally when the execution is offloaded, but it does not occur when the execution

is performed in the local object. Forcing serialization during local execution imposes a

performance penalty, and even if binary serialization is fast, performing it on every re-

moteable call in the program could become very expensive. MAUI instead proceeds as

follows:

• If the call is remote, serialize if the object has changed

• If the call is local, only serialize if the object has changed and the size of the state
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has not been updated since the last time the solver was called. In our prototype, the

solver is called asynchronously once every 8 seconds.

Using this technique, it is possible to notify the solver timely of changes in the transfer

size without severely affecting performance. Finally, by using binary serialization along

with the proxy in this fashion, it is possible to satisfy the three design goals of the serializa-

tion component. The serialization is fast and the representation is compact. The burden on

the programmer is minimal, as the annotations required by protobuf-net can be generated

by the MAUI compiler for most serializable objects.
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