
Bayesian and Frequentist Intervals under Differential
Privacy for Binomial Proportions

by

Hsuan-Chen Kao

Department of Statistical Science
Duke University

Defense Date: March 26th, 2025

Approved:

Jerome P. Reiter, Supervisor

David L. Banks

Surya T. Tokdar

Thesis submitted in partial fulfillment of the requirements for the degree of
Master of Science in the Department of Statistical Science

in the Graduate School of Duke University
2025



ABSTRACT

Bayesian and Frequentist Intervals under Differential
Privacy for Binomial Proportions

by

Hsuan-Chen Kao

Department of Statistical Science
Duke University

Defense Date: March 26th, 2025

Approved:

Jerome P. Reiter, Supervisor

David L. Banks

Surya T. Tokdar

An abstract of a thesis submitted in partial fulfillment of the requirements for
the degree of Master of Science in the Department of Statistical Science

in the Graduate School of Duke University
2025



Copyright © 2025 by
Hsuan-Chen Kao

All rights reserved except the rights granted by the Creative Commons
Attribution-Noncommercial Licence

http://creativecommons.org/licenses/by-nc/3.0/us/
http://creativecommons.org/licenses/by-nc/3.0/us/


Abstract
This paper compares and proposes interval inference methods for binomial proportions,

true p, under differential privacy (DP) with the Laplace mechanism (ε-DP) and the discrete

Gaussian mechanism (Rényi DP). We first assess the frequentist approaches, including

adjusted plug-in Wald and Wilson intervals. Notably, the Wilson interval traditionally

served as a more robust alternative to Wald in terms of the out-of-bound problem, which

is no longer a viable substitute in this setting after adding in the Laplace noise (or discrete

Gaussian noise and others) due to persistent out-of-bound issues. Additionally, we propose

three alternatives: First, ε-DP Bayesian credible intervals with uniform prior and Jeffrey

prior—derived from the posterior distribution of noisy observations f (p|p̂˚). Second is

an ε-DP sampling-based interval, which is a practical alternative to the Bayesian method

without MCMC. It is less complex and achieves high coverage, though the intervals can

be slightly longer and somewhat conservative. Third is the ε-DP exact interval, mainly

motivated by Clopper-Pearson’s method, which is straightforward and easy to interpret.

Lastly, for the Rényi DP mechanism, we only demonstrate the Bayesian mechanism in this

thesis, as it provides a better balance between achieving the nominal coverage rate and

avoiding overly conservative interval lengths, based on our evaluation of the ε-DP with the

Laplace mechanism.

To bring the informative evaluation, we discuss the Laplace noise and discrete Gaussian

noise controlled by the privacy parameter ε. We examine the impact of the specific pairing

of varying noise levels ε and the binomial proportions p on the accuracy and coverage of

these intervals. We aim to emphasize the trade-offs between privacy and statistical inference

precision in differentially private data dissemination.
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1. Introduction
The primary mission of federal statistical agencies is to share data responsibly with the

public (Reiter, 2019) to support research across various domains. The binomial proportion

is one kind of common data structure; for example, the federal agency may provide data

to enable educational researchers to examine trends, such as the proportion of individuals

engaging in specific activities like illegal substance use over the past year, or to analyze the

customer’s default rate in the banking and financial system. These data releases require

careful consideration of their privacy and confidentiality before the government makes them

accessible to the public; nonetheless, the disclosure risks have become increasingly intricate

as the flourishing of machine learning and deep learning models empower the linkage of tra-

ditionally anonymized data back to individuals. The conventional anonymization (Abowd

& Schmutte, 2015; Ohm, 2010) techniques often fail to prevent re-identification, as illus-

trated by high-profile cases like the Netflix privacy breach (Narayanan & Shmatikov, 2008).

Consequently, many studies (Awan & Slavković, 2020; Dwork, 2006) recommend using dif-

ferential privacy (DP) mechanisms, which introduce noise into the data before release to

protect individual privacy.

Although this excitement around DP has already prompted companies like Apple (Dif-

ferential Privacy Team, Apple, 2017), Uber (Near, 2018), Microsoft, Meta, Google, and

many other tech leaders to form teams aiming to adopt DP in their data, and has spurred

academia to delve into DP research with great enthusiasm, government agencies and other

data curators remain limited (Drechsler, 2023). Even if they adopt these recommendations,

most federal data products do not yet fully align with standard implementations of ε-DP

and Rényi DP techniques, and substantial progress is still required for agencies to adopt

even partial implementations of ε-DP mechanisms (Reiter, 2019). Although intermediate

alternatives, such as synthetic data, provide some level of privacy protection (Barrientos

et al., 2018; Raghunathan, 2021) and are grounded in rigorous mathematical frameworks,

synthetic data can sometimes degrade data quality and may not be suitable for certain

research purposes.
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In this thesis, we construct the binomial proportion interval inference methodology

and comparison under the ε-DP (Dwork, 2006) with the Laplace noise mechanism, and

Rényi DP (Mironov, 2017) with the discrete Gaussian noise mechanism. Throughout this

thesis, we assume practically that the ε-DP parameter, ε, which controls the level of privacy

protection, is disclosed alongside the noise-added binomial proportion p̂˚. The ε parameter

indicates the data’s accuracy or the blurring level, allowing the public to understand the

trade-off between privacy and precision for the government-disclosed data.

The rest of the thesis is organized as follows: Section 2 reviews the classical Wald and

Wilson intervas without DP, emphasizing the advantages of the Wilson interval over Wald,

and the definitions and properties of ε-DP and Rényi DP we used. Section 3 highlights

the lack of reasonable bounds when applying adjusted plug-in methods to the Wald and

Wilson intervals under the DP mechanism. Section 4 includes the ε-DP Bayesian credible

interval with uniform and Jeffreys prior, the ε-DP sampling-based interval, the ε-DP exact

binomial interval, and the Rényi DP Bayesian credible interval for the discrete Gaussian

mechanism. Section 5 discusses the simulation studies’ findings and compares the interval

methods’ repeated sampling properties. Finally, Section 6 discusses the conclusion and

topics that merit further investigation.
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2. Background
We first discuss the Wald interval and Wilson interval. Then we discuss the mechanism

of ε-DP with Laplace noise and Rényi DP with discrete Gaussian noise.

2.1 Wald and Wilson Interval with no DP

Under the binomial proportion, X „ Binomial(n, p), p P (0, 1), when we observe

x1 . . . xn „ Bernoulli(p). It is well known that, for large n, p̂ „ N (p, p(1 ´ p)/n). Hence,

considering p̂ as a random variable, we have

Pr

[
´zα/2 ă

p̂ ´ p
a

p(1 ´ p)/n
ă zα/2

]
= 1 ´ α. (2.1)

Two well-known methods to construct interval estimates for the unknown p include

• Wald interval:

p̂ ˘ zα/2

c

p̂(1 ´ p̂)
n

(2.2)

• Wilson interval:  1

1 +
z2

α/2
n


loooooomoooooon

1

(
p̂ +

z2
α/2

2n

)
loooooomoooooon

2

˘ zα/2

b

p̂(1´p̂)
n +

z2
α/2

4n2

1 +
z2

α/2
n

looooooooooomooooooooooon

3

(2.3)

The overshooting problem, where the upper bound exceeds 1 or the lower bound falls below

0, is one of the main criticisms of the Wald interval. Many studies (Brown et al., 2001;

Newcombe, 1998; Wallis, 2013) recommend using alternative methods to address this and

other issues associated with the Wald interval. One such alternative is the Wilson interval,

long regarded as an intuitive and straightforward remedy for the Wald interval in terms of

addressing the out-of-bounds problem.

To see this, note that the binomial proportion is bounded, i.e., 0 ď p̂ ď 1. We consider

three cases: p̂ = 1, p̂ = 0, and 0 ă p̂ ă 1. If p̂ = 1, the upper bound of (2.3) simplifies

to 1+
z2
α/2
2n

1+
z2
α/2
n

+
z2
α/2
2n

1+
z2
α/2
n

= 1, and the lower bound simplifies to 1

1+
z2
α/2
n

ą 0. Similarly, if p̂ = 0,

3



the (2.3) simplifies to

[
0,

z2
α/2
n

1+
z2
α/2
n

]
. In the last case, 0 ă p̂ ă 1, the upper bound satisfies:

( 1 2 ) + 3 ă 1, while the lower bound satisfies: ( 1 2 ) ´ 3 ą 0. Thus, all three

cases satisfy that the interval remains within a reasonable bounded [0, 1].

However, in Section 3, we will demonstrate that the overshooting issue persists even

with the Wilson interval once the DP mechanism is applied.

2.2 Laplace Mechanism

We will use the definition of ε-DP in Dwork (2006). First, define two databases as

neighboring databases if differing only one observation in the dataset x1 P N|X | from the

original dataset x P N|X |, we have }x ´ x1}1 ď 1. Second, we define ∆ f as the ℓ1-sensitivity

to quantify the maximum deviation of the function change with only one observation change

from x to x1:

∆ f = max
x,x1PN|X |

}x´x1}1=1

} f (x) ´ f (x1)}1, (2.4)

and we say the DP mechanism preserves ε level of privacy if

P[M(x, f (¨), ε)]

P [M (x1, f (¨), ε)]
= eε. (2.5)

Finally, from Example 1 in Dwork et al. (2006), we know the Laplace mechanism satisfies

DP, saying that given any function f : N|X | Ñ Rk, we have

MLaplace(x, f (¨), ε) = f (x) + (η1, . . . , ηn) (2.6)

where ηi are i.i.d. random variables drawn from Lap(0, ∆ f /ε)

Making the inference of binomial proportions under DP, we will utilize the arbitrary

post-processing properties guaranteed by Dwork (2006), which is saying that if a mecha-

nism M(x) satisfies ε-DP, then @g : R Ñ R1, any transformation applied to its output

g(M(x)) := g ˝ M : N|X | Ñ R1 also satisfies ε-DP. This property will allow the inter-

val construction process to make the flexible transformation while also not losing the DP

property.

4



2.3 Discrete Gaussian Mechanism

The motivation of the Rényi DP is from Rényi Divergence and Kullback-Leibler (KL)

Divergence, where it takes advantage of the relative entropy distance to quantify the space

between two density functions. Then, we utilize this property to examine ∆ f , which again

is the ℓ1-sensitivity to quantify the maximum deviation of the function change with only

one observation change from x to x1, where x, x1 P N|X |.

2.3.1 Rényi Divergence

In the following, we follow Mironov (2017) for the definition of Rényi Divergence:

Dα(F}F1) :=
1

α ´ 1
log Ex„F1

(
F(x)
F1(x)

)α

, (2.7)

where if we set α = 1, then Rényi divergence is equivalent to the KL divergence

D1(F}F1) = Fx„P log
F(x)
F1(x)

. (2.8)

The derivation of the relationship is shown in many works of literature; for reference, this

thesis mentions one of the derivations in Appendix.B. Finally, if we set α = 8,

D8(F}F1) = sup
xPsupp F1

log
F(x)
F1(x)

. (2.9)

2.3.2 Rényi Divergence under Gaussian Noise Mechanism

With a setup similar to that of ε-DP, but using the Rényi structure defined in Mironov

(2017), we have

MGaussian(x, f (¨), ε) = f (x) + (η1, . . . , ηn) (2.10)

where ηi are i.i.d. random variables drawn from N(0, σ = ∆ f
b

α
2ε(α)

), and ∆ f is the ℓ1-

sensitivity to quantify the maximum deviation of the function change with only one ob-

servation change from x to x1. Then we say the Gaussian Mechanism preserves ε level of

privacy of order α if

5



Dα (M(x, f (¨), ε)}M (x1, f (¨), ε)) ď ε. (2.11)

Here, we will also utilize the post-processing property again for Rényi DP, and Corollary

3 in Mironov (2017) already proves that with the sensitivity 1, the Gaussian noise mecha-

nism MGaussian satisfies
(
α, α/

(
2σ2))- Rényi DP. We utilize this result for incorporating

the binomial count data to Rényi DP, as its maximum deviation for the adjacent data x

and x1 is 1, then ∆ f = maxx,x1PN|X |

}x´x1}1=1

} f (x) ´ f (x1)}1.

6



3. Failure of Plug-In Wald and Wilson Under DP
Under the binomial distribution, p̂ = 1

n
řn

i=1 xi, which has sensitivity ∆( f ) = 1
n . Hence,

the Laplace mechanism adds η with scale parameter λ = ∆( f )
ε = 1

nϵ . Let η „ Lap(0, λ = 1
nε ),

we add Laplace noise to p̂: p̂˚ = p̂ + η. Therefore, E[ p̂˚] = E[ p̂] + E[η]. Since p̂ is an

unbiased estimator of p and the Laplace noise η has mean 0, E[ p̂˚] = p + 0 = p, where p̂˚

is an unbiased estimator of p. Also, Var( p̂) = p(1´p)
n , and Var(η) = 2λ2 = 2

( 1
nϵ

)2
= 2

n2ϵ2 .

So the total variance of p̂˚ = Var( p̂˚) = p(1´p)
n + 2

n2ϵ2 .

Thus, one possible version of a plug-in DP-Wald interval uses:

CIWald, DP = p̂˚ ˘ zα/2 ¨

c

p̂˚(1 ´ p̂˚)

n
+

2
n2ε2 (3.1)

The Wald interval without DP already shows the out-of-bound problem; for the plug-in

method, we got the extra term 2
n2ε2 within the square root. When the ε is small, given

n is fixed, the adjusted DP-Wald interval bounds may fall outside [0, 1], particularly for

proportions near these boundaries.

We can also find a version of an adjusted DP-Wilson interval by solving the equation,

(
n + z2

α/2
)

p2 ´
(
2np̂˚ + z2

α/2
)

p +

(
np̂˚2 ´

2z2
α/2

nε2

)
ď 0 (3.2)

However, adding Laplace noise can lead to a DP-Wilson interval falling outside [0, 1] space,

where the Wilson method is no longer the better alternative to Wald (proof in Appendix.

A).

7



4. Alternative Intervals Under DP
In this section, we present alternative intervals under DP. In Section 4.1, we propose

ε-DP Bayesian interval with a flat prior. In Section 4.2, we incorporate the Jeffreys prior

into a similar Bayesian framework. In Section 4.3, we discuss an approximation to the fully

Bayesian interval, which we call the sampling-based interval, that avoids MCMC estimation

of the posterior distribution. In Section 4.4, we mention the early method, exact mechanism,

and relatively straightforward to interpret the interval. We finally go through the Rényi

framework in Section 4.5.

4.1 ε - DP Bayesian Interval with Flat Prior

We propose to construct the Bayesian interval for the true proportion p, where the true

sample proportion p̂ won’t be released due to privacy concerns. Instead, p̂ is perturbed

by Laplace noise to create p̂˚, the noisy, privatized version, which will be disseminated to

the public. Here, our setup includes p̂ „ Binomial(n, p), p P (0, 1) and p̂˚ = p̂ + Lap(0, λ)

where λ = 1
nε is the scale parameter, and ε is the privacy-level parameter. Therefore,

p̂˚ | p „ Lap( p̂, λ) and

f ( p̂˚ | p̂) =
1

2λ
exp

(
´

|p̂˚ ´ p̂|

λ

)
. (4.1)

We choose the uniform distribution p „ Uniform(0, 1) to construct a non-informative

prior, reflecting the prior belief that any value of p between 0 and 1 is equally likely in the

absence of prior knowledge about the true proportion or the observed data. Our objective

is to estimate p based on the observed noisy proportion p̂˚. The posterior distribution of

p under Bayes’ theorem is

f (p | p̂˚)9 f ( p̂˚ | p) f (p), (4.2)

and likelihood f ( p̂˚ | p) is computed by integrating over the unobserved p̂

f ( p̂˚ | p) =
ż

f ( p̂˚ | p̂) f ( p̂ | p) dp̂, (4.3)

representing a convolution of the Laplace distribution (for p̂˚ | p̂) and the binomial distri-

8



bution (for p̂ | p). This integral does not have a closed-form solution. We, therefore, use

the Gibbs sampler with a grid-based approach to sample from the posterior distribution in

(4.2).

The likelihood for p̂ comes from the binomial distribution: f ( p̂ | p)9pk(1 ´ p)n´k. The

prior for p is uniform over the interval (0, 1): f (p) = 1 for p P (0, 1). To generate samples

from the posterior distribution f (p | p̂˚), we use Gibbs sampling. The process alternates

between sampling p̂ and p from their full conditional distributions. Since we apply the

grid-based method for sampling p̂ due to the lack of a closed form, the integral in (4.3)

becomes a finite sum. Then, the full posterior as a function of p is

f (p | p̂˚)9
ÿ

p̂

1
2λ

exp
(

´
|p̂˚ ´ p̂|

λ

)
loooooooooooomoooooooooooon

Laplace

(
n
k

)
pk(1 ´ p)n´k

loooooooooomoooooooooon

Binomial likelihood for p̂=k/n

. (4.4)

The full conditional for p̂ combines both the Laplace mechanism and the binomial

likelihood is

f ( p̂ | p, p̂˚)9 exp
(

´
|p̂˚ ´ p̂|

λ

)
¨ pnp̂(1 ´ p)n(1´p̂). (4.5)

Instead of using a normal approximation, we first evaluate p̂ over a grid of possible values be-

tween 0 and 1. This grid is spaced by 1
n , so the possible values of p̂ are 0, 1

n , 2
n , . . . , 1. Second,

for each grid value p̂i, compute the convoluted likelihood L( p̂i) = exp
(

´
|p̂˚´p̂i|

λ

)
pnp̂i(1 ´

p)n(1´p̂i). Third, we normalize likelihood values to form a probability distribution. Finally,

we sample p̂ from the grid based on these probabilities.

Given the updated value of p̂, we know f (p | p̂)9pk(1 ´ p)n´k ˆ 1; hence, the full

conditional distribution of p follows the Beta distribution

p | p̂ „ Beta( p̂n + 1, (1 ´ p̂)n + 1) (4.6)

We utilize the above two steps alternately in the Gibbs sampling process to generate poste-

rior samples for p, which is summarised in Algorithm 1.

9



Algorithm 1 Two Steps Gibbs Sampling for Bayesian Interval under DP-ε

1. Sample p̂ | p, p̂˚ Use the grid-based method to sample from the conditional distribu-
tion of p̂, combining the Laplace mechanism and binomial likelihood.
2. Sample p | p̂: Sample p from the Beta distribution: p „ Beta( p̂n + 1, (1 ´ p̂)n + 1)

After running Gibbs sampling for a sufficient number of iterations, we obtain a set of

samples from the posterior distribution of p. We sort the posterior samples of p. The

(1 ´ α) ˆ 100% interval is given by the α/2 percentile and the 1 ´ α/2 percentile of the

posterior samples. For example, for a 95% credible interval: CI95% = [pα/2, p1´α/2], where

pα/2 is the 2.5 percentile and p1´α/2 is the 97.5 percentile of the posterior distribution,

where this lower bound and upper bound finalize our DP Bayesian interval with flat prior.

4.2 ε - DP Bayesian Interval with Jeffreys Prior

A second uninformative prior chosen here is Jeffreys prior (Zanella-Béguelin et al., 2022).

Under the structure of Jeffreys prior for the binomial likelihood:

p(p)9

d

1
p(1 ´ p)

=
1

a

p(1 ´ p)
(4.7)

which corresponds to a Beta prior:

p „ Beta(1/2, 1/2). (4.8)

Our targeting a posteriori distribution of p is again f (p | p̂˚)9 f ( p̂˚ | p) f (p) and the like-

lihood function f ( p̂˚ | p) is computed by integrating over the unobserved p̂ : f ( p̂˚ | p) =
ş

f ( p̂˚, p̂ | p) dp̂ =
ş

f ( p̂˚ | p̂) f ( p̂ | p)dp̂. Here, the only difference with the flat prior is

that the posterior distribution is based on Jeffreys prior.

f (p | p̂˚)9 f ( p̂˚ | p) f (p) =
ż

f ( p̂˚ | p̂) f ( p̂ | p) f (p)dp̂ (4.9)

where we have

f (p | p̂)9 f ( p̂ | p) f (p). (4.10)

The binomial likelihood is:

f ( p̂ | p)9pk(1 ´ p)n´k. (4.11)
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The Jeffreys prior is:

f (p)9p´1/2(1 ´ p)´1/2. (4.12)

Then, the multiplication of both terms:

f (p | p̂)9pk(1 ´ p)n´k ¨ p´1/2(1 ´ p)´1/2

= pk´1/2(1 ´ p)n´k´1/2.
(4.13)

From the kernel, we know it follows a Beta distribution and k = np̂:

p | p̂ „ Beta(k + 1/2, n ´ k + 1/2)

p | p̂ „ Beta(np̂ + 1/2, n(1 ´ p̂) + 1/2)
(4.14)

The full posterior as a function of p under a grid-based approach is:

f (p | p̂˚)9
ÿ

p̂

1
2λ

exp
(

´
|p̂˚ ´ p̂|

λ

)(
n
k

)
pk´1/2(1 ´ p)n´k´1/2. (4.15)

The Gibbs sampler steps remain the same as in Algorithm 1, except that in sampling p | p̂,

we now use the Jeffreys prior-based posterior: p | p̂ „ Beta(np̂ + 1/2, n(1 ´ p̂) + 1/2).

Finally, we obtain a set of samples from the posterior distribution of p. The Bayesian

credible interval with Jeffreys prior is constructed using these samples where pα/2 is the 2.5

percentile and p1´α/2 is the 97.5 percentile of the posterior distribution.

4.3 ε - DP Sampling-Based Interval

This method could be considered an ad-hoc strategy but is straightforward. We know

the public could not directly observe p̂ under the DP mechanism. However, for any observed

p̂˚, if we can sample p̂(i)|p̂˚ to reflect the randomness of p̂, given its guarantee to be [0,1],

then we can construct the inference of true p based on each p̂(i).

The logic is as follows: p̂˚ = p̂ + η, and η „ Lap (0, λ) where λ = 1
nε . We know

@X P t0, 1, . . . , nu, p̂ = X
n must be in the set

␣

0, 1
n , . . . , n

n

(

. For each integer k from 0 to n,

let p̂k = k
n , and the mechanism is p̂˚|p̂k „ Lap( p̂k, λ = 1

nε ); hence, if we just use the noise

11



distribution to learn about p̂k, the density function is

p ( p̂˚ | p̂k) =
1

2λ
exp

(
´

|p̂˚ ´ p̂k|

λ

)
. (4.16)

Thus, an unnormalized weight for each k is:

w(k) = p ( p̂˚ | p̂k) . (4.17)

Summing up weights over k = 0, . . . , n to be the denominator of the normalizing process:

W =
n
ÿ

k=0

w(k). (4.18)

Then the discrete probability of p̂ = k
n is

P
(

p̂ =
k
n

∣∣∣∣ p̂˚

)
=

w(k)
W

. (4.19)

Hence we have a mass function over the (n + 1) discrete values 0
n , 1

n , . . . , 1. Finally, to get

N Monte Carlo samples p̂(1), . . . , p̂(N) from p̂ | p̂˚ :

• Sample an integer ki P t0, . . . , nu with probabilities P (ki) =
w(ki)

W .

• Set p̂(i) = ki/n.

The intuition here for this technical step is that we want to know how likely we will

observe p̂˚, given the original sample proportion p̂. Hence, once we observed p̂˚, we assign

the probability for all the possible p̂(i) based on (4.16). If a possible p̂ is close to p̂˚, it is

more likely to have generated p̂˚, so it gets a higher probability.

After we observe enough sample size of p̂(i), for each p̂(i), we translate the sampling

as if we had observed it directly from the binomial sampling, then mapping back to the

binomial count data:

Xi = n ˆ p̂(i) ( rounded to an integer ), Xi „ Binomial(n, p).

Hence each draw p̂(i) is treated like a "real sample proportion" from an underlying

binomial. Now we bring in a standard binomial Wilson confidence interval. Then we

12



Algorithm 2 Constructing the Distribution of p̂˚, given p

1. Simulate Sample Proportion p̂ = X
n , X „ Binomial(n, p), where E [ p̂] = p,

andVar( p̂) = p(1´p)
n

2. Adding Laplace noise η „ Laplace (0, λ) with mean 0 and scale parameter λ = 1
ne to

follow the DP. Hence, obtaining the noisy sample proportion p̂˚ = p̂ + η
3. Repeat the above two processes many times (e.g., 1,000 or more) to obtain a large
sample of p̂˚ values, which reflects both the sampling variability in p̂ and the added
Laplace noise.

will get n plausible Wilson intervals,
[

L(i), U(i)
]

as an interval for p. We finally merge all[
L(1), U(1),

]
,
[

L(2), U(2),
]

,
[

L(3), U(3),
]

, . . .
[

L(n), U(n),
]

by taking: the α/2 quantile of all

!

L(i)
)

as the overall lower bound of p; the (1 ´ α/2) quantile of all
!

U(i)
)

as the overall

upper bound of p.

4.4 ε - DP Exact Interval

This method is motivated by the Clopper-Pearson interval. Without the DP noise,

the observed sample proportion p̂ is directly connected to the true proportion p through

a simple binomial distribution. However, under the DP structure, we have to take into

account the extra randomness.

We begin this method by considering a range of candidate values for p from adding noise

to the sample proportion, covering the interval from 0 to 1 in small increments. For each

candidate value p, we assess if it could realistically explain the observed noisy proportion

p̂˚
obs.

For each candidate p, we simulate noisy estimates p̂˚ using Algorithm 2. Also, we com-

pare p̂˚
obs to the simulated p̂˚ distribution. For the upper tail, we calculate the probability

of observing a value at least as large as p̂˚
obs under the simulated distribution of p̂˚ for each

candidate p :

P ( p̂˚
sim ě p̂˚

obs | p) (4.20)

where p̂˚
sim are the simulated values of p̂˚ for the candidate p. For the lower tail, similarly,

we calculate the probability of observing a value at least as small as p̂˚
obs under the simulated

13



distribution of p̂˚ :

P ( p̂˚
sim ď p̂˚

obs | p) . (4.21)

Finally, we use the numerical method in R to find the bound pL, and pU that match the

following conditions and form our final confidence interval [pL, pU ]. The lower bound pL is

the smallest candidate p for which the upper tail probability is less than or equal to α/2 :

pL = min tp : P ( p̂˚
sim ě p̂˚

obs | p) ď α/2u . (4.22)

The upper bound pU is the largest candidate p for which the lower tail probability is less

than or equal to α/2 :

pU = max tp : P ( p̂˚
sim ď p̂˚

obs | p) ď α/2u . (4.23)

4.5 Rényi DP Bayesian Interval

Under a Rényi DP setup with a discrete Gaussian mechanism, we have X „ Binomial(n, p),

where p P (0, 1). The government can observe x1 . . . xn and the proportion p̂ = x
n ; then,

they add noise to the counts x:

x̂˚ = x + G, G „ DiscreteGaussian
(
0, σ2) , where p̂˚ =

x̂˚

n
. (4.24)

Given a sensitivity ∆ f (∆ f = 1 for binomial counts) and an Rényi DP parameter α, the

Gaussian mechanism achieves (α, ε(α))-Rényi DP if ε(α) = α∆ f 2

2σ2 as proved in Corollary 3 of

(Mironov, 2017). Hence, σ = ∆
b

α
2ε(α)

. In many simplified examples, we can choose α so that

ε(α) aligns with a desired privacy level. Here, to gain some idea of the connection between

ε-DP and Rényi DP, we set a more straightforward approximate relationship σ = 1
nε , where

it is analogous to the Laplace scale parameter λ = 1/(nε). However, the more rigorous

relationship ties σ, Rényi DP parameters α, and ε(α) worth further studies.

G follows the discrete Gaussian distribution with mean zero and variance σ2 has pmf:

fG(g) =
exp

(
´

g2

2σ2

)
ř8

m=´8 exp
(

´ m2

2σ2

) . (4.25)
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The likelihood of x̂˚ :

f (x̂˚ | p) =
n
ÿ

x=0

f (x̂˚ | x) f (x | p), where f (x | p) =
(

n
x

)
px(1 ´ p)n´x. (4.26)

Since G is discrete Gaussian with mean zero, we just replace G by (x̂˚ ´ x) in the pmf of

G because

f (x̂˚ | x) = P (x̂˚ = x̂˚ | x) = P (x + G = x̂˚) = P (G = x̂˚ ´ x) . (4.27)

Hence,

f (x̂˚ | x) = fG (x̂˚ ´ x) =
exp

(
´

(x˚´x)2

2σ2

)
ř8

m=´8 exp
(

´ m2

2σ2

) . (4.28)

We know p̂˚ = x̂˚/n; hence,

f ( p̂˚ | p) = f (x̂˚ | p) . (4.29)

Since x̂˚ = x + G and

p̂˚ = x̂˚/n = p̂ + (G/n)
loomoon

scaled discrete Gaussian

,
(4.30)

the distribution of p̂˚ | p̂ „ DiscreteGaussian
(

p̂, σ2

n2

)
and

f ( p̂˚ | p̂)9 exp

(
´
( p̂˚ ´ p̂)2

2 (σ2/n2)

)
= exp

(
´

n2 ( p̂˚ ´ p̂)2

2σ2

)
. (4.31)

As in Section 4.1, we assume the noninformative flat prior p „ Uniform(0, 1). Hence,

f (p) = 1 for p P (0, 1). Again, p̂ (or x) is not directly observed by the public due to privacy-

preserving mechanisms. We cannot directly simplify to a Beta distribution. With Bayes’

theorem, the posterior is f (p | p̂˚)9 f ( p̂˚ | p) f (p). We plug in the likelihood and prior:

f (p | p̂˚)9

n
ÿ

x=0

exp

(
´
(x̂˚ ´ x)2

2σ2

)(
n
x

)
px(1 ´ p)n´x. (4.32)
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Algorithm 3 Two Steps Gibbs Sampling for Bayesian Interval under Rényi-DP

1. Sampling p̂ given p and p̂˚ : f ( p̂ | p, p̂˚)9 f ( p̂˚ | p̂) f ( p̂ | p)
• The discrete Gaussian likelihood:

f ( p̂˚ | p̂)9 exp

(
´

n2 ( p̂˚ ´ p̂)2

2σ2

)
. (4.33)

• The binomial prior component in terms of p̂ :

f ( p̂ | p)9pnp̂(1 ´ p)n(1´p̂). (4.34)

We evaluate this over a grid t0, 1/n, 2/n, . . . , 1u, normalize, and sample from it.
2. Sampling p given p̂ : Once conditional on p̂ = k/n is known:

p | p̂ „ Beta(np̂ + 1, n(1 ´ p̂) + 1). (4.35)

Then, we introduce p̂ = x/n as a latent variable and perform two steps of Gibbs sampling

as we did in Sections 4.1 and 4.2 to generate posterior samples for p | p̂˚. The procedure

is summarized in Algorithm 3.

Finally, the rest are all very similar where the Bayesian credible interval is constructed

using these posterior samples p; pα/2 is the 2.5 percentile and p1´α/2 is the 97.5 percentile

of the posterior distribution.
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5. Simulations
We conduct the simulation studies in Section 5, aiming to examine the repeated sampling

performances of the DP plug-in methods introduced in Section 3 and the alternative method

proposed in Section 4, focusing on coverage and interval properties.

5.1 Descriptions

To ensure all simulation results are comparable, we fix the following constants. Here,

n = 100 represents the sample size for each iteration. To test for most possible outcomes,

we use the true proportions p P t0.1, 0.2, 0.5, 0.8u, paired with ε P t0.1, 0.3, 0.5, 5u. The

reason for choosing these specific values is that when the true p is closer to the boundaries

of [0, 1], interval inference tends to be less robust, leading to longer intervals, lower coverage

rate, and a higher frequency of out-of-bound problems. Similar issues arise with privacy-

preserving levels—when ε is close to 0.1 or lower, the data is blurred more aggressively to

enhance privacy and confidentiality. We run all simulations 5000 times for all the intervals,

1000 posterior draws from MCMC iterations for the Bayesian method, and 1000 draws

for the sampling interval and the exact interval to ensure they accurately represent real

scenarios. Finally, we set the significance level at α = 0.05, which is commonly used in

statistical inference.

5.2 Results

All the results discussed here fall under a DP framework. In Table 5.1, the plug-in

Wald interval severely overshoots, especially for ε ă 1, which matches expectations. We

also observe that the plug-in Wilson interval, while less prone to overshooting than the

Wald interval, still suffers from out-of-bound issues and fails to remain within [0, 1]. In

particular, when ε = 0.1, the out-of-bound rate exceeds 50% for p = 0.1 and p = 0.8.

Consequently, it is not a reasonable alternative for inference under these settings.

From Table 5.2, the Bayesian methods with a uniform prior and a Jeffreys prior show

similar coverage and average length. This is anticipated because they share nearly identical

structures and use uninformative priors whose differences do not significantly influence the
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posterior. Meanwhile, the sampling-based interval and the exact interval have similar struc-

tures for evaluating the likelihood of observing p̂˚ given p̂. However, when ε = 0.1, 0.3, 0.5,

the sampling-based method shows a higher-than-nominal coverage rate (α = 0.05), as illus-

trated in Figure 5.1, where we can observe the purple line having a higher coverage than

the others. This comes at the cost of a wider interval, which is arguably too conservative,

as seen in Figure 5.2. The most pronounced differences appear when ε = 0.1 and p = 0.1,

where we observe the coverage ordering Sample > Exact > Bayes-J « Bayes-U > 95.0%,

while the average interval length follows the order Exact > Sample > Bayes-J « Bayes-

U. Hence, when ε is very low—indicating a scenario with a very strict privacy level—it is

worthwhile to adopt the Bayesian method, as it offers a good balance between coverage and

interval length. Overall, under ε-DP, the Bayesian methods, the sampling-based interval,

and the exact interval all yield intervals whose average length decreases as ε increases; this

could be observed in Figure 5.2, where the upper-left ranges between 0.4 to 0.7; the upper-

right range between 0.2 to 0.4; the lower-left range between 0.1 to 0.3; and the lower-right

range between 0.1 to 0.2.

Finally, the Rényi DP results in Table 5.3 confirm that it remains stable under chal-

lenging conditions, where small ε or when p is near 0 or 1. Though Rényi DP is a more

relaxed privacy framework and its stability is expected, the choice between Rényi DP and

ε-DP depends on the specific context and degree of privacy required.
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Table 5.1: Coverage (%), average length, and out-of-bound rate of plug-in Wald and
plug-in Wilson confidence intervals for ε-DP with Laplace noise, evaluated across different

values of ε and p.
Settings Coverage (%) Average Length Out-of-Bound Rate
ε p Wald Wilson Wald Wilson Wald Wilson

0.1 0.1 95.6 95.1 .567 .557 .892 .879
0.1 0.2 94.6 94.4 .574 .564 .748 .725
0.1 0.5 93.7 94.0 .585 .574 .141 .122
0.1 0.8 97.0 96.9 .574 .564 .785 .752
0.3 0.1 93.8 97.1 .218 .216 .592 .441
0.3 0.2 94.1 94.6 .241 .237 .066 .039
0.3 0.5 94.3 94.7 .268 .263 .000 .000
0.3 0.8 94.1 94.6 .241 .237 .067 .038
0.5 0.1 93.6 94.7 .160 .160 .272 .128
0.5 0.2 94.1 94.9 .191 .189 .006 .002
0.5 0.5 94.5 94.9 .224 .220 .000 .000
0.5 0.8 94.1 94.9 .191 .189 .006 .002
5.0 0.1 93.1 94.7 .116 .118 .010 .000
5.0 0.2 93.7 94.7 .156 .155 .000 .000
5.0 0.5 94.4 94.7 .195 .192 .000 .000
5.0 0.8 93.8 94.8 .156 .155 .000 .000

Table 5.2: Coverage (%) and average length of Bayesian credible intervals with uniform
(Bayes-U) and Jeffreys (Bayes-J) priors, a sampling-based method (Sample), and the exact
interval (Exact) for ε-DP with Laplace noise, evaluated across different values of ε and p.

Settings Coverage (%) Average Length
ε p Bayes-U Bayes-J Sample Exact Bayes-U Bayes-J Sample Exact

0.1 0.1 96.0 96.0 98.4 97.3 .434 .438 .528 .555
0.1 0.2 97.2 97.2 98.5 97.9 .482 .487 .586 .548
0.1 0.5 95.4 96.4 98.3 95.5 .564 .571 .684 .605
0.1 0.8 97.5 96.6 98.7 97.4 .481 .488 .585 .552
0.3 0.1 97.0 97.7 99.3 97.7 .201 .203 .278 .244
0.3 0.2 95.3 95.8 99.2 95.6 .238 .240 .333 .243
0.3 0.5 95.3 94.7 99.2 95.0 .265 .268 .378 .268
0.3 0.8 95.0 95.5 99.2 94.9 .238 .239 .333 .244
0.5 0.1 95.8 95.7 99.3 96.0 .158 .156 .222 .167
0.5 0.2 95.2 95.9 99.0 94.9 .189 .189 .265 .190
0.5 0.5 95.0 95.3 99.3 94.4 .220 .222 .304 .222
0.5 0.8 94.4 93.7 99.2 95.2 .189 .189 .265 .191
5.0 0.1 94.2 95.7 94.9 95.0 .118 .116 .122 .117
5.0 0.2 94.2 94.1 95.1 95.0 .155 .155 .159 .155
5.0 0.5 94.6 94.8 94.7 95.0 .192 .193 .196 .194
5.0 0.8 94.9 95.6 94.4 94.4 .155 .154 .159 .155

19



Table 5.3: Coverage (%) and average length of Bayesian credible intervals for Rényi DP
with discrete Gaussian noise, evaluated across different values of ε and p.

Settings Coverage (%) Average Length
ε p Rényi DP Rényi DP

0.1 0.1 96.1 .165
0.1 0.2 95.2 .195
0.1 0.5 94.8 .226
0.1 0.8 95.2 .195
0.3 0.1 95.3 .136
0.3 0.2 95.0 .169
0.3 0.5 95.3 .204
0.3 0.8 94.9 .169
0.5 0.1 95.6 .129
0.5 0.2 95.2 .164
0.5 0.5 95.5 .199
0.5 0.8 94.7 .164
5.0 0.1 94.1 .118
5.0 0.2 95.0 .155
5.0 0.5 94.6 .192
5.0 0.8 94.1 .155

FIGURE 5.1: Coverage (%) of Bayesian credible intervals with uniform (Bayes-U) and
Jeffreys (Bayes-J) priors, a sampling-based method (Sample), and the exact interval (Exact)

for ε-DP with Laplace noise across different values of ε and p.
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FIGURE 5.2: Average length of Bayesian credible intervals with uniform (Bayes-U) and
Jeffreys (Bayes-J) priors, a sampling-based method (Sample), and the exact interval (Exact)

for ε-DP with Laplace noise across different values of ε and p.
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6. Conclusions
This thesis discusses the multiple interval construction methods for binomial proportions

under the ε-DP and Rényi DP framework. From the simulation, we can conclude that

under ε = 0.1, which is more interesting under the privacy context, the Bayesian interval

dominates other methods with a greater balance between the narrower length and sufficient

coverage. However, the sampling-based interval is obviously too conservative and should

be ruled out if we get other methods to use. So to speak, we couldn’t find the universal

best method under ε-DP; there is a tradeoff between coverage and interval length over all

the proposed methods. However, one point worth mentioning is that the Bayesian credible

interval for Rényi DP with discrete Gaussian noise is the most stable, with good coverage,

and the length is remarkably consistent even under the very small ε, though this is the more

generalized differential privacy criteria.

For future studies, we have several feasible improvements. First, we need a better

method for inferring the interval for the true p under a stringent privacy level (small ε),

maintaining sufficient coverage—ideally reaching the nominal rate—without resulting in

an overly conservative interval length. In other words, we can incorporate more advanced

interval construction mechanisms, as many sophisticated methods have been developed,

even if they are not yet widely adopted. Second, to enhance practicality, we also aim to

extend the current privacy-preserving framework to other types of noise, such as geometric

noise, and truncated or censored noise distributions. As the DP field continues to grow

rapidly, we believe that inference methods should evolve alongside its development.
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Appendix A. Wilson Confidence Interval Under Differen-
tial Privacy is Likely Out of Bounds

Under DP with Laplace noise, a plug-in version of a Wilson confidence interval for

a proportion p can lead to interval bounds outside the [0, 1] range. This proof directly

analyzes the quadratic function derived from the Wilson interval under DP to demonstrate

why this out-of-bound issue occurs.

The inequality for the Wilson confidence interval under DP is:

( p̂˚ ´ p)2
ď z2

α/2

(
p(1 ´ p)

n
+

2
n2ε2

)
, (A.1)

where p̂˚ represents the observed noisy proportion with Laplace noise added in, while p

denotes the true proportion. The sample size is given by n, and zα/2 is the critical value

from the standard normal distribution. Last, ε is the privacy parameter that control the

privacy level. Then we expand both sides:

• Left-Hand Side(LHS):

( p̂˚ ´ p)2 = p̂˚2 ´ 2p̂˚ p + p2. (A.2)

• Right-Hand Side(RHS):

z2
α/2

(
p(1 ´ p)

n
+

2
n2ε2

)
=

z2
α/2

n
(p ´ p2) +

2z2
α/2

n2ε2 . (A.3)

Subtract RHS from LHS to bring all terms to one side:

p2 +
z2

α/2

n
p2 ´

z2
α/2

n
p ´ 2p̂˚ p + p̂˚2 ´

2z2
α/2

n2ε2 ď 0

(
1 +

z2
α/2

n

)
p2 ´

(
2p̂˚ +

z2
α/2

n

)
p +

(
p̂˚2 ´

2z2
α/2

n2ε2

)
ď 0.

(A.4)

Noticeably, times all terms with n, will match (A.4) and (3.2)

(
n + z2

α/2
)

p2 ´
(
2np̂˚ + z2

α/2
)

p +

(
np̂˚2 ´

2z2
α/2

nϵ2

)
ď 0. (A.5)
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To solve this, we separate the inequality into three parts: (1.) quadratic terms in p2:(
n + z2

α/2

)
p2; (2.) linear terms in p: ´

(
2np̂˚ + z2

α/2

)
p; (3.) constant terms:

(
np̂˚2 ´

2z2
α/2

nϵ2

)
.

The inequality can now be written in the standard quadratic form:

Ap2 + Bp + C ď 0, (A.6)

where: A = n + z2
α/2; B = ´

(
2np̂˚ + z2

α/2

)
; and C = np̂˚2 ´

2z2
α/2

nε2 . We use the quadratic

formula to analyze its properties:

p =
´B ˘

?
B2 ´ 4AC

2A
, (A.7)

where the discriminant is:

D = B2 ´ 4AC. (A.8)

Then, we assess the coefficients, especially for its sign:

• Coefficient A:

A = n + z2
α/2 ą 0, (A.9)

• Coefficient C:

C = np̂˚2 ´
2z2

α/2

nε2 . (A.10)

When ε is small (strong privacy), the term 2z2
α/2

nε2 becomes large, potentially making C nega-

tive. Compute D to analyze the roots:

D = B2 ´ 4AC (A.11)

=
(
´
(
2np̂˚ + z2

α/2
))2

´ 4(n + z2
α/2)

(
np̂˚2 ´

2z2
α/2

nε2

)
(A.12)

=
(
2np̂˚ + z2

α/2
)2

´ 4(n + z2
α/2)np̂˚2 +

8z2
α/2(n + z2

α/2)

nε2 (A.13)

= 4np̂˚z2
α/2 + z4

α/2 ´ 4nz2
α/2 p̂˚2 +

8z2
α/2

(
n + z2

α/2

)
nε2 (A.14)

= 4nz2
α/2 p̂˚ (1 ´ p̂˚) + z4

α/2 +
8z2

α/2

(
n + z2

α/2

)
nε2 . (A.15)
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The discriminant D ą 0 ensures real roots exist.

Plug in everything, the roots of the quadratic equation are:

p =
2np̂˚ + z2

α/2 ˘
?

D
2(n + z2

α/2)
. (A.16)

Now, we demonstrate the out-of-bound issues for two extremes, p̂˚ Ñ 0 and p̂˚ Ñ 1 :

• Case 1: p̂˚ Ñ 0 When p̂˚ is close to 0:

C « ´
2z2

α/2

nε2 ă 0, (A.17)

B « ´z2
α/2 ă 0, (A.18)

D « z4
α/2 +

8z2
α/2(n + z2

α/2)

nε2 ą 0. (A.19)

The lower root:

plower =
z2

α/2 ´
?

D
2(n + z2

α/2)
ă 0 (A.20)

since
?

D ą z2
α/2.

• Case 2: p̂˚ Ñ 1 When p̂˚ is close to 1:

C « n ´
2z2

α/2

nε2 , (A.21)

B « ´(2n + z2
α/2) ă 0, (A.22)

D « z4
α/2 +

8z2
α/2(n + z2

α/2)

nε2 ą 0. (A.23)

The upper root:

pupper =
2n + z2

α/2 +
?

D
2(n + z2

α/2)
ą 1 (A.24)

since the numerator exceeds the denominator.

To sum up, the analysis shows that when C ă 0, which is likely under strong ε-DP

privacy restriction (small ε), the roots of the quadratic equation can be outside the [0, 1]
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interval. Specifically, when p̂˚ is close to 0, the lower bound of the confidence interval

is negative; when p̂˚ is close to 1, the upper bound exceeds 1. Thus, the plug-in Wilson

interval under ε-DP with Laplace noise mechanism is possibly and likely to be out of bounds.
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Appendix B. Rényi Divergence and the Relationship to KL
Divergence

First, the Rényi divergence is defined as in Mironov (2017):

Dα(F|F1) :=
1

α ´ 1
log Ex„F1

(
F(x)
F1(x)

)α

(B.1)

where α controls the level of emphasis on different regions of the density function, and F

and F1 are the two distributions under comparison.

We are interested in

lim
αÑ1

Dα(F}F1) = lim
αÑ1

log Ex„F1

(
F(x)
F1(x)

)α

α ´ 1
(B.2)

We set r(α) = F(x)
F1(x) . Hence,

lim
αÑ1

Dα(F}F1) = lim
αÑ1

log Ex„F1 (r(x))α

α ´ 1
. (B.3)

Now, we use L’Hôpital’s rule, where the derivative of the denominator is 1; for the numer-

ator, we set g(α) = Ex„F1 (r(x))α, then

B

Bα
log [g(α)] =

g1(α)

g(α)
=

B
Bα Ex„F1 (r(x))α

Ex„F1 (r(x))α =
Ex„F1

[
B

Bα (r(x))α]
Ex„F1 (r(x))α . (B.4)

We know

Ex„F1

[
B

Bα
r(x)α

]
= Ex„F1

[
B

Bα
elog r(x)α

]
= Ex„F1

[
elog r(x)α

log r(x)
]
= Ex„F1 [r(x)α log r(x)] .

(B.5)

Hence, (B.3) equals to

Ex„F1

[
r(x)1 log r(x)

]
Ex„F1 [r(x)1]

. (B.6)

Finally, we rearrange and simplify the formula,

Ex„F1

[
r(x)1 log r(x)

]
=

ż

F1(x)
F(x)
F1(x)

log
F(x)
F1(x)

dx =

ż

F(x) log
F(x)
F1(x)

dx, (B.7)
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and

Ex„F1 [r(x)] =
ż

F1(x)
F(x)
F1(x)

dx =

ż

F(x)dx = 1. (B.8)

Thus, (B.6) equals
ş

F(x) log F(x)
F1(x)dx

1
= Ex„F log

F(x)
F1(x)

, (B.9)

and we recover the KL divergence:

D1(F}F1) = Ex„F log
F(x)
F1(x)

. (B.10)
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