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Abstract

Data privacy has received an increased amount of attention in the recent decade.
Large scale data collection has been the norm for both scientific and commercial uses.
This private information about individuals is often leaked in the form of data release,
aggregate statistics, and machine learning models. Differential privacy has become
the gold standard to limit private data leakage. Differentially private mechanisms
work by infusing noise into private data releases, obfuscating the contribution of any
individual. It is unclear how the noise introduced by differential privacy affects the
utility experienced by different population groups. It has been shown recently that
typical uses for such private data such as machine learning and allocation tasks can
result in different utilities across population groups and it is unknown how differential

privacy interacts with these existing inequities.

We investigate the effects of differential privacy on the downstream utility expe-
rienced by different population groups. First, we study the downstream effects of
naive applications of differential privacy on well known census tasks. We show that
differential privacy can magnify the impact of existing inequities as well as introduce
inequities that were previously not present. Likewise, we show that a carefully con-
structed mechanism with knowledge of the task at hand can reduce such inequities.
We propose two frameworks for acknowledging and addressing these possible in-
equities, query answering, and synthetic data. For query answering, we propose a
multi-analyst approach where different representatives for each group can share re-
sources to maximize utility while ensuring a fair distribution of utility across groups.
We propose a framework for ensuring fair and private synthetic data. Our approach
creates a private synthetic dataset that preserves statistics from the original dataset

while limiting the influence of known protected classes in classification tasks.
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Chapter 1

Introduction

In our modern world data collection is ubiquitous. Be it from tracking on websites,
social media activities, medical histories, and even everyday household items which
are now often internet connected. Data is collected by a wide array of sources and
organizations and is used for a multitude of tasks. While this data has widely fueled a
large array of modern innovations it has also raised a new concern, that of individual
privacy.

Privacy as a public concern is not a new phenomenon. Records have shown that
there has been an expectation of personal privacy since as far back as the 14th cen-
tury [139]. What is new is the scale of data collection on every individual. What used
to occur rarely, in the infrequent survey, occasional study, or decennial census now
happens many times, every day. With the newly found abundance of data, organiza-
tions can create accurate and detailed profiles about each and every individual who
interacts with the larger online ecosystem. For example, we have seen that even the
settings and plugins on a browser may be enough to uniquely identify most individu-
als [137]. Once fingerprinted trackers across multiple websites can link an individual’s
actions across multiple platforms and services. This kind of tracking across multiple
websites has only increased in recent years [37, 13, 47]. This tracking has become so
invasive and ubiquitous that browsers have begun to implement their own privacy
protection measures [4, 3, 119]. Fingerprinting is only one example of many of the
ways that data can be collected, combined, and shared in a way to create incredibly

detailed profiles of individuals, what they do, and how they spend their time.

There have been many attempts at protecting privacy in the past few decades. Of



these techniques, the most well known was k-anonymity[128]. This notion of privacy
used obfuscation through similarity to hide unique individuals. Records would either
have attributes censored or altered in order to hide easily identifiable individuals.
K-anonymity specifically would ensure for every individual the database would have
at least k — 1 additional individuals who would have identical identifiers. Higher
levels of k imply higher levels of privacy however k-anonymity is still susceptible to
attacks [90]. Likewise, k-anonymity doesn’t compose, namely, the combination of
two k-anonymous data releases doesn’t ensure any level of privacy since individuals

can be identified from both different sets of identifiers.

Due to the rising privacy concerns amongst the public government regulation has
arisen as an additional attempt to protect online privacy. Both the EU and the state
of California have enacted legislation in the form of the GDPR [2] and the CCPA
[8] respectively. These laws mainly concern themselves with permissions to collect
and keep data as well as the rights for individuals to ask that their data be deleted
or removed. The GDPR for example requires “the right to be forgotten” which will
allow users to request that their data be deleted and remove all artifacts of such data.
Likewise the CCPA, requires that individuals or notified of their data being collected
and are given the right to opt-out of the sale of their information. While helpful
these regulations do not protect information that may be leaked or revealed as the
result of computation on an individual’s information.

Differential Privacy [44, 45, 46, 24] has emerged as the gold standard for pro-
tecting individual’s privacy. It has been widely adopted by corporations such as
Google [48, 140], Microsoft[38], Apple[129] and Snap|1], as well as government agen-
cies like the U.S. Census Bureau [11, 42, 116, 74]. Intuitively differentially private
statistics do not change significantly when one individual is added or removed from

the dataset. As such it becomes difficult to infer any information about individu-



als while maintaining aggregate level statistics. Instead of reporting direct statistics
differentially private mechanisms return a randomized output with its distribution
being dependent both on the data and choice of privacy parameters. This random-
ization obfuscates the contributions of any individual to the output of the mechanism
resulting in strong and robust privacy protections. Recent work in the past decade
[78, 147, 62, 85, 84, 92, 65, 124, 141, 10, 130] has allowed for practical differentially
private systems with a wide range of support from SQL queries, to synthetic data

generation, to machine learning tasks.

Along with the public concern for privacy came another concern, that of algorith-
mic fairness. With the glut of data that organizations have to work with more and
more decision making has been relegated to machines. In 2016 ProPublica published
Machine Bias[73] is an article that details systematic bias in Correctional Offender
Management Profiling for Alternative Sanctions (COMPAS) software. This software
assessed the risk that an individual would commit a future crime. They showed their
analysis that the COMPAS model systematically rated black defendants as higher
risk. Since then there have been investigations into risk scores|[76, 19, 33| as well as
kind of automated tasks including recommender systems [145, 146, 27, 29], language
embeddings [23], speech recognition [77], facial recognition [26, 114, 101, 113] as well
as others. Likewise, there has been a large effort in recent years to both define fair-
ness [75, 118, 81, 138, 33, 34, 43, 21, 52, 76, 98] as well as develop frameworks to
understand and mitigate bias [120, 127, 49]. These definitions can broadly be broken
down into three categories. Individual fairness notions require that similar individu-
als be treated similarly. This often comes in the form of a bound on the difference in
treatment between individuals of a certain “distance” apart. Group fairness notions
consider the outcomes of a particular protected class (eg. race, sex) and require that

there be some notion of parity between all groups of the protected class. Causal no-



tions of fairness use causal graphs [105] to model the relationship between attributes
and usually require that some property directly holds on the graph. These definitions
of fairness are highly context dependent and each one protects against a different kind
of harm. Some of the definitions are contradictory and cannot be satisfied simultane-
ously [76]. In practice, it is up to the practitioner to decide which fairness definition

is appropriate for the given task.

1.1 Organization

We present the reset of the work as follows. In Chapter 2 we introduce Differen-
tial Privacy as well as well as its properties and primitives. In Chapter 3 we show
that naive implementations of differential privacy can introduce inequitable outcomes
groups and that carefully planned mechanisms can mitigate this harm. In Chapter 4
we discuss several possible solutions to these problems in multi-stakeholder query
answering and fair synthetic data. We split the problem of multi-stakeholder query
answering into two sections offline query answering(Chapter 5) where all the queries
are known in advance and online query answering (Chapter 6) where queries come
in one at a time. In Chapter 7 we will demonstrate the alternative approach of

generating fair differentially private synthetic data.



Chapter 2

Differential Privacy Background

Underlying all the work here is differential privacy [45, 41] is a formal model of
privacy that grantees each individual that any query computed from sensitive data
would have been almost as likely as if the individual had opted out. More formally
Differential privacy is a property of a randomized algorithm that bounds the ratio of

output probabilities induced by changes in a single record.

Definition 2.0.1 (Differential Privacy). A randomized mechanism M is (€,0 )-
differentially private if for two neighboring databases D, and D' which differ in at

most one row, and any outputs O € Range(M):
Pr[M(D) € O] < exp(e) x Pr[M(D") € O] + 6

The parameter € often called the privacy budget quantifies the privacy loss. Here
we focus exclusively on e-Differential Privacy, i.e when § = 0.

The Laplace mechanism is a differentially private primitive which underlines the
algorithms used here. We describe the vector version of the Laplace mechanism

below.

Definition 2.0.2 (Laplace Mechanism). Given a query q and a database, D the

randomized algorithm which outputs the following query answer is e-differentially

private [45].
Ag
q(D) + Lap (T)
Where Agq is the maximum change in the query ¢ as a result of the deletion or

addition of one record, which is often called the sensitivity of a query. Lap(c) denotes

bt



a sample from a Laplace distribution with mean 0 and scale o.

The Exponential Mechanism [95] is a differentially private primitive for queries
that output categorical data instead of numerical data. The exponential mechanism
releases a differentially private version of a categorical query ) by randomly sampling
from its output domain 2. The probability for each individual item to be sampled
is given by a pre-specified score function f. The score function takes in as input a
dataset D and an element in the domain w € ) and outputs a numeric value that
measures the quality of w. Larger values indicate that w is a better output with
respect to the database and as such increases the probability of w being selected.
More specifically given a dataset D the exponential mechanism samples w € {2 with
probability proportional to exp(f(D,w)/2Af) where Af is the sensitivity of the
scoring function f. Both the Laplace and Exponential mechanisms are Differentially
private primitives which are often used as subroutines in the design of more complex
differentially private mechanisms.

Differentially private releases compose with each other in that if there are two
private releases of the same data with two different privacy budgets the amount of
privacy lost is equivalent to the sum of their privacy budgets. More formally we have

the following.

Theorem 2.0.3 (DP sequential composition [45]). Let M be an e;-differentially
private algorithm and My be an ey-differentially private algorithm. Then their com-

bination defined to be My o(x) = (My(x), Ma(x)) is € + ex-differentially private

Likewise differentially private releases that access disjoint datasets compose with
each other in that spending budget on one dataset does not incur privacy loss on the

other. More formally we have the following.

Theorem 2.0.4 (DP parallel composition [45]). Let My, My... M, be €1, ¢€5...€,-
differentially private algorithms that access disjoint databases Dy, Dy ... D, respec-

6



tively. Then the combination of their outputs satisfies e-Differential Privacy with

e = max(€,€...6,)



Chapter 3

Assessing Bias Resulting From
Differential Privacy

3.1 Introduction

In this chapter, we investigate the effects of differential privacy on funds allocation
problems. We naively apply differentially private mechanisms to release private ver-
sions of an underlying dataset. From there we run a funds allocation task on both
the original and the privacy protected dataset.

A recent study estimated that the annual distribution of at least 675 billion dollars
relies on data released by the Census Bureau [68]. This includes funding for educa-
tional grants, school lunch programs, highway construction, and wildlife restoration,
among many others. As an example of federal funds allocation, we consider Title I
of the Elementary and Secondary Education Act of 1965 [125]. This is one of the
largest U.S. programs offering educational assistance to disadvantaged children. In
fiscal year 2015, Title I funding amounted to a total of $14.4 billion, of which roughly

$6.5 billion was given out through “basic grants” which are our focus.

3.2 Background

The Data- and Workload-Aware Algorithm (DAWA) [83] is a data dependent mech-
anism for computing range and histogram queries. Data dependent mechanisms
leverage some property of the data in a private manner in order to increase utility.
Dawa has three major steps. First, the mechanism uses a portion of the budget ¢; to

partition the data into approximately uniform sections all the counts in each approx-

8



Table 3.1: Title I Funding Allocation

Assignees are all U.S. school districts; outcomes are the fraction of allocated funds
for each school district.

e Assignees: School Districts
e Outcome: [0,1]
e Q = {exp,eli} where

exp(l,): average per student expenditures (for state containing district
a)
eli(I,): number of eligible students in district a.
i
Xzzp . XZ i

CMX) =
be b b

imately uniform section are added to a bucket. Then it uses a noisy differentially
private subroutine to measure the counts in each bucket in a workload aware manner,
similar to the matrix mechanism. Finally, it expands the buckets back into histogram
form by uniformly distributing the counts in each bucket across the domain of the
partition. The key point of DAWA is that instead of adding noise to each individual
count in the domain it instead buckets several points in the domain together and adds
a single unit of noise to the entire bucket. In the worst case where each point in the
domain is significantly different than its surrounding points each point in the domain
is given its own bucket and thus independent noise for each point is required. This is
no better than using the Laplace mechanism on each count using only ¢,. However,
in the best case where the data is almost completely homogeneous, DAWA could add
all the histograms to a single bucket resulting in only one instance of noise being
used across the entire database. Because of this Dawa performs better on databases
which have large continuous sections of nearly homogeneous data or on data which

is sorted.



3.3 Problem Definition

The federal allocation is divided among qualifying school districts in proportion to a
count of children in the district aged 5 to 17 who live in families who fall below the
poverty level or receive a form of federal financial aid [125]. This proportion is then
weighted by a factor that reflects the average per student educational expenditures in
the district’s state. The allocation formula is described formally in Table 3.1, where
the outcome represents the fraction of the total allocation (which changes annually)

the district will receive.

3.4 Assessing Fairness

To assess fairness, we consider the difference between the allocation vector based
on the noisy statistics 0 and the allocation vector based on true counts o, assessing
disparities across assignees (in this case, districts). An allocation mechanism is fair
if the distance measures do not vary much across districts. We can measure fairness
ex ante, i.e., before running the (randomized) allocation mechanism, as well as, ez
post, i.e., on the outcome of the allocation. We focus on ex ante measures as they
capture disparities due to the randomized allocation mechanism.

Multiplicative Allocation Error: For each district a, we compute E[0,]/0,.
Differences in this measure across districts can be interpreted as a measure of envy
or unequal treatment. For instance, an example of an unfair allocation would be
one where some districts have a ratio much larger than 1, while others have a ratio
smaller than 1. In plots Figure 3.1a and Figure 3.1d we show the entire distribution
of the multiplicative allocation error across districts.

Misallocation per million dollars: For each district a, we also measure the

dollar amount that is under or over-allocated to each district, per million dollars

10
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Figure 3.1: Fairness in allocation for Michigan using the Laplace Mechanism (top)
and DAWA (bottom).

allocated in total: v(a) = (E[8,] — 0,) - 10°. A significant difference in this measure
between two districts (y(a) — y(a')) would suggest that districts are not treated
equally and could be interpreted as a measure of envy. Again, in plots we show the

distribution of v(+) across all districts.
3.5 Empirical Findings

Experimental Setup The exact counts of Title I eligible students per district are
unavailable so, as a proxy, we used per-district counts of free-lunch eligible students
as reported by The National Center for Education Statistics for years 2013-2014. For
simplicity, we treat the average per student expenditures exp(I,) as public, following
[12]. We obtained data for 15650 of 18609 school districts. We use two differentially
private algorithms to estimate eli(1,) for each a: the Laplace mechanism and DAWA.
The former adds independent O-mean noise to the count in each district. The latter

adds noise to the total count of groups of districts rather than individual districts.
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Figure 3.2: Fairness in allocation for Florida with the Laplace mechanism. and
misallocation statistics for Michigan.

The total noisy count of a group of districts is then evenly divided among districts
in the group. In both algorithms, negative counts are rounded to zero. The resulting

vector of student counts may be fractional, but it is non-negative.

For clarity of presentation, we show results on two states: Michigan and Florida
(see Figures 3.1 and 3.2). We chose these states because the histograms of the number
of eligible students per district show contrasting properties. We obtained data for 888
districts in Michigan, which included a number of small districts with the smallest
containing just 8 eligible students. On the other hand, Florida has a smaller number
of comparatively larger districts (we obtained data for 74, the smallest having 49

eligible students).

Finding T1: In cases of low € there are significant disparities in outcomes (over- and
under-allocation) using private statistics. Using the Laplace mechanism, the mean
allocation for small districts is typically much higher than the true allocation while
the mean allocation of larger districts is typically lower. This is shown in Figure 3.1a,
which plots the multiplicative allocation error of a district versus its true allocation.
The districts are shown sorted by true allocation. The smallest districts see a 1.01X

increase for € = 10, a 10X increase for € = 0.1 and a 500X increase for € = 0.001. The
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largest districts see their allocations decrease by 0.001% for € = 10, 0.05% for € = 0.1
and 50% for e = 0.001.

The Laplace mechanism adds 0-mean noise to the data, and, in expectation, the
noisy counts should be the same as the true counts. However, these counts could
be negative and since negative counts are rounded to 0, this adds an upward bias to
the noisy counts. Moreover, this bias increases the total number of students, thus

bringing down the weight of larger districts.

Figure 3.1b shows the absolute dollars misallocated per million dollars allocated.
In terms of raw dollar amounts, the largest districts see the greatest misallocation
and see a drop in funding of about 31,000 (see Table 3.2). An interpretation of this
behavior is that larger districts are being tazed to ensure that students in all districts

enjoy the same level of privacy protection.

The results for DAWA (Figures 3.1d and 3.1f) have more disparity than those of
the Laplace mechanism. At ¢ = 0.001 some districts get about 555X their true allo-
cation, while others get only a tenth of their true allocation, in expectation whereas,
under the Laplace mechanism, every district gets at least 0.48x of their true alloca-
tion.

For districts in Florida (see Figure 3.2a and Figure 3.2b), we see almost no dif-
ference at € = 10. At € = 0.1 there is very little difference between the true and noisy
allocations between districts both additively and multiplicatively. At e = 0.001, we
see the same effect of larger districts being taxed. However, the effects are less promi-
nent than in Michigan. This is because there are fewer small counts in Florida as
well as fewer districts overall, resulting in a lower variance estimate of the total count

used in the denominator of the allocation formula.

Finding T2: Populations with small entitlements, relative to the privacy parameter

e, will experience significant misallocation. Detecting small counts or the presence of
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small effects in data are incompatible with differential privacy. This is a fundamental
property of any differentially private mechanism and the meaning of “small” depends
on e: Any e-differentially private algorithm can not distinguish between counts that
differ in 7(e,8) = % log (%), with probability 1—4§. Thus, no matter what differentially
private algorithm one uses, districts with sufficiently small counts will undergo mis-
allocation. Due to rounding, they tend to get higher allocations than they deserve,

in expectation, at the cost of larger districts.

This phenomenon is evident in Table 3.2 and Figure 3.1f which show the true and
noisy allocations for all districts when Laplace and DAWA are used respectively. At
e = 0.001, for both mechanisms, all districts with a true allocation less than 0.001
end up with an allocation of roughly 0.001 in expectation. This is because, in these
cases, these mechanisms can not distinguish between the number of students in those
districts and 0, and rounding induces a positive bias. On the other hand, the noisy
allocations at € = 0.1 track the truth more closely (although even at e = 0.1, there
is a threshold under which noisy counts cannot reflect their true magnitude), and at

€ = 10 the true and noisy allocations barely differ.

Finding T3: Under some privacy mechanisms, districts with a greater entitlement
can receive a smaller expected allocation. Consider two districts, a and b where a has
a smaller number of eligible students than b. Naturally, the true allocation of a will
be smaller than the true allocation of b, and the inversion of this relationship would
violate a commonly held notion of fairness.

Under the Laplace mechanism, in expectation, we can show that the allocation
for a will be no larger than the allocation for b. However, this is not true for the
DAWA algorithm, because of bias in estimated counts. In particular, for DAWA, a
smaller district may be grouped with other larger districts, while a larger district may

be grouped with other smaller districts. This results in the smaller district getting
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Table 3.2: Misallocation per million for Michigan

€ Algorithm Total | Min Max
Laplace 1,606 -32 16

0.1 DAWA 3,299 -32 22
Inflationary 81,887 84 99
Laplace 563,960 | -31,137 | 837

0.001 | DAWA 741,085 | -9,051 | 1,673
Inflationary | 5,715,476 526 6959

a larger expected allocation than the larger district. Empirically we find that, using
DAWA with € = 0.001, 381 out of the 888 districts exhibit at least one inversion,

where a larger district gets a smaller allocation.

3.6 Mitigating unfairness

Here we introduce a post-processing step designed to mitigate the inequities present
due to the noise introduced for privacy. We design the approach with the Laplace

mechanism in mind, but leave extensions to other mechanisms as future work.

The goal of this method is to ensure that, with high probability, each district
receives an allocation at least as large as its true allocation. More specifically we aim

to satisfy the following condition:

Definition 3.6.1 (No-penalty allocation). Given M(B,x), a no-penalty allocation
is any (randomized) allocation M allocating a new budget B' such that for all a;

M'(a;X) = M(a; X) with failure probability no greater than 6.

We propose a repair mechanism that achieves the above definition but requires
inflating the overall allocation in order to guarantee (with high probability) that no
district is disadvantaged. In particular, our inflationary repair algorithm inflates the
counts of each district by a slack variable A = In(2k/0)/e while deflating the total
count of all districts by another slack variable A' = k:ln(2k2 /6) /e (where k is the

total number of districts). The final allocation is:
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M'(a;X) = —
ZbeA Xb . Xbl - A

Note that both A and A' depend on € as they are calibrated to the added noise.
Theorem 3.6.2. The repair algorithm satisfies Definition 3.6.1.

Proof. Let xq, ..., x;, denote the true counts and z,...,2; be the noisy counts after
applying the Laplace mechanism. Let n be the sum of the true counts and n be the

sum of the noisy counts.

Let A = w. We know the following;:
Pr|z; —x;| > Al < 6/2k
Therefore for the sum of k districts A’ = m
Prl|n—-n| > A"l <6/2k
Therefore, from the union bound,

Priz;(n — kA,) < (z; — A)n] < d/k

Then again using the union bound

Then take the negation




We used this inflationary allocation method in the Title I funds allocation exper-
iment described above, setting the acceptable failure probability, 6 = .05. Compared
with the standard allocation applied to the private counts resulting from the Laplace
mechanism, it removes penalties experienced by some districts, at the cost of inflat-
ing the overall allocation. For € = 0.1, in expectation, the repair mechanism requires
increasing the budget by a relatively modest factor of 1.082X the original budget (i.e.
$82,000 per million). At lower levels of epsilon, achieving a no-penalty allocation has
a significant cost. At € = 0.001, in expectation, the mechanism allocates 5.715X the
original budget. These results are included in Table 3.2 and can be compared with
the expected misallocation under the Laplace or DAWA privacy mechanisms when

combined with the standard allocation rule.

This repair algorithm mitigates one aspect of unfairness since districts cannot
complain that they were disadvantaged as a result of the noise added to population
counts to preserve privacy. Of course, there may still be inequity in the allocation,
since some districts’ allocations can be inflated more than others.

This approach to mitigation does not alter the underlying privacy mechanism,
which may be seen as an advantage to a statistical agency publishing privatized
counts to be used for many purposes beyond funds allocation. However, the proposed
algorithm relies on an analysis of the noise distribution. While feasible for the noise
introduced by the Laplace mechanism, it would need to be adapted to a mechanism
like DAWA whose error distribution is data-dependent, possibly requiring additional

consumption of the privacy budget to calibrate the slack variables.
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Chapter 4

Solutions and Remedies

This work has shown for the first time that simple and naive implementations of
differential privacy without adaptation for the specific problem can cause inequitable
treatment across groups and as the strength of the privacy level increases, these
disparities increase as well. This has inspired other works to investigate the effects of
differential privacy in other domains. Steed et al [126] studied the Title 1 case more
in depth showing that the error from differential privacy is small compared to other
sources of error and that policy choices can mitigate those harms. This work has been
elaborated on in [50] where they showed that the Title 1 problem belongs to a class of
problems that will have inherently unfair outcomes. Likewise, similar work has been
done in the space of machine learning. Both differentially private learning [18] and
differentially private synthetic data [53] have been shown to induce disparate impact
in downstream classification regardless of societal context. It has even been shown
that differential privacy is fundamentally at odds with specific definitions of fairness.
Cummings et. al.[36] demonstrated that no classifier can both satisfy differential
privacy and equal false positive/false negative rates and have accuracy higher than a
constant classifier.

Though differential privacy can induce unequal outcomes we have shown through
the inflationary repair mechanism that these inequities can be addressed through
precise definitions of fairness and intentional mechanism design. Likewise, this has
been shown to extend beyond allocation problems in several other works. With
careful mechanism design both [134, 70] have been able to create classifiers that are

both fair (or approximately fair) and differentially private.
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We demonstrated in Chapter 3 that a naive implementation of differential privacy
can result in unequal treatment across different population groups. However we also
demonstrated that these inequities can be addressed and mitigated by mechanism
design or post processing. We identify two main sources of inequities when using

differential privacy.

The first arises from the blanket use of noise with the same distribution across
all population groups. Different population groups are of different sizes and have
different statistics that need to be preserved. As such adding the same noise to
each group results in unequal impact among them. This is especially evident when
populations are small and are more severely impacted by noise. For example, we saw
in the case of title 1 funding that the smaller school districts received a higher impact

from the noise, either receiving significantly more funding than usual or none at all.

The source of inequality comes from traditional data release mechanisms being
task independent. The choice of task determines not only what statistics need to be
preserved but what kinds of errors are acceptable and unacceptable. For example,
we saw in the title 1 case that we were more willing to accept over-allocation to
under allocation. When using a simple mechanism like the Laplace Mechanism these
preferences in types of error cannot be included in the mechanism.

Our solutions in Chapter 3 were very problem specific as such we present more
general solutions to these two sources of inequities. We instead aim for a more general
set of solutions that could be adapted for a wide range of problems. To that end, we
develop Multi-Analyst Differential privacy to address the issue of blanket noise across
distributions. This work allows for the splitting and sharing of privacy budgets across
multiple tasks and populations to allow for efficient budget usage while ensuring a
minimum amount of utility for all. Likewise we use Fair-Private Synthetic data to

address the problem of task independent differential privacy. This work allows for
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the creation of single synthetic data sets for use in multiple classification tasks while

ensuring equitable treatment in those tasks.

4.1 Multi-Analyst Differential Privacy

We introduce multi-analyst differential privacy to resolve the issues that arise from
using single noise distributions without concern for individual populations. In Chap-
ter 5 and Chapter 6 we propose addressing the needs of different populations through
the model of multi-analyst query answering. In this model, queries can be asked by
multiple individuals each of whom is assigned their own privacy budget. The data
curator must then answer the queries of each analyst while ensuring that each analyst
receives a minimum amount of utility.

We can abstract the case of multiple population statistics into this model by
giving each population a ”"representative analyst” who will ask queries on their behalf.
This representative will then ask queries that represent the statistics that should be
preserved about this population group. This ensures that each population receives
some minimum utility (dependent on how much privacy budget is assigned to them)
and that populations with heavy overlap can share their privacy budget to increase

overall utility.

4.2 Fair-Private Synthetic Data

In Chapter 7 we use fair-private synthetic data to address the adverse effects of
using differential privacy without considering the intended task of the data. We
propose a method for generating synthetic data which ensures fairness for downstream
classifiers. This ensures that for a given classification task the label that is to be
predicted is not influenced by some set of sensitive attributes but is instead influenced

by some attributes which are denoted admissible for decision making.
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A key aspect to our solution is the ability to satisfy justifiable fairness for multiple
classification tasks. This allows us to generate a single set of private data that
is usable for many classification tasks which have been specified in advance. This
allows us to both ensure strong privacy over a single dataset but also to clearly label
which kinds of classification tasks the data is and is not suitable for. This kind of
classification makes it clear to future practitioners both which kinds of statistics are

preserved and which kind of relations between attributes are permitted.
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Chapter 5

Offline Multi-Analyst Differential Privacy

5.1 Introduction

Large data collecting organizations like Facebook, Google, The U.S. Census Bureau,
and Medicare often release summary statistics about individuals and populations.
Access to such data is incredibly useful for multiple resource allocation, policy-making
and scientific endeavors. Decisions like congressional seat apportionment, school
funding, and emergency response plans all depend on census data [69]. Facebook’s
trove of user interaction data was found to be valuable in studying the impact of
social media on elections and democracy [96].

While these data releases are very useful, they may reveal sensitive information
about individuals [59, 89, 135]. Differential Privacy (DP) [45, 41] is the gold standard
of privacy protection through the addition of randomized noise. However, due to
the fundamental law of information recovery [40], making an unbounded number of
releases from a dataset (even if each satisfies DP) will eventually allow an attacker
to accurately reconstruct the underlying dataset. Because of this, data curators
must bound the amount of information released using a parameter known as the
privacy loss budget e. Traditional privacy mechanisms focus on minimizing the error

introduced by differential privacy, where error trades off with e.

5.2 Multi-analyst DP data release problem

We study the common real-world situation where multiple stakeholders or analysts

are interested in a particular data release and the data curator must decide how the
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stakeholders should share the limited privacy budget. We can consider the analysts to
be either literal individuals who have specific analysis goals or as abstractions of larger
groups or stakeholders who have a vested interest in specific queries. For example,
if we consider the case of title 1 funding as shown in Chapter 3 we can construct
different “analysts” each for a different demographic group, geographic region, type
of locality (town, city, state), or any combination thereof. Each has an interest in
a specific set of (possibly overlapping) statistics. For concreteness however, we will

consider the more direct and literal interpretation of different analysts below.

Consider the role of Facebook in its partnership with Social Science One [5].
Facebook wanted to aid research on the effect of social media on democracy and
elections by sharing some social network data. In order to participate and receive the
privacy protected data, each analyst had to submit their specific tasks and queries
ahead of time. With the given set of queries from each analyst and a fixed privacy
budget, Facebook created a single data release to be used by all analysts. Using
existing DP techniques Facebook had three options: (a) split the privacy budget and
answer each analyst’s queries individually, (b) join all analysts’ queries together and
answer them all at once using a workload answering mechanism [144, 84, 92, 148, 31,
39, 66, 82, 99, 112, 14, 132], or (c) generate a single set of synthetic data [147] for all

analysts to use.

Option (a) is inefficient as the same query can be answered multiple times, each
time using some of the privacy budget. Option (b) may be efficient with respect to
overall error but does not differentiate between the queries of different analysts. Some
analysts may receive drastically more error than others, perhaps much more than they
would have under (a). Option (b) therefore lacks much in the way of guarantees to an
individual analyst. Option (c) is agnostic to any analyst’s particular queries and may

incur inefficiencies due to its inability to adapt to the specific queries being asked.
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Though all of these techniques have their uses, they all have some undesirable
properties in the multi-analyst setting. This is because almost all of the work in
differential privacy up until now has focused (often implicitly) on the single ana-
lyst case. We are interested in designing effective shared systems for multi-analyst
differentially private data release that simultaneously provide guarantees to individ-
ual analysts and ensure good overall performance. We call this the multi-analyst

differentially private data release problem.

5.3 Contributions

Our work introduces the multi-analyst differentially private data release problem. In
this context, we ask: “How should one design a privacy mechanism when multiple an-
alysts may be in competition over the limited privacy budget”. Our main contributions

in this chapter are as follows.

e We study (for the first time) differentially private query answering across mul-
tiple analysts. We consider a realistic setting where multiple analysts pose
query workloads and the data owner makes a single private release to answer

all analyst queries.

e We define three minimum desiderata that we will argue any differentially private
mechanism should satisfy in a multi-agent setting — The Sharing Incentive, Non-

Interference, and Adaptivity.

e We show empirically that existing mechanisms for answering large sets of queries

ether violate at least one of the desiderata described or are ineflicient.

e We introduce mechanisms which provably satisfy all of the desiderata while

maintaining efficiency.
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5.4 Background

5.4.1 Data Representation

We consider databases where each individual corresponds to exactly one tuple. The
algorithms considered use a vector representation of the database denoted &. More
specifically, given a set of predicates B = {¢;...¢,}, the original database D is
transformed into a vector of counts " where a:ZD is the number of records in D
which satisfy ¢,;. For simplicity, we denote the length of the data vector as n and we

will use the notation @ in order to refer to the vector form of database D

5.4.2 Predicate counting queries

Predicate counting queries are a versatile class of queries that count the number of
tuples satisfying a logical predicate. A predicate corresponds to a condition in the
WHERE clause of an SQL query. So a predicate counting query is one of the form
SELECT Count (*) FROM R WHERE ¢. Workloads of counting queries can
express queries such as histograms, high dimensional range queries, marginals, and
datacubes among others.

Like databases, a predicate counting query can be represented as a n-length vector
w such that the answer to the query is w'x. A workload is a set of m predicate
counting queries arranged in a m Xn matrix W, where each row is the vector form of
a single query. Many common queries can be represented as workloads in this form.
For example, a histogram query is simply represented by an n X n identity matrix.
We have described the Laplace mechanism before but here we will include the vector

version, which answers a workload (or set) of queries at once.

Definition 5.4.1 (Laplace Mechanism, Vector Form). Given an mXx N workload ma-

trix W, the randomized algorithm which outputs the following vector is e-differentially
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private [45].

W m
W+ Lap 1)

Where ||[W||; is the maximum L1 column norm of W and Lap(c)™ denotes the
m-length vector of m independent samples from a Laplace distribution with mean 0

and scale o.

5.4.3 Select Measure Reconstruct

Of the many algorithms proposed in the literature, we will consider a class of mea-
sures that invoke the Select, Measure, Reconstruct paradigm, where instead of
directly answering the queries, they first select a new set of strategy queries. They
then measure the strategy queries using a privacy protecting mechanism (in this
case the Laplace Mechanism [45]) and finally reconstruct the answers to the origi-
nal input queries from the noisy measurements. Examples of mechanisms that follow
this paradigm are the Matrix Mechanism [85] and its derivatives such as HDMM][92].
The Matrix Mechanism answers a workload of queries W by first selecting a strategy
workload A to answer. It then measures the queries in A using the Laplace mecha-
nism and then reconstructs the answers to W from the noisy answers of A. Given a
workload matrix W and a strategy matrix A, the expected total square error of the

Matrix mechanism is as follows.
2
Eror(W, 4,0) = SIAILIW A2 (5.1

Where ||A]|; is the L1 column norm of A and the norm considered here is the
Frobenius norm. For concreteness in this work we consider only mechanisms which
answer workloads of linear queries. These mechanisms can be extended to answer

non-linear queries by adding post-processing steps that reconstruct non-linear queries
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from answers to several linear queries. It remains as future work to extend this work

to more general query answering mechanisms.

5.5 Setting

We consider the setting where there are k£ analysts with associated positive weights
51,89...5; € (0,1) such that s; + sy5...s, = 1. These weights represent the share
of the total privacy budget to which each analyst is entitled and can be interpreted
as the relative importance of each analysts’ queries; the natural default is to use
proportional weights of 1/k for every analyst.

Each analyst submits a workload of queries Wy, W, ... W, € W The data curator
then answers all of the queries using a multi-analyst differentially private mechanism.
We define a multi analyst differentially private mechanism M as a function that takes
as input each analysts’ set of queries, their respective shares of the privacy budget and
the overall privacy budget and outputs a single data release containing the answers
to all of the queries.

We can describe the mean squared error experienced by a particular analyst in a

multi-analyst Matrix Mechanism as follows.
2
EI'I'Z‘(M,W,E) = E_QHA”?HW/’LA+”%7 (52)

where W, is the matrix form of the workload W; given by the i¢th analyst, A is the
strategy matrix produced by mechanism M with input V. This formula is only for
linear queries. For non-linear queries, we must use real datasets to get query answers

and estimate expected errors.
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Figure 5.1: Problem setting

5.6 Desiderata

For ease of exposition, imagine that each analyst is given the choice to either have
their queries answered independently with their share of the privacy budget or to join
the collective, a group of analysts whose queries are answered with a multi-analyst
DP mechanism using the sum of all of the collective analysts’ privacy budget. We
argue that any multi-analyst differentially private mechanism should satisfy three
desiderata. First, the mechanism should incentivize a rational agent to participate
in the collective by guaranteeing no worse expected error than if their queries were
answered independently. Second, the mechanism should never cause any analyst to re-
gret that another analyst is participating in the collective and increasing the former’s
expected error. Third, the mechanism should be able to adapt to and optimize for
the particular queries being asked by all analysts. In this section, we formalize these
criteria through three separate desiderata: the Sharing Incentive, Non-Interference,

and Adaptivity. We introduce each of the desiderata as well as current common prac-
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tice through a rolling example which demonstrates the importance of these desiderata

even in a simple case.

Example 5.6.1. Alice Bob and Carol are analysts working on a private dataset
of US COVID-19 deaths by age provided by the Center for Disease Control [7]. The
populations are split into 11 buckets by age. The data curator decides to use a privacy
budget of € = 1. Fach of the analysts are entitled to an equal share of the privacy
budget (that is, each has weight 1/3). Alice and Bob both want to ask the histogram
of the counts by age (we call this the identity workload on age). Carol wants to ask

for the total of all counts in the database.

The first desideratum, the Sharing Incentive requires that each analyst, in
expectation receives at most as much error as if they had computed their query
answers independently using the same mechanism and their fraction of the privacy
budget. This captures the idea that each analyst should always benefit from joining

the collective.

Definition 5.6.2 (Sharing incentive). A mechanism M satisfies the Sharing Incen-

tive if for every analyst i the following holds.
EI'I'i(M, W7 6) = Erri(M7 {Wz}a Sie)

Example 5.6.3. The data curator decides to split each analyst off and give them
each €/3 of the privacy budget in order to answer their queries independently using
HDMM. In this case Alice and Bob both receive a total expected error of £198 people
while Carol receives an expected error of +18 people.

Suppose the data curator decides to pool the queries and jointly answer them using
HDMM. Alice and Bob receive 22 as expected their error which is less than their

error using the independent mechanism. Carol received £22 as her expected error
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which is more error than in the independent case where her expected error was +18

thus violating the Sharing Incentive.

In this case, Carol would prefer her workload to be answered independently while
Alice and Bob would join together. If the mechanism was to satisfy the Sharing
Incentive Carol would be guaranteed no worse error by joining Alice and Bob and as
such should always make that choice.

The second desiderata is Non-Interference, which states that adding an ad-
ditional analyst to the collective group, with their associated share of the privacy
budget, should not increase the error experienced by any of the analysts already in
the collective. This desiderata ensures that no analyst in the collective can ask (in-
tentionally or unintentionally) a malicious set of queries which would increase the
error of any of the other analysts more than if they had never joined the collective.
Likewise, Non-interference ensures that adding more analysts to the collective (and

with them more privacy budget) can only improve the accuracy of all agents.

Definition 5.6.4 (Non-interference). A mechanism M satisfies Non-Interference if

for all analysts i # j, for all workloads W;, W;

Err;( M, W, €) < Err;,( M, W\ W, (1 = s;)e)

Example 5.6.5. Alice and Bob have decided to join the collective and answer their
queries together since they have the same queries. They run the joint mechanism on
their queries using §€ of the budget. Here they both receive £22 people as expected
error. Carol then joins the collective. They then rerun the same mechanism using
the entire budget. In this case, Alice and Bob receive an expected error of 24 people,
which is more than their original £22 people expected error, therefore, violating Non-

Interference.
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In this case, Carol joining the collective makes both Alice and Bob worse off. If
the mechanism were to satisfy Non-Interference, Alice and Bob would be guaranteed
that no matter what workload Carol asks they can be to be no worse off for allowing
Carol into the collective.

Our third desideratum is Adaptivity, which states that a mechanism should
be able to adapt to the inputs given. We say that a mechanism is adaptive if it
changes its query answering strategy based on all the inputs given. This ensures that
a mechanism can adapt to the specific queries being asked by analysts in order to

avoid high error for particular sets of queries.

Example 5.6.6. The data curator chooses to use a non-adaptive mechanism that
always releases data by answering the Identity workload. Alice and Bob are happy
since this is their exact workload. Carol is punished since her query workload cannot
be efficiently reconstructed using the identity workload and receives an expected error

of £24 people, which is worse than her independent expected error of +18 people.

An adaptive mechanism would be able to adapt its query answering strategy in
order to account for Carol’s queries, therefore, reducing her error. The concept of
Adaptivity highlights the flaws of various trivial mechanisms which satisfy the Sharing
Incentive and Non-Interference by intentionally ignoring the inputs or interactions

between analysts’ inputs.

5.6.1 Tradeoffs Between Desiderata and Accuracy.

Both the Sharing Incentive and Non-interference add additional constraints to mech-
anisms in the multi-analyst setting. As such we expect that mechanisms that satisfy
these desiderata will suffer some accuracy loss. In contrast, adaptivity is not in con-
flict with accuracy. Rather adaptivity is a requirement that a mechanism should
optimize its query strategy to be more efficient for a given workload. Overall we
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expect a mechanism that is adaptive to perform better over a wide range of queries

as opposed to its non-adaptive counterpart.

5.7 Problem Statement

Our goal is to design multi-agent differentially private mechanisms that answer the
workloads submitted by the analysts with low error while satisfying the three desider-

ata — sharing incentive, non-interference, and workload adaptivity. More formally:

Problem 1. Given any k workloads W1, ..., W) of queries on a database D with
weights 8q,...,8;, € (0,1) s.t. sy + ...+ s, = 1, design an adaptive mechanism M

such that:
o M satisfies e-differential privacy, and

o M satisfies sharing incentive (Definition 6.3.1), non-interference (Definition 6.3.3)

5.8 Design Paradigms

Here we introduce 4 design paradigms that we use to guide our design of multi
analyst differentially private mechanisms. We call the first two classes Independent
and Workload Agnostic. These classes use existing mechanisms without explicitly
considering the group structure of the problem. We consider them as baselines for
comparison; it is easy to see in theory and we show empirically that these mechanisms
lead to poor performance with respect to total error. We call the other two classes
of mechanisms Collect First and Select First. These mechanisms adapt the Select
Measure Reconstruct Paradigm by aggregating all analysts’ queries either before or
after the selection step respectively. Each of the paradigms are depicted in figures in

the following section.
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5.8.1 Independent Mechanisms

Independent Mechanisms give each analyst their a share of the overall privacy budget
proportional to their weights s;,+++s;, and answers each analyst’s queries indepen-
dently of one another using some workload answering mechanism. Mechanisms of
this class by definition satisfy both the Sharing Incentive and Non-Interference since
analysts always have the same expected error regardless of how many analysts are in

the collective or what their queries are.

& g §

Ask queries  Answered with budget s.€ Reconstruct Query Answers

Figure 5.2: Independent Mechanisms

Lemma 5.8.1. Any Independent Mechanism satisfies both the Sharing Incentive and

Non-Interference

We consider independent mechanisms to be one of the two natural starting points
in designing multi analyst differentially private mechanisms as it naturally guaran-
tees each analyst their fair share of the privacy budget and enforces non-interference
by disallowing any interaction between analysts. These mechanisms are not efficient

as they typically answer each individual query with less privacy budget than other
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mechanisms and may answer the same or similar queries multiple times. In Sec-
tion 5.10 we will show a mechanism that satisfies all the desiderata and can achieve

up to vk times better error it’s independent counterpart.

5.8.2 Workload Agnostic Mechanisms

Workload Agnostic Mechanisms always answer the same set of queries with the entire
budget regardless of the analysts’ workloads. Mechanisms of this class also trivially
satisfy both the Sharing Incentive and Non-Interference. Since the same workload is
always answered regardless of the preferences of the analysts. Joining the collective
only increases the overall privacy budget leading to an overall decrease in error,
satisfying the sharing incentive. Likewise, whenever a new analyst joins the collective
the workload remains the same and the privacy budget increases causing an overall

decrease in error for all analysts, therefore satisfying non-interference.

NV4
HH |1

Answer preset workload with budget & Reconstruct Query Answers

Figure 5.3: Workload Agnostic Mechanisms
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Lemma 5.8.2. Any Workload Agnostic mechanism satisfies both the Sharing Incen-

tive and Non-Interference

We consider workload agnostic mechanisms to be the second natural starting
point in designing a multi-analyst differentially private mechanism as mechanisms of
these class naturally use the entire privacy budget in answering a single workload of
queries, allowing analysts to reconstruct their queries from there. The issue is that
workload agnostic mechanisms are not adaptive and this causes them to be inefficient
with respect to total error, even for a single analyst. For example, if a noisy count
was released for people of ages {0,1,2...99} but an analyst asks for the total count
of all people then the answer to the total query, reconstructed by adding together
all of the noisy counts has at least 10 times larger error than if the total query was

answered directly using all of the privacy budget.

5.8.3 Collect First Mechanisms

Collect First Mechanisms collect all analysts’ queries together before the selection
step. These mechanisms combine all of the workloads of each analyst into some
weighted query set then run the selection step to select a single strategy workload
for all the analysts’ workloads.

We consider collect first mechanisms to be a natural improvement on workload
agnostic mechanisms. These mechanisms still answer a single workload for all analysts
using the entire privacy budget however it allows the workload to be chosen adaptively

with respect to each analysts’ preferences increasing overall utility.

5.8.4 Select First Mechanisms

Select first mechanisms collect all the analysts’ queries after the selection step in a

Select Measure Reconstruct mechanism. Mechanisms of this class allow an individual
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Figure 5.4: Collect First Mechanisms

strategy for each analyst’s queries. After a strategy is selected for each analyst’s
queries they are all aggregated into a joint strategy workload which is answered

directly.

A:>A1 o

.‘n:>A2 ?>A’—>E§ ——_ ]

-
- /
~ > /// i N —
P // ~A
3

L

Selection Step Collection Step Answered with budget € Reconstruct Query Answers

Figure 5.5: Select First Mechanisms

We consider Select First Mechanisms to be the natural improvement of Indepen-
dent mechanisms as they still allow analysts to select their own independent strategy
workloads but collect the strategy workloads together in order to avoid answering the

same queries multiple times.
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5.9 Adapting Existing Mechanisms

Table 5.1: Desiderata satisfied by algorithms

Mechanism Desiderata Sharing Non— Adaptivity
Incentive interference

Independent v v 4

Identity v v X

Utilitarian X X v

Weighted Utilitarian > X v

0-Waterfilling v v v

We introduce and analyze four mechanisms for multi-analyst query answering.
Each of these mechanisms directly invokes one of the design paradigms listed in
Section 5.8. Of these mechanisms, the Independent Mechanism and Identity Mecha-
nism are both direct applications of existing mechanisms to the multi-analyst setting.
The Utilitarian Mechanism and Weighted Utilitarian Mechanism are adaptations of
HDMM[92] to the multi-analyst setting. The desiderata satisfied by algorithms are
shown in Table 6.1

All of the properties and proofs given hold for linear queries which are answered di-
rectly by the mechanisms. These properties do not inherently hold for any non-linear
queries reconstructed from linear query answers. In Section 5.15.3 we empirically
study our mechanisms on non-linear queries such as median and percentiles.
Independent HDMM invokes the Independent Mechanism paradigm and simply
runs HDMM|[92] for each analyst using their share of the privacy budget. We use
this mechanism as a baseline to compare other mechanisms to in Section 5.11. As an
example of an Independent Mechanism, it satisfies all three of the desiderata.
Identity Mechanism, as shown in algorithm 1 answers the identity strategy re-
gardless of the preferences of the individual analysts. As an example of a workload

agnostic mechanism it satisfies the Sharing Incentive and Non-Interference but is
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non-adaptive.

The Utilitarian Mechanism is an example of a collect first mechanism. The
Utilitarian Mechanism first aggregates each analysts’ queries by creating a multi-
set of queries that contains all the analysts’ queries with multiplicity equal to the
number of analysts asking the query. We then run a selection step on this joint query
set. In general, we would expect this mechanism to achieve the minimum expected
total error across all analysts, but the mechanism can easily violate both the Sharing

Incentive and Non-Interference.

Algorithm 1: Independent Mechanism
input : Set of & workloads W « {W,,W,,..., W, },
Set of k budget weights S « {sy,89,...,5; },
Data vector x,
privacy budget e,
Selection Mechanism M
Selection Step
A = {M(W;) | W; € W}
Measure step
2 Y « {Ax + Lap(i | A;ll,) | A; € A, s; € S}
Reconstruct stepl
s X = {Ajy; | A, € A y; € y}
> A" is the Moore Penrose inverse of A and A" A = I.
ans « {W;(z;,) | W; e W, z, € X}

5 return ans

[y

'y

Algorithm 2: Identity Mechanism
input : W, S x, e, M > defined in Algorithm 1
Selection Step
1 A « Identity(n)
Measure step
2 Yy Ax + Lap(%)
Reconstruct step
3z« Ay
4 ans « {W;(x) | W, € W}

5 return ans
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Theorem 5.9.1. The Utilitarian Mechanism does not satisfy the sharing incentive

Proof. Take the general case from Example 5.6.3 where we have k analysts. k — 1 of
those analysts ask the Identity workload (a histogram of all counts). The last analyst
asks the Total workload (a sum of all counts). Each analyst receives an equal share

i of the privacy budget. In the independent case each analyst asking the Identity

2
workload would receive identity as a strategy and would experience (%) n error.

The one analyst asking total would receive the Total workload as their strategy and

2
experience (%) error. If all the analysts join the collective an optimal utilitarian
mechanism would chose the Identity workload as the workload that optimizes on total

error. In this case (now using the entire privacy budget) each analyst would receive
2
(%) n error. In this case all the analysts asking the identity workload would benefit

while the analyst asking the Total workload will get increasingly worse error as n (the

size of the database) increases and will violate sharing incentive when k< n. ]

Theorem 5.9.2. The Utilitarian Mechanism does not satisfy non-interference

Proof. Consider the case where there are k analysts each with an equal i share of
the privacy budget. k — 1 of these analysts ask the Total workload and the last
analyst asks the identity workload. If the k — 1 analysts asking the Total workload

are in the collective the strategy used would directly answer the Total workload and

2
receive ( ) expected error. If the last analyst were to join an optimal utilitarian

k
(k=1)e

mechanism would answer the queries using the identity strategy which optimizes on

2
overall error. This would result in the £ — 1 analysts each receiving (%) n expected

2
error which violates non interference when (ﬁ) <n O

The Weighted Utilitarian Mechanism is a variant of the Utilitarian Mechanism
that attempts to directly optimize for the Sharing Incentive. This is achieved by
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Algorithm 3: Weighted Utilitarian Mechanism
input : W, S5, x, e, M, > defined in Algorithm 1
Set of k workload weights  « {w,ws,...,wy}
Collection Step
1 W L w W, > [+ is multi-set union
Selection Step
2 A= MW
Measure step
sy Az + Lap(L || A]l,)
Reconstruct step
1z A"y
5 ans « {W;(z) | W, € W}

6 return ans

weighting the queries prior to the collection step. This requires an additional set
of k parameters which we call workload weights Q = {w;,ws,...,ws}, where w; is
the weight for workload W,. After weighting each of the queries, the Utilitarian
Mechanism is run on the weighted query sets. The Utilitarian Mechanism is a special
case of Weighted Utilitarian Mechanism where wy = wy = -+ = wy, = 1.

In an attempt to satisfy the Sharing Incentive we set the weights as the inverse

of the expected error of the mechanism in the independent case.
W; = Erri(M,Wi,siE)_l (5.3)

These weights incentivize an optimizer to satisfy the sharing incentive as an analyst’s
utility is above 1 only if they have less error than required to satisfy the sharing
incentive. We see in Section 5.11 that these weights allow for the utilitarian mecha-
nism to satisfy the sharing incentive in practical settings and we have not been able
to create settings where the sharing incentive is violated. It is unclear if it satisfies

the Sharing Incentive in all settings.

Conjecture 5.9.3. The weighted utilitarian mechanism satisfies the sharing incen-
tive
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Carol Collection Step Measure and Reconstruct Carol

Figure 5.6: Simplified Waterfilling Mechanism

In Section 5.15.1 we are able to show empirically that the weighted utilitarian

mechanism does violate non interference.

Theorem 5.9.4. The weighted utilitarian mechanism does not satisfy non-interference

5.10 The Waterfilling Mechanism

The Waterfilling Mechanism is an example of a select first mechanism that satisfies
all three of the desiderata. We first start with a simplified example of the Waterfilling

Mechanism seen in Figure 5.6 and then discuss the full Waterfilling Mechanism.

In this example there are three analysts Alice, Bob, and Carol each given the same
share of the budget, % Alice asks only the blue query and assigns all of her share to
that query. Bob asks the red, blue, and green queries and assigns each query equal
amounts of his share of the privacy budget. Carol asks the blue and green queries
and like Bob assigns his share of the budget equally across all her queries. The
Waterfilling mechanism then buckets similar queries (in this example by bucketing
red blue and green queries) and their associated shares of privacy budget together.
Once all the queries are assigned to buckets the mechanism answers a single query for
each bucket using the entire privacy budget in each bucket. The mechanism then uses
those answered queries to reconstruct the analysts original queries. In Figure 5.6, we

can see that since the red query was only asked by one analyst it receives the same
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amount of privacy budget as if were asked independently. Meanwhile since each
analyst asked the blue query it is answered once using the pooled contribution of
privacy budget from each analyst, resulting in a more accurate estimate than if each
analyst had independently answered the blue query, even if they subsequently shared

their results with one another.

The example shown in Figure 5.6 is a simplified version of the Waterfilling Mecha-
nism. The Waterfilling Mechanism as defined in Algorithm 4 has three key differences.
The first key difference is the selection step. In the simplified Waterfilling Mecha-
nism analyst’s queries are bucketed directly. However, in practice, a selection step is
done first. This selection step takes in the analyst’s workload and outputs a strategy
workload that may be more efficient to answer directly. The second key difference is
sensitivity scaling. The simplified example assumes that the sensitivity of each query
is 1 and that all three queries overlap somewhat causing Alice’s sensitivity to be 1
Bob’s sensitivity to be 3 and Carols sensitivity to be 2. In order to avoid sensitivity
scaling issues, the Waterfilling Mechanism scales each analyst’s strategy workload to
have a sensitivity of 1 prior to the bucketing step. The third key difference is in the
bucketing step. In the simplified example we only bucketed identical queries. Since
the selection step introduces some numerical instability we allow for queries that are
approximately equal to be added to the same bucket. We introduce an additional
parameter 7 which determines how much two queries are allowed to deviate to be as-
signed to the same bucket. In Algorithm 4 we allow two queries with cosine similarity
greater than 1 — 7 to be assigned to the same bucket. Once the buckets are filled the

query answered is the unit vector representing the average query in the bucket.

All of the proofs below assume that 7 = 0 and may not hold for higher values of
7. We set 7 to be 10~ in experiments and we empirically evaluate the performance

of the Waterfilling mechanism as 7 changes in Section 5.15.4.
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Algorithm 4: 7 - Waterfilling Mechanism

input : W, S5, x, e, M, > defined in Algorithm 1
tolerance parameter 7

Selection Step

A = {M(W;) | W; € W}

Collection step

buckets B « {}

for A; € Ado

for v € Rows(s;A4,/||All,) do

if exists B € B s.t. sim(v,) ,.zu) =1 -7 then
> sim is the cosine similarity

[y

ook WN

B « BuU {v}
else
new B « {v}
B « Bu{B}
A« Mat({) ,zul| BeB})
> Mat converts a set of vectors into a matrix, each row of A is the sum of
vectors in a bucket
Measure step
1y — Az + Lap(L [|All,)
Reconstruct step
12z A"y
13 ans « {W;(z) | W; € W}

14 return ans

© 0w N o

1

(=)

w

Here we prove a stronger property than either the Sharing Incentive or Non-
Interference. We show that adding an additional analyst to an arbitrary collective
increase the error experienced by any analyst, A property we call Analyst Monotonic-

ity.

Theorem 5.10.1. Let W be the set of all workloads of the analysts in an arbitrary col-
lective. For all analysts i # j, for all workloads W; € W, W, ¢ W the 0-Waterfilling

mechanism satisfies both of the following

Erri<M,WUWj,|:sj+ Z sl:|e>sErri<M,W,|: Z Sl:|€) (5.4)

LW, ew LW ew
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EI‘I‘j (M, W U W], |:8] + Z Sl:| 6) < EI'I'j (M, W], SjE) (55)

LW, eWw

We first show that regardless of the number of analysts in the collective the scale
of the noise added to the queries remains the same. We then show that the error
introduced by reconstructing the original query answers (Frobenius norm term of
Equation (5.1)) can only decrease as more analysts are added the collective therefore

resulting in error that either decreases or remains the same for each analyst.

Lemma 5.10.2. Consider adding an analyst to the collective with strategy matriz
A, and weight s;. If the L1 norm of every column of A; is 1, the sensitivity of the

resultant strateqy queries will increase by s;, formally
I
1Al = [ Allx + 55,

where A and A" are the resultant strateqy matriz before and after adding this analyst

respectively.

Proof. For any matrix M, We define cnorm(M ) as a vector where the ith entry is
the L1 norm of the i¢th column of M, formally

cnorm(M) = Z |v],

veM

where v’s are the row vectors of M and |v]| is the vector that takes entry-wise

absolute value of v.

In Alg. 4, each row of A corresponds to a bucket B € B. Thus, particularly for
A,

(5.6)

cnorm(A) = Z lv| = Z

vEA BeB

Y u|

ueB

Consider adding a query v' to buckets B and let the new buckets be B'. Let €' =
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v'/||v'|]. If € - e < 1 for all buckets B € B, v' will be put in a new bucket B' and
thus | Y . pul = |v']. Also, B = Bu {B'}.
Otherwise, there exists a bucket B* € B and €' - eg- = 1. In this case, v' will be

put in the bucket B* and B' = B with updated B*. Since e and eg- are both unit

vector, €+ epr = 1 means v'/||v']| =€ = e =Y g /|| Y yep wll. Thus,

I I
Zu:Zu+v:Zu+|v|.
weB* u€eB* u€eB*
In both cases, we have
I
Z Zu=z Zu+|v|. (5.7)
BeB' lueB BeB lueB

In this process, we add s;A; to B resulting in B'. From Equation (5.6) and Equa-

tion (5.7) we get,

cnorm(A')

)

BeB'

Z’u,

ueB

-7

BeB

Z’u,

ueB

£ Y ol

VES; A;

cnorm(A) + cnorm(s; A;).

Given the L1 norm of every column of A; € A is 1, we have cnorm(s;A;) = s;1,
where 1 is an all-one vector. Since the L1 norm of a matrix is the maximum of all

L1 column norms, we have
I|A'||l; = max(cnorm(A')) = max(cnorm(A) + ;1)

= max(cnorm(A)) + s; = ||A||; + s;
[

Since we can consider the strategy matrix with no analysts as the zero matrix,
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and adding an additional analyst adds their weight to the sensitivity, the L1 norm

for the strategy matrix for k analysts is

k

lAll, = S s,

=1

Since the ith analyst is entitled to s;e of the budget and the sensitivity of the
strategy query set is equal to the sum of each analysts’ weights, the scale of the noise
term in Equation (5.1) is the same regardless of the number of analysts. Let z < k
be any arbitrary number of analysts. The scale of the noise term in Equation (5.1)

is as follows.

214l _2(Xis) _ 2 (5.8)

(T

Since the amount of noise being added to each query in the final strategy is the

same, the amount of error experienced by each analyst is only dependent on the
Frobenius norm term of Equation (5.1).

We first note that adding a new analyst to the collective results in a change to
the overall strategy matrix that can either be expressed by multiplying it by some
diagonal matrix with all entries greater than 1 (adding weight to a bucket) or by
adding additional rows (creating new buckets). We show below that either of these
operations results in a Frobenius norm term that is no greater than the term with

the original strategy matrix.
Lemma 5.10.3. For any workload matriz W and any strateqy A
[W(DA) || = WA,

where D is a diagonal matriz with all diagonal entries greater than or equal to 1 and

A is a full rank matriz.
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Proof. We first note that since D is a diagonal matrix with all entries greater than
or equal to 1 then D lisa diagonal matrix with all values less than or equal to 1.
Since this matrix cannot increase the value of any entry of any matrix multiplied by
it the following holds.

|wa*'D™|, < |lwa*||,

We then note that W A* D ™" is a solution to the linear system of equations B (DA) =
W. Since W A" D" is a solution to the linear system of equations then it is the least

squares solution to the set of linear equations [20] and as such the following holds.
IW(DA) |, < [WwA™D?||, < [Wa|,
O
Lemma 5.10.4. Let A be the original strategy matriz A with additional queries

(rows) added to it. We can write this as a block matriz as A = [éi| Where C' are

the additional queries. For any workload W and any strategy A
WAl < [[WA™||,

Proof. Let A be the original matrix A padded with additional rows of zeros in order

A}. We note that

to be the same size as A written in block matrix form as A = [O

by the formula for block matrix pseudo-inverse, the pseudo-inverse of A is as follows.
A" = [A+ 0] We then note that W A™ is a solution to the linear system of equations

as follows.



Therefore since W A" is a solution to the linear system of equations and since
W A" is the least squares solution to the linear set of equations [20] we get the

following.

WA, < ||WA+

P = WA,

]

Proof of Theorem 5.10.1. Let A be the strategy matrix produced by the Waterfilling
Mechanism without analyst j. Let A be A with additional rows appended to it and

let D be a diagonal matrix with all entries 1 or greater.

EI'I'Z‘ (M,WUW]‘,|:8]‘ + Z Sl:|€)

LW, eW

= ;2 ||VVz(DA+)||2F (from Equation (5.8))

IA

6% ||W/;A+||; (from Lemma 5.10.3)

IA

632 ||VVZA+||2F (from Lemma 5.10.4)

= FErr; (M,W,|: Z sl:|e)
LW, ew

If we instead assume A is the strategy matrix produced by the Waterfilling Mech-

anism with only analyst j then the same process satisfies Equation (5.5). O

Since adding an additional analyst to the collective can only decrease the amount
of expected error experienced by any analyst, we have the following as corollaries for

Theorem 5.10.1.
Corollary 5.10.5. Waterfilling Mechanism satisfies sharing incentive

Corollary 5.10.6. Waterfilling Mechanism satisfies non-interference
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Unlike Independent Mechanisms, Waterfilling Mechanisms satisfy all the desider-

ata while being efficient with respect to error.

Theorem 5.10.7. The Waterfilling Mechanism can achieve as much as k times better
error than the Independent Mechanism and always achieves no more error than the

Independent Mechanism.

Proof. Consider the pathological example of k£ analysts each of whom ask the same
single linear counting query to be answered with the Laplace Mechanism. In this case
the overall expected error using the Waterfilling mechanism is that of answering the
single query once using the entire privacy budget using the Laplace mechanism. This
results in an expected error of e% If each analyst were to independently answer their

queries using i of the budget each and then post process the k results by taking the

sample median it would result in a mean squared error of i—f By Corollary 5.10.5 the
Waterfilling Mechanism always achieves at most as much error as the Independent

Mechanism satisfying the second statement. O]

5.11 Experiments

We designed experiments to both test if the mechanisms proposed satisfy the desider-
ata as well as how they perform in practice. We show 4 different experiments using

different inputs and data sets.

e Practical Settings: We show that the Waterfilling Mechanism maintains high
efficiency while still satisfying all three desiderata. We also show that mecha-
nisms that optimize for overall error such as the Utilitarian mechanism fail to

satisfy both the Sharing Incentive and Non-interference.

e Marginals: Here we show that non-adaptive mechanisms such as the Identity

mechanism may incur high error on particular classes of of queries such as
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Table 5.2: Common workloads used for domain size n

Workload | Description Matrix

Identity Histogram on all n categories n X n identity matrix I,

Total The sum of all n categories 1 X n all-ones row matrix T,

Singleton One single category 1 X n row matrix S,,; with 1
in the ¢th entry and 0 in other
entries

Prefix Sum | The prefix sum of all n categories | n X n lower triangular matrix

of ones P,

H2 workload

R R . 2
Hierarchical matrix H

(2n — 1) X n matrix: verti-
cal stack of I, ® T} for t =
1,2,4,...,n

marginal queries, while adaptive mechanism can perform well on wide ranges

of queries.

e Data-dependent Non-linear Queries: We show that the Waterfilling Mech-

anism retains it’s properties when used to reconstruct non-linear queries from

a set of linear strategy queries.

e Tolerance for Water-filling: We evaluate the efficacy and properties of the

mechanism using various levels of 7 and show that 7 = 107 performs well and

does not result in any violations of the sharing incentive.

5.12 Experimental Setup

For the following experiments we use HDMM [92] as the selection step, but any

selection step

can be used in practice.

In addition, we can consider the Identity

Mechanism a variant of matrix mechanism with a fixed identity strategy matrix I,

MM(I).

For all experiments we used € = 1 for our total privacy budget. In addition, The

Waterfilling mechanism has a tolerance parameter 7. We experimented with several
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values of 7. Results shown in Section 5.15.4 and found 7 = 0.001 is a value that
achieves good overall accuracy. As such we set it to be 0.001 in all our experiments.

For the figures, each workload is given an abbreviations as follows: Ind (In-
dependent HDMM), Iden (Identity mechanism), Util (Utilitarian HDMM), WUtil
(Weighted Utilitarian HDMM), and Water (HDMM Waterfilling mechanism). For
each experiment we run the optimization 10 times and pick the strategy with the

minimum loss.

5.13 Empirical Measures

We design several empirical measures based on our desiderata to provide an overall
understanding of the mechanisms. All measures are with respect to a single mecha-

nism and a single set of workloads.

Total Error is the sum of expected errors of all analysts. This is a common measure

found in the literature to show the efficiency of the algorithm.

Maximum Ratio Error of a mechanism M for a given analyst is the expected error
of M divided by the expected error of the independent version. For non-independent
adaptive algorithms, it is a measure of the Sharing Incentive as it measures to what
extent one analyst gets better or worse off compared to asking the query on their
own. We present the maximum of the ratio errors among all analysts. The maximum

ratio error amongst all analysts is

( Err;(M, W, ) )
miax Erri(M7VI/i7Sie) ‘

If the value is larger than 1, the mechanism violates the Sharing Incentive as the

error in the joint case is greater than the error experienced in the independent case.

Empirical Interference is a quantifiable measure to show the extent to which
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a mechanism violates Non-Interference or the distance from violating it. For each
analyst i, we define the interference with respect to another analysts j as the ratio
of the expected error for analyst j when all analysts are included to the case when
excluding analyst 7. If this ratio is larger than 1, analyst j can be worse off when
analyst ¢ joins the workload set. We define the interference of analyst ¢ on analyst j

to be
Err;(M, W, €)

I;(j) = Erl"j(Ma Wi (1= s;)e)’

This represents the relative change in error experienced by analyst j when analyst ¢
joins the collective. We then define the interference of mechanism M on the set W

as the maximum of interference among all analysts, as

LuW) = max Li(j).

1<i,j<k,i#j

Intuitively, it represents the maximum ratio increase of the expected error of any
analyst when another analyst joins the workload set. If I((W) < 1, mechanism M
satisfies Non-Interference on W. Since M is usually a non-deterministic mechanism,
rerunning the mechanism with W, may give different strategy matrices to other
analysts. Thus, we fix strategy matrices for Select First Mechanisms to ensure a
more reasonable comparison. Since the strategies used by Collect First Mechanisms

are dependent on each analysts’ input it is not possible to fix the strategy matrix.

5.14 Workloads and Datasets

Here we describe the methods used to generate workloads for each analyst as well
as the data-sets used. When considering only linear queries all of our mechanisms
are data independent and as such do not require a dataset in order to be evaluated.

We only use a dataset when we extend our evaluation to non linear queries and data
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dependent queries.

5.14.1 Practical settings

We generate practical settings using a series of random steps using the census example

workloads provided in [92]. We tested on the race workloads with domain size n = 64.

1. We first fix the domain size n. We then generate the number of analysts by
picking an integer k& uniformly random from [2, k.. ]. We let the number of

analysts be k. Each analyst is given equal weight.

2. Each analyst then picks a workload uniformly random from the set of 8 work-
loads, including 3 race workloads, Identity, Total, Prefix Sum, H2 workload,

and custom workload.

3. If they get a custom workload, we chose their matrix size by picking an integer

uniformly random from [1,2n].

4. For each query in the matrix we chose a class of query uniformly sampled from
the set including range queries (0-1 vector with contiguous entries), singleton
queries, sum queries (random 0-1 vector) and random queries (random vector).

The query is thus a random query within its class.
5. The custom workload is thus a vertical stack of the queries.

6. We repeat this procedure ¢ times to get ¢ randomly chosen sets of workloads.

We call them ¢ instances.

5.14.2 Marginals

We also experiment on another common type of workloads, marginals. For a dataset

with d attributes with domain size n,; for the i¢th attribute, we can define an m-way
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marginal as the follows. Let S be a size m subset of {1,2,...,d}, we can express the
workload as the Kronecker product A; ® A, ® ... ® Ay, where A; =1, ifi € S
and A; = T, otherwise. Here I, is the identity workload matrix and T}, is the
total workload matrix. Specifically, a O-way marginal is the Total workload and a

d-way marginal is the Identity workload. Also, since there are (i) size-m subset

of {1,2,...,d}, there are (i) different m-way marginals. In our experiments for
simplicity, we use d attributes all with domain size 2. We repeat the process for
generating analyst workloads from the practical settings in this case each individual
analyst chooses a workload uniformly at random from the set of set of (i) m-way

marginals.

5.14.3 Data-dependent Non-linear Queries

In previous experiments, all workloads are linear and the expected error can thus be
calculated without data. Our mechanisms can also be used for non-linear queries.
We experiment on some common non-linear queries including mean, medium, and
percentiles based on a histogram.

Error in this case is data-dependent and needs to be empirically calculated using
real datasets. We use the Census Population Projections [6]. The dataset is Popu-
lation Changes by Race. We choose year 2020 and Projected Migration for Two or
more races. The domain size of data is n = 86, representing ages from 0 to 85.

As in the previous 2 experiments, we use the procedure from practical settings
in order to generate each analyst’s workloads except the set of workloads to select
from only contains 4 queries, mean, median, 25-percentile, and 75-percentile. Mean
is reconstructed from the workload containing the Total query T,, and the weighted
sum query, a vector representing the attribute values (0 to 85 in our case). Median

and percentiles are reconstructed from the Prefix Sum workload P,.
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Figure 5.7: Empirical Measures for practical settings

5.14.4 Tolerance for Water-filling

To examine the effect of tolerance in practice, we experimented on different values
of tolerance 7 for the HDMM Water-Filling mechanism. Figure 5.10 shows the case
when 7 € [0.1,0]. We experimented with greater value of 7 those values resulted in
greater error and have been omitted from the figures. The workloads used are 1-way

marginals as defined in Section 5.14.2.

5.15 Results
5.15.1 Practical settings

Figure 5.7a gives an overall view of the efficiency of different mechanisms. As ex-
pected, Utilitarian HDMM, a mechanism optimized for overall error, performs the
best. Meanwhile Independent HDMM, a mechanism that does not utilize the group
structure of the problem at all performs the worst. We note that the Weighted Util-
itarian Mechanism in exchange for satisfying the sharing incentive performs slightly
worse than the Utilitarian but performs better than the Waterfilling Mechanism
which satisfies all three desiderata. The waterfilling mechanism performs as well
as the Identity Mechanism while still satisfying adaptivity. This shows as stated in

Section 5.6.1 that while there is a small cost in order to satisfy the sharing incentive
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and non-interference that satisfying adaptivity comes at no accuracy cost.

We present the results for k.. = 20 as a representative in Figure 5.7. The
figure is a box plot of ¢ = 100 instances is generated randomly using the procedure in
Section 5.14.1. The green line represents the median and the green triangle represents

the mean. The box represents the interquartile range.

Figure 5.7b shows how other mechanisms compared with Independent HDMM in
terms of maximum ratio error. Utilitarian HDMM violates the Sharing Incentive in a
small number of instances as there are some outliers with maximum ratio error larger
than 1. Weighted Utilitarian and The Waterfilling mechanism satisfied the Sharing
Incentive. Although Identity also has some outliers larger than 1, since independent
HDMM is not the independent form of this mechanism it does not violate the Sharing
Incentive.

Figure 5.7c¢ gives an empirical indication on whether a mechanism satisfies Non-
Interference. It can be seen that both Utilitarian and Weighted Utilitarian HDMM
violate Non-Interference in some cases. Weighted Utilitarian has fewer instances that
violate Non-Interference than Utilitarian. The Weighted Utilitarian mechanism also
violates Non-Interference to a smaller extent than the Utilitarian Mechanism. The

other three mechanisms do not violate Non-Interference as we expect.

5.15.2 Marginal Workloads

In Figure 5.8 we show the results for 1-way marginal with d = 8, k.., = 20, and
n = 256. This figure also contains 100 instances. In particular, there are d 1-way
marginals each corresponds to an attribute. Figure 5.8a shows Identity mechanism
performs worse than the Waterfilling mechanism and both Utilitarian mechanisms.
The addition of the 1-way marginals drastically increases the error of identity com-

pared to that of the other mechanisms. This is an example where the Identity perform

o6



2.0 2.0
I::I EEI 1.5 1.6 o
103 .JL. 'JE‘ 1.0 HE 1.4 —r
|::| I::I L+ — 3
1.2
102 0.5
T T 1 &L
ind Iden Ut wutil Water %0 Tnd Tden Utl Wutil Water -8 Tnd Iden UGl WUGI Water

(a) Marginal Total Errors (b) Marginal Max Ratio Er- (c) Marginal Empirical Inter-
(log scale) rors ference

Figure 5.8: Empirical Measures for 1-way marginals

1.5

14 1.0
107 | 12 0.8 1.4
105 _L 12 Eﬂ o 1.3
8 1.2
10% 6 T = 04 11
10| - = ‘2‘ 0.2 Lol
nd  Tden u!m W:Jtil Water iden UtT _wutl Water 00 Ut wuti  water 09 UGl wUtl Water
(a) Total Errors (log (b) Total Errors (¢) Max Ratio Er- (d) Empirical In-
scale) (zoomed in) rors terference

Figure 5.9: Empirical measures for non-linear queries. Errors shown are empirical
expected errors calculated using real data.

poorly with regard to total error for a common type of workloads. This is also ob-
served for 1-way marginals with d = 6,7,9,10. Figure 5.8b and Figure 5.8c are
qualitatively similar to those in the practical settings. The Waterfilling Mechanism
continues to satisfy all the desiderata while maintaining lower error than the Indepen-
dent and Identity Mechanisms. Both Utilitarian mechanisms achieve lower overall

error but at the cost of violating non interference.

5.15.3 Data-dependent Non-linear Queries:

Figure 5.9a shows that the Independent mechanism performs much worse than all
other mechanisms in terms of total error. Figure 5.9b is the zoomed in version of
Figure 5.9a, removing Independent. Since the answer of a non-linear query is recon-
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structed using the result of a different linear workload, Utilitarian is not guaranteed
to have the lowest total errors. We can see that Weighted Utilitarian outperforms
Utilitarian here. The other two mechanisms have higher total errors, and the Water-

filling mechanism has a better median total error than Identity.

Figure 5.9¢ and Figure 5.9d shows the max ratio errors and empirical interference.
Since Independent and Identity mechanism satisfy the Sharing Incentive and Non-
Interference by definition, we omit them here. We can see that all 3 other mechanisms
satisfy the Sharing Incentive as they all have max ratio errors smaller than 1. Both
Utilitarian mechanisms violate Non-Interference as shown in Figure 5.9d. Waterfilling
mechanisms satisfies Non-Interference. The outliers are due to numerical errors since
we are using empirical expected errors instead of analytical ones.

These results show that the waterfilling mechanism also performs well for non-
linear queries and have similar properties as the instances with linear queries. The

results are qualitatively similar for k., = 10.
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Figure 5.10: Total and Maximum Ratio Errors for 1-way marginals using HDMM
Water-filling mechanism with different values of 7 (x-axis).
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5.15.4 Tolerance for Water-filling Mechanism:

Figure 5.10b shows that the total error is large at both ends, 7 = 0.1 and 7 = 0. The
total error is the smallest for 7 = 0.01 and is also small for 7 = 10 and 7 = 10~".
This shows that there is no simple relation between the value of tolerance and total
errors and we should not set 7 = 0 exactly in practice. Figure 5.10b shows the
violation of Sharing Incentive when 7 = 0.1 and 7 = 0.01. From this result, we see
that 7 = 0.01 is too large and 7 = 107° (our default setting) is reasonable. We do not

observe violations of Non-interference for all these values of tolerance.

5.16 Conclusions

We see in Figure 5.7a that the traditional method of independently answering using
fractional budgets results in an enormous increase in overall error when compared to
joint mechanisms. In our practical cases we see over an order of magnitude difference
between independent HDMM and HDMM waterfilling. We show in Figure 5.7b that
a naively implemented joint mechanism (utilitarian HDMM) can result in violation
of the Sharing Incentive resulting in some analysts gaining their extra utility at the
expense of other analysts who are worse off than in the independent case. Likewise,
Figure 5.7c shows that naively implemented joint mechanisms can allow analysts to
interfere with other analysts by asking vastly different query sets. In Figure 5.8a we
show that mechanisms that are non-adaptive may suffer great losses in utility based
on the queries being asked.

Of the mechanisms proposed the waterfilling mechanism provably satisfies all
three desiderata given while still retaining low overall error. When compared to
the Utilitarian mechanism, which directly optimizes on overall error, the Waterfill-
ing mechanism performs slightly worse while still satisfying non-interference and the
Sharing incentive.
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5.17 Related Work

There has already been significant work on answering sets of queries in a differentially
private manner, including theoretical lower bounds on error [22, 64] and many practi-
cal algorithms [144, 84, 92, 148, 31, 39, 66, 82, 99, 112, 14]. Each of these mechanisms
primarily attempts to optimize the total error (or utilitarian social welfare) instead
of distributing error in some manner. Likewise, these mechanisms are not intended
for any group answering setting but are instead designed for single analyst use.
Sharing computational resources such as memory and network has been consid-
ered in the context of resource allocation for data centers and networking [55, 108, 71,
103, 51, 80, 67]. For example, the influential work on dominant resource fairness [55]
studies the allocation of several heterogeneous computational resources among agents
(the owners of various jobs in a data center) and designs protocols that are simultane-
ously efficient and ensure good treatment of all agents through the Sharing Incentive
and strategy-proof guarantees. In a sense, our work considers the same questions
of how to design an effective shared system from the perspective of differential pri-
vacy and data release, recognizing that in the common case where there are multiple

analysts, privacy budget is indeed a shared resource.

5.18 Future Work

Here we discuss directions for future works. We Discuss three avenues for future work,
improving the waterfilling mechanism for the general case, including the waterfilling
mechanism as a component for larger differentially private systems, and the online

version of the problem.
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5.19 Improving The Waterfilling Mechanism

While the waterfilling mechanism meets our criteria while maintaining efficiency in
the general case there remain several pathological cases where the waterfilling mech-
anism fails. We consider two cases where a common workload such as the Identity
workload or All range workload, shown in Table 5.2, are split across multiple analysts.

We show for both examples.

As a select first mechanism the waterfilling mechanism creates a strategy inde-
pendently for each analyst and then collects them together. At no point does the
waterfilling mechanism consider the structure that arises when all the analysts queries

are joined together.

We consider the first example which often arises when looking at large datasets

of many sub-populations such as the census [69, 91].

Example 5.19.1. Consider a dataset such as the US Census [6] which contains
the population counts of many specific populations and sub-populations. There are
n sub-populations in the dataset each containing their own count. Likewise, there
are n analysts, and each of these analysts asks queries about only one of these sub-
populations. Individually each analyst only queries an individual sub-population but

when all the analysts’ queries are joined together the resulting workload is the Identity

Workload

In this example since each query is disjoint from the others the optimal strategy
workload is the Identity workload. This workload takes full advantage of Theo-
rem 2.0.4 by answering each query individually therefore allowing each query to use
the entire privacy budget. The waterfilling mechanism however creates a strategy
matrix for each analyst and collects them together. This leads to a severe increase

in error as the number of analysts (and by extension the number of sub-populations
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Figure 5.11: Additive and multiplicative error in the case where the Identity work-
load is split among n analysts

increases).

We conducted experiments to evaluate the performance of the waterfilling mecha-
nism in this setting. We split the Identity workload amongst n analysts each getting
exactly one query . We fixed the privacy budget to € = 1 and gave each analyst an
equal weight of i We set 7 = 0.001 as with previous experiments. We tested each
value of n from 1 to 256 evaluating the performance of the waterfilling mechanism
at each step. We used two different measures of error, additive increase in error and
multiplicative increase in error. Additive increase in error measures the difference
between the sum of errors experienced by all analysts with the waterfilling mech-
anism and the sum of errors experienced by all analysts by answering the identity
workload directly. Likewise, the Multiplicative increase in error measures the ratio of
total error experienced in the waterfilling mechanism over the total error experienced
by answering the workload directly. Figure 5.11a shows that as the number of ana-
lysts increases the error increases as well. Figure 5.11b shows that error can increase
arbitrarily as n increases and that the waterfilling mechanism can perform up to 60
times worse than simply answering the workload directly in cases with large n.

We ran the same experiment using the same measures while this time varying the
tolerance parameter 7 in order to see if allowing more generous values of 7 would

affect the results. As with previous experiments, we vary 7 in the range of [0,0.1]
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and asses the same performance metrics as previously. The experiment showed little
to no variation as 7 increased showing that the inefficiencies in this setting could not
be overcome by changing the bucketing parameters.

This leaves us with the following question: “How can we adapt the waterfilling
mechanism to account for structures spanning multiple analysts’ queries without
violating any of the desiderata”.

As it currently stands we leverage the monotonicity property of the waterfilling
algorithm in order to prove that it satisfies all three desiderata. If we could prove
that the three properties are satisfied without strict monotonicity that would increase
the number of tools available in multi-analyst mechanisms. Likewise any step that
processes structures across analysts while maintaining the monotonicity property of
the waterfilling mechanism would increase the overall utility in these mechanisms.

One possible avenue for improvement lies in optimization constraints. Most state
of the art selection steps use optimizers with given constraints in order to select
strategies. If the requirements for the Sharing Incentive and Non-interference could
be included in a constraint optimization problem a selection step that only generates
solutions that satisfy the desiderata could be made. This would lead to a collect first
mechanism that can properly incorporate parallel composition as well as satisfy all

the desiderata.

5.20 Waterfilling Mechanism as a System Compo-

nent

While we present the waterfilling mechanism as a standalone mechanism for multi-
analyst workload query answering mechanisms it can also be used as a primitive in
larger differentially private systems. Here we will consider two examples where the

waterfilling mechanism can be used as a differentially private primitive to distribute
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privacy budget for larger interactive systems. The first is large scale data releases
such as the census top down algorithm [91] where multiple data files are released
from the same underlying data set. The second setting is PrivateSQL [78] where
differentially private data releases are then used and post processed for answering

larger sets of SQL queries.

The US census bureau releases hundreds of data products for each decennial
census [69], however, due to law these data products require privacy protection. At
the same time these data products are the only opportunity for the federal government
to obtain accurate information about small often under counted or underrepresented
minorities. In this case, applying a single privacy budget for the entire data leads
to issues. Applying the same privacy budget to each population will yield accurate
results for over-represented groups while making counts of underrepresented groups
too inaccurate to use effectively [110]. In order to combat this, the census bureau has
apportioned individual privacy budgets for small minority groups in order to ensure
high utility for them [91]. In this case the census bureau has decided to give each
group their privacy budget and use an independent mechanism in order to ensure each
group’s utility. The waterfilling mechanism could be used in settings like these by
assigning each group their own share of the workload and a unique workload for each.
This way groups that overlap and contain some similar queries can share budget with
eachother and ensure higher utility than if they had independently answered their
queries. After query answering is done under the waterfilling mechanism the same
postprocessing steps could be used to generate the hundreds of data products offered

by the census and continue to ensure consistency across each of them.

PrivateSQL [78] is a differentially private system that allows individual analysts
to ask an unlimited number of privacy protected SQL queries from a database. It

does this by generating a differentially private view from which queries can be asked.
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The view is generated using the entire privacy budget specified and once the view is
generated following queries on that view are considered to be post processing and thus
not incur any more privacy loss. Like many other systems, PrivateSQL is implicitly
designed for a single analyst use. In order to generate efficient and effective views
a single analyst provides a workload of queries that contains the types of queries
the analyst expects to ask. PrivateSQl then optimizes the views that it generates in
order to answer all the queries in the workload with as few views as possible. This
is primarily done in order to ensure high utility for each view instead of many poor
utility views. However, this method does not take into account the distribution of
error across each query and as such can lead to unequal error distribution in the
multi analyst setting. PrivateSQL can be adapted to the multi-analyst setting by
either directly implementing the waterfilling mechanism to to generate a workload
where the weight of each analysts’ queries are distributed equitably or the view
generation process can be adapted to ensure the three desiderata for a multi analyst
mechanism. This would allow for multiple analysts to have high utility access to a

privacy protected SQL engine which allows for unlimited querying.

5.21 Conclusion

We see as in Figure 5.7a that the traditional method of independently answering using
fractional budgets results in an enormous increase in overall error when compared to
joint mechanisms. In our practical cases we see over an order of magnitude difference
between independent HDMM and HDMM waterfilling. We show in Figure 5.7b that
a naively implemented joint mechanism (utilitarian HDMM) can result in violation
of the Sharing Incentive resulting in some analysts gaining their extra utility at the
expense of other analysts who are worse off than in the independent case. Likewise

Figure 5.7c shows that naively implemented joint mechanisms can allow analysts to
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interfere with other analysts by asking vastly different query sets. In Figure 5.8a we
show that mechanisms which are non-adaptive may suffer great losses in utility based
off the queries being asked. When compared to the Utilitarian mechanism, which
directly optimizes on overall error, the Waterfilling mechanism performs slightly worse

while still satisfying all the desiderata.
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Chapter 6

Online Multi-Analyst Differential Privacy

6.1 Introduction

Analysis of sensitive information about individuals is essential for many research
tasks. However since such analyses are often made public this may come at the cost
of individual privacy [59, 89, 135]. Differential Privacy (DP) [45, 41] is often con-
sidered the gold standard of privacy protection. Differentially Private mechanisms
often add randomized noise to data to hide the presence of an individual record
while still preserving aggregate information. However, due to the fundamental law
of information recovery [40], answering an unbounded amount of queries, even un-
der Differential Privacy will eventually allow an attacker to accurately reconstruct
the underlying dataset. Because of this, data curators must bound the amount of
information released. In differential privacy this is captured by setting a bound on
the privacy loss parameter, €, often called the privacy loss budget or just simply
the privacy budget. This turns any query answering problem into a resource allo-
cation problem. Given a fixed € how much of the privacy budget should be spent
on each query and how will this budget be allocated across the interests of multiple
stakeholders?

We study the Multi-Analyst Differential Privacy problem introduced in [111]. In
this setting, there are multiple stakeholders all interested in a single dataset. The
data curator must answer all of the analysts’ queries while limiting the total privacy
budget across all analysts to be bounded by e. Each analyst is entitled to a specific
share of the privacy budget. Since the privacy budget is finite and must be spent to

answer queries, we treat it as a fundamental system resource to be distributed across
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the analysts.

In order to ensure acceptable utility for all analysts, [111] considers several ad-
ditional desiderata that any mechanism in this space should satisfy. They introduce
the hypothetical collective where an analyst has the choice of either answering their
queries independently with their own share of the privacy budget or joining a group of
other analysts and sharing their privacy budgets under a joint mechanism. First, the
mechanism must satisfy the Sharing Incentive, meaning that the joint mechanism
must offer each analyst at least as much utility as they would receive if they took
their share of the privacy budget and answered their queries independently. This
protects analysts joining the mechanism ensuring that their utility can only increase
by so doing. A mechanism should also satisfy Non-Interference or the stronger
property of Analyst Monotonicity, both stating (at a high level) that the addition
of a new analyst to the collective (along with their respective resources) must not
cause any analyst already in the collective to suffer a loss in utility. This protects
analysts already participating in the joint mechanism, ensuring that the addition of
new participants can only increase their utility.

Previous work [111] considers the offline case where all queries are presented
ahead of time and a mechanism outputs all query answers at once. This offline query
answering model is equivalent to one time data release such as the data products
released by the US Census Bureau [91]. In this paper, we consider the extension to
the online query answering model, where queries are asked one at a time without

prior knowledge of the entire query sequence.

6.1.1 Contributions

We consider the extension to the Online setting where queries are asked one at a time

and the number of queries being asked is not known by the mechanism. This allows
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for cases where the workload is not known in advance and queries may be sporadic.

Our contributions are as follows.

e In Section 6.3 we extend the multi-analyst differentially private query answer-
ing problem to the online setting where queries are in the form of an ordered

sequence and must be answered one at a time.

e We show experimentally in Section 6.4 that existing online mechanisms fail to
satisfy the sharing incentive or non-interference and the disparities between an-

alysts grows as the distribution of queries becomes skewed towards one analyst.

e We prove Theorem 6.5.3 which states that there is a fundamental limit to the
number of queries a mechanism can answer while still satisfying the sharing

incentive and that this limit scales polynomially in the number of analysts.

e On the positive side we provide two solutions to the online multi-analyst dif-
ferential privacy problem. First we introduce a new mechanism in Section 6.6
called Seeded Cache and Reconstruct, an online multi-analyst query an-
swering algorithm that satisfies differential privacy, sharing incentive, analyst
monotonicity, and non-interference. This mechanism is subject to the upper
bound on queries implied by Theorem 6.5.3 but requires no modification to the

online query answering model.

e In Section 6.7 we introduce the Query Scheduler, a method of circumventing
the limitations of Theorem 6.5.3 while still satisfying the sharing incentive by
enforcing a structure on the order in which analysts ask queries. We show, by
a reduction to the well known Counting Coupons problem, that by randomly
selecting an analyst to answer one of their queries at each time step any efficient-

enough algorithm satisfies the sharing incentive.
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e Finally we show that this result generalizes to cases where the analysts are
not chosen exactly uniformly at random and the privacy budget shares are not

exactly equal.

6.2 Background

Data Representation Like previous work [92, 85, 84, 62|, we consider databases
where each individual corresponds to exactly one tuple. The algorithms considered
use a vector representation of the database denoted x. More specifically, given a set
of predicates B = {¢; ... ¢;}, the original database D is transformed into a vector of
fractional counts " where zciD is the fraction of records in D which satisfy ¢;. We
denote the length of the data vector as |z| (often referred to as the dimension of the
database), the number of individuals in the database n, and we will use the notation

x in order to refer to the vector form of database D.

Predicate counting queries are a versatile and powerful class of queries that count
the number of tuples satisfying a logical predicate. A predicate corresponds to a
condition in the WHERE clause of an SQL query. A predicate counting query
is one of the form SELECT Count (*) FROM R WHERE ¢. Workloads of
counting queries can express a rich and powerful set of queries such as histograms,
range queries, marginals, and datacubes. Like databases, a predicate counting query
can be represented as a |x|-length vector q such that the answer to the query is qTa:.

We showed in Chapter 5 that when using the matrix mechanism reconstruc-
tion step, for any strategy matrix A the addition of more queries with additional
privacy budget (Lemma 5.10.4) or additional privacy budget for existing queries
(Lemma 5.10.3) will always result in a reconstruction with lower expected error.
These are results that we rely on heavily in the construction of the Seeded Cache and

Reconstruct mechanism in Section 6.6.
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Private Multiplicative Weights [62] (PMW) is an online differentially private
mechanism that creates a synthetic database as queries are being answered. At
each time step if the synthetic database can be used to answer an individual query
with high enough accuracy then the synthetic database is queried, resulting in no
privacy loss. If the synthetic database cannot be queried accurately then the true
database is queried using the Laplace Mechanism and the noisy answer is then used
to update the synthetic database. PMW is (¢, ¢)-differentially private and satisfies

(o, B, k) - accuracy, meaning that it can answer k queries with error under o =

1/4
O(((log(d)+log(1/ﬁ)€) ﬁ (lDl)log(l/é)) with probability 1 — 4.

Counting Coupons For results in Section 6.7 we rely on a reduction to the classic
combinatorial problem of Counting Coupons.

The traditional Counting Coupons problem has an urn with £ unique coupon types
from which we sample with replacement. The goal is to calculate T}, the number of
coupons that need to be sampled in expectation in order to have at least one of each
coupon type. We can generalize this problem in two ways. First, suppose we have a
vector m indicating we need at least m; copies of type i. Second, suppose we have a
vector # indicating that there are x; coupons of type 7 in the urn. The more general
problem is to find T}, (m, 7 ), the expected number of samples with replacement needed
to obtain m; copies of each type 7, given x; of that type in the urn. We use a scalar

for £ or m to denote a length k constant vector of that value repeated.

We will rely on several results from the literature namely the following theorems.

Theorem 6.2.1 (Coupon Collecting with Non-Uniform Probability [121]). Let k
be the number of unique coupons, m be the vector representing the quotas for each

coupon and p be the vector representing the number of each coupon in the urn. Let

- m;—1 ¢* :
P, = Zf:opi and let S, (t) = kiol%, the first m; terms of the Taylor series
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expansion of e¢'. Then the expected number of samples required to collect m; coupons

of each type denoted T, (m,p) is as follows
Ti(m,p) = X,, [ (1 - Ja- Smi(pit))e_ﬁ“)) dt (6.1)
0 i=1

Likewise, we have the special case where all coupons are equally likely and m is

a constant.

Corollary 6.2.2 (Coupon Collecting with Uniform Probability [100]).
[o%) k
Ti(m, 1) = k[ (1—1_[(1—Smi(t)e_t)>dt: (6.2)
0 i=1

k(log(k) + (m — 1) log(log(k)) + o(1)) (6.3)

Using Theorem 6.2.1 and Corollary 6.2.2 we can then construct the following

theorem from [121].

Theorem 6.2.3 (Coupon Collecting Upper Bound [121]). Let p,ar and p, be the
mazimum and minimum values of p respectively. Let my,,, be the mazimum value of

m. Then we have the following

Ty(71,5) £ ST (e 1) = (6.4)
TR (10 (k) + (Mnae = 1) 1og(log(k)) + o(1)) (6.5)

6.3 Problem Formulation

6.3.1 Setting

We consider the same setting as [111] adapted for online query answering.
There are k analysts each with an associated positive privacy budget s;, 5. .. s,

such that Zf:o s; = €. These weights denote the shares of the overall privacy budget
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€ to which each analyst is entitled. We denote the privacy budget entitled to a
collection of analysts S € {1,...,k} as es = ) ,g S;.

A Differentially Private Multi-Analyst online mechanism takes in as input a se-
quence of query, analyst tuples (q,7) € Q@ X {1,...,k} consisting of a linear counting
query and the identifier for the analyst asking the query. We denote the sub-sequence
of @ containing only the queries asked by analyst ¢ as Q' and the sub-sequence of
Q containing queries from analysts in the set S as 0° . Likewise we denote the ith
query in the query sequence Q;. The data curator must answer each query one at a
time before the next query is revealed.

Bun et al. [25] show that answering queries in the online setting is strictly more
difficult than in the offline setting since the queries are not known in advance. This
leads to classes of queries that can be answered efficiently under differential privacy
in the offline case but not in the online case. Mechanisms designed for the offline case
do not always translate straightforwardly to the online case. We will show that the
additional constraints of the sharing incentive causes an even greater separation be-
tween the offline and online multi-analyst settings. There are additional complexities
that arise when considering multiple analysts in the online setting. In particular, we
will show that the order in which queries are received can affect the distribution of
error across queries. This is a unique property of the online setting which makes it
difficult for a mechanism to share privacy budget across analysts while still ensuring

the sharing incentive.

6.3.2 Desiderata

The utility metrics used in online QA systems (number of sufficiently accurately
answered queries) are often different from those used in offline QA systems (total

mean squared error). In this work, we define utility as the number of queries an
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analyst can answer with error under some pre-defined threshold a. Of course, the
correct notion of utility may be context dependent, so we define the desiderata with
respect to an arbitrary utility function U, representing the utility for analyst i. Given
this, we adapt the multi-analyst desiderata from [111] to the online setting. At a
high level, these desiderata are intended to ensure that each of the multiple analysts
receives high utility, as opposed to merely optimizing for total or average utility,
potentially at the expense of some analysts seeing poor performance.

A natural baseline for the utility a given analyst should demand is that which
they would expect if their queries were answered independently with their share of the
privacy budget. Any multi-analyst differentially private mechanism should incentivize
a rational agent to participate in the collective mechanism by guaranteeing that they
will receive at least as much utility as they would expect in the independent case. Any
mechanism which satisfies this requirement is said to satisfy the sharing incentive,

more formally as follows.

Definition 6.3.1 (Sharing Incentive [111]). A mechanism M satisfies the sharing

incentive if for any collection of analysts S, any analyst i € S and all query sequences,
E[U;(M, Q" es)] 2 E[UH(M, Q', 5:)]

Where E is the expectation over the randomness of the mechanism. The sharing
incentive only provides a baseline of comparison to utility in the independent case.
A stronger guarantee would be that the addition of an analyst (along with their
privacy budget) to any collective should never decrease the utility of any analyst in

the collective. This property is called analyst monotonicity.

Definition 6.3.2 (Analyst Monotonicity [111]). A mechanism M is analyst mono-
tonic if for all collections of analysts S, any two analysts 1,57 € S for all query
sequences.
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E[U,(M, Q% e5)] 2 E[U(M, Q%Y es),)]

It is straightforward to show that analyst monotonicity implies sharing incentive
by induction. The converse, however, is not true; analyst monotonicity is a stronger
guarantee in this sense. For example, suppose you know the utilities guaranteed by
the sharing incentive to analysts from their independent cases. You could satisfy the
sharing incentive by optimizing for the total number of queries answered subject to
utility constraints for all of the analysts, but such a scheme would not ensure analyst
monotonicity in general.

Note that checking for violation of analyst monotonicity empirically is intractable
in general, as it requires quantifying over all possible subsets of analysts. The relax-
ation of analyst monotonicity called non-interference provides the same guarantee
but only for the collective consisting of all analysts. In other words, the weaker guar-
antee of non-interference is that the addition of the last analyst to the collective does
not decrease the utility of any other analyst. We will argue theoretically that our
algorithms satisfy the stronger property of analyst monotonicity or the weaker prop-
erty of sharing incentive, but we include the definition of non-interference because

we measure the empirical interference in our experiments.

Definition 6.3.3 (Non-Interference [111]). A mechanism M satisfies non-interference

if for any two analysts i,7 € S where i # j, and for all query sequences,

E[U;(M, Q,€)] 2 E[U;(M, Q\ & ¢ - 5;)]

Finally, any multi-analyst mechanism should be able to adapt and efficiently an-
swer any valid query. We say that a multi-analyst mechanism is Adaptive if the

sequence of outputs given is a direct function of its input queries and is not pre-
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determined. This ensures that in addition to satisfying the desiderata above mecha-

nisms are efficient and non-trivial.

6.3.3 Independent Mechanisms

Prior work [111] has shown that one can satisfy all three desiderata by dividing
the privacy budget and running an instance of a single analyst differentially private
mechanism (with their associated privacy budget). These independent mechanisms
however are highly inefficient as they do not allow analysts with similar queries to
share either privacy budget or query answers. We, therefore, take these independent

mechanisms as an appropriate baseline to which we can compare our new mechanisms.

6.3.4 Problem Statement

The goal of this work is to design online multi-analyst differentially private mecha-
nisms that answer (possibly large) query sequences submitted by multiple analysts

while satisfying the three desiderata.

Problem 2. Given any sequence of query, analyst tuples Q on a database D with
positive weights sy, ...,8, s.t. s+ ...+ s, = €, design an adaptive mechanism M

such that:

o M satisfies differential privacy,

e M satisfies sharing incentive (Definition 6.3.1), analyst monotonicity (Defini-

tion 6.3.2), and non-interference (Definition 6.3.3),

e and M answers as many queries accurately as possible.
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6.4 Motivating Experiments

Here we demonstrate that both classic mechanisms such as the Laplace mechanism
as well as state of the art mechanisms such as Private Multiplicative Weights fail to
satisfy the sharing incentive and non-interference. The experiments highlight a key
difference between the online and offline problem, namely that the order in which

queries are answered can have a significant impact on the utility of the agents.

Consider the case with two analysts, Alice and Bob, each with an identical query
sequence on disjoint halves of the dataset and an equal share of half the privacy
budget € = 1. In order to generate the query sequences, we let p € [0.5, 1] determine
the probability that Alice’s query gets asked at each time step. At p = 0.5, Alice and
Bob have an equal chance of their queries being answered; the resulting joint query
stream is uniformly distributed between their queries. As p increases at each time
step the probability that the query will belong to Alice increases. When p — 1, all
of Alice’s queries are answered first followed by Bob’s queries.

In the following experiments, the online mechanisms used were the Laplace mech-
anism and Private Multiplicative Weights (PMW) [62]. We use the practical census
database provided in [92]. This database contains information about population mi-
gration by age and is of dimension |x| = 86 representing ages from 0 to 85.

For the following figures, we generated a randomized workload, containing point
and range queries, 1000 times, and ran PMW for each value of p, in [0.5,0.6,0.7,0.8,0.9, 1].
We examined the percent of queries answered with error under the threshold oo = 0.01
for each analyst’s workload (Figure 6.1a and Figure 6.2a) and the Ratio Error (Fig-
ure 6.1b and Figure 6.2b), a metric first introduced in [111]. The ratio error measures
the ratio between the number of queries answered with error under « in the joint case
and the number of queries answered with error under « in the independent case for

each analyst. Values above 1 signify a violation of the sharing incentive with larger
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Figure 6.1: Empirical measures for PMW. Values of Utility (Left) and Sharing
Penalty (Right) are shown with varying values of p (x-axis).
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Figure 6.2: Empirical Measures for Laplace Mechanism. Values of Utility (Left)
and Sharing Penalty (Right) are shown with varying values of p (x-axis).

values signifying a larger violation. The shaded regions of the plot represent the 90%
confidence intervals.

The following results are consistent across both mechanisms. In Figure 6.1a and
Figure 6.2a, we show that utility disparities between analysts grow as p increases.
Alice and Bob have the same utility at p = 0.5 but as p increases, Alice’s utility
increases and Bob’s utility decreases. Even in a situation with only 2 analysts with
very similar queries, the ordering of the queries can significantly impact the utility of
each analyst. In a system designed without multi-analyst desiderata in mind, those

analysts who ask their queries early may receive a large benefit for doing so. This
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Figure 6.3: Visualization of the two sequences Q and Q'

could create an incentive for analysts in such systems to "race” to submit queries
first to ensure higher utility.

Figure 6.1b and Figure 6.2b, demonstrate that this increased disparity can cause
a mechanism to fail to satisfy the sharing incentive. Here we test an instance where
Alice and Bob have identical query sequences on disjoint partitions of the database
(e.g., males and females). Although they start with the same max ratio error when
p = 0.5, the disparity grows as p grows. This increased disparity causes a failure to
satisfy the sharing incentive as, in the worst case, Bob receives 40% more error than

he would have in the independent case.

6.5 Limitations in the Online Setting

Here we will introduce a fundamental performance cost for online mechanisms satis-
fying the sharing incentive. Specifically, we prove Theorem 6.5.3, which shows that
there is an upper bound to the number of queries that can be accurately answered

while satisfying the sharing incentive, and that the number of queries decreases with
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k, the number of analysts.

The argument takes advantage of the online nature of the mechanism. We provide
two sequences Q and Q' which contain the same (significantly long) prefix. We will
argue that in order to satisfy the sharing incentive and answer all the queries with
expected error below an arbitrary threshold «, the mechanism would need to have
different behavior during the prefix in both Q and Q’. Since the prefixes are identical
no online mechanism can differentiate between the two. Consequently, a mechanism
must choose between answering many queries consistently and satisfying the sharing
incentive.

In order to establish the result, we rely on a few previous theorems. First, we

require the lower bound on error for any pure (¢, 0)-differentially private mechanism.

Theorem 6.5.1 (Differential Privacy Lower Bound [63]). Any mechanism M which

satisfies differential privacy must suffer at least Q(|Q|/€) - min (\/log(n/ 12]), V] Q|)

expected error

We then need to establish the existence of a mechanism which can answer a large

enough number of queries with a set privacy budget.

Theorem 6.5.2. There exists an € differentially private query answering mechanism

[2lviel
€

which can answer |Q| queries, each with error less than or equal to

Proof. By splitting the privacy budget evenly across each of the |Q| queries then
applying the Laplace Mechanism to answer each query you can answer |Q| queries
with expected error exactly L‘El@ [44]. By Theorem 2.0.3 this satisfies e-differential
privacy. [
Theorem 6.5.3 (Sharing Incentive Query Limit). For all online multi-analyst e-DP
query answering mechanisms M, for any number of analysts k, any database x of
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dimension |z| = 2k and n sufficiently large there exists shares of privacy budgets
(s1,...,8,) and a query sequence Q of size O((ae/k)Q/g) such that if mechanism M
can answer all the queries in Q with error less than threshold o then there exists an

alternative workload Q' in which M must violate the sharing incentive.

Proof. We begin by considering the case where there are two analysts, Alice and Bob
and will expand to k analysts afterward. Each analyst is entitled to €/2 of the privacy
budget. We will construct two query sequences Q and Q' which share a large prefix
such that if a mechanism spends the entire privacy budget answering the prefix it
can answer all the queries in Q@ but if it spends more than /2 budget answering the
prefix, it will violate the sharing incentive in Q'

We start by constructing sequence Q. First we partition the database on a single
predicate into two disjoint halves (e.g., males and females). Alice will ask queries on
the first half of the database. Bob will also ask his queries on the first half in Q. He
will ask his queries on the second half in Q'. Alice asks d random queries on the first
half of the database where d is the largest integer such that Wi o < @ . By

Theorem 6.5.1 Alice’s queries cannot be answered by any mechanism using only %

of the privacy budget but can with the entire privacy budget. Bob will then ask the

first d' queries from Alice’s queries where d' is the largest integer such that 224 ‘F

In this case, all of Bob’s queries are identical to Alice’s queries and as such her query
answers can be reused to answer Bob’s.

Now we will construct the alternative sequence Q'. Alice will ask the same queries
as in @, this will serve as the identical prefix. In this case, Bob will ask a different

set of queries. Bob will ask d' random distinct queries from the second half of the

database where d is the largest integer such that 2d‘ﬁ < % ) 1n this

case, since Bob’s queries are from the second half of the database Alice’s queries

cannot be used to aid in answering Bob’s queries.
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Since Bob’s queries in Q are copies of Alice’s queries, all the queries in Q can
be answered by answering only Alice’s queries using the entire privacy budget and
reusing her answers to answer Bob’s queries. By Theorem 6.5.2 the Laplace mech-

anism can answer all of Alice’s queries under the threshold «. Since a < %@, by
Theorem 6.5.1, there is no differentially private mechanism that can answer Alice’s

queries while only using €/2 of the privacy budget. In order to answer all of Alice’s

(d+d")/(d+d)

queries some of Bob’s budget must be used. Likewise in Q’ since > « there
exists no e-differentially private mechanism that can answer all of Alice’s queries and
all of Bob’s queries under the threshold. However, no online mechanism can distin-
guish between Q and 0’ before Bob’s queries and thus must have the same behavior
on both sequences up to this point. Since Alice’s queries in both are sufficiently large
the mechanism must decide on either answering all of Alice’s queries or saving privacy
budget for Bob. If mechanism M can answer all the queries in Q it must use Bob’s
share of the privacy budget prior to Bob’s queries being answered. In Q this is fine
as Bob’s queries consist of a prefix of Alice’s queries which can be reused, however in
Q', since d' is the largest integer such that% < a by Theorem 6.5.1, if any of Bob’s
privacy budget is used prior to his queries there exists no mechanism that can answer
all of his queries. Since Bob’s share of the privacy budget is sufficient for mechanism
M to answer all of his queries in the independent case, this is a violation of the
sharing incentive. Alternatively, if mechanism M does satisfy the sharing incentive

it cannot answer all of Alice’s queries in either Q or Q' since it cannot distinguish
between Q and Q' prior to Bob’s queries.

We can extend this example to the case of k analysts to get the linear separation
between a general online mechanism and one that satisfies the sharing incentive. We
consider k analysts each with i of the privacy budget and split the database into &

equal parts. The first analyst will ask d queries where d is the largest integer such
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thath‘ﬂ<a<%m.

Each subsequent analyst will each ask a set of d' queries where d' is the largest

kd;\@ < o and (d+(k—1)d)\/€(d+(k—1)d’)

integer such that > a . In Q each of those analysts

will ask prefixes of the first analyst’s queries and in Q' they will each ask queries from

their unique partition of the database.

By Theorem 6.5.1 no mechanism can answer more than(ae/ k)Q/ s queries using

with error under « using i of the privacy budget. As such if the mechanism answers

any more than (ae/ k)Q/ % of the first analyst’s queries it must take from at least one
of the other subsequent analysts resulting in a violation of the sharing incentive.
Therefore any mechanism that satisfies the sharing incentive in all cases can an-
swer at most (ae/ k:)z/ % queries for any agent when the privacy budget is distributed
equally. Now consider Q" which shares the same prefix as Q and Q'. In this case,
each analyst other than the first only asks one query. Since this query sequence
contains the same large prefix it must have the same behavior as in the previous two
cases. Thus despite being asked many queries a mechanism that satisfies the sharing

incentive can only answer (ae/ k)Q/ > + k — 1 queries in total. O

This shows that any online mechanism can choose between answering a large num-
ber of queries in all cases or satisfying the sharing incentive but not both. Compare
this to the number of queries that can be answered by the simple Laplace mecha-
nism with sequential composition. The Laplace mechanism can answer an arbitrary
(ae)2/ % queries under the threshold «.. This means that even the Laplace mechanism
with sequential composition can answer too many queries, in any sequence of queries,
to satisfy the sharing incentive. Any mechanism which satisfies the sharing incentive
cannot perform any better in all cases than the independent version of the Laplace

mechanism which divides the privacy budget equally k ways.
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We note that this result is unique to the online setting where queries must be
answered one at a time and in a fixed order. In the offline setting where the entire
workload is known one can create an alternative ”strategy workload” to answer which
can be used to reconstruct each analysts’ queries efficiently. Often online mechanisms
are analyzed through the random order model [58, 56, 57] where the queries appear
in random order instead of an adversarial one. However, in our case ordering the
queries randomly doesn’t circumvent the upper bound of Theorem 6.5.3 since the
first analyst asks the vast majority of queries. As the number of analysts and privacy
budget grows large the first analyst’s queries become the overwhelming majority of
queries and as such the adversarial case will still happen with high probability.

In the following sections, we will present two solutions for online multi-analyst
differential privacy. The first solution in Section 6.6 will be an analyst monotonic
mechanism for any sequence of queries and any distribution of privacy budget. As
such this solution will be subject to the upper bound of Theorem 6.5.3. In Section 6.7
we will introduce a method to circumvent Theorem 6.5.3 by restricting the order in
which queries can appear. From there we will show that any sufficiently efficient
online mechanism can be made to satisfy the sharing incentive by restricting the

order in which analyst queries are answered.

6.6 Cache and Reconstruct

Here we introduce Seeded Cache and Reconstruct (Algorithm 5), an online mechanism
for answering linear queries which satisfies all the desiderata for any sequence of
queries in any order. The seeded cache and reconstruct mechanism works by initially
generating a cache of answered queries and then using that cache to reconstruct other
queries once privacy budget has been expended. The mechanism has three phases

which each analyst goes through asynchronously based on their remaining privacy
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budget:

e The first phase happens during initialization. Each analyst donates a fixed
fraction of their privacy budget to answer a basis set of queries using all the
donated budget. As the number of analysts increases the quality of the seed is
increased as more privacy budget is donated to it. An example of such a basis

is a histogram of counts over all unique values in the database’s universe.

e The second phase begins after initialization and ends once the analyst runs out
of privacy budget. In this phase, the analysts ask additional queries. If the
query is already in the cache the answer is reused. If the query is not in the

cache it is answered using the Laplace mechanism and then added to the cache.

e The third phase begins once an analyst’s privacy budget is expended. In this
phase, they can use the entire cache to reconstruct their remaining queries
by using the Matrix Mechanism [85] reconstruction step. Since the basis was
generated in the first phase it is possible to reconstruct any query from the

cached queries but those reconstructions may lead to answers with high error.

Lemma 6.6.1. Seeded Cache and Reconstruct is analyst monotonic.

Proof. Consider a collective S € {1,...,k} and analysts i,7 € S. 0%V is the subse-
quence of Q restricted to queries labeled for analysts in S\ j. Consider some ¢ € Qi
such that Seeded Cache and Reconstruct answers ¢ with error at most o when run
on Qs\j with privacy budget €g\;. We will show that Seeded Cache and Reconstruct
also answers ¢ with error at most  when run on Q° with privacy budget e€s. The
argument follows by cases for how ¢ is answered by Seeded Cache and Reconstruct
in the first instance (without j in the collective).

First, suppose ¢ was answered directly by using privacy budget from analyst ¢ in
the first instance. Then ¢ will still be answered as long as i has sufficient privacy
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budget when asking ¢ in the second instance. This must be the case: For any prior
query on which ¢ spends privacy budget in the first instance, either ¢ still spends the
same privacy budget on the query in the second instance, or the query was asked by j
and cached, in which case ¢ will have more privacy budget in the second instance. In
other words, individual analyst privacy budgets at a given query in their sequence are
monotone non-decreasing with respect to the addition of an analyst to the collective.

Second, suppose the answer to ¢ was in cache in the first instance: Then some
other analyst k # 7 € S\ spent budget to answer ¢ prior to i’s query in Qs\j . Because
answering directly always takes precedence over reconstruction when possible, £ will
also spend budget to answer ¢ prior to ¢’s query in Q° unless 7 has already answered
and cached ¢ previously. FEither way, ¢ will still be cached when i asks the query
in 0°. Note that k must still have enough budget to afford ¢ in o° by the budget
monotonicity condition argued in the first case. In other words, the cache contents

are also monotone with respect to adding an analyst to the collective.

Third and finally, suppose ¢ was answered by reconstruction using the Matrix
Mechanism reconstruction step in the first instance (with expected error at most «).
Suppose for a contradiction Seeded Cache and Reconstruct returned a reconstructed
answer to ¢ with expected error greater than « in the second instance with j in the
collective. But we have already argued in the second case that the cache contents
are monotone with respect to adding an analyst to the collective, and Lemma 5.10.4
states that any such reconstruction on a superset of the first instance’s cache can only
have lower expected error. Likewise, the seed quality monotonically increases with
the number of analysts. Lemma 5.10.3 states that any reconstruction with identical
queries of higher quality can only have lower expected error. This establishes the

contradiction in the third case.

Thus, the queries of analyst i answered in the first instance (without j in the
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collective) with expected error at most « is a subset of the queries answered with
expected error at most « in the second instance (with j in the collective). As the
analyst’s utility is the number of such queries, it follows that i’s utility in the first

instance is no more than ¢’s utility with 7 in the collective.

Algorithm 5: Seeded Cache and Reconstruct

input : Sequence of queries with associated analyst
Qe (q,a;) ... (Q|Q|7 a;),
Vector of k shares S « {s1,89...5;: } ,
Data vector x,
privacy budget e,
Threshold «,
Fraction of budget for seed ~,
Basis of queries to be generated B,
Privacy budget per query A

output: Sequence of Query Answers

Phase 1 (Mechanism Initialization)
Seed cache C' with all queries of B with e privacy budget

=

Create a vector of remaining privacy budget € = (1 — ~)eS

N

3 for i < 1 to |Q| by 1 do
Phase 2 (Using Privacy Budget)
4 if €, > \ then
5 if @, € C then
6 ‘ return Query answer from C
7 else
8 Create noisy query answer Ql with Laplace Mechanism using
privacy budget A
9 € — € — A
10 Add Q; to C
11 return QZ
Phase 3 (Reconstructing Queries)
12 if €, < X\ then
13 return Matrix Mechanism reconstruction of Q; using C
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6.6.1 Utility and Trade-offs

Each component to seeded cache and reconstruct adds additional utility to the mech-
anism while retaining analyst monotonicity. The reconstruction allows for additional
queries to be answered once an analyst’s privacy budget is expended. The full rank
seeding at the beginning ensures that the matrix mechanism reconstruct step [85]
can reconstruct any linear query and not just those supported by the queries that are
added to the cache. This ensures that even when all analysts have expended their

privacy budget any query may be answered (though not necessarily with error below

the a threshold).

Seeded cache and reconstruct always satisfies Analyst Monotonicity (and thus the
weaker notion of Sharing Incentive), but the choice of seed can greatly impact the
error of reconstructed queries. Seeded cache and reconstruct is at its best when one
has some prior knowledge of the likely kinds of queries to be asked. In this case,
the data curator can choose a specific seed that performs well on those queries. Past
work [112, 148, 39, 66] has shown that one can design a particular workload that
performs well on a family of queries. For example the hierarchical mechanism [112]
performs especially well on long range queries. A data curator who knows that range
queries will be asked frequently may use the queries from the hierarchical mechanism
as a basis in that case. Even in cases where there is no known optimal basis for a
particular family of queries the data curator can use the Matrix Mechanism [85] to
generate a strong basis.

One may note that seeded cache and reconstruct is restrictive in how it answers
queries: the algorithm never attempts to reconstruct the answer to a new query if
there is privacy budget available to answer it via Laplace. There are times when this
seems to imply an unnecessary waste of privacy budget. We argue that this restriction

is necessary to ensure analyst monotonicity, specifically the sharing incentive.
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For example, consider the case where there are two analysts Alice and Bob. They
each have equal shares of the privacy budget. Assume that any query reconstructed
with at most 2 queries which are answered using the privacy budget will have error
under the threshold a. Alice asks her queries first and asks all the point queries
(range queries of length 1). Bob asks all the length 2 range queries followed by all
the length 4 range queries. In the independent case Bob will answer all of his length
2 range queries by expending his privacy budget and will reconstruct his length 4
range queries using those answers. In the joint case however Alice will answer all her
queries using her privacy budget, then Bob will reconstruct the size 2 range queries
from Alice’s cached queries. When he asks the size 4 range queries he will not be able
to reconstruct them all from the queries in the cache and will fail in answering all of
them with privacy budget directly. These conditions arise when the addition of new
analysts results in drastically different behavior between the joint and independent

cases.

Since seeded cache and reconstruct satisfies the sharing incentive it is subject to
Theorem 6.5.3. Seeded cache and reconstruct performs particularly poorly in cases
like the ones shown in Section 6.5 where each analyst asks queries on disjoint sections
of the database. In these cases, no two analysts have any queries that rely on the
same information. As no analyst can use another analyst’s query answers to help
reconstruct their own. In this case, each analyst performs no better than if they
had answered their queries independently. While these cases do exist we show in
Section 6.8 that these cases are infrequent and that cache and reconstruct typically

outperforms even optimal independent mechanisms.

Despite this, there is a cost that analyst monotonic mechanisms pay in terms of
their ability to a large number of queries below « error. We see in Section 6.8 that

mechanisms that fail to satisfy any of the desiderata such as non-independent PMW
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outperform seeded cache and reconstruct in this sense.

6.7 The Query Scheduler

Seeded Cache and Reconstruct achieves all of our desiderata, and in a sense “solves”
the problem of multi-analyst differential privacy for online query answering. However,
it is subject to the fundamental upper bound of Theorem 6.5.3 which implies that
performance (measured in the total number of queries answered) has a polynomial
dependence on k, the number of analysts. In system design contexts where privacy

budget is an extremely precious resource, this may not be an acceptable trade-off.

Instead, one might want to use a given state-of-the-art online query answering
algorithm without compromising performance and simply modify it to satisfy the
sharing incentive for multiple analysts. In this section, we describe how to complete
such a generic reduction. Our intuition from Section 6.4 is that the order in which
analysts ask queries is also of crucial importance to multi-analyst desiderata (in
particular, it is better from an analyst’s perspective to come earlier in the order).
Whereas Seeded Cache and Reconstruct achieves analyst monotonicity by directly
accounting for the privacy budget used by different analysts, we show that it is also
possible to satisfy the sharing incentive by constraining the order in which analysts
ask queries.

We introduce the Query Scheduler. The query scheduler takes in as input an
existing online mechanism and the query sequence. At each time step, an analyst
is chosen to answer their next query in the sequence. While seeded cache and re-
construct allocates privacy budget directly, the Query Scheduler instead “allocates”
time, by selecting at which times analysts can answer their queries. Note that this
approach circumvents Theorem 6.5.3 precisely by restricting the online input model.

Importantly, we do not constrain the set of possible query sequences, only the set of
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possible analyst identifier sequences. Practically speaking, this has the effect of mod-
ifying existing algorithms to satisfy the sharing incentive at the cost of occasionally

“stalling” when the next scheduled analyst does not have a query ready.

Below we introduce two methods for allocating time across analysts. The round-
robin Scheduler enforces that queries be asked in a round-robin fashion where
every analyst must answer a query before any other analyst can ask another. The
Randomized Scheduler instead randomly selects an analyst at each time step to

answer their queries.

6.7.1 Round-robin Scheduler

The round-robin scheduler selects analysts one at a time in a fixed rotation. This
ensures that every analyst is given a chance to answer a query before any analyst
gets another. Consider applying the round-robin scheduler to the adversarial query
sequence from Section 6.5 where Alice asks all her queries first followed by a single
query from each other analyst. The round-robin scheduler will ensure that each
analyst receives an opportunity to ask their queries before Alice expends all of the
privacy budget. As a result the scheduler stalls after Alice’s first query waiting for
the queries from the other analysts. In this case, Alice must wait until the entire
query sequence is complete before her second query is answered. The round-robin
scheduler ensures that each analyst will have the opportunity to answer their queries
before all the resources are consumed at the cost of additional wait time. As a result
Theorem 6.7.1 states that any mechanism which scales at least linearly with the

privacy budget satisfies the sharing incentive.

Theorem 6.7.1 (round-robin). Let every analyst have an equal share of the privacy
budget. When queries are asked in a round-robin manner any mechanism M which

can answer at most ¢ queries with expected error under threshold o with privacy
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budget € and can answer at least the first k - ¢ queries under threshold o with privacy

budget k - € satisfies the sharing incentive.

Proof. First, we note that as a property of the round-robin scheduler if there are k
analysts after answering c - k queries each analyst has asked exactly ¢ queries. Each
analyst is entitled to an equal privacy budget i Therefore when there are k analysts
participating there is a total of € privacy budget. By assumption mechanism M can
answer at most ¢ queries and at the end of ¢ queries each analyst has had i queries

answered. Let an additional analyst join the system. The total privacy budget is now

— (k+1)c

e+<=(1+ é) + €. By assumption mechanism M can answer at least ¢ + ¢ p

k

1

queries resulting in each analyst answering at least @ ey

= + queries. Therefore
the addition of any analyst can only ever improve the number of queries each analyst
answers.

]

We can further adapt this for cases with non-equal shares of the privacy budget.
Instead of doing strict round-robin ordering during each round we allow an analyst
to ask a number of queries proportional to the number of queries they could ask in
the independent setting.

Unfortunately, the round-robin scheduler depends on each analyst always having
a query ready when it is their turn to answer. In order to preserve the sharing
incentive if an analyst does not have a query ready the Scheduler must stall and wait
for their query. In practical settings, this could lead to long times waiting while the

mechanism is stalled.

6.7.2 Randomized Scheduler

The randomized scheduler, like the round-robin scheduler, selects an analyst at each

time step to answer a query. Unlike the round-robin scheduler which answers queries
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in a deterministic order, the randomized scheduler randomly selects an analyst at
each time step. The randomized scheduler is less restrictive than the round-robin
scheduler while still ensuring that an efficient enough mechanism can satisfy the
sharing incentive without any further changes. This can be demonstrated through
a reduction to the well studied coupon collectors problem [100, 121]. In the coupon
collectors problem, there are k unique types of coupons in an urn. At each time step
one coupon is chosen at random (with replacement). The goal is to find the value of
T,.(m, p), that is the expected number of time steps required to acquire m; of each
coupon when there are p; of each coupon in the urn.

We can ask a similar question of the randomized scheduler. At each time step,
given that an analyst is chosen at random to answer their query, in expectation how
many queries must be answered so that each analyst answers at least as many queries
as in the independent case. This reduces directly to the coupon collectors problem if
you set m to be the number of queries that each analyst receives in the independent
case T),(m,p) becomes the expected number of queries required for each analyst to

at least answer as many queries as in the independent case. As such we can prove

Theorem 6.7.2.

Theorem 6.7.2 (Uniform Randomized Scheduler). Let each of the k analysts have
an equal share of the privacy budget. Assume that at each time step an analyst is
selected uniformly at random to answer a query. Given a mechanism M which can
answer at most ¢ queries with expected error under threshold o with privacy budget €
and can answer at least the first k(log(k) + (¢ — 1) log(log(k)) + o(1)) queries under

threshold o with privacy budget k - € satisfies the sharing incentive.

Proof. If a random analyst is chosen at each round to answer a query by Corol-
lary 6.2.2 the expected number of queries required to satisfy the sharing incentive for
all analysts is T, (¢, 1) = k(log(k) + (m — 1) log(log(k)) + o(1)). O
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Algorithm 6: Randomized Scheduler
input : Sequence of queries with associated analyst
Q — {(q,a) ... (QIQI’ai)}:
Number of analysts k
Differentially private mechanism M,
Set of parameters P,
output: Sequence of Query Answers

1 Initialize mechanism M with parameters P
2 Create a buffer B of queries for each analyst

At each time step ¢
3 if i < |Q| then
4 ‘ Add Q; to the buffer of the associated analyst
5 Sample j € [1, k] uniformly at random
6 return The first query in analyst js buffer with M

We can use Theorem 6.2.1 to extend this statement to hold for any distribution

of privacy budgets and non-uniform distribution.

Theorem 6.7.3 (Non-Uniform Randomized Scheduler). Let p be the vector with
values proportional to the probabilities that each analyst is chosen during any time
step and m be the vector that states the number of queries each analyst can answer
independently. Given a mechanism M which can answer at most m; queries with
expected error under threshold o with privacy budget s;e and can answer at least the
first i:‘ﬁk(log(k) + (Mypas — 1) log(log(k)) + o(1)) queries under threshold o with
privacy budget € satisfies the sharing incentive, where p,,q and Py, are the maximum

and minimum values of x respectively and m,,,, s the maximum of m.

Proof. First we note that Theorem 6.2.3 upper bounds Ty (m,p) < Zm‘f”” T (Mg 1).

We then once again apply Corollary 6.2.2 directly to get 7; maz [:(log(k) + (Mppaw —

1) log(log(n)) + o(1)) thus proving Theorem 6.7.3. O

We note that while Theorem 6.7.3 implies that any mechanism efficient enough
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to answer that many queries will always satisfy the sharing incentive it is not always
the case that such a mechanism exists. For instance, if T;,(m, ) is large enough then
the lower bounds of [40, 63] ensure that no mechanism can answer all the queries

under threshold «.

6.7.3 Utility and Trade-offs

Unlike seeded cache and reconstruct the query schedulers enforce the sharing incentive
while circumventing the upper bound of Theorem 6.5.3. The query scheduler inherits
the efficiency guarantee of the online mechanism that it uses. This ensures that the
query scheduler can answer just as many queries as a traditional online mechanism
that doesn’t satisfy any of the desiderata and can answer significantly more queries

than independent mechanisms.

In the standard online model mechanisms that satisfy the sharing incentive incur
a penalty to the number of queries they can answer. The query scheduler instead
incurs a penalty to how fast it can answer those queries. Since the query scheduler
enforces which analysts can ask queries at any given time it cannot progress if the
chosen analyst has no queries to be answered. This causes the query scheduler to
stall and wait for an analyst to ask more queries (or indicate that they are done
asking queries), preventing any other analyst from asking their queries. We measure
the impact of stalling in practice by measuring each mechanism’s time to completion
in Section 6.8.

The round-robin scheduler ensures that any efficient mechanism satisfies the shar-
ing incentive however severely restricts the ordering of analysts. By ensuring that all
analysts have asked the same amount of queries the round-robin scheduler is guar-
anteed to stall if any analyst has fewer queries prepared than any of the others. The

randomized scheduler requires an underlying mechanism that is more efficient than
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Table 6.1: Desiderata satisfied by Online algorithms

. Desiderata Sharing Non-
Mechanism ; )
Incentive interference

Independent Private Multiplicative weights | v/ v
Private Multiplicative Weights X X
Seeded Cache and Reconstruct Ve Ve
Randomized Scheduler ve X
Round Robin Scheduler Ve X

the round-robin scheduler. In exchange, the randomized scheduler stalls less often as
the order of analysts is sampled from a distribution which can be chosen to match
some prior knowledge of analysts’ behavior. We show in Section 6.8 that this is par-
ticularly desirable when some analysts ask significantly fewer queries than others. In
that case, even when the analyst chosen is sampled from the uniform distribution it

incurs less stalling time than the round-robin scheduler.

6.8 Experiments

We design experiments to both test if the mechanisms proposed satisfy the desiderata
as well as how well they perform in practice. The randomized process used to generate
sequences is designed to emulate possible sequences across multiple analysts that one

might see in a practical setting.

6.8.1 Experimental Setup

The following experiments are largely similar to the experiments in Section 6.4 which
have been extended to the case of more than 2 analysts. We consider 10 analysts each
with equal shares of the privacy budget ¢/10. This allows for more interactions and
more complex interactions between analysts than in the 2 analyst case. We evaluated

several different privacy budgets € € [0.1,1,10] but found that the results remained
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largely the same across privacy budgets. As such all the results shown below are

using a moderate privacy budget € = 1.

A query sequence is generated by first assigning each analyst with a workload from
a list of either one of the census race workloads [92], the identity workload, prefix sum,
or H2 workload. Each of these workloads can either be asked on the entire database
or a subset of the database defined by a predicate. This ensures that there is a mix
of overlapping and disjoint queries. These workloads are then merged by randomly
selecting an analyst to answer a query at each time step. Like in Section 6.4 there is a
parameter p which denotes the probability that the first analyst is selected to answer
a query. The first analyst is chosen with probability p each of the other analysts are
chosen with probability (1 — p)/9. In this case, since there are 10 analysts p = 0.1
corresponds to the case where an analyst is chosen uniformly at random each time
and values of p above that signify that the first analysts asks their queries with higher
probability. We include p values of 0.01 , 0.1, and 0.9. This includes a case when one
analyst is underrepresented, a uniform distribution, and a case where one analyst is

vastly over represented.

6.8.2 Mechanisms

We use Independent PMW (ind) as our baseline mechanism which we will com-
pare our other mechanisms to. In this mechanism each analyst is given their own
independent instance of PMW and ask their queries exclusively on their respective
instance. Since this mechanism does not allow any interaction between analysts it

satisfies the sharing incentive, analyst monotonicity, and non-interference.

We also compare our mechanisms against a mechanism that is designed to opti-
mize for overall utility without any regard for the desiderata. For this purpose we also

evaluate Private Multiplicative Weights (PMW) as a general online differentially
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Figure 6.4: Accuracy for Changing P values

private mechanism, without regard to analyst identity.

The first of our proposed mechanisms is Seeded Cache and Reconstruct

(SCR), explained in detail in Section 6.6.

In addition, we test the efficacy of both the randomized scheduler and the round
robin scheduler. For both schedulers we create a single instance of PMW and pass
that into the scheduler as a parameter. As a result we evaluate Round Robin

PMW (RR) and Randomized Scheduler PMW (RS) as instances of the round

robin scheduler and randomized scheduler respectively.

6.8.3 Empirical Measures

We measure overall utility as the number of queries that can be answered with error
under a threshold «. For each analyst, their individual utility is measured as the

number of queries belonging to that analyst that are answered with error under

threshold a.

In addition to utility, we measure the Maximum Ratio Error and Empirical In-
terference as in [111]. These are measures of how severe any violations of the sharing
incentive and non-interference respectively. The ratio error of a mechanism M of
a given analyst ¢ is the utility of M in the independent case divided by the utility
of the M in the joint case. This value measures the sharing incentive and to what

extent it is violated. Values greater than 1 signify a violation of the sharing incentive
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and larger values signify larger violations. Here we present the Maximum Ratio

Error which is the maximum of all ratio errors taken across all analysts.

max Uz(Mu Qi? Si€)
g Uz(M7 Qa 6)

The Empirical Interference is a measure of the extent to which a mechanism
violates non-interference. For any analyst ¢ the interference with respect to another
analyst j is measured as the ratio of utility of analyst ¢ under mechanism M excluding
j and the utility of analyst ¢ under the same mechanism with all analysts present.
Like before if this ratio is larger than 1 then analyst ¢ experiences more utility when
j is excluded than when they are included in the mechanism, indicating a violation of
non-interference. We define the Empirical Interference as the maximum interference

across any pair of analysts as follows.

UM, 9\ Q' (1 - s;)e)
i, 1% Ui(M, Q,¢€)

The Query Schedulers incur an additional cost in that they can stall when queries are
not available. In order to measure the impact of the schedulers’ stalling, we measure
the Time To Completion, the number of time steps necessary for a mechanism to
answer all the queries. For the non-scheduled mechanisms this will simply measure
the size of the query sequence but for the scheduled mechanisms this will capture the

stalling time in addition to the time answering the queries.

6.8.4 Results

Here we show the results for e = 1 and o = 0.01.
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Utility

In terms of utility, it is clear that independently answering queries results in a severe
decrease in utility. Independent PMW can answer less than half of the total queries
under the threshold while all of the other mechanisms perform significantly better

under all values of p.

While SCR is analyst monotonic in all cases it comes at a slight cost. SRC consis-
tently answers slightly fewer queries than the optimal PMW or any of the schedulers
but significantly better than independent mechanisms. Since the schedulers only
re-order the query sequence they perform nearly identically to PMW. They even out-
perform PMW in pathological cases where one analyst’s queries are over-represented

at the beginning of the sequence when p = 0.9.

Max Ratio Error

PMW regularly violates the sharing incentive for all values of p. This is particularly
severe in cases where one analyst is either over or under represented. In those cases,
some analysts can see as many as 3 times more queries answered in the independent
case as opposed to the joint case. SCR has no violations of the sharing incentive in
any case whereas the schedulers only observe violations in outlier cases due to the

inherent randomness of those mechanisms.
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Empirical Interference

In most cases, PMW sees a violation of non-interference, with only rare cases having
no violations. Both schedulers also violate non-interference in most cases and the
violation grows as p increases. Of the two schedulers, the randomized scheduler
observes significantly less severe violations of the sharing incentive. For example in
Figure 6.6¢ in the worst case, an analyst can only answer 1.5X the queries without
one analyst whereas the round robin scheduler sees a 2.2x difference in the worst
case. SCR sees only a few outlier violations of the sharing incentive which can
be attributed to randomness. Unlike the schedulers, which do not provably satisfy
the sharing incentive, SCR sees only minor violations and still satisfies the sharing

incentive in expectation.

Time to Completion

Time to completion remains the same for all the non-schedulers as there is no pos-
sibility for stalling. In these cases, the time to completion is simply the number of
queries in the sequence. In all cases, both schedulers incur some penalty in time
to completion. This is the most extreme in the case of p = 0.01 when one analyst
is severely underrepresented. This can lead to frequent stalling where the mecha-

nism is waiting on the underrepresented analyst. In the worst case, this leads to
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the schedulers taking up to twice as many iterations to completely answer the entire

sequence.

6.8.5 Discussion

We demonstrated that both seeded cache and reconstruct and the query schedulers
are efficient solutions that both satisfy the sharing incentive. While they are both
viable mechanisms each serves its own purpose and the choice of which to use is left
to the data curator. Seeded cache and reconstruct has the benefit of being provably
analyst monotonic and as such can be used in high stakes cases where satisfying the
criteria is crucial. The query schedulers, however, have the benefit that they can
be built on top of existing state of the art mechanisms and are not subject to the
fundamental query limit. These can be used in lower stakes cases where the additional
utility from the current state of the art outweighs the need for the guarantees of non-

interference.

6.9 Conclusion

We demonstrate through Theorem 6.5.3 that online mechanisms can either answer
a large number of queries (like PMW) or satisfy the sharing incentive when the
ordering is possibly adversarial. This result relies heavily on the ability for queries

to arrive in an adversarial order where one analyst monopolizes those first set of

102



queries. We first propose Seeded Cache and Reconstruct, a mechanism which is
analyst monotonic in all cases but is subject to the limit of Theorem 6.5.3. We then
propose the alternative Query Scheduler which allows existing state-of-the-art online
query answering mechanisms to satisfy the sharing incentive without compromising

performance.
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Chapter 7

Fair-Private Synthetic Data

7.1 Introduction

Among the various privacy definitions that have been explored, Differential Privacy
(DP) [41] has emerged as the most reliable. DP allows users to get answers to queries
and even train Machine Learning models over private data by augmenting the true
answers with noise that cloaks information about individuals in the data. Indeed,
multiple works have focused on answering queries over private data [85, 60, 62, 92, 78|
and training models over such data [10, 102]. However, performing queries or training
models directly on the private data has several prominent drawbacks. First, the class
of allowed operations is limited. For example, only aggregate queries and specific
techniques of training are allowed. Second, the data itself cannot be shared or used
to explain the results and verify them without spending more precious privacy budget.

These limitations and others have driven the approach of generating synthetic
data under DP [30, 88, 87, 86, 15, 54, 72, 60, 149, 123, 131, 115, 142, 94, 93]. In
general, these systems often work in two main steps as depicted in Figure 7.1. First,
they measure some set of summary statistics and generate some model to represent
the data which is consistent with the measured statistics. This step is done in a
privacy preserving manner by infusing noise into both the statistics and the model
generating step. From that point, the synthetic data is sampled directly from the
model in a non-private manner. DP synthetic data provides a strong formal guarantee
of privacy on the original private data while creating a synthetic dataset that retains
many of the properties of the original dataset. The synthetic data may then be used
in any way and shared without additional privacy risk, due to the post-processing
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Figure 7.1: Popular private synthetic data framework design.

property of DP [45]. Thus, there is no restriction in the manner in which it is used

or shared.

However, as indicated by [53], the synthetic data generation process may preserve
or even exacerbate properties in the data that make it unfair. Naturally, users who
want to generate synthetic data in a process that satisfies DP may also want the data

to be fair.

There has been a significant effort in recent years to both define fairness [75,
118, 81, 138, 33, 34, 43, 21, 52, 76, 98], and develop frameworks to understand and
mitigate bias [120, 127, 49]. Among these, causal approaches for fairness [118, 81, 75|
propose a principled approach of measuring the effect of protected attributes on the
outcome attributes. These works consider the causal relationship between protected
attributes, i.e., those that cannot be explicitly used in decision making, admissible
attributes, i.e., those that can be explicitly used in decision making, and outcome
attributes that are the prediction targets. Prior works have proposed frameworks
for pre-processing steps to repair the data and ensure causal fairness [49, 28, 118].
Notably, none of these have done so while under the constraint of DP as they assume

the data is accessible.

In this paper, we propose PreFair (Private and Fair synthetic data generation),

a novel framework for generating fair synthetic data that satisfies DP. Our solution
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combines the state-of-the-art DP synthetic data generation system, MST [93] (shown
to be the best performing mechanism in terms of minimizing the discrepancy between
the private database and the generated one [130]) with the robust causal fairness
definition of Justifiable Fairness [118] to generate data that ensures fairness while
satisfying DP. In justifiable fairness, the data is defined to be fair if there is no
directed path in the causal graph between the protected attribute and the outcome
attribute that does not pass through an admissible attribute in a graphical model
which describes the data. Specifically, PreFair augments the first step shown in
Figure 7.1 to satisfy the graph properties needed for Justifiable Fairness and provides
a guarantee that the data generated in the second step will be fair, under a common

assumption.

Example 7.1.1. Consider the Adult dataset [16] with the attributes age, marital-
status (marital), education (edu), sex, income, and relationship. The MST system
first learns the two-way attribute marginals and then samples from them to generate
a synthetic database instance. Figure 7.2a shows the graphical representation of the
database attributes, generated by MST. Here, protected attributes are denoted with a
subscript 11 (and are colored red), admissible attributes are denoted with a subscript
a (and are colored blue) and the outcome attribute with a subscript Q (and is colored
green). The edges denote attributes that have a strong correlation between them in the
private database. Note that the protected attribute sex (denoted by a subscript I1 and
colored red) has an edge to the income attribute which is the outcome. Intuitively,
any synthetic database that will follow the distribution defined by this graph will have
a direct dependence between the attribute sex and the attribute income, resulting in
unfair data (we recognize that the graphical model is not a causal graph, but we rely on
the graphical properties of justifiable fairness). On the other hand, Figure 7.2b shows

an alternative graphical representation of the dependencies, generated by PreFair.
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Figure 7.2: Graphical data generation models

In this graph, the path from sex to income passes through the admissible attribute
education (the edges colored blue). Intuitively, in any synthetic data that will adhere
to this distribution, the influence of the sex attribute on income will be mitigated by
the education attribute, which is considered admissible, so it is allowed to directly

influence the outcome.

Ensuring that PreFair is useful gives rise to several challenges. In particular, we
tackle the following challenges: (1) adapting the definition of fairness to undirected
graphical models, (2) making a connection between the graphical model and the
data to guarantee that a fair model would lead to the generation of fair data, and (3)
providing efficient algorithms that will generate fair data while remaining faithful to

the private data and satisfying DP.

Our Contributions.

e We propose PreFair, the first framework, to our knowledge, that generates
synthetic data that is guaranteed to be fair and differentially private. PreFair
combines the state-of-the-art synthetic data generation approach that satisfies

DP [93] with the definition of justifiable fairness [118].

e We provide a novel model for fair data generation that relies on probabilis-
tic graphical models and characterize the needed properties for the sampling
approach to generate justifiably fair data. This model allows us to provide a
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guarantee about the fairness of the synthetic data generated by such graphical

models.

We prove that providing the optimal fair graph in our model is NP-hard even

in the absence of privacy.

Due to the intractability of the problem, we devise two solutions: (1) an al-
gorithm that provides an optimal solution for an asymptotically large privacy
budget and (2) a greedy algorithm that uses heuristics to construct the graph,
while still guaranteeing fairness but possibly reducing the faithfulness to the

private data.

We show that our model can be extended to other DP synthetic data generation

approaches including PrivBayes [147].

We perform an extensive experimental evaluation to test PreFair and show
that our greedy approach is able to generate fair data while preserving DP
and remaining faithful to the private data. We further show that our greedy

approach does not incur major overhead in terms of performance.

7.2 Preliminaries

We next detail the needed background for our framework.

Data. We assume a single table relational schema S = R(A;, Ay... A;) where A =

{A,, Ay ... A;} denotes the set of attributes R. Each attribute A; has a finite domain

Dom(A;). The full domain of R is Dom(R) = Dom(A;) X Dom(A;) X ... Dom(Ay).

An instance D of relation R is a bag whose elements are tuples in Dom(R), i.e., a

tuple can written as t = (ay,...,ay) where a; € Dom(A;). The number of tuples in

D is denoted as |D| = n. We consider synthetic databases. Given a database D with
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schema S and n tuples, we say that D' is a synthetic copy of D if D' also has the
schema S and contains n tuples of the form ¢t = (a}, ..., ay) where a; € Dom(4;).
From now, we refer to the process of generating a synthetic copy of a database D as

synthetic data generation.

7.2.1 Renyi Differential Privacy

In this paper, we employ the notion of Renyi-DP (RDP) [97]. This is a formal model of
privacy that guarantees each individual that any query computed from sensitive data
would have been almost as likely as if the individual had opted out. More formally,
DP is a property of a randomized algorithm which bounds the Renyi Divergence of
output distributions induced by changes in a single record. To define privacy, we

begin with neighboring databases.

Definition 7.2.1 (Neighboring Databases). Two databases D and D' are consid-
ered neighboring databases if D and D' differ in at most one row. We denote this

relationship by D' = D.

We often use the notion of neighboring databases to distinguish the impact of any
particular individual’s input on the output of a function. We likewise measure the
maximum change in any function due to the removal or addition of one row often

calling it the sensitivity of the function.

Definition 7.2.2 (Sensitivity). Given a function f the sensitivity of f is as follows
and is denoted by Af.

suppp| f(D) = f(D")|

From here we can define our formal notion of Privacy, RDP.
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Definition 7.2.3 (Renyi Differential Privacy). A randomized mechanism M satisfies
(a,v)-RDP for a« = 1 and v = 0 if for any two neighboring databases D, and D':

Doy(M(D)||IM(D") <~

where D, (+||+) is the Renyi divergence of order a between two probability distributions.

This ensures that no single individual contributes too much to the final output
of the randomized algorithm by bounding the difference of the distributions when
computed on neighboring databases.

All mechanisms which satisfy RDP also satisfy classic differential privacy [41].
Given privacy parameters a and v the RDP guarantee can be translated into a

classical DP guarantee as follows.

Theorem 7.2.4 (RDP to DP [97]). If a mechanism M satisfies («,v)-RDP it also

satisfies (fy + @,5) - DP for all 6 € (0,1]

«

The parameter v quantifies the privacy loss. If there are two RDP releases of
the same data with two different privacy parameters the amount of privacy loss
is equivalent to the sum of their privacy parameters. More formally, we have the

following.

Theorem 7.2.5 (RDP composition [97]). Let My be an («,v,)-RDP algorithm and
My be an (a, v, )-differentially private algorithm. Then their combination defined to
be Myo(x) = (Mi(z), Ma(2)) ds (o, 1 + 72)-RDP.

When designing private systems designers are required to balance utility and pri-
vacy loss over several mechanisms to ensure that a global privacy loss is not exceeded.
RDP is robust to post-processing, i.e., if any computation is done on an RDP data
release without access to the original data, the additional computation also satisfies

RDP.
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The Gaussian mechanism [97]. This is a DP primitive for answering numerical

queries and is often used to construct more complex DP mechanisms.

Definition 7.2.6 (Gaussian Mechanism). Given a query q and a database, D the

2
randomized algorithm which outputs the following query answer is (a,a%)—RDP

[97] for all o = 1.
a(D) + N(0.07)

where NV(0, o) denotes a sample from the Normal distribution with mean 0 and

scale o, and Ag is the sensitivity of ¢ (Definition 7.2.2).

The Exponential Mechanism (EM) [95]. EM is an RDP primitive for queries
which output categorical data instead of numerical data. The exponential mechanism
releases a DP version of a categorical query ) by randomly sampling from its output
domain €2. The probability for each individual item to be sampled is given by a pre-
specified score function f. The score function takes in as input a dataset D and an
element in the domain w € 2 and outputs a numeric value that measures the quality
of w. Larger values indicate that w is a better output with respect to the database
and as such increases the probability of w being selected. More specifically given a

dataset D the exponential mechanism samples w € ) with probability proportional

€

AT f(D,w)) where Af is the sensitivity of the scoring function f.

to exp(

Theorem 7.2.7 (From [95]). The Ezponential Mechanism applied to the quality score

function f satisfies (a, a%)— RDP. Where Af is the sensitivity of f

Both the Gaussian and Exponential mechanism are DP primitives which are often

used as subroutines in the design of more complex DP mechanisms.
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7.2.2 Marginals-MST

Previous work [93] has proposed an approach of using a Marginals-MST for generating
DP synthetic data. The Marginals-MST is based on a Bayes network that encodes the
two-way marginals between the different attributes of the database. This approach
was shown to be the state-of-the-art DP mechanism for generating synthetic data
[130]. In the selection step (recall Figure 7.1), the system generates a Marginals-MST
which maximizes the pairwise mutual information over the attributes of the database.
The mutual information between two attributes measures the mutual dependence
between the two attributes. Two attributes that depend on each other more have
higher mutual information. As such the two way marginals of attributes with high
dependence on one another are chosen to be measured directly. Mutual information

is defined as follows.

Definition 7.2.8 (Mutual Information [35]). The mutual information between two

attributes A; and A; is defined as follows.

PlA; = a;, Aj = a;
P[Ai=ai,Aj=aj]log< [ a J aj] )

P[Az = aZ]P[AJ — aj] (71)

a;€Dom(A;) a;€Dom(A;)

Selection Step. The Marginals-MST selection step is a three step process each
with its own split of the privacy parameter. First, it measures the 1-way marginals.
It then selects a set of two way marginals to measure by creating a graph where
the nodes represent the attributes and the edges represent 2-way marginals between
attributes. The weights of each edge are set to (an estimation of) the mutual infor-
mation between the two attributes. It then uses a private mechanism to generate a
maximum spanning tree (Marginals-MST) over this graph by using a private version

of Kruskal’s algorithm [79] where the exponential mechanism is used to select edges.

Definition 7.2.9 (Marginals-MST). Given a database D over the attribute set A and
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an undirected graph G = (V, E,w), where V = A, E are edges between attributes, and
w: VXV = RY returns the mutual information between every pair of attributes such
that (A, Ay) ¢ E iff w(A;, Ay) =0, a Marginals-MST is the maximum spanning tree
of G.

Once the marginals are selected the final graphical model is constructed using Pri-
vate PGM [94] which (approximately) preserves the conditional independence prop-
erties of the Marginals-MST as well as its marginals. From here the model is sampled

from directly.

Sampling Step. Once the graphical model is generated, the data is sampled in a
way similar to sampling from a Bayes net. It samples attributes one at a time with
probabilities dependent on its already sampled neighbors. This imposes a direction
in all the edges in the Marginals-MST resulting in a probability distribution that can
be encoded in a directed bayes net. The direction of the edges is directly dependent
on the order in which the attributes are sampled with edges going from nodes which

were sampled first toward nodes which were sampled later.

4 \
Figure 7.3: Directed Marginals-MST as a result of sampling

Example 7.2.10. Figure 7.3 shows the process of sampling from the Marginals-MST
in Figure 7.2b. The first attribute to be sampled is age. Its probability is dependent
only on its 1-way marginal probability. Then, martial-status is sampled. Since age
15 already sampled, martial-status is then sampled according to the estimated 2-way
marginal distribution. This process continues down the tree until all attributes are
sampled.

113



Likewise, this ensures that the final distribution (approximately) follows the local

Markov property of Bayesian networks.

Definition 7.2.11 (Local Markov Property). A graphical model N satisfies the Local
Markov Property if each attribute is conditionally independent of its non-descendants

given its parent values. That is more formally as follows.
Vae A: X, 1L XA\é(a)|XH(a) (72)

Where 6(a) are the descendants of a . In particular, given the local Markov
property, we can write the probability distribution on the attributes A as follows.
Al
PrlAl = PriX,, X, X 4] = [ | = PriX|m0,] (7.3)
i=1

where II; is the parent set of X;. Given a Bayesian network a common inference
task is determining conditional independence between two attributes.

A sufficient criteria to denote conditional independence is d-separation [105] a
condition which can be checked directly on the graph structure. We say that if G is
a graphical model and Pr is a probability distribution then Pr is markov compat-
ible with G if a d-separation in G implies conditional independence in Pr. or more

formally:.

X U Y|,Z->X1Y|Z (7.4)

If the converse is true, we say that Pr is faithful to G. In terms of Bayesian networks,

the following is true.

Theorem 7.2.12. If G is a directed acyclic graph over attributes A and Pr is a
probability distribution that follows Equation (7.3), then Pr is Markov compatible
with G.
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Interventions on a Bayseian network are achieved via the do operator denoted
do(X = x). On the graph structure itself this is equivalent to setting the value of a
particular node and removing all the edges between that node and its parents. There

is an equivalent notion on the distribution itself which can be computed analytically.

7.2.3 Causal Fairness

Causal fairness notions [81, 75] consider the dependence between a set of protected
attributes P and a set of outcome decisions O. Protected attributes are those which
are considered sensitive and unactionable. For example, race and gender are often
considered unactionable attributes in highly sensitive tasks such as college admissions
and loan applications. The outcome attribute O is the objective to predict given the
other attributes. Here, we focus on justifiable fairness [118] which considers addi-
tional admissible attributes. These attributes are considered actionable for decision
making despite their possible causal links to protected attributes. We begin by first

introducing K fairness and then using that to derive the notion of justifiable fairness.

Definition 7.2.13 (K-fairness [118]). Given the disjoint set of attributes A, protected
attributes P, and outcome attribute O we say that a mechanism M is k-fair with
respect to the protected attribute if for any context K = k and every outcome O = o

and every P; € P the following holds:
P[O = oldo(P; =0),do(K =k)] = P[O = o|do(P;, =1),do(K = k)]

That is, conditioned on the setting of the k attributes, the value of the protected
attribute should not affect the final outcome. K-fairness is usually defined with re-
spect to the outcome of some algorithm such as a classifier but as most pre-processing
techniques do, we will make the “reasonable classifier” assumption where the condi-

tional probability of classification is close to that same conditional probability of the
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training label in the training set. Therefore, we will use the outcome of a classifier

and the training label interchangeably here.

Definition 7.2.14 (Justifiable Fairness [118]). Let A be the set of all attributes,
P C A be a set of protected attributes A C A\ P be a set of admissible attributes and
O be an outcome attribute. A mechanism M is justifiably fair if it is K-fair with

respect to all supersets K 2 A

Past work [118] notes that for a directed causal graph G over a probability dis-
tribution if all directed paths from a protected attribute to the outcome attribute
pass through at least one admissible attribute then that probability distribution is

justifiably fair.

Theorem 7.2.15 ([118]). If all paths in a causal directed acyclic graph G going from
protected attributes to outcome attributes go through at least one admissible variable
then G s justifiably fair. If the probability distribution is faithful to the causal DAG,

then the converse also holds.

While this is true for data that is faithful to a causal DAG, it is also true for data

that is markov compatible with that same graphical structure.

7.3 A Framework for the Generation of Fair and
DP Synthetic Data

We next detail the framework of PreFair that adapts the approach of using a
Marginals-MST for generating synthetic data with the notion of interventional fair-
ness.

All of our mechanisms can be seen as imposing a distribution represented in the
created Bayes net onto a particular dataset. This does not inherently preserve any

causal structure nor impose any causal structure on the dataset it merely preserves
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Figure 7.4: Multi-outcome (green nodes) Fair Marginals-MST

a chosen set of measured statistics. In our setting, this is required as it is known
that no private mechanism can preserve all possible statistics on a dataset [40] but
instead, it must choose to preserve a subset of them and, even then, noise has to be

infused into that subset.

7.3.1 Model For a Fair Marginals-MST

We now detail the model for a fair Marginals-MST, relate it to the synthetic data
sampled in the second step (Figure 7.1), and define the main problem at the center

of our model.

Causal Interpretation. Previous work on justifiable fairness [118] satisfies justifi-
able fairness by changing the underlying distribution to make attributes that could
be causally linked instead be independent. Fundamentally, this repair mechanism im-
poses independence between attributes and does not impose new casual structures.
Similarly, our work can be seen as imposing an entire distribution onto a particu-
lar dataset. We generate distributions with independence properties that ensure the
independence between the protected and outcome attributes when conditioned on
the admissible attributes. We do not impose any given causal structures, instead we
create data with a specific distribution from which no causality between protected

and outcome attributes can be inferred.

Fairness of a Marginals-MST. We can adapt the notion of interventional fairness
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to Marginals-MST. As a first step, we need to bridge the gap between an undirected
Marginals-MST and Definition 7.2.13 that assumes a DAG. Here, we consider the
option of multiple outcomes rather than a single outcome attribute. This generaliza-
tion is very practical for the synthetic data generation scenario, as we explain in the

discussion in Section 7.3.2.

Proposition 7.3.1. Let D be a database over attributes A, let P, A,O € A be disjoint
sets representing the protected, admissible and outcome attributes respectively, and
let T be a directed Marginals-MST over A. If all directed paths in T going from any
attribute in P to any outcome attribute go through at least one attribute in A then

the distribution of T is justifiably fair.

Proof. The proof is largely the same as that in past work [118]. Note that for any
choice of K 2 A, if all the directed paths go through at least one attribute in K then
intervening on K, that is do(K = k) then at least one of the edges in the path will
always be severed. This will separate all nodes in O from those in P and thus any

further intervention on P cannot influence the distribution of O. O]

This proposition leads to the definition of a fair Marginals-MST T as one for
which any directed Marginals-MST derived by directing the edges of T satisfies the

premise in Proposition 7.3.1.

Definition 7.3.2 (Fair Marginals-MST). Given a database D over attributes A,
and disjoint sets P,A,O S A representing the protected, admissible and outcome
attributes respectively, a Marginals-MST T whose node set is A is fair if in any
directed Marginals-MST obtained by directing the edges of T', all directed paths in T
going from any attribute in P to any outcome attribute in O go through at least one

attribute i A.
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Example 7.3.3. Figure 7.2b shows an example of a fair Marginals-MST. The only
path from the protected attribute (sex) goes through at least one admissible attribute
(education). Regardless of any direction imposed on the edges, the path between the

outcome and protected attribute remains blocked by an admissible attribute.

Notice that since Marginals-MST is a tree, we get the acyclic property ‘for free’
as there cannot be cycles in the tree, no matter the direction of the edges. A fair

Marginals-MST with a direction on each of its edges is called a directed fair Marginals-

MST.

From a fair Marginals-MST to fair synthetic data. We now show that given
a fair Marginals-MST, one can sample data which satisfies the property in Defini-
tion 7.2.14 as well, so long as the sampling approach preserves the distribution of the

fair Marginals-MST.

Proposition 7.3.4. Any synthetic database whose distribution is Markov Compatible
(Equation (7.4)) with a directed fair Marginals-MST satisfies Justifiable Fairness
(Definition 7.2.14).

Proof of Proposition 7.3.4. Here, we show that given a set K 2 A that the probability
of the outcome is dependent only on the intervention on K and is the same regardless
of the value of p. We rely on a fact from [104] namely the following equivalence on

the do operator.

P(O = oldo(K = k),do(P =p)) = P(O = o|do(K = k)) -
it(0 1L P|K ) '

Where PK denotes the distribution derived by removing all edges pointing to

attributes in P and K.

This will allow us to show that the outcome is independent of any intervention on
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Figure 7.5: Possible paths for the proof of Proposition 7.3.4.

P once we have already intervened on K i.e., applying the do operator on P does not
change the probability. In particular, we will be able to show that P[O = o|do(P; =
0),do(K = k)] = P[O = o|do(P; = 1),do(K = k)] = P[O = o|do(K = k)], which is
the definition of K-fairness.

We also highly rely on the concept of d-separation a notion that can be directly
observed on the graph. We say two attributes X and Y are d-connected (and thus

not d-separated) conditioned on a set of attributes Z if any of the following hold.

e There exists an undirected path from X to Y that is not blocked by Z

e There exists an undirected path from X to Y that is not blocked by a collider
a7

Where a collider is an attribute along the undirected path where both edges in the
path are directed towards that attribute.

Let K be any superset of A which shares no elements with P. Note that in any
directed Marginals-MSTthere is exactly one undirected path between any attribute
in P and any attribute in O. Likewise this path is always blocked by at least one
attribute in K.

Therefore the path from the attribute in P to an attribute in O must have one

of the structures shown in Figure 7.6 where X and Y denote arbitrary sets of nodes
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along the path with arbitrary directed edges between them. Double edges denote an
edge that can be in any arbitrary direction. II denotes an attribute in P, {2 denotes
an attribute in O and « denotes an attribute in A. Note that the path must either
pass through « (the first case), have edges that go to a (the second case) or have

edges that originate from « (the third case).

In the graph PK where all edges going into attributes in P and K are removed
each of these cases introduces a d-separation between ) and II when conditioned on
K. In the first case, the edge going into « is removed and as such the path is severed.
In the second case, both edges going to a are removed and the path is severed. In
the third case, no edges are severed but conditioning on « d-separates II and €2 since
it blocks the path and is not a collider.

Since the dataset is Markov compatible with the graph then the d-separation of
Q and IT imply that the two are independent when conditioned on «a. Since they are
conditionally independent we can use Equation (7.6) to show that P(O = o|do(K =
k),do(P = p)) is the same regardless of the intervention on P. Therefore, the
distribution satisfies K-fairness. Likewise since K could be an arbitrary superset of

A then the distribution also satisfies justifiable fairness. m

Proof. Here we show that given a set K 2 A that the probability of the outcome
is dependent only on the intervention on K and is the same regardless of the value
of p Here we rely on a fact from [104] namely the following equivalence on the do

operator.
P(O = o|ldo(K = k),do(P =p)) = P(O = o|do(K = k))

(7.6)
if(O 1L P|K)pr

Where PK denotes the distribution derived by removing all edges pointing to

attributes in P and K.
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Figure 7.6: Possible Paths

This will allow us to show that the outcome is independent of any intervention
on P once we have already intervened on K. We also highly rely on the concept
of d-separation a notion that can be directly observed on the graph. We say two
attributes X and Y are d-connected (and thus not d-separated) conditioned on a set

of attributes Z if any of the following hold.

e There exists an undirected path from X to Y that is not blocked by Z

e There exists an undirected path from X to Y that is not blocked by a collider
a ¢z

Where a collider is an attribute along the undirected path where both edges in the
path are directed towards that attribute.

Let K be any superset of A which shares no elements with P. Note that in any
directed Marginals-MSTthere is exactly one undirected path between any attribute
in P and any attribute in O. Likewise this path is always blocked by at least one
attribute in K.

Therefore the path from the attribute in P to an attribute in O must have one of
the structures shown in Figure 7.6 where X and Y denote an arbitrary set of nodes
along the path with arbitrary directed edges between them. Double edges denote an

edge that can be in any arbitrary direction. II denotes an attribute in P, {2 denotes
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an attribute in O and « denotes an attribute in A. Note that the path must either
pass through «a (the first case), have edges that go to a (the second case) or have

edges that originate from « (the third case).

In the graph PK where all edges going into attributes in P and K are removed
each of these cases introduces a d-separation between ) and II when conditioned on
K. In the first case the edge going into « is removed and as such the path is severed.
In the second case, both edges going to a are removed and the path is severed. In
the third case no edges are severed but conditioning on « d-seperates II and €2 since
it blocks the path and is not a collider.

Since the dataset is Markov compatible with the graph then the d-separation
of © and II imply that the two are independent when conditioned on «. Since
they are conditionally independent we can use Equation (7.6) to show that P(O =
oldo(K = k),do(P = p)) is the same regardless of the intervention on P therefore
the distribution satisfies K fairness. Likewise, since K could be an arbitrary superset

of A then the distribution also satisfies justifiable fairness. n

Intuitively, this proposition states that it is sufficient to find a Fair Marginals-
MST to ensure that the data that is derived from it is justifiably fair, as long as the
sampling method is faithful to the distribution described by the fair Marginals-MST.
This is inherently true for any sampling method that preserves the distribution of a

Bayes net (Equation (7.3)) such as the MST [93] and PrivBayes[147] sampling steps.

7.3.2 Problem Definition and Intractability

We have adapted the notion of interventional fairness to Marginals-MST and have
further determined that it is sufficient to consider the fairness of the Marginals-MST
to know that a synthetic database that is generated by a faithful sampling process

will be fair. We can now define FDPSynth (Fair DP Synthetic Data Generation) as
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the problem at the heart of PreFair.

Definition 7.3.5 (The FDPSynth Problem). Let D be a database with attribute
set A, a set of protected, admissible and outcome attributes P, A,O € A, such that
P,A,O are pairwise disjoint. Let G = (V,E,w) be a graph encoding the mutual
information between every pair of attributes in A, where V = A is the set of nodes,
E is the set of edges, and w : VXV — R is a weight function for pairs of nodes that
denotes the mutual information between every pair of attributes in D, w(A,, Ay) =0
iff (A, Ay) € E and the mutual information between A, and Ay is 0. The FDPSynth
problem is to find a fair MST that mazimizes the pairwise mutual information between

the attributes in A while satisfying RDP for a given privacy parameter p.

Example 7.3.6. Reconsider Example 7.1.1 with the Adult dataset, where the pro-
tected attribute is sex, the admissible attributes are education, marital-status and the
outcome attribute 1s income and assume that there is a graph where the edges rep-
resent the mutual information between these attributes in the private database. The
FDPSynth problem is to generate a fair Marginals-MST that maximizes the pairwise

mutual information between the attributes while satisfying RDP for a given p.

The need for multiple outcomes. Previous work on justifiable fairness [118]
assumes that the database contains a single outcome attribute. However, in the
context of generating private synthetic data this assumption is restrictive. In the non-
private setting several different synthetic data sets can be constructed for individual
tasks with different outcomes. In the private setting due to Theorem 7.2.5 each
release of privacy protected data comes at the cost of additional privacy leakage. As
a result, it is more efficient to release a single set of synthetic data which considers
multiple outcomes. Therefore, instead of defining O € A as |O] = 1, we allow for a

set of outcomes, i.e., |O] = 1.
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Example 7.3.7. Reconsider Figure 7.2b with the attribute relation as a second out-
come. This simulates the case where the datatset needs to be used for two independent
prediction tasks. In the first prediction task, income is to be predicted and in the sec-
ond task relation status is to be predicted. Since both relation and income are to
be predicted they should both be dependent on the admuissible attributes and not the

protected attribute (sex).

NP-hardness of FDPSynth. Here, we show that FDPSynth is intractable. We first
define the decision version of the FDPSynth problem without the RDP requirement.
We show that, even in the absence of the RDP requirement, the decision problem
is NP-hard. In the presence of private noise every instance of the problem must
have non-zero probability, therefore, the addition of privacy still allows for the graph

instances that are shown in the proof.

Definition 7.3.8 (Decision version of FDPSynth). Let D be a database with attribute
set A, a set of protected, admissible and outcome attributes P, A,O S A, such that
P, A, O are pairwise disjoint and let k € N. Let G = (V, E,w) be a graph encoding
the mutual information between every pair of attributes in A, where V = A is the set
of nodes, E is the set of edges, and w : V XV — R" is a weight function for pairs
of nodes that denotes the mutual information between every pair of attributes in D,
w(A;, Ay) =0 iff (A1, Ay) € E and the mutual information between A; and Ay is 0.
The goal is to decide if there exists a fair Marginals-MST, T = (V, E,w) of G such
that ) .y w(e) = k.

We now detail the NP-hardness claim and the reduction from 3SAT leading to its

proof.

Proposition 7.3.9. The decision version of FDPSynth is NP-Hard.

125



Figure 7.8: 3 way OR gadget

Proof. We show that, given an instance of 3-SAT, we can define an equivalent in-
stance of the decision version of FDPSynth, where any maximal spanning tree will

correspond to a satisfying 3-SAT assignment.

Construction. First, we describe the construction of a graph G from a 3-SAT in-
stance ¢ with m clauses and n literals. We create an assignment gadget (Figure 7.7)
for each literal in . This contains a protected attribute II; and edges from the pro-
tected attribute to two additional attributes representing the literal and its negation
(z; and —x; respectively). For each clause in ¢ we create a 3-way OR gadget (Fig-
ure 7.8). The a nodes in the OR gadget are admissible attributes and the 2 nodes
are outcome attributes. Each of the inputs for the 3-way or gate (x, zy, z3) are then
connected to the corresponding literal in the assignment gadget using a weight 3
edge. We now prove that there is a solution to the decision version of FDPSynth

(Definition 7.3.8) with k = 13m + 5n

To build the intuition behind the 3-way OR gadget we first describe the 2-way

OR gadget (Figure 7.9) and build upon that. This gadget takes two inputs z; and
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Zo. These may be either connected to an assignment gadget or the output of another
gadget. Note that in order to make the maximum spanning tree across this substruc-
ture both edges with weight 2 must be taken and at least one edge with weight 1
must be taken resulting in a total weight of 5. We recall that we consider a literal
to be set to False if there exists an unblocked path from a protected attribute to
it. We now consider the output of the two way OR gadget O. This node will be
considered set to False if there is an unblocked path between a protected attribute
and O. For either of the possible maximum spanning trees on the 2-way OR gadget
only one of the inputs can have a path to O that is blocked by «. Therefore, for either
of the maximum spanning trees, if both inputs are set to False only one of them
may be blocked by a and the other will have a direct edge to the output resulting in
an output of False. As such any maximum spanning tree on the 2-way OR gadget
evaluates to True if at least one of its inputs evaluates to True resulting in the same
functionality as an OR gate. Similar to traditional OR gates in order to construct the
3-way OR gadget we simply apply two 2-way OR gadgets together with the only ex-
ception being that the output of the second 2-way or gadget is an outcome attribute.
This ensures that if a tree over the 3 way or gadget has the maximum weight (13)
and satisfies Proposition 7.3.1 then it corresponds to a satisfying assignment for the

corresponding clause.

iff © has a satisfying assignment.

Proof. (=) Assume that we have a fair Marginals-MST 7" of the constructed graph
G. If T has the maximum weight of 13m + 5n, where m is the number of clauses and
n is the number of literals, and then the assignment to each literal can be read by
looking at each assignment gadget. In T only one of the edges from each assignment
gadget will be kept due to the tree condition. Whichever node has an edge to the

protected attribute II; will be set to False and the other will be set to True. This

127



Figure 7.9: 2-way OR gadget.

assignment is consistent as the literal in the assignment gadget in Figure 7.7 will
have an edge to every 3-way OR gadgets that corresponds to clauses which have that
literal. This ensures that all 3-way OR clauses which have x; will have an edge to
x1 in the assignment gadget and those that have —z; have an edge to —x; in the
assignment gadget. Since only one edge can be taken in the assignment gadget then

either x; or —~x; can be set to False but not both.

Recall that in order for the minimum spanning tree over the 3-way OR gadget to
be maximum and fair at least one literal must be set to True. Because of this any
global Marginals-MSTof the maximum weight of 13m + 5n ensures that each clause
has at least one literal set to True.

(<) Here we show that given a satisfying assignment to ¢, a, we can construct
a unique fair Marginals-MST on G. In order to show that a minimum spanning tree
of G always corresponds to a 3-SAT solution we will rely heavily on the following
fact about MSTs: for any spanning tree on graph G to be an MST all the subtrees
on smaller connected components must also be a minimum spanning trees for each
of those components. This allows us to reason about the smaller parts of the tree
(mainly the OR gadget) without considering the rest of the tree.

Now given a satisfying assignment to ¢, a, we can construct the corresponding fair
Marginals-MST. First, select the edge that correctly assigns the attributes according

to the assignment gadget. That is if the assignment sets z; to True select (I1-, ;)

128



Figure 7.10: Example 3-Way OR gadget. The satisfying edges are highlighted in
blue

in Figure 7.7 and (I, x;) otherwise. Then for each 3-way OR gadget (Figure 7.8)

take all four weight 2 edges.

In the case of the 3-way OR gadget all edges will refer to the notation of Figure 7.8.
Since a is a satisfying assignment for ¢, at least one of the 3 literals x; will evaluate
to True . If this literal is connected to the first 2-way OR gadget , select its 1
weight edge to be connected to the output (z;,0) and the 1 weight edge from the
output to the outcome node (z', Q). If the literal is connected to the second 2-way OR
gadget either weight 1 edge (1, O) or (x5, O) from the first 2 weight or gadget can be
selected and the weight 1 edge from the literal to the outcome (x5, 2) will be selected
in the second 2-way OR gadget. We give an example of such a 3-WAY OR gadget
in Figure 7.10 where the edges to be taken are highlighted in blue. This corresponds
to the assignment (z; = True,z, = False,x3 = False). Taking these edges both
maximizes the weight as it takes all the 2 weight edges and only one 1 weight edge
from either 2-way or gadget. This also ensures that the resulting Marginals-MST is
fair since each outcome in the 3-way OR gadget has paths all blocked by admissible
attributes. In each case for any maximal spanning tree at most one path from the
literals to the outcome may be blocked since only one of the weigh 1 edges can be

taken.
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In order to connect the problem on an abstract graph to a database, we note
that there always exists a database where the mutual information between attributes

results in the structures of the assignment gadget and the 3 way OR gadget.

Lemma 7.3.10. There exists a database D whose attributes have the mutual infor-

mation relationship that results in the graph of Figure 7.8.

Proof. Here we first show that we can create a set of random variables A, B,C, D
which results in the graph where B, C| D all have an edge to A with arbitrary edge
weight and no other edges. From there we demonstrate that we can extend this
construction to an arbitrary number of edges each with their arbitrary weight. We
argue that this construction is sufficient to be able to construct a graph with the

structure of the 3-way OR gadget.

Let B,C, and D be discrete uniform random variables with domain size n. Let

A be the discrete random variable with the following probability distribution.

With Probability x
With Probability y
With Probability z
With Probability A

SN S SIS
IT
U aw

The entropy of A is as follows.
H(A) =
— (n(z/n)log(x/n) + n(y/n)log(y/n) + n(z/n)log(z/n) + (A)log(A)) =
— (zlog(z/n) + ylog(y/n) + zlog(z/n) + (A)log(A))
(7.7)
Likewise the conditional entropy is as follows.

H(A|B) =
(7.8)
— (zlog(x) + ylog(y/n) + zlog(z/n) + (A)log(\))
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As such the mutual information is as follows.

I(A;B) = H(A) - H(A|B) =
rlog(x) — zlog(xz/n) =
z(log(z) — log(z/n)) =

xlog(n)

The same can be done for the other random variables B and C. It is clear that
B,C and D have pairwise mutual information 0 since they are all uniform random

variables.

The only constraint is that z+y+2z+ X = 1. Given a sufficiently large n we can set
xlog(n) to be whatever mutual information we’d like and the same goes for the other
two attributes. For example if for example we would like to make the relationship

between O, z', v and © shown in Figure 7.8 we would do the following construction.

Let A take the place of z', B take the place of O, C take the place of o and D

take the place of 2. Let n = 2'2 = 4096,z = Ly=

_ 1 _ 1 p
3 z== and A = =. First these

1
6’ 2
1

values of x,y, z and \ satisfy the constraint as 4—11 +o+ é + %+ = 1. Likewise these
probabilities give us the desired mutual probabilities as xlog(n) = }llog(4096) = 3.
Likewise ylog(n) = 2 and zlog(n) = 1.

We can extend this to any number of edges we’d like as well as any value of mutual
information. This only requires a larger value of n. If we would like ( edges with the

maximum mutual information I n must be at least 2
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7.4 Computing a Fair Marginals-MST

Here we propose both an exponential time optimal solution as well as a linear time
greedy algorithm. It is important to note when designing each of these mechanisms,
we first designed a non-private solution to the fair Marginals-MST problem then
adapt them to satisfy RDP. Even if an optimal non-private solution is adapted it

does not ensure that the resulting private solution is also optimal.

7.4.1 Asymptotically Optimal Algorithm

Algorithm 7: Exponential-Optimal-PreFair
input : Database D, set of admissible attributes A, set of protected
attributes P, set of outcome attribute O, measurements of 1-way
marginals log, and a privacy parameter p
output: Set of (7,7) pairs to measure C
1 Use Private-PGM[94] to estimate all 2-way marginals M; ; from log
2 Let r be the number of 2 way marginals

3 Let 0 = /£
2r

4 Compute noisy measurements of L; error between the estimated 2-way
marginal and real 2-way marginal for all i, j pairs. ¢;; = ||M;;(D) — M,,]|
using the Gaussian Mechanism with scale o

Initialize empty priority queue Q sorted in ascending order

Let @,,q» be the maximum measurement.

Set the weight of each edge (i,j) t0 Gax — .

Add the graph G = (A, @) to Q

while Q is non-empty do

© o N o o

10 Let G = (A, C) be the first graph in Q

11 if G is a complete graph then

12 ‘ return GG

13 For each edge (7,j) which connect two connected components in G and
does not create an unblocked path from a node in O to a node in P add
G+ (i,7) to Q

Here we present an exponential time solution for finding the optimal tree. The

non-private version of this solution acts similarly to Dijkstra’s algorithm.
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incomeg,

Figure 7.11: Outputs of Greedy-PreFair (red edges) and Exponential-Optimal-
PreFair (blue edges)

We take in as input the set of measured 1-way marginals, and the RDP privacy
parameter p. In addition, the mechanism takes as input the sets of admissible,
protected, and outcome attributes. We estimate all of the 2-way marginals using
Private-PGM [94]. From there in line 4 we measure the L1 error of each of the 2-way
marginals (a sensitivity 1 estimate of the mutual information) using the Gaussian
mechanism and set each edge weight to the error of its corresponding marginal. In
line 5 we create a priority queue where we will store partial Marginals-MSTs which
will be sorted by their current weight in ascending order. In line 6- 7 we set the
weight of each edge to be the maximum measurement minus the measurement for
that pair. This ensures that the attribute pairs with the highest mutual information
have the lowest weight and reduces the problem to that of finding the lowest weight
tree. This way the partial tree with the lowest weight will always remain on the top
of the queue. In order to seed the queue in line 8 we add the partial tree where no
nodes are connected with weight 0. From there (lines 9-13) at each time step we take
the top partial tree from the queue and add to the queue all the possible trees with
one additional edge that does not violate Proposition 7.3.1. We continue this process
until the first complete Marginals-MST is on the top of the queue. Since the queue
is sorted by weight and adding any edge only increases the weight the first complete

Marginals-MST to be found by definition must be the minimum weight tree.
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Example 7.4.1. Consider the graph in Figure 7.11 on the attributes of the Adult
dataset. The blue edges demonstrate the output of Exponential-Optimal-PreFair in
the absence of privacy noise. Ezxponential-Optimal-PreFairiterates through all per-
mutations of partial Marginals-MSTs checking those with high edge weights. The
results (in the absence of noise) is the optimal Marginals-MST shown in Figure 7.11

with a total weight of 30.

Correctness and optimality condition. We now detail the guarantees of Algo-

rithm 7. In particular, the algorithm satisfies RDP and outputs a fair Marginals-MST.

Proposition 7.4.2. Given a private database D over a set of attributes A, a set of
admissible attributes A € A, a set of protected attributes P € A, outcome attribute
O € A, measurements of 1-way marginals of A over D, log, and a privacy parameter

p, the following holds:
1. Algorithm 7 satisfies (o, pa) — RDP for all a = 1.
2. Algorithm 7 outputs a fair Marginals-MS'T.

Proof of Proposition 7.4.2(1). Using the Gaussian Mechanism (line 4) with scale o
satisfies (a, #)—RDP. If we set o = \/;p this becomes (o, @2)-RDP. This is invoked

r times and is the only line that directly accesses private data thus by Theorem 7.2.5

it thus satisfies («, ap)-RDP. O

Proof of Proposition 7.4.2(2). When Algorithm 7 creates an incomplete spanning
tree to add to the priority queue it rejects any partial spanning tree that violates

Proposition 7.3.1. Therefore the resulting output satisfies Proposition 7.3.1. O

While Algorithm 7 always outputs a fair Marginals-MST in all cases it is only

guaranteed to maximize the mutual information in the case without any privacy
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preserving noise as the mechanism relies on knowing the true weights. Adding privacy
preserving noise to the optimal non-private mechanism does not always result in
the optimal private mechanism as some mechanisms may use inference and other

techniques to better account for the noise.

Proposition 7.4.3. In the absence of privacy preserving noise (as p — 00 ) Algorithm

7 outputs the fair Marginals-MST with mazimum mutual information.

Complexity and privacy budget discussion. This solution can be both slow and
privacy intensive. First, there is an exponential number of possible spanning trees
and, in the worst case, considering all of them is prohibitively expensive. In the worst
case where all edges have the same weight, the algorithm must search through every

possible spanning tree on a complete graph resulting in the following time complexity.

Proposition 7.4.4. The time complexity of Algorithm 7 is O(|A||A|_2).

Proof. Let G be a graph over the input database D where the nodes represent at-
tributes and edges represent mutual information between attributes. Consider the
case where each edge has uniform weight (by Lemma 7.3.10 such a database exists).
In this case, the weight of any partial spanning tree is merely the number of edges
in the partial tree. As such, Algorithm 7 will create every possible spanning trees

||A|-2

before selecting any of them . There are | A possible spanning trees resulting in

the worst case time complexity. O]

In terms of privacy budget, since there can be a possible exponential number of
additions to the partial solution queue using the exponential mechanism at each time
step is no longer practical. Instead the mechanism measures all of the edges using

the Gaussian mechanism and repeatedly uses those values when necessary. While
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Algorithm 8: Greedy-PreFair

input : D, A, P, O, log, p; // defined in Algorithm 7

output: Set of (7,7) pairs to measure C

Use Private-PGM [94] to estimate all 2-way marginals M, ; from log

Compute L; error between the estimated 2-way marginal and real 2-way
marginal for all 4, j pairs. ¢;; = ||M; ;(D) — M, ;|| (an approximation of
mutual information)

Let G = (A,C) be the graph where attributes are vertices and edges are
pairs of attributes.

/* Addition to ensure fairness x/

4 Remove the edges (0,7) where o € O and i ¢ OU A
5 Let r = | A
6 Let € = \/TS—’DI

7 for k = lto_r—l do

10
11

Let S be the set of all pairs (7,j) where ¢ and j are in different connected
components of G.

Select pair (7,7) via the exponential mechanism with score function g; ;
on set S with privacy parameter e.

add (7,7) to C

return C

better this still requires a larger split of the privacy budget than the greedy solution.

Specifically, there are

We now introduce an alternative solution.

in a fair Marginals-MST but may not be optimal in terms of mutual information.

However, this solution runs in linear time with respect to the number of attributes.

|AI(AI-1)

> calls to the Gaussian mechanism in the algorithm.

7.4.2 Greedy Algorithm

of MST [93] to only consider a subset of possible edges. This will always result

Furthermore, we show that this solution is optimal in certain special cases.

generate a fair Marginals-MST by restricting the set of possible neighbors of outcome

attributes. We simply restrict all the neighbors of outcome attributes to be either

We can adapt the greedy selection step from the MST mechanism in order to
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other outcome attributes or admissible attributes. This ensures that any path to the
outcome attributes must pass through at least one admissible attribute in all cases.
In practice, this involves doing the private Kruskal’s algorithm (described in [93])
for finding a Marginals-MST but deleting all the edges from outcome attributes to
attributes that are neither outcomes nor admissible. This algorithm is shown in full

in Algorithm 8. The blue line shows the modification to the original algorithm.

Algorithm 8 takes as input the database, the measured one-way marginals and
the RDP privacy parameter p. Additionally, it takes in as input the set of admissible
and protected variables. We then construct a Marginals-MST over a complete graph
where the nodes are attributes and the edges represent 2-way marginals between
attributes and their weights are low sensitivity estimates of the mutual information
between the two. In order to get this estimation in line 2 we first estimate the 2-way
marginals from the 1-way marginals using Private-PGM [94] then set each edge’s
weights to be the L1 error of those estimates. We then do the private version of
Kruskal’s algorithm. In line 4, we first remove all the edges from outcome attributes
to inadmissible attributes as adding any of these nodes would result in a violation
of justifiable fairness. Then at each time step (lines 7-10) we select an edge to add
to the partial maximum spanning tree from the set of edges that would connect two
disjoint connected components. In order to maintain privacy this selection is done
via the exponential mechanism. After |A| — 1 rounds of this process, the resulting
edges will result in a private estimation of a minimum spanning tree over this graph.
Once this MST is selected they are measured directly using the Gaussian mechanism

and are then used to generate the synthetic data.

Example 7.4.5. Reconsider the graph in Figure 7.11. The red edges demonstrate the
output of Greedy-PreFair in the absence of privacy noise. The mechanism greedily

takes the highest weight edge so long as that edge is not between an attribute in O and
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an attribute not in O U A. In this example it starts by taking the edge between sex
and age, then takes the edge between age and education followed by the edge between
sex and relation and finally the edge between education and income. This results in
a final edge weight of 24 which is slightly less than the optimal 30 however it still

results in a fair Marginals-MST.

The proof that Algorithm 8 satisfies RDP is identical to the proof that the orig-
inal MST algorithm satisfies DP [93]. Furthermore, since Algorithm 8 only allows
attributes in O to be adjacent to attributes in A regardless of the sampling order
each O is independent of all other nodes given the attributes in A and, therefore,

generates a fair Marginals-MST. As such, we get the following.

Proposition 7.4.6. Given a private database D, a set of admissible attributes A, a
set of protected attributes P, outcome attribute O, measurements of 1-way marginals

of the attributes of D, log, and a privacy parameter p, the following holds:

1. Algorithm 8 satisfies (o, pa) — RDP for all o = 1.
2. Algorithm 8 outputs a fair Marginals-MS'T.

Proof of Proposition 7.4.6(1). Line 8 satisfies (a,aéeQ)—RDP. This is the only line

that accesses the private data. If we set € = \/% this becomes («, ar_il)—RDP. This

is invoked r — 1 times and by Theorem 7.2.5 it thus satisfies (a, ap)-RDP O

Proof of Proposition 7.4.6 (2). In line 4, Algorithm 8 removes any edges from nodes
in O that do not go to nodes in O U A. This results in a Marginals-MST where
all of the neighbors of nodes in O are in O U A. Any path from attributes in to
attributes in O must pass through a neighbor of the attribute in O and therefore
must pass through an attribute in A U O. Therefore by Proposition 7.4.7 the output
of Algorithm 8 is a fair Marginals-MST. O
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Optimality for the saturated case. Algorithm 8 is not optimal (in the absence
of noise) in the general case as there are cases where the greedy solution results in a
fair Marginals-MST with sub-optimal total mutual information.

There is, however, a special case for which Algorithm 8 is optimal. When all
attributes are either admissible protected or outcomes (i.e., AU O U P = A) we say
that the problem instance is saturated. The saturated case corresponds to the cases
where the user has complete knowledge as to which attributes may or may not be used
for decision making and where there is no ambiguity among any of the attributes. In
the saturated case, we note that in any fair Marginals-MST, all edges from outcome

attributes must either come from other outcome attributes or admissible attributes.

Proposition 7.4.7. Given a database D over attributes A, and disjoint sets P, A,O S
A representing the protected, admissible and outcome attributes respectively, a Marginals-
MST T whose node set is A is fair if all the neighbors of nodes in the set O are in

the set A. If the problem is saturated the converse is also true.

Proof. Assume that all the neighbors of nodes in O are in O U A. Any path from
a node in P to a node in 0 € O must pass through at least one of 0’s neighbors. If
that neighbor is in A then the path is blocked by an admissible attribute therefore
satisfying Proposition 7.3.1. If that neighbor was in O then the path must also go
through one of its neighbors which must be in O U A. Since only nodes in A are
allowed to have edges to nodes outside of O U A then the path must go through at
least one of these nodes therefore blocking the path and satisfying Proposition 7.3.1.

To prove the converse we use a proof by contradiction. Assume T is a fair
Marginals-MST, the problem setting is saturated, and that there is an edge from
anode o € O to anode z ¢ O U A. By the definition of the saturated case since x is
not in O U A then it must be in P. Since x is in P and is neighbor of o then there
exists a direction of edges (z-j0) such that o is directly dependent on z resulting in
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a violation of Definition 7.3.2.

]

This means that when the problem is saturated finding the optimal fair Marginals-
MST is equivalent to finding the MST on the subgraph containing no edges from
attributes in P to attributes not in P or A. As such, using a traditional MST
algorithm such as Kruskal’s algorithm [79] on this subgraph results in an optimal
Marginals-MST. In particular, using Algorithm 8 yields an optimal fair Marginals-
MST.

Complexity and privacy budget discussion. Algorithm 8 is efficient with re-
spect to both privacy budget and computation time. Unlike Algorithm 7 which uses
a quadratic number of calls to the Gaussian Mechanism Algorithm 8 calls the expo-
nential mechanism only a linear number of times. This results in significantly more
privacy budget being allocated to each individual call of the exponential mechanism
resulting in lower noise.

Algorithm 8 also has a significantly improved run time. Since Algorithm 8 only
selects | A| —1 edges using the exponential mechanism it only requires a linear amount

of time to run. This is a dramatic improvement over Algorithm 7 which is exponential.
Proposition 7.4.8. The time complexity of Algorithm 8 is O (| Al).

Proof. Algorithm 8 greedily selects |A| — 1 edges one at a time using the exponential
mechanism (lines 7-10). This process is done exactly |.A| —1 times resulting in a time

complexity of |A| — 1. O
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7.4.3 Extending PreFair to Other Private Data Generation

Mechanisms

While PreFair relied on MST [93], all of our propositions in Section 7.3 apply to
any Bayes network for synthetic data generation which samples from a generated
graphical model both private and non-private. This applies to private mechanisms
beyond just MST. For instance, both PrivBayes [147] and MWEM-PGM [94] generate
a graphical model in this way and sample from it directly.

In order to adapt these mechanisms one only needs to change the selection step
where the graphical model is generated. The selection step must be changed to either
only consider edges between outcome and admissible attributes (as in Algorithm 8)

or find the optimal fair Marginals-MST (as in Algorithm 7).

Algorithm 9: Fair-Greedy-PrivBayes
input : Degree of Bayes net A\, Privacy Budget ¢,
D, A P, O; // defined in Algorithm 7
output: Bayes net N/
1 Initialize N = @,V = @
/* Change to ensure fairness: */
Randomly select an attribute X, € A\O
Add (X,, @) to N and X, to V
for i < | A| do
initialize () = @
/* Change to ensure fairness: */

6 | Foreach X € A\ (VUO) and each II € (‘Q add (X, 1I) to

7 Select (X;,II;) from Q with the largest mutual information I(X;, IT;)
using the exponential mechanism
8 add (X;,II;) to N and X; to V
/* Addition to ensure fairness: x/
9 initialize 2 = @
10 For each IT € A add (O, 1I)
11 For each o; € O Select (o;,11;) from Q with the largest mutual information
1(o0;,11;)
12 add (0;,11,) to N
13 return N

(S, S N R M)
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As an example of such an extension, we give an adaptation of the PrivBayes[147]
selection step in Algorithm 9. Here we take the greedy approach where we only
allow the neighbors of outcome attributes to be admissible attributes. As before we
denote the changes to the algorithm by highlighting them in blue. We evaluate this

mechanism as well as the original PrivBayes in Section 7.5.

7.5 Experiments

We present experiments that evaluate the efficacy of the proposed mechanisms. In

particular, we explore the following main questions.

1. Q1: What is the error overhead incurred by Algorithms 7 and 8 compared to

the standard approach without the fairness condition?

2. Q2: How effective are Algorithms 7 and 7 at reducing unfairness in downstream

classification tasks?

3. Q3: What is the performance of Algorithms 7 and 8 when varying the privacy

parameters and database properties?

Implementation details. We have implemented our system in Python 3.8 based
on the existing MST approach [93] and the PrivBayes implementation of [107]. All
experiments ran on a Gigabyte AERO 15-X9 running Ubuntu 20.04.4. All values

shown are averaged over different instances of synthetic data.

7.5.1 Experimental Setup

We next detail the settings of the experiments including the datasets used, the ap-

proaches that were examined, and the measures that were employed.

Datasets. We test our mechanisms on two datasets.
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e Adult [16]: This dataset contains 14 attributes and 48843 tuples. It contains
individuals’ census data. The objective is to predict if an individual’s income

is above or below 50k.

e Compas [109]: This dataset contains 8 attributes and 6173 tuples. It contains
the criminal history, jail and prison time, demographics and COMPAS risk
scores for defendants from Broward County from 2013 and 2014. The objective

is to predict if an individual will commit a crime again within 2 years.

In order to prepare the data for each task, we transformed categorical data into
equivalent numerical data by mapping each domain value to a unique integer. We

have listed the set of protected, admissible, and outcome variables in Table 7.1.

Baselines and examined approaches. For baselines we compare against the
original versions of MST [93] and PrivBayes [147]. For our mechanisms we use
adapted versions of each of these baselines, Exponential-Optimal-PreFair (Algo-

rithm 7), Greedy-PreFair (Algorithm 8), and Fair-Greedy-PrivBayes (Algorithm 9).

Each mechanism is used with 3 different settings of ¢ = [0.1,1,10] a high privacy,
mid privacy, and low privacy setting, respectively. Since our mechanisms, and MST
use RDP instead of traditional differential privacy like privbayes we converted the
RDP guarantee to a traditional DP guarantee in order to compare the two types
of mechanisms. For the mechanisms which used MST [93] we found the optimal
RDP parameters and converted back to traditional DP using Theorem 7.2.4. Each
mechanism is set to generate a dataset of the same size as the original dataset.
All the measurements are done over 10 different samples of synthetic data for each

mechanism.

We generated learned models using Tensorflow [9] for MLP models and scikit-

learn [106] for linear regression as well as random forests. Each model was trained
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Table 7.1: Dataset Attributes Division

Dataset | Division | Attributes

Protected | Sex, race, native country

Outcome | Income

Adult Workclass, education, occupation, capital-gain, capital-loss, and hours
Admissible | per week

Protected | Sex, race
Outcome | Two Year Recidivism
Admissible | Number of Priors, misdemeanor/felony

Compas

using one set of synthetic data and was tested against the underlying true data.

Data quality. In order to measure the overall quality of the data we consider the
same set of metrics as [130]. Each of these metrics are intended to measure a different
quality of the data that should be preserved in the synthetic data. We measure the

following.

1. Individual Attribute Distribution: Here we measure the similarity of the
one way marginals between the synthetic and original Data. To do so we
measure the Total Variation Distance (TVD) between a vectorized version of
the one way marginals for both the synthetic and original data. The value
shown is the sum of the total variation distance for each one way marginal. We

show the distribution over 10 samples of synthetic data generation.

2. Pairwise Attribute Distribution: We extend the methodology of 1-way
marginals to instead measure the distributions of 2-way marginals as well. As
before we measure the TVD of the 2-way marginals vectors of the original and

synthetic data and show the sum over all 2-way marginals.

3. Pairwise Correlation Similarity: Here we measure the Cramer’s V with
bias correction measure between each pair of attributes. We then measure the
difference between the measures in the synthetic and original data and show

the sum of the differences.
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Table 7.2: Fairness measures

DP Pr(O=15=1)-Pr(0O=1|5=0)

TPRB | Pr(O=15=1Y=1)=Pr(0O=1[5=0,Y = 1)

TNRB | Pr(O=0[5=1,Y =0)= Pr(O=0[5=0,Y =0)

CDP EA(Pr(O=1|8S=1,A=a)-Pr(O=1|5=0,4=a)]

CTPRB | EA[Pr(O=1]S=1Y =1L,A=a)-Pr(O=1]S=0,Y =1,A = a)]
CTNRB | EA[Pr(0=0|S=1,Y=0,A=a) - Pr(0O=0[S=0,Y =0, A =a)]

4. Downstream Classification Accuracy: Here we use the synthetic data to

train several classifiers and use it to classify the original data. We report the

TP+TN

accuracy zo—s———— for a model trained on each of the 10 output samples.

Fairness metrics. We also measure the impact that training on the fairness con-
strained synthetic data has on downstream classification fairness. For each of these
measures, we trained a MLP model on the synthetic data and measured commonly
used empirical indicators of fairness. In order to compare our results to that of [118]
we measure many of the same metrics.

The Adult dataset is known to have a strong dependence between the income and
sex attributes [133]. Males (the privileged class) are strongly correlated with higher
income. As such for our measurements we will consider the protected class to be sex.

All measurements are listed in Table 7.2

1. Demographic Parity [76, 43]: Demographic Parity measures the difference
in the rate at which each class is classified as having an income of higher than

50k.

2. True Positive Rate Balance[33, 122]: This measures the overall rate of

true positives across both the privileged and non-privileged group.

3. True Negative Rate Balance [33, 61]: This measures the overall rate of

true negatives across both the privileged and non-privileged group.
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4. Conditional Measures [34]: We measure the expected value of the above
metrics conditioned on the admissible attributes. This more directly captures
the notion of justifiable fairness as the admissible variables are directly al-
lowed be used regardless of their discriminatory effects. However, discrimi-
nation within groups with identical admissible attributes is prohibited. This
measures the discrimination within each group with identical admissible at-
tributes. These measures are denoted as their non-conditional counterparts

with an additional C' prior.

7.5.2 Experimental Results

We now detail our experimental results in terms of the settings presented in Sec-

tion 7.5.1.

Data Quality. In Figure 7.12, we show the data quality metrics on the Adult
dataset. The graphs show the TVD metric for 1-way marginals, 2-way marginals and
the Cramer’s V correlation (explained in Section 7.5.1), for different privacy budget
options. Both Algorithm 7 and Algorithm 8 vastly outperformed those that are based
on PrivBayes (Algorithm 9) and as such we have omitted them from the visualization.
The patterns here broadly apply to the PrivBayes Mechanisms as well. We note that
the cost of fairness is low. The greedy approach (algorithm 8) performs similarly to
MST [93] in all cases. In the worst case when € = 10 Greedy-PreFair has only a
1% increase in error across 1-way marginals and a 7% increase in error across 2-way
marginals when compared to MST.

While the Exponential-Optimal-PreFair (Algorithm 7) performed similarly to
MST on 1-way marginals it performed poorly on 2-way marginals. The error on 2-
way marginals increased as the privacy budget increased. At ¢ = 0.1 the Exponential-

Optimal-PreFair sees a 7% increase but when the privacy budget increases to € = 10
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Figure 7.12: Similarity of the synthetic data to the private data for Adult.
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Figure 7.13: Classification accuracy when synthetic data is used as training data
and the private data is used as test data for Adult.

that the increase in error is as large as 60%. In terms of correlation, the patterns
are similar to the 2-way marginals. Greedy-PreFair incurs a small 1% increase in
error when the Exponential-Optimal-PreFair sees a 56% increase in error at e = 10.
Algorithm 8 performs very similarly to MST [93] across all privacy budgets. This
demonstrates that the simple adaptation to ensure fairness comes at a low cost in
terms of utility. Exponential-Optimal-PreFair splits the privacy budget |A|> — | A|
across measurements whereas either MST or Greedy-PreFair only split the privacy
budget among | A| — 1 measurements resulting in high error on the 2-way marginals

and correlation statistics.

Downstream Classification Accuracy. Figure 7.13 shows the downstream clas-

sification accuracy of models trained on the synthetic versions of the adult dataset,
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where the synthetic data is used as the training data to predict the original data.
Overall there is a low cost of fairness in terms of classification accuracy. The difference
in accuracy between MST and Greedy-PreFair is never greater than 1% even across
all classifiers and privacy budgets. Exponential-Optimal-PreFair performs similarly
in most cases but performs slightly worse than the baseline in the low privacy setting.
When € = 10 the difference between the accuracy of the MLP model trained on MST

and Exponential-Optimal-PreFair data is 4%.

Fairness Metrics. In Figure 7.14 we show all the measured associational fairness
metrics on classifiers trained on synthetic versions of the COMPAS dataset. In par-
ticular, every entry in the matrix shows the median results over 10 runs for a specific
approach measured by a specific associational fairness metric, where lower numbers
(denoted by lighter colors) indicate better fairness. Overall, our methods decrease
observed unfairness regardless of the downstream classifier used and regardless of
the privacy budget. Our mechanisms ensure that fairness for downstream classifiers
regardless of the setting. The tradeoff comes in the quality of data. While the down-
stream classifiers remain fair regardless of the privacy budget the overall accuracy and
quality of the data decreases with increased privacy. MST shows significant dispari-
ties in both conditional and unconditional measures (> 0.15). Generating data using
either of the fair methods results in a significantly fairer downstream classifier. On
average the unconditional fairness metrics of Greedy-PreFair are 45% of those seen
with MST and the conditional fairness metrics are 20% of those seen with MST. This
is expected as our solutions ensures that there will be no correlation between sensi-
tive attributes and outcome attributes when conditioned on the admissible attributes.
This results in a reduction in the unconditional associational metrics while the con-
ditioned metrics are more significantly reduced. Exponential-Optimal-PreFair sees

much of the same results with unconditional fairness being 42% of MSTs observed
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Figure 7.14: Fairness measurements for the Compas dataset.
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values and the conditional values are 33% of the values observed in MST. Of the
three classifiers tested, the linear regression model benefited the most from the fair
synthetic data. On average when using data from the fair mechanisms the linear
regression model saw a decrease in unconditional fairness metrics to 35% of that
observed when using the data from MST. Similarly the conditional fairness metrics

dropped to 14% of what was observed when using data from MST.

Computation Time. We measured the computation time for each of the MST
mechanisms on the adult dataset using the three values of privacy budget. Greedy
MST (Algorithm 8) has only slight overhead over the standard MST algorithm and
only in the low privacy setting. It had a slight overhead when ¢ = 0.1 running
1.7 times slower than MST. This Exponential-Optimal-PreFair (Algorithm 7) has
a significantly higher overhead. In the low privacy regime(e = 0.1), Exponential-
Optimal-PreFair can take up to 10 times longer than MST taking on average 1344
seconds (0.37 hours) to run. In these cases there is a significant amount of noise
injected into the edge weights. This results in cases where many edges have similar
weights where in the absence of noise they would have significantly different weights
(line 4). Thus, the algorithm needs to consider a significantly larger number of partial

Marginals-MSTs.

PrivBayes Extensions. Here we briefly discuss the results as they apply to PrivBayes
and Fair-Greedy-PrivBayes (Algorithm 9). For clarity, they have been omitted from
the visualizations.

While the PrivBayes mechanisms performed poorly in terms of data quality com-
pared to MST (this is in line with previous work [130]), many of the patterns re-
mained. The cost of fairness remained low as Fair-Greedy-PrivBayes incurred no
more than a 5% increase in error over Privbayes. Models trained on data generated

by PrivBayes perform worse than those trained on data generated by the MST-based
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mechanisms. On average across all classifiers there is a difference in accuracy of
around 3% . The Privbayes mechanisms also have a larger cost of fairness compared
to mechanisms based off MST, particularly in the high privacy setting. When e = 10
the average difference in accuracy between Privbayes and Fair-Greedy-PrivBayes is
about 6%. In terms of the fairness, metrics Fair-Greedy-PrivBayes performs simi-
larly to Greedy MST in that there was a significant decrease in in the unconditional
fairness metrics but a larger decrease in the conditional fairnes metrics. Overall the
unconditional fairness measures of Fair-Greedy-PrivBayes was 40% of the original
privbayes and the conditional fairness measures of Fair-Greedy-PrivBayes was 31%
of PrivBayes. Overall, we see largely the same results when the mechanisms and that

the techniques developed here can be effectively applied to other mechanisms.

7.6 Related Work

We give a detailed review of related works. Specifically, DP data generation ap-
proaches, fair data generation approaches, and other solutions that consider both
DP and fairness. To the best of our knowledge, this is the first work that proposes an

approach for generating fair synthetic data while satisfying DP.

Differentially private data generation. Deferentially private synthetic data is
a compelling solution for private data release. By releasing synthetic data one can
release a large dataset that can be used for an unbounded amount of computation,
all while preserving privacy. There are many methods for generating differentially
private synthetic data [30, 88, 87, 86, 15, 54, 72, 60, 149, 123, 131, 115, 142, 94,
93] including methods that use low level marginals to approximate the data [93,
147, 94], and GAN based methods [142, 115, 72] among others. According to past
work [130] the marginals based approaches such as MST [93], PrivBayes [147] and
MWEM-PGM [94] tend to perform best in the private setting. These broadly select
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a small set of statistics (usually low level marginals) measure them then reconstruct
a full distribution from those statistics. Kamino [54] also provides DP synthetic
data generation with constraints, but focuses on denial constraints [32], rather than

causality-based constraints.

Fair data generation. There have been many works which define fairness in dif-
ferent ways. In particular, our approach relies on justifiable fairness [118] which is
a causal-based notion of fairness. These definitions use a causal model to reason
about possible discrimination. For example, Counter Factual [81] determines that a
causal graph is fair if the outcome is not caused (directly or indirectly) by a protected
attribute. Likewise, proxy fairness [75] requires that the probability of a specific clas-
sification remain constant given different interventions on a set of proxy attributes.
While these fairness definitions also consider causal effects they do not consider the

possibility of additional attributes which may explicitly be used for decision making.

Associational fairness measures are based of some statistical measures relative
to the protected attributes. For example, demographic parity [76, 43] requires the
algorithm in question to classify both the privileged and unprivileged class with the
same probability. Additionally conditional associational fairness measures [34] have
been proposed. These measures consider a set of attributes to be conditioned on. For
example conditional demographic parity requires that the algorithm should classify
the privileged and unprivileged groups with the same probability when conditioned
on the admissible attributes. Though justifiable fairness doesn’t directly ensure any
associational measure will be satisfied it is closely related to the conditional asso-
ciational fairness measures. Both justifiable fairness and conditional associational
fairness enforce parity between groups only when specifically conditioned on the ad-
missible attributes. Other work satisfies justifiable fairness through other means.

[117] uses justifiable fairness to repair the data in a different manner by extracting
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unbiased information from inadmissible features and constructing new unbiased fea-
tures. Likewise there have been approaches for generating non-private fair synthetic
data [143, 136] GAN based approaches such as FairGAN [143] have incorporated asso-
ciational fairness definitions such as demographic parity into the GAN minimax game
to generate data that ensures distributional similarity across protected groups. While
GAN based approaches work well in the non-private setting they have been shown to
perform poorly in the private setting [130]. Another line of work takes the approach
of changing existing data to comply with a fairness desideratum [49, 28, 118, 117].
Such works propose a variety of algorithms that are tailored to the fairness definition.
In [118] the authors go beyond defining this notion of fairness and propose a data
repair algorithm that can add or remove tuples in order to satisfy justifiable fairness.
Conversely, [117] uses justifiable fairness to repair the data in a different manner
by extracting unbiased information from inadmissible features and constructing new
unbiased features For example, [28] focuses on discrimination prevention and devises

a formulation of this requirement.

Other solutions for combining fairness and DP. It has been shown that naive
DP solutions can introduce fairness concerns into downstream analysis. Pujol et.
al. [110] showed that even in simple cases such as proportional allocation a naive
implementation of DP can cause a disparate impact between districts of different
sizes. Bagdasaryan et. al.[17] has shown that private learning using DP-SGD [124]
results in classifiers that have disproportionately worse accuracy on minority groups.
This extends further as Cummings et al. [36] showed that for some definitions of
fairness it is impossible to satisfy both DP and fairness while having accuracy better
than a constant classifier. Likewise these results extend to synthetic data as [53]
has shown that privately generated synthetic data has similar disparate impact on

minority groups. While discouraging carefully chosen definitions of fairness have lead
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to positive results. Both [134, 70] simultaneously satisfy DP as well as equalized odds
[61].

7.7 Conclusion and Future Work

We have presented PreFair, a system for generating fair synthetic data in a DP
manner. Our approach relies on a state-of-the-art DP data generation system, as
well the definition of justifiable fairness. We have formally defined the problem of
generating fair synthetic data that preserves DP and showed that it is NP-hard.
Bearing this in mind, we devised two algorithms that guarantee fairness and DP,
and have further extended our greedy approach to other DP synthetic data genera-
tion systems. We have experimentally shown that our approach provides significant
improvements in the fairness of the data while incurring low overhead in terms of
faithfulness to the original private data. There are many interesting directions for
future work. First, extending this model to other causal and non-causal fairness defi-
nitions [76, 43, 33, 122, 61, 34]. Second, incorporating integrity constraints in PreFair
is important to guarantee that the generated data has other desired properties [54].
Third, augmenting the output of PreFair with DP-preserving explanations about

the data generation process may increase usability and the trust in the system.
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Chapter 8

Conclusion

Here we studied the problem of fair differentially private data release. We first showed
in Chapter 3 that differential privacy, when implemented naively, can incur additional
fairness costs in addition to just error. Different population groups can have different
adverse effects when differentially private error is applied to them. These effects can
change based on the size of the population and the context of the problem amongst
other factors. We also showed that with careful implementations of differential pri-

vacy these adverse effects can be mitigated.

In order to study the problem of fairness in query answering, we abstracted the
populations and subgroups away into the idea of individual “analysts” with respective
queries they want answered. While there are cases where there are literally multiple
analysts who have different queries, as in the Facebook social science one case [5]
we consider the problem to be more broad. Individual analysts can easily represent
different groups (which possibly have overlap) that require accurate statistics for their
members. In Chapter 5 we designed a framework to understand these multi-analyst
dynamics and designed mechanisms that can achieve both privacy and fairness.

We extended these works in Chapter 6 showing that when the queries are asked
one at a time and are not known in advance that the problem is fundamentally
different. Theorem 6.5.3 states that there is a fundamental limit to the number of
queries any differentially private mechanism can answer while satisfying the sharing
incentive. We demonstrate however even with the fundamental limit that mechanisms
that are efficient in the general case can still exist. We designed algorithms that

are fair in the online case and only perform slightly worse than the optimal non-
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fair mechanism. Likewise, we developed techniques for ensuring that off the shelf

mechanisms preserve fairness in most cases.

We developed techniques for generating data that is both differentially private as
well as justifiably fair. We demonstrated that these techniques are both simple in
form and come at very little cost. When adapting state of the art mechanisms such as
MST [93] to be fair the adaption consists of changing a single line of code. that simple
adaptation resulted in a significant drop in fairness metrics resulting in classifiers that
only showed 14% of the measured disparity of their non-fair counterparts. These
changes came at a low cost as well. The quality of data was largely the same and

downstream classifiers performed almost identically to their non-fair counterparts.

8.1 Future Work

The mechanisms for multi-analyst query answering given here are not optimal, and in-
stead represent a baseline that future work should improve upon. These mechanisms
are often very restrictive in their behaviors severely limit the amount of inter-analyst
resource sharing. As such while these mechanisms perform well in general scenar-
ios as we have shown they perform poorly when analysts; queries are not seemingly
identical or are in the wrong order.

Likewise, all the mechanisms here assume a non-malicious analyst. While this can
be safely assumed in cases where the analysts are abstract representations of different
groups this cannot be assumed in many actual multi-analyst scenarios. More practical
mechanisms may need to consider the behavior of an adversarial analyst or at least
one who is willing to exploit the mechanism to optimize their utility. As such future
mechanisms should design with possible adversaries in mind and ensure some form

of safety for its users.

Another avenue for future work is that of non-linear query answering. All of the
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mechanisms we have proposed here in Chapter 5 and Chapter 6 have been designed
to answer linear counting queries. We have shown in Section 5.15.3 that when lin-
ear queries are used to reconstruct non-linear queries that the desiderata are often
preserved. However, this is rather limited to non-linear queries that can be simply
reconstructed from several linear queries. If this approach is extended to more com-
plex non-linear queries it will result in mechanisms which high error. As such it
remains future work to design a general query answering mechanism that satisfies all
the desiderata.

Our model for synthetic data relies heavily on the definition of justifiable fairness
[118]. We have left as open work the goal of creating systems that can create synthetic
data that ensures other definitions of fairness as well, both causal and associational.
Likewise, our model relies heavily on a marginals based approach for generating
data. While effective at preserving statistics this method does not allow for the

incorporation of additional constraints.
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