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Abstract

Networked infrastructure-as-a-service testbeds are evolving with higher capacity and
more advanced capabilities. Modern testbeds offer stitched virtual circuit capability,
programmable dataplanes with software-defined networking (SDN), and in-network
processing on adjacent cloud servers. With these capabilities they are able to host
virtual network service providers (NSPs) that peer and exchange traffic with edge
subnets and with other NSPs in the testbeds. Testbed tenants may configure and
program their NSPs to provide a range of functions and capabilities. Programmable
NSPs enable innovation in network services and protocols following the pluralist phi-
losophy of network architecture.

Advancing testbeds offer an opportunity to harness their power to deploy produc-
tion NSPs with topology and value-added features tailored to the needs of specific
user communities. For example, one objective of this research is to define abstrac-
tions and tools to support built-to-order virtual science networks for data-intensive
science collaborations that share and exchange datasets securely at high speed. A vir-
tual science network may combine dedicated high-speed circuits on advanced research
fabrics with integrated in-network processing on virtual cloud servers, and links to
exchange traffic with customer campus networks and/or testbed slices. We propose
security-managed science networks with additional security features including access
control, embedded virtual security appliances, and managed connectivity according

to customer policy. A security-managed NSP is in essence a virtual software-defined
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exchange (SDX) that applies customer-specified policy to mediate connectivity. This
dissertation proposes control abstractions for dynamic NSPs, with a focus on manag-
ing security in the control plane based on programmable security policy. It defines an
architecture for automated NSP controllers that orchestrate and program an NSP’s
SDN dataplane and manage its interactions with customers and peer NSPs. A key
element of the approach is to use declarative trust logic to program the control plane:
all control-plane interactions—including route advertisements, address assignments,
policy controls, and governance authority—are represented as signed statements in a
logic (trust datalog). NSP controllers use a logical inference engine to authorize all
interactions and check for policy compliance.

To evaluate these ideas, we develop the ExoPlex controller framework for secure
policy-based networking over programmable network infrastructures. An ExoPlex
NSP combines a logical NSP controller with an off-the-shelf SDN controller and an
existing trust logic platform (SAFE), both of which were enhanced for this project.
Experiments with the software on testbeds—ExoGENI, ESnet, and Chameleon—
demonstrate the power and potential of the approach. The dissertation presents the
research in four parts.

The first part introduces the foundational capabilities of research testbeds that
enables the approach, and presents the design of the ExoPlex controller framework
to leverage those capabilities for hosted NSPs. We demonstrate a proof-of-concept
deployment of an NSP with network function virtualization, an elastic dataplane, and
managed traffic security on the ExoGENI testbed.

The second part introduces logical trust to structure control-plane interactions
and program security policy. We show how to use declarative trust logic to address
the challenges for managing identity, resource access, peering, connectivity and secure
routing. We present off-the-shelf SAFE logic templates and rules to demonstrate a

virtual SDX that authorizes network stitching and connectivity with logical trust.
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The third part applies the controller architecture to secure policy-based inter-
domain routing among transit NSPs based on a logical trust plane. Signed logic
exchanges propagate advertised routes and policies through the network. We show
that trust logic rules capture and represent current and evolving Internet security
protocols, affording protection equivalent to BGPsec for secure routing and RPKI
for origin authentication. The logic also supports programmable policy for managed
connectivity with end-to-end trust, allowing customers to permission the NSPs so
that customer traffic does not pass through untrusted NSPs (path control).

The last part introduces SCIF, which extends logical peering and routing to in-
corporate customizable policies to defend against packet spoofing and route leaks.
It uses trust logic to define more expressive route advertisements and compliance
checks to filter advertisements that propagate outside of their intended scope. For
SCIF, we extended the ExoPlex SDN dataplanes to configure ingress packet filters
automatically from accepted routes (unicast Reverse Path Forwarding or uRPF). We
present logic templates that capture the defenses of valley-free routing and the In-
ternet MANRS approach based on a central database of route ingress/egress policies
(RADb/RPSL). We show how to extend their expressive power for stronger routing
security, and complement it with path control policies that constrain the set of trusted

NSPs for built-to-order internetworks.
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1

Introduction

The Internet was designed to be open and transparent when it started from a small group
of users with common motivations and shared trust. As the Internet grows, it opens to
more and more players with diverse interest, leading to the “tussle” among different players
competing for their own self-interest or adverse interest [28]. For example, attackers may
launch network attacks for their own benefits while harming others. A network service
provider (NSP)! may pass traffic off to another NSP as soon as possible (“hot-potato”
routing) rather than choosing the best path to the destination. People have proposed
various approaches to address the security threats and improve services in the Internet, but
NSPs may be reluctant to deploy new protocols or new services when they benefit little
from the incremental deployment.

To create opportunities for new approaches to existing problems in the Internet, and to
innovate new network protocols, network services and applications, some researchers pro-
posed ideas for “pluralist” network architecture based on deep virtualization. Most notably,
the authors of Plutarch [29] and Cabo [34, 16], propose to build concurrent and heteroge-

neous NSPs as software layers over programmable infrastructures: pipes, programmable

! In this dissertation we refer to the participants in inter-domain networking generically as network
service providers, which are also called autonomous systems in the Internet.



switching points, and in-network computation.

They offer a compelling vision of NSPs that manage end-to-end interoperable connec-
tivity, riding over an architecture-neutral underlay of infrastructure providers. It allows
NSPs to provide various network services with virtual networks allocated from infrastruc-
ture providers, giving more choices for customers, which is in line with the “design for
choice” principle to deal with the tussles in the Internet. Researchers haven’t reached an
agreement on what should be the right network architecture, or even if it is necessary to
have a network architecture [75]. The idea of “pluralist” network architecture is inspiring
and interesting.

Various network testbeds and advanced research fabrics have been created to facili-
tate disruptive innovation in the Internet architecture and facilitate the deployment of new
services and protocols. Networked Infrastructure-as-a-Service (NIaaS) testbeds are evolv-
ing with higher capacity and more advanced capabilities. Modern network testbeds offer
stitched virtual circuits, programmable dataplanes, and in-network processing on adjacent
cloud servers, making it possible to run NSPs with dedicated virtual networks (slices) that
peer and exchange traffic with edge subnets or other NSPs in the testbeds.

The network testbeds can serve as a blueprint for future commercial deployments of
NTIaaS platforms that host NSPs. With these advanced testbed capabilities, we can build
and deploy NSPs following the pluralist philosophy of Plutarch and Cabo. These NSPs can
serve edge subnets (e.g., campus networks) or other networks hosted on the testbeds.

One goal of this research is to define the abstraction and tools to support built-to-
order virtual science network on network testbeds for data-intensive science collaborations.
The virtual science network connects multiple science networks on campus and/or network
testbeds with bandwidth-provisioned links, integrated in-network security monitoring and
managed connectivity. A security-managed virtual science network is in essence a virtual
software defined exchange (SDX) that applies customer-specified policy to mediate connec-
tivity.

More generally, we can deploy various NSPs on network testbeds to serve experimental
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or production traffic. And NSPs can peer with other NSPs to provide network services
jointly, ending up with internetworks on testbeds that are similar to the Internet. The
NSPs on network testbeds may also peer with NSPs in the Internet and weave into the
fabric of the Internet over time through cycles of innovation and adoption.

A second goal of this research is to leverage testbed-hosted NSPs as a model for inter-
domain networking in the Internet. In the Internet today, a network service provider runs
its service network with its own network infrastructure as an Autonomous System (AS)
and peers with other ASes for global connectivity. Experimenting with NSPs on network
testbeds frees us from the specific constraints of the routing protocols (BGP) that have
evolved over time in the Internet, including security protocols and practices that are as
yet incompletely deployed. It opens the possibility to experiment with new and more flex-
ible abstractions for programming trust in interdomain networks. While we conduct this
research apart from the “real” Internet, it enables us to experiment with approaches and
techniques that can be applied for stronger and more flexible security in the future Internet.

With the enabling testbed capabilities at hand, this research focuses on the control
abstractions to program NSPs so that their footprint and interactions may change over
time according to the needs of their supported communities and traffic. To protect them,
the programming model must incorporate all of the security features of the modern Internet,
and also permit flexible control of security policy, including enhanced security features such
as in-network inspection, access control, connectivity management, path control, and anti-
spoofing protections. And programming trust is the core of the problem.

In this dissertation, we propose the ExoPlex logical controller framework for running
virtual NSPs on network testbeds. It provides network transit services with such add-on
values as network function virtualization (NFV), quality of service (QoS) and managed
security. The ExoPlex controller framework has different service modules layered above
platform-specific slice controllers, SDN controllers to manage various network services and
a logical trust platform to manage trust and security for multidomain networking. The

logical trust platform accommodates flexible, innovative and customized network policies
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that are deployable in testbed-hosted NSPs with ExoPlex. ExoPlex allows us to evaluate
existing approaches for Internet security with NSPs in the testbeds and to explore new
approaches for stronger network security that the current Internet may not afford. For
example, we propose secure customized interdomain routing with secure routing policies
and customized path control policies that allows the customers to control what NSPs can
carry their traffic. We extend that idea to Secure Customizable Internet Filtering (SCIF)

for secure routing and anti-spoofing with ingress filtering.
1.1 Thesis: Logical Trust for Programmable NSPs

With these platforms in place, we can run multi-cloud applications that leverage benefits of
scale, diversity, geographic dispersion, and heterogeneity, and embody the vision of pluralist
network by running NSPs on the NIaaS testbeds. What we need is an abstraction for higher-
level NSP controller that builds elastic, programmable and flexible NSPs.

We propose ExoPlex controller framework to run virtual NSPs in various testbeds with
SDN-enabled IP dataplane. ExoPlex utilizes testbed-specific slice controllers to adapt the
topology of the service slice according to changing demands. ExoPlex runs on top of SDN
controllers to configure the dataplane to forward packets or mirror the traffic for monitoring.
By separating the dataplane and control plane with SDN, ExoPlex is able to support flexible
network policies in the control plane to address various security threats.

While we demonstrate the potential for elastic NSPs with add-on values like QoS and
NFVs, we focus on managing the security of multidomain networking. We use a logical
trust language (Datalog) to represent all security metadata, including facts, policies, en-
dorsements and delegations. We use SAFE [22] logical trust framework for management of
the security data and logical inference. SAFE [22] defines a certificate format for signed logic
payloads, and a validation engine for policy checks incorporating an off-the-shelf Datalog
engine (Styla [82]). The logic vocabulary is extensible and enables a wide range of policies
and trust structures without changing the certificate format or platform implementation.

Our approach is inspired in part by earlier work on networking using Datalog, e.g., [59, 5].

4



The logical trust approach is a rapid prototyping vehicle for experimental approaches to
secure multidomain networking. Although the power and flexibility of trust logic imposes
substantial costs as prototyped, they are off of the dataplane and accrue only on changes
to the network (e.g., peer link stitching, new prefix announcements) or its security policies.
Importantly, the logic approach permits but does not require participants to write logic
code: they can delegate their policies to others, take prepackaged policy off the shelf (e.g.,
from federation authorities), or use packaged logic for common structures and access control
abstractions. ExoPlex manages security data including security policies of related players
with SAFE. It authenticates and enforces the security policies to make sure the network
configurations are compliant to the security policies. The customization and flexibility of

the security policies lead to flexible and programmable multidomain networking.
1.2 Security-Managed Virtual SDX

At the start of this project, we developed a security-enhanced NSP with logical trust as
an illustrative example of a novel service that can be useful in a practical deployment.
We developed support for built-to-order virtual science networks to meet the need for se-
cure high-volume data sharing in data-intensive science communities. A virtual science
network interconnects campus subnets over high-bandwidth research fabrics. It manages
access and connectivity according to policy specified by the participants—a function known
as Software-Defined Exchange (SDX). Our virtual SDX has the following functions and
requirements:
e Elastic dataplane. The virtual science network dynamically adapts the slice topol-
ogy to meet the changing customer demands.
e Quality of Service. Customer networks can reserve bandwidth for their connections
(QoS).
e NFV for flow monitoring. The virtual science network provides fast and elastic
out-of-band traffic monitoring with security appliances deployed in the network with

Network Function Virtualization (NFV).
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e Access control. Customers need to stitch their networks to the virtual SDX with
layer 2 circuits in order to exchange traffic with other customer networks via the
virtual SDX. The virtual SDX must authenticate the network stitching request from
customer networks. Only authorized campus networks or testbed slices can stitch to
the virtual SDX.

e Prefix ownership. For different customer networks to communicate, it requires
certain governance to assign and delegate IP prefixes from a common IP space to
them.

e Managed connectivity. Connectivity between customer networks is off-by-default
and is enabled only by mutual consent (by customer policies),

We deployed the virtual science network on ExoPlex. The controller uses straw-man
strategies to provision elastic network resources (e.g., links, in-network computing nodes)
and to configure the elastic dataplane with SDN, QoS and NFV.

Our approach is related to other recent systems for policy-based network management.
Recent network management languages (such as FSL [25], PGA [69], PANE [35], or Mer-
lin [78]) provide declarative policy tools to manage connectivity among network endpoints.
All of these languages are based on an “off by default” model for interconnection based on
user-defined attributes (labels) and predicates for network endpoints. These systems are de-
signed for use within an enterprise network with a global view of policies by all participants,
with policies specified by the network owner. We apply similar ideas in a decentralized way,
in which all participants may specify policies to control their own traffic.

We demonstrate how virtual SDX authorizes slice stitching requests controls connectiv-
ity between customer subnets with exemplary stitching policies and connectivity policies.
To authorize a slice stitching request, the stitching policy verifies the user’s control priv-
ileges over the slice and authenticates users with access control lists. The connectivity
between customer subnets is off-by-default. The virtual SDX checks the customer connec-
tivity policies and allows connectivity between customer subnets only with mutual consent

and authenticated prefix ownership.



The policies of different participants can be flexible. Some policies may approve requests
from others with access control lists (ACLs) that enumerate the acceptable ones. Some
policies may allow requests from others who are endorsed by certain governance. And the
choice of governance structure can be flexible as well, though different parties must agree

on the same governance for interoperability.
1.3 Logical Peering for Interdomain Networking

The NSPs can also peer and exchange traffic with other NSPs, leading to interdomain
networking similar to the Internet. The logical trust approach with its flexibility can be a
powerful tool to secure interdomain networking as well. To understand what is necessary
for interdomain network security, we look into the Internet, which is the largest interdomain
networking with a long history, and learn from the security threats in the Internet and the
existing approaches to addressing those threats.

In the Internet, different ASes peer and exchange traffic with one another for global
connectivity. ASes transitively route a packet from the source to the destination using
the Internet Protocol (IP). The Internet Protocol has developed as the “thin waist” at
network level that glues various protocols at data link layer and application layer together
with TCP and UDP. For different parties to communicate over IP, we need some governance
structure to assign IP prefixes to NSPs and customers over hierarchical resource delegations
(e.g. RPKI [21]). To discover paths to the destination IP prefixes, ASes exchange routing
information with their neighbors via BGP. And to ensure the validity of routing information,
people proposed to authorize a route by origin authentication and path validation that
transitively validates the route advertisement for each hop that is signed under the key pair
of the advertiser (e.g. as in BGPsec [80], SBGP [54]).

One of our goals is to explore and evaluate the evolving Internet security features and
their limitations with internetworks on network testbeds, as we face similar security threats
in interdomain networking on testbeds as in the Internet today, such as unauthorized traf-

fic, route hijacking, IP address spoofing. As an approach to model and evaluate existing
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approaches for secure Internetworking, we implement equivalent mechanisms in logic and
deploy and evaluate them in testbed-hosted NSPs. The logical expression also serves as a
basis to extend the security mechanisms and protocols with additional policies and protec-
tions for customized and stronger routing security.

There is need for a new architecture to control the threats and secure the interdomain
routing. We propose logical peering that manages policy-based interdomain NSP networking
in the ExoPlex toolkit. We provide standard logic rules for origin authentication and
transitive route validation, modeling RPKI and BGPsec. As an example, we allow customer
networks to specify connectivity policies that constrain what other networks can talk to
them. And we allow customer networks to define the path control policies to limit which
NSPs are able to carry their traffic. With path control, the transit path for each flow is
compliant end-to-end with rules specified by the endpoints: the endpoints trust each NSP
along the path to be faithful to the policies and to forward and accept traffic only along the
trusted path, providing deep defenses against packet dropping, tampering, eavesdropping

and spoofing.
1.4 Internet Filtering

Internet routing security has historically been weak. Routing attacks and IP address spoof-
ing have been non-negligible threats to the Internet. Malicious NSPs can hijack or leak
routes to attract traffic to their networks to drop, modify or spy on packets. Users can also
send IP packets with spoofed source IP address, which is called IP address spoofing. IP
address spoofing can be a weapon to launch other network attacks like DDoS attacks and
disguise the attacker’s real identity.

Various approaches to extend the routing security infrastructure have evolved to address
these threats. The basic approach combines two forms of filtering. First, route filtering
detects and rejects illegal routes as they propagate. Second, ingress filtering blocks arriving
packets that might have spoofed source IP addresses. These two forms of filtering are closely

related: it is common to filter incoming packets with unicast Reverse Path Forwarding
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(uRPF'), which rejects packets that arrive from interfaces through which there is no accepted
route back to the source.

It follows that the key challenge to defending against spoofing and hijacking is to deter-
mine whether any given imported route is “legitimate” before accepting it. In the Internet,
there is RPKI service for route origin authentication and and BGPsec for route validation.
Though RPKI and BGPsec are not yet fully deployed, their behavior and limitations are
well-understood. These defenses are not sufficient (e.g., see [40]). By malice or misconfigu-
ration, networks may export routes that are valid (i.e., the exporter has a certified path to
the source) but are outside of their intended scope [81].

A more complete defense requires the NSPs to share policies for route export/import.
Policy sharing among NSPs permits them to identify routes that are faithful to all rele-
vant policies, and filter routes that are unfaithful, i.e., are not compliant with policies of
predecessor NSPs in a path. The leading example of this approach is MANRS [3], which
promotes sharing of route import/export policies through the Internet Routing Registry
(RADD) [72]. But the registry-based approach also has its limitations including incomplete
and unauthenticated data and lack of authorization (§6.2).

In this dissertation, we understand route legitimacy from the perspective of trust. We
propose Secure Customizable Internet Filtering (SCIF) that protects route propagation with
customized routing policies and conducts uRPF-based ingress filtering. Customer networks
and NSPs specify their routing policies in logical trust that are deployable with ExoPlex
in virtual NSPs so that routes are propagated only to “legitimate” receivers within their

intended scope.

1.5  Contributions

The first contribution of this dissertation is the ExoPlex controller framework for running
NSPs with elastic dataplane, NFV, QoS and managed security on NlaaS testbeds. We
also share our experiences with developing virtual science networks across platforms. Our

collaborators from RENCI are using ExoPlex to manage secure network transit service with
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slices on testbeds for data-driven science projects.

The second contribution is the logical trust framework we proposed to address the chal-
lenges in managing identity, resource access, naming, and network policies for multidomain
networking. We also share the lessons we learned from our practices in using logical trust
for secure networking.

The third contribution is to explore the strengths and limitations of evolving approaches
for Internet routing security by expressing them within a logical formulation that is precise
and rigorous.

The fourth contribution is to propose a logical model for customized routing policies
that allows customer networks to control what NSPs can carry their trafficc. We made
customer path control policies deployable on ExoPlex that enforces the compliance check
of routes against both the path control policies of the source and destination.

The last contribution is SCIF that extends logical peering and routing to incorporate
customizable policies to defend against packet spoofing and route leaks. SCIF provides a
uniform policy framework that captures existing approaches for the Internet security, while

allowing for stronger routing security for internetworks with customizable policies.

1.6 Structure of the Dissertation

We organize the rest of this dissertaion as follows:

Chapter 2 describes the related work in pluralist network architecture, network policy
management, software defined exchange, and Internet routing security.

Chapter 3 describes the design, implementation and evaluation of ExoPlex NSP con-
troller architecture.

Chapter 4, 5, and 6 describe logical approaches for multidomain networking, logical
peering in interdomain networking and secure customizable Internet filtering respectively.

Discussions and future work are in Chapter 7. A summary of this dissertation is in

Chapter 8.
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2

Related Work

Pluralist network architectures. Researchers proposed the idea of deploying network
services on overlay testbeds when designing Planetlab [66]. Plutarch [29] is an inter-
networking architecture that makes heterogeneity explicit. It allows inter-operation and
establishes connectivity between heterogeneous networks with different network protocol
suites. Cabo [34] adopts and develops the pluralist philosophy by decoupling service
providers and infrastructure providers. Services providers can deploy customized or in-
novative network protocols and services with leased physical infrastructures from one or
more infrastructure providers. This dissertation explores the pluralist philosophy by run-
ning NSPs on advanced network testbeds experimenting with new network services and
network policies with testbed-hosted NSPs.

Authorization for network security. Authorization is important for secure mul-
tidomain network services. Authorization-based approaches have been introduced to net-
works to mitigate network attacks, with authenticated statements as a basis to validate and
authenticate network requests. RPKI [21] is a specialized public key infrastructure that
provides service to users to certify their Internet number resources (AS numbers and IP

prefixes). IP prefixes are delegated from Internet Assigned Numbers Authority (IANA), to
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Internet registries (regional Internet registries, national Internet registries or local Internet
registries), and then to end users with certificates certifying the delegation. The regional
Internet registries provide an RPKI validator [4] for users to make queries and verify route
announcements.

SBGP [53] and BGPsec [80] leverage RPKI and attestations to defend against BGP
hijacking attacks. The IP address block holder makes statements called Route Origin
Authorizations (ROA) that authorize autonomous system (AS) to originate routes for a
particular prefix or a set of prefixes owned by the holder. An authorized advertisement is
either made by the origination AS authorized by the owner with ROA, or by an AS that
has received an authorized advertisement from other ASes. In [5], the authors provide an
example policy in SeNDlog logic for an authenticated path vector protocol. In this disser-
tation, we implement equivalent mechanisms for prefix ownership and route validation with
logical trust. In addition, we explore customized routing policies for enhanced security.

GENI [17, 19, 63] is a federation of autonomous IaaS providers (“aggregates”) linked
by various trust relationships and agreements. GENI serves a community of registered
researchers with various institutional and project affiliations. Each provider has various
policies governing client access. These policies consider endorsements and delegations of
trust among the participants, including a root trust anchor that certifies the aggregates and
various authority services to govern membership and coordination. In this respect GENI
is representative of federated cloud systems in general, although there are differences in
terminology. The trust structure of GENI and other federated cloud systems is fundamental
for authorization of multidomain interactions on network testbeds. And we implement the
GENI trust with logic similarly in this dissertation.

Network policy management. Researchers have proposed various systems and policy
languages to manage security and functions of networks with network policies. Ethane [25]
proposes a flow-based security language (FSL) that is Datalog-based to specify rules for
mapping unidirectional flows to security constraints on them in enterprise networks. Net-

query [77] is a knowledge plane for federated networks that bases trustworthiness on a
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trusted platform module that allows remote authentication and reasoning about network
knowledge. Merlin [78] supports network policies in logical predicates and regular ex-
pressions and sub-policy delegations. It compiles the policies into a linear programming
model for forwarding paths, transformation placement and bandwidth allocation problems.
Anzere [74] supports policy-based replication of personal data in a personal cloud. Users
can define replication policies with resource requirements; Anzere composes the policies and
solves it considering the demands and available resources with constraint logic programming.
PGA [69] allows different participants in a single trust domain to write network policies in-
dependently without policy delegation, then uses graph composition to compose the policies
and reconcile conflicts. Composition constraints can be added to a policy about allowed
policy changes when composed with any other policies. [65] proposed a policy framework,
ICING, that enables secure communication along authenticated paths among multiple net-
work domains (realms). In PANE [35], the authors proposed the delegation of read and
write privileges from the SDN controller to users, by taking requests in a specialized logic
language.

SDX [42] is an SDN-enabled exchange point that allows participating NSPs to control
the traffic exchange with their own policies to ensure the isolation among different partici-
pants. FLANC [41] is an authorization logic proposed to represent participants’ actions on
flowspace in SDX. FLANC restricts allowed sets of actions by restricting allowable part of
destination flowspace with policies in logic. There is another resource delegation framework
for software-defined networks that uses logic to state facts, such as ownership of flowspace
and delegation of flowspace [11].

Those systems try to manage network policies in different applications with specified
policy languages. In this dissertation, we apply logic-based delegations and authorizations
for multidomain network security, but in a unified policy language (Datalog).

Routing path control. There has been research in flexible Internet routing that allows
different players including the sender, the receiver and the NSP to control the routing path

flexibly. [28] argues that the Internet should support source routing that allows the sender
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to control the path for its packets at the provider level. [93] allows the access router of an
edge network to maintain multiple routes to every destination for resilience. Loose source
routing [8] enables the sender to specify transmit policies on the domain-level path for its
packets and the receiver to specify receive policies to accept, block or rate-limit packets
according to the path. NIRA [89] allows users to choose the sequence of providers for their
packets. MIRO [88] gives transit ASes control over traffic traversing their networks. It
allows an upstream AS (close to sender) to negotiate with downstream ASes to discover
and use alternative routes and the downstream AS can also negotiate with upstream ASes
to control its incoming traffic. Wiser [60] allows ISPs to find efficient end-to-end paths
and improve traffic engineering jointly. Bolero [84] separates routing policies from the path
vector system and supports policy innovations by leveraging SDN. It specifies policy in logic
and allows downstream path control with logic integrity constraints.

Network accountability. Network accountability is the ability to identify the sender
of a packet by its source address (e.g. source IP address for an IP packet). However, a
misbehaving sender may spoof the source address to disguise its identity and launching other
attacks with source address spoofing. [36] proposes ingress filtering on periphery routers to
prevent spoofing, which is light-weight but marginally effective, as it is challenging to build
efficient ingress filters and spoofed traffic can still be injected from compromised networks
and networks without appropriate ingress filtering. MANRS [3] recommends construcing
packet filters with unicast Reverse Path Forwarding (uRPF). There are different modes of
uRPF. The uRPF strict mode allows inbound packets only if the incoming interface is the
best reverse path, which doesn’t work with asymmetric routes. The uRPF feasible mode
accepts the packet if the inbound interface is on one of N feasible reverse paths. IDPF [31]
constructs inter-domain packet filters based on feasible paths inferred from BGP updates,
assuming that export policies of different commercial relationships are well conformed to.
But the observed pervasive valley route announcements [70] and the recent survey of routing
policies [39] indicate that those export policies are not always enforced, thus affecting the

correctness and effectiveness of IDPF.
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Accountable IP Protocol (AIP) [7] uses a hierarchy of self-certifying addresses. For
source accountability, AIP uses ingress filtering as well. Besides trusting traffic from trusted
neighbors (by uRPF) transitively, AIP also allows routers to verify the source address
with the source address verification protocol, when the source AS of the packet is not a
trusted neighbor and doesn’t pass uRPF. They argued that ingress filtering was marginally
effective because it relied on correct operator action. AIP helps to make ingress filtering
automatic with uRPF and the source address verification protocol in a way that requires
no configuration or interaction by operators or end-users. In this dissertation, we aim to
enhance routing security by customizable routing policies thus improving the effectiveness of
uRPF-based ingress filtering by automatically constructing ingress filters based on accepted
routes.

Packet authentication based approaches like Passport [58], ICING [65] and OPT [55],
require the source host (or AS) to stamp each packet with one MAC for each AS (or router)
on the path to the destination. At each hop, a router extracts its MAC from the packet
header and verifies it using a secret key shared with the sender. Dataplane approaches offer
strong source authentication and path validation, but they require updates to the existing
routers, increase packet sizes, introduce validation overhead for each packet at each hop,
and must generate and manage the shared keys by some method. Moreover, firewalls may
block packets with extra header fields.

Our goal is to enable and demonstrate routing integrity, source accountability, and pro-
grammable security policy using a logical trust platform based on trust Datalog—Datalog
with authenticated statements. It is a control-plane only approach that interoperates with

standard SDN dataplanes.
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3

ExoPlex Controller

3.1 Introduction

Network testbeds like ExoGENI [13], Chameleon [62] and ESnet [1] have been advancing
with programmable infrastructures and network stitching capabilities (see §3.2), allowing
us to deploy and evaluate heterogeneous NSPs on the testbeds. My research develops
abstractions and tools to build such NSPs with logical security and policy control. We
propose the ExoPlex controller framework for running virtual NSPs with testbed-hosted
slices that generalize to testbeds with these enabling capabilities!:

e Dynamic slices with virtual dataplanes. Network testbeds provide APIs to
provision network topologies and program them with SDN. In our model, participant
slices act as NSPs that offer transit service for IP traffic through their networks.?

e NSP peering. Testbed slices may declare stitchports (see §3.2.2) and interconnect
(stitch) them by mutual consent [90], e.g., at an exchange site or by allocated circuits.
Testbed support for cross-slice stitching enables NSP slices to peer at L2 program-

matically, even if they have different owners.

! In this dissertation, we run ExoPlex on research testbeds including ExoGENI, Chameleon and
ESnet. But we can extend ExoPlex for other testbeds or public clouds with the enabling capabilities.

2 We program NSP dataplanes with OpenFlow SDN, which is limited to IP.
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e Customer opt-in. A slice may peer with an NSP provider and exchange IP traffic
over the link. In addition, campus SDN networks increasingly support bypass services
that enable authorized subnets to route/accept selected traffic through a dynamic L2
network circuit. In this way a network owner can “opt in” as a customer of a testbed-
hosted NSP, effectively configuring it as an alternate Internet Service Provider for
selected IP prefixes.

The experimental NSP services in testbeds can also carry real user traffic across research
fabrics. For example, we envision that NSPs can offer security-managed connectivity with
policy controls to enable or disable flows; impose security scanning or other NF'V service
chains on specified flows; protect against spoofing, hijacking, and DDoS attacks; or configure
other defenses that are lacking in the public Internet. We work to support inter-domain
traffic control within a network of NSPs, which may be experimental (e.g., user-managed),
elastic, dynamic, and/or restricted to certain classes of traffic, e.g., high-priority data for a
specific project. In the long term, we want to enable advanced network services as NSPs that
weave into the fabric of the Internet over time through cycles of innovation and adoption.

In this chapter, 1 first describe the foundations on ExoGENI, Chameleon and ESnet
on which we build ExoPlex controller—Ahab and stitchports—that our collaborators at
RENCI implemented as part of our collaborations on this project. Then I introduce the
ExoPlex controller architecture for running customizable NSPs in testbeds. As an exem-
plary NSP, we develop virtual SDX and demonstrate the potential for elastic NSPs with
add-on values like NFV and QoS on testbeds with proof-of-concept experiments. This

chapter is reprinted from [90, 91, 92] with permission.
3.2 Slice control and Cross-Slice Stitching

The slice abstraction of GENI [17] and its predecessors offers a natural container for multi-
cloud applications that span multiple cloud sites and/or providers in a distributed cloud.
A slice is a named set of virtual resources—such as VMs and L2 network links—allocated

from infrastructure providers in a networked multi-cloud. A virtual resource that is managed
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independently of other resources is called a sliver. Slices are the granularity of access control
for GENI slivers: a user with permission to control a given slice can control all of its slivers.
Therefore, we can view a slice as a virtual network domain controlled by its owners.

In the GENI multi-cloud, slice owners (tenants) can create virtual network topologies at
the data-link layer (L2) within their slices. Compute nodes within a slice communicate over
the slice dataplane, which is a linked private network that may span multiple sites within
the multi-cloud. The cross-site links are typically bandwidth-provisioned L2 network cir-
cuits obtained from providers outside of GENI, e.g., the Internet2 AL2S and ESnet research
network fabrics. These circuits enable high-speed slice dataplanes across sites, and exper-
imentation at higher layers of the protocol stack including L.3. However, communication
between GENI slices has been restricted to interaction at L3, over the public Internet, as in
the earlier PlanetLab model. Our goal is to support direct cross-slice networking at L2: it
is more flexible to experimenters and the links are bandwidth-provisioned, so they are less
vulnerable to contention from competing traffic.

To enable slices to connect to one another at L2, our collaborators at RENCI imple-
mented new features for dynamic cross-slice stitching in ExoGENI [13, 27, 10], one of the
two GENI “racks” deployments. The cross-slice stitch is effectively an L2 network peering
point between two slice networks. If the slices are owned by different tenants then the stitch
requires mutual consent.

They also worked to enable network stitching for Chameleon [62] and ESnet [1]. Cha-
meleon is a testbed system that provides bare metal access to its two large hardware pools
at the University of Chicago (UC) and Texas Advanced Computing Center (TACC). And
ESnet is a scientific research infrastructure that provides high-speed network links. Exo-
GENTI, Chameleon and ESnet allow users to create a network topology for an SDN-enabled
IP dataplane. We can run Open vSwitch [68] in ExoGENTI slices to support SDN, and Cha-
meleon and ESnet provide hardware support for SDN with Corsa switch virtual forwarding
context(VFC). We can also stitch slices across different testbeds including ExoGENI, Cha-

meleon and ESnet and stitch slices in testbeds to slices in the public cloud like AWS with
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L2 network circuits [76].

Cross-slice stitching enables testbeds like ExoGENI, Chameleon and ESnet to serve as
an extensible platform for inter-domain networking across slices controlled by different ten-
ants. Tenants may cooperate to build and maintain inter-domain networks in the testbeds.
For example, slices with high-speed network circuits may function as wvirtual autonomous
systems as a basis for new approaches to inter-domain routing. More generally, cross-slice
stitching generalizes the PlanetLab idea of unbundled management [67]—in which user slices
extend the testbed platform by providing useful network-based services to other slices—to
encompass flexible, elastic L2 inter-networking.

This section reports on our exercises in inter-domain networking based on ExoGENI
slice peering and slice peering across ExoGENI, Chameleon and ESnet. We first outline
ExoGENI’s new features for cross-slice stitching. We then report on an exemplary use
case: a network transit service that runs within a slice, manages a shared circuit topology
on behalf of a dynamic set of customer slices, and routes customer traffic over its internal
dataplane (see Figure 3.1). This sharing of links in this exemplary shared transit service
can mitigate the limited availability of high-speed network circuits, an important “pain
point” in GENI today. Last, we report an exercise on providing network transit service

with high-speed network in ESnet to tenant networks in Chameleon and ExoGENI.

3.2.1 Background: Networking on ExoGENI

GENI and ExoGENI. ExoGENI is a networked IaaS testbed within the GENI federation.
ExoGENTI itself is a federation of xCAT/OpenStack cloud clusters spanning 20 locations
across 4 countries on 3 continents, linked by the Internet2 AL2S and ESnet circuit fabrics.
These infrastructure providers are called aggregates in GENI. ExoGENI control software
supports end-to-end automated stitching of each L2 slice dataplane across multiple Exo-
GENTI aggregates, bridging among circuit providers at ExoGENI exchange points (e.g., at
Starlight) as needed.

Managing slice-based network topologies. Like other operations on virtual net-
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works in ExoGENI, cross-slice stitching is dynamic and programmatically controlled. Our
approach builds on earlier API extensions and internal mechanisms to allow tenants to
modify existing slices and slivers dynamically [86]. In contrast, in other parts of GENI
(e.g., the InstaGENT racks) a user creates all resources of a slice at each aggregate in one
shot, and cannot modify a slice’s footprint at any aggregate once the slice is instantiated
there.

In this way, ExoGENI offers flexible support for tenants to build slices with multiple
points of presence on multiple ExoGENI sites (e.g., for edge services), and to link them with
a bandwidth-provisioned network backbone (dataplane) that is built to order for the needs
of the slice. The modify operations enable the tenant to adapt its dataplane topology as its
needs change. A slice has OpenFlow SDN control over its own L2 dataplane and inter-site
traffic flow over its circuit links, so network policies governing packet flow are also under the
control of the slice; the default policy is a single L2 domain spanning the slice dataplane.

Semantic resource models. ExoGENI is able to offer this flexibility in part through
its use of a logic language (NDL-OWL [83, 12]) to describe slice requests, instantiated
slivers, and sliver relationships. The control software uses the language to make statements
about slivers. A semantic resource model is a set of statements about resources in the logic
language. The ExoGENI control software (based on ORCA [27]) includes plugin extensions
to orchestrate and provision slices by operating on these models. Slivers have globally
unique names, so it is easy for a model to represent relationships among slivers in different
sites or domains. The statements in the model are distinct and separable, and relevant
relationships are encoded in the statements themselves rather than in the structure of the
description document (e.g., as it is in GENI’s XML-based RSpec). As a result, it is easy to
change a model by adding or removing statements, or to combine models (e.g., across sites
or domains) by taking their union. These properties enable the ExoGENI control software
to modify slivers and slices dynamically and to reason about inter-domain infrastructure,
e.g., to orchestrate end-to-end stitching automatically.

Controllers and the Ahab API. While semantic resource models have proven to be
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powerful, it is difficult for users (and their programs) to produce and understand them.
Our colleagues at RENCI introduced a library—Ahab—to hide logic concerns behind a
new provisioning API to construct and modify slices. Tenants may implement long-running
Ahab controller programs to manage their slices. A controller uses the API to construct,
query, and modify the slice. For example, a controller can specify a sequence of changes to
a slice and then commit those changes to launch the provisioning engine and inject requests
into ExoGENI via a selected Slice Manager (SM) server. An ExoGENI SM determines how
to map requests onto available aggregates, and orchestrates the execution of those requests
in concert with their Aggregate Manager (AM) servers. The slice controllers for our transit
slice experiment use the new Ahab API (§3.2.3) to build and interconnect the transit and
customer slices (§3.2.4). The Ahab controllers also send commands to nodes within the
slice over SSH.

The role of Ahab is similar to geni-lib [14], which provides a programmatic API for
GENI requests. While geni-lib is interoperable with ExoGENI, it is limited to functions
that are available using GENI-standard protocols and RSpec resource descriptions. Ahab
goes beyond geni-lib in that Ahab enables sequenced changes to existing resources, including
dynamic stitching to existing stitching points. The functions described here for dynamic
slices, topology adaptation, and cross-slice stitching are not yet available through standard
GENI protocols. Ahab accesses these functions using auxiliary protocols in ExoGENI in
concert with NDL-OWL semantic resource descriptions and ORCA protocols. Note, how-
ever, that GENI slices can stitch to one another within ExoGENI even if they incorporate

other resources outside of ExoGENI.
3.2.2  Slice Stitching in ExoGENI

Stitching and stitchports. The stitch operation is a foundational building block for
building dynamic L2 virtual networks. A controller program builds a slice by requesting
various slivers and stitching them together. Each stitching point connects a pair of com-

patible slivers, e.g., a virtual node and a virtual link that are topologically adjacent at
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FIGURE 3.1: An L3 network transit service in a slice. Customer slices attach to the
service with cross-slice stitching and advertise IP prefixes. The transit network T is
able to carry traffic for networks A and B, multiplexed over network circuits in T’s
slice dataplane.
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FiGURE 3.2: Example message flow for slice-to-slice stitching. Tenant S creates a stitch-
able L2 linkO in its slice and passes a reference and secret token to tenant A, which
uses the cross-slice stitching API to attach to it.

some aggregate. In a cross-slice stitch, one slice exposes a virtual node or link as a type of
named stitchport, so that another slice with suitable authority can stitch to it, creating an
L2 peering point between the two slices.

A stitchport is a named meeting point where two independent network domains can be
stitched together, establishing a L2 connection. ExoGENI has provided “static” stitchports
for a number of years to connect ExoGENI virtual tenant networks (slices) to science assets
outside of GENI [50]. A static stitchport is registered with an ExoGENI metadata service as
a long-term network-facing endpoint attached to a fixed network segment (VLAN) behind
the stitchport. We extend the stitchport concept with support for dynamic virtual stitch-
ports exposed (or withdrawn) programmatically by the slices themselves. Controllers may
use Ahab APIs to create and expose a slice stitchport, or stitch to another slice’s stitchport

(§3.2.2).
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Stitching between ExoGENTI slices is prototyped as new set of API calls with simple
parameters that drive the underlying stitching functionality. In this implementation, any
node-like or link-like sliver—a virtual machine, a bare-metal node, a point-to-point or a
multi-point link between nodes—can become a stitching point. A stitch is only possible
between a node-like and a link-like sliver, and the slivers must be hosted on the same
aggregate and provider substrate/site. Currently at most one stitch is allowable between
any pair of slivers.

In principle, it is possible to implement stitch requests for slivers on different aggregates
or slivers of like types. For example, the cross-aggregate case might instantiate new link
slivers to extend the specified link to the site that hosts the specified node. Any link-to-link
stitching involves establishing a translation of VLAN tags (or other labels) for the stitched
links, in order to join them together. These extensions are future work: the current API
supports only local stitches between one link and one node.

To instantiate a local cross-slice stitch, the host aggregate’s AM merely creates a new
network interface on the specified node and attaches it to the specified link. The basic
add interface/remove interface sliverModify operations were implemented earlier as part
of ExoGENI’s generic sliceModify() machinery [86]. Once the L2 stitch is established, an
existing ExoGENI-specific extension (“neuca”) [13] within the node’s OS recognizes the
new interface and configures it up (e.g., with ifconfig). Our experiments use node-to-link
stitching, which allows the requester (the node owner) to pass an IP address for the new
interface as a parameter.

Rather than explicit advertising of long-lived link stitchports, our prototype for dynamic
stitching relies on bearer-token based authorization of stitching operations between slices,
with one tenant (tenant S) allowing stitching operations to a particular sliver (e.g., a link
serving as a dynamic stitchport) to any peer slice who knows a specified secret token. S
then communicates the token out of band to tenant A. A then requests a stitch, passing
the token as proof of access.

The slice stitching prototype adds five user-facing API calls to the ExoGENI Slice
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Manager (SM) servers. This API may be invoked by command-line scripts or by ExoGENI’s
GUI tools and client libraries (e.g., Ahab):

e permitSliceStitch(<slicelD>, <sliverID>, <secret>). Establish a bearer-token se-
cret for a stitchable sliver in a slice. One active secret per sliver is currently permitted.
Internally a secret is stored as a salted hash of the secret and stored as a property of
the sliver.

e revokeSliceStitch(<slicelD>, <sliverID>). Revoke any secret for a stitchable sliver,
blocking future requests to stitch to it. Existing stitches are unaffected.

e performSliceStitch(<from slicelD>, <from sliverID>, <to sliceIlD>, <to sliverID>,
<secret>, <stitch properties>). Request a cross-slice stitch between two compatible
slivers. After checking that the slivers are colocated at the same AM, the SM invokes
the AM to install the stitch. The stitch properties may include IP address, bandwidth
attributes, etc.

e undoSliceStitch(<from slicelD>, <from sliverID >, <to sliceID>, <to sliver- ID>).
Break an existing L2 stitch. Either side may break the stitch unilaterally. This serves
as an “emergency break”, e.g. in the event of a cross-slice network attack.

e getSliceStitchInfo(<sliceID>, <sliverID>). Request information about stit- ching
state and events on a sliver owned by the caller. Reports whether this sliver allows
stitches (a secret is set) and its stitching history: start and end times, identities of
slices, slivers and their owners. Currently active stitches are determined by absence
of end-time for the reported stitch. Each stitch operation is given a unique GUID.

Our Ahab controllers for the transit slice experiments use these API calls, as shown in

Figure 3.2.
3.2.8 Instantiating and Connecting Slices Programmatically

Many GENI users are familiar with using ExoGENI through the GENI tools based on
standard RSpec (e.g. Jacks [48] or geni-lib). The GENI API and its tools are crucial for

experiments that require slices spanning multiple testbeds in the GENI federation. However,

24



the advanced functions of ExoGENI—including automated dynamic stitching and cross-slice
stitching—are available only through its native APIL.

Client programs may call ExoGENI’s native API directly, but these API calls produce
and consume logical/semantic resource descriptions in NDL-OWL (§3.2.1). Initially, the
only way for a user to invoke the native API without confronting NDL-OWL was to use
ExoGENI’s Flukes GUI to draw and visualize slice topologies. This has long been a hurdle
to using ExoGENI for complex experiments that demand more automation or that cannot
be drawn easily in Flukes.

We introduce the Ahab Java library, which allows users to create and control ExoGENI
slices programmatically while accessing all of the functionality provided by the native API.
The Ahab API enables developers to create, modify, and destroy slices and resources on
ExoGENI using simple Java objects. It is easy to incorporate it into a Java program: it is
available from a Nexus Maven repository as a Maven dependency. With Ahab, it is now
possible to create large complex slices easily and to create controller applications that can
monitor, reason about, and modify long-running slices based on arbitrary policies.

The remainder of this section discusses the Ahab slice/sliver abstractions and the tools
and workflow used to create and manage slices with Ahab. It offers simple Java classes and
objects to abstract ExoGENTI slices and resources. The primary object types used by an
Ahab controller application are:

e Slice. Represents a slice.

e Resource Objects. A set of types representing each type of sliver available: Com-
puteNode, Network, StorageNode, Stitchport. These objects hold the configuration
information for slivers, e.g. a ComputeNode’s boot script or a Network’s bandwidth.
They also serve as an access point for accessing manifest information, e.g. a Com-
puteNode’s management IP address or the IDs of the VL ANs that compose a Network.

e Interface. The interface between two stitched resources. An interface contains
information specific to that type of stitch. For example, an Interface between a

Network and a ComputeNode might contain an IP address.

25



e SliceProxy. Manages the user’s credentials required to submit requests to an Exo-
GENTI Slice Manager (SM) server. Creating a SliceProxy requires a user’'s GENI
certificate and private key, as well as the url of a preferred ExoGENI SM to use.

e SliceContext. Manages the user names and public SSH keys that are to be installed

in nodes within a slice.

The following is an example of the workflow that is used to instantiate a simple slice

(some of the code is simplified for brevity):

1  proxy = getSliceProxy(cert,key,url);

2  context.addToken(userName,pubKey) ;

3 s = Slice.create(proxy, context, name);

4  ComputeNode n = s.addComputeNode("n0") ;

5 n.setImage(imageURL,imageHash,imageName) ;
6 n.setNodeType(nodeType);

7  Network net = s.addBroadcastLink("net0");
8 Interface ifO = net.stitch(n);

9 if0.setIpAddress("172.16.0.1");

10 1if0.setNetMask("255.255.255.0");

11 s.commit();

12 s.wait();

13 String ip = n.getManagementIP();

This code builds a SliceProxy and SliceContext in lines 1 and 2. These objects manage
the certificates and keys to interact with the new slice and the ExoGENI provisioning
services. Line 3 shows how to initialize a Slice object using the SliceProxy and SliceContext.
No resources are provisioned for the slice until the code requests a sequence of updates to
the empty slice (lines 4-10) and then commits them (line 11). In this example, line 4 adds
a ComputeNode called “n0”. Lines 5 and 6 set the node’s image and node type. Line
7 addes a network. Line 8 stitches the node to the network creating an Interface. Lines
9 and 10 set the IP and netmask of the Interface. The commit action at line 11 forms

the NDL request and sends it to the ExoGENI Slice Manager (SM) specified in the proxy.
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FIGURE 3.3: A dumbbell topology for evaluating the network transit and exchange
service for GENI slices. The nodes in the carrier slice are linked by a shared VLAN
(broadcast link) that spans the sites over a single 12/AL2S dynamic network circuit.
The carrier slice transits traffic for its customer slices, which (in this example) have no
connectivity among their PoPs except through the carrier slice.

The commit returns as soon as the SM accepts the request, but the steps to provision the
slice and its slivers proceed asynchronously. The Ahab controller may wait() (as in line
12) until the pending updates to the slice are complete (or failed). When wait() returns,
the Ahab controller might perform additional configuration and/or send requests into the
slice to kick off an experiment. In this example, the ComputeNode object is used to access
manifest information that is necessary to complete the configuration and run an experiment:
line 13 shows the application obtaining the management IP address of the ComputeNode.
It can then use this IP to copy executables and other files to the ComputeNode and invoke

any necessary tasks, e.g., with ssh and scp, authenticated by the keys in the SliceContext.
3.2.4  Demonstration Experiments

Example: Network Transit Slice. As a running example, we consider a simple transit
slice (S) that routes network traffic over its dataplane on behalf of customer slices that
attach to it (e.g., A and B). In this example, the intent is to carry a customer’s traffic from
one of the customer’s points-of-presence to another, and not necessarily to allow communi-
cation between the customers. This example has a compelling motivation: it frees A and
B from the need to request cross-site network circuits for their own dataplanes, conserving
the scarce supply of network circuits available to GENI. The transit service is suitable for

GENI slices that want high-speed dataplane connectivity but are willing to multiplex their
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traffic over circuits shared with other transit customers.

To use the transit slice, a customer must conform to the transit provider’s L3 network
model (if any) to allow traffic routing. We experiment with two simple alternatives for
the transit provider: (1) a virtual L2 transit service that bridges disjoint L2 networks in
a customer slice, and (2) an L3 domain that uses OSPF internally to route traffic among
non-conflicting IPv4 prefixes advertised to it by its customers.

We conducted simple demonstration experiments for ExoGENI cross-slice stitching: we
deployed two variants of a slice-based network transit service that passes customer traffic
over its slice dataplane, i.e., it acts as a carrier slice. An Ahab controller for the transit
slice runs as a service (outside of the slice itself), and accepts requests from customers to
stitch to the transit slice at particular PoPs—cloud sites that host nodes and/or links for
both slices. For each request it returns a sliverID and token that the customer slice may
stitch to (see Figure 3.2). Each customer slice is controlled by its own Ahab program, which
requests stitches from the transit controller.

The transit service provides connectivity to customer slices through its peering points.
For example, tenant slices A and B may interconnect their PoPs through the transit slice, as
an alternative to allocating dedicated network circuits for their own dataplanes. Figure 3.3
depicts an example using a simple dumbbell topology for a transit slice occupying two
PoPs—the configuration we use in all of our experiments. The PoPs for all slices are
instantiated on ExoGENTI sites at two universities in Florida: UNF and UNL.

Once a cross-slice stitch is in place, either peer may inject arbitrary traffic into the
other slice across the slice boundary. As with any inter-domain networking, each slice
controls how it directs traffic into the peering point and how it handles incoming traffic.
We experimented with two approaches for the transit slice:

e L3/OSPF. The transit slice and all customer slices run a standard IPv4 stack on

Linux VMs (Ubuntu 14.04) enabled for Quagga/OSPF and configured with non-
conflicting IP prefixes (RFC 1918 private addresses). When a cross-slice link is in-

stantiated, each peer automatically advertises its routes to the other.

28



e L2/SDN. The nodes in the transit slice run Open vSwitch (OVS) with a shared SDN
controller—an extended Ryu SimpleSwitch controller called PriorityNet- work—that
implements a single L2 domain. PriorityNetwork can segregate traffic from the dif-
ferent customers (e.g., by swallowing ARPs and blocking broadcasts) and schedule
traffic from different customers according to assigned priority weights. It ignores
packet header fields above L2, and so preserves GENI’s flexibility for network exper-
imentation at L3 and above.

The Ahab controllers take minutes to instantiate a virtual network for a slice: the
delay is limited primarily by the time for the ExoGENI rack sites to launch VMs on their
underlying OpenStack/Linux/KVM clusters. We used 12/AL2S network circuits for the
transit slice: requests for such links are faster to provision, but they are often denied due
to resource constraints.

Once the nodes and links are active, a cross-slice stitch takes 10 seconds or less. In
fact, the stitch is instantiated almost immediately—the Ahab wait() primitive reports that
the stitch is active—but the neuca extension within a node polls at 10-second intervals to
discover each new interface and configure it up. The customer’s Ahab controller uses ssh
(via the Jsch Java library) to notify the slice when the stitch request commits and wait()
returns.

To illustrate, the Ahab customer controller for the L3/OSPF example works as follows.
It uses scp (Jsch) to copy a stitch configurator script onto each node in its slice as it comes
up. When a newly requested stitch is complete (wait() returns), the controller invokes the
configurator program via ssh on the peering node within the slice, passing the configured
IP address. The configurator loops until ifconfig reports an interface with the expected
IP address. It then writes the interface data into Quagga’s configuration file and kicks
Quagga to reload its configuration, which triggers OSPF route advertisements across the
new interface. We found that it takes about 50s for Quagga to propagate new routes across
all nodes.

Our measurements suggest that traversing a stitch has effectively zero performance cost.
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FIGURE 3.4: A shared link in a carrier slice is shared fairly among flows from multiple

customer sender/receiver pairs. All flows go through a 5Gb/s bottleneck network
circuit that links the dumbbell sites. The number of node pairs is increased from 1 to
4. Each sender/receiver pair establishes 10 connections.

Single TCP streams (iperf with default parameters) between VMs on the same aggregate
reliably yield 9.2-9.3 Gb/s over the 10 Gb/s Ethernet interconnect used for ExoGENI dat-
aplanes, regardless of whether the nodes reside in the same slice or the traffic traverses a
cross-slice stitch. CPU utilization is below 70% on the sender and below 85% on the re-
ceiver (single-core VM, XO-medium). This result substantiates our view that inter-domain
networking at L2 is a useful vehicle for GENI experiments involving data-intensive and
high-speed network services that run in slices. Moreover, slice-based services accessed by
cross-slice stitching are reasonably secure: connectivity is “off by default” and is enabled
only by mutual consent, and the peer is strongly authenticated at least by its slicelD.

Figure 3.4 reports results of an experiment in which multiple attached customers pass
traffic between their PoPs through an L3/OSPF transit slice with single shared 5 Gb/s
12/AL2S network circuit connecting the PoPs. Customer flows in this example use TCP.
As expected, the TCP congestion algorithm naturally shares the link fairly among the
flows. As discussed in §3.2.1, this simple demonstration example is not practical without
additional authorization (e.g., to validate IP prefixes) and perhaps traffic policing in the
transit /carrier slice.

The L2/SDN alternative illustrates the flexibility of network control within the carrier
slice. In this example, the nodes in the carrier slice control network traffic with an Open-

Flow SDN controller that implements a “big learning switch” at L2. The SDN controller
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FIGURE 3.5: A single bottleneck link shared by multiple customer sender /receiver pairs.
We use OpenFlow queues to limit traffic rate between the pairs. Each customer gets

bandwidth proportional to its share.

is extended to use OpenFlow QoS queues to provide differentiated service to different cus-
tomers. We use different OpenFlow queues for traffic between different pairs, with different
relative shares 1, 3 and 6. We measured the bandwidth each pair gets as link capacities of
the carrier slice change. As shown in Figure 4, the bandwidth each pair gets is in proportion

to its configured share weight.
3.2.5 Network Stitching across Research Testbeds

Virtual networks in different network testbeds including ExoGENI, ESnet and Chameleon
can be stitched with L2 circuits provisioned from a circuit provider with connections to
multiple testbeds, such as Internet2/AL2S. We can stitch networks between Chameleon
and ExoGENI by creating a stitchable network on Chameleon and adding a static stitch-
port with the same VLAN tag to the ExoGENI slice [2]. We can also connect Chameleon
networks at TACC and Chameleon networks at UC with circuits via ExoGENI by stitching
two Chameleon networks at different sites to an ExoGENI slice with two static stitchports.
Stitching networks in ESnet to Chameleon networks and ExoGENI networks can be per-
formed by privileged administrators.

As a demonstration, we run ExoPlex (§3.3) on an ESnet VFC network, operator-
configured for this purpose, to provide network transit service to client networks at Cha-
meleon and ExoGENI. We created three client networks on Chameleon at UC, Chameleon

at TACC, and ExoGENTI at RENCI. Our collaborators at RENCI helped creating the VFC
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network that contains three VFCs on different sites and high-speed links connecting the
VFCs, and stitched the client networks to the ESnet VFC network at three sites. The three

client networks can communicate with each other via the ExoPlex-based network transit

Chameleon
@uc
/‘ . VFC@STAR
= 4,
_——

VFC@TACC VFC@WASH
ESnet

service on the ESnet VFC network.

192.168.110.0/24

192.168.100.0/24 192.168.10.0/24
Chameleon ExoGENI
@TACC @RENCI

FIGURE 3.6: A demonstration experiment: connecting client networks at Chameleon
and ExoGENI with a VFC network in ESnet.

The network stitching capability across testbeds allows us to integrate resources from
different testbeds and harness the power and strengths of different testbeds. For example,
one can deploy datacenter in Chameleon cloud for computation-intensive work, deploy edge
networks in ExoGENI for better locality and connect the datacenter and edge networks with
express backbone network from ESnet. And the hardware support for SDN in Chameleon

and ESnet makes it possible to deploy production-grade networks in the testbeds.

3.3 ExoPlex

With the enabling capabilities, we want to support experimentation with NSPs and safe in-
terconnection of NSPs on network testbeds. We propose the ExoPlex controller framework.
ExoPlex-based NSPs can provide network services with QoS, NFV and secure policy-based
multidomain networking.

ExoPlex defines a standard interface for cross-domain interactions involving NSPs and /or
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their customers. An NSP controller is a server, operated on behalf of an NSP, that speaks
for the NSP and commands its network. The controllers interact with one another and with
other servers operated on behalf of their customers. The ExoPlex control plane operates at
the level of the per-domain NSP controllers.

Additionally, an NSP controller commands the NSP’s dataplane—its network of SDN
switches—through the northbound APIs of its SDN controller(s). It may also call virtual
hosting APIs (e.g., Ahab) to add or remove virtual switches or links. We assume a separate
control network for all of these control-plane interactions. The control network is oper-
ated by infrastructure providers—campuses, cloud providers, and network testbeds—and is
accessed via the public Internet.

The NSP controllers export RPC APIs (e.g., REST/HTTP) to control inter-domain
peering and networking. Table 3.1 summarizes selected northbound control plane APIs for
an NSP controller. The authenticated customers and peers invoke these APIs to attach
(stitch) an L2 link and to enable specified IP traffic to flow over the link. These calls
propagate the routes and policies that govern traffic flow, which are encoded in logical
certificates.

ExoPlex also provides APIs for operators to manage NSPs. An NSP operator can call
those APIs to initialize peering requests to peer NSPs or originate a route/policy adver-
tisement. Those APIs enables automated/scripted experiments and tests with multiple
involving NSPs (see §5.4). Those functions are not the core of ExoPlex and can be imple-

mented independently.
3.8.1 Software Architecture

Figure 3.7 depicts an ExoPlex NSP and its controller, which is layered above its SDN
controller(s), the SAFE logical trust engine, and a testbed-specific IaaS plugin (slice con-
troller). The ExoPlex control plane operates at the level of the per-domain NSP controllers.
An NSP controller is a server, operated on behalf of an NSP, that speaks for the NSP and

commands its network. The controllers interact with one another and with other servers

33



Table 3.1: Control plane APIs of an NSP controller. Customers and peers invoke these
REST APIs to attach (stitch) a node to the NSP, to notify it of routes for a peering
link and of policy rules governing the use of those routes, and to request for bandwidth
provisioned connection to edge NSP/SDX.

stitchRequest(slice
ID, sliver ID, secret,
stitch properties)

Stitch a sliver (node) in a customer or peer slice to an
NSP edge node at the same site. ExoGENI supports
such cross-slice L2 stitches guarded by a secret, as in [90].

undoStitch(slice ID,

Discard a stitched L2 link between the peer/customer

sliver ID) sliver and the NSP slice.

stitchportRequest( | Stitch a science network outside of GENI to the NSP
stitchportURL, vlan, | slice at a static stitchport [90].

stitch properties)

advertiseRoute( Advertise a route, with a link to the signed certificate
route, route cert) of the route.

advertisePolicy( Advertise a path control policy for traffic from the source

prefix to the destination prefix, with a link to the signed
policy certificate.

src, dst, policy cert)

connectionRequest( | Request for bandwidth-provisioned connection between
subnet A, subnet B, | subnet A and subnet B.
bw)

operated on behalf of their customers. Additionally, an NSP controller commands the
NSP’s dataplane—its network of SDN switches—through the northbound APIs of its SDN
controller(s). It may also call virtual hosting APIs to add or remove virtual switches or
links. We assume a separate control network for all of these control-plane interactions. The
control network is operated by infrastructure providers—campuses, cloud providers, and
network testbeds—and is accessed via the public Internet.

SDN-enabled IP Dataplane ExoPlex works on SDN-enabled IP dataplane. It man-
ages traffic forwarding in a network of OpenFlow-enabled switches, which is independent
from the IaaS platform.

Slice Controller. The slice controller is a IaaS platform specific plugin that manages
the slice given the capabilities of the platform. For ExoGENI, the IaaS plugin uses the Ahab
library to build and maintain the NSP’s topology by invoking ExoGENI’s API for dynamic

slices(§3.2.3). ExoPlex extends to testbeds other than ExoGENI. NSPs may replace the IaaS
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plugin for another dynamic slice API, or run without one over any static SDN-programmable
dataplane topology. We have deployed ExoPlex NSPs over Corsa switch VFCs (virtual
forwarding contexts) in the Chameleon and ESnet testbeds.

SDN Controller. ExoPlex includes OpenFlow SDN controller software to program the
NSP dataplane, based on an extended Ryu rest-router module for routing and mirroring

traffic, an extended Ryu rest-gos module for QoS, and Ryu ofctl-rest module when necessary.
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FIGURE 3.7: An exemplary ExoPlex Network Service Provider (NSP). The NSP data-
plane comprises network circuits—allocated from a circuit provider such as I12-AL2S—
that link one or more sites or points-of-presence (PoPs); each site runs optional NFV
appliances and OpenV Switch routers controlled via OpenFlow. The NSP controller is
a server program that invokes: testbed APIs to orchestrate the slice; OpenFlow con-
troller(s) to manage traffic flow within the slice; and a local SAFE engine to produce,
consume, and validate logical certificates and check compliance with logical policy rules.
The NSP controller exposes a northbound API for permissioned peering, permissioned
flows, and policy-based path control.

An NSP controller exposes northbound control plane APIs for its customers and peers
to request peering links and notify the NSP of new policies and routes. Calls to these APIs
drive all control plane interactions to propagate routes and policies across the interdomain
network. The handler for an incoming call invokes a local SAFE engine to perform various
validation checks, then optionally modifies its network state and propagates notifications to
peers. Outgoing route advertisements are signed under the NSP’s keypair. NSP controllers
are assumed to be reachable to one another, e.g., on the public Internet.

ExoPlex includes a standard set of controller API handlers and SAFE trust scripts,

which together determine when and how to install or withdraw routes and filtering rules in
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the NSP dataplane via the SDN controller APIs. We extend the SDN controller for ingress
filtering and source-specific routes to support policies for path control and anti-spoofing
defenses. The trust scripts define logic templates, standard validation rules for incoming
routes; hooks for custom authorization rules for peer requests and permissioned flows [91];
and custom policy rules to filter outgoing routes. We extended these rules to validate

multi-hop paths through multiple transit NSPs.
3.4 Virtual SDX: a Prototype NSP

The advancing network testbeds expose the capabilities of advanced research fabrics to
IP-based edge subnets (opt-in via campus), built-to-order IP networks to serve science
communities. Data-intensive science collaborations increasingly provision dedicated net-
work circuits to share and exchange datasets securely at high speed, leveraging national-
footprint research fabrics such as ESnet or 12/AL2S. The network stitching capability in
research network testbeds supports automatic circuit interconnection of science resources
across campuses and in network cloud testbeds, such as GENI (e.g., ExoGENI) and NSF
Cloud (e.g., Chameleon). Taken together, these tools can enable science teams to deploy se-
cure bandwidth-provisioned virtual science network (virtual SDX) that links multiple cam-
puses and/or virtual testbed slices and provides network transit services with integrated
in-network processing on virtual cloud servers.

We built a dynamic virtual SDX with security monitoring with ExoPlex as a prototype
tenant NSP. The SDX concept was conceived as a physical facility (PoP) with direct attach-
ment to customer networks [42]. IaaS providers with broad reach, such as the ExoGENI
federation, can host virtual SDX services that provide similar functions decoupled from
fixed peering points. A virtual SDX can extend to many geographically distributed PoPs
via a dynamic bandwidth-provisioned network backplane topology.

The virtual SDX is an elastic slice managed by an Ahab controller. The controller runs
outside of the virtual SDX slice and exposes a northbound API for operations on the slice

by peer domains that are authorized to peer with the virtual SDX as customers. Customers
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invoke these northbound APIs to bind named subnets under their control to the virtual SDX
via L2 stitching, request bandwidth-provisioned connectivity with other subnets (including
subnets owned by other customers), and specify logical policies that govern approval of
requests by other customers to connect to them.

The virtual SDX slice comprises virtual compute nodes running OpenVSwitch, Open-
Flow controllers, and Bro traffic monitors. Traffic flow and routing within the virtual SDX
slice are governed by a variant of the Ryu rest-router SDN controller similar to the Plexus
SDN controller used within Duke’s campus SDN network. The virtual SDX slice controller
computes routes internally for traffic transiting the virtual SDX network, and invokes the
northbound SDN controller API to install them. The SDN controller runs another Ryu
module (rest-ofctl) to block traffic from offending senders. If a Bro node detects that traffic
violates a Bro policy, it blocks the sender’s traffic by invoking a rest-ofctl API via the Bro
NetControl plugin.

There are two ways for customers to request for connectivity to virtual SDX: (1) explicit
bandwidth-provisioned connectivity request via virtual SDX’s northbound APT; (2) implicit
connectivity request without bandwidth reservation by sending a first IP packet to the peer
subnet.

At customer request for bandwidth-provisioned connectivity, virtual SDX calls the slice
controller to provision slice resources as needed to carry the expected traffic. These resources
include peering stitchport interfaces at each PoP, the OVS nodes that host these virtual SDX
edge interfaces, Bro nodes to monitor the traffic, and backplane links to carry the traffic
among the PoPs. The controller reuses existing resources in the slice if they have sufficient
idle capacity to carry the newly provisioned traffic, and instantiates new resources as needed.
In particular, it adapts the virtual SDX backplane topology by allocating and releasing
dynamic network circuits as needed to meet its bandwidth assurances to its customers.

The virtual SDX installs rules in OVS flow tables that forward the first packet of a new
connection between a subnet pair to the SDN controller. Then the SDN controller caches

the packet in a buffer and calls the virtual SDX controller’s northbound API to request for
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connection. The virtual SDX controller authorizes the connection between the subnet pair
that the source and destination IP address of the packet belong to. If the connection is
authorized, virtual SDX controller calls SDN controller to set up routing path between the
subnet pair, and send out the buffered first packet for the connection. To protect virtual
SDX controller from being overloaded with connection requests triggered by packets from
unauthorized connections, the SDN controller issues the connection request for a packet only
if it hasn’t received any packet in the past 4 seconds between the source and destination IP
address.

I demonstrate elastic traffic monitoring service and elastic transit service for virtual
SDX in §3.4.1 and §3.4.2 respectively. And I discuss authorized network stitching and

connectivity in §4.3.
3.4.1 Elastic Traffic Monitoring Service

NSPs can provide NFVs for tenant traffic. As an exemplary NFV, we inspect permitted
flows with out-of-band Bro network security monitor applicances to detect intrusion in our
virtual SDX. I leave the discussions about logical trust for slice stitching and connectivity
for Chapter 4. As a simple form of intrusion prevention, it uses Bro’s NetControl framework
to interrupt all traffic from the source of a suspect flow. The virtual SDX controller deploys
Bro instances elastically to scale capacity as customers join. Bohatei [33] provides an
elastic DDoS defense by deploying filtering appliances in a similar way. We assume that the
virtual SDX controller knows the volume of tenant traffic from their requests and forward
the tenant traffic within some flow space to Bro nodes with enough capacities. Thus we
don’t consider state migration for Bro when scaling the pool. OpenNF [38] is a controller
architecture that manages internal NF state and controls network forwarding with SDN.
S6 [85] supports elastic stateful network functions by using distributed shared object (DSO)
to manage states.

Figure 3.8 shows the NFV controller that manages elastic scaling of traffic monitoring

service in virtual SDX. To support fast out-of-band traffic monitoring, we need an SDN
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controller to mirror the traffic to security appliances while forwarding traffic to its destina-
tion. I extended ryu rest-router module for this goal. To support flexible mirroring rules
that may be independent from routing rules, I used separate OpenFlow tables for mirroring
and routing in OVS. In table 0, I install traffic mirroring flow entries to mirror the required
traffic to Bro, while sending all packets to table 1, where the packets will be processed and

forwarded with routing flow entries.
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FIGURE 3.8: NFV controller in ExoPlex that scales Bro pool via slice controller and set
traffic mirroring rules via SDIN controller.

Bro is a powerful, open-source out-of-band network monitoring and analysis framework
supporting a wide range of traffic analysis tasks, including network activity logging, sanity
checks for various protocols, and intrusion activity matching. It has been widely used by
network infrastructures and service providers.

Typically, a Bro instance is deployed alongside an edge router, where intrusion detection
is needed. A router or switch mirrors network traffic to the out-of-band Bro instance, which
scans the network traffic without affecting performance. Scanning applies a script of match-
action rules to identify and flag suspicious activities. If a sampled traffic pattern matches a
rule, Bro triggers its event engine to take a corresponding action. These actions are selected
from a library of connectors (event handlers) in Bro’s NetControl framework. Typically,
these actions add the sender’s IP address (or subnet) to a blacklist and/or use SDN to cut
flows or sandbox endpoints.

Bro may also be deployed in a closed loop to install rules that block (blackhole) traffic
from a suspected attacker on ingress at the network edge. Bro tooling may also cross-

reference with NetFlow data and install rules in access-filtering edge devices to block attack
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traffic.

I explore the performance of closed-loop traffic control based on Bro when operating
within a virtual SDX slice on the ExoPlex platform. Our experiments use synthetic traffic,
but we source and sink the traffic from a dynamic set of customer slices that stitch to the
virtual SDX at L2, modeling a live deployment. Due to limitations of current testbeds, we
are limited to virtual host-based network appliances and SDN-based access control within
the virtual SDX slice. These functions run within OpenVSwitch (OVS) instances. The Bro
and OVS instances run on elastically deployed ExoGENI VMs. An Ahab slice controller
is responsible for elastic provisioning of the monitoring and filtering capacity within the

virtual SDX slice.
Bro Evaluation

In this section, we evaluate the effectiveness of the virtual SDX Bro nodes under varying
traffic. This evaluation explores both the effectiveness and limitations of deploying Bro in
the ExoGENI testbed, and stability (reproducibility) of the results across multiple deploy-
ments of the same declarative slice specification.

Our virtual SDX NSP experiment consists of an ExoPlex slice deployed across two
ExoGENT sites, which interconnects four client domains (see Figure 3.9). Two of the client
domains are located on the Chameleon testbed, and connect to the virtual SDX using
dynamic circuits and stitchports. The other two client domains are independent slices on
ExoGENI, each connecting to the virtual SDX using slice-to-slice stitching at each PoP—the
virtual SDX establishes a PoP on each ExoGENI site where it has an authorized customer.
For simplicity, all client domains specify SAFE policies that allow incoming traffic from all
other client domains, but require that the secure ingress service terminates flows identified
as potentially malicious according to a pre-established set of Bro match-action rules.

Each link within the ExoPlex virtual SDX is allocated 2 Gbps of bandwidth, and the
link between ExoPlex and each client domain is 1 Gbps. All ExoGENI nodes (clients and

ExoPlex services) are VMs having 4 cores and 12 GB RAM (the “XO Extra Large” instance
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FIGURE 3.9: An experimental SDX network that exchanges traffic between customer
nodes and mirrors traffic to Bro nodes for intrusion detection.

type). Two types of nodes comprise the virtual SDX: OVS nodes (running version 2.0.2)
and Bro nodes (running version 2.5.2). On the Bro nodes, we load all policy scripts included
in the distribution, and add one of our own that detects transfers of “malicious” files with
specific signatures. Should a “malicious” file be detected, Bro instructs the SDN controller
to drop traffic from the source using the NetControl framework as described above.

We measured the performance of Bro nodes deployed on several different sites within
the virtual SDX. In each run a Bro node filters a traffic flow between a pair of clients
interconnected via the virtual SDX. The flows are synthetic and have similar traffic profiles,
including attack traffic. For each experiment we recorded selected metrics defined as follows:

e Response Time: We define response time as the period between detection of a

“malicious” file transmission and the termination of the associated connection by the
SDN controller. Thus, we are able to quantify the delay in protecting clients from an
attack.

e CPU Utilization: As processing demand increases with the traffic flow at a given

instance, each instance’s monitoring ability is eventually saturated.?

e Packet Drop Ratio: With high load of CPU utilization and mirrored traffic, Bro

begins dropping packets. We define the packet drop ratio as the percentage of dropped

packets to the total that should have been mirrored.

3 Since each Bro instance is single-threaded it can saturate at most one core, so we clip the CPU
utilization to 100% in the graphs. It may reach a peak of 110% under a high flow volume due to
other activity on the VM.
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FI1GURE 3.10: Bro performance in ExoPlex experiments.

e Detection Rate: As packets are dropped, the likelihood of Bro failing to identify an
attack increases. We define detection rate as the percentage of malicious files detected
by Bro, relative to the total that are present.

During each run of our experiments, pairs of clients (one each from Chameleon and Exo-
GENI) send measured amounts of UDP traffic through the virtual SDX using iperf3 [47].
All traffic traversing the virtual SDX is mirrored to a Bro node. While this sample traffic is
flowing, FTP is used to transfer 200 “malicious” files that should be detected by Bro. Each
run reports the four selected metrics.

A Bro instance can only process a bounded traffic load before dropping packets—about
600 Mbps under our settings (§3.4.1). To handle higher traffic loads, the virtual SDX
dynamically launches multiple Bro instances and balances flow processing across them based
on measured flow rates and customer requirements. When the used capacity of a Bro pool
exceeds a certain threshold (i.e., 60%)—or no Bro instance at the specific edge PoP has
sufficient remaining capacity to process new flows— the controller launches a new Bro
instance. To demonstrate the effectiveness, we have two pairs of connections, with each
of them sending traffic at the same rate (300 Mbps). The initiation of one of these two
flows is offset by 10 seconds, during a given run of this experiment. We evaluated Bro
filtering performance against our metrics, both when the traffic was mirrored to a single

Bro instance and when the mirrored traffic was diverted to different Bro instances on a per-
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client-pair basis. We do not have support for our OVS virtual routers to hash flows from
the same (sender, destination) pair across multiple Bro nodes. For this purpose some switch
vendors (e.g., Arista) have introduced high-speed switches with configurable tap aggregation
to mirror traffic and distribute monitored flows across a cluster.

Figure 3.10a shows the results measured from multiple runs on different host ExoGENI
PoP sites. At ~600 Mbps of mirrored traffic, a single core begins to saturate: Bro begins
dropping packets and the detection rate decreases. When backgroud traffic is less than 600
Mbps, the response time is constant (~5 seconds), due to Bro’s event scheduling mechanism.
Beyond 600 Mbps of mirrored traffic, Bro’s response time increases rapidly, but the detection
rate does not fall until it begins dropping packets. As we expected, even a minor increase
in packet packet drop ratio (~18% at 900 Mbps) can result in a significant decrease of
the detection rate (~55%), since a few consecutive dropped packets disrupt matching for
file detection. For predictable and reliable performance, a single Bro instance’s processing
capacity is limited to ~500 Mbps (given the Bro scripts, traffic features, and VM types used
in our experiment). The error bars indicate the performance variability we experienced on
the ExoGENI VMs hosting Bro at different times and across different sites. We believe
that performance is sufficiently stable to support elastic performance control at some cost
in efficient utilization to allow headroom for variable performance.

Figure 3.10b reveals the effectiveness of scaling across multiple Bro instances for reducing
the CPU utilization of individual instances. When we mirror both 300 Mbps flows to a single
Bro instance, CPU saturation occurs after the second flow is initiated, 10 seconds into the
run. When the individual flows are mirrored to separate Bro instances, both instances
exhibit stable and predictable performance that can be attributed to the decreased CPU
utilization by each individual instance.

These initial experiments are steps toward effective elastic configuration policies for
scalable monitoring in the virtual SDX service. These policies require a performance model
for Bro that predicts performance and effectiveness as a function of load and capacity.

We can infer such a model and apply it for elastic provisioning in the virtual SDX slice

43



controller.
3.4.2  Elastic Network Transit Service

An NSP can provide elastic network transit service with quality of service by dynamically
adapting the topology of the service slice to meet the changing customer demands. We
provision virtual service networks from infrastructure providers to provide network services
to tenant networks. As tenant demand changes, or the physical network changes due to
network failures or deployment of new infrastructure resources, we should dynamically adapt
the virtual service network to serve tenant networks better and more efficiently.

I extended ryu rest-qos and rest-router to support bandwidth provisioned connections
in dataplane. We use the QoS queue in OVS that supports traffic throttling by limiting
the minimum or maximum bandwidth. To allow flexible traffic throttling rules that are
independent from mirroring and routing rules, I implemented them in different OVS tables:
ExoPlex uses table 0 for mirroring flow entries, table 1 for traffic throttling entries and table

2 for routing flow entries.
Demonstration Experiment

We conducted an demonstration experiment to provide network transit service with band-
width requirements to tenant networks on ExoGENI. As ExoGENI doesn’t support capacity
adjustment on active links, we can add or remove links when necessary as the bandwidth
requirement between two sites changes. Accordingly, we modified Ryu rest-router module
so that it works correctly with multiple links between the same routers: (1) We modified
the ARP learning process to avoid flooding ARP requests via the loop; (2) We added map-
ping between the port and MAC addresses, so ExoPlex can use the right link with required
bandwidth to meet the customer demands.

On ExoGENI with the 12-AL2S circuit provider, it takes about 1 minute to provision
a new cross-site link. When a connection request can not be fulfilled with existing links,

ExoPlex provision new links with 1.5z capacity as required to allow for faster processing
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FIGURE 3.11: An NSP provides network transit service with bandwidth requirement to
tenant networks. The NSP dynamically add new links between the two sites to meet
the increasing bandwidth requirements between subnets.

of future demands. I throttled the bandwidth between subnets with Ryu rest-qos Module
at the ingress edge of the NSP. Figure 3.11 shows the network topology of four tenant
networks and an NSP network. There are two pairs of tenant networks on different sites.
After stitching the four tenant subnets to the NSP slice, different subnet pairs required for
connections with different bandwidths one by one. At each conneciton request, the NSP
provisioned a new link between the two sites if there was no available path with required
bandwidth between the subnets. Table 3.2 shows the bandwidth requirements between
subnet pairs, provisioned link capacity by the NSP, and the measured bandwith between

subnet pairs with iperf [47]. At the end, the NSP provisioned 3 new links to meet the

bandwidth demands between subnet pairs.

Table 3.2: Required, provisioned and measured bandwidth between tenant subnets.

Subnet Pair | Required Bandwidth | Provisioned Capacity | Measured Bandwidth
A and C 100 Mbps 150 Mbps 93.4 Mbps
B and D 300 Mbps 450 Mbps 278 Mbps
A and D 100 Mbps 0 93.8 Mbps
B and C 200 Mbps 300 Mbps 185 Mbps
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3.5 Summary

This chapter details the underlying technology for NSPs, NSP peering, and the ExoPlex
controller architecture for NSPs. The demonstrations show how a controller can assemble
dataplane, add with embedded security processing such as virtual Bro intrusion NFV ap-

pliances, and adapt the dataplane and NFV deployment elastically according to demand.
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4

Logical Trust for Multidomain Networking

4.1 Introduction

A decade ago the research community launched major initiatives to combine network
testbeds to leverage benefits of scale, diversity, geographic dispersion, and heterogeneity.
NSF GENI [18, 19] in the US and FIRE in the EU exemplify this trend. Both initiatives
have funded deployment of IaaS federations spanning many sites and providers. The cross-
testbed network stitching capability enables multi-cloud applications that span multiple
network testbeds. We can use multiple providers and combines the strengths of different
testbeds. For example, we can use Chameleon for computation intensive applications like
security monitoring, ESnet for high-speed networks, and ExoGENI with geographically dis-
tributed sites for high-speed networks and edge computing. NSPs on those network testbeds
can provide network service to a common community of users, which may require some form
of federated identity for their users (a community cloud [64]).

The three dimensions of network federation—peering, multi-cloud, and community—
raise a variety of challenges for managing identity, resource access, naming, object access
control, network stitching and connectivity. It requires some means to represent the trust

and certify trust relationships among users and providers, including their terms of peering.
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It also places new pressure on the mechanisms to manage the security of the multidomain
interactions like stitching, connectivity and routing.

This chapter shows how to address those challenges with a logic-based approach com-
prehensively and uniformly. First, I introduce SAFE [22] trust management system (§4.2).
Our collaborators built SAFE and I made some enhancements to the logic engine and eval-
uated its performance. Then, I introduce template logic rules for common services like
group service, resource allocation and delegation. After that, I introduce basics of logical
trust in ExoPlex (§4.3). As an example, I discuss logical trust for network stitching and
connectivity that are fundamental for virtual SDX (§4.4). Last, I evaluate the performance
of logical trust for virtual SDX and demonstrate authorized stitching and connectivity with
an experimental virtual SDX and tenant subnets deployed in ExoGENI (§4.5). This chapter

is reprinted from [22, 24, 91] with permission.
4.2 Foundations: SAFE Logical Trust

SAFE [22] is a trust management system that use logic statements to express facts, policies,
endorsement and delegations. It has a logic engine (Styla [82]) to reason about a query, a
distributed key-value store to store, share and protect credentials, a logic-based scripting
language called “slang” to integrate the trust logic with applications and insulate them
from logic concerns, and a slang interpreter. We can use SAFE for trust management and
authorizations in network and federated clouds.

Our collaborators built SAFE before I joined the project. I made some enhancements

to the logic engine and participated in its performance evaluation.
4.2.1  Overview

Building with trust logic. SAFE’s trust logic is based on Datalog [26], a rigorously
defined and extensively studied general-purpose logic language that is a subset of Prolog,
a popular language for logic programming with a standard syntax. It adds a modal oper-

ator says to Datalog, enabling its direct use as a logic of belief and attribution, following
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Binder [30], SD3 [51], and SENDLOG [5].

Datalog content consists of atomic statements (atoms) and rules built up from atoms and
the logical operators conjunction and implication. An atom is a predicate symbol applied
to a list of parameters, which may be variables or term constants representing principals,
objects, or values. Predicate symbols are user-defined: they may represent properties,
attributes, roles, relationships, rights, powers, or permissions. Atoms whose parameters
are term constants (ground) represent simple assertions equivalent to a row of a database
table. Rules embody implication and may contain variables. A rule has a head and a body.
The head of a rule is a single atom. The body is a sequence of atoms (goals) separated by
commas, which indicate conjunction: all of the atoms in the body must be true for the rule
to “fire”. A rule allows the prover to infer that the head is true for some substitution of its
variables with constants, if the body is true under that substitution.

In Datalog-with-says, every atom has a first (prefix) parameter representing a principal
who says it (the speaker). If the parameter is omitted, it defaults to the current principal
($Self). In this way, a statement about a principal naturally represents a delegation or
endorsement that is restricted by the speaker and predicate; another principal considers the
statement only if it has a policy rule with a matching goal, conferring trust in the speaker.

Datalog-with-says is sufficiently powerful to represent common access control features
hierarchical naming, nested groups, roles and other attribute assertions, ACLs, and ca-
pabilities. Delegations may be constrained by a predicate/role and by parameters (e.g.,
“Alice owns slice S”). Conjunctive policy rules permit reasoning from multiple attributes
of a principal or object, and policies are mobile: they may be passed in certificates.

SAFE defines conventions for self-certifying term constants (IDs) to name principals and
objects. A principallD is a SHA hash of the principal’s public key, following SPKI/SDST [32].
All statements in a valid certificate must have a speaker ID that matches the issuer who
signed the certificate. Each object named in a logic statement has some principal who is its
controlling authority. The objectID consists of an identifier (a UUID/GUID) chosen by its

authority, concatenated with the authority’s principallD to form a self-certifying identifier
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(scid). SAFE scripts use a builtin function rootPrincipal to obtain a scid’s controlling
principallD. Self-certifying IDs ensure that parties have distinct names for their objects, and
a malicious principal cannot “hijack” another’s names. In this way logical trust extends
conventional identity-based PKI security to incorporate rich statements about principals,
objects and their security attributes, and avoids the need for a global naming root.

SAFE logic scripting and certificate linking. SAFE synthesizes elements from
previous trust logic systems and extends them with additional system support to enable
practical deployment. The novel elements of SAFE include a scripting language to insulate
applications from logic concerns, and an interface to a shared key-value store (e.g., a DHT),
which stores authenticated logic content as signed certificates in a native SAFE format.
Certificates in the store are indexed by self-certifying links (tokens), and can be written
only by their issuers. The application trust scripts contain parameterized logic templates to
generate certificates easily, and also to link certificates to construct DAGs programmatically
as a side effect of delegations.

The use of certificate linking simplifies discovery and retrieval of the content relevant
to a trust decision. The certificate links (tokens) also enable pass-by-reference and caching
of certificate content at the authorizers. The shared certificate store enables an issuer to
update or revoke its certificates by their tokens, addressing common PKI concerns.

Scripting is organized around the abstraction of logic sets—sets of logic statements
that represent credentials, delegations, endorsements, and policies. Scripts use templated
constructors (defcon) to construct and modify sets and link them to form unions.

A principal may issue (post) its logic sets and share them by reference; posted sets are
materialized as certificates spoken by the issuer and signed under its keypair. A posted set
is accessible to any client that knows its token, but only its issuer can modify it. Scripts
name their locally constructed sets with arbitrary string names (labels); the token is a SHA
hash of the issuer ID and the label. Thus tokens are “unguessable”, but anyone who knows
the label and the issuer’s public key can synthesize a set’s token. Some script actions (e.g.,

name resolution) obtain links in this way.
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SAFE guard scripts (defguard) combine linked sets to construct query contexts, and
issue queries to check policy compliance for trust decisions. SAFE fetches a certificate when
a guard references a logic set by its token. After validation SAFE extracts the semantic
content of the certificate into a logic set cached in an in-memory set cache. The scripts deal
only with the semantic content: the SAFE runtime encodes and decodes logic material,
handles cryptographic operations, and performs fetch, retrieval, and caching automatically
and transparently.

We assume that all participants run scripts with common logic/certificate templates, al-
though they may install different policy rule sets. (This assumption assures interoperability,
but it is not required for security.) Each participant runs its SAFE server with their own
scripts, which are all under its direct control: authorization is naturally end-to-end [45].

Certificate repository. SAFE’s certificate store is suitable for decentralized operation
with the trust properties of a permissioned blockchain deployment, but with a more scalable
implementation. Specifically, it is intended to run as a Byzantine quorum system (BQS)
following Phalanx [61]. These systems scale more easily than blockchains because they
allow sharding, in which each operation executes on only a subset of replicas. They are
sufficient for logical trust because the logic programming model does not depend on a linear
sequence of operations (state-machine consensus) as imposed by blockchains, in which all
operations execute on all replicas in a strict linear order. Thus “unchained logic” offers a
scalable alternative to blockchains as a foundation for decentralized trust. In this thesis, 1
use an enterprise key-value store (Riak [73]) when applicable.

Memoization in logic engine. Styla uses a top-down approach for logic reasoning.
Reasoning about a query in Styla is similar to expanding an And-Or tree. The queried goal
is the root of the tree. Matching and unifying a goal with a logic rule generates subsidiary
goals in an “and” branch: the goal is true if all subgoals in the “and” branch are true.
Matching a goal with different logic rules/facts results in different “or” branches: the goal
is true if the subgoals in any “or” branch are true. Styla uses a depth-first search strategy

when reasoning. There could be multiple inference paths leading to the same subgoal.
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Styla unnecessarily repeats the proof for the same subgoal, and the cost of time could be
exponential to the depth of the And-Or tree. When a predicate without variable or without
bound variable (i.e, any variable in the predicate doesn’t appear in other subgoals of the
“and” branch) is reasoned to be true or false, we can memoize the result for the predicate.
Once we reach the proved predicate via another reasoning path, we look up the result instead
of proving it again. This is called memoization. We found memoization important when
reasoning route import/export queries against the routing policies of NSPs (see §6.2.2),
where an object can be delegated membership to a group via hundreds of delegation paths.
I added memoization to Styla and this reduces the time complexity from exponential to

polynomial for certain queries.
4.2.2  Off-the-Shelf Logic Rules

SAFE comes with off-the-shelf logic rules and scripts that users can import and use for
common services like group service, resource allocation, endorsement and delegation.
Group service. It is often useful for participants to assert their own attributes about
one another. Any principal may declare a group as an object, and issue certificates granting
ownership or membership in the group with named privileges or roles. Members may
delegate their rights to others transitively using a capability model.
Listing 4.1 shows a standard set of logic rules to govern the delegation by checking

endorsement chains.

Listing 4.1: Logic rules to authorize if a user is a member of the group by checking
endorsement chains.

membership (?Group, ?User) :-
membership (?Group, ?User, _).

membership (?Group, ?User, 7Delegatable) :-
?GRoot := rootPrincipal(?Group),
?GRoot: groupMember (?Group, ?User, 7Delegatable).

membership (?Group, ?User, 7Delegatable) :-
?Delegator: delegateMembership (?User, ?Group, ?Delegatable),
membership (?Group, ?Delegator, true).

membership (?Group, ?User, 7Delegatable) :-
?GRoot := rootPrincipal (?Group),
?GRoot: nestGroup (?Group, ?ToGroup, true),
membership (?ToGroup, 7?User, ?Delegatable).
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membership (?Group, ?User, 7Delegatable) :-

?GRoot := rootPrincipal (?Group),
?GRoot: nestGroup (?Group, ?ToGroup, false),
?ToGroupRoot := rootPrincipal(?ToGroup),

?ToGroupRoot: groupMember (?ToGroup, ?User, 7Delegatable).

The rule set is linked to the group, and may be customized, e.g., to manage specific
roles or privileges. Listing 4.2 shows a constructor to create a group, and Listing 4.3 shows
a simple constructor to grant membership in a group. When invoked with concrete IDs as
parameters, these constructors return sets with logical assertions declaring the existence of
the group, its owner and members, and its governing policy set. These sets may be posted
as linked certificates, enabling other parties to query group memberships, e.g., to control

acCcCess.

Listing 4.2: Set/certificate constructor for a typed user-defined group object owned by
a specified subject and linked to a set of policy rules controlling delegation of rights to
this object.

defcon createGroup(?SubjId, ?GroupId, 7?7Policy) :- {
owner ($SubjId, $GroupId).
group ($GroupId) .
link ($Policy).

}.

Listing 4.3: Set/certificate constructor to delegate membership in a group to a subject.
A boolean indicates whether the receiver may delegate it further.

defcon addMember (?GroupId, ?SubjId, ?Delegable) :- {
groupMember ($GroupId, $SubjId, $Delegable).
link ($GroupSetRef ).

}.

Route Validation. Each route advertisement is represented by a logic certificate.
Each hop of a route is a logical assertion advertising to a peer NSP a route for a specified
destination prefix, along with an ordered list of predecessors (PrincipallDs) in the path:
advertise(7DstPrefix, 7Path, 7Peer). The issuing NSP invokes a script to encode the
advertisement in a logical certificate and sign it under the issuer’s keypair. The certificate
links to the next hop in the chain of predecessor advertisements.

Listing 4.4 shows the template script for a customer network to originate a route for its
IP prefix. It links its customized path control policies and the certificate for its allocated

IP prefix. Listing 4.5 shows the template script for an NSP to sign an advertised route.
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To propagate a route, an NSP invokes this script to issue an advertise statement for each
eligible peer, adding itself to the head of a list of NSPs that describes the route. It then
invokes its peer’s control API, passing the token to inform it of the route.

Each route advertisement links to the certificate for the previous hop. The links create
chains of certificates, enabling standard logical rules to validate an entire path. List 4.6

shows the logic policy that an NSP enforces to verify a route advertisement.

Listing 4.4: A template script for a customer network to originate a route advertisement
with links to its customized routing policies and the certificate proving the allocated
IP prefix of its network.

defcon originateRoute (?DstIP,?Path,?Target,

?IPCert):-
?Policy := label("custom policy"),
?NspAcl := label("nsp-tag-acl"),

{

link ($IPCert).

link ($Policy).

link (NspAcl).

advertise ($DstIP,$Path, $Target).
}.

Listing 4.5: A template script for an NSP to sign a route advertisement with a link to
the signed statements of the previous hop and a link to the certificate that proves the
tags of its network.

defcon advertiseRoute (?DstIP,?Path,?Target,
7Cert): -
?TagSubjectSet := label("tags"),
{
link ($Cert).
link ($TagSubjectSet).
advertise ($DstIP, $Path, $Target).
}.

Listing 4.6: SAFE routing logic. The AS(Self) verifies a received advertisement by
authorizing the route advertisement chain from the prefix owner. (Path is a list of
ASes. eq([?Head|?Tail], ?Path) is a built-in function that assigns the first element of Path
to Head and the rest to Tail.
authorizedRoute (?0wner, ?DstIP, ?Path, 7AS):-

eq([?0wner |?Tail], ?Path),

eq(?Tail, [1),

?0wner: advertise(?DstIP, ?Path, 7AS),

ownPrefix (?0wner, ?DstIP).

authorizedRoute (?0wner, ?DstIP, ?Path, ?7AS):-
eq([?Head |?Taill, 7?Path),

?Head:advertise (?DstIP, ?Path, 7AS),
authorizedRoute (?0wner, ?DstIP, ?Tail, ?Head).

Prefix ownership. The origin of a valid route must own the advertised destination

prefix. The origin links its initial advertisement to a certificate set with evidence that it
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owns the prefix. As the route propagates, each NSP in turn applies local policy rules to this
logic set to validate the origin’s ownership of the prefix. ExoPlex includes a trust script to
delegate a prefix to a named principal, linked to a predecessor as evidence that the issuer
owns the containing prefix.

Origin authentication ensures that the first advertisement of a prefix issues from a
principal that is duly authorized to control routing to the prefix. The origin must be valid
according to statements issued by authority principals according to some trust structure.
The authority structure and logical checks ensure that endpoints communicate using non-
conflicting IP prefixes and are prevented from stealing or controlling one another’s traffic.

Our approach is analogous to the RFC 6480 architecture (RPKI), but implemented
using SAFE. The profiles for resource certificates are given by a logical vocabulary within
the standard SAFE certificate format, validated by the logical rules in Listing 4.8. We do
not use special end-entity or Route Origination Authorization (ROA) certificates as RPKI
does; instead, any owner of a prefix may originate a route for the prefix to a provider network
(e.g., an edge NSP or SDX). The SAFE certificate store acts as the distributed repository
system, but linked using SAFE’s general hashed tokens. In contrast, RPKI organizes stored
certificates in a hierarchy, which is restrictive but also allows filesystem-like naming.

The governance policy for prefix ownership identifies a set of one or more roots of au-
thority for the address space, via local policy statements at each participating NSP that
those principals are considered authoritative for specified prefixes and have the right to allo-
cate sub-ranges from them. One option models current IP governance as reflected in RPKI
deployments: the local policy of each participant states that a root namespace authority
(e.g., IANA/ICANN and its Internet Registries) controls all IP address space and allocates
sub-ranges (prefixes) to owning principals hierarchically and transitively. Participants must
agree on the root authority and the form of the certified delegations, or else they fail to
validate one another’s prefixes. An alternative is to ground prefix ownership in a forest of a
priori anchors for disjoint segments of the IP address space. This alternative is more prac-

tical for inter-domain networking on testbeds in that it does not rely on global authority
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deployment.

Listing 4.7 shows the issuer script with the template for a resource certificate. The
certificate contains a logic statement to allocate an IP prefix, i.e., to declare that a subject
principal $Holder holds the prefix. It also links to another certificate for support: the token
$Cert is the head of a chain of resource certificates grounded in some authority, and proving
that the issuer owns an IP prefix containing the more specific $Prefix that it sub-allocates
in this new resource certificate. Anyone with this certificate may invoke a guard that fetches
the chained certificates and validates the prefix ownership and that the chain is grounded
in some locally accepted authority. The guard validates by applying the logic rules in
Listing 4.8. We added a builtin operator (<:) to the logic engine to validate containment

of IPv4 prefixes specified in a standard string format.

Listing 4.7: A template script to post a statement of IP prefix allocation to anther
principal with a link to the certificate proving that the issuer owns the allocated IP
prefix.
defcon ipAllocate (?Holder ,?Prefix ,?Cert) :-
{
link ($Cert).
allocate (?Holder ,$Prefix).
}.

Listing 4.8: The logical rules for prefix ownership authorization. A principal owns
(holds) an IP prefix if the trust root or an upstream one who owns the prefix allocats
the prefix to it. “<:” is a builtin operator in SAFE logic engine to determine if the
former prefix is within range of the latter. The two arguments of the “<:” should have
be unified to explicit prefixes beforehand to avoid unbounded logical inferences.

ownPrefix (?Holder ,?Prefix): -
$TrustRoot: allocate (?Holder ,?Prefix).

ownPrefix (?Holder ,?Prefix): -
?UpStream: allocate(?Holder ,?Prefix),
ownPrefix (?UpStream,?SupPrefix),
?Prefix <: 7SupPrefix.

Figure 4.1 illustrates how the trust scripts for these applications link sets according to

the delegation patterns.
4.2.8 SAFE FEvaluation

Context pruning and indexing. Certificate linking and delegation-driven pruning can

improve the efficiency of logic inference. We show this effect for nested groups (Figure 4.2)
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and route advertisements to certify each route.
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FIGURE 4.2: Comparison of inference cost for group delegation between noisy and com-

pact contexts, with primary and secondary indexing schemes. The baseline delegation
chain contains 1 group membership and 5 membership delegations.

in the group service. The structure of group delegations creates a hazard for a prover trying
to answer an access query: is principal P a member of group G? If membership in G is dele-
gated to multiple subgroups, recursively, then the prover may explore the subgroup closure
searching for a subgroup that includes P. For the “compact” contexts these superfluous
delegations are pruned, because they are not reachable in the link closure of principal P’s
credential set for G. That is P does not link any of its credential sets to them, because
there is no associated delegation of interest to P.

We show the impact of linked pruning on the inference using noisy contexts with super-
fluous delegations. The linking patterns in the scripts prune these superfluous delegations,
so a SAFE prover would not see them in real operation. In a noisy context, we inject the

additional delegations as a binary tree and set the tree height to the length of the delegation
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chain (given by the x-axis). I conducted experiments for subgroup delegation (Figure 4.2)
in the group service.

The noisy contexts lead to exponential proof costs. In contrast, the proof cost is always
linear in the length of the delegation chain for the pruned context in conjunction with the
secondary index. In this group example, the prover explores it by applying group delegation
rules backwards recursively from the root, and at each step it knows the containing group
that it is looking for (initially it is G)). The primary index indexes on the goal’s predicate
name and argument count, but the secondary index includes this first argument. It takes
time linear in the number of facts to build the secondary index for a context, but once it is
present the desired fact is extracted from the context in constant time.

Inference cost for complex policies. For these typical operations and scenarios
in the cloud federation example, SAFE identifies and retrieves a tightly bounded superset
of relevant certificates for each trust decision automatically, and the cost of compliance
checks is linear with proof length. However, more complex policies may show higher costs,
particularly for disjunctive policies (complex ACLs, cross-federation with multiple trust
anchors). The multiple branches force the prover to search each branch looking for a proof.
For example, a user request for access may search a long list of groups in an ACL, looking
for one that includes the requester.

To illustrate this concern and focus on the cost of the logical reasoning itself, Figure 4.3
shows the logical inference cost for access checks against a list of groups in an ACL, as a
function of the length of the ACL and the depth of delegation of the user’s membership in
a single group in the list. Costs grow with the number of disjunctions (ACL length), as
well as the cost to traverse the group delegation chain to form the proof of access. This
delegation cost is linear in SAFE due to the use of a secondary index.

Overall, the results suggest that logical inference is cheap in the common case given that
the certificate linking structures constructed by the scripts focus the prover on relevant
logic content, and prune out extraneous statements. Thus logical trust is cheap in the

common case: cost grows with the complexity of the policies, but we pay only for the policy
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FIGURE 4.3: Raw inference time for access checks against an ACL of groups, as a
function of ACL length and group delegation depth. The logical inference costs are a
few hundred microseconds for checks that are more complex than are likely to occur
in practice.

complexity that we use.

Routing and IP delegation. We examine the efficiency of queries in the Routing
application under a synthetic scenario (Figure 4.4). We run a SAFE instance on a four-
core KVM (Intel Xeon CPU E5520 @ 2.27GHz) with 12 GB of Ram and 1 Gb/s Ethernet.
We run SAFE set Riak server on similar VMs with 75 GB of disk storage. AS principals
exchange information on routing and IP prefix assignment/delegation in the same way as
in BGP and RPKI. A guard checks whether an advertised path is valid by verifying route
delegation at each hop and IP prefix ownership of the origin. We split the IP address space
into 32K prefixes and delegate those prefixes from an (RPKI) trust anchor to 32K ASes.
The branching factor of the delegation tree is 8 and the depth is 5. We generated a random
network topology of those ASes, and ASes choose the shortest path to propagate routes.
The average path length is 6.9.

Figure 4.4 shows the latency distribution for a single SAFE engine to bulk-validate all
routes with the same origin, routes received by a given AS, and a random set of routes.
This example illustrates a limitation of SAFE’s linking and “pull-based” approach, which is

not suitable in all cases. Pulling and caching help to validate random routes and for routes
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FIGURE 4.4: Latency of routing verification under three query workload models: routes
with the same origins, routes randomly selected, and routes received by the same ASes.

with the same origin. However, in BGPsec each node (e.g., a router or host) must validate
the routes that it receives, and each route advertisement is specific to the advertiser and
the destination prefix. Thus a node considers each certificate exactly once, and its set cache
yields no value. Moreover, “pulling” certificates on demand incurs fetch costs, while the
conventional approach of “pushing” supporting certificates with each advertisement has the
desired effect of leaving each node with exactly the certificates it needs, just when it needs
them. Each certificate is needed by all successors in its path, but never by any other node.

This is the worst case for SAFE’s pull-based approach.
4.3 Logical Trust in ExoPlex

ExoPlex manages security data including security policies of related players with SAFE
logical trust framework. It authenticates and enforce the security policies to make sure
the network configurations are compliant to the security policies. The customization and
flexibility of the security policies lead to flexible and programmable multidomain network-
ing, making ExoPlex a powerful platform for policy-driven multidomain networking with a
compact implementation.

The players (principals). Each participating network domain (NSP or edge sub-

net) is controlled by a security principal with a keypair. Interacting network domains are
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necessarily embedded within some governance structure with additional principals, e.g., to
assign addresses within a common space. For example, communicating subnets must own
compatible IP prefixes delegated to them from common trust roots, and policies may rely
on security tags (attributes) of principals or networks asserted by various endorsing authori-
ties. Principals use their keypairs to sign their requests, delegations, policies, endorsements,
and/or advertised routes.

Governance. ExoPlex supports an open governance model for flexible experimenta-
tion. Each party specifies the trust roots and governance rules that it subscribes to using
logic. Parties may interact only to the extent that their structures and rules are compatible.
The experiments in this dissertation use a simple governance model in which common trust
anchors—accepted by all participants—delegate IP prefix ownership and endorse/certify
NSPs with security attributes (tags). Exoplex builds its secure control network over the
existing public Internet, e.g., so that NSP controllers can invoke one another’s APIs for
peering.

Logical policy. A logical policy is expressed as a set of logical facts and rules to govern
and authorize multidomain interactions like peering, connectivity and routing. NSPs sub-
scribe to standard rules to validate routes and authenticate IP origin prefixes. In addition,
customer subnets may specify policies that guard connectivity to their prefixes and/or con-
strain the paths for inbound and/or outbound flows. Associated NSPs receive those policies
and evaluate compliance. For example, a subnet’s direct provider or virtual SDX (vSDX)
receives connectivity policy from the subnet and blocks traffic from unauthorized senders
on the last hop before delivery.

Policy rules may query statements and security attributes of other relevant parties. For
example, connectivity rules may query attributes of the source. The policy also defines
which authorities may assert/endorse these attributes. The standard route validation rules
authenticate the origin as the owner of the prefix according to the NSP’s governance rules.

The logical trust approach makes it easy to express and share governance policy in logic,

independent of other elements of the implementation. A policy might express a federation
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structure or, alternatively, a set of ad hoc trust agreements among the interacting parties.
For example, the prefix ownership rules in our prototype express a structure similar to the
public Internet, in which prefixes are delegated transitively through a hierarchy of owners,
with range containment checked at each level. The participants must agree on the roots of
authority, as in RPKI.

NSP controllers check policy compliance by issuing scripted queries to a local SAFE
logic engine, passing a logic context—a set of certified facts and rules in datalog. The trust
scripts construct each logic context and incorporate relevant assertions and policy rules
extracted from signed SAFE certificates, and selected local logic.

The logic approach allows any participant to check compliance with another’s policy
on its behalf. For example, customers trust their edge providers (SDX) to enforce their

connectivity policies.
4.4  Logical Trust for a Virtual SDX

A key difference from a classical SDX is that customer domains of virtual SDX specify
policy using trust logic rather than through OpenFlow directly. The virtual SDX customers
specify logical policy rules that govern which other customers may interconnect with them;
these policies may consider the security properties of peer networks and/or the accountable
identities that control them. Customers trust the virtual SDX to evaluate compliance of any
connecting peers with their security policies on their behalf. Customers also present logical
certificates that represent their own identities, subnet ownership, and security properties
when they attach to the virtual SDX.

Logical trust provides a simple and powerful basis for authorization of requests to the
virtual SDX service. The NSP APIs in Table 3.1 invoke guard scripts to check authorization
before completing each call. Clients authenticate their REST calls to the virtual SDX
APT using keypairs. Clients pass links to certificate chains that express their connectivity
policies and various attributes and permissions granted to them by other parties. These

include certificates assigning identity attributes to their public keys, certificates from GENI
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authorities endorsing the slice and naming a GENI project that it belongs to, and attributes
of the project and slice from these authorities or other trusted parties. (For the GENI
attributes we use SAFE logical certificates from synthetic authorities rather than standard
GENTI formats, but their content matches the GENI trust model [19].) The virtual SDX
slice controller runs an instance of the SAFE logical inference engine to validate each request

against configured security policies before approval.

GENI authority | Subject Name  Delegation  Link
authority layer
O O (g -
GENI root

T PR prlt;i"ecto project;
RN P B \ ..... / .......... « T1 Tag rool

SAy b slice; !

'—D‘— sliceg slicel
MAOD Pl, Pl
User, |'_,L
GENI Attribute service

FIGURE 4.5: Linking patterns for SAFE sets/certificates in the GENI-derived trust
model with attribute service. Users, projects, and slices link to their endorsing au-
thorities; slices link to their projects; users and leaders (PIs in the figure) link to the
projects they own and/or have membership in; slices, projects and users link to the
granted attributes.

Stitching. A stitch request from another slice passes the slicel D of the requester. The
SlicelI D can serve as a token for a certificate chain that identifies the slice, including any
attributes and a binding to a project group, e.g., following the SAFE instantiation of the
GENTI trust structure [23, 19]. A hierarchy of testbed federation authorities govern the slices
and projects, and assign security attributes to them. The ExoGENI provider API requires
the “hard-to-guess” secret as a one-time passcode to validate mutual consent for cross-slice
stitch requests [90]. A customer network (e.g., a campus) can also request a stitch at a
named static stitchport with a named VLAN (network segment), if the NSP exposes static
stitchports.

As customer slice requests for stitching to a virtual SDX provider’s network, the virtual
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Table 4.1: Exemplary policies for network authorization in ExoPlex and their complex-
ity and authorization throughput. The chain length is the inference depth of a typical
logical proof of compliance for each policy.

Policy Type | Description Chain | Throughput
length | (K ops/s)
approveByUserACL Stitch | Accept if the customer is on a | 5 2.05

virtual SDX access control list
(ACL).

approveByUserAttr Stitch | Accept if the customer is en- | 10 1.21
dorsed as eligible by a trusted
party.

approveBySliceAttr Stitch | Accept if the customer slice is | 12 1.65
endorsed as eligible by a trusted
party.

approveByProjectID Stitch | Accept if the customer slice be- | 6 1.96
longs to an eligible GENI project
(by ACL).
approveByProjectAttr | Stitch | Accept if the customer slice is | 13 1.05
endorsed as eligible by a trusted
party.

connectByUserAttr Transit | Connect two subnets if the own- | 11 0.59
ers have the require attributes.
connectByProjectID Transit | Connect two subnets if the own- | 11 0.88
ers are members of an eligible
project.

connectByProjectAttr | Transit| Connect two subnets if the | 21 0.38
owners are members of eligible
projects endorsed by a trusted

party.

SDX applies its own policies to validate each request before installing each peering link.
Listing 4.9 shows an exemplary logical policy that approves a stitching request if the user
is on the ACL and the slice authority of GENI endorses the user to have control privilege
over the user slice.

Listing 4.9: An exemplary logical policy for stitching authorization by user ACLs.

approveStitchByUserACL (?User ,?Slice): -
?SA :=rootPrincipal (?Slice),
?SA: controlPrivilege (?User,?Slice,stitch,_),
userAclEntry (?User).

Connectivity. Connectivity is off by default, and all flows are permissioned by policies
of the endpoints. Transit across an SDX is enabled only for flows that comply with applica-
ble customer policies. The customer network is responsible to route outbound packets of a

permissioned flow into the L2 link to the SDX. The SDX ensures that any inbound packets
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it routes onto the link are from permissioned flows. Listing 4.10 shows an exemplary logical
policy for virtual SDX to authorize the connectivity between two subnets. The connectivity

between two subnets is only allowed when both subnet owners permit it.

Listing 4.10: An exemplary logical policy for authorizing connectivity between two
subnets.

connectByUserAttr (?Alice, ?Bob, ?IPa, ?7IPb):-
ownPrefix (?7Alice, ?7IPa),
ownPrefix (?Bob, ?7IPb),
?Alice: allowConnectionByUserAttr (?Bob),
?Bob: allowConnectionByUserAttr (7Alice).

The stitching and connectivity policies may include arbitrary attribute checks on the
requesting client, slice, and/or project, and on the set of authorities trusted to assert these
attributes. Table 4.1 lists some exemplary policies for virtual SDX stitching and customer
connectivity.

If transit is approved based on connectivity policies, the virtual SDX controller finds
a path for the connection and installs the routes via SDN. As a result, the established
connectivity among customers is end-to-end and bidirectional, and limited to the authorized

subnets.
4.5 Evaluating Logical Trust for Virtual SDX

Authorization Performance. We evaluate logical virtual SDX by running representative
workloads on a cluster of SAFE instances loaded with the trust scripts for stitching and
connectivity authorizations. Each SAFE instance is a Scala process serving a REST API to
invoke its trust scripts. For these experiments, we evaluated the cost of logical trust with
a multi-threaded load generator process that invokes the trust scripts directly according to
synthetic request mixes designed to demonstrate and stress specific functions and behaviors
in the virtual SDX scenario. The SAFE engine and scripts handle all certificate generation,
validation, and logical policy compliance checking needed to implement these functions. The
point is to show that these trust functions for a virtual SDX can be implemented compactly
using scripted logical trust (about 330 lines after importing the GENI trust script), and

that the resulting implementation is fast enough to use in practice.
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We measure the throughput that each engine can achieve under heavy loads of logic
queries that is representative of for stitching and connectivity authorizations. In this ex-
periment, all certificates are cached before the queries. This gives us a view of inference
costs.

In a real deployment these costs are spread across many servers (e.g., one per principal)
in parallel: capacity scales with the size of the federation. The system’s only fundamental
scaling bottleneck is the underlying certificate store—a scalable key-value store. However,
our bundling approach results in higher ratios in the logic set cache than the cloud servers
would see in practice, reducing costs for fetches and signature checking.

We run SAFE engine instance runs on a four-core KVM (Intel Xeon CPU E5-260 v2 @
2.20GHz) with 12 GB of RAM. We created synthetic governance principals like GENI root,
trust root for IP allocation (RPKI root) and trust roots for attribute delegation (attribute
root). The GENI root endorse other principals to create projects and slices following the
GENI trust structure. The RPKI root allocates IP prefixes to users directly. And attributes
are delegated to users and objects in two hops. In the experiment, we created 30 projects,
1000 slices, 10 attributes. The lengths of ACL are about 5 to 10, except for ACLs based on
user 1D.

We evaluate the throughput of different queries are shown in Table 4.1. The throughput
numbers are related but only related with the chain length. As the inference cost also
includes cost for indexing statements and matching against multiple entries in the ACL.
Queries for transit/connectivity are typically more expansive as they authorize the request
on behalf of both subnet owners. Since the authorization costs are in control plane, the
results indicate that logical trust is fast enough to be implemented practically for virtual
SDX or similar interdomain networking applications.

Authorized Stitching and Connectivity. As an demonstration experiment, we run
virtual SDX with SAFE authorizations for stitching and connectivity on ExoGENI. The
network topology is the same as in Figure 3.11. The virtual SDX service slice has two

OVS nodes on two sites (“UFL” and “UNF”) with a provisioned link connecting them. We

66



ubuntu@subnetA:~$ ping -¢ 2 192.168.30.2

PING 192.168.30.2 (192.168.30.2) 56(84) bytes of data.

64 bytes from 192.168.30.2: icmp_seq=1 tt1=62 time=226 ms
64 bytes from 192.168.30.2: icmp_seq=2 tt1=62 time=3.63 ms

ubuntu@subnetB:~$ ping -c¢ 2 192.168.40.2

PING 192.168.40.2 (192.168.40.2) 56(84) bytes of data.

64 bytes from 192.168.40.2: icmp_seq=1 tt1=62 time=226 ms
64 bytes from 192.168.40.2: icmp_seq=2 tt1=62 time=3.77 ms

ubuntu@subnetC:~$ ping -¢ 1 192.168.20.2
PING 192.168.20.2 (192.168.20.2) 56(84) bytes of data.
From 192.168.30.1 icmp_seq=1 Destination Host Unreachable

ubuntu@subnetD:~$ ping 192.168.10.2
PING 192.168.10.2 (192.168.10.2) 56(84) bytes of data.
From 192.168.40.1 icmp_seq=1 Destination Host Unreachable

FIGURE 4.6: Ping results between subnets. Only connections between compatible sub-
nets are allowed.

run virtual SDX controller, SAFE server and SDN controller on “UFL” rack. The latency
between the two sites (network latency between the OVS at “UNF” and the SDN controller)
is about 1.7 ms and the latency within the same site is negligible.

The virtual SDX authorizes stitching request by user ACL and customer subnets specify
their connectivity policies that allow connections only to peer subnets with compatible se-
curity tags. In this experiment, virtual SDX allows stitching request from all four customers
and the attribute root delegates attribute “tag0” to A and C, and delegates attribute “tagl”
to B and D.

It takes about 9 minutes to stitch the four customer slices to the virtual SDX slice. The
customer subnets advertise its route and connectivity policies after the stitching completes.
Then I try to ping between subnets. As shown in Figure 4.6, only the connection between
subnet A and subnet C and the connection between subnet B and subnet D are allowed.

The round trip of the first packet of a new connection takes longer time, because the
SDN controllers has to report the event to the virtual SDX controller, and the virtual SDX

controller has to authorize the connection and configure the dataplane accordingly. It takes
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about 144 ms for the virtual SDX controller to authorize the connection request and 44ms

to configure the routing path.

4.6 Summary

This chapter introduces the trust logic and SAFE trust management system, shows how
to manage multidomain network security with trust logic and evaluate the performance
of logical authorization for exemplary applications. As an example, we discuss security
challenges for virtual SDX and demonstrate how ExoPlex manages network security for

virtual SDX.
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5

Logical Peering for Interdomain Networking on
Testbeds

NSPs on network testbeds can peer with one anther and provide end-to-end network service
jointly, leading to interdomain networking similar to the Internet today, where NSPs peer
with others for global connectivity. The subnet owner or its NSP needs to originate a route
for the prefix. NSPs exchange routing information with their neighbors and learn available
paths to the subnets, which is done via Border Gateway Protocol (BGP) in the Internet.
Routing security is crucial for internetworks as malicious or misconfigured NSPs may attract
traffic for dropping, tampering or spying with illegal route advertisement.

The logical trust framework in ExoPlex supports flexible network policies that are de-
ployable with virtual NSPs on testbeds. It allows us to implement origin authentication
(RPKI [21]) and route validation (BGPsec [80], SBGP [54]) with logic to protect the interdo-
main routing on testbeds. We can also explore other innovative and customized approaches
for interdomain routing and evaluate them with virtual NSPs on network testbeds. For
example, a community of science networks may specify customized policies that allow only
approved NSPs to carry their traffic (see §5.3.2).

In this chapter, we will introduce secure policy-based inter-domain routing among transit
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NSPs that extends Chapter 4 towards the goal for experimental NSP services in testbeds to
carry real user traffic across research testbeds. In addition to existing approaches like origin
authentication and route validation, it allows customer networks to specify policies about
which NSPs can carry their traffic. We propose and demonstrate policy-based interdomain
NSP networking in the ExoPlex toolkit—software elements that run within testbed slices
and their controllers—to build NSPs and interconnect them securely. The discussion about
the security and threat model is in §5.1. Then we demonstrate the design overview (§5.2),
including secure routing and customized path control policies, and how ExoPlex composes
and enforces path control policies. Then we discuss implementation details for SAFE routing
with customized path control policies (§5.3). Last, we demonstrate experiments in §5.4.

This chapter is adapted from [92] with permission.
5.1 Logical Peering in ExoPlex

Security model for peering. NSP controllers expose APIs to negotiate link stitching.
An NSP’s policies may limit the customers or peers that it accepts. Once a peering link is
established, either side may advertise routes for subnet prefixes to the other. Secure inter-
domain routing requires that NSPs validate prefix ownership (origin authentication) and
transitive route advertisements end-to-end (route validation), similarly to Internet security
standards such as RPKI [21] and S-BGP [53] or BGPsec [80]. We add customer-specified
policies for off-by-default connectivity and path control, which limit traffic and constrain
eligible routes based on security attributes of the NSPs and subnets.

The logic approach allows any participant to check compliance with another’s policy
on its behalf. For example, customers trust their edge providers (SDX) to enforce their
connectivity policies. NSPs along a valid path cooperate to enforce customer-specified path
control policies; the customer trusts these NSPs to be faithful to the policy.

As an exemplary demonstration, we deploy an inter-domain network with ten ExoGENI
slices representing SDX, transit NSPs, and customer domains (Figure 5.1). In the demo

scenario, customers specify path control policies that confine their traffic to compliant paths
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through qualified carriers—NSPs endorsed with specified tags anchored in trust roots that
the customer accepts. For example, an endorsing authority might issue a signed assertion
tagging the NSP with public key K as “production-grade safe” or “classified secure”.

e

.  SubnetA” "\ NSP 1 NSP 3  Subnet G
1(192.168.30.1/24) |

tagd @ :

¢~ SubnetD "
1(192.168.40.1/24)
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FIGURE 5.1: An exemplary inter-domain network used in our experiments. Each of the
participating NSPs is instantiated as a separate ExoGENI slice with an NSP controller
and a principal keypair. The control plane comprises NSP controller APIs to establish
peering links and to announce or propagate routes and security policies. Each customer
edge subnet (stub) stitches to an edge provider (SDX) and specifies policies to con-
trol connectivity with other subnets and rules for packet transit, including path control
policies that limit their traffic to qualifying NSPs endorsed with specified tags. For
example, traffic transit between subnet A and subnet C is limited to only NSPs com-
patible with tag0. Similarly, B-D traffic is restricted by tagl; A-D traffic is restricted
by tag2. As a result, certain flows take different paths in order to comply with each
customer’s traffic policies.

Standards and interoperability. Networks base routing and security functions on
well-specified protocol standards that allow for multiple interoperable implementations. In
this work we take a first step by defining a common software platform—ExoPlex—that
NSP controller software may use to manage their interactions and program their internal
dataplane networks accordingly. Logical peering in the control plane offers alternatives to
relevant Internet standards (e.g, BGPsec and RPKI), but with a simpler deployment for
SDN-enabled testbeds, no dataplane entanglements, flexible governance, and extended pol-
icy options (e.g., path control as in our experiments). Because security metadata propagates

through the control plane APIs over the public Internet, all crypto operations occur off of
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the dataplane.

Threat model. We use logical peering to express rules that defend against IP spoof-
ing, route hijacking, and unauthorized traffic. We provide standard logic rules for origin
authentication and transitive route validation, modeling RPKI and BGPsec. We use path
control to illustrate the potential for custom policies for logical peering. With path control,
the transit path for each flow is compliant end-to-end with rules specified by the endpoints:
the endpoints trust each NSP along the path to be faithful to the policies and to forward

and accept traffic only along the trusted path, providing deep defenses against spoofing.

5.2 Design Overview

5.2.1 Secure Routing

ExoPlex includes off-the-shelf trust logic scripts for secure routing, including certified route

advertisements modeled on BGPsec and prefix ownership modeled on RPKI.
5.2.2  Path Control

Path control. We add support for customers (subnet owners) to express logical policy
rules for path control. These rules qualify which NSPs are eligible to carry their traffic, e.g.,
based on secure attributes of the NSPs. Interdomain routing in ExoPlex finds the least-cost
paths that are compliant with registered policies of both the source and destination subnets,
if such paths exist. A path (route) is compliant with the policy iff it traverses only qualified
NSPs.

The subnet owner issues a path control policy as a certificate, and notifies its provider,
passing the policy link. A policy notification associates each policy with a prefix pair
(source, dest), which may be wildcarded. The route for a packet is governed by the
policy with the most specific enclosing prefix pair, if any, for the packet’s source, dest
addresses. If both source and destination assert a policy, then a compliant route complies
with both.

Inbound path control. An inbound policy qualifies NSPs to carry traffic to a des-
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tination prefix, and originates from the owner of the prefix. The subnet owner trusts the
qualified NSPs, for example, to block any traffic to the destination from spoofed source ad-
dresses. Inbound path control policies are attached to a route advertisement and propagate
with the route advertisement. Each NSP propagates routes only to peer NSPs that are
compliant with the route’s policy.

Outbound path control. An outbound policy qualifies NSPs to carry traffic from the
source prefix S (whose owner specifies the policy) to the destination prefix D. A customer
passes outbound path control policies to the provider in a separate API call, which it may
invoke at any time.

Upon receiving an outbound policy event, an NSP N validates its default route for
(S, D) (if any) for compliance with the new policy. If the route is not compliant, then N
must find an alternative compliant route, even if it is longer than the current route, and
then propagate it.

To do this, N considers other cached routes to D. Consider a cached route R. N
received R previously from a peer, but N did not select or propagate R because N instead
selected a shorter route (e.g., the current route). If R is the shortest known compliant route,
then N selects R for (S, D), replacing the current route for any flows that are within the
scope of the new policy. If N knows no compliant route R, then it propagates the policy
to at least all compliant peers that have advertised a valid route to D, indicating that the
peer is also compliant with D’s inbound policy. These peers handle the event similarly.

Eventually, if a compliant path exists, some compliant NSP identifies a compliant R and
advertises it as described above. The route propagates in the usual fashion and eventually
the SDX for S receives it. Along the way, each NSP on the path chooses and installs a
compliant sub-route R for matching flows. If an NSP later learns of a shorter compliant
route it replaces the old route in the usual way.

Policy conflicts. A route must comply with both the outbound policy of the source
and the inbound policy of the destination. Conflicts are not a concern, although restrictive

policies might block traffic entirely. If one subnet owner publishes conflicting policies for
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different prefix pairs, then the longest prefix match takes priority. By convention, the
source prefix dominates for an outbound policy and the destination prefix dominates for an
inbound policy.

Proof sketch for liveness. The following conditions assure discovery of a compliant
path, if one exists. First, each NSP that receives the outbound policy and has no compliant
R propagates the policy to all compliant peers. Second, all NSPs advertise each locally
selected route to all compliant peers. Lastly, an NSP that has received the policy and
knows a compliant route selects the route, and therefore propagates it to all compliant
peers. Since a compliant path can never traverse a non-compliant peer, it is sufficient to
propagate the policies and routes only among compliant NSPs. The liveness property can

be proven by contradiction.
5.2.83 Policy Composition and Priority

ExoPlex routes and policies are specified to match prefixes or source-destination (S, D)
prefix pairs; arbitrary ranges are not supported. Because it enables policies based on source
address, it requires source-specific routing in the dataplane, and the NSP controller tracks
policies and routes by (S, D) prefix pairs, with optional wildcarding in either dimension.
For any given set of routes and policies, the NSP must select a minimal set of source-
specific routes to install in its SDN dataplane. Each installed route matches an (.5, D)
prefix pair, and complies with policies applicable to S and D. Thus a route may correspond
to a region of overlap among multiple controlling policies. This section summarizes policy
scope, overlap, and priority.

Figure 5.2 shows how two prefix pairs can overlap. A prefix pair (S, D) corresponds
to a rectangle (a region) in the 2-dimensional source-destination IP address space. In each
dimension of two (S, D) prefix pairs, the prefix of one prefix pair is either a subset or a
superset of the corresponding prefix in the other pair. Thus the regions either cover or
intersect as shown in Figure 5.2.

Containment and priority For simplicity, we require that prefix holders specify clear
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priority for policies that conflict. For this reason, the only permitted form of overlap for
policies of the same type (inbound or outbound) is containment—or equality. For example,
Figure 5.3 (discussed below) presents a scenario in which an endpoint subnet specifies an
outbound policy, overriding a policy for the containing network. Additionally, an endpoint’s
inbound policies must match its advertised routes: an inbound policy’s destination prefix
must be the same or smaller (more specific) than the prefix for some advertised route. These

restrictions do not constrain the policy, only its specification.

E= Outhound Policy ] Inbound Policy

Src Prefix

(a) (b) (c) (d)
Dst Prefix
FIGURE 5.2: Cases for two overlapping prefix pairs: they intersect, one pair contains

the other, or they are equal.

These containment properties simplify policy handling. Containment offers a clear prio-
rity rule: the more specific policy dominates. If an inbound or outbound policy is the
highest priority of its type for some region, we say that the policy controls the region. Each
point has exactly one controlling policy of each type; if no policy is specified, then the
default is to accept any valid route. An NSP controller installs SDN (OpenFlow) routing
rules matching each policy region, specifying the rule’s priority as the area of the matching
region. In this way the most specific policy applicable to a given packet determines its
route.

Policy priority does not limit the flexibility of the policies. A network owner might limit
its subnets to comply with parent policies, so that more specific policies are more restrictive.
However, ExoPlex does not enforce such constraints. We leave it to network authorities to

enforce compliance by their delegates at their discretion.
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Composing inbound and outbound policies Policy composition occurs when an
inbound policy and outbound policy match overlapping regions. Suppose a region R is an
area of overlap between an inbound policy and an outbound policy that both control R.
Then compliance may require the NSP to select and propagate a different route for traffic
matching R than it selects for the other regions that these policies control. Specifically, a
route for packets matching R must comply with both the inbound and outbound policies
that control the region. We refer to a pair of inbound and outbound policies that control

the same region as a policy pair. Each point is governed by exactly one policy pair.
5.2.4  Processing Advertised Routes and Policies

Ezxtended content. This section outlines data structures and algorithms to manage policies
indexed by (S, D) region in the NSP controller. Each NSP maintains a catalog containing
all of the routes and policies that it knows, indexed by region in an AQT. When it receives
a new route or policy, it queries its catalog to determine adjustments to its current routes,
and how to propagate the policy and affected routes to its peers. For simplicity, we discuss

propagation of policies and routes separately.

Table 5.1: NSP controller data structures used by Algorithm 1 and Algorithm 2.

inbound AQT store for inbound policies indexed by region.

outbound AQT store for outbound policies indexed by region.

match AQT store for overlapping regions of controlling policy
pairs.

routes Store of all accepted routes from neighbors.

forwardMap | Map of current chosen routes and their regions. It is sim-
ilar to forwarding information base (FIB), but at NSP
level.

exports Set of routes exported to compliant neighbors.

Route and policy matching. Area-based Quad Tree (AQT) [20] supports efficient
indexing of regions specified by prefix pairs. The root of the AQT represents the entire 2-D

address space. Each AQT node has four children that equally split the parent’s address
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space, adding one address bit in each dimension. Thus the nodes of the AQT correspond to
progressively finer-grained squares in the 2-D space. In [20] a region or prefix pair stored in
the AQT is also called a filter. The AQT stores each filter in the highest-level node (closest
to the root) that shares the same source or destination prefix, whichever dimension of the
region is larger (less specific). As [20] explains, each region is a crossing filter for the node it
occupies: the region is either identical to the node’s square in the 2-D space, or the region
exactly crosses the square in exactly one dimension. The filters stored at a node are the
node’s crossing filter set.

Each populated node of the AQT has two collections to index its crossing filter set, one
for each dimension. It stores crossing filters in the collection that indexes the smaller (less
specific) dimension of the filter. We choose a binary tree to represent each collection, where
each node in the binary tree represents a prefix. To insert or remove a filter, the AQT walks
from the root to the target node and updates the node. To query a prefix pair, the AQT
returns all stored filters that overlap with the pair’s region, leaving any conflict resolution
to the routing management module.

For N prefix pairs, AQT requires O(N) space, O(W) update (insert/delete) time, and
O(N) query time, where W is the maximum prefix length—32 for IPv4 prefixes.

Algorithm overview: new policy. At any given time there is a set P of filters of a
first type (inbound or outbound), a set R of filters of the other type, and a set M of match
regions. Each set P, R, M is indexed in its own AQT.

Different policy pairs may match on the same region, but each match is controlled by
exactly one most specific policy pair: Ym € M, 3Ip,, € P, Ir,, € R, m = pp, Nrpy AVp €
{peP|mCp},pm CpAVre{reR|mCr},r, Cr. Proof. Let X be the set of all
points in 2-D address space. Because of the containment property, there is a most specific
filter p, in P and a most specific filter r, in R that control each point x. The most specific
filter may be the default filter. The most specific policy pair that controls x is then (p,,r,).
The corresponding match region m, = p, Nr; is the minimal match region that controls z:

Vee X, AN\Vme{meM |z em}, my Cm.
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Consider addition of a new filter p of the first type. Existing matches m € M that do
not overlap p (m Np is empty) are unaffected. If p € P then for each r € R that overlaps p
the algorithm must visit the existing match m = pNr to determine if it should use the new
policy. If p ¢ P then each such r € R may create a new match region m = p N r to add to
M.

Whether or not p € P, there may exist one or more matches m that overlap: m = p;Nr;
with p; € P,r; € R,p; # p, m € M, and non-empty p Nm. Because of the containment
property, for any such m, there are exactly two cases. Case 1: p; C p. Then p; dominates
p, so the new p does not affect this m. Case 2: p C p;. Then the new p introduces a match
filter m" = pNr; C m that dominates m for sub-region m’. Filter m is unaffected and
remains in place to control the rest of its region. It is possible that m' = m if r; itself is
more specific than p; in at least one dimension, but p updates policy for m’ regardless.

The algorithm handles all of these cases by considering m = p N r for each overlapping
r € R in priority order where such order exists. If m ¢ M, then add m to M controlled by
policy pair (p,r). Else m € M and m = p; Nr; for unique p; and r; as described above. If
p; C p then there is no change for this m because p; dominates the new p in this region. If
p; = p or p C p;, then the new policy supersedes the old one in m. However, if r; C 7 then
there is no need to update m: r; has higher priority than r, so the algorithm has already
considered p N r; and so has already added or updated m for p.

New outbound policy. Algorithm 1 shows the NSP procedure to process a received
outbound policy policy., with the specified region and policy certificate. The NSP stores
the outbound policy in outbound AQT indexed by its region. Then it runs a query to the
inbound AQT to retrieve a list of all applicable inbound policies that overlap with policy.p
(line 3), in descending order of policy priority (ascending order of region area). Then for
each inbound policy policy;, in the list, it computes the overlapped region of the inbound
policy and the new outbound policy. It then queries the match AQT for this region (line
6).

If the region is not present in match, then add it for this policy pair: the matched
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inbound policy policy;; and the new policy policy,, control the region. Suppose instead
that there exists a policy pair in match with the same overlapped region. If policy;, is the
same inbound policy as in the pair that is most specific for the region, and policy., has
equal or higher priority (more specific) than the outbound policy of that pair, then the
new policy policy,, controls: update the policy pair for the region (lines 7-8). Otherwise,
at least one of policyy, or policy;, is of lower priority (less specific) than the corresponding
policy of the pair. If it is policy.,, then we do not update the region because the previous
outbound policy dominates in this region. If it is policy;, but not policy.,, then we have
already processed a more specific inbound policy dominating the overlapped region.

If the new policy,y controls any region, then find a (new) compliant route for the region.
The NSP retrieves all accepted routes whose destination prefixes fully cover the destination
prefix of the overlapped region in order of preference; currently the preference order is by
path length, but the NSPs are free to prefer routes by other attributes. If a route is the
most preferred among compliant routes to the policy pair of the region, the NSP chooses the
route for traffic in the overlapped region and exports the route if it has not done so already
(line 11-19). If there is no compliant route for the pair, the NSP drops any matching traffic
in the overlapped region.

Figure 5.3 shows an example scenario in which NSP 5 processes a new outbound policies
from NSP 6, which requires a different path for the specified region. Suppose that NSP 5
have learned all routes and policies except the outbound policy from 6 at the beginning.
Then 6 advertises its outbound policy 01 and NSP 5 chooses a different path for the region
accordingly. Table 5.2 shows the states of NSP 5 at different stages.

Table 5.2: The states of NSP 5 before and after processing the outbound policy from
6 in Figure 5.3.

event | routes inbound outbound match forwardMap exports
start |10 11.10/24,12,1] i : (%,1.1.1.0/24, any) | og : (*,*, any) (%,1.1.1.0/24) — (ig, 00) (%,1.1.1.0/24) — r T
T 111.0/24,[4,3,1) | 0N A RS » 111 0,00 L1 o o
ro: 1.1.1.0/24,[4,3,1] | . ) 00 : (%, %, any) (%, 1.1.1.0/24) — (ig, 00) (x,1.1.1.0/24) — 1o o
o a0 2] | P L0 any) |0 00716, %, <57 | (2.2.0.0/16,1.1.1.0/24) — {io, or) | (2.2.0.0/16,1.1.1.0/24) = 74 | 11
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Algorithm 1 Process a new outbound policy. See Table 5.1 for notation. The query
method of the AQT returns a list of objects whose regions overlap with the queried
region.

1: event policy,,(region, cert) :

2: outbound.put(policyyp.region, policy,p)

3: ibPolicies = inbound.query(policyqp.region)

. for policy;, < ordered(ibPolicies) do

regiong = policyqp.region N policy;,.region

(policy”, ", policyly, <"y = match.get(regiony)

if region, ¢ match or (prio(policyy,) > prio(policy’, ") and
policy;, == policyh, <) then

N

8: match.put(regiony, (policyey, policyy))

9: orderedRoutes = routes. filter(r — regiony.dst C r.dst)
10: best Route = null

11: for route < orderedRoutes do

12: if compliant(route, policy;, policyy) then
13: best Route = route

14: if route ¢ exports then

15: exports.add(route)

16: end if

17: break

18: end if

19: end for

20: forwardMap.put(region,,, best Route)

21: end if

22: end for

O NSP w/o “secure” o O NSP w/ “secure”
r

... Advertise outbound policy

FIGURE 5.3: An example scenario in which policy overlap forces selection of an alternate
route for the intersection. NNSP 5 processes a new outbound policy o; from 6 that
requires NSPs with attribute “secure” for its outbound traffic, forcing matching traffic
to the longer path (in blue).
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New inbound policy. The procedure to process a new inbound policy is similar to
Algorithm 1.

New route. Algorithm 2 shows the procedure to process a new route that the NSP
accepts. First, the NSP retrieves all policy pairs for overlapped regions by the destination
prefix. We use the route only if the destination prefix of the overlapped region is covered
by the advertised destination prefix in the route. If the new route is compliant to the
policy pair and is preferred over the existing best route (which may be empty), the NSP
chooses the new route for traffic matching the overlapped region and exports the route to

its neighbors.

Algorithm 2 Process a new accepted route.
1: event route(dst, path) :
. routes.add(route)
. policyPairs = match.query((x, dst))
. for (policye, policy;,) < policyPairs do
regiong = policyqp.region N policy;,.region
if region,.dst C route.dst then
routeP™ = forwardMap.get(regiony)
if compliant(route, policyy, policy,y) and pref(route) > pref(route? )

PN g Wy

then
9: forwardMap.put(region, route)
10: exports.add(route)
11: end if
12: end if
13: end for

The forwarding path of the highest-priority (most-specific) OpenFlow entry for a packet
in dataplane must comply with the most specific policy pair (match region) that controls
its source and destination IP address. Algorithm 1 ensures this property because: (1) it
considers every possible match region by processing every inbound policy that overlaps
with the new outbound policy; (2) it always identifies the most specific match by ordering
inbound policies in descending priority; (3) it updates the policy for a match region only
if the new policy is more specific than the existing policy. Given that property, routing is

correct because: (1) the controller installs an OpenFlow entry for each match region; (2) it
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assigns the priority of the entry as the area of the corresponding region. Thus OpenFlow

entries that match on more specific (smaller) regions have higher priority in the dataplane.
5.2.5  Source-specific Routing with SDN-enabled Dataplane

To support inbound and outbound path control policies, we need to implement source-
specfic routing that match on both source and destination IP address in SDN-enabled
dataplane. We can run OVS in ExoGENTI slice to support SDN. Testbeds like Chame-
leon and ESnet also deployed hardware switches (Corsa DP2000 series) that support SDN
and virtualization. They allow users to manage isolated networks with OpenFlow-enabled
virtual forwarding contexts (VFC) and their own OpenFlow controllers.

Source-specific routing requires more matching fields in OpenFlow entries and poten-
tially more OpenFlow entries. We evaluate the overhead of source-specific routing in OVS in
§5.4.5. The matching fields and the number of OpenFlow entries in hardware flow table do
not affect the performance of hardware switches [15], as they can match different OpenFlow
entries in parallel with TCAM (ternary content-addressable memory). However, hardware

switches come at higher economic cost and have limited hardware flow table capacities.

5.3 Implementation

This section presents an extended treatment of the ExoPlex prototype. We focus on how
it uses logical trust to implement a trust plane for secure interdomain networking.
ExoPlex is designed to operate across inter-connected SDN networks (dataplanes), in-
cluding virtual SDN networks hosted on testbeds. We make minimal assumptions about
the capabilities of their switch infrastructure or virtual hosting services. Each ExoPlex
NSP is under the control of a domain. The NSPs correspond to autonomous systems (AS)
in Internet BGP routing protocols. We use a different term to avoid confusion with those
protocols, since ExoPlex does not use BGP or assume any support for BGP. Instead, it
implements secure routing and security policy using authenticated logic exchanges in the

control plane, as described below.
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Thus ExoPlex is compatible with a range of testbeds and SDN systems. Its control
plane and trust plane are entirely decoupled from the protocols used to operate the SDN
dataplanes: it operates above the SDN networks and is unknown to them. It is also trans-
parent to the hosting providers (e.g., testbeds), because NSPs use the providers’ native
APIs to manage virtual infrastructure for the NSP dataplane. For example, on ExoGENI,
an NSP may use APIs in the Ahab toolkit to provision its nodes and links [90], and APIs
for cross-slice peering to stitch NSP dataplane networks at L2 via the stitchport abstraction
or via direct peering at a common hosting site [86]. Customer networks may be campus
subnets that connect to supported transport fabrics (e.g., I12-AL2S, ESnet) and can attach

to stitchports.
5.3.1 Control Plane

The NSP controllers export RPC APIs (e.g., REST/HTTP) to control inter-domain peering
and networking. The customers and peers invoke these APIs summarized in table 3.1 to
attach (stitch) an L2 link and to enable specified IP traffic to flow over the link. These
calls propagate the routes and policies that govern traffic flow, which are encoded in logical

certificates.
5.3.2  Fxample Scenario: FabNet

We consider an example ExoPlex scenario: FabNet, a hypothetical secure internetwork
for a community of scientists. It comprises an assemblage of network resources spanning
multiple campuses and research fabrics. These resources are allocated and programmed for
use by researchers in some field. FabNet traffic crosses multiple network providers (NSPs)
resident on those fabrics, as well as the campus networks at the edges. A FabNet consortium
approves and endorses participating campuses and NSPs.

Traffic traverses FabNet by agreement of the sender and receiver of the traffic. The
endpoints are subnets on the attached campuses. Suppose a campus network authority

(CNA) assigns an IP prefix to a secure subnet and delegates ownership and limited control
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of the subnet to a research group. The research group leader issues a request to enable
connectivity with a collaborator’s subnet on a peer campus. The endpoints agree that
traffic between them shall traverse FabNet.

The campuses and FabNet NSPs cooperate to direct selected IP traffic through FabNet.
To attach to FabNet, a campus network operator establishes circuit connectivity to a se-
lected FabNet NSP edge site. They cooperate to validate all prefixes and routes to ensure
that the traffic is authorized for FabNet, and that it transits only approved FabNet NSPs.

FabNet governance. This example features multiple governance authorities and other
identities interoperating with the NSPs. The governance structure defines a natural PKI
hierarchy via logical trust. For example, the FabNet consortium root acts as a shared trust
anchor whose PID is known to all participants. It endorses the PIDs of the CNAs and
NSPs. The CNAs also endorse campus subnets, assert attributes of subnets, and delegate
selected management authority to researchers that control those subnets. Ownership of the
containing prefixes is certified by a delegation hierarchy rooted in FabNet or some other

authority, e.g., ICANN. Section 5.3.6 discusses governance in more detail.
5.3.83  Secure Routing with Logical Trust

The ExoPlex prototype includes SAFE trust scripts used by all participants in an ExoPlex
network. The scripts embody sample logic for the secure routing mechanisms and policies
in this chapter. Specifically, they include standard datalog logic rules to secure all routing
with origin authentication (following RPKI) and route authentication (following BGPsec).

The prototype also includes exemplary policy logic rules and certificate templates that
endpoints may use to authorize peering, connectivity, routing (path control), and gover-
nance. The exemplary policies are sufficiently powerful to implement FabNet and other
protected networks over a set of NSPs. Crucially, these elements do not affect the NSP con-
trollers or their API in Table 3.1. Instead, various principals invoke issuer scripts to issue
linked certificates and policy rules to validate them. The endpoints may define new policy

types by programming new assertion types and validation rules into their trust scripts. The
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NSP controllers invoke standard guard scripts that import the certificate DAGs and query
them for compliance under the applicable rules. Our approach can also accommodate NSP
routing policies, e.g., to prefer certain routes or exclude unauthorized traffic, but we do not
discuss NSP policies in this chapter.

The exemplary policy logic is based on Attribute-Based Access Control (ABAC). Au-
thorities use a common logic package for ABAC to generate attributes, assign or delegate
them to other principals, and check that specified attributes are present. The implementa-
tion represents attributes as tags. A tag is a string name that represents a permission, role,
group, or attribute. A logic policy may state that a principal is authorized if and only it
wields or possesses the tag, or perhaps a conjunction or disjunction of tags. For example,
a subnet owner may express policies that restrict the set of NSPs that can carry its traffic,
based on their tags.

Each tag has a controlling authority—a principal who creates the tag and defines the
rules for delegating the tag. Any principal may create tags and act as a tag authority.
The tag authority (or root) has sole power to specify which principals wield the tag. In
the implementation, tags are self-certifying: the tag name is a concatenation of its root’s
PID and a name (such as a UUID) chosen by the tag root. An authorizer accepts a tag

delegation as valid only if the tag’s root asserts it or accepts it under its rules.
5.8.4  Authorization for the NSP API

Routing. Traffic is also subject to origin authentication and route validation for secure
routing, and endpoint path control policies to qualify all NSPs in the path. NSPs apply
related guard checks on both sides of API calls to propagate routes and routing policies.

The remaining subsections focus on these aspects.

5.3.5 Route Validation

The NSP API in Table 3.1 allows peers and customers to attach to an NSP dataplane at

specified peering points, register attached subnets, and enable traffic flows between prefix
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pairs. After attaching, a neighbor may advertise a new prefix or routing policy at any
time by passing a certificate link (token) through the API. The receiving NSP validates it,
integrates it with its routing base, installs SDN rules to implement it in its data plane, and

propagates it to peer NSPs through their APIs.

Listing 5.1: The path control policy of customer network. The path is compliant to
the routing policy of customer network iff each hop of the path is authorized by the
customer policy.

compliantPath(?SrcIP, ?DstIP, ?Path) :-
eq([?Head |?Tail]l, ?Path),
eq(?Tail, [1),
authorizedAS (?SrcIP, 7DstIP, 7Head).
compliantPath(?SrcIP, ?DstIP, ?Path) :-
eq([?Head|?Taill, ?Path),
authorizedAS (?SrcIP, 7?DstIP, 7Head),
compliantPath(?SrcIP, ?DstIP, ?Tail).
authorizedAS (?SrcIP, ?DstIP, ?7Head):-

nspTagAclEntry (?SrcIP, ?DstIP, ?Tag),
taghAccess (?Tag, 7AS).

ExoPlex uses off-the-shelf rules (§4.2.2) for secure routing. And subnet owners can spec-
ify path control policies for its traffic and link them to the route advertisement. Listing 5.1
shows an example inbound path control policy that allows NSPs with specific tags to carry
traffic from the source prefix to the subnet. Listing 5.2 shows a template script for a prefix
owner to endorse NSPs with the specific tag to carry traffic from the source prefix to its

prefix.

Listing 5.2: A template script for customer network to specify the required attributes
of NSPs for its inbound traffic.

defcon inboundPolicy(?Tag, 7Src, ?Dst) :-

{
nspTagAclEntry ($Tag, $Src, $Dst).
label ("nsp-tag-acl").

}.

5.3.6 Discussion: Governance

As described in §4.2.2, the off-the-shelf rules for secure routing in ExoPlex depend on
additional logic for governance policy. A governance policy is a set of logical statements
comprising facts to identify roots of authority and rules to validate certified delegations of

authority from those roots. Each participant executes code to configure its own policy by
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installing a set of logic statements. Of course, interaction depends on compatible policies:
the security logic blocks unsafe interactions that conflict with a participant’s policy.

Rather than specify a “one size fits all” governance structure, we use logical trust as

a foundation to build and evolve governance structures and enable customers to specify
their policy within those structures. Governance in the demonstration experiments works
as follows. All principals are represented by a keypair. Slices and projects are objects
approved by a controlling authority, which may make statements about them.

e A common federation root endorses a set of campus network authorities (CNA),
one for each participating campus or enterprise. The root also publishes a common
governance policy (see below).

e A common authority for the IP address space delegates disjoint prefixes to CNAs.
The CNAs delegate sub-prefixes to owners of edge subnets.

e Subnet owners control traffic on their subnets, e.g., they may install the prefix on a
testbed slice and/or “opt in” to an edge NSP (an SDX) S by issuing network bypass
commands to stitch to S at L2, register S as the local gateway for traffic to selected
prefixes, and accept traffic sourced from selected prefixes from S.

e Once attached, subnet owners may advertise routes and publish path control policies
to S.

e Testbed slices have security metadata mirroring the idealized federation governance
structure for GENI [19]. NSP authorization policies for stitching may reference this
metadata.

e A common network authority endorses NSP public keys, binds them to slices, and
asserts security attributes of NSPs for use in path control (§5.2.2). Local policies may
accept other endorsing authorities on a per-attribute basis.

Any participant may validate compliance with its locally accepted governance policy.

Delegations result in chains or DAGs of linked logical certificates. The governance rules
represent safety predicates for these structures. Any principal can apply its own rules to

check validity for itself end-to-end, or delegate checking to another party, such as an edge
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NSP that acts as its provider. Local governance policies are freely mobile: given a link to a
policy of another principal, it is easy to import the policy’s facts and rules and apply them.

This property of the logic system also makes it easy for a participant to delegate their
governance policy to an authority. In our demonstration prototype, all participants sub-
scribe to a common package of governance logic posted by a common root of authority that
is trusted by all parties. The governance policy set installed by the local operator at each
participant comprises simply a link to the remote policy set and a statement that accepts

its conclusions: “If the policy authority’s rules conclude P(x) then believe P(x).”
5.4 Experiments

The ExoPlex prototype is suitable for experiments with secure routing and policy flexibility
involving modest numbers of customer prefixes and NSPs. We conducted demonstration
experiments on the ExoGENI testbed and 12-AL2S research fabric. The performance and
scale of these experiments are bounded primarily by the current limitations of the fabric,
the VM-based OpenVSwitch routers we use on ExoGENI, and the Ryu SDN controllers
for each NSP. All compliance checks and crypto operations are off of the dataplane, and so
affect only the setup times, and not the transit performance. There is an obvious tradeoff
between policy granularity and scale: fine-grained policies lead to fragmentation of the
prefix space and routing/SDN flow tables, which could be a scaling barrier.

We conducted several demonstration experiments based on the topology shown in Fig-
ure 5.1, involving ten ExoGENI slices. Each slice is instantiated under its own keypair and
runs with its own controller, SDN, and SAFE logic engine, as in Figure 3.7. The customer
networks A, B, C and D advertise subnet prefixes delegated to them through common gov-
ernance authorities, which also endorse the networks with various security properties (tags),
as described and shown in the figure. The NSP controllers interact via REST APIs to peer

and propagate edge-to-edge routes and policies.
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table=0, n_packets=1, ip, nw_dst=192.168.10.0/24
table=0, n_packets=1, ip, nw_dst=192.168.30.0/24

(a) Flow table of N1.

table=0, n_packets=1, ip, nw_dst=192.168.20.0/24
table=0, n_packets=1, ip, nw_dst=192.168.40.0/24

(b) Flow table of N2.

FiGUrE 5.4: Flow tables of NSP switches in experiment 1. We dump the NSP flow
tables manually, filter the output flow entries by IP prefixes and packet counters for
clarity, and omit unnecessary fields and the tables for S1 and S2. The packet counters
confirm that traffic between subnets A and C traverses the path (S1,N1,52) and traffic
between subnets B and D takes the path (S1, N2,52).

5.4.1 Fxperiment 1: Inbound Path Control

We evaluated inbound path control for the scenario shown in Figure 5.1, but omitting
NSPs N3 and N4. On ExoGENI it takes about 6.5 minutes to provision this topology and
stitch the peering links, limited by provisioning times for 12-AL2S circuits. The customer
subnets stitch to their SDX providers concurrently, and then advertise their routes and
path control policies when the stitches complete. NSPs validate those advertisements and
policies, configure their dataplanes via SDN accordingly, and propagate them to their peers.

For this experiment, customers A and C both authorize only the NSPs with secure
attribute “tag0” to carry their inbound traffic, and authorize connectivity only with edge
subnets bearing the same attribute “tag0”. Customers B and D similarly authorize only
“tagl” for their network traffic. Upon receiving the route advertisement with linked inbound
policy from A, S1 propagates the route to N1 only, based on A’s policy. N1 validates the
route, adds it to its cache of known routes, and propagates it to its authorized neighbor.
Other routes and policies are advertised and propagated throughout the network similarly.
Then, customer pairs A-C and B-D each request a flow to the partner.

It takes about 3 seconds for each route advertisement to propagate throughout the
network and enable flows between the pairs. After these requests complete, we ping between

subnet pairs with 1 packet and dump the flow tables from NSP switches, shown in Figure 5.4,
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to verify that traffic follows the compliant paths as shown in Figure 5.1.
5.4.2  FExperiment 2: Outbound Path Control

For this experiment we extended the inter-domain network with NSPs N3 and N4, as shown
in Figure 5.1, and added outbound policies. The routing policies in our experiment settings

are shown in Table 5.3.

Table 5.3: The inbound and outbound path control policies of subnets in Figure 5.1. In
this setting, the inbound and outbound path control policies of a subnet are symmetric
(but not necessarily symmetric), i.e., they require the same set of security tags for
NSPs. The route between two subnets must be compliant to the path control policies
of both the source subnet and destination subnet. For example, “tag 0” is the only
legal security tag for routes between subnet A and C.

Subnet Inbound/Outbound Policies

Owner Src/Dst Subnet Required Tags
tag0

A tag2

tag0, tagl

(only at step 6) tag0

tag0, tagl

tag?2

tagl

O | Q®m®

W == QT T

We carry out the experiment in the following steps: (1) Stitch all NSPs. (2) Stitch
subnets A, B and C to its NSPs. (3) Subnets A, B and C advertise routes with both source
and destination address specified and their outbound policies. The NSPs authorize and
propagates those routes and policies and make dataplane configurations accordingly. (4)
Stitch subnet D to S2 and advertise its routes and policies. (5) Stitch S2 and N2 directly to
provide a shorter routes for subnet B to reach subnet C and D. (6) Subnet B and C advertise
inbound and outbound path control policies that require “tag0” for traffic between their
subnets. It takes about 12 minutes to stitch all NSPs and subnets A, B and C. Figure 5.5
shows a timeline of the experiment starting at step (3).

We try sending a packet between connection pairs A and C, A and D, B and C, as well

as B and D each time after step 3, 4, 5 and 6. Table 5.4 shows the paths that different
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Connections between subnet B and C,
Ping between subnets B and D swap to the shorter path
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FIGURE 5.5: Timeline of the experiment for outbound path control.

flows take at different steps. The paths are compliant to the path control policies of the
subnets as expected. Figure 5.6 shows the flow tables of NSP switches after step 6. The
packet counters of the flow tables proves the correctness of Table 5.4. Before step 6, traffic
between subnet B and C are subject to the default policies that require “tag0” or “tagl”
for the NSPs. In our run, traffic between subnet B and C took the route (S1, N2, N4, 52)
before step 5 and (S1, N2,52) when the shorter route became available at step 5. After
step 6, only the route (S1, N1, N3,52) is compliant for traffic between subnet B and C. We
verify the actual route that those packets take by checking the packet counters of the flow

tables of the NSPs after each step.

Table 5.4: The path for traffic between subnet pairs at each step.

Flow [3 |4 E | 6

A-C (S1,N1,N3,S2)

A<D | (S1,N1, N4, S2)

B<C (S1,N2, N4, 52) (51,N2,52) | (S1,N1,N3,52)
B<>D | (S1,N2, N4, S2) (S1,N2,52)

5.4.8 SAFE Routing Authorization Performance

Throughput We conducted experiments to evaluate the cost of logical authorizations in
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n_packets=4,nw_src=192.168.10.0 /24 nw_dst=192.168.30.0/24
n_packets=4,nw_src=192.168.30.0/24,nw_dst=192.168.10.0/24
n_packets=3,nw_src=192.168.40.0/24, nw_dst=192.168.10.0,/24
n_packets=3,nw_src=192.168.10.0/24,nw_dst=192.168.40.0,/24
n_packets=1,nw_src=192.168.20.0/24,nw_dst=192.168.30.0,/24
n_packets=1,nw_src=192.168.30.0/24,nw_dst=192.168.20.0,/24

(a) Flow table of N1.

n_packets=3,nw_src=192.168.40.0/24 nw_dst=192.168.20.0,/24
n_packets=3,nw_src=192.168.20.0/24,nw_dst=192.168.40.0,/24
n_packets=3,nw_dst=192.168.20.0/24
n_packets=3,nw_dst=192.168.30.0/24

(b) Flow table of N2.

n_packets=4,nw_src=192.168.10.0/24, nw_dst=192.168.30.0,/24
n_packets=4,nw_src=192.168.30.0/24,nw_dst=192.168.10.0,/24
n_packets=1,nw_src=192.168.30.0/24,nw_dst=192.168.20.0/24
n_packets=1,nw_src=192.168.20.0/24,nw_dst=192.168.30.0,/24

(c) Flow table of N3.

n_packets=3,nw_src=192.168.40.0/24,nw_dst=192.168.10.0/24
n_packets=1,nw_src=192.168.40.0/24 nw_dst=192.168.20.0,/24
n_packets=1,nw_src=192.168.20.0/24 nw_dst=192.168.40.0/24
n_packets=3,nw_src=192.168.10.0/24 nw_dst=192.168.40.0/24
n_packets=2,nw_dst=192.168.20.0/24
n_packets=2 nw_dst=192.168.30.0/24

(d) Flow table of N4.

FIGURE 5.6: Flow tables of NSP switches in experiment 2 after step 6.

isolation. We evaluated the inference performance of a SAFE server for validating routes
and checking policy compliance under a throughput-limited synthetic workload. The figure
of merit is authorization ops per second (authz-ops/sec) for the checks performed by an
NSP when it receives an advertisement. We run the SAFE server on a machine with 16 2.6
GHz cores (Intel Xeon E5-2650 v2) and saturate it with concurrent authorization queries
through its REST API. The evaluation measures the cost to process the network calls and
the cost to run the logic query on logic content extracted from a linked certificate DAG.

We generated a synthetic topology of 1.8K NSP networks with a pattern of random
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peering among them: NSPs originate routes for their own IP prefixes and propagate routes
to authorized neighbors randomly. We also generated synthetic governance principals to
delegate NSP security tags and customer IP prefixes from a common root. As in the previous
experiments, the customer path control policies query NSP attributes (tags) endorsed from
the authorities. We chose a tag delegation depth of 3 and IP prefix delegation depth of 3.

Figure 5.7 shows route authorization throughput as a function of route length for three
sets of policies. There is a fixed cost to verify IP prefix ownership and validate routes, and an
additional cost to check compliance with inbound and outbound path control policies at each
NSP in the path. Thus the most expensive policy is PBR-1 (Policy-Based Routing), which
checks both inbound and outbound policies. PBR-2 checks inbound path control policy
only. We compare the results to basic BGPsec-like route validation and prefix ownership

alone without customer-specified path control (labeled as BGPsec).

® PBR-1 4 PBR-2 BGPsec
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FiGure 5.7: SAFE logic engine throughput to validate routes with logical origin au-
thentication and route attestation (equivalent to BGPsec), with inbound path control
policies (PBR-2), and with both inbound and outbound path control (PBR-1).

The results show that even for the most costly workload an NSP controller can check

more than 2K routes per second. These checks occur only when the NSP receives a new
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route or policy, and do not impact the dataplane. While Figure 5.7 does not include
any crypto overhead (signature validation), these costs are fundamental for any routing
security approach based on public-key cryptography (e.g., BGPsec). SAFE does impose
additional costs to fetch linked certificates on demand, but the SAFE engine validates them
once and caches their logic content until the TTL expires, which minimizes these costs for
policies, governance endorsements, etc. (Figure 5.7 ran on a hot cache pre-warmed with all
relevant certificates.) These results suggest that logical trust is fast enough to be practical

at substantial scale.
5.4.4 Prefix Pair Matching with AQT

We implemented AQT in Java that supports prefix pair updates and queries. We randomly
generated IP prefixes with prefix length 8, 16 and 24, and IP prefixes with longer prefix
length are children of IP prefixes with shorter prefix length. We randomly generate different
numbers of prefix pairs from those IP prefixes and default prefix “0.0.0.0/0”, with average
prefix length about 23.8 and different average overlapping sizes. We insert, query and
delete all prefix pairs with AQT and measure the performance with a single thread on a
machine (Intel Xeon E5-2650 v2 @2.6 GHz). The result is shown in Fig 5.8. The results

are consistent to the theoretical time complexity.
5.4.5  Dataplane Overhead for Source-Specific Routing

We evaluate the overhead of source-specific routing with OpenVSwitch (OVS) [68]. OVS
runs the virtual switches in the ExoGENI NSP deployments for our experiments. The
exemplary policies for connectivity and path control in this dissertation require SDN routing
rules that match packets on both source and destination. For example, with outbound path
control policies, packets to a given destination D might take different routes depending on
the source S. This fine-grained policy control of routing may inflate routing tables and
complicate packet classification at the SDN layer. The purpose of this section is to explain

and quantify this cost, using the OVS software switch as a reference point.
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FI1GURE 5.8: Processing time for each prefix pair insertion, deletion and query operation

with AQT. The time for insertion and deletion don’t change much with the number of

prefix pairs, as prefix lengths are about the same for all groups of prefix pairs. The

time for query increases as the size of overlapped prefixes increases.

OVS manages OpenFlow tables in userspace and a microflow cache and a megaflow cache
in kernel. The megaflow cache is a single table of disjoint entries that caches the recent
flows. The megaflow cache has a capacity of 200,000 flow entries in the latest mainstream
OVS versions. The number of rules in megaflow cache are related with both the number of
OpenFlow entries and the number of active flows. Packets in cached microflows or megaflows
are fast processed in kernel. When the number of OpenFlow entries and active flows are
both large, the megaflow cache will overflow and there will be cache misses. OVS will match
the missed packet with OpenFlow tables in userspace, which is slow and expensive.

OVS classfies packets in both OpenFlow tables and the megaflow table with tuple space
search. A tuple is a set of fields matched in the flow entries. Flow entries that match on the
same tuple are put in the same hash table, where the keys are the hashes of the matched
fields. The cost of tuple space search depends on the number of unique tuples (i.e. the

number of hash tables) specified in the flow entries.
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We evaluate the CPU overhead of packet classification with OpenFlow entries that
match on both source and destination IP addresses in OVS. We create an ExoGENI slice
with three “XO Extra Large” nodes in linear topology on the same rack working as source
node, OVS node and sink node respectively. We run Open vSwitch 2.12.0 in Ubuntu 19.10
on the second node with 4 2.2 GHz cores (Intel(R) Xeon(R) CPU E5-2660 v2). We evaluate
nine sets of policies. For the three sets of destination-based OpenFlow entries (dst entries),
we randomly generate OpenFlow entries with the destination prefix within 32.0.0.0/8 and
the length of the netmask between 8 and 24. The distribution of generated prefix lengths
are subject to the IPv4 prefix cumulative distribution in [46]. There is also a default
destination based OpenFlow entry that matches on “32.0.0.0/8” with lowest priority. For
source-based OpenFlow entries (src entries), we randomly generate entries that match on
both source and destination IPv4 prefix with source IP prefixes in 16.0.0.0/8 and the same
destination IP prefixes as in dst entries. For each set of dst entries, we add 1lx and 64z
src entries additionally, resulting in six sets of mized entries. We generate 8 pcap files with
different number of tcp packets and with empty payload (66 Byte/packet) whose source and
destination IP addresses are uniform randomly distributed in 16.0.0.0/8 and 32.0.0.0/8. The
number of flows identified by source and destination IP address are about the same as the
number of packets. We replay the traffic with tcpreplay at fixed rate 50K packets per
second for multiple rounds and collect total CPU utilization of the OVS VM in a 10-minute
period, and verify how much packets are received on sink node. The CPU utilization in
the first round is higher than following rounds, as OVS needs to process every new flow
with userspace OpenFlow tables. We omitted CPU utilization result in the first few rounds
to illustrate the impact of source-specific routing for long-lived flows. We also sample and
counter megaflow entries with ovs-appctl in seperate runs.

The CPU cost for packet classification are related with the number of OpenFlow entries,
the type of the entries and the number of flows. Compared with dst entries, src entries
leads to more packet classification cost due to two major factors. First, there are more hash

tables for each packet to be matched against. Second, the number of flow entries could be
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much larger with src entries. Given limited capacity, the megaflow cache for src entries

overflows more easily and there will be much CPU cost in userspace.
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FiGURE 5.9: The CPU utilization and the number of sampled megaflows with different
numbers of flows and different numbers and types of OpenFlow entries. The packet
loss rates are all less than 2%.

Figure 5.9 shows the CPU utilization and the number of sampled megaflows with dif-
ferent numbers of flows and different numbers and types of OpenFlow entries. The CPU
utilization with mized entries are higher than that with dst entries. With a small number
of flows or a small number of OpenFlow entries, the packets are processed in fast path with
the cached microflows and megaflows in kernel for both dst entries and mized entries. And
the CPU utilization for mized entries are about 1l to 20z higher than that for dst entries
with less than 200,000 flows. When the megaflow cache is not full, the number of OpenFlow
entries doesn’t affect the CPU utilization much, as the classification cost mainly depends on
the number of unique tuples in megaflow table. However, the number of OpenFlow entries
still matters in the way that the number of megaflows with more OpenFlow entries are also
larger. The megaflow cache for more larger OpenFlow entries will overflow earlier as the
number of flows increase, as we can see from the Figure 5.9. With more than 200,000 flows
and a large number of mized entries, the megaflow cache overflows and there are much more
processing overhead in userspace. The CPU utilization with mixed entries could be more

than 50z higher. In our experiment, the maximum number of megaflows for dst entries are
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capped at 6.5K as the destination IP address are sampled from a relatively small prefix
32.0.0.0/8. Therefore, we don’t see the megaflow cache for dst entries overflowing, and the
CPU utilization for dst entries are low. But with dst entries specified in a larger address
space, we also expect to see the performance drop with a large number of OpenFlow entries

and flows.
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6

Secure Customizable Internet Filtering

6.1 Introduction

Route filtering and ingress filtering are important approaches to addressing the threats in
the Internet including route attacks and IP address spoofing. Ingress filtering based on
uRPF (§6.2) is automatic, but its effectiveness relies on the effectiveness of route filtering.
The key challenge to defending against spoofing and hijacking is to determine whether any
given imported route is “legitimate” before accepting it.

As a starting point, there are security standards that use signed certifications to authen-
ticate routes and prevent certain kinds of route forging (BGPsec [80]), and to validate that
routes originate with the legitimate owners of address prefixes (RPKI [21]). Though these
protocols are not yet fully deployed, their behavior and limitations are well-understood.
These defenses are not sufficient (e.g., see [40]). By malice or misconfiguration, networks
may export routes that are valid (i.e., the exporter has a certified path to the source) but
are outside of their intended scope [81]. That means the path export is not compliant with
the route export policies of some predecessor in the path. These route leaks may permit the
exporter to source or sink traffic that it is not trusted to carry. (See §6.2.3.) By August

2020, QRATOR Labs [71] has reported 8 cases of route leaks in the year affecting massive
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number of prefixes and ASNs.

A more complete defense requires the network domains to share policies for route ex-
port/import. These domains are autonomous systems (AS) in the Internet; as throughout
this dissertation, we refer to the participants in inter-domain networking generically as net-
work service providers (NSPs). Policy sharing among NSPs permits them to identify routes
that are faithful to all relevant policies, and filter routes that are unfaithful, i.e., are not
compliant with policies of predecessor NSPs in a path. The leading example of this ap-
proach is MANRS [3], which promotes sharing of route import/export policies through the
Internet Routing Registry (RADD) [72].

We can understand route legitimacy from the perspective of trust. As a simple example,
when a provider P exports a route R to a customer C, P trusts C to use R for traffic sourced
from C’s networks and descendent customers (C’s customer cone). But P does not trust
C to export R to another neighbor N and use R for their traffic. For example, that could
permit the untrusted C to spoof traffic from the source of the route into N, or capture
return traffic.

Building on this idea, we define a trust predicate that captures whether a given NSP
is eligible to carry traffic between a given (source, destination) prefix pair. The important
challenges then are how to specify the policies of the customers and NSPs that bear on
eligibility, supply an inference procedure to evaluate eligibility, and identify relevant policies
as input to the procedure.

It is worth noting that anti-spoofing approaches with ingress filtering in the control
plane rely on trust in eligible NSPs not to accept/inject non-compliant packets that may
be spoofed. Once the traffic enters the network at an eligible NSP, it is no longer possible
to block it. To obtain source authentication that is stronger than possible with route
filtering alone, researchers have developed various approaches that integrate cryptographic
authentication into the packet headers and routers. (See Chapter 2.) But even those rely
on the routers not to leak their keys.

The customer networks could specify their own routing policies about what NSPs are
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trusted for their traffic. Customer networks can also delegate their routing policies to
trusted parties like trusted NSPs or network authorities. Enabling customers to choose
which NSPs to trust for their traffic is also in line with the “design for choice” principle to
ease the tussle in the Internet [28].

In this chapter, we propose to define the routing policies of customers and NSPs rigor-
ously in a logic language (Datalog) with SAFE [22] logical trust framework. We propose
Secure Customizable Internet Filtering (SCIF) that extends the path control policy in chap-
ter 5 to limit the eligibility of NSPs. SCIFis a logic package that is directly deployable with
ExoPlex in testbed-hosted NSPs. With proper routing policies of the customer networks
and NSPs, SCIF protects the route propagation thus enabling effective uRPF based ingress
filtering. We survey existing approaches for routing security and anti-spoofing and show
how to represent and implement existing approaches with SCIF in the control plane (§6.3).
SCIF allows customer networks to specify customized routing policies to endorse NSPs for
their traffic (§6.3.2). Alternatively, SCIF allows routing policy and privilege delegation to
capture the NSPs’ routing policies with their neighbors (§6.3.3). And SCIF supports spec-
ifying routing policies with groups of objects or groups of principals for scalability (§6.3.4).
Comparing existing approaches with our customized routing policies also helps us to un-
derstand their strengths and limitations and possible improvements (§6.3.5, §6.3.6). Lastly,
we evaluate the performance of logical trust for routing policies of NSPs and show the

applicability of logical trust for routing policies at the Internet scale (§6.4).

6.2 Overview

An interdomain network comprises a collection of NSPs that exchange traffic to provide
end-to-end connectivity for customer networks. NSPs in the network may be controlled
by different parties. NSPs must defend against neighbors that behave unexpectedly or
unfaithfully due to malice or misconfiguration. An NSP controls its dataplane to route
traffic and exchange packets with other NSPs over links that connect their networks at

layer 2. NSPs also exchange route and policy information with other NSPs in the control

101



plane. The term NSP encompasses autonomous systems (AS) in the Internet.

Source accountability is a property of a network: the receiver of a packet can always
identify its source. A variety of techniques can provide it by tagging packets with crypto-
graphic identifiers and integrating cryptographic checks into the dataplane. The Internet
architecture does not mandate any such checks: packets with spoofed source addresses could
appear on any untrusted external link. Source accountability is present only to the extent
that NSPs filter (discard) any spoofed packets arriving at their edges. If any unfaithful
NSP injects or admits a spoofed packet, it may pass that packet to any upstream NSP that
trusts it to carry that packet to its own edge, and accepts the packet on that basis. Once
it enters the network, such a spoofed packet may reach its destination.

But how should NSPs decide which traffic to filter? Lacking an ability to verify packets
in the dataplane, it is necessary to distinguish legitimate traffic from unexpected suspect
traffic based on rules known in the control plane. Traffic is legitimate if it arrives from a
source that is eligible to carry it based on prefix ownership and the delegations of trust
implicit in route advertisements. For example, any edge subnet is trusted to source traffic
from any prefix that it owns. Similarly, an edge subnet trusts its provider NSP to carry
its traffic to any destination, and to deliver traffic from any external source. The provider
NSP delegates eligibility for subsets of this traffic by advertising routes for the subnet to
upstream NSPs.

This chapter explores control-plane approaches to defend against spoofing. Their ef-
fectiveness depends on how precisely the NSPs can distinguish legitimate traffic. They
include IETF Best Common Practice (BCP) recommendations and security protocols in
various Internet RFCs. We consider how to enhance current defenses in two directions.
First, we consider more expressive route advertisements that capture their intent, enabling
downstream NSPs that receive derived routes to validate their compliance. Second, we
consider path control policies that constrain the set of NSPs that are trusted for specified
traffic. We use trust logic to express these advertisements and policies and check compliance

automatically.
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We presume that NSPs are able to exchange control-plane messages with their neighbors.
We do not specify how they establish connectivity: the Internet Border Gateway Protocol
(BGP) offers a solution, and testbed-hosted NSPs may use testbed control networks. We
also presume that NSPs sign control plane messages under keypairs, and subscribe to a
common set of governance authorities, as described elsewhere in this dissertation. The
authorities act as trust anchors for secure prefix ownership in a common address space.
They can also bind prefixes and NSP keypairs to identities (or attributes of identities) in
the real world where required. For example, the Internet has the root authorities for RPKI
(prefix ownership) and DNSSEC (registration). We can use trust logic to provide similar

governance structures for testbed-hosted NSPs.
6.2.1 Internet Defenses for Spoofed Traffic

BCP 38 [36] mandates edge providers to configure ingress ACLs that restrict ingress traffic
from downstream networks to known or advertised prefixes. BCP 38 targeted networks close
to the edge where the list of advertised prefixes is relatively static. It presumed manual
ACLs, which are vulnerable to misconfiguration.

BCP 84 [9] introduces automated ingress filtering with Reverse Path Forwarding (RPF).
With unicast routing it is called unicast RPF (uRPF) to distinguish it from a similar
approach used in multicast protocols. With uRPF, an NSP applies ingress filtering rules
for incoming packets according to the routes that it accepts (see Chapter 2). In this way,
ingress filtering is tied to route filtering: an NSP must apply a control policy to filter its
received routes and reject non-compliant routes. If a neighbor advertises a route, an NSP
must determine if the route advertisement is legitimate before accepting it. If it accepts
(or selects) the route to a prefix P from a neighbor, then it also trusts the neighbor to
pass traffic sourced from P. Since it also directs traffic destined for P to that neighbor,
accepting the route permits the neighbor to hijack traffic destined for P as well. If an NSP
can determine which routes to accept as faithful and legitimate, then traffic hijacking is

defeated and ingress filtering of spoofed traffic with uRPF is automatic.
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But which routes are legitimate? As a starting point, a legitimate route advertisement
must be valid: it must be originated from an NSP authorized by the prefix owner (ROA)
and the propagation of the route is certified hop by hop, as required by RPKI [21] and
BGPsec [80] (see Chapter 2).

However, not all valid routes are legitimate. If a destination prefix P is reachable to an
NSP, then that NSP can export the route to a neighbor: BGPsec considers the resulting
path to P as valid. In this way, any malicious or misconfigured NSP can propagate an
illegitimate path and place itself on a feasible path to P.

Even if a route advertisement is valid according to BGPsec, there is no guarantee that
the reverse path is feasible for traffic in the reverse direction. Origin authentication and
route validation protect routes from being forged, but an NSP can still propagate a valid
route outside of its intended scope. For example, in Figure 6.1, a provider NSP A advertises
a route to an external prefix into a multihomed customer network B. A trusts B to propagate
the route to its customer networks (if any), but not to carry traffic between A and another
provider or peer. Suppose B leaks the route to another provider NSP C. If C accepts the
route, then B can hijack traffic from C to A and to spoof traffic from A to C, which it
should not be empowered to do.

A route leak is the propagation of a route to a scope that was unintended by a preceding
NSP in the path. A malicious NSP could intentionally leak routes by manipulating its
route import and export policies [40]. It could advertise a path for the source to a colluding
neighbor NSP without proper route filters to make itself on a path for uRPF. The route
leak enables it to spoof traffic from a leaked prefix or attract traffic destined for it. For
example, a multihomed network could leak the routes it learned from one provider network
to another provider. While the route is valid by BGPsec, it may not be a faithful reverse
path.

MANRS [3] also recommends uRPF for anti-spoofing. To enable global route validation
against the routing policies of NSPs in the path, the Internet Routing Registry (RADD) [72]

allows NSPs to register and store their routing objects and routing policies in a cooperatively
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maintained distributed database. RPSL [6, 56] is the policy language that allows NSPs to
specify their import routing policies and export routing polices. NSPs can pull the registry
information of other NSPs for global route validation and filtering.

However, RPSL does not support coordination between NSPs: one NSP cannot affect
how routes are propagated beyond its neighbors with its routing policies. And the registry
approach has certain limitations. In today’s RADD, the policy information is voluntary,
incomplete, generally unauthenticated, and sometimes incorrect. Secure RPSL [56] verifies
that changes to objects in the database are done by the legitimate holders of the Internet
resources mentioned in those objects. But there is no auditing or authorization for the
NSPs’ routing policies, as the business relationships and agreements between NSPs may be
confidential. While compliant to routing policies, a route can still be propagated out of the
intended scope of the preceding NSPs in the path if NSPs intentionally manipulate their

routing policies.

—— Provider to Customer

FIGURE 6.1: An example route leak: a multi-homed network B leaks the route it learned
from its provider A to another provider C.

Malicious/misconfigured NSP. Any malicious or misconfigured NSP (without proper
ingress filtering) on the route accepted for uRPF can be a vector for spoofed traffic.

Colluding attack. Proper route import and export policies (§6.2.2) of NSPs would
prevent route leaks by single point of failure. If an NSP leaks a route maliciously or by mis-
take, its neighbor would be able to detect and filter the leaked route with its import policies.

But colluding neighbors can still leak routes by hiding their real business relationship and
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specifying their import and export policies to allow such route leaks.
We need a more rigorous notion of legitimacy for routes, based on the routing policies

and relationships of the NSPs on the path.
6.2.2  Routing Policies of NSPs

We focus on what information is required for route filtering, and show how to propagate it
safely using logical trust. We show how customer networks and NSPs can expose restrictions

on what NSPs can carry their traffic and how their route advertisements propagate.
6.2.3 Limiting the Adversary: Trust Model

Eligible NSP. When an NSP determines which route to accept for uRPF based ingress
filtering, it is important that all NSPs in the route are eligible for the traffic.

We formalize the notion as follows. We say that an NSP is eligible for a prefix pair if
both the source and the destination trust the NSP to carry the traffic. Equivalently, we can
say each NSP has an eligible set of prefix pairs for which it is eligible to carry traffic.

The eligibility relation for each NSP must be a relation on prefix pairs. For example,
everyone must trust an NSP to source traffic from its customers and route traffic to its
customers, i.e., to route traffic from its own sources to any destination, or from any source
to its own destinations. But that does not imply trust in the NSP to carry traffic from any
source to any destination.

Symmetric trust. For simplicity, we initially assume that the trust relation is sym-
metric: customer networks trust the same NSPs to carry their traffic in both directions.
But it is not necessarily symmetric and we distinguish between policies for inbound and
outbound trust.

Faithful routes. A “faithful” route is also defined over prefix pairs. A faithful route
is valid and compliant to the routing policies of NSPs on the path and the routing policies
of the source and destination: all NSPs in the path are eligible for the prefix pair. A route

might be faithful for some prefix pairs, but unfaithful for others.
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The set of faithful routes is also related to the set of valley-free routes [37], but they
are not the same. Valley-free routes are not necessarily faithful and vice versa. Many
works have attempted to preclude valley routes on the implicit presumption that such
routes are illegitimate. On its face, it seems to be a reasonable presumption. However,
it has been shown that valley announcements are common and flow from the policies of
the NSPs involved [39]. The concept of valleys and valley-free routing rests on classifying
the relationships among neighboring NSPs (e.g., customer-provider). It seems that these
relationships are not absolute, but rather are relative to specific prefix pairs.

Each NSP may filter traffic arriving over unfaithful paths. Each NSP on a faithful path
is trusted by the source and destination to filter traffic in a compliant way, i.e., to forward
a packet for the prefix pair only if it arrives from an interface that is on a faithful path.
If the NSP is untrustworthy, it can be a vector for spoofed traffic for the prefix pair in its
eligible set. We cannot stop an NSP from being a vector for spoofed traffic for prefix pairs
in its eligible set: we must trust it for those prefix pairs. But we can block the NSP from

spoofing traffic for prefix pairs outside of its eligible set.
6.2.4 Logical Routing Security

We use logic to express NSP’s eligibility for prefix pairs and accommodate flexibility for
customized routing policies. Customer networks and NSPs can control how their routes are
propagated by restricting the eligibility of NSPs for their traffic with privilege delegations.

We use SAFE [22] logical trust framework to manage routing policies in a logic language
(Datalog). It signs and stores logic statements in a decentralized certificate repository, and
answers logical queries with a logic engine (Styla). SAFE simplifies the discovery and
retrieval of the logic content relevant to a trust decision with certificate linking, which is
important for efficiency for interdomain networking in the scale of Internet.

The logical trust approach is a rapid prototyping vehicle for experimental approaches
to secure routing. We can express various existing approaches precisely and rigorously in

logic, which allows to understand and compare the strength of different approaches. It
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also makes easy to explore the design space just by modifying the logic policies within the
same routing context. The logical routing policies are directly deployable with augmented
routing specifiers and rules on testbed-hosted NSPs using ExoPlex controllers (see §5.2).
Experimenting with different network policies in the testbeds helps us to understand the

strengths and limitations of different approaches in the Internet.
6.3 SAFE Customizable Internet Filtering

SCIF aims to secure routing that allows routes to be propagated to trusted NSPs and
intended scope so that NSPs can construct effective ingress filters for anti-spoofing auto-
matically based on uRPF. With uRPF, we allow only traffic for prefix pairs from interfaces
that are on the faithful routes for the accepted prefix pairs. Then we need proper spoofing
control policies to control how route advertisements are propagated and determine what
routes are faithful.

SCIF incorporates builtin secure routing policies in ExoPlex for route origin authenti-
cation and route validation that resemble RPKI and BGPsec, with additional customized
routing policies to contain the untrustworthy NSP to be eligible for only specific prefix pairs
(e.g. between its own subnets to other subnets). By limiting the eligibility set of an NSP
with customized routing policies, we contain prefix pairs that the NSP could forge traffic
for and also prevent the route from being leaked for ineligible prefix pairs.

The customer network can directly endorse NSPs for their traffic (§6.3.2). Or the
customer network delegates its routing policies to trusted parties, and the trusted parties
can redelegate the privilege to other NSPs (§6.3.3). Delegation is the process that the
delegator endorses the delegatee with privilege for objects which the delegator is privileged
for. In SAFE, the delegator signs a certificate that includes the endorsing statement and
links for credentials that prove the delegator’s privilege. Then the delegatee can prove its
privilege for the delegated objects to others by presenting the certificate.

SCIF provides a common formalism for different policies and different approaches, in-

cluding valley-free routing, RPSL and customized policies with stronger security.
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As a starting point, we consider the straw man: When advertising a route to an un-
trustworthy NSP, we can specify if the route is delegatable/propagatable. In the example
of Figure 6.1, when A advertises a route to B, it makes the route undelegatable. We can
equivalently express such policy with SCIF that the untrustworthy NSP B is only eligible
for traffic between its own prefixes and other subnets. When B leaks the route learned from
A to C, C would determine that B is not eligible for any traffic that C would forward to
B, thus not accepting or propagating the route. But this only works at the edge of the
network.

Another approach is valley-free routing. [70] proposes to label different routes following
a state transition model that changes the state of the route according to the current state
and the nature of the neighboring relationship. We can encode the labeling idea neatly
in logic, and the result excludes exactly the routes that the algorithm in this reference is
designed to exclude. However, it is vulnerable to certain scenarios of NSPs who falsify
the nature of an announcement, forcing downstream neighbors to accept a risk of spoofing.
(But this misbehavior is accountable.) [70] summarized four types of route leaks that violate
the valley-free model, when the NSP is supposed to export the route only to its customer
networks but leaks the route to its peer or provider. With SCIF we can also express valley-
free policies in that each NSP is eligible only for traffic between its customer cone and other
subnets.

SCIF captures existing approaches like RPKI/BGPsec, routing policies of NSPs and
allows for customized and more selective routing policies to reject untrusted NSPs. A
comparison of sets of accepted route advertisements by BGPsec, RPSL, MANRS and more

restrictive SCIF policies is shown in Figure 6.2.
6.3.1 Capturing RPSL with Logic

RPSL allows a network operator to express local routing policies with route filters built with
prefixes, AS sets or route sets. The declaration of AS sets and route sets can be nested,

i.e., an AS set can have another AS set as its member, and a route set can have another
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Origin
alidation

FIGURE 6.2: Accepted routes by BGPsec, RPSL, MANRS and more restrictive SCIF
policies. BGPsec accepts routes with certified ROAs (origin validation) and authenti-
cated route delegations. RPSL requires route validation with NSPs’ registered routing
policies in RADb. MANRS recommends both origin validation and route filtering with
routing policies in RPSL. In addition to BGPsec and routing policies of NSPs, the
more restrictive SCIF policies require additional path compliance checks against cus-
tomized routing policies that qualify eligible NSPs, thus accepting a strict subset of
those accepted by MANRS.

route set or AS set as its member. Those policies and objects are stored in a cooperatively
maintained distributed database (RADD) to provide a global overview of the routing policies
of the ASes. RPSL supports both IPv4 and IPv6: this chapter focuses on routing policies
for IPv4, but the ideas are applicable to IPv6 as well.

The basic forms of the import and export routing policies are “from (peer) accept
(filter)” and “to (peer) announce (filter)”. The peer can be expressed as AS number
or AS set. The filter can be expressed as AS number, AS set, route Set, explicit set of
prefixes or regular expression. Those routing policies are generally specified according to
the relationship with the neighboring AS. For example, a provider AS may accept only
routes that originate from a customer AS, while a customer AS may accept any routes from
its provider AS. We show this can be captured in logic in §6.3.1.

Routing policies in RPSL specify what routes to import and export from neighbors. We
can capture those routing policies in RPSL with logic. STRONG group service [22] supports
specification of groups of principals or objects and membership checking. STRONG groups
can also be nested, similar to AS set and route set in RPSL. Listing 6.1 shows an exemplary
import routing policy in logic that accepts a route from a neighbor AS if the neighbor AS
and the route match with an import ACL entry. Export routing policies are similar. We
ignore certain features of RPSL: route filtering by prefix length and by path patterns in

regular expressions.
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Listing 6.1: An example route import policy in SAFE logic.

accept (?Neighbor, ?Route):-
importAcl (7ASset, 7RouteSet),
membership (?ASset, ?Neighbor),
membership (?RouteSet, 7Route).

6.3.2 Customer Routing Policy

Customer networks can endorse NSPs for their traffic with customized routing policies. An
NSP is eligible for a prefix pair iff both the source and the destination trust the NSP to
carry traffic for the prefix pair (Listing 6.2). Listing 6.3 shows the template script for a

prefix owner to endorse an NSP for its traffic.

Listing 6.2: Logical policy to authorize an AS’s eligibility for a prefix pair. <: is a
builtin that asserts the prefix containment.

eligible (?NSP, 7PrefixA, 70wnerA, ?PrefixB, 70OwnerB) :-
?0wnerA: ownPrefix (?PrefixA),
?0wnerA: trust (?NSP, ?PrefixA, 7PeerPrefixA, _),
7PrefixB <: ?7PeerPrefixA,
?0wnerB: ownPrefix (?PrefixB),
?0wnerB: trust (?NSP, ?PrefixB, ?PeerPrefixB, _),
?PrefixA <: 7PeerPrefixB.

Listing 6.3: A template script for a prefix owner to delegate routing privilege to anther
principal with a link to the certificate proving that the issuer owns the IP prefix.

defcon delegatePrivilege (?NSP,?Prefix, ?PeerPrefix,
?Delegatable, 7Cert) :-
{
link ($Cert).
trust (?NSP, $Prefix, ?7PeerPrefix, 7Delegatable).
}.

The customer network may trust an NSP to carry its traffic for different reasons includ-
ing but not limited to the following ones: (1). It may trust its provider NSP to carry traffic
between its subnet and any other subnet. (2). The customer network can also base its trust
on some governance structure. For example, a customer network may trust an NSP if an
trusted authority asserts that the NSP is implementing proper route filtering and ingress
filtering and not spoofing any traffic. The customer can also specify attribute-based policies
that trust an NSP if the trusted authority endorses the NSP with certain attributes. (3).
The customer network can also base its trust on its knowledge of the network topology

and business relationships of NSPs. For example, if an NSP is near the edge, the customer
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network may trust the NSP to carry traffic between its subnet and all subnets in the NSP’s

customer cone.
6.3.3 Routing Policy Delegation

When customer networks are not able to discriminate which NSPs are trusted for which
prefix pairs—or they do not want to manage their routing policies—they can delegate their
routing policies and routing privileges to trusted NSPs (Listing 6.4). For example, the
customer network A can specify policies that their provider and core transit NSPs are
trusted to carry traffic between its subnet and all the other subnets and allows them to
delegate the routing privileges. When the core transit NSP B propagates the route to its
customer NSP C, B can specify routing policy that C is trusted to carry traffic between A
and a set of prefixes for which B will choose C as next hop. For example, if C is a customer
NSP of B, B may delegate to C to carry traffic between A’s subnet and C’s customer cone
(all subnets that C can reach via customer links). This makes C eligible only for prefix
pair between A and C’s customer cone. This limits C from placing itself on a feasible path

between A and any other destination than C and the customer networks of C.

Listing 6.4: Customer routing policy delegation: A customer network delegates their
routing policies to trusted NSPs, allowing trusted NSPs to delegate routing privileges
for more specific prefix pairs.

trust (?NSP, 7Prefix, ?PeerPrefix, ?Delegatable) :-
?Delegator: trust (?NSP, ?Prefix, ?PeerPrefix,
?Delegatable),
trust (?Delegator, ?Prefix, ?SupPeerPrefix, true),
7PeerPrefix <: 7SupPeerPrefix.

SCIF with policy delegation can provide an equivalent level of security as RPSL. And
it is as easy for NSPs to make such delegations as to specify routing policies in RPSL.
In the import policies of RPSL, an NSP specifies what routes/prefixes are accepted from
a neighbor or a group of neighbors. We can implement equivalent import policies with
SCIF that trust the neighbor to carry traffic only between the accepted prefixes and any
other prefixes. The customer network can directly specify such policies or trust the NSP to
delegate the routing privileges to the neighbor. When an NSP receives from a neighbor a

route that is rejected by RPSL, it will also reject the route with SCIF since the neighbor is
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not eligible for any traffic between the advertised prefix and any other prefix.

Note that NSPs can control how their routes are propagated by routing privilege del-
egations to their neighbors, but the trust is rooted in the owners of the source and the
destination. That is, the owners of the source and destination subnet need to delegate their
routing policies and privileges for the prefix pair to the trusted NSPs when they are not

sure if certain other NSPs can be trusted.
6.3.4 Routing Policy with Groups

Instead of exhaustively listing IP prefixes and AS numbers, we can define routing policies
with respect to groups of NSPs and groups of IP prefixes that are similar to “AS set” and
“route set” in RPSL [6]. And groups can be nested. For example, a provider NSP can
create a group for its customer subnets, and delegate the group privilege to its customers’
groups.

There are import policies in RADDb that accept only limited route sets from certain
neighbors. This indicates that the NSP will forward only traffic to those route sets via
those neighbors. Accordingly in SCIF, the NSP can delegate to those neighbors only the
routing privileges for traffic sourced from or destined to the route sets. Listing 6.5 shows the
logical policy that verifies if an NSP is trusted for a prefix pair given delegation with group.
When answering such a query, we check if the delegator is eligible to delegate the queried
prefix pair. Since Datalog doesn’t support query at set level (i.e., query if all members of
a set are members of another set), we can not determine the delegator’s eligibility for all
the delegated prefix pairs. But the policy is sound and safe to determine the delegator’s
eligibility for every queried prefix pair.

Similarly, an NSP can delegate routing policies to an NSP group. NSPs can also cre-
ate new groups to aggregate their eligibility set that are delegated from different sources.
Specifying routing policies with groups improves the scalability of SCIF. The certificates for
delegations can be linked in such a way that SAFE server can pull the needed certificates

following the links when authorizing a query. And those principals are free to optimize how
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the certificates are linked in different scenarios.

Listing 6.5: Logic rules that authorize the eligibility for a prefix pair with privilege
delegations in terms of route set. An AS is eligible for a prefix pair if the prefix pair
are members of the delegated route set, and the delegator is also eligible for the prefix
pair with delegation privilege.

trust (?NSP, 7Prefix, ?PeerPrefix, ?7Delegatable) :-
?Delegator: trust (?NSP, 7RouteSet, 7PeerRouteSet,
?Delegatable),
membership (?RouteSet, ?Prefix),
membership (?PeerRouteSet, ?PeerPrefix),
trust (?Delegator, ?Prefix, ?PeerPrefix, true).

6.3.5 FExpressing MANRS with SCIF

MANRS recommends route filtering with origin validation and RPSL, and ingress filtering
based on uRPF. This can be viewed as a special case if we specify SCIF policies as follows:
An NSP is trusted to carry traffic from a prefix if the NSP has a route to the source prefix
that is origin validated and compliant to local routing policies of all preceding NSPs.

——  Provider to Customer
FI1GURE 6.3: NSPs must prefer routes learned from customers over routes learned from
peers/providers for ingress filtering. If NSP B fails to do so, A will still be able to

spoof traffic from C to D via B, even though NSPs’ routing policies ensure valley-free
routing and A is not on a valley-free route from C to D.

The effectiveness of ingress filtering in MANRS then depends on the routing policies of
the NSPs. If the routing policies of NSPs allow only valley-free routes and NSPs always
prefer routes learned from customer NPSs over those learned from peers and provider NSPs,
any NSP that is not in a valley-free route between the source and destination is not able to
spoof traffic for the prefix pair.

The importance of preferring routes learned from customer NSPs for ingress filtering
given valley-free routing is shown in Figure 6.3. In general, if a downstream NSP accepts

one route for a prefix that contains an upstream NSP, it is important that all routes that
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the upstream NSP accepts for the prefix are also compliant to the routing policies of the
downstream NSP. Otherwise, NSPs in any route that is accepted by an upstream NSP
but not by the downstream NSP would be able to inject spoofed traffic sourced from the

advertised prefix via the upstream NSP.
6.3.6  Improving MANRS

To improve the anti-spoofing security provided by MANRS, we recommend more secure
and strict route filtering measures as follows.

First, use BGPsec instead of origin validation to validate a route.

Second, introduce trust and authorization for routing policies of NSPs and the mem-
bership of AS sets (customer cones) and route sets. It requires honest and authorized
local routing policies and set membership to prevent route leaks. QRATOR Lab [71] re-
ported an route leak event on August 24, 2020 that the receiving NSP is unable to filter
the leaked routes with AS-set based filter because of misconfigured AS set by the leaker
NSP. To authorize routing policies and set membership in a multidomain environment, it
is important to root the trust in some governance that all parties agree on instead of the
maintainers/owners of the NSPs.

Third, prefer uRPF strict mode over feasible mode when possible. As in the example
of Figure 6.3, a route that is accepted by an upstream NSP is not necessarily accepted by
downstream NSPs. NSPs in the routes that are not accepted by downstream NSPs may
inject spoofed traffic via an NSP in the accepted route if the NSP implements uRPF in
feasible mode.

Last, given unauthorized routing policies in RADDb, it is possible to prevent certain route
leaks from colluding neighbors in some scenarios by validating the reverse path with those
routing policies. When receiving a route from a neighbor, the NSP checks if any route that
is exported by itself to the neighbor can be propagated to the source subnet. For example,
consider in Figure 6.1 that B and C collude to leak routes learned from A. A will block

routes from B for other prefixes than those directly owned by B with proper route filters.
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Thus another NSP D who receives the leaked route from C, would be able to determine

that the route is leaked if all routes that D exported to C are denied by A.
6.3.7 Route Propagation and Ingress Filtering

As in [92], when receiving a route advertisement, the NSP would compute for all prefix pairs
that this route advertisement is compliant. If the route is faithful for some prefix pairs that
the NSP would choose for the traffic, the NSP can install acceptlisted ingress filtering rules
and propagate the route to trusted neighbors. And an NSP will not propagate the route is
it is not using the route for any traffic.

Combining SCIF and ingress filtering between ASes, we can limit NSPs from spoofing
traffic if they are not on a faithful route for the prefix pair. Our approach works in the
control plane and requires neither packet verification in the dataplane nor upgrades to
routers.

Figure 6.4 shows an exemplary NSP topology with routing privilege delegations in terms
of groups. Figure 6.4a shows the NSP topology with customer-provider and peering relation-
ships. The customer NSPs delegates the privilege for prefix pairs between their customer
cones to all other prefixes to their provider NSPs. The NSP delegates to the peer NSP the
privilege for prefix pairs between its customer cone and the peer’s customer cone. They also
create groups for their customer subnets. NSP b also issues a new certificate that aggregates
the links for certificates issued by its customers. With those delegations in Figure 6.4b, NSP
b is eligible for prefix pairs between its customer subnets and the prefix pairs between its
customer subnets and NSP €’s customer subnets. NSP e is eligible for prefix pairs between
its customer subnets and b’s customer subnets.

In this example, NSP b is not able to leak the route from NSP e via NSP a. When
the Exoplex controller of NSP a receives the route from NSP & for the customer cone of
NSP e, it will authorize eligibility set of NSP b with SAFE logic engine. NSP a will not
propagate the route because NSP b is not eligible for traffic between the customer cone of

NSP e and any other networks than the customer cone of NSP b. Accordingly, NSP a will
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D Eligible prefix pair O NSP

Peering —— Provider to customer

<1.1.1.0/24, 1.2.2.0i24>
<1.1.2.0/24, 1.2.2.0i24>

3

1.1.1.0/124 1.1.2.0/24 1.2.2.0/124

(a) Topology.

<1.1.1.0/24, 1.2.2.0/24>

{ <1.1.1.0/24, 1.1.2.0/24>
<1.1.2.0/24, 1.2.2.0/24>

e: createGroup(rste-cust)

B (AT IELE e AT, LR e: groupMember(iis-e-cust, 2.2.2.0/24)

b: groupMember(rs-b-cust, 1.1.2.0/24)

b: createGroup(rs-h-cust) ’

(b) Linked SAFE certificates.
FIGURE 6.4: An exemplary customized routing policy with privilege delegation: cus-
tomer networks ¢, d and ftrust their provider NSPs to delegate their routing privileges.
NSP b and e create groups for their customer subnets. NSP b and e peer with each

other and delegate routing privileges for prefix pairs between their customer subnets
to each other.

not accept any traffic from NSP b that is not in the eligibility set of NSP 6. Thus NSP b is
limited from spoofing traffic from NSP e’s customer subnets to any other destinations than

its customer subnets.
6.4 Experiments

We want to evaluate the performance of logical trust for SCIF with delegations in Internet
scale. How NSPs delegate routing privileges for their neighbors depends on their relation-

ships in similar way to their routing policies in RPSL. RPSL allows NSPs to express their
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local routing policies with route sets and AS sets. We would also define nested NSP groups
and prefix groups similarly when specifying and delegating routing policies.

The performance of logical trust for SCIF with delegations are related with how NSP
groups and prefix groups are specified, including their sizes and the depths of nested groups.
While the performance of logical trust for SCIF depends on the complexity of policies, we can
estimate the cost by implementing those routing policies in RPSL from RADb with SAFE
logical trust and evaluating the performance of logical trust for NSPs’ routing policies.

We downloaded the dateset from RADDb, with about 60K ASes, 1.5M prefixes, 25K
AS sets and 6.5K route sets maintained by 26 K maintainers. We assign key pairs to AS
owners and maintainers for AS sets and route sets, and synthesize trust roots for prefix
allocations. As the propagation of route advertisements for different prefixes are indepen-
dent, we randomly sampled 800 prefixes and propagate the route advertisements for them
through the whole AS network when allowed by the import and export policies of ASes. In
the experiment, we prefer the shortest path.

We run a SAFE instance on a 48-core KVM (Intel Xeon CPU E5-2670 v3 @ 2.30GHz
) with 126 GB of RAM and 10 Gb/s Ethernet. We evaluate the authorization throughput
for import and export queries on cached contexts (fetched and validated logic statements).

After the routing table became stable, the average length of paths was about 4.7. About
470 routes (prefixes) reached more than 39K ASes (42K ASes on average) and about 290
routes reached less than 10 ASes. The missing export or import policies is the main cause
for limited propagation of those routes. The average authorization throughput for import
queries is about 4.75K ops/s (operations per second), and the average throughput for export
queries is about 4.68K ops/s. The result shows that logical authorizations for routing
policies of NSPs are fast given the use of groups in the Internet scale. It also indicates that

logical trust for SCIF with delegations will be fast enough to be deployed in practice.
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7

Discussion

7.1 Datalog for Network Policies

Datalog is a powerful language for trust management in networking. With extensions, we
can support such basic functions that are needed for network policies as IP prefix range
checks. However, it is not a universal solution for network policy management for all
purposes. There are still limitations with Datalog that makes it less powerful or unsuitable
for some applications.

e Quantitative resource management. We can use Datalog to certify resource al-
locations. But in nature, Datalog alone is not suitable for quantitative resource allo-
cation problems that require numerical computations. We cannot compute solutions
for resource allocations given the resource availability and demands with Datalog.
Constraint logic programming as used in (for example) Anzere [74] is more powerful
in such applications.

e Reasoning at set level. With Datalog, we can define nested sets/groups and reason
if an element is a member of a group. However, Datalog doesn’t support reasoning
at set level. For example, we cannot reason if a set is a subset of another set. In

resource or privilege delegation over sets of objects, we can determine if the ownership
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of each object is valid with membership queries. But we cannot directly reason if the
delegation of sets of objects is legal (i.e. the delegator has the privilege over all objects
in the delegated set). We can use description logic for such applications.

e Regular expressions. Some policy management system uses regular expressions
in the policies, including Merlin [78] and RPSL [6]. They use regular expressions
(regex) to express such constraints as sequences of network functions or sequences
of NSPs in the path. We can add built-in to support for naive matching with regex
when it requires no logic reasoning to determine if each element in the queried list
matches with the pattern in the regex. For example, we can determine if the path
“(AS0, AS1, AS2)” matches with the regex “AS0.* AS2”, but not with “tag0.*tag2”
which requires further logic inference to determine if the queried AS has certain
attributes required in the regex. And we may use Datalog to specify policies that
serve similar purposes as the regex. But in general, we cannot do regex matching

that requires logic reasoning in Datalog.
7.2 Compensations and Motivations for NSPs

It needs motivations and incentives for the NSPs to enforce the customer routing policies
as it requires effort and more hardware resources (e.g., more flow entries). The customer
networks can pay to those NSPs for enforcement of their custom routing policies in a similar
way as they pay for the transit service. We leave the business model for custom routing
policies as future work.

Enabling customers to select NSPs for their traffic with customized policies will motivate
the competition between NSPs. By decoupling infrastructure provider and network service
provider, there will be various NSPs providing various network services for customers to
choose from. This follows the “design for choice” principle and will ease the tussle in the

Internet [28].
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7.3 Intradomain Traffic Engineering for NSPs

NTaaS testbeds allow tenants to provision virtual service networks and manage the virtual
service networks elastically when demands or available resources change. Different from
existing approaches [52, 79, 87, 43, 49, 57, 44] that optimize the intradomain traffic engi-
neering to meet the demands given existing infrastructures, virtual NSPs on testbeds allow
operators to provision network resources and optimize the traffic engineering dynamically
and jointly.

How to optimize the resource provision and intradomain traffic engineering to meet
tenant demands with service level objectives about bandwidth, latency, loss, availability
and network functions while minimizing the cost for network resources is challenging. We

leave this problem for future work.
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8

Conclusion

In this dissertation, we aimed to enable programmable, elastic , flexible and secure mul-
tidomain networking over programmable network infrastructures, following the pluralist
philosophy. We propose ExoPlex controller framework for deploying elastic virtual NSPs in
network testbeds, with a focus on managing the security of multidomain networking with
logical trust.

SAFE logical trust framework addresses the challenges in managing identity, resource
access, naming, and network policies for multidomain networking. The Datalog logic lan-
guage is declarative, rigorous, flexible and comprehensive to define network policies. We
present off-the-shelf logic templates for some common services like group services and re-
source delegations. We also survey current approaches for Internet security like RPKI,
BGPsec and MANRS with logic. We evaluate the performance of logical trust for differ-
ent applications and showed that logical trust is fast enough and applicable. In practice,
proper context pruning and indexing in the inference procedure can improve the inference
performance greatly, which we should take into consideration when writing logic rules and
designing the certificate linking structure.

The logical trust framework accommodates flexibility for customized and innovative net-
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work policies. The logical peering model with exemplary path control policies demonstrates
the potential for automatic and programmatic policy-based interdomain networking. We
also address the deployment of such customized network policies in NSPs with ExoPlex.
ExoPlex has the inference procedure to enforce such path control policies of both the source
and destination that the traffic between their subnets passes through only paths that are
compliant to the policies. ExoPlex can be the basis for a “testbed for trust” for inter-
domain networks that are constructed on the fly and span multiple slices, testbeds, and
campuses. NSP owners and customers may experiment with policy for peering, routing,
path control, and governance by specifying custom policies in logic, without changing the
ExoPlex code. In particular, the trust plane supports customer policies for permissioning
the NSPs themselves, so that customer traffic does not pass through untrusted NSPs (path
control). A secure foundation with at least these features is a necessary prerequisite for safe
testbed opt-in by real customer traffic—an important aspirational goal.

We survey prior work in route filtering and anti-spoofing and propose SCIF for more
secure routing and ingress filtering. We compare the strength of different approaches within
the same logical context, which gives us a better understanding of them and directions for
improving them. SCIF allows customer networks and NSPs to jointly control the propaga-
tion of route advertisements with customized routing policies. By propagating routes only
to the intended scope and trusted NSPs, we prevent ineligible NSPs that are not trusted by

the source or the destination network from being able to spoof traffic for the prefix pair.
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