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Abstract

This thesis covers four contributions at the intersection of differential privacy
and Bayesian methods. The first contribution is a Bayesian method for assessing
statistical disclosure risks for count data released under zero-concentrated differ-
ential privacy in settings with a hierarchical structure. The second contribution
is a framework for setting the privacy budget for differential privacy based on
relationships between differential privacy and Bayesian posterior probabilities of
disclosure. The third contribution is an examination of prior selection for Bayesian
inference using statistics released under differential privacy. The fourth contri-
bution is a series of results relating differential privacy to disclosure risk criteria,
such as bounds on an adversary’s posterior probability, posterior-to-prior ratio, and

posterior-to-prior difference

iv



Contents

ADSEract . . . . . . e e e e e e e e e e e e e iv
Listof Tables . . . . . . . . . . e e e e e X
Listof Figures . . . . . . . . . . o e e e e e e xi
Acknowledgements . . . . . . . . . .. e e e Xiv
1 Introduction. . . . . . . . . . . e e e e e 1

2 Assessing Statistical Disclosure Risk for Differentially Private Hierarchical

Count Data With Application to the 2020 U.S. Decennial Census . . . . . . 3
2.1 Introduction . . . . . . . . . . . .. e 3
2.2 Background . ... ... ... ... 4
2.2.1 Differential Privacy . . . . . . . . . . ... 5
2.2.2 Statistical Disclosure Risk . . . . ... ... ... ... .... 7
2.2.3 DPin the 2020 Census Data Products . . . . . .. ... .. .. 8
2.3 Methods for Assessing Disclosure Risks . . . . .. ... ... ..... 10
2.3.1 Setting Without Hierarchical Information . . ... ... ... 10
2.3.2 Incorporating Hierarchical Information . . . . ... ... ... 13
2.4 Empirical Applications with 1940 CensusData . . . . . .. ... ... 15
24.1 Thel1940Census . . . . . . v v v v v i v it e e e e 15
2.4.2 Setting Without Hierarchical Information . . ... ... ... 16
2.4.3 Incorporating Hierarchical Information . . . . ... ... ... 21
2.5 Conclusion . ... ... ... e 27
2.6 Other Attacks . . . . . . . . . . . . e 29
2.6.1 Non-unique Individuals . . ... ... ... .......... 30
2.6.2 EquivalentAttacks . .. ... ... ... ... ... ... 30



2.6.3 Adversaries with Additional Information . . ... .. ... .. 31

2.7 Sums of Discrete Gaussian Random Variables . . ... ... ... .. 33
2.8 Full Conditionals for Gibbs Sampler . . . . . ... ... ... ..... 34
2.9 Prior Sensitivity . . . . . . . . ..o e 37
2.10 Compositionof Risk . . . . .. ... ... ... ... . .o 40
2.11 The Effect of Post-Processing . . . . . . . . . . .. ... ... 42
Prior-itizing Privacy: A Bayesian Approach to Setting the Privacy Budget
in Differential Privacy . . . . . . . . . . . .. ... 47
3.1 Introduction. . . . . . . . . . . . e 47
3.2 Background and Motivation . . . .. ... ... ... ... 49
3.2.1 Differential Privacy . . . . . .. .. ... ... ... .. .... 50
3.2.2 Bayesian Measures of Disclosure Risk . . . . . ... ... ... 51
3.2.3 RiskProfiles. . . . . ... ... ... 53
3.3 Theoretical Results . . . . .. .. ... ... ... .. ... ... 54
3.4 Using Posterior-to-prior Risks for Settinge . . .. ... ... ..... 57
3.5 Managing the Trade-off in Privacy and Utility . . ... ... ... .. 63
3.6 RelationshiptoPriorWork . . . . .. ... ... ... ... .. .... 66
3.7 COMMENIATY . .« v v v v v v e e e e e e e e e e e e e e e e e e 68
3.8 ReferenceTables . ... ... ... ... . ... ..., 69
3.8.1 Notation Summary . . . . . . . .. ... 69
3.8.2 Closed Formsfore ... .. ... ... ... .. ........ 70
3.9 AdditionalResults . . . . ... ... ... ... .. 70
3.9.1 OmittedResults . . . . ... ... ... ... ... . ...... 70
3.9.2 Additional Closed Forms . . . . . ... ... ... ....... 73
3.10 Additional Examples . . . . . .. .. .. ... ... o e 74
3.10.1 Additional Figure for Example 1. . . . . ... ... ... ... 75

vi



3.10.2 Extended Example 2 . . . . .. ... ... L. 75
3.10.3 Two-dimensional Example . . . . . ... ... ... ...... 78
3.11 Additional Discussion of PriorWork . . . . . ... ... ... ..... 79
3.11.1 “How Much is Enough? Choosing ¢ for Differential Privacy” . 79

3.11.2 “Differential Privacy: A Primer for a Non-Technical Audience” 82

312 Proofs . . ... e e e e e e e e 83
Bayesian Inference Under Differential Privacy With Bounded Data . . . . . 108
4.1 Introduction. . . . . . . . . . . . i i e e 108
4.2 Background and Setting . . . ... ... ... o 111
4.2.1 Differential Privacy . . . . . . . . . . ... ... ... ... 111
4.2.2 The Univariate Gaussian Setting . . . . ... ... ...... 111
4.2.3 Bayesian Inference for the Setting of Chapter 4.2.2 Disre-
garding the Constraints . . . . ... ... ... ........ 113
4.3 Enforcing ConstraintS. . . . . . . . . v v v vt v e e e 114
4.3.1 Constraints for the Gaussian Setting . . ... ... ...... 115
4.3.2 Example: The Blood Lead Dataset. . . . ... ... ...... 116
4.4 Default Prior Choices . . . . . ... ... . ... ... .. . ..., 119
4.4.1 Default Priors for the Gaussian Setting . . . . ... ...... 119
4.4.2 Default Priors for Example 4. . . . . .. ... ... ...... 122
4.5 Regression Application . . . . . .. ... ... Lo, 125
4.6 DiSCUSSION . . . . . . v i i e e e e e e e 127
4.7 Re-ScalingtheData. . ... .. ... .. ... ... ... ..... 129
4.8 The Truncated Gamma Mixture Distribution . . . .. ... ... ... 131
4.9 Algorithm and Full Conditionals . . . . . .. ... ... ........ 134
4.9.1 Forms of the Full Conditionals . . . . .. ... ......... 136
4.9.2 Derivation of Full Conditionals for the Gibbs Sampler . . . . . 138

vii



4.10 Constraints for the Univariate Gaussian Setting . . . . ... ... .. 141

4.11 Determining Whether the Posterior Distribution Is Proper. . . . . . . 143
4.12 Nonprivate Laplace-Uniform Posterior Distribution . . ... ... .. 149
4.13 Additional Simulation Studies . . . . . .. ... ... .. ....... 149
4.14 Constraints Comparison . . . . . . . v v v v v v vt vt 150
4.14.1 Enforcing Constraints on the Likelihood . .. ... ... ... 151
4.14.2 Comparing the Constrained Posterior Distributions . . . . . . 153
4.14.3 Coverage and Error Comparison . . . . ... ... ...... 156
4.15 Constraints in Simple Linear Regression . . . . .. ... ... .. .. 158
4.16 Compute Details . . . . . ... .. ... ... . 159
Interpreting Differential Privacy in Terms of Disclosure Risk . . . . .. .. 161
5.1 Introduction. . . . . . . . . . . . . e 161
5.2 Background and Related Work . . . . . ... ... ... ........ 164
5.2.1 Differential Privacy . . . . . . ... ... ... . 164
5.2.2 Bayesian Semantics of Differential Privacy . . . . .. ... .. 166
5.3 Theoretical Results . . . . . ... ... ... ... ... . ... 168
5.3.1 The Membership Inference Attack Setting . .. ... ... .. 168
5.3.2 Results for ProbabilisticDP . . .. ... ... ......... 169
5.3.3 ResultsforPureDP . . ... ... ... ... ... ...... 172
5.3.4 Results for Approximate DP . . . . ... ... ......... 173
5.4 Applications . . . . . . ... 176
5.4.1 UnderstandingDP . . . . ... ... ... ... ... .. ... 176
5.4.2 Examining DP Composition . . . ... .. ... ........ 179
5.4.3 Setting Privacy Parameters. . . . . . .. .. ... ... .. .. 182
5.4.4 Worst-case Adversary Prior Probabilities . . . ... ... ... 184

viii



5.6.7

5.6.8

5.6.9
6 Conclusion
Bibliography
Biography . .

OVervIiew . . . . . . i i e e e e e 188
Future Work . . . . ... ... . ... ... ... ... ... 189
................................... 190
Proof of Theorem27 . . . . .. . ... ... ... ....... 190
Proof of Theorem 28 . . . . . .. ... ... ... ....... 191
Proof of Theorem29 . . . . . ... ... ... ... ...... 193
Proofof Lemma30 . ... ... .. ... ............ 195
Proof of Theorem31 . . . . .. ... ... ... .. ...... 196
Example Mechanism with Bounded Posterior-to-Prior Differ-
ence That Does Not SatisfyPDP . . . . . . ... ........ 200
Proofs of Corollaries 32-34 . . . ... ... ... ....... 201
Proof of Theorem35 . . . . ... ... ... ... ....... 202
Proof of Corollaries 36-38 . . . . ... ... ... ....... 204
................................... 207
.................................... 209
.................................... 222

ix



List of Tables

2.1
2.2
2.3

2.4

2.5

2.6

2.7

2.8

3.1

3.2
3.3
3.4
3.5

PL 94-171 tables for 2020 decennial census data. . . ... ... ...
Allocations of p in the 2020 decennial census . . . . ... ... ...

Histogram for the GVHR query for enumeration district 28-21 from
the 1940 decennial census. . . . . .. ... ... ... ... .....

The probability mass, posterior probability the adversary makes the
correct decision, and disclosure risk for several values of z . . . . .

The marginal posterior probability that the adversary makes the cor-
rect decision and the implied risk for each prior probability . . . . . .

One sample of possible D = {zF, 25, y{} with p; and p, from the
Census application. . . . . . . . . . .. . ... ...

Adversary’s posterior distribution for X; given D from Table 2.6,
p=1/2,and 10* MCMC draws. . . . ... .. ... ... ...

Adversary’s empirical posterior distribution for X, given the data in
Table 2.6, p = 1/2, and 10* MCMC draws. . . ... ..........

The ¢ recommended by our framework for three risk profiles of the
formin (3.17) . . . . . . e e

Summary of notation. . . . . ... ... ...
Summary of definitions. . . . ... ... ... ... ... .. ...,
Closed forms for ¢ for various 7*(p;, ¢;). . . . . . . . . . ...

The ¢ recommended by our framework for each of the three risk
profilesin Figure 3.4 . . . . . . . . .. ... oo



List of Figures

2.1 The posterior probability that the adversary makes the correct deci-
sion and the implied disclosure risk as a functionof X . . . . . . ..

2.2 The marginal posterior probability that the adversary makes the cor-
rect decision and the implied disclosure risk as a function of p;

2.3 The probability that the adversary makes the correct decision under
aO-1llossasafunctionof p;. . ... ... ... ... .........

2.4 The adversary’s decision under 0-1 loss for each combination of z7,
* *
zh,and yi .. L e

2.5 The proportion of times the adversary correctly concludes that x; =
l,asafunctionof 2o . . . . . . . . . ..

2.6 The proportion of the time the adversary correctly concludes that
x; = 1, as a function of p, for a few selected z, . . ... ... .. ..

2.7 Posterior probability the adversary makes the correct decision as a
function of the number of levels the target is known to be unique . .

2.8 The variance of Z; as a function of the scale parameter of the discrete
Gaussian . . . . . ... e e

2.9 Comparison of the probability mass function of DG(0,n/(2p)) and
the probability mass functionof >, | Z; . ... ... ... ... ...

2.10 Adversary’s decision under 0-1 loss for each combination of =7, =3,
and y; under two prior choices . . .. ... ... ... .. .. ... .

2.11 Adversary’s decision under 0-1 loss for each combination of =z}, z3,
and y; under two additional prior choices . . . ... ... ... ...

2.12 The marginal disclosure risk from as a function of Z, when p; ~
0.099 and the marginal disclosure risk as a functionof p; . . . . . ..

3.1 The risk profiles of two hypothetical agencies and their implied point-
wise maximal allowablees . . . . ... ... ... ... ... ...

3.2 The probability the mechanism changes the outcome, the RMSE:s,
and theimpliede . . . . . .. .. ... L

xi



3.3 The risk profiles for three agencies with risk profile given by (3.33) .
3.4 The risk profiles for three agencies with risk profile given by (3.34) .

3.5 The r*(p;,q;) from (3.35) and the implied ¢;(p;, ¢;) as a function of
Di and 1

4.1 Joint posterior distribution for (4, 0?) in Example 4 . . . .. ... ..

4.2 The average length and coverage rate of 95% HPD intervals for p
fordifferentn . . . . . ...

4.3 The joint posterior distribution for (u, 0%) in Example 4 under a uni-
formprior . . . . ..

4.4 Posterior predictive distribution of a new observation for the poste-
rior draws from Example 4 and prior p(u,0%)ocl . . . . ... ... ..

4.5 Posterior draws from the linear regression method of Bernstein and
Sheldon (2019) . . . . . . . . e

4.6 Comparison of the probability density functions of TGM(a = 2, 5
2 =1L r7=1)and Gam(a =2,=2) .. ... ... ...

4.7 A graphical model representing the structure of the univariate Gaus-
SIAN SEtting. . . . . . ¢ v i e e e e e e e e e e e e e e

4.8 RMSE for estimating p with the posterior mode for different sample
sizes for the simulation in Chapter4.4 . . . .. ... ... ......

4.9 Average 95% HPD interval length, RMSE, and empirical coverage
rate of 95% HPD intervals for y for different sample sizes. . . . . . .

4.10 The joint posterior distribution for (x, ¢?) under a uniform prior for
datawithrange 1 . . . . . . . . . . . . e

4.11 The joint posterior distribution for (yu, c?) under a uniform prior for
datawithrange 25 . . . . . . . . . . . .

4.12 Comparison of interval length, RMSE, and empirical coverage be-
tween the statistic and likelihood constraints . . . . . . ... ... ..

5.1 Conversion from (¢ = 1,6 = 107%)-DP to (¢/,¢')-PDP . . . . . .. ...
5.2 The composition of k pure DP mechanisms . . . . . ... .......

5.3 Posterior upper bound as a function of k£ for the composition of &
pure DPmechanisms . . . . ... ... ... ... .. .. ... ...,

xii

76
77



5.4

5.5

5.6

5.7

The posterior upper bound of an adversary with prior probability
p; = 0.5 as a function of the number of releases . . . ... ... ...

The maximum posterior-to-prior difference over all prior probabili-
ties p; as a function of the number of releases . . . . ... ... ...

Worst-case bounds an adversary’s posterior-to-prior ratio for approx-
imate DPasafunctionofp; . . ... ... ... ... .........

Worst-case bounds an adversary’s posterior-to-prior difference for
approximate DP as a functionofp; . ... ... ... ... .. ....

xiii



Acknowledgements

First and foremost, I want to thank my advisor, Jerry Reiter, for being the best,
most supportive mentor I could have asked for. Jerry taught me so much about
how to approach research questions, write high-quality manuscripts, respond to
peer reviews, create informative presentations, and (perhaps most impactfully)
the art of cutting down LaTeX papers to meet page limits. I am forever grateful for
all of his efforts over the past four years.

I want to thank my other committee members—Beka Steorts, Simon Mak, and
Joe Hotz—for their helpful feedback and time throughout my Ph.D. Additionally;,
I want to thank Adam Groce and Andrew Bray, who led the Summer research
projects I conducted as an undergraduate, which were my gateway to both the
world of research and the world of differential privacy. A big shoutout as well to
Kaiyan and Simon, with whom I collaborated with on those projects. I would also
like to highlight my collaborators from my internship at TikTok—Sagar Sharma,
Bo Jiang, Wanrong Zhang, and Qiang Yan—with whom I conducted the research
project that appears in Chapter 5 of this thesis.

I would like to acknowledge grant SES-2217456 from the National Science
Foundation, which has funded all the research presented in this thesis. I also want
to thank the NSF, Sloan Foundation, Duke Graduate School, and NeurIPS for each
funding some of my conference travel.

I want to thank all the amazing Ph.D. students at Duke, who have made my
experience the past five years so incredible. To Emily (and Waffles), thank you
for all your support, for the many, many extensive discussions of statistics, and for

listening to all my presentations so, so, so many times. To the super cluster—Emily;

Xiv



Rick, Alex, Jennifer, and Andrea—I will always remember our Zoom office as we
fought through the first-year courses together during the pandemic. And to my
office mates this year—Kat, Riccardo, Gwen, Rick, and Jennifer—thank you for all
the fun conversations every day.

Last, but certainly not least, I want to thank my family: my parents, brother,
grandma, aunts, and everyone else who supported and encouraged my desire to
go for a Ph.D. over the years. I would never have gotten to this point without all

of you!



1

Introduction

As large datasets become increasingly plentiful, the potential for privacy issues
becomes more of a concern for data curators. Differential privacy (DP) and its
variants have recently emerged as gold standards for privacy protection, wherein
mechanisms that satisfy these definitions attain formal privacy guarantees. But the
use of mechanisms satisfying DP can lead to challenges for the various stakeholders
of a data release. For example, data curators may find selection of appropriate pri-
vacy parameters for a given DP release unintuitive, analysts using released DP data
may find accounting for the additional noise due to DP nontrivial, and individuals
contributing their sensitive information may find understanding the privacy guar-
antee imparted by a DP mechanism difficult. Additionally, since the DP guarantee
represents a worst-case bound on the disclosure risk, it can be hard to determine
the risk from a realistic adversary. This thesis leverages Bayesian methods to ex-
plore solutions to each of these challenges.

In Chapter 2, we propose Bayesian methods to assess statistical disclosure risks
for count data released under zero-concentrated differential privacy, focusing on
settings with a hierarchical structure. We discuss applications of these risk assess-
ment methods to differentially private data releases from the 2020 U.S. decennial
census and perform empirical studies using public individual-level data from the

1940 U.S. decennial census. Here, we examine how the data holder’s choice of



privacy parameters affects disclosure risks and quantify the increases in risk when
an adversary incorporates substantial amounts of hierarchical information.

In Chapter 3, we provide a framework for setting e—the parameter that con-
trols the trade-off between privacy and accuracy for DP—based on its relationship
with Bayesian posterior probabilities of disclosure. We suggest that the agency re-
sponsible for the data release decides how much posterior risk it is willing to accept
at various levels of prior risk, which we demonstrate implies a unique ¢. Agencies
can evaluate different risk profiles to determine one that leads to an acceptable
trade-off in risk and utility. The framework applies to any differentially private
mechanism and requires milder assumptions than the existing literature.

In Chapter 4, we explore the selection of prior distributions for Bayesian in-
ference procedures in settings where the underlying data is bounded. Through
demonstrations with Gaussian models, we illustrate the need for caution when set-
ting an informative prior distribution and provide theoretical and empirical results
regarding what classes of default priors produce valid inference. We also show
that the performance of inference procedures can be improved by incorporating
boundedness assumptions into the specification of prior distributions.

In Chapter 5, we demonstrate a series of results relating DP to disclosure risk
criteria, such as bounds on an adversary’s posterior probability, posterior-to-prior
ratio, and posterior-to-prior difference. We suggest how experts and non-experts
can use these results to understand and explain the DP guarantee, interpret DP
composition theorems, and identify worst-case adversary prior probabilities. We
also demonstrate how these results can be used to extend the framework developed
in Chapter 3.

Each chapter is presented as a self-contained paper. All necessary background

is included within the chapter itself.



2

Assessing Statistical Disclosure Risk for
Differentially Private Hierarchical Count Data
With Application to the 2020 U.S. Decennial

Census

This chapter is a reproduction of Kazan and Reiter (2025), which was published
in Volume 35 of Statistica Sinica. The application to the 2020 U.S. decennial census
is based on the U.S. Census Bureau’s plans for data releases as of January 2023.
Notably, the Census Bureau subsequently released the private statistics prior to the

post-processing step of the Top-Down Algorithm.
2.1 Introduction

To protect individual respondents’ privacy in the 2020 decennial census pub-
lic release data products, the U.S. Census Bureau applies a variant of differential
privacy (Abowd et al., 2022). The Census Bureau decided to use a differentially
private method, which they call the TopDown algorithm (TDA), because they de-
termined that the risks of re-identifications when using methods employed in previ-
ous censuses, namely data swapping, are too great (Abowd, 2018). However, some
stakeholders have questioned whether or not differential privacy is necessary, for
example, Ruggles et al. (2019) and Kenny et al. (2021). This has led to calls from

outside groups, such as JASON (2022), for the Census Bureau to evaluate the dis-



closure risks of the TDA. Such risk evaluations are particularly prudent because the
Census Bureau quotes an ¢ = 17.91 to generate the perturbed counts. This exceeds
the recommendations of Dwork (2008), who suggests ¢ < In(3) ~ 1.10 for typical
applications, and is also likely outside the range of reasonable ¢ suggested by Lee
and Clifton (2011).

In this chapter, we present and illustrate methods for evaluating statistical dis-
closure risks for differentially private count data nested in hierarchies. The core
idea is to compute Bayesian posterior probabilities of disclosure, given the released
counts and assumptions about adversaries’ knowledge. We do so for counts gener-
ated using the differentially private mechanisms employed in the 2020 decennial
census products, except that, unlike the TDA, we do not require released counts to
be non-negative or to sum consistently across geographical hierarchies; we provide
rationales for this choice in Chapter 2.2.3.

The remainder of this chapter is organized as follows. In Chapter 2.2, we
present relevant background on differential privacy, statistical disclosure risks, and
the 2020 decennial census application. In Chapter 2.3, we describe the Bayesian
methods for assessing disclosure risks, distinguishing between settings with and
without hierarchical information. In Chapter 2.4, we apply these methods to data
from the 1940 decennial census using a mechanism that satisfies zero-concentrated
differential privacy (Bun & Steinke, 2016), showing how the disclosure risks vary
as a function of the privacy parameters and released counts. Finally, in Chapter 2.5,
we conclude the paper. Chapters 2.6-2.11 contain the material in the appendix of

the published version.

2.2 Background

We now review background material relevant to our methods, beginning with

the privacy definitions that we reference throughout.



2.2.1 Differential Privacy

A mechanism M(-) for releasing statistics satisfies differential privacy (hence-
forth, DP) if for any two data sets D and D’ that differ in only one row, M (D) and
M(D') are “similar.” How similar M (D) and M (D’) must be is determined by two
privacy parameters, namely, ¢ € (0,0) and ¢ € [0,1). This idea is formalized as

follows, drawing from Dwork, McSherry, et al. (2006).

Definition 1 (Differential Privacy). A mechanism M satisfies (¢, §)-DP if for input
data sets D, D' that differ in only one row and S < Range(M), P[M(D) € S] <
eP[M(D') € S] + 4.

When § = 0, the guarantee is referred to as pure DP, and when § > 0, the guar-
antee is referred to as approximate DP. For approximate DP, typical values of § in
practice are extremely small; for example, the Census Bureau uses § = 107'° in
their application.

With small ¢ (and §), DP provides a formal guarantee that any one person’s
participation in D does not affect the results sufficiently for an adversary to detect
that the person in question participated. In effect, this protects against an adversary
who possesses information about all but one individual in D.

Mechanisms that satisfy DP can have undesirably long tails. Because of this
drawback, the Census Bureau uses a variant of DP, called zero-concentrated differ-
ential privacy (henceforth, zCDP). The following definition draws from Bun and

Steinke (2016).

Definition 2 (Zero-Concentrated Differential Privacy). A mechanism M satisfies

p-2CDP if for inputs D, D' that differ in only one row and all « € (1, o),

Do(M(D) || M(D")) < pa, 2.1



where D,(M(D) | M(D")) is the a-Rényi divergence between the distributions of
M(D) and M(D").

Note that zCDP allows for mechanisms in which randomness is added using a
Gaussian distribution, which is not possible under pure DP and has undesirable
properties under approximate DP (Bun & Steinke, 2016).

Because DP is a stronger criterion than zCDP, any mechanism that satisfies pure
DP also satisfies zCDP (see Proposition 1.4 in Bun and Steinke (2016)). Converting
from zCDP to DP is less straightforward; there is no guarantee that a mechanism
satisfying zCDP will satisfy pure DP. Instead, for any § > 0, one can convert from
zCDP to approximate DP, using the following theorem (Proposition 1.3 in Bun and

Steinke (2016)).

Theorem 1. If M satisfies p-zCDP, then for any § > 0, M satisfies (¢,0)-DP for
e =p+24/plog(1/d).

The Census Bureau uses Theorem 1 to report the guarantees of their mechanisms
in terms of approximate DP.

Finally, we define a mechanism for releasing integer-valued statistics under
zCDP. Because the mechanism involves adding noise from a discrete Gaussian
distribution (see Canonne et al. (2020)), we refer to it as the discrete Gaussian

mechanism.

Definition 3 (Discrete Gaussian Mechanism). Let x € Z~, be a count statistic and
suppose we wish to release a noisy count X* € Z satisfying p-zero concentrated dif-
ferential privacy. The discrete Gaussian mechanism accomplishes this by producing a
count centered at x, with noise from a discrete Gaussian distribution with parameter

1/(2p). That is,

z* e Z. (2.2)




Notationally, X* ~ DG(z,1/(2p)). Canonne et al. (2020) present an efficient algo-

rithm for sampling from a discrete Gaussian distribution.

2.2.2 Statistical Disclosure Risk

For a given data set, the statistical disclosure risk (henceforth, used interchange-
ably with disclosure risk and risk) is a measure of the risk to respondent confiden-
tiality as a consequence of releasing the data set to the public (Domingo-Ferrer
& Torra, 2004; Duncan & Keller-McNulty, 2000). Duncan and Lambert (1986)
propose measuring disclosure risk by directly modeling the behavior of a Bayesian
adversary with a certain target in a released data set. Fienberg and Sanil (1997)
present a similar approach, focusing on how the results change when bias or noise
is present in the data. Reiter (2005) extends these methods to account for the
technique used to perturb the data using legacy disclosure control methods, such
as top-coding variables and data swapping.

There are several studies on statistical disclosure risks specifically under dif-
ferential privacy. Lee and Clifton (2011) use a hypothetical adversary’s posterior
beliefs to provide a method for selecting ¢ for an arbitrary data set. Abowd and
Vilhuber (2008) and McClure and Reiter (2012) focus on generating synthetic data
with binary variables. In particular, Abowd and Vilhuber (2008) demonstrate that
by measuring the disclosure risk using the posterior odds ratio between two data
sets that differ in only one row, e-DP provides a bound on the disclosure risk for that
row. McClure and Reiter (2012) hypothesize a Bayesian adversary, make assump-
tions about what information the adversary has available a priori, and compare
the adversary’s posterior probability of determining the true values for a particular
target with the corresponding prior probability.

We expand on the methodologies of the aforementioned works, adapting the

framework of McClure and Reiter (2012) and applying it to more general settings,



Table 2.1: PL 94-171 tables for 2020 decennial census data.

P1 | Race

P2 | Hispanic or Latino, and not Hispanic or Latino by Race

P3 | Race for the Population 18 Years and Over

P4 | Hispanic or Latino, and not Hispanic or Latino by Race for
the Population 18 Years and Over

P5 | Group Quarters Population by Major Group Quarters Type
H1 | Occupancy Status (Housing)

including categorical variables with more than two levels and data sets with a

hierarchical structure, such as the 2020 U.S. decennial census data.

2.2.3 DP in the 2020 Census Data Products

To describe the DP methods used by the Census Bureau for the 2020 decennial
census, we draw from Abowd et al. (2022). We focus on the release of the PL 94-
171 file, which comprises 2020 census data used for redistricting. The file includes
the six summary tables listed in Table 2.1. These tables are produced across six
levels of geographic hierarchy: blocks, optimized block groups, tracts, counties,
states, and the nation. We focus on the persons tables P1 through P5 in Table 2.1.

To create these tables, the Census Bureau begins with a detailed histogram of
the Group quarters, Voting age, Hispanic, and Race variables—comprising a total
of 2,016 cells—at each location at each level of the hierarchy. We refer to this his-
togram as the GVHR query. The Census Bureau first generates differentially private
counts (satisfying zCDP) for this histogram using the discrete Gaussian mechanism.
Then, they apply a post-processing algorithm to force counts at each level of the
hierarchy to sum to the counts in the level above and to ensure that no counts
are negative. This post-processing starts at the national level and works down the
hierarchy. Finally, the Census Bureau aggregates the histograms to produce the
summary tables listed in Table 2.1 and releases them to the public.

The Census Bureau assigned a global p of 2.56 that was divided among the

8



Table 2.2: Allocations of p in the 2020 decennial census. The second column
displays the total proportion of p allocated to each geographic level, and the third
column displays the proportion of p at that level allocated to the GVHR query.
Values are taken from Section 8.2 of Abowd et al. (2022).

Geographic Level Total Prop. p GVHR Prop. p | GVHR ~ p
United States 104/4,099 189/241 0.0509
State 1,440/4,099 230/4,097 0.0505
County 447/4,099 754/4,097 0.0514
Tract 687/4,099 241/2,051 0.0504
Optimized Block Group | 1,256/4,099  1,288/4,099 0.2465
Block 165/4,099  3,945/4,097 0.0992

levels of the geographic hierarchy, as displayed in the second column of Table 2.2.
Each census block, for example, is allocated a p of 2.56 x 165/4,099 ~ 0.103. Within
each level of the hierarchy, the p budget is further divided among 11 queries. The
allocations for the GVHR query are displayed in the third column of Table 2.2.
The remainder of the allocations can be found in Section 8.2 of Abowd et al.
(2022). The GVHR query in each census block, for example, is allocated a p of
0.103 x 3,945/4,097 ~ 0.099. The approximate p for each level is presented in the
final column of Table 2.2. The Census Bureau also reports the DP guarantee, as
computed using Theorem 1: the global p = 2.56 corresponds to ¢ = 17.91 for
§ =101,

The Census Bureau does not release the noisy GVHR query; rather, they release
post-processed and aggregated counts. Several experts in DP have argued that
the Census Bureau should additionally release the noisy counts without any post-
processing (e.g., Dwork et al. (2021) and Seeman et al. (2020)). Doing so could
allow researchers using the data to avoid biases resulting from post-processing
and estimate uncertainty properly. However, JASON, an advisory group for the
U.S. government on issues related to science and technology, raises the concern

that such a release could introduce disclosure risks. In their report (JASON, 2022),



they recommend that the Census Bureau should “release all noisy measurements
that are used to produce a published statistic when doing so would not incur un-
due disclosure risk” (p. 64), and should evaluate the risk that “the released data
allows an adversary to make inferences about an individual’s characteristics with
more accuracy and confidence than could be done without the data released by the
Census Bureau” (p. 114). The JASON recommendations, coupled with the calls to
release the noisy counts without post-processing, motivate our methodological de-

velopments, which we now describe.
2.3 Methods for Assessing Disclosure Risks

We begin with methods that do not use information from further up the hierar-

chy, and then discuss accounting for extra information from higher levels.

2.3.1 Setting Without Hierarchical Information

Under DP and zCDP, the random noise protects against an adversary who pos-
sesses information about all but one individual in the data. For applications with
data nested in geographic hierarchies, such as the 2020 census, this adversary
seems unlikely. The adversary would have to possess information on all but one in-
dividual in the entire United States. To assess disclosure risks, we instead consider
an attack scenario in which the adversary possesses information on all but one in-
dividual in a census block (more generally, in the lowest level of the hierarchy).
For example, the adversary could be a landlord who owns all property in a block
or an administrator for a group quarters institution that makes up an entire block.
This set of assumptions represents a type of “worst case” scenario; the adversary
possesses the most possible information about the individuals in the block, with-
out possessing information about the target. We discuss and evaluate other attack
scenarios, for example, in which the adversary knows information at the block and

block-group levels, in Chapter 2.6.
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To formalize, suppose the data comprise solely categorical variables and are
organized in a hierarchy with h levels. We focus on a particular group, ¢, at the
lowest level of the hierarchy, comprising n; individuals. In the census application,
g1 is a census block with n; persons. The adversary possesses complete data for
ny — 1 of these individuals. We seek to assess the disclosure risk for the remaining
individual, henceforth referred to as individual ¢ (the targeted individual). Let ¢ be
the characteristics of individual ¢; that is, we label the combination of the variables
in individual #’s row as c. Let X; be the random variable from the adversary’s
perspective, representing the count of individuals in ¢; with characteristics ¢, and
let z; _, be the count of individuals in ¢; with characteristics ¢, excluding individual
t; the adversary knows x; _; a priori. The support of X is {z 4,21+ + 1}. Let
p € (0, 1) be the adversary’s prior probability of assigning individual ¢ to the correct
category. That is, P[X; = 21, + 1] = p. Finally, let z; be the true count of
individuals in g; with characteristics c¢. Here, x; is unknowable to the adversary
but is known by the data holder (e.g., the Census Bureau). Here, we present
results for the case 1 =z _; + 1.

As in the 2020 census application, we use zCDP and the discrete Gaussian mech-
anism. Let n; be the added noise such that 7; ~ DG(0,1/(2p,)). Let X = 21+, be
the random variable representing the differentially private value of x; and let z} be
its realized outcome. The adversary’s posterior probability of correctly concluding
that X1 =2y =2y, + 11s

pefpl (xik 71‘1)2

P = o [ X7 =] = pe=PET=e)? 4 (1 — ple—p@f—en-0)?" (2.3)
We define the ratio of the posterior and prior probabilities as
P[X; = Xf =3
Rt = DX = o] il (2.4)

P[X1 = Il]

For the data holder, a relevant measure of disclosure risk averages (2.3) over
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possible realizations of X7}, given the true counts. We write this as
0

PX) =z |21 =2+ 1] = > P[X; =a | X] = af]

zF=—w0

PX{ =af |1 =21+ 1]. (2.5)

All probabilities written as conditional on z; indicate that they depend on the true
count. Dividing (2.5) by the adversary’s prior P[X; = ], define

P[X1 =T ‘ T1 = T1,—¢ + 1]

R =
P[X1 = 1'1]

= > R@)PIX] =2 |2 =21 +1]. (2.6)

We also examine how the adversary can use the posterior probabilities to make
decisions. Let X, be the adversary’s point estimate of X; (either z; _, or zy _; + 1).
Here, X, is a function of the observed noisy counts, D = {z*}. We assume the
adversary decides the value of X; by minimizing a loss function £(X;, X;). We use
the zero-one loss, £(X;, X;) = 1[X, # X;], where 1[-] is an indicator function.

The Bayes estimator is then
argmin E[£(X}, X1) | D] = argmax P[X; = X, | D]. 2.7)
Xl Xl
That is, the adversary’s point estimate for X, is whichever of z; _; and z; _; + 1 has
the higher posterior probability. Because X is a deterministic function of z*, the

probability of the adversary correctly selecting X; = 1 is

. © 1
P(X;=z]= ) PIXj=a}]|X; =]l PXy =1 | X =af] > 5

where 77 is the smallest value of z} such that P[ X, = z; | X} = 27] > 3.
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2.3.2 Incorporating Hierarchical Information

It makes sense that, for example, if z; _, = 5 and we observe that the count of
people with the characteristics ¢ one level up (the block group level) is five, then it
should be more likely that z; = 5 than x; = 6. Thus, using hierarchical information
should improve the adversary’s inference. However, if the noisy count one level up
is 100, then the hierarchical information is probably not very useful in deciding
between z; = 5 and z; = 6. We now formalize this intuition for the case in which
we use two levels of the hierarchy; generalizing to more levels is straightforward
conceptually.

Let g, be the group at the second level of the hierarchy containing ¢, and let
ny be the number of individuals in g,. In the census application, g is the block
group—comprising n, individuals—that contains census block ¢;. Let X, be the
random variable from the adversary’s perspective representing the count of individ-
uals in g, with characteristics ¢, and let x5 be the true count. Let 7o ~ DG(0, 1/(2p2))
be noise added using the differentially private mechanism. Let X; = x5 + 1, be
the random variable representing the differentially private version of x5, and let
x4 be the realization that is released. Let }/1(1), . ,Yl(d) be random variables rep-
resenting the counts of individuals with characteristics ¢ in the other d groups at

itd

the lowest level. That is, X, = X; + Zle Yl(i). Let 77§1), e ,nél) ~ DG(0,1/(2p1))

be the perturbations from the privacy mechanism. Set ¥; = Zle Yl(i) and Y* =
Zle(Yl(i) +) =y + S n\". The observed data are D = {z*, 2%, y*}.

We first briefly describe an approximation that the adversary (or data holder)
can make to simplify the computations. Because Y* = Y] + Zle ngi), it follows

that Y}* is an approximation of Y;, with noise from a sum of discrete Gaussian

distributions. The noise term is difficult to handle when performing inference, so
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we assume that the adversary makes the approximation

d
" DG(0,1/(2p1)) Z G(0,d/(2p1)). (2.9)

This approximation improves as p — 0 and d — oo and is very accurate for the p
and d used in Chapter 2.4. See Chapter 2.7 for details.

The adversary can use Bayesian inference to compute posterior probabilities
and disclosure risks akin to those in Chapter 2.3.1 using information from the
second level of the hierarchy. Specifically, the adversary runs a Gibbs sampler to
sample from the posterior distribution of (X, X5) given D and uses the marginal
posterior for X to estimate the posterior probability that X; = z; _; + 1. Then the
risk computation and point estimation techniques described in Chapter 2.3.1 can
be applied. For the adversary’s prior distribution for X, | X; = k;, one reasonable
choice is a uniform distribution on the set {k;, k; + 1,...}. In our numerical exper-
iments, the results were minimally affected when imposing finite upper bounds on
the support of a uniform prior distribution. However, the results can change sub-
stantially when using highly informative prior distributions that are poorly speci-
fied. Chapter 2.9 provides details of these experiments.

The full conditional for X, is, for ky € {z1 ¢, z1 —+ + 1} and ky < ko,

P[Xl = kl ’ X2 = 1{1'27)(}k = JZT,X; = xzayl* = yik]

d+1 drt + (ky — y) 1
acexp {_ d P1 |:]€1 - 1 d(+21 yl):| } P[Xl = k?l] (210)

The full conditional for X, is, for ky € {k1, k1 +1,...},

P[X2 = kQ | Xl = klaXik = ZL‘T,X; = x;kvyl* - yik]

p2y + B (yi + k1) ?
ocexp{ <p2 + d) [k:Q e . 2.11)
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Thus, the full conditional for X; has a Bernoulli distribution, and the full condi-
tional for X, can be sampled easily over a grid. Chapter 2.8 includes details of the

derivations.

2.4 Empirical Applications with 1940 Census Data

We now demonstrate the methodology from Chapter 2.3 using data from the
1940 U.S. decennial census, investigating whether the Census Bureau’s choice of
privacy parameters in 2020 would have led to unacceptably high disclosure risks
for the GVHR query. In Chapter 2.4.1, we describe the 1940 decennial census
data and how they differ from the 2020 decennial census data. In Chapter 2.4.2,
we consider the case in which an adversary uses only the released counts from
the lowest level of the hierarchy. In Chapter 2.4.3, we extend this to the case
in which the adversary leverages the released counts from a second level of the
hierarchy, examining how the hierarchical information affects risks and how this

effect depends on x5 and ps.

2.4.1 The 1940 Census

Every 72 years, the Census Bureau is permitted to release record-level data
collected in the decennial census, without any redaction for privacy protection.
Thus, the 1940 census data are an excellent testbed for our methods.

The structure of the 1940 census data differs from that of the 2020 census data.
The 1940 census data have a smaller hierarchy, comprising enumeration districts
within counties, states, and the country. Per the national archives, enumeration
districts could be “covered by a single enumerator or census taker in one census
period that lasted several weeks” (National Archives and Records Administration,
2022) and so can vary substantially in size. For illustrative purposes, we focus on
a small set of enumeration districts in North Carolina that are roughly the size of

the average modern-day census block.
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Table 2.3: Histogram for the GVHR query for enumeration district 28-21 from the
1940 decennial census.

HHGQ VOTINGAGE HISPANIC  CENRACE | Count
Household Of Voting Age Not Hispanic White 34
Household Not Of Voting Age Not Hispanic =~ White 10
Household Of Voting Age Not Hispanic Black 1

Another important difference is the number of categories for the variables of
interest. In the 2020 census, the GVHR query produces a histogram with 2,016
possible levels—the product of two levels for each of the Hispanic and Voting Age
variables, eight for the Group Quarters variable, and 63 for the Race variable. In
1940, this query had only 864 possible levels—the product of two for Voting Age,
six for Hispanic, eight for Group Quarters, and nine for Race. The 1940 census
includes the exact age of each individual, which we transform to indicate whether
or not the person is of voting age, in order to match the 2020 census data releases
for the PL 94-171 file.

2.4.2 Setting Without Hierarchical Information

We consider enumeration district 28-21 in Dare County, North Carolina, in
1940. Table 2.3 displays the counts for its GVHR query. This enumeration district
was similar in size to a modern-day census block and consisted of 45 nonHispanic
individuals residing in households. One individual has unique characteristics and
so is particularly vulnerable to an attack.

We assume the adversary possesses complete information about all non-unique
residents in enumeration district 28-21 (g;) and wishes to target the resident (t),
who is uniquely a householder of voting age, nonHispanic, and black (¢). The
adversary’s known count is z; _;, = 0. We consider five adversaries, who differ
only in the prior probability they assign to the event that X; = 1; the first assigns

probability p = 1/2, the second p = 1/5, the third p = 1/10, the fourth p = 1/50,
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FIGURE 2.1: The left panel plots the posterior probability that the adversary makes
the correct decision, P[X; = 1 | X; = z7], as a function of z}. The right panel
plots the implied disclosure risk, R'(z7), as a function of z%. The colors correspond
to different adversary prior beliefs. We set p; = 0.099.

and the fifth p = 1/864 (equal prior probability on the 864 possible levels of the
GVHR query in 1940).

We first examine the relationship between the posterior probability and the
noisy released count, zj, when p; ~ 0.099, as in the 2020 census application.
Figure 2.1 displays a plot of the posterior probability that the adversary assigns to
the correct conclusion that z; = 1 as a function of z¥ and the implied risk R'(x})
for each of the five adversaries. For each adversary, both the posterior probability
and the risk are monotonically increasing functions of the released z7. Notably, the
posterior probability is greater than the prior probability p (and, thus, the risk is
greater than one) if 2§ > 1, whereas the posterior is less than p (and the risk is less
than one) when 27 < 1. This makes intuitive sense: if the released statistic is one or
more, this is evidence of the true count being one, and the posterior probability that
X; = 1 will increase relative to the prior probability. If the released statistic is zero

or less, this is evidence of the true count being zero and the posterior probability
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Table 2.4: For several values of z7, the values of the probability mass P[ X} = z7 |
X; = 1], the posterior probability that the adversary makes the correct decision
P[X; = 1| X{ = 7], and the disclosure risk R'(z}). We set p; = 0.099. Posterior
probabilities for p = 1/864 are quite small and so are omitted.

Posterior Probability Disclosure Risk
Tp Mass |p=3 5 @ % | 5 5 i % wa
1 0.161 | 0.525 0.216 0.109 0.022 | 1.05 1.08 1.09 1.10 1.10
2 0.119 | 0.574 0.252 0.130 0.027 | 1.15 1.26 1.30 1.34 1.35
3 0.073]0.622 0.291 0.154 0.032 | 1.24 1.46 154 1.62 1.64
4 0.036 | 0.667 0.334 0.182 0.039 | 1.33 1.67 1.82 1.96 2.00
5 0.015]0.710 0.379 0.213 0.047 | 1.42 1.90 2.13 237 2.44

that X; = 1 will decrease relative to the prior probability.

In general terms, the risk is acceptable if it is near one or, equivalently, if the
posterior probability that the adversary makes the correct decision is near p. Thus,
we should be concerned if the probability of releasing a statistic that produces a
risk much greater than one is high. Table 2.4 presents the risks and posterior prob-
abilities implied by several values of z7, along with the probability of observing
that value. For x} > 4, the risk substantially exceeds one, especially for adversaries
with low p. A statistic of 27 = 4 will occur only 3.6% of the time, and a statistic of
x} = 5 only 1.5% of the time. While it is unlikely that the released statistic will pro-
duce a risk of this magnitude in any particular census block, we observe such risks
in a sizable number of the millions of census blocks in the United States. Whether
or not a risk of this magnitude is unacceptable is a decision for policymakers.

We next examine the expected value of the disclosure risks over realizations of
the released differentially private counts, and how this quantity varies with p;. The
first panel of Figure 2.2 plots the posterior probability that the adversary correctly
concludes x; = 1, marginalizing over X7, as a function of p;. The second panel of
Figure 2.2 plots the implied risk, R. As expected, both quantities increase mono-

tonically with p;, with the posterior probability increasing from p at p; near zero to
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FIGURE 2.2: The left panel plots the marginal posterior probability that the adver-
sary makes the correct decision, P[X; = 1 | x; = 1], as a function of p;. The right
panel plots the implied disclosure risk, R (defined in Equation 2.6), as a function
of p;. The colors correspond to different adversary prior beliefs, and the dashed
line corresponds to p; = 0.099. Note the log scales.

one for p; very large, and the risk increasing from 1 to 1/p along the same range.
Across the various p, for p; < 0.25, the posterior probability is approximately p and
the risk is approximately one, indicating that the adversary gleans little from the
released statistic. For 0.25 < p; < 5, the posterior probability increases rapidly
from p to 1 and the risk from 1 to 1/p, indicating that the choice of p; is crucial in
this range. Even small increases in p; can cause large increases in a hypothetical
adversary’s posterior probability. For p; > 5, the posterior probability is approxi-
mately one and the risk is approximately 1/p, indicating that the parameters in this
range are too high for practical settings.

Figure 2.2 also demonstrates possible implications of the above discussion for
the 2020 decennial census. The Census Bureau’s chosen p; ~ 0.099 is at the high
end of the range where the posterior probability is approximately equal to the prior
probability and the implied risk is approximately one. As shown in Table 2.5, the

risks are between 1.05 and 1.21, indicating that the Census Bureau’s choice of p;
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Table 2.5: The marginal posterior probability that the adversary makes the correct
decision and the implied risk, R, for each prior probability p when p; = 0.099.

P Posterior Probability Disclosure Risk

1/2 0.524 1.05
1/5 0.225 1.13
1/10 0.117 1.17
1/50 0.024 1.21
1/864 0.0014 1.22

is at a reasonable level for the release of the query. If the Census Bureau were
to increase p; by any substantial amount, the risk would increase to levels likely
deemed unacceptable. On the other hand, if they were to decrease p; slightly, the
decrease in risk would be minimal.

We next examine the adversary’s behavior from a decision-theoretic standpoint.
Figure 2.3 displays a plot of the probability that the adversary correctly selects
X, = 1 as a function of p, for the five adversary prior probabilities. For p = 1/2,
any z; > 1 leads to a posterior probability greater than 0.5. Thus, the curve when
p = 1/2 is simply a plot of P[X} > 1 | X; = 1] as a function of p;. For p < 1/2, this
need not be the case. For example, when p = 1/5and p; = 0.5, P[X; =1 | X] =
z*] > 0.5 if and only if z* > 2, giving P[X; = 1] = P[X} > 2 | X; = 1] ~ 0.30.
If, however, we increase to p; = 0.6, still P[X; = 1 | XJ = 2f] > 0.5 if and
only if z* > 2, but now P[X; = 1] = P[X* > 2 | X; = 1] ~ 0.28. That is,
because the probability of extreme values decreases as p, increases, it is possible
for the probability of making the correct decision to decrease as well. This leads
to the jaggedness in the plot for p < 1/5 (and for other p < 1/2) when p; is not
sufficiently high that observing z7 = 1 will give the correct decision.

As evident in Figure 2.3, the implications for the 2020 census application are
very different for p = 1/2 and for p < 1/5. For p = 1/2, the probability that

the adversary makes the correct decision is 0.59, which is near 0.5. For p < 1/5,
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FIGURE 2.3: The probability that the adversary makes the correct decision under a
0-1 loss as a function of p;. Colors correspond to different adversary prior beliefs,
and the dashed line presents p; = 0.099. The x-axis is in log scale.

however, the probability that the adversary makes the correct decision is a fraction
of a percent. Apparently, the assumptions about the adversary’s prior knowledge
are extremely important for this metric. An adversary who believes there is a
50-50 chance that the target has characteristics ¢ will make the correct decision
a substantial proportion of the time, but if that prior probability decreases even
slightly, the probability of the adversary making the correct decision under a 0-1

loss decreases significantly.

2.4.3 Incorporating Hierarchical Information

We now explore how incorporating hierarchical information affects the disclo-
sure risks. To do so, we consider enumeration district 39-14 in Granville County,
North Carolina, one of 28 enumeration districts in the county. This district includes
a white Hispanic individual who resided in an institution for the elderly, handi-
capped, and poor and was not of voting age. This person was unique at both the

enumeration district level (which contained 209 people) and at the county level
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Table 2.6: One sample of possible D = {z7, 2%, y'} with p; and p, from the Census
application.

* *
T2 Ty | Y1 Yy

1 2,1 1,0 -1

Table 2.7: Adversary’s posterior distribution for X; given D from Table 2.6, p = 1/2,
and 10* MCMC draws.

kr 0 1
P[X, =k | D] | 43.0% 57.0%

(which contained 29,364 people). Thus, the true data is (zq,22,11) = (1,1,0),
where we define y; as the actual count of Y;. Table 2.6 displays one realization of
the discrete Gaussian mechanism using the Census Bureau’s chosen p; ~ 0.099 and
p2 ~ 0.246. The noisy counts are D = (27, z5,yf) = (2,1, 1)

Given D, the adversary would sample from the posterior distribution of the
random variables (X3, X;). We draw 10,000 posterior samples from the MCMC
sampler described in Chapter 2.3.2, assuming that the adversary places a prior
probability p = 1/2 on X; = 1. Table 2.7 summarizes the adversary’s marginal
posterior distribution for X;. Because 2} = 2, the posterior distribution places
more weight on X; = 1 than it does on X; = 0, but the difference is only slight
because of the low p values. If the adversary does not use hierarchical information,
the posterior probability that X; = 1 is 57.4%, indicating a minimal change from
using the hierarchical information in this case (in fact, the hierarchical information
slightly decreases the adversary’s posterior probability of the correct choice). The
adversary can also examine the posterior distribution of X5, although this is of
less practical interest; Table 2.8 presents the posterior summaries. This posterior
distribution places 40% of the mass on X, = 1, and the probabilities for the right
tail decline to zero relatively quickly.

For the remainder of this section, we consider the disclosure risks at different
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Table 2.8: Adversary’s empirical posterior distribution for X, given the data in
Table 2.6, p = 1/2, and 10* MCMC draws.

ko 0 1 2 3 4 5 6 7
P[Xy; =k | D] | 11% 40% 30% 14% 4.6% 0.7% 0.08% 0.01%

X]_*

Decision

W o
-

FIGURE 2.4: Adversary’s decision under 0-1 loss for each combination of z§, x3,
and y;. Privacy parameters are set as in the census application, p = 1/2, and
d = 27. 103 MCMC draws are taken for each combination in most cases. When the
posterior probability z:; = 1 is close to 0.5, the number of MCMC draws is increased
to 2.5 x 10°.
values of D. We assume throughout that the adversary sets p = 1/2. We focus on
the case in which the targeted individual is unique at the lowest level of the hierar-
chy; see Chapter 2.6.1 for a discussion of extending this to non-unique individuals.
We begin by examining when the hierarchical information affects the adver-
sary’s decision for p; ~ 0.099 and p, ~ 0.247, as in the 2020 decennial census. To
do so, we enumerate all reasonable combinations of x4 and y;, which we choose as
-3 < 3 <5 and —30 < y; < 30, respectively; this region contains over 99% of the
probability mass. Figure 2.4 displays the decisions for these combinations. Without

hierarchical information, the adversary always decides that z; = 1 when 27 > 1

and z; = 0 when z7 < 0. Using the hierarchical information does not change the
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FIGURE 2.5: Proportion of times the adversary correctly concludes that x; = 1, as
a function of z,. Proportions are over 10° random draws of D. For each draw, 10?
MCMC samples are used to estimate the posterior. The dashed black line is the
corresponding probability when ignoring hierarchical information, and the dashed
red line is the average proportion over z, > 4. We set p; = 0.099, p, = 0.247,
p=1/2,and d = 27.

adversary’s decision when z7 > 2 or ¥ < —1. However when 2z € {0, 1}, the
hierarchical information can change the adversary’s decision. When z7 = 1 and
y; is positive and large, the adversary decides that x; = 0, whereas they choose
x1 = 1 without the hierarchical information. Similarly, when z} = 0 and y; is neg-
ative and large in absolute value, the adversary decides that x; = 1, whereas they
choose z; = 0 without the hierarchical information. Exactly how large yi must be
depends on the observed 2. The tiles in Figure 2.4 where the hierarchical informa-
tion causes the adversary to correctly change their decision correspond to 2.48%
of the probability mass, whereas the tiles where the reverse occurs correspond to
1.83% of the probability mass. Thus, the adversary has a slight net gain from the
hierarchical information, increasing the probability of a correct decision by 0.65%.

We next examine how sensitive the disclosure risks are to the true count at

the second level, z,. How would the results change if the target was unique at
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the lowest level, but not at the second level? To examine this, we alter the true
counts, adding individuals to group g, with characteristics c. Figure 2.5 displays
the proportion of times the adversary makes the correct decision as a function of
75. Note that the y-axis has a small range; even with 10° samples per point, the
Monte Carlo noise obscures the relationship. Regardless, x5 = 1 is a clear outlier;
the probability that the adversary makes the correct decision is not only higher
than the corresponding probability when ignoring hierarchical information, but is
higher than the analogous probabilities for =, > 1. For x5 > 3, the probabilities of
making the correct decision are centered around 59.05%, with a small amount of
Monte Carlo error.

Applying these findings to the 2020 census application, the main implication is
that the conclusions when x5 = 1 generalize to x5 > 1, although the increase in
the probability that the adversary makes the correct decision is less pronounced.
Therefore, the discussion about the trade-off between privacy and accuracy in
terms of the Census Bureau’s choice of p, applies, no matter the value of z,. A
remarkable feature of Figure 2.5 is how small the effect is of changes in z,.

Finally, we examine the effect of changes in the second-level privacy parameter,
po. Figure 2.6 displays the probability that the adversary makes the correct deci-
sion, as a function of p,, for p; ~ 0.099 and a few values of x5. The effect of x5 = 1
observed previously—increasing the adversary’s probability of making the correct
decision from when z, > 1—lessens as p, increases. For p, > 1, the probabilities
for z, € {1, 10,100} are quite similar. The most striking feature of Figure 2.6 is that
even for extremely large values of p,, the probability does not noticeably increase
for any of the selected x,. When ignoring hierarchical information, the correspond-
ing probability is 58.89%. Even when p, = 100, the probability only increases to
59.2%. This finding is a feature of the specific attack scenario. Because the adver-

sary knows only x; _, and not the counts in the other blocks, knowing z, nearly
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FIGURE 2.6: Plot of the proportion of the time the adversary correctly concludes
that z; = 1, as a function of p,, colored for a few selected x;. The proportions
are over 5 x 10> MC draws for D. For each draw, 10> MCMC samples are used
to estimate the posterior. The dashed black line is the corresponding probability
when ignoring hierarchical information, and the dashed purple line is p, = 0.247.
We set p; = 0.099, p = 1/2, and d = 27.
exactly does not tell them which blocks making up ¢, contain the individuals with
characteristics c. Thus, their probability of making the correct decision with respect
to block g; improves as the uncertainty in X, decreases, but does not go to one.
Mathematically, in (2.11) as p; — o, P[Xy = x5 | X7 = k1, D] — 1, causing the
full conditional for X in (2.10) to converge to a constant function of x5 (but not
to one unless p; — o0). In Chapter 2.6.3, we show that hierarchical information
can increase risks more noticeably in other attack scenarios, for example, when the
intruder knows gs.

Overall, the results suggest that the adversary gains little from using the hier-
archical information in this attack scenario. This may provide evidence that the
Census Bureau’s choice of p, is reasonable from a disclosure risk perspective. It

also suggests that the Census Bureau could increase p,—and likely the p values at

higher levels of the hierarchy—without significantly compromising the disclosure
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risk, at least under this attack scenario. Thus, more accurate statistics could be
released at the upper levels of the hierarchy. Essentially, if we assume the adver-
sary only has complete information about everyone except the target at the lowest
level of the hierarchy, then only the choice of p; has a meaningful effect on the

probability that the adversary makes the correct decision.

2.5 Conclusion

We provide a methodology to compute statistical disclosure risks for categorical
data with many level,s released under zCDP, while incorporating hierarchical in-
formation. Following the suggestion in the JASON report, we demonstrate how to
conduct empirical analyses that could be used to evaluate the effect on disclosure
risks of releasing the GVHR query at the census block level, prior to post-processing.
In our studies of the 1940 census data, we find that, when assuming the adversary
possesses information about all but one individual at the lowest level of the hierar-
chy, the main factor affecting the disclosure risk is p;, the privacy parameter at the
lowest level. The hierarchical information does not have an appreciable affect on
the accuracy of the adversary’s posterior inference under these assumptions.

The redistricting files are only one set of counts from the 2020 census released
by the Census Bureau; others are released over time. Thus, from the lens of dif-
ferential privacy, it is reasonable to question the value of assessing disclosure risks
for specific attack scenarios at a point in time. We believe such assessments have
a useful role to play. First, at the stage of algorithm design, they can help the
data holder, including decision-makers who may comprehend Bayesian probabili-
ties more readily than bounds on Rényi divergences, understand the risks inherent
in different choices of privacy parameters. Similarly, they can help the data holder
explain the privacy protection to the public, because posterior probabilities and

posterior-to-prior ratios can be more interpretable than guarantees expressed in
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terms of privacy parameters (Hotz et al., 2022). We also note that the risk mea-
sures have desirable composition properties in settings in which the same attack is
applied to sequential releases, with the total disclosure risk from m releases being
equivalent to the product of the risk from each release (see Chapter 2.10 for de-
tails). Note, however, that settings in which the output of one release is used as
side information for a different attack strategy are less straightforward; analyses of
the risk composition in such settings is left to future research.

Naturally, our findings are specific to a particular attack scenario—an adversary
with complete information about everyone in g;, except the target, about whom
they know nothing. We can modify these assumptions in a number of ways, and
still use the same approach; see Chapter 2.6.2 for a few examples. However, if
we make significant changes to the adversary’s assumed knowledge, the results of
the analysis may change. Chapter 2.6.3 includes an example of this, whereby we
assume the adversary knows the target is unique at multiple levels of the hierarchy.
Here, the effect of the hierarchical information can be stronger. An adversary with
this type of knowledge may or may not be realistic in some settings; whether this
is the case for the decennial census is a decision for the Census Bureau.

As noted previously, we do not consider the TDA's post-processing step or pop-
ulation invariants. The addition of a post-processing step by itself, that is, absent
invariants derived directly from the confidential data, does not affect the formal
privacy guarantee and also should not increase the statistical disclosure risks. Ei-
ther the post-processing step is invertible, in which case the risk analysis does not
change, or it is not invertible, in which case the computation of disclosure risks is
far more uncertain and computationally difficult (Gong & Meng, 2020). We illus-
trate this in Chapter 2.11. The population invariants include the total populations
of each state, total number of housing units in each census block, and number of

occupied group quarters of each type in each census block (Abowd et al., 2022).
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It is unclear how possessing these quantities would affect our disclosure risk mea-
sures, because they are not easily related to the counts that an adversary considers
in our methods. Future work could provide a more formal analysis of these points,
examining in more detail how much extra protection could be offered by the post-
processing step (it is highly unlikely to be invertible) and how adversaries could
use population invariants in their prior or data distributions.

This work also points to other directions for future research. One involves re-
laxing the assumption that the adversary possesses complete information about
all but one individual. For example, it may be possible to adapt methods used in
McClure and Reiter (2016) to examine inferences when the adversary possesses in-
formation about all but two—or all but n—individuals. Another direction involves
using disclosure risk measures to approximate an “empirical” DP bound for a data
set released under DP or zCDP. For the 2020 decennial census, the Census Bureau
quotes a total ¢ = 17.91, computed by composing the p allocations at the six lev-
els of the hierarchy and using Theorem 1. Our results indicate that reporting the
privacy guarantee in this way may understate the degree of privacy. Other works,
for example the partial DP of Ghazi et al. (2023), examine how to produce a more
meaningful parameter for interpretation when the ¢ from DP is large. A method

based on disclosure risks also may be possible and useful in practice.

2.6 Other Attacks

We now examine other attacks an adversary could perform in addition to the
attack we focused on in Chapter 2.3. One class of attacks considers the same attack
as Chapter 2.3, but with a target who is not unique in group g¢;. Another class
considers different attacks that are mathematically equivalent to the attack from
Chapter 2.3. A final class considers an attack by an adversary with substantially

more information than the adversaries examined in Chapter 2.3.
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2.6.1 Non-unique Individuals

The empirical analysis in Chapter 2.4 focuses on the case where the targeted
individual is unique at the lowest level of the hierarchy (the block-level in the 2020
decennial census application). This assumption is not necessary for the methodol-
ogy. If rather than z; _, = 0 and z; = 1, we had x; _; = m and z; = m + 1—i.e., the
adversary knows there are m individuals other than the target with characteristics
c—the analysis would be identical to what is presented in Chapter 2.3. All the
probabilities plotted in Chapter 2.4 would stay the same, and all plots involving

X7 and X would be shifted by m.

2.6.2 Equivalent Attacks

The methodology and empirical evaluations in Chapters 2.3 and 2.4 consider
the scenario where an adversary is interested in determining whether individual ¢
has characteristics c. We now describe how several other attacks map onto our no-
tation with only the meaning of the prior probability, p, changing. The results from
Chapter Chapters 2.3 and 2.4 thus can be applied to these other attacks directly.

An adversary may seek to determine whether the target filled out the census at
all. In this setting, we assume the adversary possesses the complete information
for all ny individuals in ¢;, and believes a priori with probability p; € (0, 1) that
individual ¢ actually filled out the census. The adversary assumes that the other
ny — 1 individuals filled out the census accurately. Thus, the data holder can simply
replace p with py in Chapter 2.3 and examine the risk from this attack.

Another adversary may seek to determine whether a census respondent lied or
made a mistake when completing the census. In this setting, we assume the ad-
versary possesses complete information for all n; individuals in ¢;, and believes a
priori with probability p, € (0, 1) that individual ¢ reported the correct information.

The adversary assumes that the other n; — 1 individuals filled out the census ac-
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curately. Thus, the data holder can simply replace p with p, in Chapter 2.3 and
examine the risk from this attack.

Finally, an adversary may seek to determine an unknown variable. In this set-
ting, we assume the adversary possesses the complete information for all n; indi-
viduals in g;, except that they do not know one of the variables for individual ¢. For
example, the adversary could know individual #’s race, HHGQ status, and whether
they are of voting age, but not their ethnicity. Let ¢, be the true ethnicity of the in-
dividual as reported on the decennial census, and let p, be the prior probability the
adversary assigns to individual ¢ having ethnicity c¢.. The data holder can simply

replace p with p, in Chapter 2.3 and examine the risk from this attack.

2.6.3 Adversaries with Additional Information

The settings in Chapters 2.6.1 and 2.6.2 presume the adversary only has infor-
mation on individuals in ¢g;. Another class of attacks presumes the adversary has
information at higher levels of the hierarchy as well. For example, and as sug-
gested by a reviewer, consider an adversary who seeks to determine an unknown
variable for target ¢, say the individual’s ethnicity. Let c. be the true ethnicity of
the target (unknown to the adversary), and let c_. be the true characteristics of
the target for the other three variables (known to the adversary). We now include
the additional assumption that the adversary knows a priori that the target’s value
of c¢_. is unique at ¢ levels of the hierarchy. For example, if / = 2, the target is the
only individual in their block group with characteristics c¢_.; if ¢ = 4, the target is
the only individual in their county with characteristics ¢_.. Because the target is

so distinct, the released noisy counts X7, ..., X can be combined to improve the
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FIGURE 2.7: The left panel plots the marginal posterior probability the adversary
makes the correct decision that X; = 1 as a function of the number of levels of
the hierarchy at which the target is known to be unique. The right panel plots the
corresponding implied disclosure risk. The colors correspond to different adversary
prior beliefs; the p at each level is the value used by the U. S. Census Bureau in
2020.

adversary’s posterior, which now has the form
P(Xi =z | X{=2a],...,X] = z}]
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We can marginalize over the ¢ noisy counts, as in Chapter 2.3, to compute the
marginal posterior the adversary makes the correct conclusion and the correspond-
ing disclosure risk.

Figure 2.7 plots the marginal posterior and disclosure risk as a function of ¢ for
adversaries with different prior beliefs, where the prior parameters are set as in
the analysis in Chapter 2.3 (levels 3-6 all have p; ~ 0.05; see Table 2.2 for details).
As expected, the risk increases as a function of ¢ due to the increasing amount of
information available to the adversary. For all priors, the increase is most substan-
tial between ¢ = 1 and ¢ = 2, since p, is the largest privacy parameter and thus
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provides the most accurate release. Overall and in contrast to the findings from
Chapter 2.4, we conclude that, for this type of attack, the hierarchical information
can sharpen the adversary’s estimates substantially.

To carry out this attack, this adversary requires detailed information across
geographical hierarchies. Whether this is a realistic adversary or not is a matter

for policymakers to determine in their particular scenarios.
2.7 Sums of Discrete Gaussian Random Variables
We now focus on the following proposition.

Proposition 2. Let Z,...,Z,  DG(0,s = 1/(2p)). Then, for p < 1 and n large,

> Z; is well approximated by DG(0, s = n/(2p)).

We present an informal proof of this fact, based on empirical results.

2 2

To begin, we denote the variance of each 7; as ¢°. Figure 2.8 plots ¢° as a
function of both the scale parameter, s, and p = 1/(2s). We see that for p < 1,
which corresponds to s > 0.5, the approximation o ~ s = 1/(2p) is quite accurate.
Empirically, |o% — s| < 0.002 for all s > 0.5 and |¢* — s| < 107 for all s > 1. Thus,
we are able to approximate the variance of the Z; in this range of p with s.

For n sufficiently large, we can apply the Central Limit Theorem, which gives

the approximation

Z Z; ~ N(0,na?). (2.13)

As this distribution is discrete and no? = n/(2p) » 1, it makes sense intuitively to

instead use the approximation,

N(0,n0%) ~ DG(0, no?) = DG (O, 2ﬁp> : (2.14)
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FIGURE 2.8: Plot of 02, the variance of Z; (computed to very high precision), as a
function of the scale parameter of the discrete Gaussian, s. The dashed line is the
line o2 = s; the upper axis presents p = 5- for comparison. Note the log scales.

Combining the two approximations gives

M 7 ~ DG (0, ﬁ) . (2.15)
i=1 2p

This approximation is quite accurate in practice. Figure 2.9 compares the probabil-
ity mass function of DG(0,n/(2p)) to >, Z; for p € {1,0.099} and for n € {5, 27}.
We note that 0.099 is the value of p; used in the 2020 census application, and
n = 27 is used in Chapter 2.4.3. The approximation does extremely well for these
values. Even when n is small and p is large, the approximation remains quite

accurate.

2.8 Full Conditionals for Gibbs Sampler

We now derive and present the forms of the full conditionals for the Gibbs

Sampler described in Chapter 2.3.2. We start with the expression for the posterior
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FIGURE 2.9: Histograms comparing the probability mass function of DG(0,n/(2p))
(in red) to the probability mass function of > , Z; (in blue). Histograms are
included for p = 0.099 on the top row, p = 1 on the bottom row, n = 27 on the left
column, and n = 5 on the right column.
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distribution of (X;, X5) given D = (X} = z%, X5 = x5, Y* = yf). We have
P[Xy = ki, Xo = ko | XT = 27, X3 = 23, 7" = yf]
aP[XT = af, X5 =23, Y] = yi | Xi = k1, Xo = ko]
P[X, — ks | X1 = k1] P[X) = ki
CP[X? = 2t | Xy = k1| P[XF = a2 | Xp = ko)
PlY =y | Xo = ki, Xo = k| P[Xo = ko | Xy = k1| P[ X} = k]
ocexp {—pi(z] — k1)*} exp {—pa(a5 — k2)*}

. exp {—%(y; ~ (ky— /@)2} 1[ks = k1] P[X) = k1]

The full conditional for X, is then, for k; € {x; 4,21+ + 1} and ky < ko,
P[X1 = kl | X2 = k27Xik = $T,X§ = l’;,Yi* = yf]
% 2 Pl 2 _
wcexp {—pi(z} — k1) }exp{—g(% — ko + k) } P[X; = k]

e exp {=pu(k} = 2krat) = B (6 = 2h (ke — 1) | PLXG = )

{ d+1
acexpy —

d+1 da® + (kg — y*) ?
OCGXP{— d P1 [kl_ ! d(+21 yl)] }P[Xlzkl]'

1

This full conditional is straightforward to sample from.
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The full conditional for X, is, for ks € {ki, k1 + 1,...},

PXo = ko | X1 = ki, XF = 2, XF = 23, Y7 = ] (2.25)
o exp {—pa(x% — ky)2} exp {—%(yf +hy— k2)2} (2.26)
o exp {—pg(kg ) — %(kg — (yF + k;l))} (2.27)
o exp {— (p2 + %) k2 42 (pQ:c; + %(yi" + /ﬁ)) kQ} (2.28)
o exp {— <p2 + %) [kg _ a3 Zi(?g hl kl)r} . (2.29)

pazi + 2 (yf +k1) It can
p2+7 )

This is a truncated discrete Gaussian distribution centered at
be easily sampled over a grid, since the tails of the distribution decay rapidly. Using
these full conditionals, the adversary can sample from the posterior distribution

and examine the marginal posterior distribution for X;.

2.9 Prior Sensitivity

We now examine how sensitive the analysis producing Figure 2.4 in Chapter
2.4.3 is to the choice of the adversary’s prior on X, | X;. In particular, since the
prior

(Xo | X1 = k1) ~ Unif({ks, by + 1,...)), ki €{0,1}, (2.30)

is an improper probability distribution with unbounded support, it may unduly
favor values that are practically implausible. To determine whether this is the
case, we re-do the analysis producing Figure 2.4 with a selection of other priors
and examine how the conclusions change. We assume throughout that the prior
probability for X; is p = 1/2, the number of other blocks is d = 27, and the true
counts are r; = xo = 1. Figure 2.4 is reproduced as the top panel of Figure 2.10,
for ease of comparison.

We begin by examining a variation on the uniform prior used in Chapter 2.3.
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FIGURE 2.10: Adversary’s decision under 0-1 loss for each combination of =%, x3,
and y;. The top plot reproduces Figure 2.4, while the bottom plot uses the prior
Xs | X7 ~ Unif({k1,...,10}). Privacy parameters are set as in the census applica-
tion, p = 1/2, and d = 27. 10> MCMC draws are taken for each combination in
most cases. When the posterior probability X; = 1 is close to 0.5, the number of
MCMC draws is increased to 2.5 x 10°.
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Suppose that an adversary, utilizing information from auxiliary data sources, knows
that the number of individuals in block group g, with characteristics ¢ is at most

10. A reasonable prior might then be
(X2 | Xl = ]{]1) ~ Unlf({]{]l, RN 10}), kl S {O, 1} (231)

This prior has bounded support and does not place any prior probability on very
extreme values for X,. The results for this prior are presented on the bottom panel
of Figure 2.10. We do not observe a substantial change between the truncated and
non-truncated priors; for both, the adversary makes the correct decision 59% of
the time. The lack of change is likely due to the fact that, as suggested by Table
2.8, the unbounded uniform prior allows the data to rule out implausible values
away from z,.

Another interesting comparison is to the case where the adversary knows a
priori that z, = 1. This corresponds to a prior with all the probability mass on
X, = 1. As a consequence, the adversary’s decision about z; does not depend on
x3. The results for this prior are presented in the top panel of Figure 2.11. We do
not observe a substantial change from the previous two figures; the adversary still
makes the correct decision 59% of the time, even with perfect knowledge at the
second level. The agreement between this result and the uniform priors suggests
that the uniform priors are not biasing the results to any substantial degree.

One might take the above as evidence that the choice of prior for X, | X; is
of little importance. We demonstrate that this is not the case by examining the
results under a poorly specified prior. Suppose that the adversary incorrectly be-
lieves that xo = 25 and places a prior with all the probability mass on X, = 25. The
results for this prior are presented in the bottom panel of Figure 2.11. We observe
a substantial change between this plot and the previous three: the adversary now

makes the correct decision 74% of the time. But consider the counterfactual where
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in truth z; = 0 (and z, = 0). Now the misspecified prior leads the adversary astray,
and they make the correct decision only 42% of the time (the distribution of X7
and X change in the counterfactual, so the probability is not simply 100% — 74%).
Evidently, an inaccurate prior can impact the results, possibly to the detriment
or benefit of the adversary depending on the value of x;. Of course, in practical
contexts the adversary does not know whether they benefit or suffer from an in-
formative prior. Given that the uniform prior (with support that includes the true
count) allows the distributions of the noisy counts to fully determine the poste-
rior probability computations, it appears to be a sensible choice when evaluating

statistical disclosure risks.

2.10 Composition of Risk

We now briefly examine how the risk measures from Chapter 2.3 behave under
composition. That is, if the Census Bureau were to perform a second data release,
how would the risks from the two releases combine? Let X;; be the released noisy
count from the ;" release and z%, be the corresponding observed value. Recall that

the disclosure risk from the first release is

P[Xl =1 | X} = $T1]

R/("ETI) = ]_:;.[)(1 _ xl]

) (2.32)

We can similarly examine the disclosure risk from the second release. Assuming
the releases are sequential, the adversary will have already observed z%,, so their
prior probability for the second release corresponds exactly to their posterior from
the first release. That is,

P[X, =z, | XTy = 27y, X| = 2]

R/ x* x* j—
(z32 | 271) P[X, =z | X{, = 2%]

(2.33)
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FIGURE 2.11: Adversary’s decision under 0-1 loss for each combination of =%, x3,
and y;. Priors are of the form P[X, = ko | X1 = ki] = 1 for ks = 1 (top) and
ks = 25 (bottom). Privacy parameters are set as in the census application, p = 1/2,
and d = 27. 10> MCMC draws are taken for each combination in most cases. When
the posterior probability X; = 1 is close to 0.5, the number of MCMC draws is
increased to 10°.
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This quantity is analogous to R'(z%,) and, in practice, the posterior in the numera-

tor can be decomposed as follows via Bayes Theorem:
PlX: =z | XJ5 = af,, X{j = 274]

_ PXT, = o, | Xy = @1, Xfy = 2y [ P[X) = 2 | Xy = 7] (2.34)
P[X{, = afy | X7} = o7y

_ P[X{y = 2%y | Xy = 2] P[Xy = 2y [ Xy = af)] (2.35)
e P[XE =ty [ Xy = k| P[Xy =k | Xfy = 7]

ki=x1,—¢

The latter equality assumes that the mechanism for releasing X, does not depend
on the observed x7,. (2.35) has a form identical to the form of P[X; = z; | X§ =
xF] in Chapter 2.3, except that the prior is conditional on the observed z3, from
the first release. This means that the analysis of the second release can proceed
exactly as the first with the only difference being an “updated” prior.

The total risk from the two releases is then
P[Xl = I | X =}, Xy = ITQ]

R'(x%,,23%,) = (2.36)
( 11 12) P[Xl _ 131]
P, = | Xy = 0t X = 0] PIN =0 | X =)
P[X, =z | X} = 77 P[X, = x1]
= R'(af, | 7)) R/ (27)). (2.38)

This argument generalizes to an arbitrary number of releases. Letting m be the
total number of releases, the total risk composes as

R/(xiklv SR 7x>1km) = R,(x;‘m ’ J"TD R 7‘r;m71) U Rl(‘r;‘l) (2.39)
Thus, the cumulative risk is simply the product of the risk from each release. The
generalized marginal risk and generalized probability the adversary makes the cor-

rect decision are straightforward to compute from the generalized R'.
2.11 The Effect of Post-Processing

We now illustrate how a post-processing step could affect the risk analysis in

this chapter. Our intent is not to give a complete treatment of this but rather to
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provide a rough intuition. Thus, in this analysis, we make a substantial number
of simplifying assumptions about the adversary and the way the post-processing
is performed compared to the TopDown algorithm used for the 2020 decennial
census data.

To begin, we outline our illustrative post-processing algorithm. Let X, X, be
the post-processed counts corresponding to X, X, and 7;,Z, be their observed
values. Similarly, let ?1(1)’ . ,}71(@ be the post-processed counts corresponding
to Yl(l), . ,Yl(d) and gﬁ”, e ,gf’) be their observed values. We define the post-
processing algorithm at the block level as follows. Taking 7, as fixed, we enforce
the aggregation constraint 7, = 7 —I—Zle gi"), while minimizing the sum of squared

deviations from the noisy counts:

d
argmin {(il — )P+ 2(g§” — yi”*)Q}. (2.40)
D) () “

T1,Y1 "5--Yq i=1

The post-processing algorithm used in the TopDown algorithm enforces several ag-
gregation constraints and minimizes a weighted sum of squared deviations involv-
ing more quantities, so this is a substantial simplification, but one that we expect
to roughly approximate the effects of the true algorithm. Letting x% and y; be the
observed noisy counts corresponding to X; and Y}, this simplified problem has a
closed form solution, which we denote 7;:

_day + (T — yf)

o= 2.41
T d+1 (241

It is possible for z; to be outside the range [0, 5| or to be non-integer valued. To
correct for this, we truncate the solution to be in the correct range and round to the
nearest integer. The complete post-processing algorithm includes a non-negativity

constraint in the optimization and performs a second controlled rounding step,
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although we expect this change to have a limited effect for our illustration. We
denote the final solution to the optimization as f(z7, v}, Z5), which is given by
0, if T < 07
F@T, 47, 32) = By, if 2y > Ty (2.42)
[71], otherwise.
We now return to the perspective of the adversary. From the above, the likeli-
hood from the post-processing step is simply an indicator variable

P[X1 =7 | X{ =27, Y] = yl,XQ = To| = 1|1 = f(2T, y7, T2)]. (2.43)

The full likelihood is then, assuming that the adversary considers #; and Z,, but

~(1 ~(d
notyi),...,yi ),

P[Xl = | Xy = ki, Xy = T

2

zi=—wyf

P[Xl = Zi'l | X [L’l,Y* y17X2 = .CE'Q]

n Mg

—00

PX] =27 | X1 = k| P[Y) =y | X1 = k] (2.44)

:7(13 yl

11 = f(2), 97, %) | P[X] = 27 | X1 = ki]

HM8

—00

To simplify P[Y* = y | X; = k;], we assume the adversary knows z, exactly a
priori, in addition to making the approximation from Chapter 2.7. Assuming as
before that the true z; = 25, = 1, the known count is z; _, = 0, and the adversary’s
prior on X; is Bernoulli with parameter p, the posterior probability the adversary
makes the correct decision is

P[X,=1|X, =,X, = X,]

_ P[Xl = i‘l | X1 = 1,X2 = Zi'g]p (2 46)
P[X1 =Zi‘1 | X1 = 1,X2 ng]p-i-P[Xl =J~71 | X1 ZO,XQ :fg](l—p)
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FIGURE 2.12: The left panel plots the marginal disclosure risk from (2.47) as a
function of 75 when p; ~ 0.099. The right panel plots the marginal disclosure
risk from (2.47) as a function of p; colored by Z, € {1,10,100}. The dashed line
represents p; ~ 0.099. In both panels, the purple line represents the marginal
disclosure risk without post-processing. Both set p = 1/2 and assume the adversary
knows that z, = 1.

Finally, for comparison to the results from before, we can marginalize out X, from
the posterior:
P[X1 =1 | I = 17X2 2532] = ZP[Xl =1 | X1 =571,X2 Z.i'g]
z1=0

P[Xl = .fl | Ty = ]_,XQ = i’g] (247)

Note that the result will vary with 5.

We now examine whether, on average, releasing the post-processed counts will
have lower disclosure risk than releasing the counts without post-processing. The
first panel of Figure 2.12 compares the marginal disclosure risks in the case where
p1 ~ 0.099 for various values of Z,. We find that the marginal risk with post-
processing is bounded above by the marginal risk without post-processing, as ex-
pected. Larger values of 7, give risks closer to the bound, which makes sense
intuitively; larger values of 7, allow for a larger range of possible observed 7,
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which will make it easier for the adversary to “work backward” to z}. The second
panel of Figure 2.12 compares the marginal disclosure risks as a function of p; for
a selection of 7,. We observe a similar effect, with the marginal risk without post-
processing providing an upper bound on the marginal risk with post-processing.
In general, we find that the bound is fairly tight; the reduction in disclosure risk
due to the post-processing is minor (given the simplifications and assumptions we

make).
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3

Prior-itizing Privacy: A Bayesian Approach to
Setting the Privacy Budget in Differential
Privacy

This chapter is a reproduction of Kazan and Reiter (2024), which was published
in the Proceedings of the Thirty-Eighth Annual Conference on Neural Information
Processing Systems. Chapters 3.8-3.12 present the appendices of the published

version.

3.1 Introduction

Differential privacy (DP) (Dwork, McSherry, et al., 2006) is a gold standard
definition of what it means for data curators, henceforth referred to as agencies, to
protect individuals’ confidentiality when releasing sensitive data. The confidential-
ity guarantee of DP is determined principally by a parameter typically referred to
as the privacy budget . Smaller values of ¢ generally imply greater confidentiality
protection at the cost of injecting more noise into the released data. Thus, agencies
must choose ¢ to balance confidentiality protection with analytical usefulness. This
balancing act has resulted in a wide range of values of ¢ in practice. For example,
early advice in the field recommends ¢ of “0.01, 0.1, or in some cases, log(2) or
log(3)” (Dwork, 2011), whereas recent large-scale implementations use ¢ = 8.6 in

OnTheMap (Machanavajjhala et al., 2008), ¢ = 14 in Apple’s use of local DP for iOS
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10.1.1 (Tang et al., 2017), and an equivalent of ¢ = 17.14 in the 2020 decennial
census redistricting data release (Abowd et al., 2022).

Some decision makers may find interpreting and selecting ¢ difficult (Hay et al.,
2016; John et al., 2021; Lee & Clifton, 2011; Nanayakkara et al., 2023; Sarathy
et al., 2023). For example, a recent study by Sarathy et al. (2023) of practitioners
using DP Creator found that users wished for more explanation about how to select
privacy parameters and better understanding of the effects of this choice. One
potential path for providing guidance is to convert the task of selecting ¢ to setting
bounds on the allowable probabilities of adversaries learning sensitive information
from the released data, as in the classical disclosure limitation literature (Duncan
& Lambert, 1986; Fienberg & Sanil, 1997; Reiter, 2005). There is precedent for
this approach: Kifer and Machanavajjhala (2014) suggest that “privacy semantics
in terms of Bayesian inference can shed more light on a privacy definition than
privacy semantics in terms of indistinguishable pairs of neighboring databases”
and prevailing advice for setting § in approximate (¢, 0)-DP originates from such
Bayesian semantics (Kasiviswanathan & Smith, 2014).

We propose that agencies utilize relationships between DP and Bayesian seman-
tics (Abowd & Vilhuber, 2008; Dwork, McSherry, et al., 2006; Kasiviswanathan &
Smith, 2014; Kazan & Reiter, 2025; Kifer & Machanavajjhala, 2014; Kifer et al.,
2022; Lee & Clifton, 2011; McClure & Reiter, 2012) to select values of ¢ that ac-
cord with their desired confidentiality guarantees. The basic idea is as follows.
First, the agency constructs a function that summarizes the maximum posterior
probability of disclosure permitted for any prior probability of disclosure. For ex-
ample, for a prior risk of 0.001, the agency may be comfortable with a ten-fold (or
more) increase in the ratio of posterior risk to prior risk, whereas for a prior risk
of 0.4, the agency may require the increase not exceed, say, 1.2. Second, for each

prior risk value, the agency converts the posterior-to-prior ratio into the largest
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¢ that still ensures the ratio is satisfied. Third, the agency selects the smallest ¢
among these values, using that value for the data release. Importantly, the agency
does not use the confidential data in these computations—they are theoretical and
data free—so that they do not use up part of the overall privacy budget. Our main
contributions include:

* We propose a framework for selecting € under certain conditions (see Chapter
3.3) that applies to any DP mechanism, does not use additional privacy bud-
get, and can account for disclosure risk from both an individual’s inclusion
and the sensitivity of values in the data.

* We enable agencies to tune the choice of ¢ to achieve their desired posterior-
to-prior risk profile. This can avoid setting ¢ unnecessarily small if, for exam-
ple, the agency tolerates larger posterior-to-prior ratios for certain prior risks.
In turn, this can help agencies better manage trade-offs in disclosure risk and
data utility.

* We give theoretic justification for the framework and derive closed-form solu-
tions for the ¢ implied by several risk profiles. For more complex risk profiles,
we also provide a general form for £ as a minimization problem.

To streamline the discussion, we focus on the release of discrete-valued statistics

computed on discrete-valued data. Extension to continuous-valued statistics and
data can be accomplished by replacing sums with integrals and PMFs with PDFs

throughout the theorem statements and proofs.

3.2 Background and Motivation

We first describe some aspects of DP and Bayesian probabilities of disclosure
relevant for our approach. We summarize all notation and definitions in Tables 3.2

and 3.3 in Chapter 3.8.1.
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3.2.1 Differential Privacy

Let P represent a population of individuals. The agency has a subset of P, which
we call Y, comprising n individuals measured on d variables. For any individual i,
let Y; be the length-d vector of values corresponding to individual 7, and let I; = 1
when individual 7 is in Y and I; = 0 otherwise. For all 7 such that I; = 1, let Y_, be
the (n — 1) x d matrix of values for the n — 1 individuals in Y excluding individual
i.! The agency wishes to release some function of the data, T(Y'). We assume Y’
and T(Y) each have discrete support but may be many-dimensional. The agency
turns to DP and will release 7*(Y "), a noisy version of 7'(Y') under e-DP.

Our work focuses on unbounded DP as defined in Dwork (2006), which involves
the removal or addition of one individual’s information.? If a function 7*(Y") with
discrete support satisfies unbounded ¢-DP, then for all ¢, all y in the support of Y},

all y_; in the support of Y_;, and all ¢* in the support of 7*(Y),

e ® <

< €°. 3.1

In settings where the statistic of interest is a count, a commonly used algorithm

to satisfy DP is the geometric mechanism (Ghosh et al., 2012).

Definition 4 (Geometric Mechanism). Let T(Y') € Z be a count statistic and suppose
we wish to release a noisy count T*(Y') € Z satisfying e-DP. The geometric mechanism
produces a count centered at T(Y ') with noise from a two-sided geometric distribution
with parameter e <. That is,

— 1- e_gefs|t*ft|’

S l4ec

! For all i such that I; = 0 we let Y_; be an (n— 1) x d matrix of individuals not including individual
1.

P[T*(Y) = t* | T(Y) = {] t* e 7. (3.2)

2 This is in contrast to bounded DP (Dwork, McSherry, et al., 2006), which involves the change of
one individual’s information.
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Under the geometric mechanism, the variance of T*(Y) is 2¢ /(1 — e ¢)?. The
variance increases as ¢ decreases, reflecting the potential loss in data usefulness
when setting ¢ to a small value.

Of course, data usefulness is only one side of the coin. Agencies also need
to assess the implications of the choice of ¢ for disclosure risks (Drechsler, 2023;
Reiter, 2019; Sarathy et al., 2023). Prior works on setting ¢ focus on settings where
(i) the data have yet to be collected, and the goal is to simultaneously select £ and
determine how much to compensate individuals for their loss in privacy (Dandekar
et al., 2014; Fleischer & Lyu, 2012; Hsu et al., 2014; C. Li et al., 2014), (ii) the
population is already public information, and the goal is to protect which subset of
individuals is included in a release (Lee & Clifton, 2011; Nanayakkara et al., 2022),
or (iii) data holders can utilize representative test data or the confidential data set
itself (Budiu et al., 2022; Gaboardi et al., 2016; Hay et al., 2016; Nanayakkara
et al., 2022). We focus on the common setting where data already have been
collected, the population they are drawn from is not public information, and no

data are available for tuning e.

3.2.2 Bayesian Measures of Disclosure Risk

Consider an adversary who desires to learn about some particular individual i
in Y using the release of 7*(Y"). We suppose that the adversary has a model, M,
for making predictions about the components of Y; that they do not already know.?
For example, the adversary could know some demographic information about in-
dividual ¢ but not some other sensitive variable. The adversary might predict this
sensitive variable from the demographic information using a model estimated with
proprietary information or data from sources like administrative records. We as-

sume that the release mechanism for 7*#(Y") is known to the adversary, that the DP

3 To be technically precise, we suppose the adversary assigns zero probability to predictions of Y;
with values of components that they know to be incorrect.
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release mechanism does not depend on M, and that, under M, the observations
are independent but not necessarily identically distributed. These conditions are
formalized in Chapter 3.3. For our ultimate purpose, i.e., helping agencies set ¢,
the exact form of the adversary’s M is immaterial. In fact, as we shall discuss, we
are not concerned whether the adversary’s predictions from M are highly accurate
or completely awful.

On a technical note, we make the distinction that the agency views Y and
I; as fixed quantities, since it knows which rows are in the collected data and
what values are associated to each row. The adversary, however, views Y and
I; as random variables, and thus probabilistic statements about these quantities
are well defined from the adversary’s perspective. Notationally, we signify that a
probabilistic statement is from the adversary’s perspective via the subscript M.

Let S be the subset of the support of Y; that the agency considers a privacy
violation. For example, if d = 1 and Y is income data, then S may be the set
of possible incomes within 5,000 or within 5% of the true income for individual i.
Alternatively, if d = 1 and Y is binary, then S is a subset of {0, 1}. The selection of
S must not depend on P, as this might constitute a privacy violation.

The agency may be concerned about the risk that the adversary determines
individual 7 is in Y or the risk that the adversary makes a disclosure for individual
i1; that is, I; = 1 and Y; € S, respectively. Assuming that the adversary’s model
puts nonzero probability mass on these events, we can express their relevant prior

probabilities as follows.

For fixed p; and ¢;, we can measure the risk of disclosure for individual ¢ in a
number of ways. Drawing from McClure and Reiter (2012), one measure is the rel-
ative disclosure risk, r;(p;, ¢;, t*). Writing the noisy statistic as 7* and suppressing
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the dependence on Y or Y_,, this is defined as follows.

Definition 5 (Relative Disclosure Risk). For fixed data Y, individual i, adversary’s
model M, and released T* = t*, the relative disclosure risk is the posterior-to-prior

risk ratio,

o PulYieS I =1|T* =t*]
(piy i, t¥) = : .
Tz(pzaQZa ) PM[Y; c S’[l _ 1] (3 4)

The relative risk can be decomposed into the posterior-to-prior ratio from in-
clusion (/;) and the posterior-to-prior ratio from the values (Y;). We have

PulYie S| =1,T* =t*] Pyl =1|T* =t*]

PM[YI eS | I, = 1] PM[Iz‘ _ 1] (3.5)

ri(p’b i, t*) =

The relative risk, however, does not tell the full story. As discussed in Hotz et al.

(2022), the data holder also may care about absolute disclosure risks, a;(p;, g;, t*).

Definition 6 (Absolute Disclosure Risk). For fixed data Y, individual i, adversary’s
model M, and released T* = t*, the absolute disclosure risk is the posterior probabil-
iy,

Since 7;(p;, ¢i, t*) = a;(pi, ¢, t*)/(piq;), we can convert between these risk mea-

sures.

3.2.3 Risk Profiles

The quantities from Chapter 3.2.2 can inform the choice of ¢. For example, DP
implies that

ri(pia qis t*) < 628 (37)

for all (p;,q;,t*). * The inequality in (3.7) implies a naive strategy for setting e:

select a desired bound on the relative risk, 7*, and set ¢ = log(r*)/2. Practically,

4 This is proved in Gong and Meng (2020) under bounded DP in the case where |S| = 1. We show
in Corollary 6 that, under our assumptions, it holds for larger sets and for unbounded DP (with &
replaced by 2¢).
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however, this strategy suffers from two drawbacks that could result in a smaller
recommended ¢ than necessary. First, for any particular p; and ¢;, the bound in
(3.7) need not be tight. In fact, this bound is actually quite loose across a wide
range of values. Second, this strategy does not account for agencies willing to
tolerate different relative risks for different prior probabilities. For example, if
piq; = 0.25, an agency may wish to limit the adversary’s posterior to a;(p;, ¢;, t*) <
2x0.25 = 0.5, but for p;q; = 1075, the same agency may find a limit of a;(p;, ¢;, t*) <
2 x 107% unnecessarily restrictive.

Rather than restricting to a constant bound, the agency can consider tolerable
relative risks as a function of a hypothetical adversary’s prior probabilities. We refer
to this function as the agency’s risk profile, denoted r*(p;, ¢;). Thus, the agency

establishes a r*(p;, ¢;) so that, for all p;, ¢;, and t*,
ri(pi, 4i, ) < r*(pis @i)- (3.8)

As the following results show, the requirement in (3.8) translates to a maximum

value of ¢.

3.3 Theoretical Results

We now describe our main theoretical results. To devote more space to exam-
ples and applications, we describe supporting results in Chapter 3.9.1 and provide
all proofs in Chapter 3.12.

We begin by formalizing the assumptions on the release mechanism for 7* and
the adversary’s model, M. We emphasize that P[T*(Y) = t* | V; = y, Y, =
y_i,I; = 1] and P[T*(Y_;) = t* | Y_; = y_;,I; = 0] are probabilities under the
actual DP mechanism used for the release of 7*(Y') when i is and is not included,

respectively. We use these probabilities in two assumptions as follows.
Assumption 1. For all y in the support of Y;, y_; in the support of Y_;, and t* in the
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support of T*,

PulT*(Y)=t"|Y,i=y, Y =y_;, ;=1 =P[T*(Y)=t"|Y, =y, Y, =y_;, [, = 1]
(3.9)

Pu[T*(Y.y) = t* | Yoy =y_y, [ = 0] = P[T*(Y.;) = t* | Yoy = y_i, I; = 0]
(3.10)
Assumption 1 implies that the mechanism for releasing 7* given Y is known
to the adversary and that the adversary uses the actual release mechanism. An
adversary who uses something other than the actual release mechanism to compute
probabilities is unlikely in general to find more success than the adversary who
does. Hence, Assumption 1 assures that the agency’s computations are principled

and cover a type of “worst-case” analysis.

Assumption 2. For all y in the support of Y; and y_; in the support of Y_,,

Assumption 2 implies that the adversary’s beliefs about the distribution of Y_;
do not change whether individual ¢ is included in the data or not, nor do they
depend on individual i’s confidential values. This assumption is similar to one
explored in Kifer and Machanavajjhala (2014), who consider cases where “the
presence / absence / record-value of each individual is independent of the presence
/ absence / record-values of other individuals,” although we do not require that
(3.11) holds for all 7. Since DP is designed to capture the effect that a single atomic
unit of data has on the output distribution, assuming this type of independence
structure ensures one atomic unit is a single data point.> We believe these two
assumptions are weaker than those in related work on choosing ¢, which we discuss
in Chapter 3.6.

Under Assumption 1 and Assumption 2, we can relate ¢ to the distribution of

> We thank a referee for highlighting this rationale for Assumption 2.
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T* unconditional on Y_; via the following lemma. This result is similar, but not

identical to, Theorem 6.1 in Kifer and Machanavajjhala (2014).

Lemma 3. Under Assumption 1 and Assumption 2, if the release of T* = t* satisfies

e-DP, then for any subset S of the domain of Y;, we have

PulT* =t*|Y;e S, I, = 1]
Pu[T* =t I, = 0]

—& )

<e

~

e _ PMlTF =t | YieS =] _ o

< < 3.12
Pull* =t | Yi¢S. I, =1] ¢ (3.12)

(&

We emphasize that Lemma 3 and all subsequent results require Assumption 2.
Without it, generalizable knowledge from the release can lead to arbitrarily large
relative risk, as demonstrated by examples in Kasiviswanathan and Smith (2014)
and Kifer et al. (2022).

For a given function r* selected by the data holder, we can determine the ¢
that should be used for the release. This is due to the following result relating the

relative risk to e.

Theorem 4. Under Assumption 1 and Assumption 2, if the release of T* = t* satisfies

e-DP, then
1
gpi +e (1 —qg)pi +e=(1 —p;)

ri(piy @i, t%) < (3.13)

One can solve for ¢~¢ in (3.13) to determine the recommended ¢, which is given

by Theorem 5.

Theorem 5. For any individual i, fix the prior probabilities, p; and q;, and a desired

bound on the relative disclosure risk, r*(p;, q;). Define ¢;(p;, ¢;) to be the function

log 2’”(1_'“1) , f0O<qg <1

gi(pi, i) = \/(1*p¢)2+4p¢(1*q¢)(mfpiqi)*(lfpi) (3.14)

lOg ( }pi_p,) ) lsz = 1.
r¥(p;,1) P
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Under the conditions of Theorem 4, any statistic T* = t* released under -DP with
e < &i(pi, @) will satisfy ri(pi, qi, t*) < 7 (ps, @:)-

By Theorem 5, to achieve r;(p;, ¢, t*) < r*(p;,q;) for all (p;,q;), the agency

should set ¢ via the following minimization problem:

e= min &(p;, G)- (3.15)
Pi,¢i€(0,1]

Closed forms for the ¢ resulting from a few specific risk profiles are included in

Chapter 3.8.2.
3.4 Using Posterior-to-prior Risks for Setting

We now illustrate how an agency can use the results of Chapter 3.3 to select ¢.
Notationally, for a given quantity x, we use 7 to indicate the agency has fixed x to
a particular constant.

Given S, the agency must select a form for 7*(p;, ¢;). A default choice, equiv-
alent to the naive strategy using (3.7) discussed above, is to set the bound to a
constant 7 > 1, i.e.,

(i, qi) = T (3.16)

As we prove in Theorem 10, the bound in (3.16) implies the agency should set
e = log(7)/2. While a constant bound on relative risk is simple, agencies that
tolerate different risk profiles may be able to set ¢ to larger values, as we now
illustrate.

Consider an agency that seeks to bound the relative risks for high prior prob-
abilities and bound the absolute disclosure risk for low prior probabilities. For
example, the agency may not want adversaries whose prior probabilities are low
to use t* to increase those probabilities beyond 0.10. Simultaneously, the agency
may want to ensure adversaries with prior probabilities around, for example, 0.20

cannot use t* to triple their posterior probability. Such an agency can specify a risk
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FIGURE 3.1: Each column corresponds to a particular hypothetical agency. The
first row presents the agency’s risk profile and the second row presents the profile’s
implied maximal allowable ¢ at each point on the curve. Agency 1’s risk profile is
given by (3.17) with a = 0.1, ¢ = 1, and 7 = 3, while Agency 2’s risk profile is given
by (3.18) with @ = 0.1, p = 0.05, and 7 = 3. For Agency 2, r* and ¢; are very large
for small ¢;; large values are truncated for readability.

profile that requires either the relative risk be less than some 7 > 1 or the absolute
risk be less than some @ < 1, as we now illustrate via the following two examples.

The first example is a setting inspired by a case study in Dyda et al. (2021).

Example 1. A healthcare provider possesses a data set comprising demographic in-
formation about individuals diagnosed with a particular form of cancer in a region
of interest. They plan to release the count of individuals diagnosed with this form
of cancer in various demographic groups via the geometric mechanism, but are con-
cerned this release, if insufficient noise is added, could reveal which individuals in the

community have cancer. They wish to choose ¢ appropriately.
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Table 3.1: The ¢ recommended by our framework for three risk profiles of the
form in (3.17). Also included are the standard deviations of the noise distribution
and the probabilities that the exact value is released, i.e., the mass at zero, for
geometric mechanisms that satisfy the corresponding ¢-DP.

Agency T a \ ¢ Recommendation Noise Std. Dev. Prob. Exact

A 1.5 0.25 0.51 2.74 25%
B 3 0.25 1.30 1.02 57%
C 6 0.25 2.04 0.59 77%

In this example, the primary concern is with respect to inclusion in the data
set. That is, for a given individual i, the adversary’s prior probability p; is the
key quantity, whereas the ¢; is not as important for any given S. The agency can
fix some ¢ € (0, 1], for example ¢ = 1 to focus on adversaries who already know
individual i’s demographic information. To simplify the analysis, we set the risk
profile to oo for adversaries with ¢ # 1, which indicates these adversaries are not
considered. A reasonable risk profile for this agency then might be of the form, for

some7 > 1landa < 1,°

, ifg=gand0<p; < &

max{-L 7t ifqg =g pid ~
™ (pis ¢i) = { {W } , “=T _ 15 ifg = gand L<p <l 317

An example visualization of this risk function is presented in the first column of
Figure 3.1. The upper plot displays the risk profile as a function of p; when ¢; = ¢,
and the lower plot displays the maximal ¢ for which the relative risk bound holds
for each p;. We can derive a closed form for ¢ under this risk profile; see Table 3.4
in Chapter 3.8.2 for a summary and Theorem 12 in Chapter 3.9.1 for details.

Suppose the agency is generally willing to accept a maximum absolute dis-
closure risk of a = 0.25 for adversaries with small prior probabilities. Table 3.1

presents the maximal ¢ which satisfies the desired risk profile for three such agen-

6 The second equality in (3.17) assumes ¢ > a/7. If § < a/7, then 7*(p;,§) = a/(p:G) for all
0<p; <1.
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cies. Agency A is risk averse, agency C is utility seeking, and agency B sits in
between in terms of risk and utility. For adversaries with high prior probabilities,
agencies A, B, and C bound the relative disclosure risk at 7 = 1.5, 7 = 3, and 7 = 6,
respectively. Figure 3.3 in Chapter 3.10.1 plots the forms of each agency’s risk pro-
file. To provide intuition on the amount of noise implied by these ¢, in Table 3.1
we display the standard deviation of the noise distribution for each statistic under
the geometric mechanism and the probability that the geometric mechanism will
output the exact value of each statistic. The risk averse agency is recommended an
¢ that results in a release with a high standard deviation and fairly low probability
of releasing the exact value of the statistic. The utility seeking agency is recom-
mended an ¢ that results in a release with a fairly low standard deviation and high
probability of releasing the exact value of the statistic.

The recommendations from these risk profiles, which are tailored to the setting
and agency preferences, are higher than the recommendations from a correspond-
ing simple risk profile of r*(p;, ¢;) = 7 for all prior probabilities. This simple profile
yields ¢ ~ 0.20, ¢ ~ 0.55, and ¢ ~ 0.90 for 7 = 1.5, 7 = 3, and 7 = 6, respectively,
less than half the corresponding ¢ values in Table 3.1.

We now consider a second example, inspired by Example 16 in Wood et al.

(2018), that alters Example 1.

Example 2. A survey is performed on a sample of individuals in the region of interest.
5% of the region is surveyed, and respondents are asked whether they have this par-
ticular form of cancer along with a series of demographic questions. The agency plans
to release the counts of surveyed individuals who have and do not have the cancer
in various demographic groups via the geometric mechanism, but is concerned this
release, if insufficient noise is added, could reveal which individuals in the community

have cancer. The agency wishes to choose ¢ appropriately.
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In this example, the primary concern is with respect to the values in the data
set. For ease of notation, let Y; be a d-vector of binary values, and let the first
element, Yj;, be an indicator for whether individual ¢ has this form of cancer. Set
S to be the subset of the support of Y; for which individual 7 has the cancer, i.e.,
S = {y e {0,1}¢ : y; = 1}. For individual i, the adversary’s ¢; is the key quantity,
and their p; is not of interest. The agency can fix some p € (0, 1]; for example, if the
agency is most concerned about adversaries whose only prior knowledge is that
individual i is in the population, but not whether they were surveyed, they might
set p = 0.05. Alternatively, they might set p = 1 to imply an adversary that knows
a priori that individual 7 is included in Y. A reasonable risk profile for this agency
might be of the form, for some a < 1l and 7 > 1,”

a

S N -, ifp;=pand 0 < ¢; < &;
* max{%,r}, lfpz =pP; i . ~ pr
™ (pi, i) = P =47, if p;, = p and ]% <q <1; (3.18)

™

%, if pi # . ow, ifp; #p.

An example visualization of this risk function is presented in the second column
of Figure 3.1. The upper plot displays the risk profile as a function of ¢; when
p; = p, and the lower plot displays the maximal ¢ for which the relative risk bound
holds for each p;. The agency can select the smallest £ on this curve for their
release. We can derive a closed form the minimum; see Table 3.4 in Chapter 3.8.2
for a summary and Theorem 11 in Chapter 3.9.1 for details. Notably, it can be
shown that the ¢ selected under these two profiles is bounded below by log(7)/2
and may be much larger. We provide further exploration and visualizations for this
example in Chapter 3.10.2.

As demonstrated by these examples, the gap between the baseline strategy of

(3.16) and our recommendation can be large. To further illustrate, suppose an

7 The second equality in (3.18) assumes p > a/7. If p < a/7, then r*(p,q;) = a/(pg;) for all
0<qg <1
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agency has a simple, “point” risk profile, where r*(0.5,1) = ' for v/ < 2 (and
elsewhere). The baseline recommends ¢ = log (') /2 < 0.35, while the recommen-
dation from Theorem 5 can be shown to have the form ¢ = log (+// (2 — r’)), which
diverges as " — 2. Thus, the gap between the recommendations can be arbitrarily
large. While this likely does not represent a realistic disclosure risk profile of a
real-world agency, it is instructive. In general, the baseline’s recommendation is
smaller because it is enforcing a relative risk of ' for adversaries with small priors.
If ' < 2, then an adversary with prior probability p;q; = 0.001 is restricted to a
posterior probability at most 0.002, leading to a small ¢ recommendation. If ad-
versaries with small priors are ignored or allowed to have large relative risks, the
recommendation from our method will outperform the baseline, and possibly by a
substantial amount.

A particular agency’s risk profile may not be characterized by one of the forms
described above. For example, an agency may be equally concerned about p; and ¢;,
rather than focusing on one; see Chapter 3.10.3 for an example of this setting. Or,
as argued in Manski (2020), in some settings, agencies might be most concerned
about the difference between the posterior and prior probabilities (rather than their
ratio).® In such settings, it is straightforward to write down the corresponding risk
function, 7*(p;, ¢;), and the optimal ¢ can be determined by numerically solving the
minimization problem in (3.15).°

Regardless of the agency’s desiderata for a risk profile, we recommend that

they keep the following in mind when setting its functional form. First, for any

8 Requiring the difference between the posterior and prior probabilities to be bounded by some
b € (0,1) is equivalent to requiring the relative risk be bounded by (piq; + b)/(piq;). See Chapter
3.9.2 for details.

9 We provide R code at https://github.com/zekicankazan/choosing_dp_epsilon to determine the
recommended ¢ for a provided risk profile. This code was used to determine closed forms for e for
the additional risk profiles described in Chapter 3.9.2. The example in Chapter 3.10.3 demonstrates
the use of this code.
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region where r*(p;,q;) > 1/(piqi), the risk profile generates a bound on the pos-
terior probability that exceeds 1. Of course, the posterior probabilities themselves
cannot exceed 1; thus, in these regions, the risk profile effectively does not bound
the posterior risk. For example, an agency that sets r*(p;, 1) = 3 in the region
where p; > 1/3 (as in the left column of Figure 3.1) implicitly is willing to accept
an unbounded ¢ for prior probabilities p; > 1/3. Second, when bounding the ab-
solute disclosure risk below some @& in some region of (p;,¢;), the agency should
require p;q; < a in that region. When p;q; = a, the recommended ¢ = 0 since the
data holder requires 7* to offer no information about Y;. This also suggests that
an agency bounding absolute disclosure risk in a region of (p;, ¢;) that sets a close

to some value of p;q; in the region is willing to accept only small ¢ values.

3.5 Managing the Trade-off in Privacy and Utility

Agencies can use the framework to manage trade-offs in disclosure risk and data
utility. In particular, the agency can evaluate potential impacts of the DP algorithm
using data quality metrics under different risk profiles, choosing an ¢ that leads to
a satisfactory trade-off. We demonstrate this in the below example, using data on
infant mortality in Durham county, N.C. We note that these data may not require
the use of DP in reality, but they do allow us to illustrate the process with public

data.

Example 3. Suppose that an agency in Durham county, N.C., wishes to release a dif-
ferentially private version of the number of infant deaths the county experienced in the
year 2020. The agency plans to use the geometric mechanism to release this value. Of
particular interest is whether the county infant death rate meets the U. S. Department
of Health and Human Services’ Healthy People 2020 target of 6.0 or fewer deaths per
1,000 live births (HHS, 2020). The agency wishes to minimize the probability that

they release a noisy count that changes whether or not the 6.0 target is met; their goal
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is to ensure this probability is below 10%. It is public information that there were

4,012 live births in Durham county in 2020 (NCDHHS, 2020b).

The primary concern in Example 3 is with respect to inclusion in the data.
Thus, the agency focuses on adversaries with ¢; = 1 and varying p;. The agency is
generally willing to incur large relative risks if p; is small and small relative risks
if p; is large. Furthermore, due to possible policy ramifications of appearing not
to meet the target rate, the agency is open to accepting greater privacy risks for
greater accuracy in the released count, within reason as determined by agency
decision makers.

The agency’s privacy experts determine that they can characterize the agency’s
risk profiles reasonably well using the following general class of risk profiles.

max{ L 7y, if g = 1;
r*(pi, @) = { {p" } ] ¢ (3.19)
0, lf q; # 1.

To allow for consideration of the effects on accuracy of different specifications of
(3.19), the agency considers combinations of 7 € {1.2,2,5} and a € {0.1,0.25,0.5}.
They also examine @ = 0, which corresponds to a constant risk profile r*(p;, ¢;) = 7.
The agency could consider other combinations of parameters or risk profiles classes
should these not lead to a satisfactory trade-off in risk and utility.

Figure 3.2 summarizes an analysis of the risk/utility trade-offs. For all 7, the
recommended ¢ is larger when @ > 0 than under the corresponding constant risk
profile. Similar increases in ¢ also are evident for the risk profiles of Chapter 3.4;
see Chapter 3.10. Naturally, increases in 7 and @ decrease the RMSEs'° of the noisy
counts due to larger . The switching probabilities in the top panel do not use the

true count of infant deaths; rather, they consider hypothetical deviations of 0.25,

10 Since T* is unbiased for the true count, the RMSE is the standard deviation of the noise distri-
bution.
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FIGURE 3.2: The top panel presents the probability that the differentially private
algorithm switches whether Durham county’s released rate is above or below the
6.0 target—e.g., the added noise makes the released rate 6.5 but the actual rate
is 5.5. Each color represents a different hypothetical absolute difference between
the true and target rate. The middle panel presents RMSEs of the noisy count of
infant deaths. The bottom panel presents the implied . Each bar corresponds to a
different risk profile of the form in (3.19).
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0.5, 1, and 2 in the true rate from the target rate of 6.0. In this way, the agency
avoids additional privacy leakage. The probability differs substantially for each of
the four deviations, with the deviation of 0.25 leading to the largest probability
of a switch. To ensure the probability is below 10% for the deviation of 0.25, the
agency would need to use the most aggressive of the risk profiles, which allows
absolute disclosure risk of @ = 0.5 or relative disclosure risk of 77 = 5. This leads to
e ~ 2.20 with RMSE ~ 0.53. If they are willing to allow the probability to exceed
10% or to place priority on deviations exceeding 0.25, the agency could select a less
aggressive risk profile that yields a smaller «.

In actuality, there were 6.2 infant deaths per 1,000 live births in Durham County
in 2020 (NCDHHS, 2020a). As the truth is close to the 6.0 target, the agency would

need to use a large ¢ to achieve their goal.
3.6 Relationship to Prior Work

The most similar work we are aware of is Lee and Clifton (2011)’s “How Much is
Enough? Choosing ¢ for Differential Privacy,” which also uses a Bayesian approach
to set €. The authors focus on settings where the population is public information
and the adversary’s goal is to determine which subset of individuals in the popu-
lation was used for a differentially private release of a statistic. Their method for
selecting ¢ is tailored to the setting where only disclosure of an individual’s inclu-
sion in the data is of concern and the values of the entire population can be used
to inform the choice of . Lee and Clifton (2011) focuses on the setting where
the Laplace mechanism is used and the population size is known; their proposal
was extended to any DP mechanism by John et al. (2021) and Pankova and Laud
(2022) and settings where the population size is unknown by Mehner et al. (2021).
In Chapter 3.11.1, we compare the recommended ¢ from the proposal in Lee and

Clifton (2011) and our framework in several examples. We find that the approach
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of Lee and Clifton (2011), for particular statistics and populations, can recommend
a larger ¢ than the one resulting from our approach. However, our framework may
be used in settings where the values of the entire population are not public and
settings where the privacy of the values in the release is of primary concern.

Another series of related work involves using Bayesian semantics to communi-
cate the meaning of ¢ to potential study participants. For an overview of recent
work in this area, see Franzen et al. (2022), Nanayakkara et al. (2023), and cita-
tions therein. We highlight an example in Wood et al. (2018) (corrected in Wood
et al. (2020)), which considers an individual deciding whether or not to partici-
pate in a survey for which results will be released via DP with a particular . The
authors suggest that the individual consider a bound on a posterior-to-posterior
ratio similar to the bound in (3.13) to make an informed decision about whether
to participate in the survey. We describe the advice of Wood et al. (2018) using our
notation in Chapter 3.11.2. While their and our bounds have similar expressions,
the goal in Wood et al. (2018) differs from ours. They use the bound to character-
ize the individual’s disclosure risks for a fixed ¢, whereas we establish the agency’s
disclosure risk profile in order to set ¢.

There are a number of other works that examine Bayesian semantics of ¢-DP,
which we now briefly summarize. In their seminal work proposing DP, Dwork,
McSherry, et al. (2006) showed that, under some conditions, bounded DP is equiv-
alent to a bound on the relative risk when all but one data point is fixed. Ka-
siviswanathan and Smith (2014) showed that bounded DP implies a bound on
the total variation distance between the posterior distribution with all data points
included and the posterior distribution with one data point removed. Kifer and
Machanavajjhala (2014) showed that both bounded and unbounded DP are equiv-
alent to a bound on the posterior-to-prior odds ratio exactly when the presence

/ absence / record-value of each individual is independent of that of other indi-
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viduals. Finally, Kifer et al. (2022) showed that both bounded and unbounded DP
imply bounds on the ratio of the posterior distribution with all data points included
to the posterior with one observation replaced with a draw from the posterior with
their observation removed. These works do not discuss how these semantic char-

acterizations of DP can be used to select ¢.

3.7 Commentary

In this chapter, we propose a framework for selecting ¢ for DP by establish-
ing disclosure risk profiles. Essentially, we provide a method for agencies to trade
the problem of selecting ¢ for a release for the problem of specifying their desired
disclosure risk profile. This process involves focusing on particular classes of adver-
saries the agency is most concerned about—represented by the set S—and tuning
¢ to ensure the risk from these adversaries is sufficiently low. We emphasize that,
once applied, DP will protect against all attacks with the guarantee of DP, not just
the attack used to tune ¢.

We primarily focus on the risk from one class of adversary attacks on one indi-
vidual, assuming all individuals are exchangeable. If agencies assign different risk
profiles for different classes of adversaries, they could repeat the analysis for each
class For example, the agency might assign different risk profiles to adversaries
targeting different characteristics, e.g., they may consider whether an individual
has a disease more sensitive than their age. Similarly, if an agency does not treat
individuals in the data as exchangeable—for example, if an agency seeks to ensure
lesser disclosure risks for groups with some characteristics than for not-necessarily-
disjoint groups without those characteristics —the agency could repeat this analysis
for each group. In both of these settings, the agency has a decision problem on its
hands. As with designing DP solutions in general, the agency must prioritize some

risks over others, e.g., using decision-theoretic criteria. This is an important topic
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for future work and raises ethical questions regarding how assigning different risk
profiles for individuals with different characteristics could affect data equity.

One avenue for future work involves incorporating a version of this framework
into differentially private data analysis tools. Recently developed interfaces for DP
data releases such as John et al. (2021) and Nanayakkara et al. (2022) use the
framework of Lee and Clifton (2011) to guide users in setting €. Our framework
could be similarly incorporated to provide guidance in settings that do not satisfy
the assumption of Lee and Clifton (2011) that the values of the population are pub-
lic. Another avenue for future work involves examining how an agency can set the
risk profile appropriate for a particular release. We envision agencies could do so
analogously to the elicitation of utility functions in decision theory, e.g., by consid-
ering a series of bets (Parmigiani & Inoue, 2009). Other future extensions involve
examining whether similar results follow under weaker assumptions. This includes
settings with multiple differentially private releases via existing results that relate
the relative risk to DP composition theorems (e.g., S5 of Kazan and Reiter (2025)).
This also includes extension to variants of DP—such as zero-concentrated DP (Bun
& Steinke, 2016) or approximate DP (Dwork et al., 2010)—by deriving Bayesian
semantics analogous to Theorem 4 or leveraging existing results (Kasiviswanathan
& Smith, 2014; Kifer et al., 2022). Additionally, it may be possible to extend
the results in this chapter from posterior-to-prior risks to the sorts of posterior-to-
posterior risks discussed in Chapter 3.6.

3.8 Reference Tables
3.8.1 Notation Summary

Table 3.2 summarizes the notation of Chapter 3.2. Table 3.3 summarizes the

definitions of key probabilistic quantities.
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Table 3.2: Summary of notation.

Symbol | Description
P Population of individuals the data is drawn from
Y n x d confidential data set

Y; Length-d vector of values for individual ¢

I;
Y

Indicator for whether individual i is included in Y’
; (n — 1) x d matrix of the values in Y excluding those for individual ¢
S Subset of the support of Y; constituting a privacy violation
pi,qi) | Function describing the agency’s desired relative risk bound
M Adversary’s model for predicting Y;
T* Noisy estimate of 7'(Y'), the function being released

Table 3.3: Summary of definitions.

Symbol Definition Description
Di Pu|1; = 1] Prior probability of inclusion
qi PulY; eS| I; =1] Prior probability values disclosed

: = * ¢k . . .
ri(pis ¢, 1) Png[SY’; S}LT:H il Relative disclosure risk

ai(pi, i, t*) | Pu[Yi € S,I; = 1| T* = t*] | Absolute disclosure risk

3.8.2 Closed Forms for ¢

We now provide a reference for all derived closed forms for €. Corresponding
formal theorem statements are provided in Chapter 3.9.1 and discussion of closed
forms not referenced above is provided in Chapter 3.9.2. Table 3.4 provides the

closed forms.

3.9 Additional Results
3.9.1 Omitted Results

We now present all results omitted from the paper. Proofs of these results are
included in Chapter 3.12.
First, we state a corollary to Theorem 4, which generalizes Theorem 1.3 in Gong

and Meng (2020) to sets where |S| > 1 and to unbounded DP.

Corollary 6. Under the conditions of Theorem 4, for all p;, q; € (0, 1] and all t*,

ri(pi, @i, t¥) < €. (3.20)
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Table 3.4: Closed forms for ¢ for various r*(p;, ¢;).

Risk Profile Condition Recommended ¢
(3.16); 7 3 log(7)
0<g<? b1og (50
(3.17) 0<f<+47.%<g<l1 ;mg(i%)
i = 1 ~ a_ = 2d(1-49)
max {pifi’r} m1 <d<bli<g<l]log <\/(fqa>2+4aq(1q)(1a>(ma)>
i=1 log (=2
(3.18) 0<p<i log (‘?&jg’;)
i~ i - 2(pi—a)
< a <
max {p‘h ’ r} Frepsl log <\/7‘«'2(1—15)2+4(ﬁf—&)(1—a)-%(1-p‘)>
(3.27) 0<dy< =t lo 2p1(1—do)
AR & V(=12 +451 (1—d0) (£ P10 ) —(1—51)
7 L <Go<1,p0>0 lo 250 (1—do)
= S90S SR & \/(1=70)2 +470(1—d0) (% —odo) —(1—70)
ifpo<pi<pr | =7 <Go<Lpo=0 log ()
and §o < ¢ <G | Go=1 log <i:ﬁﬁ%>
. Pigitb 1+b
(3.30); Pidi log (1—13

Next, we state a corollary to Theorem 5 which considers the special case where
p; = 1. This corresponds to a setting where individual ¢’s inclusion in the data is
known a priori by the adversary, for example data from a census or public social

media platform.

Corollary 7. Under the conditions of Theorem 5, if p; = 1 and 0 < ¢; < 1, any

statistic T* = t* released under -DP with

1 1—g
€ < 3 log (1—6‘]) , (3.21)
e @

will satisfy r;(1, g;, t*) < r*(1, ;).

For particular forms of r*, the optimization in (3.15) has a closed form solution.
This is detailed by the following theorems, which are preceded by two lemmas used
in the proofs.

71



Lemma 8. Fix p;, ¢; € (0, 1) and let r*(p;, ¢;) = ﬁ Then the function

(1 — g
e(pi, @) = log Pl — ) (3.22)
\/(1 —pi)? +4p;(1 — @) (m - pz’%’) —(1—m)
has partial derivatives such that
1. 208 < forall 0 < p; < land0 < g <1
2. %qq) <Oforall0<p;,<land0 < ¢q; < 1.
Lemma 9. Fix p;, ¢; € (0,1) and let r*(p;, q;) = 7. Then the function
2p:(1 — g,
£(pir ;) = log 2l — 6 (3.23)

\/(1 —pi)? +4pi(1 — q;) (m - piQi) —(1—p)

has partial derivatives such that

1. EP) < 0if0 < g < A7 and 0 < p; < 1

65(7;,7;)_ : . 1
2. %—O#Qi—mand0<pi<l

3 %ﬁi)>oifﬁ<qi<land0<m<1

4. M>0forallO<pi<1andO<qi<1.

0q;

Theorem 10. Under the conditions of Theorem 5, if r*(p;, q;) = 7 > 1, the solution

to the minimization problem in (3.15) is

£ = %log (7). (3.24)

Theorem 11. Under the conditions of Theorem 5, let a < 1, p < 1, and 7 > 1,

and 0 < q; < 1. If the function r* is such that r*(p,q;) = max{a/(pg;), 7} and
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r*(ps, qi) = 0 if p; # P, then the solution to the minimization problem in (3.15) is

£ = o ) (3.25)
1og< it ) ife<p<l.

Theorem 12. Under the conditions of Theorem 5, let a < 1, ¢ < 1, and 7 > 1,
and 0 < p; < 1. If the function r* is such that r*(p;,q) = max{a/(p:;q), 7} and

r*(ps, q;) = o0 for q; # {, then the solution to the minimization problem in (3.15) is

(1 a(1—q) ‘ -
510g 4(1_2)) ) 1f0 <q< g
%log 1__(2')7 ifO<c]<F%1and%<g<1’
£ = v
o8 (\/(’:‘?&)2+4&q~(1q)(1a)(fqa) , i S 4 and - < ¢ :
log (=2) , ifg=1.
(3.26)

3.9.2 Additional Closed Forms

We now present closed form results for the ¢ implied by additional disclosure
risk profiles not discussed above. Proofs of these results are not provided, although
we note that proofs would have a structure similar to the proofs of Theorems 10-
12. It is straightforward to verify these results empirically.

First, consider an agency that requires a constant relative risk bound to hold
on a subset of the (p;, ¢;) space and does not have any bounds outside that space.
That is, rather than enforcing r*(p;, q;) = 7 for all 0 < p;, ¢; < 1, the agency only
enforces this condition for py < p; < p; and ¢y < ¢; < ¢, where 0 < py, < p; < 1

and 0 < ¢y < ¢ < 1 (for py, ¢, > 0). Formally,

r if po < p; <p;and ¢y < ¢; < ¢y
T*<pi;Qi) _ {7"7 Posp P1 Go = ¢ q1 (3.27)

oo, otherwise.
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The recommended ¢ for an agency with the risk profile in (3.27) is

-

lo 2p1(1-4o) if0<q, <=
g \/(1—151)2+4151(1_q0)(%_ﬁl%)_(l_ﬁl) ) 0 FERE
=4l ol , if =5 < qo < 1andpy > 0;
e=3"" \/(1=50)2+ 4750 (1) (£ ~Fodo ) ~(1~F0) Go Po
log(N) 1f_<CI0<1andp0—0
log(} %)’ if g = 1.

(3.28)
Next, consider an agency that desires a constant bound on the difference be-
tween the posterior and the prior. That is, for some be (0, 1), they would like to

enforce

PulYieS, I, =1|T* =t*] — Py[Y;e S, I, = 1] <b. (3.29)

This constraint corresponds to the following risk profile.

.q; + b b
Plivs _ gy 2
Pig; Pig;

™ (pis @) = (3.30)

The recommended ¢ for an agency with this risk profile is

e = log <1 * Z) (3.31)

Notably, by a Taylor series approximation, — log(1 — B) ~ b+ b2 /2. Thus, for small

l;, it follows that the recommended ¢ can be approximated by

- - -2 R -
e=1log(l1+0b)—log(l—0)~ | b— 5 b+ — 5 = 20. (3.32)

3.10 Additional Examples

We now provide additional examples of risk profiles.
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3.10.1 Additional Figure for Example 1

Here we provide an additional figure for Example 1. The setting is restated

below.

Example 1. A healthcare provider possesses a data set comprising demographic in-
formation about individuals diagnosed with a particular form of cancer in a region
of interest. They plan to release the count of individuals diagnosed with this form
of cancer in various demographic groups via the geometric mechanism, but are con-
cerned this release, if insufficient noise is added, could reveal which individuals in the

community have cancer. They wish to choose € appropriately.

As discussed in Chapter 3.4, a reasonable risk profile for this setting might focus
on p; and set ¢; = 1. If we additionally suppose the agency is generally willing to
accept a maximum absolute disclosure risk of 0.25 for adversaries with small prior

probabilities. A risk profile for this agency might be of the form, for some 7 > 1,

max @,f}, if ¢; = 1;
(D 4i) = {4 - (3.33)
0, if g; # 1.

The three example risk functions considered in Chapter 3.4 are presented in
Figure 3.3. Agency A is risk averse, agency C is utility seeking, and agency B sits in
between in terms of risk and utility. For adversaries with high prior probabilities,
agencies A, B, and C bound the relative disclosure risk at 7 = 1.5, 7 = 3, and
T = 6, respectively.

3.10.2 Extended Example 2

Here we provide an extended analysis of Example 2. The setting is restated

below.

Example 2. A survey is performed on a sample of individuals in the region of interest.

5% of the region is surveyed, and respondents are asked whether they have this par-
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FIGURE 3.3: The risk profiles for three agencies with risk profile given by (3.33).
The lines in the lower panels represent the risk profiles for ¢; = 1 as a function of
p;, and the colors represent the implied ¢ at each point on the curve. The lines in
the upper panels represent the corresponding baseline r*(p;, 1) = 7. The left plots
set 7 = 1.5, the center plots set ¥ = 3, and the right plots set 7 = 6.

ticular form of cancer along with a series of demographic questions. The agency plans
to release the counts of surveyed individuals who have and do not have the cancer
in various demographic groups via the geometric mechanism, but is concerned this

release, if insufficient noise is added, could reveal which individuals in the community

have cancer. The agency wishes to choose £ appropriately.

As discussed in Chapter 3.4, a reasonable risk profile for this setting might set

S = {y € {0,1}¢ : y, = 1} and focus on ¢;, while fixing p; = 0.05. Additionally,
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FIGURE 3.4: The risk profiles for three agencies with risk profile given by (3.34).
The lines represent the risk profiles for p; = 0.05 as a function of ¢;, and the colors
represent the implied ¢ at each point on the curve. The left plot sets a = 0.025,
the center sets a = 0.15, and the right sets a = 0.3.

Table 3.5: For each of the three risk profiles in Figure 3.4, we present the ¢ rec-
ommended by our framework. For a release satisfying ¢-DP using the geometric
mechanism, we present the corresponding standard deviation of the noise distribu-
tion and the probability that the exact value is released (i.e., the noise distribution’s
probability mass at zero).

Agency a \ € Recommendation Noise Std. Dev. Prob. Exact

A 0.025 1.09 1.24 50%
B 0.15 1.21 1.10 54%
C 0.3 2.10 0.56 78%

suppose the agency is generally willing to accept a maximum relative disclosure
risk of 3 for adversaries with large prior probabilities. A reasonable risk profile for

this agency might be of the form, for some a < 1,

(05, ) = max{o.o%qiv 3} , if p; = 0.05; (3.34)
o0, if p; # 0.05.

Three example risk functions of this form are presented in Figure 3.4. Once

again, agency A is risk averse, agency C is utility seeking, and agency B sits in
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between on risk and utility. Agencies A, B, and C are willing to allow adversaries
to achieve an absolute disclosure risk of a = 0.025, @ = 0.15, and a = 0.3,
respectively. Table 3.5 presents the ¢ recommendations for each agency along with
the standard deviation of the noise and probability of releasing the exact value of
each statistic under the geometric mechanism.

As in Table 3.1, the £ recommendations reflect trade offs between privacy and
accuracy. They also are much higher than the recommendations from a correspond-
ing simple risk profile of 7*(p;,q;) = 3 for all prior probabilities, which implies
€ ~ 0.55. Even the most risk averse agency is recommended an ¢ that is much
larger than this baseline risk profile. This gain is primarily due to the assumptions
that the survey is a simple random sample from the population, and the adver-
sary has no prior knowledge about which individuals are surveyed. Essentially, the
additional uncertainty from the sampling mechanism allows for an € recommen-
dation with less noise injected. This is consistent with prior work showing that
DP mechanisms applied to random subsamples provide better privacy guarantees
(Balle et al., 2018). The recommended ¢ will increase as the proportion of individ-
uals from the population surveyed (p) decreases. For example, for the risk function
in (3.34) with a = 0.025 and 7 = 3, if p = 0.005, we recommend ¢ ~ 1.63; if

p = 0.0005, we recommend ¢ ~ 3.94.

3.10.3 Two-dimensional Example

The examples in Chapters 3.10.1 and 3.10.2 focus on settings where only one of
p; and ¢; is important and the other can be reasonably fixed to a constant. Now we
consider the setting where both may be simultaneously important. For example,
in Example 2, the agency may wish to consider adversaries with various p;, rather
than only p = 0.05. Perhaps the agency wishes to limit the absolute disclosure to

be below a = (.25 when total prior probability of disclosure, p;q;, is low and limit
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relative disclosure to be below 77 = 3 when p;q; is high. This corresponds to the
following risk profile.

a 0.25
(P, @) = max{ : ,f} = max{ ,3} . (3.35)
Diq; bid;

A plot of this desired bound on pairs (p;,¢;) on the space (0,1] x (0,1] is
presented in the top panel of Figure 3.5. Notably, if p; is fixed at p € (0,1], a
plot of 7*(p, ¢;) as a function of ¢; has a form similar to the plots of Figure 3.4.
Similarly, if ¢; is fixed at ¢ € (0, 1], a plot of 7*(p;, ¢) as a function of p; has a form
similar to the plots of Figure 3.3.

To determine the € recommended by this profile, we numerically solve the min-
imization problem in (3.15). A plot of &;(p;, ¢;) as a function of pairs (p;, ¢;) on the
space (0, 1] x (0, 1] is presented in the bottom panel of Figure 3.5. Our framework

recommends ¢ ~ (.65, which corresponds to p; = 1 and ¢; = 0.083 = a/7.
3.11 Additional Discussion of Prior Work

We now describe two previous works with similar aims to our framework using

the notation in Chapter 3.2.2, expanding on the discussion in Chapter 3.6.

3.11.1 “How Much is Enough? Choosing  for Differential Privacy"

Lee and Clifton (2011) focus on settings where the population, P, of size n
is public information and the adversary’s goal is to determine which subset of in-
dividuals in P was used for a differentially private release of a statistic. We can
characterize their setting with the notation of Chapter 3.2.2 as follows. We define
Y to be the subset of individuals’ values in P used to compute the statistic of inter-
est, T'(Y), and its released DP counterpart, 7*(Y"). In their examples, the authors
focus on the setting where only one individual is removed from P to create Y, and
the adversary’s goal is to determine which ¢ was removed.

We can apply our framework to this setting with a minor modification. For this
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FIGURE 3.5: The top panel presents the 7*(p;, ¢;) from (3.35) as a function of p;
and ¢;. The bottom panel presents the implied ¢;(p;, ¢;) as a function of p; and
¢;- The red point represents argmin, . &; (ps, q;). For clarity of presentation, all
r*(ps, ¢;) > 100 are truncated to 100 and all €;(p;, ¢;) > 4 are truncated to 4.
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comparison, we assume the adversary’s ¢; = Py[Y; € S | I; = 0] = 1 for any set
S (although we note that this is a weaker assumption than that of Lee and Clifton,
since we do not assume P is public). We redefine p; and the risk measures to be in

terms of [, = 0, rather than [, = 1.

p; = Pull; = 0] (3.36)
Pull; = 0] T* = t*]

ri(pi; 1,1%) Pl = 0] (3.37)

a;(pi, 1,t*) = Py[l; =0 | T™ = t*]. (3.38)

Lee and Clifton (2011) focus on the case of p; = 1/n, and seek to enforce the
bound a;(1/n,1,t*) < a for some constant @ and all ¢*, which implies the relative

risk bound

r* iy qi) = ’ .n7 7 3.39
(Pi: ¢:) {oo, otherwise. ( )

From an analogy to Theorem 5 with the redefined p;, it follows that under these

conditions, our method sets

|1 _1)a
e = log <L _’1) = log (%) . (3.40)

na

In the motivating example from their paper, the authors set n = 4 and @ = 1/3,
giving 7*(1/n,1) = 4/3. This results in ¢ = log(3/2) ~ 0.41 from our method.
When the release mechanism is the addition of Laplace noise, Lee and Clifton
(2011)’s method arrives at a similar form, but with the recommendation scaled

by a factor of AT /Auw.

AT, ((n—1)a

AT =max{|T(Y) - T(Ys)| : Yoc Y <P |Yi|=n—1,Y3] =n—2}
(3.42)

Av=max{|TY1) - T(Y2)|: Y1c P, Y, cP Y| =|Ys] =n—1}. (3.43)
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The recommendation of Lee and Clifton (2011)’s method thus depends on both the
population and the particular release function. This results in different ¢ values for
the same n and a, as low as 0.34 and as high as 1.62 in the authors’ examples,

depending on the statistic of interest and the values in the data.

3.11.2 “Differential Privacy: A Primer for a Non-Technical Audience"

The example in Wood et al. (2018) considers an individual deciding whether
or not to participate in a survey for which results will be released via DP with
a particular €. Using our notation, let Z; = f(Y;, ;) € {0,1} be a quantity of
interest to the adversary, who wishes to learn whether Z; = 1. They have some
prior ¢; = Py Z; = 1]. Rather than considering the relative or absolute disclosure
risk, the individual is interested in comparing the adversary’s posterior probability
if they participate in the survey, a,;(q;, t*) = Pu[Z; = 1 | I; = 1,T* = t*], to the
adversary’s posterior probability if they do not participate, ao;(g;, t*) = Pu[Z; =
1| I; = 0,7* = t*]. The authors of Wood et al. (2018) state that for all ¢; and all
t*,

aoi(gi, t*)
aoi (¢i, t*) + €72 (1 — agi(g;, t*))

(¢, 1) < (3.44)

This expression is in the same spirit as the results from our framework with p; = 1.
By Theorem 4, we have
1 qi

T ]-7 19 t* < — a; 1, i,t* < .
(L.4.¢") ¢ +e*(1—-q) (L,4,7") ¢ +e (1 —q)
(3.45)

The authors of Wood et al. (2018) suggest that the individual considering sur-
vey participation use (3.44) to bound a,; for various values of a(,. The individual
can examine these bounds to make an informed decision about whether to partici-

pate in the survey.
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3.12 Proofs

We now provide proofs of results from Chapter 3.3 and Chapter 3.9.1.

Lemma 3. Under Assumption 1 and Assumption 2, if the release of T = t* satisfies

DP, then for any subset S of the domain of Y;, we have

Pu[T* =t*|Y;e S, I, = 1]

—¢ €

X <e
—25<PM[T*=t*|KES7IZ:]‘] 2e

< < 3.12
Pull" =t | Y¢S, L —1] = ° (3.12)

€

Proof. To begin, we demonstrate that for all y in the support of Y; and ¢* in the

support of 7™,

PulT* =t Y, =y, L =1]

—€

< €°. (3.46)

~

Let )_; be the support of Y_; under M. Then,
PulT* =t*|Y, =y, I, = 1]

= > P[T*=t"|Yi=y Y, =y L =1]
Y—i€YV—;
PulY.i=y.|Yi=y [ =1] (3.47)
< Z EPT* =t" Y =y i, =0]PulY_, =y | Yi=y I =1]

Y€V

(3.48)

= Y Py[T"=t"| Y. =y [, =0] P[Y.; = y_; | I, = 0] (3.49)

Y€V

— & Py[T* = t* | I, = 0]. (3.50)

The equality in (3.47) follows from the law of total probability and Assumption 1.
The inequality in (3.48) follows from DP via (3.1). The equality in (3.49) follows

from Assumption 2. The equality in (3.50) follows from the law of total probability
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and Assumption 1. This completes the proof of the right inequality. The proof of
the left inequality is identical with the other inequality in (3.1) applied in (3.48).
Now, we apply Bayes’ Theorem to Py[T* =t* | Y; € S, I, = 1].

PpIYIiES|T* =t¥* 1;=1] Pog[T* =t*|1;=1]

Pu[T*=t*|Y,e S, I, =1] _ Pp[YieS|li=1] (3.51)
PulT* =+ | T, = 0] PulT* = t* [ I; = 0] |
PulT* =t | =1 PulYieS [T =1"1 =1
_ Py | | PulYi€ S| I @52

We can then break the second term in the numerator into a summation and apply

Bayes’ Theorem to each term in the sum.
PylT*=t*|Y; eS8, I; = 1]
PulT*=t*| I, = 1] ZyeSPM[ =y |T* =t 1, =1]

= 3.53
PulY, €S | L = 1| Pu[T* =t* | I, = 0] (3-23)

x| T Ppm[T*=t*|Y;=y.1;=1] Ppm[Yi=y|L;=1]
_ PM[T =1 | I'L 1] ZyGS P [TH=t*|I;=1] (354)

P [T*=t*|Y;=y,I;=1] _
_ ZyES P [T#=t*|1;=0] PM[ =y | Li=1] (3.55)

PulYieS |1, =1]

We apply (3.46) to achieve the left bound in the first expression of (3.12).
PM[T*:t*|KESJIi:1]>ZyGSG g‘PM[ _y|‘[_]‘]:e_5
Py[T*=t|1,=0] PylYieS |, =1] '

(3.56)

We achieve the right bound in the first expression of (3.12) in a similar fashion.

PulT* =t |YieS L =1] _ Yyes¢PulY; —y|1—1]_6€ (3.57)
PulT*=t|I,=0] ~  PylYieS|I=1] ' '

We now turn to the second expression in (3.12). First note that
PulT*=t*|Y,eS,I; =1]
PulT*=t*|Y;¢S,I;, =1]

. . (3.58
PulT =t | L=0]  Pull* =t |V.¢S -1 &%
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By applying the bounds in the first expression in (3.12) to S and S¢,
s < PulT*=t*Y,eS, I, =1]

£
< €,

T Py[Tr=t]1 =0
e{gRMT=t|K¢&L:H\E

Thus, to achieve the left inequality in the second expression in (3.12),

PulT*=t"|Y, eS8, I, =1]
PulT* =t Y ¢S, 1, = 1]

>e . (ef) ! = e

To achieve the right inequality in the second expression in (3.12),

PulT*=t*|Y, eS8, 1, =1]
PulT* =t |Yi ¢ S, I, = 1]

<e - (e) T = e

(3.59)

(3.60)

(3.61)

(3.62)

]

Theorem 4. Under Assumption 1 and Assumption 2, if the release of T = t* satisfies

DP, then
1
< .
gpi +e*(1—q)p +e<(1—p)

Ti(pia 4, t*)

(3.13)

Proof. We begin by applying Bayes’ Theorem to reverse the conditional in the rela-

tive risk.

PulY, eS8, I, =1|T* =t*]
PulY, €S, I, = 1]

Ti(]?i; q;, t*) =

P [T%=t*|Y;€8,I;=1] Paq[Y;€S8,1;=1]
Pum[T*=t¥*]

PulY;e S, I, =1]

_ Py[T*=t*Y, eS8, I =1]
B Py [T = t*]
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We may decompose the denominator via the law of total probability.
PulT* =t*] = Py|T* =t" | Y;e S, I; = 1| PulY:ie S | [; = 1] Py[l; = 1]
+ PulT*=t*|Y; ¢S, ;=1 PulYi¢ S| I, = 1] Pull, = 1]
+ Pu[T* = t* | I, = 0] Py[1i = 0] (3.66)
=Py|T*=t"|Y,eS, I, = 1] qp;
+PulT" =t | Y ¢ 8.1 = 11 (1 - ¢.)p,

Using this expansion in the expression for ; and dividing through by the numerator

yields
(0. 1) :
Ti\Pi> i - P [T*=t*[Y;¢S,I,=1] P [T*=t*|1,=0] :
qip; + Pﬁ[T*zt*‘meS’]izl] (1 - Qi)pi + pM[j\;*zt*mes,[izl] (1 - pi)
(3.68)
Using Lemma 3, we then have
1
7:(pis Giy t*) < . (3.69)
gipi + e (1 — q)pi + e=(1 — pi)
]

Theorem 5. For any individual 1, fix the prior probabilities, p; and q;, and a desired

bound on the relative disclosure risk, r*(p;, q;). Define €;(p;, ¢;) to be the function.

-

log 2pi(1-q;)
&(pi,qi) = < \/(1_Pi)2+4pi(1_q7l)<m_piQi)_(l—pi)

log < 1pi_p_> ) lsz =1.
\ r¥(p;,1)
(3.14)

Under the conditions of Theorem 4, any statistic T* = t* released under £-DP with
e < &i(pi, @) will satisfy ri(pi, ¢, t*) < 7(pis @:)-
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Proof. We begin with the simpler case where ¢; = 1. By Theorem 4,

1

i\ Pi, 17t* < .
( ) pi+e (1 —p)

(3.70)

Since ¢ < log (1 —p,)/(1/r*(p;, 1) — py)), it follows that e~ > (1/r*(p;,1) —
pi)/(1 — p;). Thus, as desired,

1 1
ri(pi, 1,t7) < i = ) =1r*(p;,1). (3.71)

1

pi+ 2w B p_py o p (m_pi

1-p;

Now consider the case where 0 < ¢; < 1. By Theorem 4,

1

i (piy ¢, 1) < . (3.72)
( ) qipi + e (1 —q;)p; +e=(1 —p;)
Since
2p;(1 — g;
e < log pi( %) ) (3.73)
\/(1 - pi)2 + 4pi(1 - Qi) (m - piqi) - (1 _pi)
it follows that
\/(1 —pi)? +4p:i(1 — q;) (m - piQi) — (1 —=ps)
e = (3.74)
2pi(1 — q;)
Taking the square gives
1 2
. 4p;(1 — ¢;) (m —pi%) +2(1 —p)
- p (1 - ¢,)?
2(1 - pi)\/(l - pi)2 + 4pi(1 - qi) (m - piQi)
_ ) (3.75)

4p7 (1 — ¢;)?
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Piqq

4p3 (1 — ¢;)*

Api(1 — @) (rl) - piQi) +2(1 = p;)?

(I—p)*—(1— pi)\/(l —pi)* +4pi(1 — q) (m - pigi)

i 2p7 (1 — ;)
(3.76)
It follows that
qpi + e (1 —q)p; + e (1 — p;)
1 Di;
T (p4,q;) v
= qipi + (1= a)ps
pi(l - qi) ( )
(1-p)?—(1 _pi)\/(l —pi)* +4pi(1 — q;) (m —piQi)
+ (1 —q)ps

2p7 (1 — ¢;)?

\/(1 —pi)? +4pi(1 — ;) (m _piQi) - (1 - Pz‘)
210@'(1 - qi)

1
= qipi + <*— - piQi)
r (pza qz)

_ ((1 —pi) — \/(1 —pi)? +4pi(1 — @) (m piq¢>> ﬁ

n (1=p)  B.77)

r* (p’u QZ) .
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It is then immediate that

1 1
qipi + e (1 — q))pi + e*(1 — ) T*(pli#h')
[
Corollary 6. Under the conditions of Theorem 4, for all p;, q; € (0, 1] and all t*,
ri(pir g, 1) < €% (3.81)

Proof. First note that since, 0 < e° < 1, it follows that e=* < e¢™°. Then, applying

the result of Theorem 4,

1
ri(pi, ¢, t°) <
( ) gpi +e (1 —q)pi +e (1 —pi)

1
< . (3.82)
qgpi + e (1 —q)p; + e (1 —p;)

Combining terms and using the fact that ¢;p; > 0 gives

< ! < ! < 1 -
gp;i +e (1 —qp) e F+qgp(l—e?)  e2+0
(3.83)

e,

ri(piv qi, t*)

]

Corollary 7. Under the conditions of Theorem 5, if p; = 1 and 0 < ¢; < 1, then any

statistic T* = t* released under -DP with

e<zlog | ——— |, (3.84)
2 —q;

r*(1,q:)

will satisfy r;(1, g;, t*) < r*(1, ;).
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Proof. Plugging p; = 1 into the expression from Theorem 5 yields

2(1 —q;
e < log (1—a) (3.85)
\/0 + 4(1 o Qz) (T*(i(h‘) - Qz) -0
— (3.86)
1 1—gq

= = log  E—— 4 . (3.87)

2 r*(Lg) di
[

Lemma 8. Fix p;, ¢; € (0,1) and let v*(p;, ¢;) = a/(p;q;). Then the function

e(pi, q;) = log Pil z) (3.88)

\/(1 —pi)* +4pi(1 - q) (m - piQi) —(1=p)

has partial derivatives such that

1 E)E(;?pi?‘h') <0forall0<p;<land0<gq <1

2. %{;fqi)<OforallO<pl-<1andO<qZ-<1.

Proof. To begin, we re-express the function of interest in the form

e(pi, @;) = log (2pi(1 — @;))

— log (\/(1 —pi)? +4pi(1 —q;) (p;% —Di z) - (1- pz)) (3.89)

= log (2pi(1 — q;))

— log <\/(1 —pi)? +4piq;(1 — q:) (% - 1) —(1 pz)) . (3.90)
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We first examine 0¢(p;, ¢;)/0p;. Taking the partial derivative with respect to g;

gives

—2(1-p;)+8piqi(1—q; (% )
1

og(pi,qi) 1 2/(1-p)2 +4p20; (1—a:) (1 - )

g - — _ (3.91)
bi pi \/(1 —pi)?+4pig(1—q) (2 —1) — (1 —p)
(1=pi)—4piqi(1— Qi)(l_l \/(1—pi)2+4p2qz(1—qi)(%—1)
1 1-p;)24+4p2q; (1—g;) (2 —1
LI \/( —pi)2+4p2q; (1-q;) (3 -1) (3.92)

pi \/(1 —pi)? +4pia(1 — q) (5 - 1) —(1-m)

(1-pi) > +4p2q:(1—q;) (£ —1) +ps (1=pi)—4p2a: (1—-0;) (£ —1) ~[(1=p) —pily | (1—pi) 2 +4p7q; (1—q) (1 1)

\/( )2+4p2q;(1—q; (é )
pi [\/(1—2%) +4ptg(1—q) (2 —-1) — 1—2%)]

(3.93)
[(1=pi)+pi) (1=pi)—/ (1=pi)2+4p3a; (1—g;) (£ 1)
B \/(Pm) +4p2q;(1— qz)(**l) (3.94)
p; [\/(1 —pi)? +4pigi(1—q) (2 —1) — (1 - pi)]
—[\/(1—1)1) +4p2q;(1— (h)(*_l)_(l_pi)]
. \/(1 —pi)2+4pZq;(1- ql)(é 1) (3.95)
pi [\/(1 —pi)? +Apia(l—q) (1) — (1 - pi)]
1
- , (3.96)

pi\/(l —pi)? +4piq;(1 — @) (% - 1)

Certainly, the denominator of (3.96) is positive. Thus, dz(p;, q;)/0p; < 0, as de-
sired.

We now examine 0¢(p;, ¢;)/0q;. Taking the partial derivative with respect to ¢;
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gives

ap?(L-1) o714 (1-a:)]

oe(pigr) _ 1 2/0-p)* +4p}0:(1-0) (1 -1) (3.97)

%4 L= \/(1 —pi)* +4piai(l — ¢;) (% - 1) —(1—p)

22 (£-1) (1-01) 22- [0 (1-0)]

\/(1 R R V=pi)2+4p2a:(1-ai) (1)

(1-q) [\/(1 —pi)? + £q(l —q) (i - 1) - (1 _pi)]

(3.98)

(1-p)?+4p3a;(1—a) (£ 1) = (1=pi)y/ 1—pi) 2 +4p2ai(1—a:) (£ 1) +202 (1 1) (1-a5) - [ (1-0)]
\(1=pi)2+4p2q;(1—q;) (1)

(1—q) [\/(1 —pi)? +4pia(l — q) (i - 1) —(1 _pi)]

(3.99)

Consider the three parts of (3.99). Since a < 1, we have that in the denominator

of the numerator, \/ (1 —pi)? +4p?q;(1 — ¢;) (1 — 1) > 0. The denominator is

also positive, since (1 — ¢;) > 0 and

(3.100)

= 0. (3.101)

This leaves the numerator of the numerator of (3.99). Let us denote this ex-

pression as g(g;). If g(g;) > 0, then it follows that d=(p;, ¢;)/0q; < 0. To show this,
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we begin by simplifying the expression for g(q¢;):

9(q;) = (1 —p)* + 4pia;(1 — q;) <% - 1>

- (1 pi)\/(l _pi)2 + 4pzZQi(1 - qi) (é - 1>

1 0
+ 2p? <5 — 1> (1-— Qi)@_q [¢:(1 — q)] (3.102)

= (1= p:)* +2p; (1 — ) (24:) (% — 1)

—(1- pi)\/(l —pi)? + 4pi(1 — ¢)g; <é — 1)

+ 2p2(1 — @) (i — 1> (1—2¢) (3.103)

a

=(1—p)*—=(1— pi)\/(l —p)? +4pi(1 — q)ai (1 — 1>
+2p7(1 — q,) (2 - 1) : (3.104)

Taking the derivative of g, we find that

09(a:) - —(1-p) 4p3(1 — 2q;) (i — 1) — 2p? (i _ 1)
04 2\/(1 —pi)?+4pI(1—q)g; (2 — 1) @
(3.105)
= —2p; (i—1> (1 —p) L2 +1
“ \/(1 — )2+ 4pH(1 — )i (2 — 1)
(3.106)

For 0 < ¢; < 1/2,1—2¢; > 0and so dg(q;)/0g; < 0. For 1/2 < ¢; < 1, since
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2¢; —1 < land /(1 —p;)? +4p}(1 — ¢:)g: (1/a — 1) > 1 —p,

; 1 2q; — 1
i) e () i1 .
4 “ /| (1= p)2 +4p201 - g (2 1)
(3.107)
, (1 [ 1
<=2p;=—1)1—(1—p) (3.108)
a | 1—p;
< 0. (3.109)
Thus, g(g;) strictly decreasing as a function of ¢; on 0 < ¢; < 1. Since
1
g(1) = (1 —p) ~ (1 p»\/(l —p - 01 (5 - 1)
) 1
+2p7(1—-1)(=—1 (3.110)
a
_ 0. (3.111)

it follows that g(¢;) > 0 for 0 < ¢; < 1 and so 0¢(p;, ¢;)/0q; < 0 in this range. [

Lemma 9. Fix p;, ¢; € (0,1) and let v*(p;, ¢;) = 7 < 1/(p;q;). Then the function

2pi(1 - Qi)

\/(1 —pi)* +4pi(1 — ¢;) (m _piQi) —(1—p)

(3.112)

e(pi, qi) = log

has partial derivatives such that

1 ae(gg?qz') <0if0<gq ?lland0<pi<1

2 %}:qnzoifqi:ﬁand0<]%<1

02(pi i) e 1 1

4. 58(5;?%) >0if0<p,<land0 < q < p%;-
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Proof. To begin, we re-express the function of interest in the form

e(pi, ¢;) = log (2ps(1 — g;))

— log <\/(1 —pi)? +4p;(1 — @) <% _piQi> - (1 pz)) :

(3.113)

We now examine 0¢(p;, ¢;)/0p;. Taking the partial derivative of with respect to
p; and simplifying gives

%ﬁ[(l_pi)2+4pi(1_qi)(%_pi‘h’)] 4
&8(pi, qi) B l B 2\/(1_171')2-‘1-4171'(1_‘11')(%_pi‘h) (3.114)
opi bi \/(1 —pi)* +4pi(1 — q) (% - pi%) —(1=p)
*2(1*pi)+4(1*q¢)(%*piqi)*4pi(1*qi)qi+2\/(1*p¢)2+4pi(1*qi)(%*piqi)
_ i B 2\/(1—Pi)2+4pi(1—qz')(%—Piqz') (3.115)
b \/(1 —pi)? +4pi(1 — ;) (% - piQi) —(1-p)
(1*pi)2+4pi(1*qz‘)(%*Pz‘qz')*(1*101‘)\/(1*101‘)2+4pi(1*qz‘)(%*Pz‘qi)
_ \/(1—p¢)2+4p¢(1—qi)(%—piqi)
Di [\/(1 —pi)? +4pi(1 — q) (% - pz’%’) —(1- pz)]
pi(1=pi)=2pi (1-4:) (2 —piai) +202 (1—ai)ai—pir )/ 1-pi)2 +4p; (1—a:) L —pia;)
1-pi)2+4p; (1-q;) (+ —piti
n \/( pi)?+4pi(1—0;) ($—pia; ) (3.116)
Di [\/(1 —pi)? +4pi(1 —q) (3 —pigs) — (1 — pz)]

(1=pi)2+4pi (1-;) (£ —pigi ) +pi(1—pi) ~2p; (1—a;) (1 —pia; ) +2pf(1—qi)qz'—\/(1—pi)2+4pi(1—qz') (t-pias)
\/(1—Pi)2+4pi(1—qz') (%_pi%)

pi| /(L =p) + 45,01 —a) (2 —par) — (L =)

(3.117)
2pz‘(1*q1‘)%+(1*pi)*\/(1*pi)2+4pz‘(1*qi)(%*piqz‘)
_ \/(1*pi)2+4pi(1*lh‘)(%*pi%’) (3.118)
pi [\/(1 —pi)? +4p;(1 — ;) (% - pz’%’) —(1- pz)]
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We can rearrange the expression in (3.118) to the following form.

2p;(1-q;) % 1

0 iy Qi 1-p;)2+4p;(1—q;) (£ —pias ) —(1—p;
P @) _ O-p)*+4pi0—a) (3 -piai) ~(1=p0) | (3.119)

opi pz‘\/(l =) +4pi(1 - q) (; — piai)

The denominator of (3.119) is certainly always positive, so the sign of de(p;, ¢;)/0Op;
is determined by the sign of the numerator. To determine the sign, we will use the

following equality.

1
2pi(1 - C]z);

=A[(1—pi)?+4pi(1 — @) 1—piqi +4p2(1_qi)f2_1 q; — !
T ‘ 72 r+1

—(1-p). (3.120)

To demonstrate that (3.120) holds, note the following.

(3.121)

<

(2= @2+ (A=) = 20— a5 + 4l (1~ @)

1 1 P21 1
= 4p{(1 =)' +4pi(1 = p) (1 = ¢:)= = 4p[(1 — 4)—; (Qi — )

r r+1
+4p%(1 )f'ﬁ_1 ! + (1 —p)? (3.122)
pi Qz 7:2 QZ 7»;_‘_1 pz .
1 1 21 1
pi( C])lp( @)z + (1 =Pz —Pi——; <q r+1>]
+ 4p3(1 )7:2_1 ! +(1-p)? (3.123)
pi 4d; 7;2 4q; 7;+1 Di .
1 1 1 -1 1 21
= 4p;(1 — ¢;) l; + D (ﬁ - + 2 ) — Pidi (ﬁ + =2 )]
+ 4p3(1 )7:2_1 ! +(1—p)? (3.124)
pz‘ QI 7;2 Qz 7;+1 pz . .
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Thus,

< =

(2292'(1 —a)z+ (1 —Pi))2 = 4pi(1 — q) (% —pz'(]i)

72— 1 1
+4p?(1 — qi)T <Qi = 1> +(1—p)*
(3.125)

Rearranging (3.125) gives (3.120).
Now note that, from (3.120), if ¢; = 1/(7 + 1), then

= =

1
2pi(1 — qi)= = \/(1 —pi)? +4pi(l — @) (; - Pz‘%‘> — (1 —pi). (3.126)
It follows that the ratio in the numerator of (3.119) equals 1 and so d=(p;, ¢;)/0p;
equals 0. If 0 < ¢; < =1, then the term 4p? (1 — ¢;) (7 — 1)/7*(¢; — 1/(7 + 1)) <0

and so

2pi(1 - Qi)

=< =

1
< \/(1 —pi)? +4pi(1 — ) (; —pz-qz) —(1=p). (3.127)

It follows that the ratio in the numerator of (3.119) is less than 1 and so the

1

quantity of interest—de(p;, ¢;)/Op,—is negative. If == < ¢; < 1, then the term

4p?(1 — ;) (7 —1)/7(¢; — 1/(7 + 1)) > 0 and so

1 1
It follows that the ratio in the numerator of (3.119) is greater than 1 and thus

0e(pi, q;)/Op; is positive.

We now examine 0¢(p;, ¢;)/0q;. Taking the partial derivative of with respect to
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q; gives

4p; a%i [(1—%)(%—:01'%)]
(98(}%, Qi) o 1 2\/(1—pi)2+4pi(1—qz')(%—piqz')

O RE % . \/(1 —pi)? +4pi(1 —q) (% _pz‘%) - (1=p)

(3.129)

a2 [ (L —pas
=)+ i1 = ) (2~ pig) — (1 - p) + s LD

\/(1_101‘)2""4171'(1_(11‘) (%—piqi)

(1—q) [\/(1 —pi)? +4pi(1 — @) (% _piqi) — (1 _pi)]

(3.130)

(1—p¢)2+4pi(1—q¢)(%—piqi)—(1—pi)\/(1—pi)2+4pi(1—q¢)(%—piqi)+2pi(1—q¢)£i [(1—a:) (3 —pia:)]
\/(1—pi)2+4pi(1—qi)(%—pm)

(1—a) [\/(1 —pi)? +4pi(1 — @) (% - Pi%) —(1- pz)]

(3.131)

Consider the three parts of (3.131). (1/7 — p;q;) is positive, since 7 < 1/(p;q;).

Thus, 4/(1 — p:)? + 4pi(1 — ¢;) (1/7 — piq;), in the denominator of the numerator,

is positive. The denominator is also positive, since (1 — ¢;) > 0 and

[\/ (1= o) + 4pi(1 — @) (3 - piqz-) -a —p»] > [V =pP - (1-p)]

= 0. (3.132)

This leaves the numerator of the numerator of (3.131). Let us denote this

expression as ¢(¢;). If g(¢;) < 0, then it follows that d=(p;, ¢;)/0¢; > 0. To show
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this, we begin by simplifying the expression for g(g¢;):

9(q:) = (1 - pi)2 +4pi(1 — @) (% _piQi)

- (1 pi)\/(l —pi)* +4pi(1 — q) <% _piqi>

0 1
+ 2pi(1 — qz)% l(l - q;) (; - piQi)] (3.133)

2
= (1—p:)* +2ps(1 — @) (; - 22%%‘)

- (1 pi)\/(l —pi)? +4pi(1 — ;) (% _piQi>

1
+2p;(1 — ¢;) <2pz-qi —Ppi — ;) (3.134)

=(1- pz‘)2 —(1- pz-)\/(l —pi)? +4pi(1 — @) (% - piQi)
+2pi(1 — @) (% —pz-) : (3.135)

Taking the derivative of g, we find that

| 4p, (2p,q — pr — 1
aga(qz) _ (1-p) pi (2pigi = pi — 3) 9, (; —pZ)
¢ 2\/(1 - pi)2 + 4pi(1 - q@') (% _piQi)
(3.136)

=2p; | (1 —py) .

2pi(1 —q;) + (% _pi) _ (l _p.>
JO—pr+i-a) C—pa) N
(3.137)

1

%

it follows that (% — piqi) > 0and pi(1 —¢;) > p; — *.

Note that since 7 <

.
7
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Thus,

1—a)— (p —1
a%(%) =2p; | (1 —pi) il —a) — (= 5) + (pi - i)
@ B \/(1 —pi)? +4pi(1 — @) (% _piQi) r
(3.138)
i i — % 1
> 2p;i | (1 —pi) % + (pi — ;)] (3.139)
1
= 4p; (pz- — ;) (3.140)
> 0. (3.141)

Thus, ¢(qg;) is strictly increasing for 7 < 1/(p;q;). Note that in terms of ¢;, this is

equivalent to the range 0 < ¢; < 1/(p;7). Since

L o (o (1 — )2t dp(1— 2y (L,
+ 2p; (1— 1~> (i—m) (3.142)
DT T
(7))
=2pi|1l—— ) |=z—p (3.143)
pir r

<0, (3.144)

it follows that g(¢;) < 0 for 0 < ¢; < 1/(p;7). Thus, as desired, de(p;, ¢;)/0q; > 0

in this range. ]

Theorem 10. Under the conditions of Theorem 5, if v*(p;, q;) = 7 > 1, the solution

to the minimization problem in (3.15) is

€= %log (7). (3.145)
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Proof. We define (p;, ¢;) as follows.

1o 2pi(1—2:) . if0<q <1,
5(171‘7 qi) = & (\/(1pi)2+4pz’(1%)(,1:pi%)(11’1') d (3.146)
log (}__ZZZ) , ifq; = 1.

The solution to the minimization problem in (3.15) corresponds to the minimum
of e(pi, ¢;) over (0,1] x (0,1]. Lemma 9 implies that d=(p;, ¢;)/0q; # 0 for any
0 < g; < 1. This means that this function must take its minimum value around its
boundary, i.e., when p;, = 1, ¢; = 1, p; — 0, or ¢; — 0. We examine each of these
in turn.

We begin with the boundary where p; = 1. By Corollary 7, for 0 < ¢; < 1,

e(1,q) = 11og (1 — qi) . (3.147)

We take the partial derivative of this function with respect to ;.

85(1,(_71-)_1[ 1 1]'

0q; _5 _1—%’ —q;

(3.148)

Sl

Since 1/7 < 1, it follows that de(1,¢;)/0g; > 0 for all 0 < ¢; < 1. Thus, the

minimum occurs as ¢; — 0 and is

1
lime(1,¢;) = élog(f). (3.149)

q;—0

We next examine with the boundary where ¢; = 1. When 0 < p; < 1,

e(pi, 1) = log ( _pl') . (3.150)

We take the partial derivative of this function with respect to p;.

— = - + . (3.151)
Opi 1 —pi % — Di
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Since 1/7 < 1, it follows that de(p;, 1)/dp; > 0 for all 0 < p; < 1. Thus, the

minimum occurs as p; — 0 and is

lim e(p;, 1) = log(7). (3.152)

pi—0

We next examine the boundary where p; — 0. Since the logarithm is a contin-

uous function, for all 0 < ¢; < 1,

2p;(1 — ¢
l_in%g(pz‘aqz') = l_irr%)log p1—a)
" " \/(1 —pi)? +4pi(1 — ) (% _piQi) —(1—p)
(3.153)
2p;(1 —¢q;
~tog | 1imy pi(1 — )
" \/(1 —p)?+4p(1—q) (2 —pig) — (1 —py)
(3.154)
Using L’Hopital’s Rule,
. . 2(1 — q,)
1 ) =1 1 3.155
pilin)og(p,,qz) ©8 pilin%) —2(1-p;)+4(1—0;) (£ —pia; ) —4piai (1—a;) 1 ( )
2\/(1—Pi)2+4pi(1—Qi)(%—Piqz')
2<1 - qz’) ~
= log ma(l) = log(7). (3.156)
7 +1
Finally, we examine the boundary where ¢; — 0. Forall 0 < p; < 1
2p;(1 — g,
lir%s(pi, @) = hn%) log Pil %)
" " \/(1 —pi)? +4pi(1 — ;) (% - piQi) —(1-p)
(3.157)
2p;
— log i (3.158)



We take the partial derivative with respect to p,. From (3.119) in the proof of

Lemma 9, we have that

0 (lim e(p: q.)> _9 log 2.
Op; \@i—0 ’ op; \/(1 — pi)2 + 4p; (% - pi) — (1 — pi)
(3.159)

2p; % 1

1—i24i%—1—i_
R O e DI (3.160)

Pz‘\/(l — pi)? + 4p; (%)

By (3.120) with ¢; = 0, the ratio in the numerator of (3.160) is less than 1 and so
0/0p; (limgy, o €(p;, ¢;)) is negative for all 0 < p; < 1. Thus, the minimum occurs at

p; = 1 and is as in (3.149). The global minimum of ¢(p;, ¢;) is thus 1/2log(7). O

Theorem 11. Under the conditions of Theorem 5, let a < 1, p < 1, and 7 > 1,
and 0 < ¢; < 1. If the function r* is such that r*(p,q;) = max{a/(pg;), 7} and

*(ps, q;) = 0 if p; # P, then the solution to the minimization problem in (3.15) is

log (24-2) if0 < p <
==, o i (3.161)
o8 VP (1=5)?+4(57-a) (1-a)—7(1-p) | yr<psl
Proof. We define €(g;) as follows.
(
log 2001 i) . if0<gq <1,
g(qi> = < \/(1_13)2+4I3(1_Qi)(,,*(11;7%,)_]5%')_(1_15) (3.162)
log < 1-p ) , if g; = 1.
\ *(pag) ¢

The solution to the minimization problem in (3.15) corresponds to the minimum
of £(¢;) over (0, 1].
We begin with the case where 0 < p < /7. In this setting, we have that
7 < a/p < a/(pg;), so r*(p,q;) = a/(pg;) for all ¢;. By Lemma 8, £(¢;) is a
103



decreasing function of ¢;, so the minimum occurs at ¢; = 1 and is

1-p (1—Z5> (&(1—15))
S (wés,l) P) P\res) -

We now consider the case where a/7 < p < 1. Note that 7 > a/(pg;) whenever

¢; = a/(pr). Since in this setting a/(pr) < 1, the risk bound can be written in

piece-wise form

a

(B, ;) = 4 10 < g: < 5 (3.164)
) di FooodfL<q <l

Note that if ¢; > 1/(7p), then 7 > 1/(pg;). Thus, r*(p, ¢;) = 7 = 1/(pg;) and so

\/(1 —p)?+4p(1 —q) (ﬁ(; 2 —]5%) —(1-p)

</ (1—p)2 +4p(1 — ;) (pg; — pg;) — (1 — p) (3.165)
=1 =p)?—=(1-p) (3.166)
— 0. (3.167)

Thus, £(¢;) = oo for any ¢; > 1/(7p). We may thus restrict our attention to the
region where ¢; < min{1, 1/(7p)}.

Since r*(p, ¢;) is a continuous function of ¢; and (¢;) is a continuous function
of r*(p, g;), it follows that £(¢;) is a continuous function of ¢;. By Lemma 8, (q¢;)
is a decreasing function of ¢; for 0 < ¢; < a/(pr) and by Lemma 9, £(¢;) is an

increasing function of ¢; for a/(pr) < ¢; < min{l,1/(7p)}. Thus, the minimum
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must occur at ¢; = a/(pr) and is

~ i) 260

e W e e e

=lo 2(pr —a)
1g<VW%1—@2+4@f—aN1_dy_ﬂl_@>- (3.169)

]

Theorem 12. Under the conditions of Theorem 5, let a < 1, ¢ < 1, and 7 > 1,
and 0 < p; < 1. If the function r* is such that r*(p;,q) = max{a/(p:q), 7} and

r*(ps, q;) = 0 for q; # {, then the solution to the minimization problem in (3.15) is

s a(1— ) - =
1log £jD, if0<g<2
<§bgig), f0<g<-and?<g<l;
E =
| 201-4) f - <j<land®<g<1
©8 (¢(fq—a)2+4acz<1—r1>(1—é>—(m—a> Y= meF=a=4
Llog (2). ifg=1.
(3.170)
Proof. We define ¢(p;) as follows.
log 2pi(1-0) . if0<g<1;
g(pi) = < \/(l_pi)2+4pi(1_‘j)(r*(;i,q)_pﬂi)_(l_pi) (3.171)
log (1_—10) , ifg=1.
\ T*(Piyq)_pz

The solution to the minimization problem in (3.15) corresponds to the minimum
of e(p;) over (0, 1].
We begin with the case where 0 < ¢ < a/7. In this setting, we have that
7 < a/qg < a/(p:q) so m*(pi,G) = a/(piG) for all p;. By Lemma 8, £(p;) is a
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decreasing function of p;, so the minimum occurs at p; = 1 and is, by Corollary 7,
1 1—g¢ 1 a(l —q)

1) ==1 - = -1 — . 3.172

= 31 (75) =5 (55 .

We now consider the case where a/7 < ¢ < 1. Note that 7 > a/(p;G) whenever

pi = a/(qr). Since in this setting a/(¢r) < 1, the risk bound can be written in

piece-wise form

i
t

. if0<p <&
~ G ” (3.173)
T, 1f§ <p <L

T*(ﬁa Qz) = {pzq

Note that if p; > 1/(7q), then 7 = 1/(p;q). Thus, r*(p;, ) = 7 = 1/(p:q¢) and so

\/(1 —pi)? +4p;(1 —q) (T*(Zi, 7) —pz‘(j> — (1 —py)

<AV =p)? +4pi(1 = q) (pid — pid) — (1 — pi) (3.174)

=1 =p)?=(1-p;)=0. (3.175)

Thus, (p;) = oo for any p; > 1/(7q). We may thus restrict our attention to the
region where p; < min{1,1/(7q)}.

Since 7*(p;, ) is a continuous function of p; and €(p;) is a continuous function
of 7*(p;, G), it follows that £(p;) is a continuous function of p,;. By Lemma 8, £(p;)
is a decreasing function of p; for 0 < p; < a/(Gr).

When 0 < ¢ < 1/(7 + 1), note that 1/(¢gr) > (7 + 1)/F > 1 and so the
quantity min{1, 1/(7G)} = 1. By Lemma 9, £(p;) is a decreasing function of p; for

a/(qr) < p; < 1. Thus, the minimum must occur at p; = 1 and is, by Corollary 7,

e(1) = = log (;Z:) : (3.176)

When ¢ = 1/(7 + 1), again 1/(¢r) = (7 + 1)/7 > 1. By Lemma 9, £(p;) is flat
for a/(qr) < p; < min{1,1/(7¢)} = 1. Thus, the minimum is shared by all points
in this range and is equal to (3.176).
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When 1/(7 + 1) < ¢ < 1, by Lemma 9, £(p;) is an increasing function of p, for
a/(qr) < p; < min{1,1/(7q)}. Thus, the minimum must occur at p; = a/(¢r) and

is

) (%) e \/(1 LT 4%(161 q) (% — %q) —(1-4%) .

~1lo 2a(1 — q)
T (\/(Qfd)2+4&q(ld) (1d)(gfd)> . (3178)

Finally, when ¢ = 1 for a/(Gr) < p; < min{1, 1/(7q)},

e(p;) = log < _pi> : (3.179)

It was shown in (3.151) that £(p;) is an increasing function of p; for a/7 < p; <

min{1, 1/7}. The minimum then must occur at p; = /7 and is

a 1 -4 r—a
5<7> =log(1 ) =10g< ~>. (3.180)
r == 1—a

|

|

107



4

Bayesian Inference Under Differential Privacy
With Bounded Data

This chapter is a reproduction of Kazan and Reiter (2025), which is under re-
view as of February 2025. A preprint can be found on ArXiv. Chapters 4.7-4.16

present the appendices of the version under review.

4.1 Introduction

Differential privacy (DP) (Dwork, McSherry, et al., 2006) is the current gold
standard for protecting individual privacy when performing data releases involving
confidential data. A common method of ensuring a release satisfies DP is to add
calibrated random noise to sufficient statistics of the data. Once the noisy statistics
are released, analysts in theory can use them to perform statistical tasks such as the
estimation of unknown parameters of interest, prediction of new data values, and
quantification of the uncertainty around these quantities. Performing these tasks
in a principled way, however, can be nontrivial and is an area of active research.

Bayesian methods are natural for statistical inference after a DP release. By
sampling from posterior distributions, analysts can perform estimation and predic-
tion tasks automatically with “built-in” uncertainty quantification. As examples,
Bernstein and Sheldon (2018) and Ju et al. (2022) use Gibbs sampling to estimate

differentially private posterior distributions, the former for exponential families
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and the latter for likelihoods satisfying a record additivity condition. Gong (2022)
uses approximate Bayesian computation for settings where a perturbation mecha-
nism is applied. Other works investigate Bayesian estimation of subset proportions
(L. Li & Reiter, 2022), linear regression models (Bernstein & Sheldon, 2019), and
generalized linear models (Kulkarni et al., 2021). These methods employ varia-
tions of the following scheme: repeatedly impute plausible values of the nonprivate
statistics based on their private counterparts, and obtain samples of the parameters
of interest via a nonprivate Bayesian analysis.

DP is related to Bayesian methods more generally. Releasing a sample from a
posterior distribution can be used to achieve DP (Dimitrakakis et al., 2017; Geum-
lek et al., 2017; Jewson et al., 2024; Minami et al., 2016; Wang et al., 2015;
W. Zhang & Zhang, 2023; Z. Zhang et al., 2016). Another line of work exam-
ines Bayesian semantics for DP and their relationship to disclosure risk assessment
(Dwork, McSherry, et al., 2006; Kasiviswanathan & Smith, 2014; Kazan & Reiter,
2024, 2025; Kifer & Machanavajjhala, 2014; Kifer et al., 2022; McClure & Reiter,
2012).

Existing methods for Bayesian inference under DP generally presume that the
analyst uses an informative prior distribution. In practice, however, the analyst
may not have sufficient prior knowledge to set an accurate, informative prior. Ad-
ditionally, methods in the literature typically rely on prior distributions with un-
bounded support. Often, however, the confidential data are assumed to be con-
strained in some way; for example, values lie within an interval [a, b] (Bernstein &
Sheldon, 2019; Du et al., 2020; Kamath et al., 2025; Sheffet, 2017; Wang, 2018;
J. Zhang et al., 2012). Arguably, samples from the posterior distribution should
reflect this constraint as well. Yet, existing methods for Bayesian inference under
DP can produce estimates or predictions outside the feasible range. This may lead

analysts to resort to ad hoc fixes such as clipping estimates or predictions to be at
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the bounds of the interval, which can lead to undesirable behavior.

We address incorporating constraints on the data values in Bayesian inference
under DP, including implications for prior specification. Our primary contributions
include:

1. We propose a method to incorporate constraints on the data values into a
Bayesian inference procedure after a DP data release that is computation-
ally efficient, simple, and generalizes to a range of settings. We illustrate its
benefits for estimation and prediction.

2. We present a first-of-its-kind examination of default prior distributions ana-
lysts might consider in lieu of highly informative proper priors, and present
theoretical results demonstrating the need for substantial caution when con-
sidering weakly informative priors in a DP analysis.

As case studies, we use settings where analysts would model the underlying
confidential data using Gaussian distributions. Specifically, we consider Bayesian
inference under constraints introduced by DP for a Gaussian model for univariate
data and for linear regression for multivariate data. We begin with the univariate
Gaussian setting, as it facilitates straightforward demonstration of the effects of
prior specification on repeated sampling properties. Univariate Gaussian models
also are among the most common and important in applied statistics and thus have
been studied in DP contexts by many authors, e.g., Biswas et al. (2020), Couch
et al. (2019), D’Orazio et al. (2015), Du et al. (2020), Ferrando et al. (2022),
Karwa and Vadhan (2018), Kazan et al. (2023), Kulesza et al. (2024), and Pefia
and Barrientos (2024). We then turn to the linear regression setting, where we

demonstrate generalization of our findings regarding constraints.
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4.2 Background and Setting

We first briefly review DP and several of its properties. We then describe the
DP univariate Gaussian setting and outline Bayesian inferential methods for this

setting.

4.2.1 Differential Privacy

As described by Dwork, McSherry, et al. (2006), a release mechanism M satis-

fies ¢-DP if for all data sets x, 2’ that differ in only one row and all S < Range(M),
P[M(z) e S] < e PIM(x') € S]. (4.1)

DP has many desirable properties (Dwork, McSherry, et al., 2006). Here, we make
use of post-processing. For any data set x, if M (x) satisfies e-DP and ¢ is not a
function of z, then g(M(x)) satisfies ¢-DP. We also make use of composition. For
any data set x, if m; = M, (z) satisfies £;-DP and m, = M,(z, m,) satisfies £,-DP,
then M(x) = (m,, m.) satisfies (¢, + £4)-DP.

For any function f applied to any data set x, the sensitivity is defined as
Af =max, . |f(x) — f(a')| for all data sets =, 2’ that differ in only one row. The
sensitivity of f is used in the Laplace Mechanism, which is a common method for
achieving DP. If a function f(x) has sensitivity A f, then the mechanism M (x) =
Lap(f(z), Af/e) satisfies e-DP.

4.2.2 The Univariate Gaussian Setting

Let Y},...,Y, be confidential, scalar data values for n individuals. The Y; are
contained in some interval [a, b] set by the data curator that accords with scientific
understanding of the phenomenon under study and, to maintain the DP guaran-
tee, is independent of the realized data values. As examples, test scores may be
bounded between |[a, b] = [0, 100] and IQ scores between [a, b] = [40,250]. This
interval is made public by the data curator.
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The data curator releases private versions of the sample mean and variance,
ie, Y =" Y,/nand S* = >" (Y; — Y)?/(n — 1). As shown in Du et al.
(2020), Y and S? have sensitivities (b — a)/n and (b — a)?/n, respectively. To
achieve ¢-DP, we presume the data curator releases Y* ~ Lap(Y, (b — a)/(e1n))
and S** ~ Lap(S?, (b — a)?/(eyn)), where e, + &, = €.

We make the simplifying assumptions a = 0 and b = 1. We can do so without

loss of generality, as described in Theorem 13, which is proved in Chapter 4.7.

Theorem 13. Let Y1, ...,Y, € [a,b] and let Y; = (Y;—a)/(b—a) € [0,1]. Let Y and
S? be the sample mean and variance for {Y;} and let Y and S? be the sample mean

and variance for {}72} Suppose each statistic is released via the Laplace Mechanism
under £-DP and denote the DP statistics Y*, S, }:/*, and S*. Then, Y* < (b —
a)lzf* +aand 5% £ (b— a)25>.

A data analyst with access to only Y* and S%*, as well as the particulars of the
DP mechanism used to create them, considers these released summary statistics as
noisy versions of Y and S?, which themselves are estimates of underlying popula-
tion parameters ;. and o2. To make inferences for these 1 and 02, we presume the
analyst posits a model for the underlying confidential data, namely Y; ~ N (u, 0%)
independently for all :. While theoretically this model has support outside the
interval [a, b], in practice it accurately describes data distributions when the ob-
served values are symmetric with an empirical range not near the bounds. Indeed,
data analysts frequently use Gaussian models for bounded data; for example, nor-
mal models are typical for quantities like proportions and standardized test scores,
which have known ranges. They also are used for quantities like health measure-
ments (e.g., blood pressures, birth weights) and stock market returns, which can be
bounded based on extensive historical observations and scientific considerations.

We consider an analyst who follows the Bayesian paradigm to obtain posterior
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inferences about (j,0?) given (Y*,.S%). We consider first the case of an analyst
who incorporates prior beliefs into their analysis via the convenient, informative

prior distribution,

o® ~1G (v/2,1005/2) , 1| 0 ~ N (po, 0% /o) (4.2)

for analyst-specified hyperparameters (v, ko, jio, 03 ). Here, |G denotes the inverse-
gamma distribution. The prior distribution in (4.2) is conjugate for the normal

model, which facilitates computation.

4.2.3 Bayesian Inference for the Setting of Chapter 4.2.2 Disregarding
the Constraints

Using (4.2), analysts who disregard the constraints in post-processing infer-
ence can sample from the posterior distribution p(u, 0|Y*, S**) using Monte Carlo
methods. One approach is the Gibbs sampler of Bernstein and Sheldon (2018) for
exponential families. In their sampler, the full conditional distribution of S? is ap-
proximated as Gaussian. Since S? must be positive, this approximation can lead
to unreliable results, particularly when o2 is near zero or n is small. The approxi-
mation does allow the sampler to have computational complexity O(1) per Gibbs
iteration. Another approach is the Gibbs sampler of Ju et al. (2022) for likeli-
hoods satisfying a record additivity condition. It draws from the exact posterior
distribution of the parameters, but has computational complexity O(n) per Gibbs
iteration.

As we now describe, when disregarding constraints, one can modify the sampler
of Bernstein and Sheldon (2018) to draw from the exact conditional distribution
of S?%. This avoids the potential shortcomings of a Gaussian approximation for an
estimated variance. Specifically, when £, < 2, the full conditional for S* can be

shown to be a distribution we call a truncated gamma mixture (TGM).!

2

! For the distribution of S? to be a TGM, we require 02 < (n — 1)/(2nez). We show in Corollary
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Definition 7. X ~ TGM(«,5,\,7) fora > 0, 7 € R, and f > X\ = 0 if its
distribution is as follows. When 7 < 0, X ~ Gamma(a, B + ) and when when
T > (), it has probability density function

BN a1, (B+N)z (4.3)

(B=N)« a—1_,—(—N)z ; .
plz) = { @At © IESN
x* e ifr >,

T2 T o, (B+0)7)

where

=27 2@, (B=2)7)
(B=M)¢

™= A AT o T i
A7 e, (B7) (4.4)
T2 = C T A T
A Y, (B=N)T (e, T) *
NG T T Gne

Here, v(«, z) and I'(a, x) are the lower and upper incomplete gamma func-
tions. We provide an algorithm for sampling from the TGM in Chapter 4.8.

In this modified Gibbs sampler, the full conditionals for (11, %, Y) correspond to
those of Bernstein and Sheldon (2018) applied to the univariate Gaussian setting.
That is, the full conditionals for  and o have the same form as in the nonprivate
setting. The full conditional for Y is based on the Bayesian LASSO (Park & Casella,
2008), whereby the fact that Y* ~ Lap(Y,1/(s1n)) is equal in distribution to
Y* ~ N(Y,w?) for w?> ~ Exp(e2n?/2) implies that the full conditional for ¥
is Gaussian and the full conditional for 1/w? is inverse-Gaussian. Parameters of
the full conditionals and explicit algorithms for our modified Gibbs sampler are

provided in Chapter 4.9.
4.3 Enforcing Constraints

We now show that analysts who incorporate the fact that the data values lie

within some [a, b] can reduce the uncertainty in estimates of parameters of interest

15 that in this setting we can guarantee o < 1/4, which implies 02 < (n — 1)/(2ne,) automatically
when €5 < 2. Within the Gibbs sampler, we reject and resample any draws for which ¢2 > (n —
1)/(2nes).
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“for free.” They need not make additional assumptions; they merely determine
how conditions on the data values constrain their model.

We incorporate the constraints on the data values by turning them into implied
constraints on all unknown parameters, including the unobserved sufficient statis-
tics from the confidential data, which we then use as part of the modeling and
sampling. This leads to straightforward estimation methods that can be readily
generalized beyond the simple Gaussian model. For the setting of Chapter 4.2.2
specifically, we can start with the computationally efficient, modified sampler of
Bernstein and Sheldon (2018) that uses the exact full conditional for S? described
in Chapter 4.2.3. We then add constraints to this sampler, as we describe in Chapter
4.3.1.

We note that Bernstein and Sheldon (2018) propose a Gibbs sampler that uti-
lizes constraints for univariate data modeled via an exponential family. However,
they state that their constrained sampler—in addition to still requiring the Gaus-
sian approximation for S?—does not generalize to multivariate contexts for com-
putational reasons. Even in the univariate setting, their constrained sampler is
substantially more computationally intensive than their unconstrained one. Our
approach to incorporating constraints does not have this limitation.

A different approach is to put constraints directly on the likelihood function for
the model. We illustrate this approach for the Gaussian model in Chapter 4.14.
Ultimately, we find that our approach is computationally advantageous and can

offer more reliable repeated sampling performance; see Chapter 4.14 for details.

4.3.1 Constraints for the Gaussian Setting

In the univariate Gaussian setting from Chapter 4.2.2, the constraint that Y; €
[0, 1] affects the model in two ways. Firstly, the bound constrains the parameters

1 and o2, since bounded random variables have bounded moments. Secondly,
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the bound constrains the sufficient statistics Y and S2, since samples of bounded
random variables have bounded means and variances. We now establish these
bounds in a manner that can be easily incorporated into the Gibbs sampler from
Chapter 4.2.3. See Chapter 4.10 for proofs.

First, Theorem 14 establishes conditional bounds for i | o2 and o | p, which
follow from monotonicity of expectation. As a result, since the data values are
assumed to be bounded, we may replace the unbounded normal-inverse gamma
prior from (4.2) with a prior of the same form truncated to be within the feasible
region. This yields a posterior of the same form as in Chapter 4.2.3 truncated to

the feasible region.

Theorem 14. Let Y; € [0, 1] have moments E[Y;] = p and V[Y;] = o®. It follows
that o € [0, u(1 — p)] and p € [1/2 — A/1/4 — 02, 1/2 + 1/1/4 — 0?].
Corollary 15. IfY; € [0, 1], then V[Y;] = 0? < 1/4.

Theorem 16 establishes conditional bounds for Y | S? and S? | Y. This yields

a posterior of the same form as in Chapter 4.2.3 truncated to the feasible region.

Theorem 16. Let Y3, ...,Y, be such that each Y; € [0,1]. Then S* € [0,n/(n —
DY (1-Y)]andY € [1/2—+/1/4 — (n — 1)/n - S2,1/2++/1/4 — (n — 1)/n - S?].

The full conditionals under these constraints are described in Chapter 4.9.

4.3.2 Example: The Blood Lead Dataset
We now demonstrate the effect of incorporating these constraints using genuine

data.? Computations are performed on the [0, 1| scale, but all quantities are con-
p p ) q

verted back to the original scale for clarity of presentation. Interval estimates are

2 Code to reproduce all experiments is at https://github.com/zekicankazan/dp_priors.
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those with highest posterior density (HPD).? The following example, adapted from
an introductory statistics textbook (Diez et al., 2012, Section 7.1), is representative

of common statistical analyses for numerical, scalar data.

Example 4. Researchers sampled the blood lead levels of n = 43 policemen assigned
to outdoor work in Egypt to examine the effect of leaded gasoline on exposed individ-
uals (Mortada et al., 2001). The sample mean and variance were Y = 32.08 ,ug/ dL
and S? = 16.98% ug*/dL?, respectively. An expert advises that blood lead levels in
this region are reasonably bounded above by 100 ug/dL. Using these bounds, the
researchers use the Laplace Mechanism with €, = €, = 0.25 to release noisy statis-
tics Y* = 34.30 ug/dL and S** = 47.16% ug®/dL>. A secondary data analyst seeks
inferences for j and o?, the average and variance of blood lead levels of all police-
men assigned to outdoor work in Egypt. She believes blood lead levels are reasonably
approximated by a Gaussian distribution. To reflect prior knowledge, she uses (4.2)
with (py = 12.5,05 = 3.8% kg = 1,1y = 1), roughly representing the equivalent

information of one “prior data point.”

Figure 4.1 presents the joint posterior distribution for (u, 0*) with and without
constraints accounted for. For this release, S** is larger than the nonprivate S? and
is near the upper bound on o2 determined by Theorem 14. Thus, more than 10%
of samples from the unconstrained analysis have infeasibly large 0. Additionally,
the unconstrained analysis produces samples with either © < 0 or ;¢ > 100. The
constrained analysis respects the bounds and produces only reasonable samples for
i and o2,

In both analyses, the analyst’s posterior mode is around f ~ 16 ug/dL and

62 ~ 5% ug®/dL’. The analyses, however, have substantially different amounts of

3 HPD intervals are preferred over quantile-based intervals when the posterior distribution is
skewed (Kruschke, 2015). HPD intervals can be computed with the HDInterval package in R
(Meredith & Kruschke, 2020, License: GPL-3).

117



<6000 - -0.6
3 ) s
Sy, 4000 - ° 5 -04
2 g
o 2000- 0 o %' -0.2
9 a
S 0- -0.0
=
S
= 6000 - A~ 0.6
5 :
2 4000~ 2 -04
jov)
2 2000- 2 -02
S g -0
m
0- -0.0
Average Blood Lead (pg/dL)
Released Values A Confidential Values @  Posterior Mode Prior Values

*

FIGURE 4.1: Joint posterior distribution for (u,0?) in Example 4. Here, (Y* =

34.30,5** = 47.17%) is represented by the red circle, the unreleased (Y =
32.08,5% = 16.96) is represented by the green triangle, the analyst’s posterior
mode is represented by the blue diamond, and (u, = 12.5,5% = 3.8%) is repre-
sented by the purple square. Upper and lower panels display the posterior when
constraints are and are not accounted for, respectively. The shaded area represents
the feasible region for (41, 0%) from Theorem 14. Plots based on 5,000 Gibbs sam-
pler iterations.

uncertainty. The 95% HPD interval for o2 is [1.2% 50.8%] without constraints and
[1.0%, 39.3%] with constraints. Accounting for constraints allows the analyst to rule
out the region with infeasibly high o2, yielding a tighter interval estimate. The
95% HPD interval for p is [3.4, 48.2] without constraints and [1.9, 42.0] with con-
straints. As above, the tighter interval in the constrained analysis is due primarily
to ruling out y in the region where o is infeasibly large. In both analyses, the pos-
terior concentration is highest near the prior values, 1, and o7; there is much less
density near the released noisy values. This indicates that the posterior inference
is likely quite sensitive to the analyst’s prior distribution.

Notably, the constrained posterior is not merely a truncated version of the un-
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constrained posterior; truncation in this way yields inaccurate point and interval
estimates. By instead truncating within the Gibbs sampler, we have coherent esti-
mates.

4.4 Default Prior Choices

As evident in Example 4, the results of a Bayesian analysis under DP can be
sensitive to the prior distribution. This is unsurprising, since the addition of noise
yields data with less information about model parameters than in the public set-
ting, making it difficult to overwhelm the information in the prior distribution.
One potential fix—used in examples in the Bayesian DP inference literature—is to
increase the prior variance, yielding a weakly informative prior. One also could
examine the limit in which the prior variance is infinite. We show, however, that
this strategy may lead to improper limiting posterior distributions, even in settings
where the nonprivate posterior is proper. In such cases, weakly informative priors

may yield unreliable inference and should be avoided (Gelman, 2006).

4.4.1 Default Priors for the Gaussian Setting

For the unconstrained analysis in the univariate Gaussian setting, a weakly in-
formative prior of the form in (4.2) is created by making x, and v, small. In
the limit as these hyperparameters go to zero, this produces the default prior
p(p, 0*)oc(0?)!, termed the independent Jeffrey’s prior in the nonprivate setting
(Sun & Berger, 2007). While it does not correspond to a proper probability distri-
bution, the posterior distribution it produces is not only proper, but also frequentist
matching. In the private setting, unfortunately, the posterior distribution produced
by p(u, 0*)oc(c?)~t is not a proper probability distribution. The following result,

proved in Chapter 4.11, demonstrates this.

Theorem 17. For confidential data Yy, ..., Y, < (u, 0%) where the statistics Y* ~

119



1.00-

095- ®=w-uguut-ugs
o
&
5 0.90 - Constrained?
>
S 0s5- — TRUE
--- FALSE
0.80 -
‘\
= \\ Truth
B 1.5- . 2
& . N(0.1, 0.04%)
~
% 1.0- Y~ —— N(0.5,0.2%)
2 -~
2 05- =
: . Ay
(S
00 = 1 1 1
30 100 300 1000

Sample Size, n

FIGURE 4.2: The average length (top) and coverage rate (bottom) of 95% HPD
intervals for u for different n. Results based on 10,000 simulated datasets Y; €
[0, 1] released with €, = &, = 0.1 and analyzed with prior p(u, 0%)ocl. Analyses
with constraints accounted for are solid lines and not accounted for are dashed
lines. Data generating model is either N (i = 0.1,02 = 0.04?) (red) or N'(u =
0.5,0% = 0.2%) (blue). Note that the red dashed line is below the blue dashed line.
Each Gibbs sampler is run for 20,000 iterations.

Lap(Y,1/(g1n)) and S* ~ Lap(S?,1/(eon)) are released, if an analyst has prior
p(p, 0%)oc(0?)7Y, then their posterior p(u,o? | Y*, S%) is not a proper probability

distribution.

An alternative strategy for finding a default prior for this setting is to focus
on the likelihood’s Laplace portion. We show in Chapter 4.12 that for a Laplace
likelihood in the nonprivate setting, a uniform prior produces a proper, frequen-
tist matching posterior distribution. A uniform prior on (1, 0?) thus may be a
reasonable choice in the private setting. Theorem 18, proved in Chapter 4.11,

demonstrates that p(u, 0%)ocl does indeed produce a proper posterior distribution.

Theorem 18. For confidential data Y, ...,Y, “ N (i, 0?) where n > 3 and the
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statistics Y* ~ Lap(Y,1/(e;n)) and S** ~ Lap(S?,1/(eon)) are released, if an
analyst has prior p(p,o?)ocl, then their posterior p(u,o? | Y*,S*) is a proper

probability distribution.

Similarly, we can determine posterior propriety for the constrained analysis.
Since a constrained uniform distribution has bounded support, it is a proper prior
distribution and thus produces a proper posterior distribution. Likewise, it can be
verified empirically that the posterior produced by p(u, 0?)oc(o?)~! is improper in
the constrained analysis.

We use simulation experiments to assess the properties of the posterior distri-
butions based on priors that use or disregard the constraints on the data values.
For each of 10,000 simulated datasets of a given n, we create a 95% HPD interval
based on the Gibbs sampler in Chapter 4.9. Figure 4.2 displays the results; see
Chapter 4.16 for run-time details. Without enforcing constraints, the 95% credible
interval has approximately the nominal 95% coverage rate regardless of n, and the
average interval length decays proportionally to 1/n.* When enforcing the con-
straints, the results are similar to those for the unconstrained analysis when n is
large. In these cases, credible intervals for ;4 are far from the boundary, so that
the constraints have little effect. When n is small, the 95% credible interval has
lower than 95% coverage rate when the true p is close to the boundary and near
100% coverage when p is in the middle of the range. In fact, it can be shown
that the prior p(u, 0?)ocl over the region where p € [0, 1] and o2 € (0, u(1 — p)]
induces the marginal distribution @ ~ Beta(2,2). This Beta distribution places
more probability density in the center of the distribution than near 0 or 1, result-

ing in the observed over and under coverage, depending on the true value of u.

* A regression of log average interval length on log n has a slope of —1 (with R? > 0.999),
indicating that average interval length decays proportionally to 1/n. A similar result holds for the
RMSE; see Chapter 4.13.
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This suggests that p(u, 0%)ocl is most appropriate when an analyst believes ;, more
likely is near the center of the distribution than the tails. That is, while the prior
is “non-informative” in the unconstrained analysis, it is not so in the constrained
analysis.

Enforcing the constraint, however, does have advantages. For all points in Fig-
ure 4.2, the average interval length for the constrained analysis is less than 0.75.
Meanwhile, the average interval length without constraints is greater than 1 for
n < 50, indicating that the credible intervals must include values that are not
within [0, 1]. Such intervals often include all of [0, 1]; these are practically use-
less. Indeed, the calibrated coverage rate for the unconstrained analysis is of
dubious merit, as these credible intervals are inflated by permitting probability
mass on infeasible regions. Additionally, when we estimate . with its posterior
mode, the RMSE is uniformly lower in the constrained analysis than in the un-
constrained; see Figure 4.8 in Chapter 4.13. In practical terms, the incorporation
of constraints yields estimates that are more sensible scientifically, have less error,
and have tighter interval estimates.

The results described above use a total € of 0.2. For larger ¢, the constrained
and unconstrained analyses are more similar; see Figure 4.9 in Chapter 4.13 for
additional simulations with total ¢ = 2. In this setting, the unconstrained analysis
no longer offers approximately exact coverage: the 95% posterior intervals cover
more than 95% of the time.

4.4.2 Default Priors for Example 4

Returning to the setting of Example 4, we examine the effect of replacing the in-
formative prior used in Chapter 4.3.2 with the default prior p(u, 0?)ocl. Figure 4.3
presents a plot analogous to Figure 4.1 with the new prior. In the unconstrained

analysis, the posterior mode is approximately equal to the released statistics, but
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FIGURE 4.3: Plot of the joint posterior distribution for (4, 0*) in Example 4 under
a uniform prior. The point (Y* = 34.30,5% = 47.17?) is represented by the red

circle, the unreleased point (Y = 32.08, S* = 16.96?) is represented by the green
triangle, and the analyst’s posterior mode is represented by the blue diamond.
The upper and lower panels provide the posterior when constraints are and are
not accounted for, respectively. The shaded area represents the feasible region for
(i, 0?) from Theorem 14. This plot is based on 5,000 Gibbs iterations.
more than 50% of posterior draws are outside of the feasible region. In the con-
strained analysis, as discussed above, the posterior mode for p is shifted towards
the center of the distribution. A similar effect is observed for o?; the prior has more
mass closer to zero and so the posterior mode is smaller than S**.

Analysts also might be interested in using the Bayesian model for prediction.

Figure 4.4 plots the posterior predictive distribution for the uniform prior, which
is computed via Ynewr ~ N (,u(t), J(Qt)) for each Gibbs iteration ¢, under the un-
constrained and constrained analyses.” The constrained posterior predictive dis-
tribution only includes values in the feasible region of 0 to 100 ug/dL, with the

distribution centered around the posterior mode. The unconstrained posterior pre-

> For the constrained analysis, the distribution is replaced by a truncated Gaussian.
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FIGURE 4.4: Posterior predictive distribution of a new observation for the posterior
draws from Example 4 and prior p(y, 0?)ocl. The value Y* = 34.30 is represented
by the solid red line, the (unreleased) value Y = 32.08 is represented by the dotted
green line, and the analyst’s posterior mode is represented by the blue dot-dashed
line. Upper and lower panels provide the posterior predictive distributions without
and without accounting for constraints, respectively. The shaded area represents
the feasible region for a new observation. Plots based on 100,000 Gibbs sampler
iterations.

dictive distribution, meanwhile, generates 24% of predictive draws as negative
values and 10% as values greater than 100 ug/dL. This leads to the constrained
analysis having substantially lower predictive variance than the unconstrained: the
standard deviation is 53 ;1g/dL without constraints and 25ug/dL with constraints.

To obtain reasonable predictions with the draws from the unconstrained analy-
sis, an analyst must resort to ad hoc methods. They might, for example, re-code all
negative predictions to 0 and all predictions greater than 100 to 100. This would
lead to 24% of predictions being exactly zero, which is not reasonable scientifi-
cally, and results in an inflated predictive standard deviation of 35 uug/dL. Alterna-
tively, the analyst could sample predictions from a truncated Gaussian distribution.
The variance of this distribution is still inflated by the samples of overly large val-

ues of O'(Qt), leading to a predictive standard deviation of 27 ug/dL under this ad
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hoc approach, which is larger than that of the theoretically principled constrained

analysis.

4.5 Regression Application

The strategies we discuss can be generalized to any Bayesian analysis under DP.
To demonstrate, we consider the DP Bayesian linear regression method of Bernstein
and Sheldon (2019). We adapt the following example from Bernstein and Sheldon
(2019) to illustrate how the strategies for enforcing constraints in Chapter 4.3 can

be used off-the-shelf to supplement an existing method.

Example 5. Researchers wish to estimate the effect of a state’s per capita drinking
rate, {x;}, on the state’s cirrhosis death rate, {y;}, using data from Brownlee (1965).
The dataset consists of n = 46 observations and the ranges of both x; and y; are

assumed to be public information.

In Bernstein and Sheldon (2019), the authors rescale both variables to lie in
[0,1]. Letting Y be the vector of responses and X be a design matrix with a
column of ones, the authors’ model is a simple linear regression of the form ¥ ~

N, (X0, 0°1,) with the conjugate prior

) 1] o? ) 40 1
0|O' NM(lO],ZIQ>, o ~ G <?,§ 3 (45)

where I, is the p x p identity matrix. Their proposed method involves applying
the Laplace Mechanism to each element of the sufficient statistics X' X, XY and
Y 'Y . To ensure a valid solution exists, they enforce that the matrix Z'Z, where
Z = [X Y, is positive semi-definite (PSD) by projecting samples to the nearest
PSD matrix. They apply their Gibbs-SS-Noisy method, which also adds Laplace
noise to the matrix of fourth sample moments of X.

We utilize methods identical to those in Bernstein and Sheldon (2019) with
the following modifications. Since it is known that x;, y; € [0, 1] for all ¢, we can
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FIGURE 4.5: Plot of posterior draws from the linear regression method of Bernstein
and Sheldon (2019). The left panels represent draws of the imputed sufficient
statistics Y '1 and Y 'Y, while the right panels represent draws of the parameters
0, and 6. The upper and lower panels provide the posterior when constraints are
and are not accounted for, respectively. The shaded areas represent the feasible
regions; points outside the feasible regions are colored in red. In the left panels,
the green triangle represents the confidential valuesof Y '1 and Y 'Y, in the right
panels, the green triangle represents the nonprivate OLS estimator of (6, ¢;), and
in all panels, the blue diamond represents the posterior mode. This plot is based
on 10,000 Gibbs iterations.

exploit the structure of the linear regression to constrain parameter updates in the
Gibbs sampler. In particular, letting X = [1,, x;], we show in Chapter 4.15 that
0<xx <x1<n,0<Y'Y <Yl <nx/Y <min{x/1, Y"1}, and
0 < 0% < 1/4. Letting the regression coefficients be 6 = [0, 0], we know that
(01, 60,) must lie in the region depicted in the right panels of Figure 4.5. We create
a constrained Gibbs sampler by drawing each iterate from the unconstrained full
conditional distribution and rejecting and resampling whenever all constraints are
not satisfied. We also reject and resample if Z'Z is not PSD.

For demonstration, we draw a set of DP sufficient statistics with ¢ = 0.1 for each

of the 11 queries.® The top panels of Figure 4.5 present posterior draws from an

6 The addition of Laplace noise to the fourth sample moments of X adds additional uncertainty
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off-the-shelf application of the method of Bernstein and Sheldon (2019), while the
bottom panels present the corresponding draws with our modifications. The left
panels present posterior draws from two of the augmented sufficient statistics. For
both samplers, the posterior concentrates around the confidential values. However,
by incorporating the constraint that 0 < Y'Y < Y "1 < n, our modified sampler
yields a substantial reduction in the posterior variance. As indicated by the red
points, nearly 20% of posterior draws without accounting for constraints do not
satisfy this inequality.

The right panel of Figure 4.5 presents an analogous comparison for the regres-
sion coefficients, ¢, and 6. The shaded regions represent the feasible region for 6.
For the off-the-shelf application of the method of Bernstein and Sheldon (2019),
less than 5% of the posterior draws did not satisfy the constraint in #. But no-
tably, when all relevant constraints are enforced, the posterior distribution is more
spread out throughout the feasible region. Without constraints, the nonprivate OLS
estimate for §;,—represented by the green triangle—is not within a 95% interval
estimate for the parameter. The increased variance due to the constraints, however,
fixes this issue. Fitting this model without constraints leads artificially to a model
with too little uncertainty about its parameter estimates, which subsequently can
lead to underestimated uncertainty in interval estimates and downstream predic-

tions.

4.6 Discussion

A major advantage of the Bayesian paradigm generally is that it facilitates con-

venient propagation of uncertainty. Indeed, for these reasons, Bayesian inference

which is not accounted for in the procedure in Bernstein and Sheldon (2019). Because of this,
our rejection sampling approach struggles when the released noisy moments are far from their
nonprivate counterparts, leading to the Gibbs sampling procedure being unable to find a draw for
the next Gibbs iterate satisfying the constraints and getting “stuck.” For demonstrative purposes,
we choose a seed where this issue is not encountered.
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has been a focus of recent work in the DP literature (e.g., Bernstein & Sheldon,
2018; Gong, 2022; Ju et al., 2022). However, Bayesian inference can be sensitive
to the analyst’s prior selection. As far as we are aware, our work is the first to ex-
amine the effect of the prior distribution on inference in settings with substantial
noise due to DP and constraints on data values.

We modify the Gibbs sampler of Bernstein and Sheldon (2018) primarily as a
step along the way to obtaining computationally efficient Bayesian inference under
constraints. Nonetheless, we anticipate that sampling from exact full conditional
distributions can have benefits in practical applications involving Gaussian models.
In addition to the examples mentioned previously, Gaussian distributions can be
used in a variety of tasks in machine learning, including A/B testing, hierarchical
modeling, and regression.

Our case studies suggest that incorporating constraints in Bayesian DP infer-
ence, thereby respecting the actual support of the parameters, can result in po-
tentially more accurate representations of posterior distributions, as well as more
accurate point estimates and predictions. Settings where confidential data values
are assumed to have an inherent or effective bound are widespread in the DP litera-
ture, but there is little work on incorporating these constraints within downstream
analyses. We believe that the improvements in uncertainty quantification after ac-
counting for constraints are promising, and we anticipate that they can be realized
in other modeling scenarios.

The examples in Chapter 4.3.1 indicate that the choice of hyperparameters for
informative prior distributions can have a particularly large impact on posterior
inference under DP. In practice, it is beneficial to supplement an analysis with pos-
terior predictive checks and analyses of prior sensitivity to assess whether this is an
issue. The use of weakly informative or default prior distributions may be advan-
tageous, although analysts must ensure posterior distributions are not improper, as
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demonstrated in Chapter 4.4. These results suggest there is scope for further de-
velopment of default prior distributions to obtain theoretically valid and accurate
posterior distributions with desirable frequentist properties. Finding such default
prior distribbutions, for both the Gaussian and more general modeling settings, is

a promising avenue for future work.
4.7 Re-Scaling the Data

Throughout this chapter, we assume that the data Y7, ..., Y, are contained in
the interval [a, b] for known, public a and b. We now prove that, without loss of
generality, we may consider data on the interval [0, 1] by re-scaling the data as
follows to obtain Y; € [0, 1],

Y. —a

g oYz
b—a

(4.6)

We can convert back to the original scale via the relationship Y; = (b — a)f/i + a.
We now show that the sufficient statistics released via the Laplace Mechanism

on the [0, 1] scale are re-scaled versions of the sufficient statistics released via the

Laplace Mechanism on the [a, b] scale. Thus no information is lost from scaling

before the DP release and re-scaling afterwards.
Theorem 13. Let Y1, ...,Y, € [a,b] and let Y; = (Y;—a)/(b—a) € [0,1]. Let Y and

S? be the sample mean and variance for {Y;} and let Y and 52 be the sample mean

and variance for {f/;} Suppose each statistic is released via the Laplace Mechanism

under -DP and denote the DP statistics Y*, S?*, 11/*, and S*. Then, Y* < (b —

d

a)f/* +aand S* £ (b— a)>5%.

Proof. To begin, note that we may relate the sample means on the two scales as
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follows

BN RN 1 ¢ - -
ﬁ; Zﬁ;[b—aYJra]: E;K-{—a (b—a)Y + a.
“4.7)
Similarly, we may relate the sample variances on the two scales as follows.
1 & _
5 = Y- Y) 8
n_1;< ) 4.8)
I < - ~
= 2 (b~ )Y +a] ~[(b— )Y +a]’ 4.9)
=1
1 G~ =
= (b—a) Y —Y)? 10
R DI (4.10)
= (b—a)’S%. (4.11)

We now consider the sensitivities of each of the four statistics. By Lemmas 11
and 12 in Du et al. (2020), the sensitivity of Y is (b — a)/n and the sensitivity of S?
is (b — a)?/n. Similarly, the sensitivity of Yis 1 /n and the sensitivity of S is 1/n.
Thus, when released under £-DP via the Laplace Mechanism, the released statistics

have distribution

_ N2
¥+ ~ Lap (Y, b a) . S~ Lap (SQ, (bg—a)> (4.12)
n

En

~ ~ 1 ~ ~ 1
Y* ~ Lap (Y, —) , S** ~ Lap (SQ, —) . (4.13)
en en

Recall that if X has a Laplace distribution with location parameter m and scale
parameter b, i.e., X ~ Lap(m,b), then if £ > 0 and ¢ € R, it follows that kX +
¢ ~ Lap(km + ¢, kb). By this property, (b — a)):/* + a has location parameter
(b — a)}:/ +a = Y and scale parameter (b — a)/(en). Similarly, (b — )5S has
location parameter (b — a)?S? = S? and scale parameter (b — a)2/(en). The result
follows. -
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By this result, it is equivalent to release Y* and S** on the [a, b] scale directly

via the Laplace distribution or to re-scale the data to the [0, 1] scale, release Y
and S?*, and then use the relationships in Theorem 13 to convert back to the la, b]
scale.

4.8 The Truncated Gamma Mixture Distribution

We now provide additional details related to the truncated gamma mixture dis-
tribution (abbreviated TGM). The TGM distribution has four parameters: « is anal-
ogous to the gamma distribution’s scale parameter, J is analogous to the gamma
distribution’s rate parameter, A determines how far the TGM distribution is from a
gamma distribution, and 7 determines the point of truncation. When 7 > 0, the
distribution is a mixture of Gamq (v, 5 — ) and Gam(; o) (v, 8+ A) with the mix-
ture weights in (4.4). When 7 < 0, the distribution is equivalent to Gam(c, 5+ \).

Figure 4.6 compares the probability density of a TGM distribution to the prob-
ability density of the gamma distribution with the same « and 5. We see that
the shapes are similar, but the rates are different on each side of 7. Notably, the
distribution is continuous but is clearly not differentiable at 7.

Algorithm 1 provides a straightforward procedure for sampling from the TGM
distribution. It assumes one is able to sample from a truncated gamma distribu-
tion, which can be done via standard tools such as the rtrunc function from the
truncdist package in R (Novomestky & Nadarajah, 2016, License: GPL> 2).

We now prove that Algorithm 1 correctly samples from the TGM distribution.
Theorem 19. X sampled via Algorithm 1 has distribution X ~ TGM(a, B, A, T).

Proof. If 7 < 0, then X ~ Gam(c, 8 + \), as desired.
We now consider the case where 7 > 0. Let F|(z) and fi(x) be the CDF and

PDF, respectively, of Gam(a, § — A) truncated to (0, 7]. Let Fy(z) and f5(x) be the
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0.00-

FIGURE 4.6: Comparison of the probability density functions of TGM(« = 2, 5 =
2,\ = 1,7 = 1) (the solid line) and Gam(« = 2, 5 = 2) (the dashed line).

Algorithm 1: Sample X ~ TGM(«, 5, A\, 7)
Input: o, 5, A\, 7
if 7 < 0 then

| Sample X ~ Gam(a, 3 + \)
else
Compute m, via (4.4)

Sample U ~ Unif(0, 1)
if U < 7, then

| Sample X ~ Gam(a, § — \) truncated to (0, 7]
else

Sample X ~ Gam(a, f + \) truncated to (7, o0)

Output: X

O 0N O b W =

CDF and PDF, respectively, of Gam(a, 8 + A) truncated to (7,00). By the law of
total probability, the CDF of X is

PIX<z]|=P[X<z|U<m|PlU<m|+PX<z|U>m|PlU>m]
(4.14)

This function is differentiable everywhere except + = 7. When =z # 7, we may
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take the derivative with respect to x to obtain the PDF

p(x) = % |71 Fi(x) + m Fy ()] (4.16)
= m fi(z) + mofo(T) (4.17)
_ (5 o A)a a=1_—(B-N)z
STl @ o sl
(B+ A a1 _—(B+Nz
+ Wgr(a’ G+ )\)T)x e 1z > 7]. (4.18)

Thus, we have shown that X ~ TGM(«, 5, A, 7) for all X # 7. Since the event

X = 7 occurs with probability zero, this completes the proof. O
The TGM distribution primarily arises in the following setting.

Theorem 20. If 7 | p ~ Lap(p, 1/X) and pp ~ Gam(a, B) for § > A\, then pu | 7 ~
TGM(a, B, A, 7).

Proof. By Bayes’ Theorem, the desired distribution is

(4.19)

N (G VDY A0
P I T) = o ) pl) e

We begin by investigating the numerator of (4.19), which has the following form.

)\ fe%
p(T | p)p(p) = 56’”7’“' %ﬂaleﬁ“ (4.20)

B¢

= 2F(a)ua_1 [e‘”e_(ﬁ_’\)“l[,u < 7]+ eATe_(fBJ”\)“l[,u > T]]
4.21)

)\ «@
_ /B ) I:ef)n' lu/aflef(ﬁf)\),ul[lu < 7_] + e)\T ,u/aflef(ﬁJr)\),ul[lu > 7_]] )

2l («
(4.22)
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Thus,

A8 [ e (B=N) (B A
w102t = 51 |~ G S

Wl (B+ A7) (B+ )
B+A)* Do, (B+ A7)

p e IR < 7]

+e pe e e [y > T]].

(4.23)

The denominator of (4.19) is then as follows.

jmpww;npuodu

0

_ ABY 67,\7'7<047 B=N71) [ (B=AN)" a=1,-(B-Npu
ﬂvn[ (B— ) .Lvmxﬁ—ﬂﬂ“ du
eATF(a7 B+N7) (7 (B+A)° a1 ,—(F+\)n
T B J;rmmﬁ+Mﬂ“ mﬂ 429
8 [ @ (B=N7) | Dles (B+ A7)
‘2nai G- ¢ (Brae ]' 425

The second equality follows by recognizing the integrands as the PDFs of truncated
gamma distributions. Thus, the distribution of y | 7 is

—Ar 1(@,(B=A)7)

e _ «a
(B=N)« (6 )\) a—1_—(B—A)u
Pl 7) = = e e TeEon pe p <]
e 'Y(ﬂ_—A)Q + et WV(O@ (B_)‘)T)
AT F(Ol,(ﬁ‘i’)\)T) (03
N - )(fm)a S (B+A) ol B[y > 7]
(e, (B=N)T A Lo, (B+N)T )
6 (B,)\)a + e (5+)\)o¢ F(a7 (/8 + A)7-)
(4.26)
which we recognize as the PDF of a TGM(«, 3, A, 7). O

4.9 Algorithm and Full Conditionals

We now provide an explicit algorithm for implementing our Gibbs sampler and

enumerate all full conditionals examined in this chapter. The algorithm is pre-
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sented below. In the algorithm, we denote the ™ draw from the posterior for a

variable x as z .

Algorithm 2: Run our proposed Gibbs sampler.

N

Input: Data (Y*, S%*), privacy budget (¢,, €,), sample size n, iterations 7T,

hyperparameters (1, o3, Ko, Vo)

Initialize 0(20), Y0), 5(20), and w(QO)
fortinl:7T do

Sample /i) from full conditional )
(| o®= 0(21#1)7"‘)2 = W(2t71)>y = Y1), 5% = 5(21;—1)7Y*7 S*)

Sample O(Qt) from full conditional

(0 | p= N(t)>w2 = w(2t71)7}7 = Y(t*l)ﬂ 5% = S(Zt—1)7Y*a S%)
Sample Y@) from full conditional )

(Y | K= K 0’ = 0-(2t)7(")2 = w(%t—l)? §? = (215—1)7Y*7 SQ*)
Sample S7,) from full conditional

(S? | p= Hts 0? = U(2t)vW2 = W(Qt—1)7y =Y, Y7, 5%)
Sample w?t) from full conditional

(WQ | K= M(U?UQ = O-(Qt)ay = Y(t)?S2 - S(Qt)vy*as2*>

end
Output: (/~L(1)7 ce ,,LL(T)), (0'(21), ceey O'(QT))

In Algorithm 2, the first step is to initialize values for each of the variables,

which we describe further in the following paragraph. The analyst then repeatedly

samples from the full conditionals for each of the variables. The forms of the full

conditionals under different assumptions are described in Chapter 4.9.1. The final

step is to output the posterior draws for the two parameters.

The posterior distribution is not very sensitive to the initial values, but well-

thought-out values may reduce the runtime. In our examples, we set 0(20) = (20) =

S if S** € (0,1/4) and Yy = Y*if Y* € [0,1]. If Y* or S** are not in these

regions, they are set near the closest boundary (although note that 0(20) and S(QO)

should not be set exactly equal to zero). We set wy,, = 2/(in?).
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4.9.1 Forms of the Full Conditionals

We now summarize the full conditional under different prior distributions for
iid
M071] (M? 02):

the DP univariate Gaussian setting with likelihood given by Y; ~
Y* ~ Lap(Y,1/(e;n)), and S* ~ Lap(S?,1/(gon)). Subscripts on a distribution

denote truncation of the distribution to an interval.
If the prior is 0® ~ 1G(1y/2,1402/2) and p | 0 ~ N (ug,0%/ko) with no

constraints enforced, then
_ _ Y 2
plo*w? Y, 82 Y* S* ~ N (n i HOMO, 7 ) (4.27)
n + Ky n + Ko
_ _ + vy o2+ (n—1)S? +n(Y — p)?
2 2y G2 yr G2 | . n 0 M0y
o |:U’7w7 787 aS G(O,2RE;)< 9 3 9
(4.28)
_ i Z+% 1
Y| p,o% w83 Y* S ~ N | 24— — — (4.29)
pr- = S R
1/w? | u, 0% Y, S Y* S ~ InvGaus | — St ,ein? (4.30)
Y* - Y]
(4.31)

2 2,2 v 2%
S ’/.L,O',(.U,Y,Y,S ~ TGM (T,T‘Q,

If the prior is 0 ~ IG (v/2,1402/2) and u | 02 ~ N (uo,0?/K) with con-
noly b = 1/2— 4 /1/4— 22182,

straints enforced, then for 7 = min{u(1 — p), S
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)

and ¢, = 1/2 4+ 4/1/4 — =152,
nY + Kolbo
—o? n+kKy N4+ kKo
(4.32)

V 2 Vv 2%
plotw? Y, S5 Y* S NN[l/Q_\/mJ/erm(

= = + vy o2+ (n—1S2+nY —p)
2 QYSZ}/*SQ*’V'GT n 0 oY%
| ,LL,UJ 9 ) 9 0, 2 ) 2
(4.33)
L I
Y| p,o%w?, SEY* S ~ Ny gy | T T (4.34)
w2 + 0'2 UJ2 + U2
2 2 e Q2% &in 2.2
1w | p, 0% Y, S5 Y* S InvGaus | — LEIM (4.35)
Y* =Y
2 * Q2% n—1n-1 2%
S ’/,L,O' w Y Y S ~ TGM(O LY (1-Y)] T,T‘Q,HEQ,S i (436)
If the prior is p(u, 0)ocl with no constraints enforced, then
_ _ o2
plo?w Y, 8?2 Y* S* ~ N (Y, —) (4.37)
n
. _ -2 (n—=1)8*+n(Y —p)?
2 2 Y 2 Y* 2% . n .
’ My ;57 7S G(0,2n€12) ( 9 9 (4.38)
_ _ - |
Y |p,o®w, SEY* 5™~ N | — ——— (4.39)
2T =21tz
ein 2 2
o 4.40
vy ) R
(4.41)

—1 n-—-1
r n n52,52*>

2 2 VvV v Q2%
S |,U,O' W,Y,Y,S NTGM( 5 ,T‘_Q,

1/w? | p,0? Y, S? Y* S* ~ InvGaus (
)Jocl with constraints enforced, then for 7 = min{u(

If the prior is p(u,
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0.3 6 =12 I S a6, = 12+ [l

2
2 2 % Q2 v Q2 o 7
plotw? Y, S5 Y* S N./\/’[l/27\/m71/2+\/m] (Y,g) (4.42)

. . —2 (n—=1)S*+n(Y — p)?
o | p,w? Y, 8% Y, 5% ~ Gy ) (n 5 o= 2”( 4) ) (4.43)
_ _ |
Y | M,UQ,OJQ,SQ,Y*,SQ* ~ M¢_,¢+] wl Z y 1 n (444)
2T 2t e
2 2 T Q2 T Q2 &in 2.2
1w | u, 0% Y, S Y* 5% ~ InvGaus (W,aln ) (4.45)

n—1n-1

2 7 202

SQ | M, 02,w2,}7,§7*, SQ* ~ TGM(O,%Y(lfY)] ( neq, Sz*> . (446)

4.9.2 Derivation of Full Conditionals for the Gibbs Sampler

We now derive the full conditionals for the unconstrained Gibbs sampler with
the informative prior, which provides the exact full conditional for S?. This yields
the full conditionals in equations (4.27)-(4.31). The derivations for the full con-
ditionals in the other settings described in Chapter 4.9.1 are similar and we omit
them in the interest of brevity.

itd

Recall that if Y7,...,Y, ~ N(u,0?), then the distributions of the sufficient

statistics are
2

- o n—1mn-1
Y | ,u70'2 ~N<,U,7E>, 82 | 0‘2 ~ Gam <T’W)’ (447)

where (Y L S?) | 1, 0%. Assuming that the Y; € [0, 1], then the statistics released

via the Laplace Mechanism have distributions

N 1 1
Y*|Y ~ Lap <Y, —) , S* | S* ~ Lap <52, —) : (4.48)

€1 EoM

The release mechanism is such that (Y* 1. S*) | Y, S It is convenient to

replace the above distribution of Y * with the following equivalent formulation, as

138



o2 Parameters

e

w
w? Y S? Augmented Variables

N |

Y* S Released DP Statistics
FIGURE 4.7: A graphical model representing the structure of the univariate Gaus-
sian setting.

proposed by Park and Casella (2008) and used in Bernstein and Sheldon (2018,
2019).

o - £2n2
V* Y, ~ N (Y,w), w? ~ Exp ( 12 ) . (4.49)
Finally, we take the conjugate prior from the public setting
2 2
o2 ~ 1G (@, VOOO) A Ve (uo, 0—) . (4.50)
2 2 Ko

Figure 4.7 presents the graphical model corresponding to this likelihood, which

we can factor as follows.
p(Y*, 8% Y S w? | u,o?)
=p(Y*" | Y, ) p(S** | S%) p(Y | 1, 0%) p(S* | o) p(w?) (4.51)
_ N5 T, ) Lap (s 5, L) N (y; " %)

EoM

11 22
Gam (SQ; n—-r ) Exp (wQ; fint ) (4.52)

2 202 2

We now examine each full conditional. The full conditional for y is
p(p | Y*, 8% Y, 8% w? o®)oep(Y | u,0?) p(p | 07) (4.53)
2 2

Ro
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which we recognize as the full conditional from the public setting, as derived in

Chapter 5 of Hoff (2009). Similarly, the full conditional for o is
p(0-2 | Y*7S2*7YJSZJW27/’L)

op(Y | p,0%) p(S? | 0?) p(c®) (4.55)

_ o n—1n-1 Vo VyO2
= Y:iu,— | G 2, — | IG | = 2. .56
() om0 6 (355) s

This is the same full conditional as in the public setting, as derived in Chapter 6 of
Hoff (2009). Thus, the full conditionals have the form

nY + Kooy 02 )

) (4.57)
n + Ko n + Ko

pl| ot WY, 8% Y 8% ~ N(

02 | g, w?, Y, 8%,V 5% ~ IG <”+Vo VOUS"‘(n—l)S?Jrn(Y—M)?)

2 2
(4.58)
We next examine the full conditional for Y, which is
PV | V¥, 8%, 8%, 0%, 1, 0%)orp(V* | V,6?) p(Y | . 0?) (4.59)
_ _ _ 0'2
=NY*Y, )N (Y; I, E) . (4.60)

We recognize this is equivalent to a Gaussian model with known variance and a

Gaussian prior on the mean. By Chapter 5 of Hoff (2009), the full conditional for

Y is

_ _ + £ 1
Y| 0% w2, S% Y, S “N<i+i’ il 1) : (4.61)

The full conditional for w? is as follows, expressed in terms of its inverse, 1/w?.

p(Ljw?® | Y*, 8%, Y, 8% p,0%)ocp(Y* |V, 1/w?) p(1/w?) (4.62)
2,2
— N (VY (1/w?) ™) IG (1/&; 1, %) .
(4.63)
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We recognize this form from the Bayesian LASSO (Park & Casella, 2008), which

yields the distribution

102 | p, o2V, 5% V" 5% ~ InvGaus (Wfl—_nwﬁ%nQ) ) (4.64)

Finally, the full conditional for S? is

p(S? | Y* S Y, w?, p,0?)ocp(S* | S?) p(S? | o?) (4.65)
1 n—1n-—1
— L 2. Q2 2. _
ap (S S ’@n) Gam (S, 5 g7 >
(4.66)

By Theorem 20 when (n — 1)/(20?) > e,n, the distribution is

o -1 n-—-1
S? |, 0%, WY, Y* S* ~ TGM n_7n_,
2 202

neq, SQ*> . (467)

Note that by Corollary 15, which is repeated in Chapter 4.10 below, since Y; € [0, 1]
it follows that 0% < 1/4. Thus, we may use this full conditional when

11 1
L Sy Yy (4.68)
n 202 n

gy <

If £, > 2(n—1)/n, then the full conditional for S is not necessarily a TGM without
additional assumptions. If reasonable for the application, the analyst could impose
the additional constraint that 0 < (n — 1)/(ne,), which is sufficient to ensure the
full conditional for S? is of the form in (4.67). Alternatively, if n is large, an analyst
could use an approximation of the full conditional for S?, such as the proposals of

Bernstein and Sheldon (2018, 2019).
4.10 Constraints for the Univariate Gaussian Setting
We now provide proofs for results in Chapter 4.3 regarding constraints on pa-

rameters and statistics in the univariate Gaussian setting. The result regarding

constraints on the parameters y and o is restated below.
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Theorem 14. Let Y; € [0, 1] have moments E[Y;] = p and V[Y;] = o®. It follows
that 0 € [0, u(1 — p)] and p € [1/2 — A/1/4 — 02, 1/2 + 1/1/4 — 0?].

Proof. Since Y; € [0, 1], it follows that Y;?> < Y;. and so by monotonicity of expec-

tation,

o = VarlY]] = E[Y?] - E[Y.]” < E[Y]] - E[Y;] = p — p*. (4.69)

Thus, since Y; must have non-negative variance, if y is known then o2 € [0, u(1 —
t)]. On the other hand, if o2 is known then by (4.69),  must be such that p? —
i+ 0% < 0. Applying the quadratic formula, we find that 4? — i + o2 has roots
p=1/2+ \/m . Recognizing that p* — 1 + 0 < 0 when p is between these

roots yields the desired result. O
The corollary of Theorem 14 is restated below.
Corollary 15. IfY; € [0, 1], then V[Y;] = 0% < 1/4.

Proof. By Theorem 14 0® < u(1 — u) and since f(u) = u(l — p) attains its
maximum value at u = 1/2, it follows that f(u) < f(1/2) = 1/4 for all u. The

result follows. [

The result regarding constraints on the sufficient statistics Y and S? is restated

below.

Theorem 16. Let V), ...,Y, be such that each Y; € [0,1]. Then S* € [0,n/(n —
DY (1-Y)]andY € [1/2—/1/4 — (n — 1)/n - S2,1/24+/1/4 — (n — 1)/n - S?].

Proof. We begin by expressing S? in a more convenient form, as follows.

n n n

(n—1)8> =Y (YV,-Y) = in +nY? =2V )Y = > VP —nY? (4.70)
=1

(2
i=1 i=1 i=1
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Since Y; € [0, 1], we have that Y; < Y;? and so

(n—1)S ZYQ nY? < ZY} —nY?=nY(1-Y). (4.71)

i=1

Since (n — 1)S? is a sum of squares, it is non-negative and so if Y is known,
S% e [0,n/(n —1)Y(1 — Y)]. On the other hand, if S? is known then Y must

be such that Y2 — Y + (n — 1)/n - S < 0. By an analogous argument to the

proof of Theorem 14, it follows that Y € [1/2 — 4/1/4— (n—1)/n-S2,1/2 +
\1/4A—(n—1)/n-S2]. O

4.11 Determining Whether the Posterior Distribution Is Proper

We now prove that the posterior distribution in the differentially private uni-
variate Gaussian setting is not a proper probability distribution when the prior
p(p, 0?)oc(0?)~! is used, but is a proper probability distribution when the prior

p(p, 0)ocl is used. The results are reproduced below.

Theorem 17. For confidential data Y1, . .., Y, "C N (u, o) where the statistics Y* ~
Lap(Y,1/(g1n)) and S** ~ Lap(S?,1/(gqn)) are released, if an analyst has prior
p(p, 0?)oc(0?)™Y, then their posterior p(u, o | Y*,S%*) is not a proper probability

distribution.

Proof. To begin, note that under the prior p(u, 0%)oc(0?) 72, for observed Y* = §*

and S** = s** the posterior distribution, if proper, should be

p(*, s> | i, 0?) p(u, 0°)
§, 57, o, s | p,02) p(p, 0%) dpdo?
_ p(7*, 8% | w,0?) (o)1
§o §°, p(yr, s | p,0?) (02) "t dpdo?

(4.72)

plp, 0 | g+, s) =

(4.73)

The posterior is a proper probability distribution if the integral in the denominator

of (4.73) is finite. We now examine this integral. Introducing the latent variables
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Y = jand S? = s? and exploiting the conditional independence structure, this

integral is equivalent to

o0 o0
J f p(y*, s | p, o) (0?) " dudo? (4.74)
0 —0

-~ f f f J p(y*, s, 9,5 | p,0%) (0*)"' dyds* dppdo” (4.75)
0 —o0 JO —0o0

_ j (0?) f f f p(7 1 5)p(s* | 2 p(F | 1 0?) p(s? | o) dgds? dpado
0 —o0 JO —0o0

(4.76)
SRGRINCGErS aﬂ)dsﬂ

[J J p(U | p,0%) dy d,u] do?. (4.77)

We examine the double integral in the second bracket. If we exchange the order of

integration,

®© ®© 1 (G—1)>
o) dudy = 7t | g e 202 dudy,
f f p(y | p,0°)dudy J_wp(y|y)f_wm pdy

since we recognize the quantity under the inner integral as the density function of

N (3, 0?), the integral is equal to 1. Thus,

J J p(y | p,o? dudy—J p(y* | y)d (4.79)

J e~ il 4y (4.80)
~ 1, (4.81)

since we recognize the quantity under the integral as the probability density func-

tion of Lap(y*,1/(g;n)). By Fubini’s Theorem, since this integral is finite and the
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quantity being integrated is nonnegative, it is equivalent to the quantity in brackets

above. Thus, the quantity of interest reduces to

J f p(y*, 8% | p,0?) (0*) " dpdo®
0 —00

= J (02)1f p(s** | 8*) p(s* | 0°)ds* do?. (4.82)
0

0

If s** > 0, then we bound the inner integral below as follows.

f p(s* | ) p(s | 0%) ds?

0
1\ "7 oo
:%J ee = () e g (4.83)
2 0
n=1 2%
EoM (%) 2 eomg2® s o=l 1 — (2= - n)52 2
= Sgrgany | T e e
o0
+ g2 f (82)%11@<’571+62n>52d32] (4.84)
§2%
i (52) 7 [ [ it g
> e [ ey
2 0
e}
—i—eE?”SQ*J (82)75116(371+52n)82d82] (4.85)
s2%
n—1
ean (%5) 7 26 [ g\noly _(m=licms? oo
= Sty | T e e (4.86)
2 0
n—1
€N % i
_ - (4.87)
2 \g7 Tem
n—1
n—1 T2
Cen (5 i (4.88)
2 %%—02 ' ‘
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The inequality follows since e* > e~ for > 0 and since e~ (@9 > ¢~(a+b)z for
a>b>0and z > 0. If s> < 0, then the same bound holds by an analogous
argument (with the integral from 0 to s** omitted). Thus, the quantity of interest

is bounded as follows.

. * o0} n—1 nTil
f J Pl 5 | so?) (02) o = 20| (o) <—+> do?
’ - 0 2eom o
(4.89)
eon (™ n—1 T
2 2\—1 2e9m 2
=— (o) T do
2 0 (ﬁ + 2)
(4.90)
Eon n—1 nT_l
2 eon
~ 2 (o) <n212 1) do?
0 2eom
(4.91)
con n—1 nT_l 1
2 2eom 2\ —1 9
- o°) " do
2 (szgzﬂ) J, @
(4.92)

Since this integral diverges, the quantity of interest diverges. Thus, (4.73) is not a

proper probability distribution. O

Theorem 18. For confidential data Y, ...,Y, “C N(u,02) where n > 3 and the
statistics Y* ~ Lap(Y,1/(e1n)) and S** ~ Lap(S%,1/(eyn)) are released, if an
analyst has prior p(u,o?)ocl, then their posterior p(u,o? | Y*, S*) is a proper

probability distribution.

Proof. To begin, note that under the prior p(u, 02)oc1, for observed Y* = ¢* and
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S?* = s%* the posterior distribution, if proper, should be

p(y*, s | p,0*) p(p, %)

p(p,0? | g*, %) = (4.93)
5, 57, p(y*, s | p,0%) p(p, 02) dudo?
p(y*, s> | 1, 07)
(4.94)
So S p(y*, 32* | 1, 0%)dpdo?

The posterior is a proper probability distribution if the integral in the denominator

of (4.94) is finite. By analogy to the proof of Theorem 17, this integral is equivalent

f f p(7*,s* | p,0°) dpdo? (4.95)
0 —00
[ e 1sne 1 a2 | | o 10pta] ot aran] ao
0 0 —w0 J—w
(4.96)

By (4.81), the double integral in the second bracket is equal to 1. Thus, the quan-

tity of interest reduces to

0 0
f J p(y*, 8™ | p,0?) dudo? —f J (s** | s*) p(s* | 0°)ds*do®. (4.97)
0 —0

Exchanging the order of integration yields

J p(s | 5%) J p(s* | 0%) do® ds”. 4.98)

0 0

Since n > 3, the inner integral is the kernel of an inverse-gamma distribution and
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SO

oo g e P (52) T g1y s
p(S |O' )dCT = —)(3) 7 o722 do (4.99)

(% 7 o\l g ” o\_n=3_q _(n=1)s? 9
= =y (57) 2 (6?)""% e 22 do?  (4.100)
0

(E)F oympra TCFY
= ()T 2 (4.101)
L) (=D
no1p(n=3)
= 2 —£- .102
[ .
—1
_n-- (4.103)
n—3
Thus,
o0 o0
| w1 [ ptst o) o as
0 0
—1/1 1 )
- Z_ . (5 + 5s8n () (1 — e’ ')) , (4.105)

since we recognize the quantity under the integral as the probability density func-
tion of Lap(s**,1/(eyn)), we plug in the form of its CDF at zero. By Fubini’s The-
orem, since this integral is finite and the quantity being integrated is nonnegative,

it is equivalent to the original quantity of interest. Thus,

j f (7, 5% | 1, 0%) (0%)° dudo?
0 —00

Ll L () (1 - 6_€2n|82*|) (4.106)
n—3\2 2 '
< (4.107)
and so the posterior is a proper probability distribution. O
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4.12 Nonprivate Laplace-Uniform Posterior Distribution

We now demonstrate that if X ~ Lap(&,1/A) and A is known, then a uniform
prior on £ yields a proper, frequentist matching posterior. The main result is as

follows.

Theorem 21. Let X ~ Lap(§, 1/\), where A is known. Then the prior p(§)ocl yields

a proper posterior distribution that is frequentist matching.

Proof. Applying properties of the Laplace distribution, if X ~ Lap(&,1/)), then
¢ — X ~ Lap(0,1/X). Note that this is a pivotal quantity, since its distribution
does not depend on any unknown parameters. Let /,,, and ¢;_,, be the o/2 and

(1 — a/2) quantiles of Lap(&, 1/)\). Then,
PIX 4+l <ESX+liap| =Pllop<E—X<l_,pl=1—a (4.108)

and so [X + {y/0, X + £1_os2] is a (1 — o) confidence interval for &.

In the Bayesian setting, if p(£)oc] then

p(§ | X)op(X | §) p(§)cexp {—A[X — £} = exp {—A[§ — X|}.

Thus, the posterior distribution is (£ | X) ~ Lap(X, 1/)). Again applying proper-
ties of the Laplace distribution, (¢ — X | X') ~ Lap(0,1/\). Thus,
PIX 40l <ESX AU _op| X]|=Pllop <E—X<l_op| X]=1-0«
(4.109)
and so [ X + {2, X + {1_ap] is a (1 — ) credible interval. Since this interval is
the same as the confidence interval above, this posterior distribution is frequentist

matching. O
4.13 Additional Simulation Studies

Figure 4.8 presents the RMSE from estimating p with the posterior mode in

the simulation study from Chapter 4.4 used to make Figure 4.2. The RMSE is
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FIGURE 4.8: Root mean square error (RMSE) for estimating y with the posterior
mode for different sample sizes for the simulation in Chapter 4.4. Results based
on 10,000 simulated datasets Y; € [0, 1] released with £, = &, = 0.1 and an-
alyzed with prior p(u,o®)ocl. Analyses with constraints accounted for are solid
lines and not accounted for are dashed lines. Data generating model is either
N(p=0.1,0% = 0.04%) (red) or N (i = 0.5,0% = 0.2%) (blue). Each Gibbs sam-
pler is run for 20,000 iterations.
uniformly lower in the constrained analysis than in the unconstrained analysis. For
the unconstrained analysis, a regression of log RMSE on log n has a slope of —1
(with R? > 0.999), indicating that RMSE decays proportionally to 1/n

Figure 4.9 presents the results of a simulation study identical to that of Figure

4.2 and Figure 4.8, but with ¢ increased by a factor of 10. There is little practical

difference between the constrained and unconstrained analysis at this larger ¢.
4.14 Constraints Comparison

Previously, we focused on accounting for bounds on the data values via con-
straints on the sample moments (and the model parameters). An alternative is to
enforce the constraint on the data values themselves via the likelihood function
instead of via the sample moments (while still constraining the parameters to the
feasible region determined by Theorem 14). We now compare inferences from
this alternative method of accounting for the constraints to inferences from our
approach.

The Gibbs samplers in Chapter 4.2.3, as well as methods based on sufficient

150



S
2@ o03-
(]
-
< 0.2-
c
[
£ o01-
g’v —
0.0- .
< Constrained?
0.06- — TRUE
W ==+ FALSE
L 0.04-
=
@ 0.02- Truth
0.00- N(0.1, 0.04)
—— N(0.5, 0.2)
1.000-
S 0975- €
9 LY
0 0.950- =g - =
(@]
O 0.925-
0.900-

30 100 300 1000
Sample Size, n

FIGURE 4.9: Average 95% HPD interval length for ;4 (top), root mean square error
for estimating ;4 (middle), and empirical coverage rate of 95% HPD intervals for
1 (bottom) for different sample sizes. Results based on 10,000 simulated datasets
Y; € [0, 1] released with €, = €, = 1 and analyzed with prior p(u, 0?)ocl. Analyses
with constraints accounted for are solid lines and not accounted for are dashed
lines. Data generating model is either N'(1 = 0.1,0% = 0.04?) (red) or N(pu =
0.5,0% = 0.2%) (blue). Each Gibbs sampler is run for 20,000 iterations.

statistics like the samplers of Bernstein and Sheldon (2018, 2019), are unable to
easily incorporate constraints on likelihoods. Thus, to make this comparison, we
develop and utilize a constraint-aware version of the Gibbs sampler of Ju et al.

(2022).

4.14.1 Enforcing Constraints on the Likelihood

To begin, we describe the Gibbs sampler proposed by Ju et al. (2022) for the
univariate Gaussian setting where we do not have constraints on data values. At

the ¢ iteration, we sample from n + 2 full conditionals: those of 11, 0%, and each

151



of the confidential Y;. The full conditionals for ;. and ¢ are identical to the public
setting (and so have the forms in Chapter 4.9). For each Y}, a proposal is drawn
from Y, ~ N (pw, O'(Qt)). Let Y,., and Y’ be the sample mean with and without the
proposal, respectively, i.e.,

_ 1 i—1 n
Yorew = o (; Yioy + Yig-1) + Z Y;(t1)> ) (4.110)

j=it+1

_ 1 1—1 n
Y' = — Yo + Y + Yo |- 4.111
- (; w +Y; Z (t 1)) ( )

j=i+1

Let S?_, and S¥ be defined similarly for the sample variance. Notably, for a given

prev

proposal Y/, the updated moments (Y”, S¥) can be computed from (Y, S2.,) in

constant time. Then, the proposed Y; is accepted with probability = min {1, ~}

for
v =exp[—em (V= V| = |[V* = Yyl ) —&2n (197" = §%| = |5* = S5.]) ]
(4.112)

One can verify empirically that this Gibbs sampler produces a posterior distri-
bution identical to that of our proposed Gibbs sampler without the constraints on
the sample moments. Nonetheless, as described in Chapter 4.2.3, the sampler of
Ju et al. (2022) has computational complexity O(nT'), where T is the number of
iterations of the Gibbs sampler, whereas our proposed sampler has computational
complexity O(T).

We now describe how to modify the sampler of Ju et al. (2022) to enforce
the constraint that each Y; € [a,b]. Basically, we apply methods similar to those
described in Chapter 4.3. For y and o2, we constrain the full conditionals as in
Theorem 14. We also specify a proper prior distribution, which is a required as-
sumption to utilize the sampler of Ju et al. (2022). For the illustrations below, we
utilize the proper prior p(ju, 0%)ocl over the feasible region of the parameter space.
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For each Y;, we enforce the constraint on the likelihood as part of the sampler by

rejecting any proposed draws outside of [a, b].

4.14.2 Comparing the Constrained Posterior Distributions

Consider a setting with sample size n = 50 and privacy budget €, = ¢5 = 0.25
where it is known that Y; € [0, 1] for all 7. As a first illustration, we suppose that
Y = 0.5 is in the center of the constrained region and S? = 0.2? is fairly large.
Figure 4.10 plots the posterior distribution of (11, 0% | Y*, §?*) for a particular draw
of (Y*,5%*) from the Laplace mechanism. As shown in the left panel of Figure
4.10, our proposed Gibbs sampler from Chapter 4.2.3 yields a posterior distribution
with mode around the released values. The posterior has considerable uncertainty
and places probability density throughout the feasible region. As shown in the right
panel of Figure 4.10, the constrained sampler described above in Chapter 4.14.1
also yields a posterior with its estimate for y close to the released Y*. However,
its estimate for o is considerably smaller than the released S**. The posterior
distribution has substantially less uncertainty, concentrating the probability density
in the region where o2 is small and 1 is near Y'*.

The difference in the two posterior distributions stems from the implications
of constructing draws of the sample moments (Y, S?) by individually sampling
constrained Y;, as in our adaptation of the sampler of Ju et al. (2022), or sampling
directly from the sample moments’ full conditional distributions, as in our proposed
approach. Recall from Theorem 16 that any data bounded in [a, b] has bounded
sample variance, S?. Since the modified sampler of Ju et al. (2022) favors values
of Y; that have high density under a constrained normal model, i.e, are far from
the bounds a and b, the Y; have a sample variance in the lower part of the feasible
range for S%. As a result, the modified sampler of Ju et al. (2022) favors relatively

small values of o, as observed in Figure 4.10. In contrast, our sampler gives

153



Constrained Statisics Constrained Likelihood

0.25-

0.20-
o 0-15- Released Values
° 0.10- s e A Confidential Values

0.05-

& ¢ Posterior Mode
& ad )

100000 025 050 075  1.00
i

0.00- |

FIGURE 4.10: The joint posterior distribution for (1, 0?) under a uniform prior
with n = 50, &, = g5 = 0.25, a = 0, and b = 1. The unreleased confidential

statistics (Y = 0.5, S? = (0.2%) are represented by the green triangle, the released
statistics (Y* = 0.43,5% = 0.28) are represented by the red circle, and the ana-
lyst’s posterior mode is represented by the blue diamond. The left and right panels
provide the posterior when the statistics are constrained and when the likelihood is
constrained, respectively. The shaded area represents the feasible region for (u, o?)
from Theorem 14. This plot is based on 25,000 Gibbs iterations, pruned to every
5th draw.

posterior density to values of S? in the upper part of the feasible range indicated
by the bound in Theorem 16, as it is not tied to finding Gaussian models that allow
for high density samples of each individual Y;.

The tendency of the modified sampler of Ju et al. (2022) to favor values of
(u, o) that generate samples of Y; relatively far from [a, b] can have advantages
in situations where in fact the data values are far from the bounds. However,
this tendency can be problematic when data are close to the bounds, as we now
illustrate. Consider the same dataset with the same privacy budget, except we
suppose the data curator assumes a much wider region for the confidential data:
all Y; € [0,25]. We keep the observed statistics as Y = 0.5 and S? = (.22, which
are now very close to the boundary of the feasible region.

Figure 4.11 plots the posterior distributions for the same draw from the Laplace

mechanism as in Figure 4.10 (with updated scale parameter). Our proposed Gibbs

sampler from Chapter 4.2.3 yields a posterior distribution with its mode near the
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FIGURE 4.11: The joint posterior distribution for (4, 0?) under a uniform prior
with n = 50, ¢, = ¢9 = 0.25, a = 0, and b = 25. The unreleased confidential
statistics (Y = 0.5, 9% = 0.22) are represented by the green triangle, the released
statistics (Y* = —1.3, 52 = 4.82) are represented by the red circle, and the ana-
lyst’s posterior mode is represented by the blue diamond. The left and right panels
provide the posterior when the statistics are constrained and when the likelihood is
constrained, respectively. The shaded area represents the feasible region for (u, 0?)
from Theorem 14. This plot is based on 25,000 Gibbs iterations, pruned to every
5th draw.

boundary. Since Y* is negative, it focuses the probability density in the part of the
feasible region closest to the released value, with substantial uncertainty. However,
the modified sampler of Ju et al. (2022) still yields a posterior distribution with
substantial probability density near the center of the feasible region. The posterior
distribution places fairly little probability density in the region where p is near
zero, despite this being the most likely region for Y under the Laplace Mechanism
when the released Y* is negative. As discussed above, the need to sample Y; with
high density has the strong effect of favoring (u, o) values that make it less likely
to generate Y; near the boundaries. Additionally, as discussed in Chapter 4.4.1,
the constrained uniform prior on (u, 0?) induces a marginal prior for ;1 with more
probability mass in the center of the feasible region, heightening the discrepancy

between the observed (Y*, S**) and the posterior inference for (u, o'2).
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4.14.3 Coverage and Error Comparison

Of course, in the above we considered only two examples to provide intuition.
We now compare the behaviors under repeated sampling of our proposed sam-
pler from Chapter 4.2.3 and the modified sampler of Ju et al. (2022) described
in Chapter 4.14.1. For this comparison, we use the simulation study described in
Chapter 4.4.1; the results are presented in Figure 4.12. Once n is large enough
(e.g., n = 100), we see little difference in the average interval lengths or RMSEs
of the point estimators for the two methods. However, until n reaches 500, the
confidence interval coverage rate for the modified sampler of Ju et al. (2022) is
notably lower than 95% when the parameters are near the boundary. In contrast,
the coverage rates for our sampler are nearly 95% for all values of n > 100, with
similar average lengths and RMSEs as the modified sampler of Ju et al. (2022).

When n < 100, we see sharper differences in the performances of the two
methods. The biggest difference is with respect to the coverage rates. When the
true p is near the center, both methods have near 100% coverage for small n.
However, when the true y is near the boundary, the likelihood constraint produces
interval estimates with very poor coverage for small n. The coverage is below
70% for n < 100 and near zero when n is very small. Our sampler offers higher
coverage rates, although they remain below nominal when n < 100. We also
see that, for the smaller values of n, the modified sampler of Ju et al. (2022) has
shorter average interval lengths than our approach, reflecting its tendency to favor
small values of o2 as discussed in Chapter 4.14.2. Additionally, for p near the
boundary of the parameter space and small n, the modified sampler of Ju et al.
(2022) tends to have larger RMSE, reflecting the tendency of the sampler (and
the prior) to favor central values of 1 as discussed in Chapter 4.14.2. This natural

tendency is a benefit when p1 = 0.5, but a deficiency when p = 0.1.
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FIGURE 4.12: Average 95% HPD interval length for ;o (top), root mean square
error for estimating ;1 (middle), and empirical coverage rate of 95% HPD inter-
vals for p (bottom) for different sample sizes. Results based on 10,000 simulated
datasets Y; € [0, 1] released with &; = &, = 1 and analyzed with prior p(u, 0?)ocl.
Analyses with the statistic constraints from Chapter 4.3 are solid lines and with the
likelihood constraints from Chapter 4.14.1 are dotted lines. Data generating model
is either N'(u = 0.1,0% = 0.04?) (red) or N (1 = 0.5,0% = 0.2?) (blue). Each
Gibbs sampler is run for 20,000 iterations.

In practice, of course, an analyst does not know whether 1 is near the center of
the region or near the boundary. One possibility is to spend some privacy budget
to assess which model may be preferred. For example, data curators may provide
some differentially private measure of how many observations are close to the
bounds, which analysts might be able to use to decide which of the models is likely
to be more accurate. Additionally, analysts might consider utilizing a different

default prior distribution, such as one where the marginal distribution for p is

uniform. Development of these ideas is an interesting avenue for future work.
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4.15 Constraints in Simple Linear Regression

We now derive constraints on the model proposed by Bernstein and Sheldon
(2019) in the simple linear regression setting. Letting X = [1,, X;], the authors

release X' X, XY, and Y 'Y, which include the following elements.

T T T
XX = llnln 1nX1], XY = llnY]. (4.113)

T T T
x, 1, XX x,Y

Note that 1)1, = n and as sums of squares, x;x; = >, 27 > 0and Y'Y =

>, y? = 0. The requirement that z;,y; € [0,1] for alli € {1,...,n} implies the

following additional constraints.

1. Since x; < 1 for all 4, it follows that x; 1,, = 1)x; = > | z; < n.
. Since y; < 1 for all 4, it follows that 1]Y = >7" v, < n.

. Since z;, y; = 0 for all 4, it follows that x; Y = > z;y; = 0.

n

. Since y; < 1 for all 4, it follows that x| Y = > x;y; < >,

2

3

4. Since z; < 1 for all 4, it follows that x| Y = > " wy; < > v, = 1]Y.
5 z; = 10x.

6. Since 0 < x; < 1foralld, 27 < z;andsox|x; =Y, o7 <> ;= 1'x,.
7. Since 0 < y; < lforalli,y? <y,andso Y'Y =>7" 2 <> vy =1'Y.
The form of the model implies constraints on the parameters 6, 6,, and 0. We

can rewrite the model in the following form, where for each i € {1,...,n},

For the regression coefficients, 6, and #,, we observe that by monotonicity of ex-
pectation, since y; € [0, 1], it follows that F[y;] = 6, + 6,x; € [0, 1]. Using this
fact, for a given value of #,, we obtain the following constraints on 6.
1. When 6, > 0, since x; > 0 for all ¢, it follows that 0, < 0, + 0,x; < 1.
2. When 6, > 0, since z; < 1 for all ¢, it follows that 6, + 6, = 6, + 6,2, = 0
and so 0, > —0,.
3. When 6, < 0, since x; > 0 for all ¢, it follows that 6, > 0, + 6,z; > 0.
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4. When 0, < 0, since x; < 1 for all 7, it follows that 8, + 6, < 0y, + O,2; < 1
andso 0, <1 —0,.

We summarize these constraints as follows.

<O<1—0, i :
{0 0, 6, if0, <O0: “11s)

1
0, <0,<1, iff =0.

Finally, we use a similar argument to Corollary 15 to obtain a constraint on 2.
By monotonicity of expectation and since y; € [0, 1] implies y? < y;, for all 4,

o* = Varly] = Ely}] — Ely.]* < Ely)] - E[y]* < 1/4. (4.116)

The final inequality is obtained by observing that the quadratic f(z) = x — 2% is
minimized at x = 1/2 and has minimum f(1/2) = 1/4. Since the variance of y;

must be nonnegative, it follows that o2 € [0, 1/4].
4.16 Compute Details

We now describe information on the computer resources needed to reproduce
the experiments. We note that Figures 4.1, 4.3, 4.4, 4.6, 4.10, and 4.11 can be
run on a personal computer in a few seconds and do not require any additional
computing resources. Figure 4.5 can be run on a personal computer in under five
minutes and so also does not require any additional computing resources.

Figures 4.2, 4.8, and 4.9 are based on a large simulation study run on an in-
ternal shared compute cluster. The cluster was primarily used for parallelization
of computations over a large number of cores; no substantial memory or storage
was required. Simulations were run for two values of ¢, two data generating distri-
butions, and 21 sample sizes for each the unconstrained and constrained analysis.
This yielded 168 input combinations, each of which was ran on a different core.
The compute time required to run the Gibbs sampler on 10,000 simulated datasets

varied for each input combination, but was generally between 10 and 20 hours.
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Figure 4.12 is also based on the large simulation study described above. Sim-
ulations from Figures 4.2 and 4.8 are reused for the constrained statistics values.
The constrained likelihood values were again run on an internal shared compute
cluster, this time with 84 input combinations. The compute time required to run
the Gibbs sampler on 10,000 simulated datasets increased with n, requiring less
than 24 hours for n < 50, 5 days for n = 500, and 10 days for n = 1,000. The in-
creased compute time is due primarily to repeatedly running the modified sampler

of Ju et al. (2022), which has computational complexity O(n) per Gibbs iteration.
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S

Interpreting Differential Privacy in Terms of
Disclosure Risk

This chapter is based on research conducted during an internship at TikTok’s
Privacy Innovation Lab in collaboration with Sagar Sharma, Wanrong Zhang, Bo
Jiang, and Qiang Yan. Chapter 5.6 presents the appendix of the version under
review.

5.1 Introduction

Over recent years, differential privacy (DP) has become increasingly prominent,
with many large companies (Aktay et al., 2020; Herdagdelen et al., 2020; Tang et
al., 2017), government agencies (Abowd et al., 2022; Tumult Labs, 2023), and oth-
ers (Adeleye et al., 2023; Spectus, 2022) turning to DP for the collection, analysis,
and release of quantities involving sensitive data. DP provides a strong privacy
guarantee (Dwork, McSherry, et al., 2006), has desirable properties (e.g., compo-
sition (Steinke, 2022), post-processing immunity (Dwork, Roth, et al., 2014)), and
can be straightforward to implement via existing tools, such as OpenDP (Gaboardi
et al., 2020).

But the use of DP creates challenges. It can be difficult to interpret what the use
of a given privacy budget implies about the privacy risk for individuals in the under-

lying data. Because of this, selecting and justifying an appropriate privacy budget
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can be challenging, as discussed in prior work, e.g., Kazan and Reiter (2024) and
Lee and Clifton (2011). Additionally, explanations and interpretations of the pri-
vacy protection from DP often have to be tailored to the particular audience. For
example, a layman may be interested in determining if the privacy protection is
sufficient before participating in a data collection scheme, a regulator may be in-
terested in verifying that an organization has adequately addressed the potential
for privacy risks, while a data curator may be interested in selecting a sufficient
privacy budget to meet regulators’ expectations.
To address these challenges, we present comprehensive Bayesian semantic char-
acterizations of pure, approximate, and probabilistic DP. Our primary contribution
is a series of results relating these privacy definitions to disclosure risk criteria,
such as bounds on an adversary’s posterior probability, posterior-to-prior ratio, and
posterior-to-prior difference. Prior work (Dwork, McSherry, et al., 2006; Kazan &
Reiter, 2024; Kifer & Machanavajjhala, 2014; Lee & Clifton, 2011; Wood et al.,
2018) focuses on semantics of pure DP; as far as we are aware, our results are the
first to characterize approximate DP—the notion most common in practice—in this
manner. We also demonstrate equivalences between probabilistic DP and posterior
bounds as well as between pure DP and bounds on a posterior-to-prior difference,
which we believe to be novel. Finally, we outline a number of potential applications
of these results:
1. Explaining aspects of DP to interested parties with varying technical back-
grounds.

2. Providing an alternate, intuitive perspective on popular DP composition the-
orems.

3. Extending existing methods (Kazan & Reiter, 2024) for selecting the privacy
budget of a DP release from pure to approximate DP.

4. Identifying an adversary’s worst-case prior probability with respect to a given
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disclosure risk criteria.
To briefly demonstrate, we consider the following example, which is adapted

from Nanayakkara et al. (2023).

Example 6. Employees are required to evaluate their manager, including answering
the YES/NO question “Do you feel adequately supported by your manager?” Managers
will receive a summary with the count of each response. There is concern that if an em-
ployee believes their manager knows all others will respond YES, they risk retaliation
should they respond NO. To avoid this scenario, summaries are released to managers

with noise satisfying (¢ = 0.1,6 = 10~7)-DP.

Suppose that, before viewing the summary counts, the manager believes there
is a 50% probability a particular employee will respond NO. If the release had satis-
fied pure (¢ = 0.1,0 = 0)-DP, existing results (see Chapter 5.2.2) would guarantee
that the probability the manager assigns to the employee responding NO will be be-
tween 48% and 52% after observing the summary counts. It would be ideal if, for
(¢ = 0.1,0 = 1077)-DP, we could state that this guarantee holds with high prob-
ability. Unfortunately, approximate DP is not equivalent to pure DP holding with
probability 1 — . We show, however, that with 99% probability, the manager’s final
probability will indeed be between 48% and 52%.

The remainder of this chapter is structured as follows. In Chapter 5.2, we
review relevant results in the DP literature and provide an overview of prior work
on Bayesian semantics of DP. In Chapter 5.3, we outline the setting and state our
main theoretical results. In Chapter 5.4, we discuss several practical applications
of our results. In Chapter 5.5, we provide concluding thoughts and discuss avenues

for future work. Finally, in Chapter 5.6, we provide proofs of all results.
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5.2 Background and Related Work

We now review the definitions of DP and several of its variants as well as key
foundational results. We then summarize prior work on Bayesian semantics of DP

and its variants.

5.2.1 Differential Privacy

We begin by reviewing the definition of DP. Databases x, x’ are said to be neigh-
boring if they differ in the presence or absence of one observation. What an obser-
vation represents is referred to as the privacy unit.! A mechanism M satisfies DP if
its output does not differ substantially between any neighboring databases. This is

formalized as follows.

Definition 8. (Dwork, Kenthapadi, et al., 2006) A mechanism M satisfies (,0)-
differential privacy if for any S € Range(M ) and any pair of neighboring databases,
x and X/, P[M(x) € S| < e*P[M(x') € S| + 0.

If ) = 0, M is said to satisfy pure DP, while if 6 > 0, M is said to satisfy
approximate DP. An alternative way of defining DP involves considering the privacy
loss random variable (PLRV), as defined in Dwork, Roth, et al. (2014) and Steinke
(2022).

Definition 9. For probability distributions P and (), define
frie(y) = log (P(y)/Q(y)) -

Then the privacy loss random variable is given by Z = fpjo(Y) for Y «— P and is
denoted PrivLoss(P|Q).

! In real-world deployments, the privacy unit is often either one user, e.g., Abowd et al. (2022)
and Pereira et al. (2021), or one user per day, e.g., Adeleye et al. (2023), Aktay et al. (2020),
and Herdagdelen et al. (2020). Other privacy units, however, are sometimes preferred, e.g., an
individual’s action (Messing et al., 2020) or whether a user made a trip in a given week (Bassolas
et al., 2022).
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Pure DP is equivalent to bounding a PLRV, as follows.

Theorem 22. (Steinke, 2022) M satisfies (¢, 0)-DP if and only if for any neighboring
databases x and x/, P|—¢ < Z < | = 1, where Z = PrivLoss(M (x)|| M (x')).

A mechanism that satisfies approximate DP is sometimes incorrectly character-
ized as “a mechanism that achieves pure DP with probability 1 — 9.” This char-
acterization gives rise to an alternate definition: probabilistic differential privacy

(PDP).

Definition 10. (Machanavajjhala et al., 2008) M satisfies (¢, §)-probabilistic differ-
ential privacy if for any neighboring databases x and x/, P[—e < Z < ¢e| = 1 -,

where Z = PrivLoss(M (x)| M (x')).

PDP is rarely used in practice, since it is not preserved under post-processing
(Kifer & Lin, 2012). Notably, mechanisms that satisfy (£, d)-DP need not satisfy
(¢,0)-PDP when § > 0; see Meiser (2018) for a counterexample. The converse,

however, does hold:

Theorem 23. (Dwork, Roth, et al., 2014; Zhao et al., 2019) If M satisfies (¢, §)-PDP,
then M satisfies (¢, 0)-DP.

Next, we examine a commonly used variant of DP, zero-concentrated differen-

tial privacy (zCDP), which can be defined in terms of a PLRV.

Definition 11. (Bun & Steinke, 2016) M satisfies p-zCDP if for any o > 1 and
any pair of neighboring databases, x and x', Z = PrivLoss(M (x)| M (x')) satisfies

E [e(a—l)Z] < eoa(a—l)p.
If M satisfies p-zCDP, then for any § > 0, it satisfies (&, 0)-DP .

Theorem 24. (Bun & Steinke, 2016) If M satisfies p-zCDP, then for any 6 > 0, M

satisfies (€,0)-DP for € = p + 2+/plog(1/0).
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An important property of DP is composition. A few important composition

results are summarized below.

Theorem 25. Let M, satisfy (¢;,0;)-DP for j € {1,...,k}. Define M to be the
composition M = (M, ..., M,,). Then,
1. Basic Composition (Dwork, Kenthapadi, et al., 2006): M satisfies (¢, )-DP
fore =% ejandd =3 ;9
2. Advanced Composition (Dwork et al., 2010): M satisfies (¢,6)-DP for § >
>.6; and

g_Zg] (e — 1) Zezlog((s Z5>

3. Optimal Composition* (Kairouz et al., 2015): If ¢; = €' and §; = ¢’ for all
J, then for any ¢ € {0,1,...,|k/2|}, M satisfies (¢,6)-DP for ¢ = (k — 2()¢,
§=1—(1-0)(1—-0¢), and

5=y (k) (et — et=2200) /(1 4 )"

i=0 \J
Finally, zCDP too satisfies a composition theorem.

Theorem 26. (Bun & Steinke, 2016) Let M, satisfy p;-2CDP for j € {1,... k}.
Define M = (M, ..., My). Then, M satisfies (3, p;)-2CDP.

5.2.2 Bayesian Semantics of Differential Privacy

The issue of generalizable knowledge complicates Bayesian semantics of DP.
For example, if the relationship between smoking and lung cancer is unknown, a

study uncovering evidence that smoking causes lung cancer can lead to a large

2 We focus on homogeneous optimal composition. Murtagh and Vadhan (2016) demonstrate that
the heterogeneous case—where the ¢; differ—is # P-complete.
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change in an adversary’s belief about whether a person is at elevated risk of lung
cancer, whether they participated in the study or not (Dwork & Pottenger, 2013;
Kasiviswanathan & Smith, 2014). Without additional assumptions, we cannot dis-
entangle this population-level information from individual-level quantities, such
as an adversary’s gain in knowledge due to a person’s inclusion. There are three
methods in the literature for ensuring an adversary’s change in beliefs is only due
to individual-level quantities.

The first method involves considering a “strong adversary” possessing the com-
plete information of all individuals in the data except their target. In the paper
proposing DP, Dwork, McSherry, et al. (2006) demonstrates that pure DP is equiv-
alent to bounds on a strong adversary’s posterior-to-prior ratio for binary mech-
anisms®. Later works show that pure DP implies bounds on a strong adversary’s
posterior-to-prior odds ratio (Abowd & Vilhuber, 2008) and bounds on a strong ad-
versary with uniform prior distribution’s posterior probabilities (John et al., 2021;
Lee & Clifton, 2011; Pankova & Laud, 2022). It has also been shown that zCDP
implies a bound on a strong adversary’s posterior-to-prior ratio (Kifer et al., 2022).
Other works use simulation studies to examine a strong adversary’s realized pos-
terior beliefs under both pure DP (McClure & Reiter, 2012) and zCDP discrete
Gaussian noise infusion (Kazan & Reiter, 2025).

The second method involves assuming the presence or record value of each
individual in a dataset is independent of those of other individuals. This is a strong
assumption, but is analogous to common assumptions in classical statistics. Under
this assumption, it has been shown that pure DP implies a bound on an adversary’s

posterior-to-prior ratio (Kazan & Reiter, 2024) and is equivalent to bounds on an

3 Each work considers different events for the adversary’s prior and posterior probabilities. E.g.,
Dwork, McSherry, et al. (2006) examines the event that an arbitrary binary predicate returns 1. For
clarity, we do not detail the events considered by each work; interested readers should refer to the
cited works.
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adversary’s posterior-to-prior odds ratio (Kifer & Machanavajjhala, 2014).

The third method involves a comparison between an adversary’s posterior dis-
tribution where the target is present and the counterfactual posterior distribution
where the target is not present. It has been shown that pure DP implies bounds on
both the posterior as a function of the counterfactual posterior (Wood et al., 2018,
2020) and the ratio of the posterior to a posterior with the target’s attributes re-
placed by a draw from the counterfactual posterior (Kifer et al., 2022). It has also
been shown that approximate DP implies a bound on the total variation distance
between the posterior distribution and the counterfactual posterior distribution
(Kasiviswanathan & Smith, 2014).

Generally, none of these methods is preferred over the others, but one may
make more sense for a given application. For example, it may not be reasonable to
assume observations are independent for a sensitive dataset involving the disease
status of individuals with a contagious disease. For this chapter, we consider the
first set of assumptions involving a strong adversary, since we believe it is most ef-
fective for crafting intuitive explanations about the DP guarantee. We hypothesize
in Chapter 5.5 that analogous results to those presented in Chapter 5.3 may hold

under the other assumptions.

5.3 Theoretical Results

We now present our main results. We first outline our membership inference
attack setting and then demonstrate relationships between disclosure risk metrics

and each of pure, approximate, and probabilistic DP in this setting.

5.3.1 The Membership Inference Attack Setting

We consider the following membership inference attack setting. An organi-
zation possesses a potentially sensitive database x and releases the output of a

mechanism M (x). An adversary uses M (x) to infer whether a target, indexed by
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1, is present in x. Let M denote the adversary’s model based on their prior infor-
mation and let /; be an indicator variable for the presence of the target in x. If M
is the composition of multiple mechanisms, x is assumed to be the same across all
mechanisms.

Following Lee and Clifton (2011), we protect against a worst-case scenario
by considering a knowledgeable adversary that possesses x_;, the complete in-
formation of all individuals in x except the target. This corresponds to the first
method discussed in Chapter 5.2.2. We also assume the adversary knows the tar-
get’s attributes; this information is incorporated into M. All the adversary does
not know is whether ¢ is present in x. Following Kazan and Reiter (2024), we de-
fine p; = Py|I; = 1] to be the adversary’s prior probability ¢ is in x. We let Y be
a random variable representing the output of M ; the adversary is unsure whether
Y « M(x)orY « M(x_;). We define the random variable X; = f;(Y, p;) to rep-
resent the distribution of the adversary’s posterior beliefs, where for an observed

outcome y, the adversary’s posterior probability is given by
fity,pi) = Pulli = 1Y =y]. (5.1)
5.3.2 Results for Probabilistic DP

We first derive Bayesian semantics for PDP, which we will leverage later to
attain corresponding results for pure and approximate DP. We begin with a novel
result equating X; to functions of PLRVs, which will be an important tool in the

proofs of the results that follow. See Chapter 5.6.1 for a full proof.

Theorem 27. For the setting described in Chapter 5.3.1, define the PLRVs Z;, =
PrivLoss(M (x) | M (x_;)) and Z! = PrivLoss(M (x_;) | M (x)). Then

X TR ifY — M(x); (5.2)
O ot Y < M(xy). '

pi+(1—p;)e”s
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For fixed p;, the relationships between X; and the PLRVs in (5.2) are one-to-
one functions. Thus, bounds on Z; and Z! imply bounds on X;. Intuitively then,
since PDP is defined in terms of bounds on PLRVs, PDP is equivalent to a bound on
X, holding for any x and all potential targets . Theorem 28—proved in Chapter

5.6.2—formalizes this intuition.

Theorem 28. M satisfies (¢, §)-PDP if and only if in the setting described in Chapter
5.3.1, for any database x, target i, p; € [0,1], and under both Y «— M (x) and
Y « M(x_;), the distribution of X satisfies

Di <X < Di

[pi + (1 —p;)es pi + (1 —pes

The bounds in (5.3) are similar to bounds that appear in prior work in the con-
text of pure DP (Kazan & Reiter, 2024; Wood et al., 2018). These prior results,
however, demonstrate only the one-way implication that DP implies a bound in-
volving an adversary’s posterior probability. As far as we are aware, our work is
both the first to prove the reverse implication—that bounds on adversaries’ poste-
rior probabilities imply PDP—and the first to prove a result for 6 > 0 for bounds
of the form in (5.3). Of course, since PDP is rarely used in practice, this result is
of mainly theoretical interest. Combining this result with results relating pure and
approximate DP to PDP yield results of more practical interest, as we discuss in
Chapters 5.3.3 and 5.3.4.

The prior work discussed in Chapter 5.2.2 mainly considers notions of relative
disclosure risk, often the ratio of an adversary’s posterior probability to their prior
probability. We now demonstrate that PDP is equivalent to a prior-independent

bound on this ratio. See Chapter 5.6.3 for a full proof.

Theorem 29. For the setting described in Chapter 5.3.1, let the posterior-to-prior
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ratio be given by

Pulli =1]Y =y]

ri(y.pi) = (5.4

Let R; = r;(Y,p;). Then, M satisfies (,0)-PDP if and only if for any database X,
target i, p; € (0, 1], and under both Y «— M (x) and Y — M (x_;),
Ple* <R, <e]=1-0. (5.5)

Some critics of DP argue that the well-established relationships between vari-
ants of DP and measures of relative risk imply that these privacy definitions are
based on an “inappropriate measure of disclosure risk” (Hotz et al., 2022). The
authors of Hotz et al. (2022) argue that an individual in a database should be most
concerned about absolute measures of risk since “the individual will care a great
deal about small increases in the disclosure risk if the probability of disclosure is
already high, but may not be bothered by even a large relative increase in risk from
data release if the probability of disclosure remains low in absolute terms after re-
lease.” We now show that bounds on the posterior-to-prior difference are similarly
related to PDP. Lemma 30-proved in Chapter 5.6.4—is important for analyzing the

properties of the posterior-to-prior difference.

Lemma 30. Suppose that for all p; € [0, 1], a random variable D; is such that

Dbi

Pl Di
pi + (1 —p;)es

pi+ (1 —p;es

—pi<D,; < —pi| =1-6. (5.6)

Then,
1. The lower limit of the interval in (5.6) is minimized when p; = 1/(1 + e~/?).

2. The upper limit of the interval in (5.6) is maximized when p; = 1/(1 + e/?).

We leverage Lemma 30 to prove the following result, whereby a mechanism
satisfying probabilistic DP implies a prior-independent bound on an adversary’s
posterior-to-prior difference. See Chapter 5.6.5 for a full proof.
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Theorem 31. For the setting described in Chapter 5.3.1, let the posterior-to-prior

difference be given by

di(yvpi) :PM[L’: 1 |Y:y]_PM[Ii:1]- (5.7)

Let D; = d;(Y, p;). Then,
1. If M satisfies (e,0)-PDP, then for any database X, target i, p; € [0,1], and
under both Y «— M (x) and Y «— M (x_;),

5/2_1 8/2_1
Pl ¢ <D, < ]21—5. (5.8)

el e/2 + 1

2. If M is such that for any database x, target i, p; € [0,1], and under both
Y« M(x)and Y «— M(x_;),
65/2 -1 e5/2 -1
Pl———<Di<———|=1-4, 5.
[ e/2 +1 es/? + 1] (>9)
then M satisfies both (£,26)-PDP and (,0)-PDP for £ = log(3e?* — 1) —
log(3 — €/?).

Notably, unlike for the posterior-to-prior ratio, there is a loss in parameters
for one direction of the result. We provide a simple example in Chapter 5.6.6

demonstrating that the converse to part (1) of Theorem 31 does not hold.

5.3.3 Results for Pure DP
Theorem 22, which states that (¢, 0)-PDP is equivalent to £-DP, implies a series
of corollaries to our main results. These corollaries are proved in Chapter 5.6.7.

First, Theorem 28 implies that DP is equivalent to a bound on an adversary’s pos-

terior probability holding with probability 1.

Corollary 32. M satisfies (¢,0)-DP if and only if in the setting described in Chapter
5.3.1, for any database x, target i, p; € [0,1], and under both Y «— M (x) and
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Y «— M(x_;), the distribution of X; satisfies

Di Di
P < X, < = 1. (5.10)
[pi + (1 —p;)es pi+ (1 — pi)e_€:|

Next, Theorem 29 implies that DP is equivalent to a prior-independent bound

on an adversary’s posterior-to-prior ratio holding with probability 1.

Corollary 33. M satisfies (¢,0)-DP if and only if in the setting described in Chapter
5.3.1, for any database x, target i, p; € (0,1], and under both Y «— M (x) and
Y « M(x_;), the distribution of R;, as defined in Theorem 29, satisfies

Ple* <R, <e]=1. (5.11)

Finally, Theorem 31 implies that DP is equivalent to a prior-independent bound

on an adversary’s posterior-to-prior difference holding with probability 1.

Corollary 34. M satisfies (¢,0)-DP if and only if in the setting described in Chapter
5.3.1, for any database x, target i, p; € [0,1], and under both Y — M (x) and
Y «— M(x_;), the distribution of D;, as defined in Theorem 31, satisfies

5/2 _ 1 5/2 o 1

e e

- <D, —| =1. 5.12
e/? + 1 e/ + 1 (5-12)

5.3.4 Results for Approximate DP

We now examine the corollaries of our results involving approximate DP. Al-
though we state the results as corollaries of the results in Chapter 5.3.2, these will
be the primary results we leverage for the applications in Chapter 5.4.

To apply the results from Chapter 5.3.2 relating PDP to quantities involving dis-
closure risk, we must first relate PDP to approximate DP. Theorem 23 demonstrates
that mechanisms that satisfy (&, )-PDP also satisfy (¢, §)-DP. Theorem 35 presents
a partial converse: mechanisms that satisfy (¢, §)-DP satisfy (&', 0’)-PDP for a curve

of  >dand & > e.

173



1 1
1e-06 1le-05 le-04 1le-03

FIGURE 5.1: If M satisfies (¢ = 1,0 = 107°)-DP, then M satisfies (&', ¢’)-PDP for
points along the above solid curve. € and J are represented by the dashed lines.
Theorem 35. If M satisfies (£, ))-DP, then for any §' € (8, 1], M satisfies (¢',6")-PDP
for e =log(d'e® + &) —log(d" — 9).

See Chapter 5.6.8 for a full proof of Theorem 35. We acknowledge that a similar
result appears in Zhao et al. (2019); in an effort to be self-contained, we present a
proof that does not utilize the result in Zhao et al. (2019).

Notably, when ¢’ » 4, it follows that ¢’ ~ ¢. This is demonstrated in Figure 5.1
for a mechanism satisfying (¢ = 1, = 107°)-DP. It is generally recommended that
0 be cryptographically small, but it may be reasonable for '—which represents a
failure rate for a bound on an adversary’s posterior—to be larger. For example,
we might set ¢’ to be 0.05 or 0.01, as is typical for false positive rates in applied
statistics. For cryptographically small ¢, this would imply that ¢’ ~ .

Next, we demonstrate the relationship between approximate DP and a prior-
dependent bound on an adversary’s posterior probability. Proofs of this and all

subsequent results are presented in Chapter 5.6.9.

Corollary 36. In the setting described in Chapter 5.3.1,
1. If M is such that for any database X, target i, p; € [0,1], and under both
Y « M(x)and Y «— M (x_;), the distribution of X; satisfies

P[ bi <X, < bi ]21—5, (5.13)
pi + (1 —p;)es pi+ (1 —p;es

then M satisfies (¢, §)-DP.
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2. If M satisfies (£, 0)-DP, then for any §' > ¢, database x, target i, p; € [0, 1], and
under both Y < M(x) andY — M (x_;), for e’ = log(d'e* + &) —log(d' —9),
the distribution of X, satisfies

Di
pi + (1 —p;)e

<X, < Pi ] >1-4. (5.14)

pi+ (1 —pi)es
We now examine the relationship between the posterior-to-prior ratio and ap-

proximate DP.

Corollary 37. In the setting described in Chapter 5.3.1, let R; be as defined in Theo-
rem 29.
1. If M is such that for any database x, target i, p; € (0,1], and under both
Y « M(x)and Y «— M(x_;), R; satisfies
Ple®* <R, <¢e|=1-09, (5.15)

then M satisfies (¢, 0)-DP.
2. If M satisfies (¢, 0)-DP, then for any ' > 0, database x, target i, p; € (0, 1], and
under both Y < M(x) andY «— M (x_;), for e’ = log(d'e* + &) —log(d' —9),
Ple" <Ri<e|>1-0" (5.16)

Finally, we examine the relationship between the posterior-to-prior difference

and approximate DP.

Corollary 38. In the setting described in Chapter 5.3.1, let D; be as defined in Theo-
rem 31.
1. If M is such that for any database X, target i, p; € [0,1], and under both
Y « M(x)and Y < M (x_;), the distribution of D; satisfies

| 2 — 1
Pl—<D,;<«<—|>1-4, 5.17
|: 65/2 +1 65/2 + 1:| ( )

then M satisfies both (¢,26)-DP and (£, §)-DP for & = log(3e*/? — 1) — log(3 —
es/?).
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2. If M satisfies (£, 0)-DP, then for any §' > ¢, database x, target i, p; € [0, 1], and
under bothY <« M (x)andY «— M (x_;), for e’ = log(d'e® + ) —log(d’—9),

e /2 _
l e 1 D, < e 1

L T ep < 1oy, 5.18
ez—:’/2+1 €E/Q+1] ( )

5.4 Applications

We now demonstrate the versatility of the results from Chapter 5.3. First, we
construct explanations about aspects of DP via these results for audiences with
varying technical backgrounds. Second, we interpret DP composition theorems
through the lens of these results. Third, we generalize the work of Kazan and
Reiter (2024) on selecting ¢ for DP. Finally, we examine use of these results to

determine the worst-case prior probability from the perspective of a data curator.

5.4.1 Understanding DP

Prior work (Cummings et al., 2021; Franzen et al., 2022; Nanayakkara et al.,
2023) suggests that explanations based on risk can be effective for conveying DP
guarantees. We now demonstrate how the results of Chapter 5.3 can be used to
craft novel explanations, following the best practices suggested by the prior work.
In particular, Franzen et al. (2022) finds that the audience’s technical background
is an important factor in the effectiveness of an explanation. To mitigate this issue,
we consider separate explanations for two audiences. The first is a nontechnical
audience, e.g., a stakeholder in a project involving DP or a participant in a DP data
release. The second is a technical audience, e.g., a data curator performing a DP
release or an analyst receiving privatized data.

First, we consider direct explanation of the approximate DP guarantee. For a
nontechnical audience, we aim for the explanation to be intuitive but not neces-

sarily technically precise, as follows.

If I contribute my data to a dataset analyzed via differential privacy, then after a
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knowledgeable adversary sees the result, with high probability, their beliefs about my

presence in the dataset can change by only a set, pre-determined amount.

We now present the explanation for a technical audience, which we aim to be

technically precise but avoid the inclusion of potentially confusing formulas.

Suppose an adversary believes there is probability p; I contributed to a particular
dataset. Consider a worst-case scenario: the adversary possesses everyone in the data’s
complete information; all they do not know is whether I am present. If a release based
on this dataset satisfies (¢, 6)-DP, then with high probability, after the adversary sees
the release, p; can change by only a pre-determined amount. Larger values of € and §

allow for larger changes in p;.

Audiences with sufficient technical background can be referred to (5.14) and
Corollary 36, which provide the bounds on an adversary’s change in beliefs and the
formal theorem statement, respectively.

Other concepts in DP can also be explained intuitively via our results. For ex-
ample, consider explanation of the difference between pure and approximate DP.
The results in Chapter 5.3 provide a clean way of distinguishing the guarantees.*
For the nontechnical audience, we provide the following explanation, which builds

upon the previous.

Under approximate DP, it is unlikely, but not impossible, that the adversary’s beliefs
change by a large amount after seeing the result. Under pure DP, this cannot occur;

the change in their beliefs has a firm upper bound.

For the technical audience, we provide the following explanation, again build-

ing on the previous.

Under approximate (&, 0)-DP, with high probability, the amount the adversary’s prior

# A similar explanation can be used to distinguish pure DP and zCDP via the conversion of zCDP
to approximate DP in Theorem 24.
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probability, p;, can change is bounded by a quantity depending on ¢ and ¢. Potentially,
the change in p; can exceed this bound. Under pure c-DP, however; it is guaranteed

that the change cannot exceed the bound.

Audiences with more technical background can be referred to Corollaries 32
and 36, which provide the bounds on the change in an adversary’s beliefs.
Finally, we return to the example from Chapter 5.1. The example is reproduced

below.

Example 6. Employees are required to evaluate their manager, including answering
the YES/NO question “Do you feel adequately supported by your manager?” Managers
will receive a summary with the count of each response. There is concern that if an em-
ployee believes their manager knows all others will respond YES, they risk retaliation
should they respond NO. To avoid this scenario, summaries are released to managers

with noise satisfying (¢ = 0.1, = 1077)-DP.

As discussed in Chapter 5.1, if the manager believes there is a 50% probability
a particular employee will respond NO a priori, then in the case where 6 = 0 (by
Corollary 32) the probability the manager assigns to the employee responding NO
is guaranteed to be between 48% and 52% after observing the summary counts.
In Example 6, however, § = 1077, so we must leverage Corollary 36. If we take
0" = 0.01, then since ¢’ » 4, it follows that ¢’ ~ e. Thus, with high (99%)
probability, the probability the manager assigns to the employee responding NO is
guaranteed to be between 48% and 52% after observing the summary counts.

More generally, we can avoid making assumptions about the manager’s initial
probability the employee will respond NO. By Corollary 37, with 99% probability,
the manager’s initial probability can increase by at most a factor of 1.1 or decrease
by at most a factor of 0.90. Similarly, by Corollary 38, with 99% probability, the

manager’s initial probability can increase or decrease by at most 2% in absolute
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FIGURE 5.2: The total privacy parameter, ¢, as a function of % for the composition
of k pure DP mechanisms, each with ¢; = 0.05. We take § = 107°. Colors
correspond to composition methods.

terms. Both of these bounds hold no matter what the manager’s probability was
initially. If the company wishes to describe the privacy guarantee when asking
employees to provide their responses, then they might—adhering to the guidance

of prior work—summarize the above as follows.

Aggregate results from this survey will be released to your manager under differential
privacy. Thus, even if you are the only employee to reply NO, your manager will not
be certain you did so. It is unlikely the probability your manager assigns to you

responding NO will change by more than 2%.

5.4.2 Examining DP Composition

The semantic characterizations of approximate DP also provide an interesting,
alternate perspective on DP composition results. Often, composition results are
visualized as in Figure 5.2, which presents the composition of k pure DP mecha-
nisms, each with ¢; = 0.05. The (¢, = 107°) guarantee of three standard DP
composition methods is presented as a function of k. However, audiences without

background in formal privacy may not find this presentation intuitive. It is also un-
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FIGURE 5.3: Posterior upper bound as a function of k£ for the composition of &
(¢; = 0.05)-DP mechanisms. We take § = 10 and p; = 0.5. Colors correspond to
composition methods.

clear how many queries are required to raise concerns about individuals’ disclosure
risk.

We reconsider this scenario from the adversarial perspective of Chapter 5.3.
Suppose all releases are from a common database and the adversary has 50% prior
probability of a target being in this database. Figure 5.3 examines the upper bound
on the adversary’s posterior probability as a function of k£, computed via Corollary
36 with ' = 0.05 and the ¢ from Theorem 25. We see, for example, that with
95% probability, the k£ required for the upper bound on the adversary’s posterior
probability to reach 80% differs substantially between the different composition
methods. The 80% threshold is exceeded after 28 queries for basic, 51 queries for
advanced, and 96 queries for optimal composition. This provides a meaningful
method for determining the number of queries required to exceed a desired disclo-
sure risk bound. Notably, we are aware of no prior work able to provide posterior
semantics with the advanced or optimal composition theorems; the bound from
basic composition is the best that can be achieved from, e.g., Kazan and Reiter

(2024), Kifer et al. (2022), and Lee and Clifton (2011).
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FIGURE 5.4: The posterior upper bound of an adversary with prior probability
p; = 0.5 as a function of the number of releases. We set ' = 0.01 and each
releases satisfies (p = 0.01)-zCDP.
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FIGURE 5.5: The maximum posterior-to-prior difference over all prior probabilities
p; as a function of the number of releases. We set ¢’ = 0.01 and each releases
satisfies (p = 0.01)-zCDP.

We now examine the composition properties of the type of releases currently

performed by many organizations.

Example 7. An organization uses zCDP to release daily statistics about individuals
utilizing a particular service. They report a privacy budget of p = 0.01 with a pri-
vacy unit of user-day. The service requires an annual subscription, so the underlying
database is roughly constant throughout the year. There is concern that after many

daily releases, an adversary could become confident that a target is or is not a user of
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the service.

Suppose an adversary has a 50% prior probability the target uses the service
and complete knowledge of all other individuals that use the service. Figure 5.4
plots a 99% upper bound on the adversary’s posterior probability as a function
of the number of days elapsed. Even with a small daily p, the bound increases
quickly. It reaches 83% after one week, 96% after one month, and exceeds 99%
after 58 days. Of course, the choice of an adversary with p; = 0.5 is arbitrary. We
can avoid making assumptions about this quantity by instead examining bounds
on an adversary’s posterior-to-prior difference across all potential p;. Figure 5.5
plots the 99% upper bound on the posterior-to-prior difference as a function of
days elapsed. The bound on the posterior-to-prior difference is 38% after one
week, 67% after one month, and exceeds 98% after 202 days. This corresponds to
worst-case increases of 31% to 69%, 19% to 81%, and 1% to 99%, respectively.

We emphasize that the quantities in Figures 5.3-5.5 are upper bounds. Through-
out, we assume a worst-case, likely unrealistically knowledgeable adversary. Addi-
tionally, we examine the largest possible increase from prior to posterior probability
under any DP mechanism. It can be shown that specific mechanisms—for exam-
ple, the Laplace mechanism under pure DP—cannot achieve these upper bounds. If
the form of the privacy loss random variable is known for a particular mechanism,
Theorem 27 can be used to compute tighter bounds on the adversary’s posterior

distribution.
5.4.3 Setting Privacy Parameters

In recent work, Kazan and Reiter (2024) propose a framework for formalizing
the process of setting ¢ for a release under pure DP, making the independence

assumption discussed in Chapter 5.2.2. The authors suggest organizations produce

disclosure risk profiles, which represent the maximum posterior-to-prior ratio they
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are willing to incur from adversaries with various initial prior probabilities. The
authors demonstrate this profile uniquely implies a maximum allowable ¢ for the
release. Notably, since Kazan and Reiter (2024) considers only pure DP, these
results can be used only with basic composition. The results are also agnostic to
the particular DP mechanism used for the release.

The results in Chapter 5.3 can be used to construct similar frameworks for
approximate DP in the setting described in Chapter 5.3.1. For example, suppose an
organization has a desired § (e.g., using the recommendation of Kasiviswanathan
and Smith (2014)), but is uncertain what ¢ to use for a release. They can produce a
disclosure risk profile, as described in Kazan and Reiter (2024), where they require
a posterior-to-prior ratio bound holds with 1 — ¢’ probability, for some desired ¢'.
The allowable € can then be computed analogously to the proposal of Kazan and
Reiter (2024). In sequential settings, this framework is advantageous because it
can be used to set ¢ via stronger composition theorems. For mechanisms with
closed form privacy loss random variables, Theorem 27 can be used to examine
the adversary’s exact distribution of posterior probabilities, rather than using the
upper bound over all DP mechanisms from Theorem 36. The following example

illustrates the use of this framework.

Example 8. A government agency plans to disclose monthly summary statistics re-
garding queries of a secure government database. They will use DP for each release
with a common ¢ and 6 = 107® with user-month as the privacy unit. Access to the
database is restricted, with only a few individuals having approval. Over the course
of a year, they wish that, with at least 99% probability, the probability an adversary
assigns to any particular person being on the approved list will not increase by more

than 20%. They desire to have a total 5 = 1075.

The requirement that an adversary’s posterior-to-prior difference not exceed
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20% implies a disclosure risk profile. Straightforwardly®, this risk profile implies
a total privacy budget of ., = 0.81. We perform a simple optimization to de-
termine the maximal ¢ such that the overall guarantee is (g1, d = 107%)-DP and
each release satisfies (¢, = 107®)-DP via the optimal composition theorem (The-
orem 25). This yields € ~ 0.135 for each release.

Notably, the framework of Kazan and Reiter (2024) is unable to incorporate
0 > 0 into the recommendation. For comparison, if we take 6 = 0 throughout and
perform the same analysis via the original framework with pure DP and basic com-
position, the recommendation is € ~ 0.068 per release. This represents a factor
of two increase in the ¢ recommendation due to our generalization of this frame-
work. We emphasize, however, that this is not an apples-to-apples comparison due

to differences in assumptions.

5.4.4 Worst-case Adversary Prior Probabilities

In Chapter 5.3, we derived prior-independent bounds for the posterior-to-prior
ratio and difference by finding the p; that yield the largest changes. However, for
some analyses it can be useful to select a particular value of p;. A natural choice
for this value is the p; yielding the largest change in a desired criteria. Consider

the following demonstrative example.

Example 9. A technology company’s services are known to be used by 10% of the
population. The company possesses a large database containing information about all
their users and opts to implement a DP system to protect users’ privacy when analysts
query the database. They report a total ¢ = 1.8 and § = 107° over a trial period. The
company’s data governance team requests a worst-case disclosure risk analysis based

on the current implementation.

5 From part 2 of Corollary 38, (e£/2 — 1)/(¢f/2 + 1) = 0.2 implies ¢/ = 0.81. Solving 0.81 =
log(d’e® + &) — log(é" — §) yields € = 0.81.
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Suppose analysts wish to assess the potential increase in an adversary’s beliefs
about whether a target is a user of the company’s services, focusing on potential
targets in the database. As demonstrated by McClure and Reiter (2012), the re-
ported disclosure risk will be sensitive to the prior probability used for analysis.
We consider a few selections for this quantity. One option is to set the adversary’s
prior probability to 50% (as in, e.g., Kazan and Reiter (2025) and Nanayakkara
et al. (2023)), implying they believe it is equally likely the target is and is not a
user. Then with 95% probability, by the results in Chapter 5.3.4, the adversary’s
posterior probability will be at most 86%, representing a difference of 36% and
a ratio of 1.7. Another option is to set the adversary’s prior probability to 10%,
implying they know the target is in the population, but little else. This implies that
the adversary’s posterior probability will be at most 40%, representing a difference
of 30% and a ratio of 4.0.

To supplement this analysis, analysts may wish to consider a notion of the
worst-case p;. Of interest are the p, that maximize disclosure risk criteria, e.g.,
the posterior-to-prior ratio and difference. However, recall that p; and X; repre-
sent an adversary’s probability that a target is present in a database (/; = 1). In
some settings, a data curator may be most concerned about the probability that a
target is not present in a database (/; = 0); see Lee and Clifton (2011). This cor-
responds to bounding the change from 1 — p; to 1 — X. To account for all settings,
we examine the maximum of these two changes.

We first examine the maximal posterior-to-prior ratio the adversary can achieve.
By Corollary 36, the bounds for I; = 1 are 1/(p; + (1 —p;)e?) < X;/p; < 1/(p; +
(1 —p;)e™), where &’ = log(d'e® + &) — log(§' — §). We can similarly bound the
analogous quantity for I, = 0, whichis 1/(p;e* + (1 —p;)) < (1 - X;)/(1 —p;) <
1/(pie™ + (1 — p;)). These bounds hold with 1 — §’ probability. Figure 5.6 plots
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FIGURE 5.6: Worst-case bounds an adversary’s posterior-to-prior ratio for (¢ =
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FIGURE 5.7: Worst-case bounds an adversary’s posterior-to-prior difference for
(¢ = 1.8,0 = 107°)-DP as a function of p;,. The bound holds with at least 95%
probability.

95% probability bounds on R; = max{X,/p;, (1 — X;)/(1 — p;)} as a function of
p;. We see that the worst-case adversary by this metric is one with p; close to 0 or
1. Such an adversary can achieve the largest posterior-to-prior ratio, nearing the
bound in Corollary 37 of ¢*¢. This implies adversaries that achieve large posterior-
to-prior ratios must begin with an extreme, incorrect prior belief. For example, for
an adversary’s probability that /[, = 1 to increase by a factor close to e, it must

be that p; ~ 1. Whether such an adversary achieving a large posterior-to-prior
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ratio is of practical concern is context dependent. In the setting of Example 9, an
adversary with prior probability near zero can achieve a posterior-to-prior ratio of
at most 6.

We can similarly examine the maximal posterior-to-prior difference the ad-
versary described in Chapter 5.3.1 can achieve. By Corollary 36, for [, = 1,
pi/i + (L —p)e) —pi < X, — pi < pi/(pi + (1 — p)e) — p;, where &' =
log(0’e®+9) —log(d’—9). For I; = 0, since (1—X;)—(1—p;) = —(X;—p;), bounds
are obtained by negating the above. Let D; = max{X; — pi, (1 — X;) — (1 — p;)}
and again consider a release satisfying (¢ = 2,0 = 107°)-DP for ¢’ = 0.01. Figure
5.7 plots the bounds on D; as a function of p;, which hold with 99% probability.
We see that the worst case adversaries are those with p; = 0.27 and p;, = 0.73,
having a maximum change from prior to posterior of +0.46. This corresponds
to the result of Lemma 30, which indicates the bounds are most extreme when
p; = 1/(1 + e*'/?) and the worst-case bound is +(e*/?> — 1)/(ef/? +1). Ase — 0,
the worst-case p; — 0.5. This provides a novel p; to focus an analysis. By Lemma
30, adversaries with any other p; are unable to achieve as large a change from prior
to posterior probability as an adversary with p; = 1/(1 + e*"/?). Focusing on these
p; seems in line with the recommendation of Hotz et al. (2022), who argue that
individuals in a sensitive dataset should be most concerned about controlling an
adversary’s posterior-to-prior difference. In the setting of Example 9, an adversary
with p; = 1/(1 + /%) ~ 29% can achieve a posterior probability at most 71%,
representing a difference of 42% and a ratio of 2.5.

Generally, whether incorporating a particular p; makes sense is context depen-
dent. For example, an adversary with p; = 0.5 seems reasonable for Example 9. If,
however, a target’s presence in a database implies they have a rare disease, then an

adversary having p; = 0.5 would mean they believe the target is much more likely
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to have the disease than a person randomly sampled from the population, i.e., this
may represent an adversary using auxiliary information to inform their initial be-
liefs. In the interest of transparency, it may be advisable for analysts to consider
adversaries with a variety of prior probabilities. The worst-case prior probabilities

provide values that can be considered in any setting.

5.5 Discussion

We now summarize this chapter, provide concluding thoughts, and discuss the

work’s limitations and future directions.

5.5.1 Overview

In this chapter, we present a series of Bayesian sematic characterizations of
probabilistic, pure, and approximate DP. We demonstrate that PDP is equivalent
to both bounding an adversary’s posterior probability and to bounding an adver-
sary’s posterior-to-prior ratio. We also demonstrate that pure DP is equivalent to
bounding an adversary’s posterior-to-prior difference. Of practical interest, we
characterize approximate DP in terms of bounds on an adversary’s posterior prob-
ability, posterior-to-prior ratio, and posterior-to-prior difference. As far as we are
aware, all of these results are novel. We provide in-depth examples demonstrating
potential applications of these results, including explanation of DP to audiences
with varying technical background, interpretation of DP composition, selection of
the privacy budget for approximate DP, and examination of what a data curator
might consider a worst-case adversary’s prior probability.

These characterizations of DP showcase the strength of the DP definition. To
achieve equivalence between pure DP and the three disclosure risk quantities, one
must not only assume that the adversary possesses complete knowledge about all
individuals in the database except the target, but also that they know the target’s

attributes. This must then hold for all potential databases and all potential targets
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in these databases in order for the bound to be equivalent to DP. The fact that such
strong assumptions are required demonstrates the powerful privacy protection DP

provides.

5.5.2 Future Work

We conclude by suggesting avenues for future work. Our results are based on
the unbounded, central version of differential privacy and on a strong adversary
that possess substantial auxiliary information about the database. Future work
might consider analogous results under (1) the bounded version of differential pri-
vacy, where neighboring datasets differ in one individual’s attributes, rather than
one individual’s addition or removal, (2) the local version of differential privacy,
where randomization is applied at the individual level, or (3) alternate assump-
tions, such as the independence assumption or counterfactual posterior compari-
son discussed in Chapter 5.2.2. Future work might also consider whether alternate
Bayesian semantics apply to a weaker adversary under DP, e.g., an adversary who
only possesses complete knowledge about some individuals (as in Dwork, McSh-
erry, et al. (2006)) or a notion of an “average” adversary. Alternatively, weakening
the assumptions on the adversary in this way may yield a less stringent variant of
DP with advantageous properties.

Future work may also further develop our proposed applications. In Chapter
5.4.1, we suggest using our results to explain the DP guarantee. Future work might
perform a usability study to assess the efficacy of these explanations. In Chapter
5.4.3, we suggest using our results to extend Kazan and Reiter (2024)’s framework
for selecting the privacy budget for pure DP, but we do not fully develop this ex-
tension or consider other variations, such as formalizing the selection of 9. Full
exploration of this generalization is an interesting avenue for future work. Future

work might also explore how mechanisms with closed form PLRVs—e.g., the Gaus-
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sian mechanism—may allow for more exact bounds on the adversary’s distribution
of posterior probabilities. Future work might also incorporate this framework into
interactive DP systems, explore its use with other composition theorems, or further

develop the ideas regarding worst-case prior probabilities.
5.6 Proofs

We now prove the results presented in Chapter 5.3.

5.6.1 Proof of Theorem 27

We begin with Theorem 27, which proceeds by decomposing the adversary’s
posterior probability via Bayes’ Theorem and recognizing the form of a privacy loss

random variable. The result is restated below.

Theorem 27. For the setting described in Chapter 5.3.1, define the PLRVs Z; =
PrivLoss(M (x) | M (x_;)) and Z! = PrivLoss(M (x_;) | M(x)). Then

x W7 ifY « M(x); (5.2)
s Y < M(x). '

)
pit+(1—p;)ei

Proof. Consider the form of the function f;. By Bayes’ Theorem,
fiy,pi) = Pulli = 1Y =y]
PulY =y | Li=1]p
PulY =y | L =1]pi + PulY =y | I; = 0](1 — p;)
_ Di

- Pum[Y =y|1;=0]
Pit By (1~ P)

Since the adversary’s prior knowledge M includes complete knowledge of x_;,
under M, conditioning on [; = 0 implies Y «— M (x_;). Thus,

PulY =y | I; = 0] = P[M(x-;) = y].
Since the adversary’s prior knowledge M additionally includes the attributes of
person 4, conditioning on I; = 1 implies Y < M (x). Thus,

PulY =y |1 =1] = P[M(x) = y].
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The expression of interest can now be rewritten as follows.

Di
fz<y7pz) = P[M(x_1)=y]
P+ Piite—1 (L)
_ P[f;i(x — (5.19)
_ fjiM - . (5.20)
b+ exp { ~log (752 ) | (- p)
If Y «— M(x), then by (5.20),
Di
X, = Li(Y,p:) = .
IfY « M(x_;), then by (5.19),
Di
Xi = Ji Y7 i) — 7 -
The result follows. O

5.6.2 Proof of Theorem 28

We next prove Theorem 28. The proof proceeds by using Theorem 27 to trans-
form probabilistic statements about X; into probabilistic statements about privacy

loss random variables and vice versa. The result is restated below.

Theorem 28. M satisfies (¢, §)-PDP if and only if in the setting described in Chapter
5.3.1, for any database x, target i, p; € [0,1], and under both Y «— M (x) and
Y « M(x_;), the distribution of X satisfies

Pi <X, < bi >1-9. (5.3)

P <
[pi + (1 —pi)es pi+ (1 —pes

Proof. (=) Suppose the mechanism M satisfies (¢,d)-PDP. Let x, i, and p; be
arbitrary and define the random variables Z; = PrivLoss(M (x) | M(x_;)) and
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Z! = PrivLoss(M (x_;) | M(x)). By Theorem 27, if Y « M (x), then

1-0 < P[-e < Z; < €]

Di

Di Di

=P
| pi + (1 —pi)es

_p Di

<
pi+ (1 —pie?

|

<
pi+ (1 —p;es

Di

<
| pi + (1 —pi)es

IfY « M(x_;), then
1-6 < P[-e < Z <€

Di

X, <
pi+ (1 —p;)es

|

Di

=P
| pi+ (1 —pi)es

< ;
pi + (1 —p;)eZ

< Pi ]
pi+ (1 —pes

Di

Di <X, <

_p <
| pi + (1 —pi)es

Thus, in either case (5.3) is satisfied.

pi+ (1 —p;es

|

(«<=) Now suppose (5.3) is satisfied for all x, all 4, and all p;, € [0, 1], under

both Y « M (x)and Y « M (x_;). Let x;, X, be an arbitrary pair of neighboring
databases and let Z = PrivLoss(M (x;) || M (x2)).

Suppose x; has one more row than x, and let 7 index the observation that is in

X1, but not x,. By Theorem 27 with x = x;, it follows that if Y « M (x;), then

X = pi/(pi + (1 — p;)e™?). Thus, from (5.3) with Y «— M (x;),

Di <X, <
| pi + (1 —ps)es

1-0<P

_p Di

i ]
pi + (1 —pes

Di

| pi + (1 —pe
Pl-e < Z <¢].

<
pi+ (1 —p)e?

< bi ]
pi+ (1 —p;)es

Now suppose x, has one more row than x;. Let 7 index the observation that is in

Xy, but not x;. By Theorem 27 with x = X,, it follows that if Y « M (x;), then
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X; = pi/(pi + (1 — p;)e?). Thus, from (5.3) with Y «— M(x;),

1-§<P bi <X, < b ]
| pi + (1 —pi)es pi+ (1 —p;)es

_p Di < Di _ < Di ]
pi + (1 —pi)es  pi+(1—pse pi + (L —pes

= Pl-e < Z <¢].

Thus, for any pair of neighboring databases the absolute PLRV is bounded by ¢
with probability 1 — § and so M satisfies (e, §)-PDP. O

5.6.3 Proof of Theorem 29

We now prove Theorem 29, which is restated below.

Theorem 29. For the setting described in Chapter 5.3.1, let the posterior-to-prior

ratio be given by

Pull;=1]Y =y]

ri(y, pi) = (5.4)

Let R; = r;(Y,p;). Then, M satisfies (,0)-PDP if and only if for any database X,
target i, p; € (0, 1], and under both Y «— M (x) and Y — M (x_;),

Ple®*< R, <e|=1-0. (5.5)

Proof. (=) By Theorem 28, (&, d)-probabilistic differential privacy implies that
in the setting described in Chapter 5.3.1, for any database x, target i, p; € (0, 1],
and under both Y «— M(x) and Y < M (x_;), the distribution of the adversary’s

posterior probability, X, satisfies

1-§<P bi <X, < b ]

| pi + (1 —pi)es

=P

1 X; 1 ]
< — < .
pi+ (1—p)es ~ pi pi+(1—pes
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Letting f;(y, p;) be defined as in (5.1), it follows that ;(y, p;) = fi(y, p;)/p:; and so

R; = fi(Y,p:)/pi = Xi/p;. Since p;(1 — ™) = 0, it follows that

1 1 1
pit+(1—ples e*+p(l—e=) e=

and since p;(ef — 1) > 0, it follows that

1 1 1
= =z —=e€
pit+ (1—pes e —piles—1)  e°

—&

Thus, if M satisfies (e, §)-probabilistic differential privacy, then for any database

x, target i, p; € (0, 1], and under both Y < M (x) and Y «— M (x_;),

1 1
Ple*< R, <¢e|=P <R < ]
pi+ (1 —pi)e pi+(1—p)e

>1-0.

The result follows.

(«<=) Now suppose (5.5) is satisfied for all x, all 4, and all p; € (0, 1], under
both Y « M(x)and Y « M (x_;). Let x;, X, be an arbitrary pair of neighboring
databases and let Z = PrivLoss(M (x;) || M (x5)).

Suppose x; has one more row than x, and let ¢ index the observation that is in
X1, but not x,. By Theorem 27 with x = x;, it follows that if Y «— M (x;), then
X; = pi/(pi + (1 — p;)e=?). As noted above, R; = X;/p;. Thus, from (5.5) with
Y « M(x,), for all p; € (0, 1],

1-0<P 6_5<—i<e€]

=Ple" < <ef
i pi+ (1 —pi)e” ]
=Ple<p+(1-ple?<e].

Since this holds for all p; € (0, 1], it also holds in the limit as p; — 0. This implies

l-d<Ple*<e?<e|=Pl-e<Z<e].
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Now suppose X, has one more row than x;. Let ¢ index the observation that is
in X,, but not x;. By Theorem 27 with x = X, it follows that if Y « M (x), then

X; = pi/(pi + (1 — p;)e?). Thus, from (5.3) with Y < M(x;), for all p; € (0,1],

1-6< P e_aé—ée‘g]

Since this holds for all p; € (0, 1], it also holds in the limit as p; — 0. This implies
l1-0<Ple*<e’<e|=Pl-e<Z<e].

Thus, for any pair of neighboring databases the absolute privacy-loss is bounded

by & with probability 1 — §. Thus, M satisfies (¢, §)-probabilistic DP. O

5.6.4 Proof of Lemma 30

We now prove Lemma 30, which is restated below.

Lemma 30. Suppose that for all p; € [0, 1], a random variable D; is such that

Di
pi + (1 —p;les

p [ Di
pi + (1 —py)es

—pil=1-0 (5.6)

—-pi <D, <

Then,
1. The lower limit of the interval in (5.6) is minimized when p; = 1/(1 + e~/?).

2. The upper limit of the interval in (5.6) is maximized when p; = 1/(1 + ¢*/?).

Proof. Define g(p;,a) = p;/(p; + (1 — p;)a) — p; for a > 0. We can then rewrite
(5.6) as

Plg(pi,e®) < D; < g(pi,e®)] =1—4.
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Differentiating g with respect to p; yields

d9(pia) _pit (A =pla—p(l—a) a 1

op; (pi + (1 = pi)a)? (pi + (1 = pi)a)?

Setting the derivative equal to zero and solving yields the following stationary
point.

Ja

1+

29(pi, a)
api

=0 = Va=p+(l-pla = p =

B

Taking the second derivative yields

Pg(pi,a) 2a(1 —a)

op? (pi+ (1 —p)a)?

It is straightforward to verify that at the stationary point, the second derivative is

negative when a < 1 and positive when a > 1. Thus, g(p;, €°) is minimized by

ec/? 1

b Tyer ™ cny1

~/

yielding part 1 of the result. Similarly, g(p;, e ¢) is maximized by

e~</? 1

T lqe 2 241

Di

yielding part 2 of the result. O
5.6.5 Proof of Theorem 31

We now prove Theorem 31, which is restated below.

Theorem 31. For the setting described in Chapter 5.3.1, let the posterior-to-prior

difference be given by
di(y,pi) = Pulls = 1Y =y] — Pull; =1]. 5.7)

Let Dz = dZ(Y, pz) Then,
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1. If M satisfies (e,0)-PDP, then for any database X, target i, p; € [0,1], and
under both Y «— M (x) and Y «— M (x_;),

65/2 -1 65/2 -1
Pl-——<D;<——|>1-04. 5.8
|: 65/2 +1 65/2 4+ 1:| ( )

2. If M is such that for any database x, target i, p; € [0,1], and under both
Y «— M(x)and Y «— M(x_;),

65/2_1 65/2_1
Pl————<Di<———|=>1-4, 5.9
|: 68/2+1 66/2+1] ( )

then M satisfies both (g,26)-PDP and (Z,0)-PDP for & = log(3e?/* — 1) —
log(3 — e/?).
Proof. (Part 1) By Theorem 28, (&, d)-probabilistic differential privacy implies that
for any database x, in the setting described in Chapter 5.3.1, for any target 1,

p; € [0,1], and under both Y < M(x) and Y < M (x_;), the distribution of the

adversary’s posterior probability, X, satisfies

| pi + (1 —pi)es pi+ (1 —p;)es
[ i Di

=P —pi <X, —p; < _pi] . (5.21)
| pi + (1 —pi)es pi+(1—pe=

Letting f;(y, p;) be defined as in (5.1), it follows that d;(y, p;) = fi(y,p:) — ps
and so D; = f;(Y,p;) — p; = X; — p;. By Lemma 30, the lower bound in (5.21) is

minimized by j, = 1/(e~*/? + 1) and so the function takes minimum value

7, , 1 1 e? — 1

P+ (1 —pp)es b T e ke 1te 2 e+l

Similarly, by Lemma 30 the upper bound in (5.21) is maximized by p; = 1/(e*/?+1)

and so the function takes maximum value
Di 1 1 2 — 1

pi+ (1 —p)e b ete~ " Thelr e+l

197



Thus, for any p;,
[ e? —1 66/2—1]

T <D<
1 SPs e

[ Di
pi + (1 —p;)e

=>1-—0.

> P

(Part 2) Suppose (5.9) is satisfied for all x, all 7, and all p; € [0, 1], under both
Y « M(x)and Y <« M(x_;). Let x;,X, be an arbitrary pair of neighboring
databases and let Z = PrivLoss(M (x;) || M (x3)).

Suppose x; has one more row than x, and let 7 index the observation that is in
X1, but not x,. By Theorem 27 with x = x, it follows that if Y « M (x;), then
X; = pi/(pi + (1 — p;)e~?). As noted above, D; = X; — p;. Thus, from (5.9) with
Y « M(x,), for all p; € [0, 1],

e/2 __ 1 ) /2 _ 1
e ; e

1-0<P|— < P - < ————

|2+ 1 T i+ (1 —p)e? 52 + 1

1—p; 1—p;

= P |log b < Z < log o b
/21 Di E52/2_1 Di

i piieg/2+1 2 e€/2+1

Taking p; = 1/2 and simplifying yields

3es2 — 1 3ee? — 1

taking p; = 1/(1 + /%) and simplifying yields

2e5/2 — 1
ee/2 _ o5

and taking p; = 1/(1 + e~*/?) and simplifying yields

22 — 1
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Now suppose X, has one more row than x;. Let ¢ index the observation that is
in X,, but not x;. By Theorem 27 with x = X, it follows that if Y « M (x), then

X; = pi/(pi + (1 — p;)e?). Thus, from (5.3) with Y < M(x;), for all p; € (0,1],

€2 _ , €/2 _
1—-6<P _¢ 1< pi _pigu
e+ 1 " p+ (1 —p;)e? es/? + 1
1 ; 1 i
=P | —log : & < Z < —log : b
Di Y4
21 Di 21 Di
Pi €241 pi765/2+1
Taking p; = 1/2 and simplifying yields
3e/? — 1 3e/2 — 1
taking p; = 1/(1 + /%) and simplifying yields
262 — 1
1-6<P|l-—ec<Z<log 2 "), (5.26)
2e5/2 — ¢f
and taking p; = 1/(1 + e~¥/?) and simplifying yields
27/ — 1
1-6<Pl-log(2 " )<z<el. (5.27)
2es/2 — s

From (5.22) and (5.25), for any pair of neighboring databases the absolute
privacy-loss is bounded by & with probability 1 — ¢. Thus, M satisfies (£, §)-PDP.

From (5.23) and (5.27), it follows that for any pair of neighboring databases,
P|Z = —¢] = 1 — 0, and from (5.24) and (5.26), it follows that for any pair of
neighboring databases, P[Z < ¢] > 1 — §. Combining these facts yields that for
any pair of neighboring databases the absolute privacy-loss is bounded by ¢ with

probability 1 — 20. Thus, M satisfies (&, 29)-probabilistic DP. O
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5.6.6 Example Mechanism with Bounded Posterior-to-Prior Difference
That Does Not Satisfy PDP

It may be surprising that a mechanism satisfying

5/2_1 5/2_1
e e ]21_5

_ <D <
e€/2+1\D’\ea/2+1

for all p; € [0, 1] need not satisfy (¢, §)-probabilistic DP. We provide the following

counterexample.

Example 10. Let ,§ > 0 and let £ = log(3e¥? — 1) — log(3 — /). Define M
to be a mechanism that performs randomized response under £-DP with probability

d(1 + ™) and releases nothing otherwise.

By a straightforward computation, an adversary’s posterior-to-prior difference

takes the form

0, with probability 1 — §(1 + e~9);
_ ) m : g
D; = { oats5.= — Pi;  with probability 0; ~
So5# — Pi, with probability de 7.

When p; > 1/2, it can be verified that

Di < e? —1
pi+ (1 —pi)es Pi s es2 41

Thus, for p; > 1/2, we have that D; < (e? —1)/(e*/? + 1) with probability at least
1—0(1+eF)+0>1—4. Similarly, when p; < 1/2, it can be verified that

Pi . e? —1
pit(l—pye 7 TergT

Thus, for p; < 1/2, we have that D; > —(e¥/?—1)/(e¥/*+1) with probability at least
1—6(1+e ) +de© = 1—4. Hence, the boundedness condition for the posterior-
to-prior difference is satisfied, but P[-e < Z <¢]=1—-0(1+e°) <1— and
M does not satisfy (e, §)-probabilistic DP for any ¢ > 0 and § > 0.
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5.6.7 Proofs of Corollaries 32-34

We now prove the corollaries relating pure differential privacy to disclosure risk

metrics. The results are each restated below.

Corollary 32. M satisfies (¢,0)-DP if and only if in the setting described in Chapter
5.3.1, for any database x, target i, p; € [0,1], and under both Y «— M (x) and
Y «— M(x_;), the distribution of X; satisfies

Di Di
P <X, < = 1. (5.10)
|:pi + (1 —p;)es pi+ (1 — pi)es]

Proof. From Theorem 22, M satisfies (¢,0)-DP if and only if M satisfies (e, 0)-
PDP. From Theorem 28, M satisfies (¢,0)-PDP if and only if for any database x,
in the setting described in Chapter 5.3.1, for any target i, p; € [0, 1], and under
both Y <« M(x) and Y «— M(x_;), the distribution of the adversary’s posterior
probability, X;, satisfies

P[ Di <X, < Di
pi + (1 —p;)es pi+ (1 —p;

> 1. (5.28)
Jes

Since the quantity in (5.28) is a probability, it is bounded above by 1. The result
follows. H

Corollary 33. M satisfies (¢,0)-DP if and only if in the setting described in Chapter

5.3.1, for any database x, target i, p; € (0,1], and under both Y «— M (x) and

Y « M(x_;), the distribution of R;, as defined in Theorem 29, satisfies
Ple®*<R;<e]|=1 (5.11)

Proof. From Theorem 22, M satisfies (¢, 0)-DP if and only if M satisfies (¢, 0)-PDP.
From Theorem 29, M satisfies (¢, §)-PDP if and only if for any database x, target
i, p; € (0,1], and under both Y < M (x) and Y « M (x_;),

Ple* < R;<e] > 1. (5.29)
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Since the quantity in (5.29) is a probability, it is bounded above by 1. The result
follows. O

Corollary 34. M satisfies (¢,0)-DP if and only if in the setting described in Chapter
5.3.1, for any database x, target i, p; € [0,1], and under both Y — M (x) and
Y « M(x_;), the distribution of D;, as defined in Theorem 31, satisfies

/2 e/2
e 1<Di<e 1

N x< - - == 1. 5.12
es/? + 1 e/ + 1 (>-12)

Proof. From Theorem 22, M satisfies (¢, 0)-DP if and only if M satisfies (¢, 0)-PDP.
From Theorem 31, M satisfies (¢, d)-PDP if and only if for any database x, target

i, p; € (0,1], and under both Y < M (x) and Y « M (x_;),

/2 __ 1 e/2 1

€ e

———— <D< ——| =1 5.30
es/? + 1 e/2 + 1 (5:30)

Since the quantity in (5.30) is a probability, it is bounded above by 1. The result
follows. O

5.6.8 Proof of Theorem 35

We now prove Theorem 35. We note that authors of Zhao et al. (2019) demon-
strate that (e, §)-DP implies (¢/,6')-PDP for all ¢’ > e and & = §(1 + ™) /(1 —
e'). It can be shown that Theorem 35 is implied by this result. However, the
proof in Zhao et al. (2019) is fairly technical. We will provide a direct, less techni-
cal proof of Theorem 35 that does not utilize the result in Zhao et al. (2019). For
this proof, we leverage the following characterization of approximate DP in terms

of privacy loss random variables.

Theorem 39. (Canonne et al., 2020) Let M be a mechanism and let x and x’ be

neighboring databases. Define the PLRVs Z = PrivLoss(M (x) | M (x')) and Z' =
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PrivLoss(M (x') | M (x)). Then M satisfies (¢, 0)-DP if and only if

§ > P|Z >¢]| — e P[-Z' > ¢] = Elmax{0,1 — e 7}] = f e *P|Z > z]dz.
E (5.31)

The result to be proved is restated below.

Theorem 35. If M satisfies (&, 0)-DP, then for any ¢’ € (6, 1], M satisfies (¢',6')-PDP
for e’ = log(d'e® + 0) — log(d' — 9).

Proof. Let x and x’ be neighboring databases and define the privacy loss random
variables Z = PrivLoss(M (x) | M (x')) and Z’ = PrivLoss(M (x') || M (x)). Let
0 € (9,1] and £’ = log(d'e® + ) — log(é’ — §). Note that &’ > ¢, since

o low [0
Bl ST

et lo 0 —0+0d+de*

- & 5 —o
1+e€

= 1 14946

g+ og( + 5,_5)

> £.

Then,
Pl—¢ < Z<€=1-P|Z>¢€|—-P[-Z > €]

=1-PlZ>&+e (- P[-Z >+ P[Z' >¢]) —eP[Z > €.
(5.32)

Recall that since M satisfies (¢,)-DP and &’ > ¢, it follows that M satisfies (', J)-

DP. Then, by Theorem 39, the quantity in parentheses in (5.32) is nonnegative:
—e*P[-Z > €'+ P[Z' > €'] = E[max{0,1 — ¢~ %'}] = E[0] = 0.

Thus,



Applying Markov’s inequality to each term with the function f(z) = max{0,1 —

e“~*} and then bounding the numerator via Theorem 39 gives

_ 2 P-4
Pl-d <Z<e]>1- E[ma?{(), 1 /e Ho 65,E[maxl{o, 1 /e H
— et—¢ e

0 o0
21_—,_68—/.
I —e= 1 —es=

A straightforward computation yields that e~ = (&' — §)/(8'e® + 6). Thus,

1+4+e€
Pl—¢<Z<l=1-96
[—€ el T
:1_5 1+6§e‘€_ﬁ6
1 — e 20
8'ec+6
_1_5 def+d0+0 —90
B def 4+ 6 —e(d —0)
d(1+e€)
=1-0——=1-9.
o(1+e)
The result follows. O

5.6.9 Proof of Corollaries 36-38

We now prove the corollaries relating approximate differential privacy to dis-

closure risk metrics. The results are each restated below.

Corollary 36. In the setting described in Chapter 5.3.1,
1. If M is such that for any database x, target i, p; € [0,1], and under both
Y « M(x)and Y < M (x_;), the distribution of X; satisfies

P[ bi <X, < b ]21—5, (5.13)
pi + (1 —p;)es pi+ (1 —p;es

then M satisfies (¢, 0)-DP.
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2. If M satisfies (£, 0)-DP, then for any §' > ¢, database x, target i, p; € [0, 1], and
under both Y < M(x) andY — M (x_;), for e’ = log(d'e* + &) —log(d' —9),

the distribution of X, satisfies

Di Di ,
- < X; < -1 =1-19". (5.14)
pi + (1 —pi)es pi+ (1 —p;)es ]

Proof. (Part 1) From Theorem 28, if M is such that (5.13) is satisfied for any
database x, target 7, p; € [0, 1], and under both Y <« M (x) and Y «— M (x_;),
then M satisfies (g, 0)-PDP. From Theorem 23, if M satisfies (¢, §)-PDP, then M
satisfies (e, §)-DP.

(Part 2) From Theorem 35, if M satisfies (¢, 0)-DP, then for any ¢’ € (J,1], M
satisfies (&', 0")-PDP for ¢ = log(d'e® + &) — log(d’ — §). From Theorem 28, if M
satisfies (¢’, 0’)-PDP, then for any database x, target i, p; € [0, 1], and under both
Y « M(x)and Y «— M (x_;), (5.14) is satisfied. O

Corollary 37. In the setting described in Chapter 5.3.1, let R; be as defined in Theo-
rem 29.
1. If M is such that for any database x, target i, p; € (0,1], and under both
Y «— M(x)and Y <« M(x_;), R; satisfies
Ple* <R, <e]=1-9, (5.15)

then M satisfies (¢, 9)-DP.
2. If M satisfies (¢, 9)-DP, then for any ' > 0, database x, target i, p; € (0, 1], and
under both Y < M (x) andY «— M (x_;), for e’ = log(d'e® + &) —log(d' —0),
Ple" <R <e|>1-4. (5.16)

Proof. (Part 1) From Theorem 29, if M is such that (5.15) is satisfied for any
database x, target i, p; € [0, 1], and under both Y «— M (x) and Y «— M (x_;),
then M satisfies (e, d)-PDP. From Theorem 23, if M satisfies (¢, 0)-PDP, then M
satisfies (&, §)-DP.
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(Part 2) From Theorem 35, if M satisfies (¢, 0)-DP, then for any ¢’ € (J, 1], M
satisfies (&', 0")-PDP for ¢ = log(d'e® + &) — log(d’ — §). From Theorem 29, if M
satisfies (¢, 0’)-PDP, then for any database x, target i, p; € [0, 1], and under both
Y « M(x)and Y «— M(x_;), (5.16) is satisfied. O

Corollary 38. In the setting described in Chapter 5.3.1, let D; be as defined in Theo-
rem 31.
1. If M is such that for any database x, target i, p; € [0,1], and under both
Y « M(x)and Y «— M (x_;), the distribution of D; satisfies
65/2 -1 e5/2 -1
Pl———<D;<———|=>1-4, 5.1
[ es? +1 ee/2+1] (>.17)
then M satisfies both (¢,26)-DP and (£, §)-DP for & = log(3e¥/? — 1) — log(3 —
es/?).
2. If M satisfies (¢, §)-DP, then for any §' > ¢, database x, target i, p; € |0, 1], and
under both Y < M (x) andY — M (x_;), for e’ = log(d'e* + &) —log(d' —9),

)2 e'f2 _
[ e 1 D < e 1

— T S <——|=1-¢. 5.18
e/ + 1 es'/? + 1] (-18)

Proof. (Part 1) From Theorem 31, if M is such that (5.17) is satisfied for any
database x, target i, p; € [0, 1], and under both Y < M (x) and Y «— M (x_;),
then M satisfies (e, d)-PDP. From Theorem 23, if M satisfies (¢, 0)-PDP, then M
satisfies both (g, 24)-probabilistic DP and (&, §)-probabilistic DP for &€ = log(3e*/? —
1) — log(3 — e¥/?).

(Part 2) From Theorem 35, if M satisfies (¢, 0)-DP, then for any ¢’ € (J,1], M
satisfies (&', 0")-PDP for ¢ = log(d'e® + &) — log(d’ — §). From Theorem 31, if M
satisfies (¢’, 0")-PDP, then for any database x, target i, p; € [0, 1], and under both
Y « M(x)and Y < M(x_;), (5.18) is satisfied. O
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6

Conclusion

Differential privacy provides a privacy guarantee over all possible datasets,
while Bayesian methods require conditioning on a single dataset. While on the
surface, this difference may seem irreconcilable, we find that it can be advanta-
geous to consider the two paradigms together at various parts of the pipeline of a
data release. In particular, exploiting the relationships between DP and Bayesian
methods allows for meaningful measurement of disclosure risk, a straightforward
framework for selecting privacy budgets, convenient uncertainty propagation in
downstream analyses, and interpretable methods for conveying the DP guarantee.

The purpose of differential privacy is to provide an upper bound on the poten-
tial disclosure risk. However, for a given DP mechanism, a reasonable adversary
may not be able to achieve this upper bound—or even come close to it. Bayesian
disclosure risk metrics allow for measurement of the risk from a realistic adversary
for the particular privacy mechanism used, in a manner that can be tailored to a
desired set of assumptions on an adversary.

The differential privacy definition can also be directly related to Bayesian dis-
closure risk quantities—such as an adversary’s posterior-to-prior ratio—if the un-
derlying data is assumed to be independent. This relationship can be leveraged to
provide a framework for setting of privacy parameters based on a data curator’s

preferences for allowable disclosure risk.
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Once a DP mechanism has been utilized to release statistics, Bayesian methods
can be used in downstream analyses to account for the additional uncertainty due
to the privacy noise. Methods in the extant literature (Bernstein & Sheldon, 2018;
Ju et al., 2022) provide very general algorithms for such an analysis, although
inference can be sensitive to the analyst’s choice of prior distribution. Under the
common assumption that the underlying data is bounded, this bound can be incor-
porated into these models to improve the quality of the resulting inference.

Finally, a common issue with DP is the difficulty of conveying the privacy guar-
antee to the various stakeholders of a data release. However, under the assumption
that an adversary possesses the complete data of all individuals except their target,
DP is highly related to more interpretable Bayesian disclosure risk quantities. Ex-
pressing the guarantee in terms of these quantities allows for better explanations

of DP to audiences without background in formal privacy.
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