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Abstract

IP Anycast, as a vital routing technique, can distribute user requests to different
servers with the same IP worldwide. It can improve large-scale distributed systems
performance and load balance. Nonetheless, all the sites in the anycast-based sys-
tem have identical IP addresses, which makes it challenging to control the system’s
catchment (which site the user should go to) and results in anycast performance
inefficiency.

In this thesis, we introduce two approaches to optimize the performance of IP
anycast, proactively and passively. The first approach-AnyOpt, managed to build a
prediction model to predict the catchment site of the user with controlled experiments
and measurements with the sites. Using AnyOpt, a network operator can find a
subset of anycast sites that minimizes client latency. In an experiment using 15 sites,
each peering with one of six transit providers, AnyOpt predicted site catchments of
15300 clients with 94.7% accuracy and client RTTs with a mean error of 4.6%.
AnyOpt identified a subset of 12 sites, announcing to which lowers the mean RTT
to clients by 33 ms compared to a greedy approach that enables the same number of
sites with the lowest average unicast latency.

The second approach-regional anycast, is an approach that we found to have
already been implemented by two large CDNs (Edgio and Imperva). In regional
anycast, a CDN divides its content-hosting sites into different geographic regions,

announces a distinct IP anycast prefix from each region, and uses DNS and IP-
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geolocation to direct a client to a CDN site in the same geographic area. We aim to
understand how a regional anycast CDN partitions its sites and maps its customers’
clients, and how a regional anycast CDN performs compared to its global anycast
counterpart. We study the deployment strategies and the performance of two CDNs
(Edgio and Imperva) that currently deploy regional IP anycast. We find that both
Edgio and Imperva partition their sites and clients following continent or country
borders. In addition, we compare the client latency distribution in Imperva’s re-
gional anycast CDN with that in its similar-scale DNS global anycast network, after
discounting the relevant deployment differences between the two networks. We find
that regional anycast can effectively mitigate the pathology in global IP anycast
where BGP routes a client’s traffic to a distant CDN site (e.g., a site in a different
continent). However, DNS mapping inefficiencies, where DNS returns a sub-optimal
regional IP anycast address that does not cover a client’s low-latency CDN sites,
can harm regional anycast’s performance. Finally, using the Tangled testbed, we
show what performance benefit regional IP anycast can achieve if we discount DNS
mapping sub-optimality.

We also include a measurement work about the ever-increasing anycast flipping.
We observe an increase in flipping over the past several years, reaching 4.4% of RIPE
Atlas vantage points in 2023. We present evidence that the prevalence of anycast
flipping is increasing, and for a small but not negligible portion of clients, the impact

on web performance is significant.
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1

Introduction

IP anycast is an essential routing technique many large organizations and corpora-
tions advocate for building large-scale distributed systems. Content delivery net-
works, Domain name systems use IP anycast to distribute user requests globally to
different sites deployed at different locations.

In an anycast system, multiple sites could be deployed at different locations.
Then, the same IP is configured to those servers/replicas of sites and announced
to different peers at that site. Then, the client’s request to that anycast IP, will
be routed to the ‘nearest® site based on the route selection result along the path.
Therefore, different sites in this anycast system will split the global network into
different catchments. In the client networks that are covered by the same anycast
catchment, all the requests will be forwarded to the site that creates this catchment.

IP anycast is expected to direct users to the nearby and performant site to improve
user experience and balance the load. However, the unpredictability of the catchment
made it a challenging issue.

In this thesis, we shed light on the approaches to optimizing the performance of

anycast system with proposed and existing methods and with the measurement of



the ever-increasing anycast flipping.
1.1 Organization

The rest of this thesis is organized as follows:

e In Chapter 2, we propose an approach to model and predict the user’s catch-
ment site with a linear preference model. We can predict any user’s most pre-
ferred site for arbitrary anycast configuration with controlled pair-wise BGP
experiments and measurements. Thus we could select the best anycast config-

uration (e.g., a set of anycast sites) to provide the anycast service.

e In Chapter 3, we show another existing approach that passively optimizes the
anycast performance. Different from our proactive approach proposed in Chap-
ter 3, the regional anycast divides its content-hosting sites into different geo-
graphic regions, announces a distinct [P anycast prefix from each region, and
uses DNS and IP geolocation to direct a client to a CDN site in the same ge-
ographic area. It keeps global anycast’s ease of use and provides finer-grained
control over the region. Our work shows how regional anycast can outperform

its counter-global anycast network with the help of DNS.

e In Chapter 4, we measure the prevalence of anycast flipping, which means mul-
tiple anycast sites could be reached by the same user under the existing anycast
network. Seven years ago, Wei and Heidemann work first found it rarely hap-
pened. With our longitudinal study, however, we observe an increase in flipping
over the past several years, reaching 4.4% of RIPE Atlas vantage points in 2023.
Besides the measurement of DNS, we also incorporated residential proxy mea-
surement to an existing anycast CDN, the result shows an even larger amount

of residential users could be affected. We also use MAHIMAHI to emulate



the web browsing performance with typical anycast flipping settings, the result

shows severe impact to the user.



2

Proactive Performance Optimization

2.1 Introduction

IP anycast [PMM93, Met02] is the practice of announcing the same IP address prefix
from multiple network locations, and it is commonly used for load balancing and la-
tency reduction. In part due to its inherent support in the routing system and poten-
tial for improving performance, anycast is used in large and popular services such as
DNS (to distribute DNS query load [LHF(07a), ISBK™20al), content delivery networks
(CDNSs) (to reduce latency between servers and clients [CFKBT15al, dVARD20]), and
distributed denial of service (DDoS) mitigation services (to distribute and scrub at-
tack traffic loads [MSH™16al [Tec20]). A key challenge for deploying anycast services
effectively is that mappings between client networks and anycast sites (i.e., anycast
catchments) are determined by BGP’s policy-based routing decisions rather than
service providers’ goals such as minimizing latency and balancing load. In fact,
several measurement studies have revealed that some anycast catchments exhibit
unexpectedly inflated latency [BFRO6D], and increasing the number of anycast sites

in a deployment (in an attempt to reduce the distance between clients and sites)



counter-intuitively increases the average latency for clients and disrupts attempts to
balance load |[LLSBI8al.

As a result, managing anycast deployments is a challenging task that requires
expert knowledge and continuous intervention in response to BGP path changes,
regular maintenance [dVARD20], or DDoS attacks [MSHT16a]. Network operators
lack tools that can accurately predict the system performance under different any-
cast configurations (i.e., the set of sites making announcements and the next-hop
neighbors to whom the prefix is announced). Since BGP paths are determined by
non-public policy information, such tools will require measurements or inferences
for prediction. A naive approach to measuring the impact of all potential announce-
ments would require probing that scales exponentially with the number of sites under
consideration. Using inferred topologies [SK19] to predict catchments can limit this
cost, but it may introduce imprecision because of missing information in topology
models and how BGP routers break ties among equally preferred paths.

In this paper, we address the above problems by using theoretical foundations
to develop efficient measurement, prediction, and optimization techniques that allow
an anycast operator to optimize a deployment for low latency while balancing load.
This problem is important because latency is critical to the revenue generation of
many Internet services [Yoal9]. Specifically, we present an experimental approach,
AnyOpt, for predicting anycast catchments. A service operator can use AnyOptto
optimize an anycast network’s deployment or dynamically reconfigure the network.

The key, empirically informed, insight that enables efficient catchment prediction
is that most client networks, when given an option between any two (of potentially
many) anycast sites, will consistently prefer one or the other. Further, we find that
when considering all pairs of anycast sites, the set of pairwise preferences for a
client network often forms a total order. This total order makes it straightforward

to predict a site’s catchment when we enable any subset of the anycast sites, as
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most client networks will consistently pick their most preferred sites in the subset.
Furthermore, we observe that if a client network has a consistent total order among
the anycast sites, we can map the anycast optimization problem to the Simple Plant
Location with Preference Orderings [HP87] problem and solve it offline to find the
subset of anycast sites that achieve the lowest overall latency.

Making AnyOptaccurate and efficient, however, requires addressing two key chal-
lenges. First, we find that not all client networks exhibit the consistent preferences
that enable our approach. We use both theoretical analyses and measurements to
understand why this problem occurs and whether consistent preference orders can
predict a site’s catchment. Our analyses reveal that a client network may not have
a total order among preferences for anycast sites when autonomous systems (ASes)
on the path of a BGP advertisement assign different local preferences to the ad-
vertisement. We prove sufficient conditions under which pairwise measurements
yield a consistent total order and the total order is predictive of a client network’s
catchment. One example that meets these conditions is that we only announce an
anycast prefix to tier-1 ISPs, and we adopt this setup for our real-world anycast
testbed. Our experiments show that another cause of inconsistent preference order-
ings is a BGP implementation choice where ties between equally preferred paths are
broken by the order in which a router receives BGP advertisements, which is not
part of the BGP standard [RLHOG] but is implemented by most deployed routers
(e.g. Cisco [cisl6] and Jupiter [jun20]). Once we take into account both the policy-
induced and implementation-induced inconsistent preference orders in AnyOpt, we
show that we can expect consistent pairwise preferences. Then, we use the total
orders constructed from those pairwise preferences to predict anycast catchments.

Second, we alleviate the issue of scaling AnyOptmeasurements to large anycast
deployments, e.g., those with hundreds or more sites [CAJT15a]. For a deployment
of this size, pairwise preference discovery experiments become impractical. For ex-

6



ample, for an anycast network of 100 sites, if we space each pairwise experiment by
two hours, which is necessary to avoid BGP instability, it would take years to finish
all pairwise experiments. To address this challenge, we design AnyOptto take a two-
level approach to predict anycast catchments. The routing structure of the Internet
makes the inter-AS and intra-AS anycast catchments two separate processes, where
BGP determines the inter-AS catchments and the (interior) routing inside an AS
determines the intra-AS catchments. Our experiments show that a site’s catchment
at the AS level remains stable when an anycast site is enabled or disabled within the
same AS. Therefore, we can use pairwise experiments to discover client networks’
AS-level preferences by choosing one representative site in each tier-1 AS that the
anycast network connects to and run site-level pairwise experiments for sites within
the same AS. If the latter is still prohibitive for a large network, we discuss a heuris-
tic approach that might further reduce the number of BGP experiments needed for
catchment prediction.

Our experiments on a real-world testbed show that AnyOptcan accurately pre-
dict anycast catchments and optimize client latency distribution, when announcing
an anycast prefix to only tier-1 providers. We start with tier-1 network providers
because they act as the backbone network that delivers the majority of the traffic
for the testbed anycast network. To extend beyond the tier-1 providers, we adopt a
heuristic to determine the impact of announcing via a peering link while simultane-
ously announcing to the tier-1 providers (§ .Our anycast testbed has 15 sites
and connects with six tier-1 ASes. In the evaluation of transit-only configuration,
we randomly choose an anycast configuration, predict its catchments and average
latency to client networks, then deploy the configuration, and measure its actual
catchments and average latency. Then we repeated this for 38 times. We find that
AnyOptpredicts catchments with 94.7% accuracy and average RTTs with a mean
error of 4.6%. In the offline configuration searching, AnyOptidentifies a 12-site low-

7



est latency configuration that reduces the average client latency by more than 30 ms

compared to to configurations that greedily include sites with the lowest average

unicast latency or randomly chosen sites. For the peering links, we also iterated

through 104 peering links in the testbed and identified 47 peering links that can

improve performance; more specifically, we find that including peering links in the

12-site lowest-latency configuration can further reduce the mean latency by 5ms to

7 ms.

AnyOptrepresents a crucial first step towards predicting and optimizing the per-

formance of an anycast network. Specifically, this work makes the following contri-

butions:

(1)

We propose AnyOpt, an empirical approach that uses BGP measurements to
reveal a client network’s preferences between any two anycast sites, and then
uses these to predict and optimize anycast network performance. We report
for the first time the extent to which BGP announcement arrival orders affect
anycast catchments at scale and develop a technique to incorporate them into
the catchment prediction. We use two-level prediction techniques to reduce the

number of required experiments.

We analyze the theoretical underpinnings for the heuristic approach and prove

sufficient conditions for this approach to work.

We use a real-world anycast testbed of a large content delivery network to
evaluate AnyOpt. Our experiments show that AnyOptcan predict anycast
performance accurately and can reduce the average latency to client networks

by as much as 33ms (32%) compared to greedy approaches.

FEthical considerations. Active measurements such as issuing pings and BGP an-

nouncements can cause extra load on the Internet infrastructure. As discussed later
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in the paper, we mitigate these concerns by gathering our measurements at reason-
ably low rates, and target our measurements at routers (not end hosts). Our BGP
announcements use only prefixes that we control and only our AS number in our
announcements. The anycast prefixes we use do not serve any clients. This work

raises no other ethical issues.
2.2 Background

In this section, we briefly describe the architecture of an anycast network, define the

terms we use, and use real-world anycast systems to motivate AnyOpt’s design.
2.2.1 Architecture of an Anycast Network

Figure illustrates the architecture of an anycast network. A service provider such
as a CDN or a DDoS mitigation provider has servers that receive anycast traffic
deployed at multiple locations. These servers offer services such as traffic scrubbing
or caching. We refer to each location where these servers are deployed as an anycast
site. A site has an onsite router that connects to one or more ASes. We refer to
each BGP connection to an outside AS as an ingress point. In Figure [£.1], the simple
anycast network has three sites, each having two or three ingress points. We refer
to the set of end systems reaching one site as the catchment of the site. Figure
groups each site’s catchment within an oval shape and marks the catchment’s ingress

AS/connection with the same line type.
2.2.2  Motiwating Fxamples

A key motivating application of our work is the configuration management of systems
such as Akamai DNS [SBKT20a] or an anycast-based CDN [CEKBT15al dVARD20].
Akamai DNS is one of the world’s largest authoritative DNS systems, serving millions

of queries per second from a few hundred sites that host 24 distinct anycast prefixes.
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FI1GURE 2.1: The architecture of an anycast network.

Each anycast prefix is hosted from a subset of about 30 sites that form an “anycast
cloud”. Each domain name hosted on Akamai DNS is assigned to a delegation set
of about 6 anycast prefixes. When a recursive DNS resolver (i.e., client) requests an
authoritative translation of a domain name, it sends the request to an anycast prefix
that is in the delegation set of that domain name. The request is then routed to
a site within that prefix’s anycast cloud by BGP. That site then responds with the
answer.

The key challenge in configuring Akamai DNS is assigning each of the 24 anycast
prefixes to a subset of sites such that the average query response latency experienced
by the resolvers is minimized. As network conditions (e.g., routing policy or load)
change, the subset of sites that host each anycast prefix must be recomputed to
maintain optimal anycast performance. Since the number of ways to configure an
anycast cloud is exponentially large, it is infeasible to predict the catchments of sites
accurately, and, consequently, impractical to estimate the query latency achieved in
each configuration. The state-of-the-art for configuring large anycast networks such
as Akamai DNS is based on Monte Carlo simulations [SBK™20a]. Our work is focused
on improving the state-of-the-art in configuring anycast networks. AnyOptassists

the problem of optimally configuring an anycast cloud using a principled measure-
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model-and-optimize approach that is directly applicable to real-world systems such
as Akamai DNS.

An anycast-based CDN faces a similar configuration challenge. For a CDN service
provider, the latency between a client and an edge server can have a multiplicative
effect on page-load times, given the many round-trips typically required to download
various resources. Therefore, reducing latency by even tens of milliseconds can result
in a substantial reduction of page-load times [KLAT21]. Simply adding more anycast
sites, however, does not necessarily improve the mean latency between the clients
and an anycast network [LLSB18a]. Even if some sites offer poor performance for
clients, BGP may prefer these sites to others for policy reasons. In such cases, Any-
Optcan reliably identify which anycast sites improve performance, obviating manual

interventions.
2.2.8  Anycast Configuration

Although an anycast network cannot control the catchment of a site, it can “shape”
the catchment with three control knobs: (1) the sites from which it announces an
anycast prefix, (2) the ASes to which it announces the prefix at a particular site, and
(3) the BGP path attributes it uses when announcing the prefix. Specifically, if we
use S to denote the set of sites an anycast network has (or considers to open), the
network can choose to announce an anycast prefix from any subset of S. For each
anycast site s;, let’s denote the set of ASes it connects to as Ps,. The service provider
can choose any subset of P, to announce the prefix. For each BGP announcement,
the network can vary the parameters associated with the announcement, including
the Multiple Exit Discriminator (MED) and the AS path length.

There are, hence, more than 2217 possible ways to configure an anycast net-
work. As a first step, in this work, we explore how an anycast network can optimize

its performance by finding (a) from which subset of sites to announce the anycast

11



Table 2.1: Locations of the 15 anycast sites along with the transit providers and
counts of peers at each location.

Site Location Transit  #peers
1 Atlanta Telia 4
2  Amsterdam Telia 1
3 Los Angeles Zayo 6
4 Singapore TATA 15
5 London GTT 14
6 Tokyo NTT 3
7 Osaka NTT 4
8 Los Angeles Zayo 4
9 Miami NTT 7

10 London Sparkle 2
11 Newark NTT 7
12 Stockholm Telia 14
13 Toronto TATA 9
14 Sao Paulo Sparkle 9
15  Chicago GTT 5

prefix and (b) to which ASes at each site to announce the anycast prefix. We assume
that an anycast network sets the path attributes to default values when it announces
an anycast prefix. We call a site or an AS as “enabled,” when it is chosen to an-
nounce an anycast prefix. We refer to the combination of the chosen subset of sites

and the chosen ASes at each site as an anycast configuration.

2.3  Overview

In this section, we describe the anycast testbed used in this work, the experiments for
discovering a client network’s pairwise preferences, and the high-level idea of using

the preference orders to predict and optimize the performance of an anycast network.
2.3.1 Anycast Testbed

Our testbed consists of an instance of GoBGP (version 2.14.0) [NTT20], an open-

source BGP implementation, running on an Ubuntu (18.04.3 LTS) server with 4
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FiGURE 2.2: This figure illustrates the testbed we use for RTT and catchment
measurements.

cores and 16 GB of RAM. The GoBGP instance uses generic routing encapsulation
(GRE) tunnels [FLHT00] to peer with a large CDN’s routers at different locations as
described in Table 2.1} The routers at different locations serve as anycast sites. Each
anycast site has a tier-1 transit provider to ensure global reachability, i.e., any client
or end-user in the Internet can reach the anycast site. In addition to the transit
provider, each site peers with a few other ASes (Table , including some under
a settlement-free policy, i.e., where neither network pays the other for transit. We
launch all active experiments and collect our measurements from the Ubuntu server,
which we henceforth refer to as the orchestrator.

We deploy an anycast configuration as follows. First, we establish BGP sessions
between the orchestrator and the routers at chosen anycast sites. Then, we program
GoBGP [NTT20] to announce an anycast prefix assigned to us via the BGP sessions
between the orchestrator and the site routers. The router at an anycast site likely
peers with multiple other neighbors. We use, hence, BGP’s community attribute to
control to which next-hop neighbors the router should advertise our anycast prefix.
We can choose, therefore, to advertise to a site’s transit provider or any chosen peer
by appropriately setting the community attribute.

We develop a measurement tool that is similar to Verfploeter [dVAOSH™17al.

We run this tool at the orchestrator to measure the catchments. We also improve
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the tool to measure the RTT between any client and any anycast site as we soon

describe.
2.3.2  Measuring catchments.

For a given anycast configuration, we measure each site’s catchment. We use these
measurements in two ways. First, we use them to determine a client network’s prefer-
ence between two anycast sites, henceforth referred to as pairwise preference. Second,
we compare the predicted catchments with the empirically observed catchments. To
gather the measurements, we send ICMP requests [Pos81] from the orchestrator to a
large number of ping targets, which are routers in different client networks chosen by
the CDN hosting our experiments to evaluate its network’s global performance. We
set the source address of each ICMP request to an IP anycast address that we ad-
vertise and its destination address to a target’s IP address. When a target responds
to this request, i.e., to the anycast address, it will be routed to an enabled anycast
site. The router at the site will then forward that reply to the orchestrator, via a
preconfigured GRE tunnel. The GRE tunnel carrying the reply, thus, identifies the

target’s catchment site.
2.3.8 Measuring RTTs.

We can measure the RTT from the orchestrator to any target, but, for predicting
and optimizing anycast performance, we must measure the RTT between the anycast
site and the target. Rather than indirectly estimating the RTT between a site and
a target from the physical distance between the two or approximating the RTT
through appropriate proxies as in King [GSG02al, we use the following approach.
First, we announce an anycast prefix from only one anycast site and send ICMP
requests via the GRE tunnel connected to that site. We include a timestamp in the

request for RTT measurements. Second, when the orchestrator receives a reply from
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a target, we subtract the echoed timestamp from the current time to calculate the
RTT between the orchestrator and the target. Third, we periodically measure the
“tunnel” RTT between the orchestrator and each anycast site. Finally, we subtract
from the measured RTT between the orchestrator and a target, the corresponding
tunnel RT'T, i.e., the RTT between the orchestrator and the site through which the
orchestrator received the target’s ICMP responses. For each RT'T measurement, we
repeat the ICMP requests seven times and use the median value (to filter outliers) as
the RT'T between the concerned site and the target. If the link experience high packet
loss rates, we can still sample a median RTT from at least three valid responses.
As an example, in Figure 2.2 suppose we only announce our prefix to AS3. Even
though we send out the ICMP requests to the targets from both anycast site B and
anycast site C, the ICMP replies will only return to anycast site B. Therefore, we
can measure the RT'T between any target and the orchestrator. By subtracting the
tunnel RTT from the orchestrator to site B, we obtain the RT'T between a target

and site B.
2.3.4  Choosing Ping Targets

To understand the impact of anycast configurations on client networks’ performances,
we conduct active measurements (with ICMP probes). The targets of these ICMP
measurements are routers in or near the targeted client networks.

To select our targets for measurements, we follow an approach used by the CDN
hosting our testbed [LSLS07]. Specifically, we merge the network paths from the
end-users to a CDN’s edge server into a tree, rooted at the edge server. We then pick
a common ancestor that is closest to the end-users. In our active measurements,
we ping such targets from diverse networks to obtain a reasonable approximation
of the global performance of end-users. Additionally, the targets also help us avoid

sending ping probes to real end-users. Our target set contains 15300 IP addresses
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from 12143 /24 network prefixes or 5317 ASes. Each target is representative of one

or more client networks.
2.3.5 Pairwise Preference Discovery

We conduct pairwise BGP experiments to elicit a client network’s preference orders.
For each experiment, we choose two sites s; and s; from the available anycast sites
for comparison. We announce an IP anycast prefix from these two sites to only
their corresponding transit providers, for reasons we soon describe in If a
ping target’s response reaches site s; instead of site s;, we record that the client
network prefers s; to s;. By pinging all targets in one experiment, we obtain all

client networks’ preferences between s; and s;.
2.3.6  Prediction and Optimization

With the RTT measurements and pairwise preference experiment results, we can
predict an anycast configuration’s performance and choose an optimal configuration.
If a client network’s set of pairwise preferences has no cycles, we can construct a total
preference order for the network. For any subset of anycast sites enabled, we predict
the client network’s catchment site as its most preferred site within that subset. A
client network’s pairwise preferences may, however, not form a total order, and we
discuss why this situation may happen in §2.4)

Given the RT'Ts and preference predictions, we can map an anycast optimization
problem to the Simple Plant Location Problem with clients’ Preference Orderings
(SPLPO) [HP8T] for optimization. SPLPO is an extension to the well-known (un-
capacitated) plant location problem [CNWS&3|. It considers the problem of how to
open facilities that have the overall lowest cost when each client has a preference
order among the set of possible facility locations. If we consider a “facility loca-

tion” as an anycast site, and use the RTT as the cost, then anycast performance
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optimization problem becomes exactly the SPLPO problem. The SPLPO problem
is NP-hard [ACGT12|, and we show in Appendix ?? that even approximating the
minimum cost of SPLPO is NP-hard.

A network operator can, however, solve or approximate the optimization problem
using offline simulations. When the number of anycast sites is small, he or she can
solve it exhaustively. When the number of sites is large, he or she may not find the
(theoretically) optimal configuration, but he or she can find a configuration that has
the best performance among all configurations she simulates.

If an anycast network has a total of |S| sites, each having one transit provider as in
our testbed, then to optimize or predict an anycast network’s performance, a network
operator needs to run O(]S|?) pairwise experiments to obtain each client network’s
total preference order and O(|S|) experiments to obtain a client network’s RTT to
each site. In contrast, if we do not employ the prediction or optimization technique,
the operator needs to deploy O(2/%l) anycast configurations to measure and compare
the performance of each configuration. We formally describe the optimization model
in Appendix 7?7 and show that the model can optimize for latency while meeting the

load constraints of a site.
2.3.7 Practical Challenges

We have outlined the high-level idea behind AnyOpt’s design. However, to make it

useful, we must address the following challenges.
2.3.8 No total order.

When we perform the pairwise preference discovery experiments, a client network
may not exhibit consistent pairwise preferences that form a total order. Without a
total order, we cannot predict a site’s catchment for an arbitrary anycast configura-

tion.
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To address this challenge, we formally analyze the sufficient routing conditions
under which a client network has a total order over a set of anycast sites and the
total order predicts a site’s catchment (§2.4.1). We modify the pairwise experiments

described in this section to induce and discover a client network’s total order.
2.3.9 Too many experiments.

A naive approach for pairwise preference discovery requires at least O(|S|?) BGP
experiments. As it takes on the order of minutes for BGP to converge and routers
implement route damping for frequently changing prefixes, conducting such experi-
ments at scale may become impractical. Solving the optimization problem using an
exhaustive search also becomes infeasible.

We reduce the number of experiments by separating AS-level catchment pre-
diction from intra-AS catchment prediction (§ . This technique reduces the
number of pairwise BGP experiments from O(|S|?) to O(|1|*) + O(avgSite* x |I|),
where [ is the set of transit [SPs an anycast network connects to and avgSite is the
average number of sites connecting to a transit provider. For a large anycast network,
this number of experiments may still be infeasible. We, hence, describe a heuristic
method to approximate a client network’s intra-AS site preferences. This heuristic

can eliminate the need for intra-AS pairwise preference discovery experiments.

2.4  Design

Below, we discuss how we address the practical challenges that AnyOptfaces.
2.4.1 Sufficient Conditions for Total Orders

First, we investigate why client networks exhibit a total preference order and why
this order can be used to predict anycast catchments. With this understanding, we

can determine whether our experimental approach is generally applicable to other
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networks.
2.4.2  BGP routing model.

We analyze anycast routing using the Gao-Rexford BGP routing model [GRO1]. For
simplicity, we consider two kinds of contractual relationships: provider-customer
and peer-to-peer. In the former, a provider AS advertises a route received from a
customer AS to all its other neighbors, while in the latter, a peer only advertises
another peer’s routes to its customers.

When a BGP router receives different route advertisements to the same prefix
from its neighbors, it chooses the “best” path for reaching the prefix and advertises
only the best path to its neighbors based on its export policies. The algorithm for
determining the best path works as follows [RLHO06]. When a router compares two
paths, it lexicographically compares two tuples, each consisting of an ordered list
of attributes of the corresponding paths. The first element in the tuple of path
attributes is local preference (LOC_PREF). An AS would generally prefer an economi-
cally profitable route. Therefore, under common BGP policies, an AS would prefer a
customer route to a peer route and prefer a peer route to a provider route. When the
routes have the same LOC_PREF, BGP breaks ties using the following path attributes,
in the given order: AS path length, origin of prefix, MED, type of BGP session, interior

cost, router Id, and neighbor address.
2.4.3 Why a total order might not exist?

As a BGP path passes along from one AS to another, each AS may rank the paths
differently. An AS may prefer a path with a longer AS path length, while a down-
stream AS may prefer one with a shorter AS path length (all due to differences in
LOC_PREF values at the two ASes). Suppose that A, B, and C' are three anycast

sites, and dst is a client network that receives anycast announcements (Figure [2.17)).
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FIGURE 2.3: This example explains why a client network (dst) may not exhibit a
total preference order among anycast sites A, B, and C. Arrows point from providers
to customers. AS 1 prefers the path originated at site C, as it is a customer router,
while AS 4 prefers the path from A, as it has a shorter AS path.

Each circle represents an AS and an arrowed line points from a provider AS to a
customer AS. To elicit the preferences between the sites A and B, we use A and B to
announce our anycast prefix. The client network dst will choose the path originated
from site A, as both paths from A and B are provider routes, and the path from A
has a shorter AS path. So we observe A >, B, where the operator >, denotes
“preferred by dst.” When we compare the preferences between A and C, dst will
choose C' (i.e., C' >44 A), since AS 1 prefers a customer route to a provider route
and will advertise only the path from C to AS 4. Finally, when we compare B and
C, dst will choose B (i.e., B >4 C), as it has the same LOC_PREF as the path from
C but with a shorter AS path. This scenario leads to cyclic pairwise preferences—no

total order.
2.4.4  Why do we observe total orders in practice?

If a client network might not exhibit a total preference order under the common
BGP model, why do our experiments observe so many instances of a consistent

total order? To answer this question, we focus on the case where anycast sites
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peer only with tier-1 networks and make two assumptions: (a) any network that
has settlement-free peering with a tier-1 network has settlement-free peering with all
tier-1 networks; and (b) valley-free routing [GRO1] holds. Then, if a network receives
one or more announcements for an anycast prefix, then all of them should come from
either peers (if the receiving network is a tier-1 network) or from providers (if the
receiving network is not a tier-1 network). In selecting a path, a non-tier-1 network
will, hence, only choose among paths advertised by providers. The available paths
will, therefore, have the same LOC_PREF under the common BGP policy for any non-
tier-1 network receiving the anycast prefix announcement, and the AS path length
will be the most significant route selection criterion.

Furthermore, except for AS_PATH, the rest of BGP route attributes are all based
on AS-local or router-local identifiers. We can view them collectively as one combined
neighbor_ID. These local identifiers are numerical and therefore have a total order.

Under these conditions, we prove in Appendix 77 that the following theorem holds.

Theorem 1. If in a network a BGP speaker selects its best paths by comparing
(AS_PATH, neighbor_ID), then the paths from a client network to all available
anycast sites form a total order. Pairwise preference comparison experiments are
able to discover this total order, and this total order is predictive of a client network’s

catchment site when any subset of anycast sites are enabled.

This sufficient condition suggests that if an anycast network announces an anycast
prefix from only tier-1 transit providers, then under the common BGP routing policy,
a client network will exhibit a total preference order among the anycast network’s

sites.
2.4.5 Practical BGP Implementation Issues

Below, we discuss two major challenges stemming from BGP implementations and

how we address them.
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2.4.6  Arrival orders of BGP advertisements.

In our experiments, we observe that when we compare the same two sites, client
networks may sometimes prefer different sites. This behavior is inconsistent with
the BGP specification and introduces cyclic preferences in our experiments. Upon
investigating this issue, we found that real-world BGP implementations use another
attribute—the arrival time of a route advertisement—as a tie-breaker after the “inte-
rior cost” attribute. Both Cisco [cis16] and Juniper [jun20] describe this tie-breaking
algorithm in their online documents, albeit the attribute is not part of the BGP spec-
ification [RLHO6]. Our empirical result shows that, after resolving the arrival order
problem, the ratio of clients that have a consistent total order increases significantly.
This result suggests that tie-breaking based on the arrival-order is a widespread im-
plementation, and it is frequently triggered in a router’s route selection process. This
is in contrast to findings from Anwar et al. JANCT15a], where arrival order affected
only 1.6-2.5% of measured paths.

To cope with this implementation issue, we take the arrival orders of route ad-
vertisements into account in our experiment design. In our pairwise experiments,
we explicitly discover the client networks that are affected by the arrival orders of
a route advertisement and incorporate the arrival orders in anycast catchment pre-
diction. Specifically, we space the route advertisements from two different sites by
an interval T such that the first advertisement arrives earlier than the second at
a client network globally. We measure each client network’s catchment twice, with
the route-advertisement order in the second experiment being the reverse of that
in the first. If a network’s preference stays the same across the two experiments,
we conclude that the network has a strict preference order between these two sites;
otherwise, we conclude that it has equivalent preferences.

Later, when predicting the catchments for an anycast configuration, we consider
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how the order of announcements would affect a site’s catchment and use the corre-
sponding pairwise comparison results to predict the catchments. For instance, if we
choose a configuration of three sites A, B, and C, and we announce an anycast prefix
in the order of first A, then B, and last C, we will use a client network’s preference
orders obtained from the measurements when A is announced before B, and B is
announced before C for predicting the catchments.

Our experiments reveal that the order of BGP announcements primarily affects
a network’s preference at the AS-level. It does not have any effect on a network’s
preference orders when the prefix announcements are from different sites within the

same AS.
2.4.7  Multi-path routing.

Some routers may split traffic to the same destination prefix among multiple paths.
A network’s traffic may, as a consequence, reach different anycast sites, leading to
inconsistent total orders. This practice of multi-path routing complicates the catch-
ment prediction and could explain why the inconsistent total orders exhibited by
some networks.

Most networks exhibit, however, consistent total orders after we take into account
the arrival orders of route advertisements. We ignore the networks that continue to
exhibit inconsistent total orders (i.e., even after taking route-announcement orders
into account) from catchment prediction and optimization, but still include them

when identifying catchments and measuring client RTTs under a given configuration.
2.4.8 Two-level Preference Discovery

A real-world anycast network, such as Akamai DNS [SBK™20a], may have a few
hundred sites. It is impractical to run pairwise measurements for a network of this

size. To reduce the number of preference measurements, we exploit the two-level
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structure—inter-AS and intra-AS—of routing in the Internet.

When one or more sites that connect to the same AS advertise an anycast prefix,
the site-level differences disappear (i.e., cannot be observed) once a neighboring
AS re-advertises the prefix to its neighbors. Suppose that a client network is not
directly connected to an anycast site. Then, if we discover the client network’s total
preference order among the ASes that interconnect it to the anycast network, we can
predict which ingress AS the network will use. Within that AS, the interior routing
metrics determine which site the network will use. This routing structure allows
us to separate the discovery of a client network’s preference order at the AS-level
from that at the site-level. More concretely, our two-level approach first predicts
the AS-level (or provider-level) preferences of a client network, and then proceeds

to discover the client network’s site-level preferences, across available sites within an

AS.
2.4.9 Provider-level preference discovery.

To elicit a client network’s pairwise preferences at the AS (or provider) level, we
choose two transit providers and use one representative site from each provider for
announcing the anycast prefix, as described in §2.3; we repeat the exercise across
all pairs of transit providers. Recall that I denotes the set of transit providers
of an anycast network. We need O(|I|?) pairwise experiments to discover a client
network’s total order. The experiments in our testbed show that when we vary the

representative site or the number of representative sites for each transit provider,

94.2% of the client networks on average do not change their pairwise preferences.
2.4.10 Site-level preference discovery.
To discover a client network’s site-level preferences among anycast sites within each

transit provider, we proceed as follows. We choose two sites for each transit provider,
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announce the anycast prefix and measure the client network’s preference order; as
before, we repeat this experiment with other site pairs. We found that the announce-
ment order has no impact on the client network’s site-level preferences.

Site-level preference discovery might still be prohibitively costly for a large any-
cast network. We could, however, use the following heuristic to eliminate this step.
Once a client network’s traffic enters an AS that hosts multiple anycast sites, that
AS’s interior routing protocol determines the network’s catchment site, typically
based on shortest path routing metrics. We can, therefore, approximate a client
network’s site-level preference order in a given AS using the shortest path distances
from the client network’s ingress point to the anycast sites inside the AS. Per our
experiments in some tier-1 networks, the shortest-path distance is closely correlated
with a client network’s RTT to an anycast site. We use, therefore, the RTT from a
client network to an anycast site to predict the site-level preference: the shorter the
RTT, the more preferable the site.

Once both the provider-level and site-level preference-discovery steps are com-
pleted, a network operator can determine a network’s preference order among its
transit providers as well as across the sites within each transit provider. Armed with
the preference orders and the RTT measurements, they can predict the catchments of
a given anycast configuration for a specific announcement order, thereby predicting
the latency and load distribution. They can furthermore simulate the performance
of various anycast configurations and deploy the ones that best fit their performance

requirements.
2.4.11 Incorporating Peers

With the steps above, AnyOptcan generate an optimal transit-only anycast config-
uration. However, an anycast network may include peering connections. As peering

connections can be settlement-free and deliver traffic to client networks via shorter
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AS paths, incorporating them in an anycast configuration may improve performance
and reduce transit cost. However, it is not straightforward how to incorporate peers
in an anycast configuration, as previous work [GNKT21, [CCGF14a] suggests that
peer connections can worsen the performance of a transit-only anycast configura-
tion.

While it is our future work to study how to incorporate peering connections in an
anycast configuration in more depth, we develop a heuristic technique to conserva-
tively include only the beneficial peers in an anycast configuration. We refer to this
heuristic as the “one-pass” method. Again, it is based on measurements and offline
optimization.

In the one-pass method, we first measure whether enabling a peer will reduce
the average latency of the baseline configuration where only transit providers are
enabled. If so, we consider the peer as a beneficial peer. From the optimal transit-
only configuration found by AnyOpt, we enable one peer at a time, measure the
peer’s catchment after the peer is enabled, and measure how the average latency has
changed. If the average latency is reduced, we mark this peer as a beneficial peer.
We then disable this peer, measure another peer, and so on until we measure all
peering connections of an anycast network. If an anycast network has a total of M
peers, this step requires M BGP measurements.

After we identify the beneficial peers, we use a greedy offline algorithm to choose
the set of peers to add to the transit-only configuration. We rank the beneficial
peers by the size of their catchments measured during the one-pass experiments. We
start with including the beneficial peer with the largest catchment, and then examine
the beneficial peer with the second largest catchment, and so on. For each peer we
consider, we estimate whether including this peer will reduce the average latency. If
it will reduce the average latency, we include it in the configuration. Otherwise, we

skip it. We note that the one-pass experiments we conduct only include one peer

26



at a time. Thus we cannot predict the catchment of a peer and hence, the average
latency, accurately when multiple peers are enabled simultaneously. To overcome
this challenge, we conservatively assume that when we add a peer with a smaller
catchment size, all client networks in the peer’s catchment discovered in the one-
pass experiments will switch to that peer. Only if the average latency is reduced in
this case, we will include the peer. Otherwise, we will skip the peer.
Experimentally, we find that the one-pass method can further reduce the average
latency of a transit-only configuration, but not by much. It is around 5ms for our
testbed. It is our future study to investigate why the reduction is this small. One
plausible explanation is that the beneficial peers in total only attract a small fraction
of the overall traffic in our testbed, as we show in §[2.5.7] This result may not hold for
other anycast networks where peering connections attract larger amounts of traffic,
but Schlinker et al. also observed that peer routes and provider routes had similar

performance in terms of latency for the Facebook network [SCCT19].
2.4.12  Putting it Together

Finally, we summarize the steps it takes to predict an anycast network’s catchments

and to optimize its performance.

(1) For each site, we announce a test anycast prefix to a transit provider the site

connects to. We use this experiment to measure the RTT from a client network

to this site (refer §2.3)).

(2) We run pairwise preference measurements among all transit providers of the
anycast network. We consider the impact of the arrival orders of BGP adver-
tisements by announcing each pair twice with a reversed order in the second
measurement to get enough information for simulating all possible announce-

ment orders. We choose one representative site from each transit provider to
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perform these experiments.

For each transit provider, we use pairwise experiments to discover a client net-
work’s preferences among the sites within this transit provider. For a large
anycast network with many sites where this approach is infeasible, we approx-
imate a client network’s preferences by its RT'Ts to the sites within the transit

provider.

Using the above experiments, we compute offline the total preference order of
each client network for the announcement order that maximizes the number
client networks with a consistent total order. We exclude a client network in
this computation if its pairwise preferences do not exhibit a total order. We use
the total order to predict the catchment site of a client network given a site-level
anycast configuration. We can enumerate through as many configurations as
required offline and choose the best ones to deploy. After the deployment, we

can include the beneficial peering links discovered using the one-pass method

described in §2.4.11}

2.4.13  Analysis.

We now estimate the number of BGP measurements needed as well as the time it

takes to finish them for optimizing the Akamai DNS anycast network |SBK™20a]

with a transit-only configuration. Akamai DNS has a few hundred sites. We use

500 sites and 20 transit providers to approximate the Akamai DNS network. For a

network of this size, site-level pair-wise experiments are infeasible. We instead use

a client network’s RTTs to the anycast sites to approximate their intra-AS site-level

preferences. In total, we require 500 singleton experiments for measuring a client

network’s RTT to each site and 380 pair-wise measurements for discovering the net-

work’s pair-wise preferences between any two transit providers. We can, however,
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run the BGP measurements in parallel with different anycast prefixes. Suppose that
we use four test anycast prefixes (the number of prefixes we use in our testbed), and
we separate each BGP experiment by two hours. Then the 500 singleton measure-
ments will take 500 % 2/4 = 250 hours or about 10 days to finish. The 380 pair-wise
experiments will take 380 x 2/4 = 190 hours or around eight days to finish. So for
an anycast network of size as large as the Akamai DNS system, a network operator
can perform these measurements once a month and use the results to adjust their
network configurations. If the topological features of the Internet such as a client
network’s average RTT to a site remains stable over the course of a month, then

AnyOptis suitable for such large networks.
2.5 Performance Evaluation

In this section, we use real-world experiments on the anycast testbed described

in §2.3.1] to evaluate AnyOpt. In particular, we answer the following questions:

(1) How does the order in which we announce an anycast prefix from different

sites affects the catchment of each site?

(2) How effective are the pairwise preference elicitation experiments in discovering
the total ordering of AS-level and site-level preferences of client networks in a

provider-only anycast configuration?

(3) How accurately can we predict the catchments in a provider-only anycast

configuration?

(4) Can AnyOpt’s catchment prediction help in optimizing anycast deployment

for performance (e.g., in terms of latency reduction)?
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FIGURE 2.4: A significant fraction of ping targets switch their preferences based on
the order in which they receive the anycast prefix announcements.

2.5.1 Pairwise Preference Discovery

In this section, we answer the first two questions regarding the impact of BGP
announcement order and our ability to observe a total preference order. We begin
with experiments to assess inter-AS preferences and then repeat the same for intra-

AS preferences.
2.5.2  Inter-AS experiments & impact of announcement order.

AnyOptuses pairwise experiments to discover a client network’s preference order
between two anycast sites. If a network has a total ordering among all sites, Any-
Optuses it to predict its catchment for a given anycast configuration. We take the
two-level approach described in to discover a network’s preference orders for
anycast sites on our testbed. For the AS-level preference discovery, we pick two tran-
sit providers and run two pairwise comparison experiments. In each experiment, we
announce an anycast prefix to a representative site from each provider AS respec-

tively. After BGP stabilizes, we measure each site’s catchment and the RTT from
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FIGURE 2.5: Announcing an anycast prefix simultaneously (in red) from two transit
provider ASes lead to more clients without a total preference ordering compared to
separating the announcements from the two ASes by six minutes (in blue).

a target network to each catchment site as described in §2.3] We separate the two
announcements by six minutes in each experiment, and in the second experiment,
we reverse the order of the announcements in the first experiment. As we describe
in §2.4.5] BGP implementations break ties using the arrival order of route advertise-
ments. Therefore, a network’s preference may differ across the two experiments.

Naturally, we first investigate how catchments change when we switch the prefix
announcement order between two transit providers. Figure shows that around
6% to 14% of ping targets change their catchment sites, suggesting that the arrival
order of the BGP announcements breaks the tie between two equally preferred paths.
Note that the change of a client network’s preference is not due to transient path
changes, as 1) we wait long enough for BGP to converge to measure the catchments,
and 2) we separate the first and second experiments by two hours and withdraw
the prefix announced in the first experiment before we announce it in the second
experiment.

Next, we check whether a client network’s pairwise preferences can form a total
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FIGURE 2.6: Fraction of ping targets with a total ordering remains steady at 85%
as the number of sites increases and the announcement order is controlled, but falls
drastically otherwise.

order among the set of transit providers. As a comparison, we also run pairwise
experiments without considering the order of BGP announcements. That is, we
announce an anycast prefix simultaneously from a representative site in each of the
two providers. Our testbed has a total of six transit providers. We use it to emulate
an anycast network with three to six providers respectively. For each emulation, we
choose a random X € [3,6] number of transit providers and run pairwise preference
discovery experiments among those providers.

Figure |2.5| shows that as the number of providers increases the fraction of net-
works that do not have a total order increases. The error bars in Figure [2.5[show the
variance among different measurements. Incorporating the order of BGP announce-
ments reduces the fraction of networks without a total ordering by half. When there
are six transit providers, if we do not consider the announcement order, 21.7% of
networks do not have a total preference order among the providers. In contrast, if

we consider the announcement order, this number decreases to 10.8%.
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2.5.8 Intra-AS experiments.

After AS-level preference discovery, we determine each network’s preference orders
among the anycast sites within the same transit provider AS. To do so, we choose
a transit provider and announce an anycast prefix from any two sites within the
transit provider. The site-level catchment is determined by an AS’s interior routing
mechanism. Therefore, the BGP announcement order should not affect site-level
catchment. For a transit provider with N sites, we run N * (N — 1)/2 pairwise site-
level experiments for discovering a network’s preference order. For our testbed, each
provider has two to four sites. So it takes one to six pairwise experiments to discover
a network’s preferences per provider.

After the two-level preference measurements, we calculate a network’s total pref-
erence order among all sites by first ranking the transit providers based on the
network’s preference for a specific announcement order and then ranking the sites
within each provider. We then calculate the fraction of networks that have a total
order. Similarly, as a comparison, we also run pairwise site-level preference discovery
experiments without considering the BGP announcement order. To do so, we pick
two random sites and announce an anycast prefix from these two sites simultaneously.
We measure a network’s pairwise preferences and compute its total preference order.
We vary the number of sites in the experiments to emulate an anycast network of
varying sizes.

We start with an anycast network with one site in each transit provider connected
to our testbed. When we add more sites, the fraction of networks that have a total
preference order sharply decreases (as shown in Figure if we do not consider the
impact of BGP announcement orders on route selection. When the number of sites
reaches 15, only 15.5% of networks have a total preference order. In contrast, when

we consider BGP announcement orders and use the two-level pairwise preference
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FIGURE 2.7: Catchment prediction accuracy

discovery mechanism, 88.9% of networks still exhibit a total preference order, which

enables AnyOptto accurately predict the catchments of an anycast configuration.
2.5.4 Catchment Prediction

Next, we evaluate whether AnyOptcan accurately predict catchments and the overall
latency of an anycast configuration, which answers question (3). We first choose a
random subset R from all sites in our anycast testbed. We then use each client
network’s total preference order (among this subset) under a BGP announcement
order for predicting the client network’s most preferred site among R and its RTT
to its catchment site. We do not predict catchments for client networks that do not
exhibit a total order. We then deploy the configuration R under the same BGP
announcement order and measure the resulting catchment of each site in R and each
target’s RT'T to its catchment site. We compare the predicted catchments and RTTs
with the measured ones to gauge the accuracy of AnyOpt’s predictions. We then
vary the subset R and repeat the above steps.

Figure summarizes the results. In Figure we show the results from three
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FIGURE 2.8: Absolute RTT estimation error

experiments. In the first two experiments, we choose four and six transit providers
in our anycast testbed and enable a representative site in each provider. In the
third experiment, we enable all 15 sites. We measure the fraction of client networks
for which we correctly /incorrectly predict their catchment sites and the fraction of
networks that do not have a total order. The figure shows that when the number of
sites increases, the number of networks that have a total preference order decreases.
However, within those networks that have a total order, we can correctly predict the
catchment sites more than 93% of the time. There are several reasons that might
lead to no total orders, such as multipath routing, uncommon BGP policies, and
routing configurations that violate the sufficient conditions for a total order (§2.4.1]).

We plot the CDF of the absolute values of the differences between the predicted
average RTT (of all targets) of an anycast configuration and the measured average
RTT of the same anycast configuration in Figure 2.8, We compute the CDF from 38
random anycast configurations with the number of sites ranging from 1 to 14. Per
this figure, the predicted average RTT is within 6 ms of the measured RT'T for more

than 80% of anycast configurations.
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FIGURE 2.9: Relative RTT estimation error

Figure 2.9 shows the relative errors of the predicted average RT'T when compared
with the measured average RTT for each anycast configuration we choose. For all

configurations we tested, the mean predicted average RT'T error is less than 4.6%.
2.5.5 Takeaways.

These results are encouraging. They suggest that once we obtain a client network’s
total preference order and the RTTs from each site to each target, we can accurately
predict the catchments and the overall RTT of an anycast configuration for our
testbed.

Inferring the linear ordering of network preferences of clients is crucial for predict-
ing the catchment. Regardless of which subset of networks we choose for announcing
the anycast prefix, we demonstrate that we can predict the catchment of clients
with high accuracy. We exclude clients with inconsistent linear ordering of network
preferences, unless otherwise mentioned, for this evaluation.

We varied the number of sites as well as the tier-1 transit providers for announcing

the prefix, and checked for each scenario how accurately we can predict the catch-
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ment for all clients. In Fig. we show the fraction of correct predictions in each
of the different scenarios; we also show, for completeness, the fraction of clients with
inconsistent linear ordering of network preferences. For each testing scenario, we also
indicate how we inferred the linear ordering of clients’ network preferences: “N” and
“A” indicate that we used PPE tests without and with activation sequences, respec-
tively. “N” and “A” indicate that we used PPE tests without and with activation
sequences, respectively.

When we rely on the “simple” PPE test (i.e., with no activation sequences), the
fraction of clients with inconsistent linear ordering of network preferences increases
drastically with increasing number of sites (Fig. . When doubling the number of
sites from 8 to 16, for instance, the fraction of clients with inconsistent linear ordering
of network preferences nearly triples from 30% to approximately 90%. When using
the PPE test with activation sequences, the fraction of such clients is relatively
small—mnearly 20%. Among the clients with a consistent linear ordering of network
preferences, however, our prediction accuracy is quite high (Fig. . In terms of
the available clients on which we could test the accuracy, in the worst case our
accuracy drops to 89% for the scenario “4;N” scenario. When using the PPE test
with activation sequences, the inferred linear order of network preferences helps us
achieve at least 95% accuracy. Shall inter AS level preference order also work for
different anycast sites in that AS? We also conduct a pair evaluate experiment to
verify this, we picked different anycast sites but belong to the same two ASes to
announce our prefix in the same activation sequences, the inter AS preference of all

clients agree with each other for 94.5% on average.
2.5.6  Performance Optimization

In this section, we answer question (4). In addition to predicting the catchments

of an anycast configuration, AnyOptassists in finding a configuration (i.e., the set
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of sites enabled to announce an anycast prefix) that results in the lowest average
RTTs between the anycast sites and the targets. To estimate the extent of potential
RTT reductions, we conduct the following experiments. We use offline computations
to iterate over as many anycast configurations for our testbed as we could possibly
compute within a time bound, which we currently set to six hours. For each con-
figuration, we choose a prefix announcement order that yields the largest fraction
of client networks with a total preference order. The computation returns a 12-site
configuration out of 15-site testbed. We deploy this AnyOpt-optimized configura-
tion and measure the catchments of each site and the average client latency. We
then compare the average RTT of the AnyOptconfiguration with two other types of

configurations and the default configuration of enabling all 15 sites.

L
o - . .
04 frs  12-Greedy - -
0.2 /s"f ___________________ A — - 4-Random —-=
: : 4-Greedy -----
O [l | [l | [l | [l I [l I ']

0 50 100 150 200 250
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FIGURE 2.10: AnyOpt-optimized configuration substantially outperforms other ap-
proaches in terms of RTT.

N-Greedy. In these configurations, we enable N sites using a greedy algorithm. We
enable the sites in a configuration according to their average unicast RTTs to all

client networks. Recall that we measured those RTTs by announcing an anycast
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FI1GURE 2.11: CDF of a peer AS’s catchment when adding a peering link to AnyOpt’s
transit-only configuration.

prefix from only one site. We choose the top N sites with the lowest average RTTs
to the measurement targets, deploy the configuration, and measure its catchments
and RTTs. The 12-Greedy configuration has the same number of sites as in the

AnyOpt-optimized configuration.

4-Random. To simplify management, network operators may choose to use only a
small number of providers and sites. For this scenario, we assume a network chooses
two providers and two sites in each provider. We randomly generate three such
configurations, deploy them, and measure their catchments and RTTs.

We show CDF of the resulting RTTs to each target network under each scenario
in Figure [2.10] The 4-Random line is the result from the best random four-site con-
figurations we generate. The median RTT for the AnyOpt-optimized configuration
(the “AnyOpt” line) is 43ms, while that of the greedy configuration of the same
number of sites (the “12-Greedy” line) is 76 ms. Put another way, AnyOptimproves
the median RTT by 43.4% for the same number of sites. Compared with other con-
figurations, AnyOptimproves the median RTT by 27-59.8%. Although not shown in
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FIGURE 2.12: Mean RTT changes when adding a peering link to AnyOpt’s transit-
only configuration.

the figure, the AnyOptconfiguration also has a 33 ms lower average RTT compared
to the greedy configuration with the same number of sites. It has 14 — 35 ms lower
average RT'T than the other configurations.

Consistent with observations from prior work, we find that the configuration with
all 15 sites enabled (the “15-all” line in Figure exhibits worse performance than
a smaller AnyOpt configuration with 12 sites. However, the 12-site AnyOptconfig-
uration substantially outperforms the other configurations with fewer or the same
number of sites. This result shows that more sites can lead to substantially better

performance when using the right measurements and optimization approach.
2.5.7 Incorporating Peering Links

Next, we show how incorporating peering links to the transit-only AnyOptconfig-
uration can impact the average client latency. The AnyOpttestbed includes 104
non-transit peering links. Among them, only 72 peering links can reach some of our
ping targets, which could be due to routing configurations, e.g., a peer may filter our

testbed traffic, or a peer’s catchment is too small to include any ping target.
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FiGURE 2.13: CDF of client RT'Ts after incorporating peering links.

To estimate a peer’s impact on the average client latency, we enable each peer sep-
arately on the AnyOpt-optimized transit-only configuration (as described in §2.4.11)).
We then measure the peer’s catchment size under this configuration and how the av-
erage client RTT has changed. If enabling the peer reduces the average RTT, we
deem it a beneficial peer. Figure [2.11] shows the CDF of a peer’s catchment size
distribution, and Figure shows how enabling a peer changes the RTT averaged
over all ping targets. We rank the peers by the value of average RTT changes they
introduce. As can be seen, more than 80% of the peer links on our testbed have a
catchment size consisting of fewer than 2.5% ping targets. Only a few peers have
noticeable impact on the average RTTs.

We then use the one-pass heuristic to enable the beneficial peers that are likely to
reduce the average RT'T of the AnyOpt-optimized configuration. We refer to this con-
figuration as AnyOpt+BenefitPeers. We measure the RTT distribution of each ping
target under this configuration, and compare it with the configuration of enabling
all peers (AnyOpt+AllPeers) and AnyOpt. Per Figure AnyOpt+AllPeers and

AnyOpt+BenefitPeers have similar performance. Both perform slightly better than
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AnyOpt, but not significantly. Specifically, AnyOpt+BenefitPeers reduces AnyOpt’s
average RTT from 68 ms to 63 ms, while AnyOpt+AllPeers reduces it to 61 ms. We
note that in our testbed, enabling all peers leads to a configuration with a slightly
lower mean RTT than the configuration identified by the one-pass heuristic. This
result may not be generally applicable to other anycast networks, and a conservative
approach such as the one-pass heuristic, which includes beneficial peers one-by-one,
will be useful in situations where enabling all peers worsens the performance of a

transit-only configuration.
2.6 Limitations and Future Work

This work has a few key limitations and leaves open a number of interesting directions

for future work. We discuss them below.

Testbed We obtain all experimental results on the anycast testbed we use. Although
from our theoretical analysis, we expect that other networks would obtain similar
results, this hypothesis is yet to be validated by real-world experiments on other

anycast networks.

Large anycast networks. Although we outlined a heuristic approach in §2.4.8| that
uses a client network’s RT'T's to anycast sites of a large anycast network to discover
the network’s intra-AS site preferences, we have not yet to test the effectiveness of

this approach on other anycast networks.

Settlement-free peers. We have performed experiments to fine-tune a baseline any-
cast configuration consisting of only advertisements to tier-1 transit providers. We
also used a one-pass method to evaluate the peering links we had in our infrastruc-

ture. Our evaluation showed that the RTT reduction brought by these peerings is
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small. While interesting, our findings might be impacted by limited connectivity in
our testbed (15 sites and 104 peering links). An open question is how much perfor-
mance might change if we advertised to settlement-free peers for other larger anycast

networks.

Stability analysis. Deploying AnyOptas a production system would require a longi-
tudinal study to determine how often client total orders change, and by how much.
This information would then govern the frequency of the pairwise experiments that
would be necessary to keep the total orders up to date. We have only conducted a
few experiments in January 2021 to gauge whether the performance of an anycast
configuration remains stable. That is, if we deploy the optimal configuration given
by AnyOpt, will it remain optimal? We deployed a configuration and measured it
weekly in the first three weeks of January 2021. The results are promising, more
than 90% of the catchments remain unchanged and the average RT'T is also very
stable in the three-week duration. It is our future work to study the stability of an

optimal configuration in detail.

Other control knobs. A network operator can modify the BGP attributes of an any-
cast prefix advertisement (e.g., prepend its own AS numbers) to influence catchments.
She can also use the BGP poisoning technique [KBSCT12] to avoid a specific AS hop
along the path. It is in our future work to explore how to use these “knobs” for

catchment prediction and performance optimization.

Reducing the number of experiments. When the number of transit networks that an
anycast network connects to grows larger (e.g., 20 or more), performing a quadratic
number of experiments becomes burdensome. It is natural to ask whether the total

orders could be learned, or learned approximately, using fewer experiments. One
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possible future direction to reducing the number of experiments would be to rely
on publicly available BGP routing tables to infer as much about catchments as
possible, and then to supplement the information gleaned from these tables with

active measurements.
2.7 Related Work

Measuring IP anycast performance. 1P anycast has long been used by Internet services
to provide automatic load balancing and latency reduction among service replicas.
Previous work focuses on measuring the performance of deployed IP anycast systems,
including DNS root servers [LLCT13a, [LHF™07a, MSH™ 164l [LJD™13al, IGCFT16,
KLA"21, [ BFROGD, KLAT21,[dOSHK17b] and CDNs [CEFKB™15a, dVARD20, KLA™21].
Most of the studies on root DNS anycast systems show that global IP anycast often
fails to route clients to the replicas that provide the lowest latency or to evenly dis-
tribute the workload among the replicas. As an example, Li et al. [LLSB18a] showed
that for the D-root name server, only one third of its clients’ queries were routed to
their geographically closest anycast sites. Differently, Calder et al. [CFKB™15a] and
Koch et al. [KLAT21] show that for Microsoft CDN, only 35% of users experience

anycast latency inflation.

Ezxplaining and improving poor performance. Sarat et al. [SPT05] proposed to limit
the radius of an anycast prefix announcement to prevent a client from reaching a
topologically distant site. However, as a global ISP often has a network spanning a
large geographic area, limiting the radius of a BGP announcement cannot prevent
a client from reaching a distant site. Ballani et al. [BFR06b] hypothesized that the
sub-optimal performance of IP anycast is due to BGP’s routing behavior. BGP is
performance oblivious, and ASes configure their BGP routers to find the “cheapest”

rather than the best performing routes. They proposed to host all anycast sites
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through one tier-1 provider. Li et al. [LLSB18a] proposed to embed the origin router’s
geographic location in a BGP announcement to make BGP latency aware. Alzoubi et
al. JALRT11] proposed to use a central route controller and MPLS tunnels to direct
anycast traffic to specific anycast sites within one ISP, but it is difficult to generalize
this approach to large anycast networks that span multiple ISPs, as across-domain
MPLS engineering is not well supported by ISPs. Fastroute [FMM™15a] describes an
anycast architecture that combines DNS redirection and anycast routing to manage
the workload of a large CDN.

Different from this body of work, AnyOptaims to predict anycast catchment
and enable a service provider to choose an optimal anycast configuration. It can
reduce the overall client latency without modifying BGP announcements to embed
geographic information. Although we do not explicitly address load-balancing in this
work, as we explain in and Appendix 7?7, a network operator can add a load
constraint to the optimization problem or predict how load will change by accurately

predicting anycast catchment.

Measuring and inferring anycast catchment. Cloudflare’s Verfploeter [dVAOSH™17a,
dVARD20|] measures the catchment of an anycast site without using a large number
of active probes. Verfploeter sends out ICMP requests to hosts with the source ad-
dresses of the requests set to an anycast address. A host’s ICMP reply will reach
its corresponding catchment site. Vries [{VAOSH™17a] et al. have shown that Verf-
ploeter can accurately map out the catchment of an anycast site, overcoming the
limitation of previous work that uses RIPE Atlas [Stalba] to measure anycast catch-
ment. Another body of work [dOSHKI17b, [LLSB18al WHIT7a] uses RIPE Atlas to
send active probes to an anycast address, but RIPE Atlas has a skewed geographic
distribution. AnyOptborrows Verfploeter’s architecture to map an anycast site’s

catchment, but enhances the architecture to measure a client’s RT'T to an anycast
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site (§2.3).

Sermpezis and Kotronis [SK19] proposed to use the inferred AS-level Internet
topology for predicting anycast catchment. Their approach cannot, however, accu-
rately predict how ASes break ties among equally preferred routes. In addition, any
incorrect inference in the AS topology will exacerbate the inaccuracy of its predic-
tion. As shown in their simulations, when the number of anycast sites increases from
two to four sites, the number of nodes with certain inference decreases from 15000
to 6000 and will keep decreasing as the number of anycast sites increases.

In contrast, AnyOpttakes a measure-model-and-optimize approach. It uses care-
fully designed BGP experiments to discover how ASes choose paths and combine
the experimental results with offline computation for anycast performance predic-
tion and optimization. In the future, we plan to investigate whether we can combine
AnyOptwith an inference-based method to further reduce the number of BGP ex-

periments required for making accurate predictions.
2.8 Conclusion

In this paper, we introduced AnyOptand showed how it can be used to minimize
the latency and balance the load of an anycast network. The key idea is that, in
certain circumstances, the site preferences of each client network exhibit a total order
and we can discover the total orders of all client networks using pairwise preference-
elicitation experiments that announce an anycast prefix from any two available sites.
We prove the sufficient conditions under which a client network exhibits a total order
and use a two-level approach consisting of inter-AS experiments followed by intra-AS
experiments to reduce the total number of experiments. With the total order in hand
for each client network, we can predict the catchment of each anycast site for any
particular subset of sites that might advertise. Then by formalizing the problem as

an instance of the SPLPO problem, we can find a set of anycast sites that minimize
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latency while balancing load (i.e., satisfying capacity constraints). Our evaluation
using a testbed that has 15 global sites demonstrates the feasibility of our system.
AnyOptcan predict catchment areas with small errors using only a quadratic num-
ber of experiments, and solving the resulting optimization problem yields tangible
reductions in latency. To the best of our knowledge, AnyOptis the first work that

systematically tackles the anycast performance prediction and optimization problem.
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2.10 Appendix

In this simplified network model, one can prove the following lemma:

Lemma 1. Any node n in this network has a total preference order over the set of

anycast nodes A.

This lemma holds because we can rank n’s shortest path distances to the nodes
in A numerically, and the preference order is the same as the shortest path ranking

order.
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(C)
(1.A)

FIGURE 2.14: The Case that do not Preserve Linear Preference

Furthermore, we show that under this model, if we know the total perference

order of a node, we can predict a node’s catchment:

Lemma 2. If we enable any subset of nodes (S) in A to announce an anycast prefiz,

then a node n will be “caught” by its most preferred node in the subset (S).

This lemma holds because all nodes use shortest path routing. Node n, by def-
inition, has the shortest path reaching its most preferred node in S. Therefore, n’s
traffic will be “caught” by its most preferred node in S.

Next, we show that given a set of clients C', we are able to choose a subset of

nodes in A to optimize for latency and load balancing.
2.10.1 No Consistent Linear Order

As shown in figure the anycast sites are A, B, and C. D and E are the down-
stream networks of the anycast sites, the list beside each network is the preference
order as described in Gao&Rexford assumption.

The full combinations and path selected are shown in the table

The pair-wise comparison in this case result in a loop.
2.10.2 Can Preserve a Linear Order, but Not Predictive from the Linear Order

Here, we present a counter example that comply the Gao&Rexford assumption, but

the preference order can not be inferred by the pair-wise comparisons.
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Table 2.2: Path and Anycast Site Finally Chosen in the Counter Case |
Configuration ‘ Path Selected ‘ Site Selected

(2,C)
F1GURE 2.15: The Counter Example |

As shown in figure the anycast sites are A, B, and C. D and E are the down-
stream networks of the anycast sites, the list beside each network is the preference
order as described in Gao&Rexford assumption.

The full combinations and path selected are shown in the table

From the pair-wise comparison result, we can get A > B > (. However, when

Table 2.3: Path and Anycast Site Finally Chosen in the Counter Case II
Configuration ‘ Path Selected ‘ Site Selected

(1,A)
(1,B)
(2,C)
(2,A)
(1,A)
(1,B)
(1,B)

T e e QT
osilov i gie- @ Jlvelie s

Q

maaw

49



FI1GURE 2.16: The Counter Example II

Table 2.4: Path and Anycast Site Finally Chosen in the Counter Case 111
Configuration ‘ Path Selected ‘ Site Selected

A (6,2,A) A
B (5,3,B) B
C (5,1,C) C
A B (6,2,A) A
A, C (6,2,A) A
B, C (5,3,B) B
A, B, C (5,3,B) B

we turn on all three anycast sites, site B is chosen based on the preference order of
each network.

And we also observe that, the winning path in the pair-wise comparison between
A and B is different from the unicast path of site A alone.

The full combinations and path selected are shown in the table:

The full combinations and path selected are shown in the table:
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4,1,2,3,C)
F1GURE 2.17: The Counter Example II1

Table 2.5: Path and Anycast Site Finally Chosen in the Counter Case IV
Configuration ‘ Path Selected ‘ Site Selected

A (5,1,A) A
B (4,5,6,B) B
C (4,12,3C) | C
A, B (4,1,A) A
A, C (4123C) | A
B, C (4,5,6,B) B
A, B, C (4,5,6,B) B
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3

Passive Performance Optimization

3.1 Introduction

IP anycast [PMMO93] refers to the routing practice where a network announces the
same [P prefix from multiple geographically-distributed locations. It is widely used
by distributed systems such as root Domain Name Service (DNS) servers and Content
Distribution Networks (CDNs) to reduce client latency and balance load. Unlike
conventional DNS-based redirection services [CST15a], IP anycast can direct client
traffic to nearby CDN sites without a separate load-balancing system [CEKB™15b].
Partly due to its simplicity, several large CDNs, including Cloudflare [Clo22], Google
Cloud CDN [Clo], and Microsoft Azure [Mic], have all adopted IP anycast.

The simplicity of IP anycast comes with a downside: it gives a CDN operator
little control over which sites its clients’ traffic reaches. The Border Gateway Protocol
(BGP) [RL94a] routes a client’s traffic to a CDN site based on its policies and network
topology dynamics. Since BGP is a policy-routing protocol, its best-path selection
algorithm does not consider any performance metrics directly tied to path latency.

As a result, previous studies show that BGP often routes a client to an anycast
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site that is geographically distant from the closest anycast site [BF05al [BFR06a,
SPT06, [CRUR) ILHET07b, Kui, LLSB18b, [DVvRDDBP19|, resulting in prolonged
client latency. We refer to this pathology as catchment inefficiency. Interactive
applications such as gaming and web browsing demand low latency [Akal, IMCZ™20].
In a competitive market, providing low-latency access to clients worldwide is crucial
for CDN providers to gain competitive advantages.

Recently, several private and public CDNs adopted regional IP anycast as a
promising approach to address some of the limitations of IP anycast [Mah15,/ICSG™ 18|
HZWSI1§|. A CDN that employs regional IP anycast partitions its sites into different
regions and announces a distinct I[P anycast prefix from the sites in each region.
When a client makes a DNS query to one of the CDN’s customers, the CDN’s DNS
returns a regional IP anycast address based on the client’s location. For clarity, we
hereafter refer to the anycast configuration where a network announces the same IP
prefix from multiple sites without regional partitions as global IP anycast.

Regional IP anycast retains the simplicity of IP anycast. Yet it gives a CDN
operator some degree of control over which sites a client’s traffic reaches. However,
regional IP anycast has not been thoroughly studied. Questions such as how a re-
gional IP anycast CDN s deployed and whether regional IP anycast can effectively
address the catchment inefficiency problem of global IP anycast are unanswered. Un-
derstanding these questions can deepen our understanding of how to deploy a per-
formant large-scale IP anycast system.

This work aims to answer the above questions. We first conduct an in-depth study
on the deployment strategies and the performance of two global-scale regional anycast
CDNs: Edgio (formerly Edgecast and acquired by Limelight in 2022) and Imperva
(formerly Incapsula and now part of Imperva). According to a prior study [HZWSIS]
and our recent survey (§ , these two CDNs are among the top-15 largest CDNss

that currently deploy regional IP anycast. Furthermore, we discover that Imperva’s
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own authoritative DNS server system uses global IP anycast and its sites and network
configurations overlap significantly with its CDN. Therefore, we choose Imperva’s
authoritative DNS server system as its global anycast counterpart and compare their
performance differences. We use RIPE Atlas [Stal5b], a globally distributed set of
probes, to send DNS queries to the domains hosted by Edgio and Imperva. We
then send traceroute queries from RIPE Atlas probes to the IP addresses the probes
receive and infer the geographic locations of the CDN sites the probes’ traffic reaches,
which we refer to as the catchment sites. From these steps, we are able to infer the
regional site partition and the DNS mapping strategies of the two CDNs (§ 3.4.4)).
Similarly, we can map the sites of Imperva’s authoritative server system.

We find that Edgio and Imperva use different regional partition strategies (§ .
Edgio divides its customers’ clients into three or four regions, while Imperva divides
its customers’ clients into six regions. The region boundaries in both CDNs largely
follow country or continent borders. Most clients receive IP prefixes originating from
the CDN sites in the same geographical areas from DNS, but sometimes DNS returns
a remote regional IP address to a client. We reached out to both Edgio and Imperva
to discuss our findings and one responded and confirmed parts of our findings.

The performance study of regional IP anycast reveals both the advantages and
limitations of regional IP anycast (§ . We find that regional IP anycast can ef-
fectively limit the worst-case catchment inefficiencies experienced by global IP any-
cast by directing clients to regional IPs. For instance, regional anycast reduces the
90th percentile client latency for Imperva in North America from ms110 to ms38.
However, compared to global IP anycast, regional IP anycast suffers DNS mapping
sub-optimality. DNS may map a client to a sub-optimal regional IP that does not
include a client’s low-latency CDN sites, offsetting regional IP anycast’s advantages
of reducing catchment inefficiencies.

Finally, we study how much benefit regional anycast can have over global anycast

b4



without DNS mapping sub-optimality using the Tangled testbed [BCAV™21] (§ .
We use a latency-based scheme to partition the Tangled testbed into regions and
assign each RIPE Atlas probe to the region that includes its lowest-latency site. We
then deploy both global IP anycast and regional IP anycast on the Tangled testbed.
In this case, regional IP anycast can achieve lower client latency than global anycast
in all geographical regions. This result highlights the performance potentials of
regional IP anycast.

An inherent limitation of this work is that we measure client latency using RIPE
Atlas, like many previous studies [LLSB18b, MUF19al, [IKLAT21]. Using a different
set of clients, one may observe different latency values. Despite this limitation, we

believe this work makes the following general contributions:

e We study in detail the deployments and performance of two regional IP anycast
CDNs and compare one CDN’s performance with its comparable global 1P
anycast system. To the best of our knowledge, this work is the first extensive

study of regional IP anycast CDNs.

e We validate the performance advantages of regional anycast experimentally
and discover its drawbacks in certain circumstances. We show that regional IP
anycast can effectively mitigate the worst-case catchment inefficiency problem
experienced by global IP anycast by directing clients to regional IP anycast

addresses, but DNS mapping sub-optimality may offset some of this effect.

e We experiment with a latency-based region partition and client mapping scheme
that addresses DNS mapping inefficiencies using the Tangled testbed. We find
that this method reduces the latency for RIPE Atlas probes in all geographic
areas compared to global anycast. This experiment shows the performance

potentials of regional IP anycast.
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FIGURE 3.1: With a global anycast configuration, the probe in Washington D.C. reaches
the CDN site in Singapore; with regional anycast, the probe reaches the site in Ashburn,
Virginia.

FEthical Considerations Active measurements such as issuing pings and BGP an-
nouncements can cause extra load on the Internet infrastructure. We mitigate these
concerns by conducting our measurements at reasonably low rates (i.e., only one
round of ping or traceroute for each anycast IP address) with publicly accessible in-
frastructure. Our BGP announcements use only prefixes that Tangled controls and
Tangled’s AS number. The prefixes we use do not serve any clients. We only mea-
sured the CDN providers with ping and traceroute, and we did not retrieve webpages
which could incur extra costs for their customers. This work raises no other ethical

issues.
3.2 Background and Motivation

In this section, we discuss the catchment inefficiency problem of IP anycast, the

challenges in addressing it, and our motivation to study regional IP anycast.
3.2.1 The Catchment Inefficiency Problem

IP anycast is a popular technique used by CDNs to direct client traffic to their
sites [HZWS18|. With this technique, a CDN operator relies on the inter-domain

routing protocol BGP to select the site a client reaches. However, being a policy-
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routing protocol, BGP often fails to route a client to a low-latency site. Figure
shows an example we observe in our measurements. The CDN we study has two in-
volved sites: one connected to Level 3 in Ashburn, Virginia, and the other connected
to SingTel in Singapore. When both sites announce the same global IP anycast pre-
fix, the probe located in Washington D.C. reaches the Singapore site, as SigTel is
the customer of the probe’s provider Zayo [fAIDACc|, while Level 3 is Zayo’s peer.
Under common BGP policies, ISPs prefer customer routes to peer routes. So the
latency from this probe to the CDN is inflated by ms250. Furthermore, for routes
with the same policy preference, BGP uses other non-performance-related metrics,
such as AS path lengths, to select routes. Since a large AS may span multiple conti-
nents, routes with shorter (or the same) AS path lengths may have longer latencies
than routes with longer (or the same) AS path lengths. A recent study [KLAT21]
shows that for Microsoft CDN (a global IP anycast system), nearly 30% of users

experience more than 30 ms latency inflation.
3.2.2  Challenges

There exist several proposals to improve client latency in a global anycast system.
Ballani et al. [BFR06a] proposed to deploy anycast sites within a single provider.
This proposal effectively limits BGP’s policy routing, but it is sometimes neces-
sary to connect an anycast system to many ISPs for scalability and robustness.
Li et al. [LLSBI18b] proposed to introduce a new BGP attribute that encodes an
anycast prefix’s geographical origin. However, introducing changes to BGP is diffi-
cult in practice.

Alternatively, McQuistin et al. [MUF19a] proposed DailyCatch, a system that
uses routine measurement to choose between a transit-provider-only and an all-
peer configuration for an anycast system. This approach can effectively choose the

better configuration between the two measured configurations, but can not opti-
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mize beyond that. Catchment inefficiencies can exist under either configuration.
Zhang et al. |ZSZ721] proposed AnyOpt, which uses pair-wise BGP experiments to
choose an optimal site configuration for an anycast system among all possible site

deployments. But pair-wise experiments do not scale to large networks.
3.2.8  Regional IP Anycast

Regional IP anycast emerged as a promising approach to address the catchment
inefficiency problem [Mah15, |(CSG™18, [HZWS18]. With regional IP anycast, a CDN
divides its sites into multiple distinct geographic regions. It then assigns a distinct
IP anycast prefix to each region. Sites in the same region will announce the same IP
anycast prefix. We refer to such an IP prefix or address as a regional IP prefiz/address
or regional IP for short. The CDN then configures its DNS servers to assign a regional
IP to a client based on the client’s location. In the example shown in Figure |3.1]
with the regional anycast configuration, the CDN announces different IP anycast
prefixes in U.S. and Asia. The probe in the U.S. receives the U.S. IP prefix, and
consequently, it reaches the Virginia site and enjoys a ms2 RTT.

Compared to other proposals, regional IP anycast does not require changes to
BGP, nor does it restrict how an anycast network connects to its providers. In
addition, it scales to large networks. It is complementary to DailyCatch, as it can

limit catchment inefficiencies under various provider configurations.
3.2.4  Motivation

Despite its potential advantages, regional IP anycast is not well studied or widely
deployed. In a blog article [Mah15], LinkedIn described how they migrated their
private CDN to a “prototype” regional anycast system and measured its client latency
distribution. But their study is limited to LinkedIn’s private CDN, which is primarily

located in North and South America. Hao et al. [HZWSI§| reported that two out of
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the top 20 CDNs (Edgio and Imperva) employ regional IP anycast without further
performance analysis. Calder et al. [CSGT18] discussed the performance difference
for the Microsoft CDN when it employs a regional vs. a global anycast configuration.

This work aims to understand how regional anycast is deployed in practice and
experimentally examine its performance benefit compared to global anycast. This
study can provide new insight into how to design an anycast-based system that
achieves low client latency worldwide. In addition, if this study experimentally val-
idates the performance benefit of regional anycast, it may motivate more CDNs to

adopt regional anycast.
3.3 Measurement Infrastructure

We use two publicly available platforms: RIPE Atlas [Stal5b] and the Tangled
testbed [BCdV™21] to conduct our experiments. Our experiments were conducted

in August 2022.
3.3.1 RIPE Atlas

RIPE Atlas is a measurement infrastructure that has more than ten thousand probes
distributed around the world, each with the ability to execute pre-defined measure-
ments periodically. Each probe’s geographic location is publicly available. We lever-
age RIPE Atlas’s user-defined measurement feature to send DNS queries, ping pack-
ets, and traceroute queries. We take the following steps to address the limitations of
RIPE Atlas to suit our measurement purposes.

First, RIPE Atlas probes use user-reported geo-locations, which may contain
errors, but we use the probes’ built-in geocodes as ground truth to calculate the
distance between a probe and its catchment site. To mitigate this issue and obtain
stable measurement results, we discard probes (1) with unreliable geocodes using the

methods described in [GSHT17] and (2) probes that do not have a built-in stability
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tag (e.g., "system-ipv4-stable-1d"). After this step, we retain 9,700+ probes out of
11,000+ RIPE Atlas probes.

Second, RIPE Atlas probes are unevenly distributed across different geographic
areas and Autonomous Systems (ASes). An uneven distribution may lead to under-
or over-estimation of performance in certain geographic areas or ASes. To address
this limitation, we group the probes by jcity, AS; pairs and present statistics based
on probe groups as in [MUF19a]. We obtain the city code of a probe by mapping the
probe to its closest airport within the same country and using the airport’s Interna-
tional Air Transport Association (IATA) code [(IA] as the probe’s city code. We use
the probe’s built-in AS number to identify its AS. Then, we use the median value
measured from each jcity, AS; probe group to represent the performance of a client
residing in the same city and AS. Without specific mention, all CDFs, percentage,
and percentile values we present here are computed based on probe groups, rather
than individual probes. We obtain 6100+ unique probe groups.

Finally, RIPE Atlas has much more probes in Europe and North America than in
other continents. Such bias may lead to results that overestimate (or underestimate)
regional IP anycast performance in different regions. To address this limitation, we
separately present the performance results of the probes in different geographic areas.

We define the four areas as follows:

e EMEA: Europe, Middle East, and Africa. This area has 3,859 unique probe

groups and 6,917 unique probes.

e NA: North America, excluding countries in Central America. This area has

1,154 unique probe groups and 1,716 unique probes.

e LatAm: South America and countries in Central America. This area has 141

unique probe groups and 177 unique probes.
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e APAC: the rest of the globe. This area has 613 unique probe groups and 950

unique probes.

We note that this area definition is based on the location of a RIPE Atlas probe

and is independent of the CDN region partition schemes we soon discuss.
3.3.2  The Tangled Testbed

Tangled is a worldwide open-access IP anycast testbed. It has 12 sites distributed
around the world. We use Tangled to experience a latency-based regional anycast
scheme and to compare the performance of global anycast with latency-based regional
anycast (§[3.7.2). We also considered using the PEERING testbed [SACKBI19], but
it has no site in Asia and the Pacific area. So we only used the Tangled testbed. We

list the site distribution of Tangled by geographic area in Table (3.1}
3.4 Deployments

In this section, we dissect the deployments of two regional IP anycast CDNs: Edgio
and Imperva. We describe how we conduct measurements to answer the following

questions:

e How do these regional IP anycast CDNs assign their clients to regional IP

addresses?

e How do these regional IP anycast CDNs partition their sites and announce

regional IP prefixes?

3.4.1 Identifying Regional IP Anycast CDNs

First, we identify the set of public CDNs that deploy regional IP anycast. To do
so, we acquire the top apex domain list from Tranco |[LVTT19] in April 2022. An
apex domain is a two-level domain [HSF19], e.g.,example.com. We then use the

61


example.com

+
% i3
+ +
B ++ +# +h + +
+ . * + ++
+H
+
+
+
+ 4+
+ NA+SA
+ EMEA
+ APAC

FIGURE 3.2: Edgio-3 (www.straitstimes.com) divides its sites into three regions

CDNFinder’s API [Peta] to identify the CDN providers of each domain. Specifically,
we feed CDNFinder the www-prefixed hostname (i.e., the website) of each apex
domain, e.g., www.example.com. CDNFinder returns the CDN providers a website
uses by examining the response header of each resource on the landing page of the
website. Since each resource identifier is possessed by a hostname, we can count the
number of hostnames a CDN provider serves. We choose the top-15 CDN providers
ranked by the number of hostnames they serve. The top-15 CDN providers cover
65.7% of all Tranco’s top-10k domains. By manually examining their official technical

articles or configuration documents (see Appendix|[3.10.2)), we identify that Edgio and
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FIGURE 3.3: Edgio-4 (www.asus.com) divides its sites into four regions

Imperva are the only two CDNs that deploy regional anycast among the top-15 CDN
providers, consistent with a prior study [HZWS18|]. Therefore, we focus our study

on these two CDNs.
3.4.2  Customers of Regional IP Anycast CDNs

Second, we select the representative customers of a regional IP anycast CDN. A CDN
provider may negotiate different service packages with its customers and use different
system configurations to implement different service packages. As this work does not
aim to unveil various service packages of a CDN, we select and measure representative

CDN customers to understand how the CDNs enable regional IP anycast for their
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FIGURE 3.4: Imperva-6 (www.stamps.com) divides its sites into six regions

customers in commercial platforms.

For this step, we first resolve all hostnames uncovered by CDNFinder to use Ed-
gio or Imperva as their CDN providers to IP addresses. The results from CDNFinder
in the previous step show that 2.98% of the top-10K apex domains are using Edgio
or Imperva, in which Edgio serves 209 domains and Imperva serves 89 domains. We
extract 187 (96 and 91, respectively) distinct hostnames that point to Edgio or Im-
perva from these domains. To emulate a worldwide clientele, we compile a list of /24
client IP prefixes that cover the IP address span of the entire RIPE Atlas. We then
use Google DNS [Mul| with the EDNS Client Subnet Extension (ECS) [CvdGLK16]
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to resolve all hostnames, an approach used in [CFH™13b, lJLK™21].

We discover the number of unique IP prefixes each hostname resolves to and
filter those hostnames that are not served by Edgio or Imperva’s regional IP anycast
networks. We record the IP address(es) (the A record) in each DNS response we
receive. For 52.1% (50 out of 96) Edgio’s hostnames, we receive three different 1P
addresses for each of these hostnames for the emulated world-wide clientele. We refer
to this set of hostnames as Edgio-3. For 35.4% (34 out of 96) Edgio’s hostnames, we
receive four different IP addresses for each of the hostnames. We refer to this set of
hostnames as Edgio-4. In contrast, the majority of Imperva’s hostnames resolve to
the same number of IP addresses. For 85.7% (78 out of 91) Imperva’s hostnames, we
receive six different IP addresses for each hostname. We refer to this set of hostnames
as Imperva-6.

For the rest of the hostnames CDNFinder uncovers to use Edgio or Imperva, they
either resolve to one IP address, or numerous IP addresses that match the number of
published CDN sites, or IP addresses that belong to other CDNs. We conclude that
these hostnames are not served by Edgio’s or Imperva’s regional IP anycast CDN

and exclude them from this study.
3.4.3 Client Partitions

To characterize which IP address a client in a geographic region receives, we use
RIPE Atlas probes to resolve a hostname that belongs to a customer of Edgio’s or
Imperva’s regional IP anycast CDN. We then cluster RIPE Atlas probes based on
the IP addresses they receive. For each hostname, we group the probes that receive
the same IP address together. We run the experiments for all hostnames in the three
sets: Edgio-3, Edgio-4, and Imperva-6. We find that the clustering results for each
hostname in the same set remain the same.

For an in-depth study, we pick one hostname which illustrates stable and consis-
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tent deployments while remaining top-ranked in Tranco’s list from each hostname set.
We eventually choose www.straitstimes.com, www.asus.com, and www.stamps.com
from the Edgio-3, Edgio-4, and Imperva-6 hostname set, respectively. The first row
in Figure [3.4) shows how the probes that receive the same regional IP addresses for
the three hostnames are distributed globally. We depict the probes that receive the
same regional IP with the same color.

For both Edgio hostnames and Imperva hostnames, the client partition appears to
happen at the continent or large-country level. For example, for Edgio-3 hostnames,
the probes in North America and South America receive the same regional 1P, and
the probes in Europe, Africa, and Middle East receive the same regional IP. For
Imperva hostnames, the probes in Russia receive different regional IPs from those in
Europe; and the probes in the U.S. and Canada are also separated from each other,
each receiving a distinct IP.

We use the country code of each RIPE Atlas probe to evaluate whether the probes
in the same country always receive the same regional IPs for the same hostname and
find that the majority of countries receive only one regional IP. For the probes from all
172 countries, 81.7%, 84.7% and 79.3% of the countries only receive one regional IP
for the representative Edgio-3, Edgio-4, and Imperva-6 hostnames, respectively. For
countries that receive two or more regional IPs, we find two cases. In the first case,
the IP addresses of the probes are geo-located to different countries. For instance,
the probes whose IPs belong to international transit providers are often geo-located
to their home countries, not the countries they reside in. Second, the countries are
either at the border of two regions or across two different continents. For instance,

10 out of 547 probes in Russia receive the EMEA regional IPs in Imperva-6.

Takeaways: Both Edgio’s and Imperva’s regional anycast CDNs map clients to re-

gional IPs largely by geographic locations, i.e., the continents or the countries they
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reside in.
3.4.4 CDN Site Partitions

Next, we aim to understand how Edgio and Imperva partition their hosting sites into
different regional IP anycast networks. To do so, we need to locate the CDN sites
that announce a regional IP anycast prefix. We describe this process as follows.

First, we obtain the locations of Edgio and Imperva’s CDN sites. Both Edgio and
Imperva publish their Points of Presence (PoPs) on their websites [Imp|, [Edg]. We
aggregate those locations at the city level and combine multiple PoPs in the same
city as one site. We use these published site locations at the city level as the ground
truth locations of their sites.

Second, to discover the location of the CDN site announcing a regional IP, we
traceroute from each RIPE Atlas probe to the regional IP the probe receives from
DNS and geo-locate the penultimate hop (referred to as p-hop hereafter)’s IP address
from the traceroute output. We use the ground truth CDN site location to map each
p-hop to its closest CDN site, as in [MUEF19al]. This step also reveals the location
of the catchment site of a probe, which we use to compute the distance between a
probe and its catchment site in § [3.5]

IP geo-location is a task performed by many previous studies [MUFE19al, I AGE™20,
LLSB18b, [SMA03, SMWO02, LHM 21, LHCT19,/GSH*17|. This step involves substan-
tial work, but it is not our main contribution. We summarize the work here and leave
the detailed description in Appendix [3.10.1] We first use the geo-hints in the reverse
DNS (rDNS) name of a p-hop’s IP to infer its location [LHM™21, [LHCI9]. If the
geo-hints are unavailable, we use the location of a RIPE Atlas probe whose RTT is
within msl1.5 to the p-hop [GSHT17] to infer its location. The threshold is chosen
according to the typical size of a metropolitan area, as the speed-of-light latency

in fiber is roughly 100 km per 1 ms RTT (referred to as RTT Range). Third, if we
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a technique and the fraction of unresolved p-hops for each network. The traces bars show
the fraction of traceroutes whose p-hops are successfully IP-geolocated by a technique and
the fraction of traceroutes whose p-hops are unresolved. EG: Edgio; IM: Imperva.

Table 3.1: The number of sites in each geographic area of different networks (EG/IM-
Pub: Edgio and Imperva’s Published sites).

EG-3 EG-4 EG-Pub |IM-6 IM-NS IM-Pub | Tangled
APAC 14 15 19 16 17 17 2
EMEA 15 16 26 15 15 15 5
NA 13 12 24 12 12 12 3
LatAm 1 4 10 5 5 6 2
Total 43 47 79 48 49 50 12

cannot resolve a p-hop’s geo-location after the previous two steps, we use the country
information from three IP-geolocation databases (MaxMind [Max], ipinfo [IPI], and
EdgeScape [Tec]) to infer the location of the p-hop. If all IP-geolocation databases
return the same country location for the p-hop, and the CDN provider only lists one
site in the country, we use the listed site location as the p-hop’s location (referred to
as country-level IPGeo).

Figure [3.5] summarizes the fraction of p-hops we successfully geo-locate for the
representative Edgio-3, Edgio-4, and Imperva-6 hostnames by each technique. We

also show the fraction of traceroutes whose p-hops are successfully ip-geolocated by
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each technique. As we can see, we are able to resolve the majority of the p-hops
observed in the traceroute outputs.

Table shows the CDN sites we uncover after mapping p-hops to their CDN
sites. We uncover 49 out of 50 Imperva’s published sites. Edgio publishes 79 sites,
while we only uncover 43 for the Edgio-3 hostname and 47 for the Edgio-4 host-
name. This result indicates Edgio uses different network configurations for different

customers.

CDN Site Partitions After the site-numeration step, we are able to depict the lo-
cation of a CDN site that announces a regional IP prefix. Figure [3.4] shows the
result. We represent a CDN site with a colored cross symbol. The color corresponds
to the regional IP it announces. We use the same color-coding scheme as in client
partitions. If a site announces more than one regional IPs, we color the site yellow.

We make the following observations. First, in both Edgio and Imperva, client
and site partitions are mostly consistent. Edgio partitions its sites into four regions,
while Imperva into six regions. Clients in the same geographical regions receive the
regional IPs originating from the CDN sites in the same regions except two cases.
For the Edgio-3 hostname, the probes in South America receive North America’s
regional IP. This finding shows that different customers received different types of
services from a CDN. Some customers’ content may not be hosted by Edgio’s South
America sites. So clients will not be directed to those sites. For Imperva, although
most probes in Russia receive distinct regional IPs as shown in Figure [3.4] these
[Ps are announced by three sites in Europe (Amsterdam, Frankfurt, and London),
which also announce the EMEA regional IPs. We do not observe any Imperva sites
in Russia.

Second, most sites only announce one regional IP prefix, but there exist sites that

announce multiple regional IP addresses. We refer to this behavior as cross-region
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announcement. A closer examination of Figure[3.3)and Figure show that the sites
which announce multiple regional IPs usually locate near the border of two different
regions. Cross-region announcement can help shorten client latency without adding
additional site. For instance, Edgio-4’s “mixed” site in Florida, U.S. can serve both
clients in North America and in South America. However, we later discover that
cross-region announcements can lead to inefficient catchments, increasing the RTT's
of some probes (§[3.5.2).

Do CDN sites change the regional IP prefizes they announce over time? We
enumerated the CDN sites that announce the regional IP prefixes for five hostnames
in Edgio-3, five hostnames in Edgio-4, and three hostnames in Imperva-6 weekly for
two months. We find that for the same hostnames, the sites that announce their

regional IP prefixes in this two-month period remain the same.

Takeaways: FEdgio and Imperva’s site and client regional partitions are largely con-
sistent, but there exist regions in which clients are assigned to regional IPs originating

from sites in different geographic regions.
3.4.5 Reachability of Regional IP addresses

Are regional IP prefizes globally reachable? We are interested in understanding
whether a CDN restricts the BGP announcements of a regional IP anycast prefix
to a geographic area. If it does, a client outside a geographic area cannot reach the
regional IP prefix announced from that area. To do so, we send ping packets from
RIPE Atlas probes to the regional IP addresses they do not receive from DNS. We run
this experiment for each representative Edgio-3, Edgio-4, and Imperva-6 hostname.
The results show that all probes can reach the regional IP addresses DNS returns
to the probes in other regions. Global reachability provides robustness to regional

anycast: even if DNS returns a regional IP unintended for a client’s geographic area,
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the client can still reach the CDN site announcing the unintended regional IP.
3.5 Performance

In this section, we study the performance of Edgio’s and Imperva’s regional IP any-

cast CDNs. We aim to answer the following questions:

e How effectively does DNS map a client to a lowest-latency or close-to-lowest-

latency regional IP?

e What are the performance benefits of regional IP anycast compared to global

IP anycast?

We use two metrics for this study: network latency and geographic distance.

Network latency or latency We measure a probe’s round trip time (RTT) to its catch-
ment site to quantify the client latency distribution achieved by an anycast system.

The lower the latency, the better the performance.

Geographic distance We also measure the geographic distance between a probe and
a CDN site as in previous work [dOSHKI17a, [LLSB18b, IKLAT21]. Since we have
inferred the location of a probe’s catchment site in § [3.4.4, we can compute the

geographic distance between a probe to its catchment CDN site.
3.5.1 DNS Mapping Efficiency

To study DNS mapping efficiency, we measure how often DNS returns the lowest- or
a close-to-lowest-latency regional IP to a client. We consider any regional IP with less
than 5 ms RTT difference to a probe’s lowest-latency regional IP as close-to-lowest
regional IP. We instruct RIPE Atlas probes to send DNS queries to the representative

hostnames served by Edgio and Imperva and record the returned IP addresses. Then
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Table 3.2: v'/xRegion indicates whether a probe receives a regional IP intended

for its geographic location or vice versa; ARTT is the difference between a
probe’s RTT to the regional IP returned by DNS and the lowest one among

its RTTs to all regional IPs.
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we instruct each probe to ping all regional IPs associated with a hostname. Because
DNS mapping results depend on whether a local resolver implements EDNS Client
Subnet Extension [CvdGLKI16|, we run these experiments with two different DNS

configurations:

Local DNS (LDNS) we configure each RIPE Atlas probe to use its local DNS resolver

to send DNS queries when resolving a hostname.

Authoritative DNS (ADNS) As a comparison, we configure each RIPE Atlas probe to
send DNS queries directly to CDN’s authoritative name servers that are responsible
for resolving customer domains to CDN’s IPs. By doing this, the authoritative name
servers of the CDN can determine the IP addresses they return based on the querying
clients’ IP addresses.

We divide the experimental results into three groups and tabulate the results in
Table 3.2} In the first group, DNS effectively returns a regional IP with less than
5 ms RTT difference to a client’s lowest-latency regional IP (ARTT < 5 ms). We
consider 5 ms a reasonable threshold to differentiate the performance of two CDN
sites. We consider DNS mapping as efficient in this case. In the second and third
groups, DNS returns a regional IP whose RTT exceeds a client’s minimum RTT
among all regional IPs by 5 ms.

We sub-divide the second and third groups by what causes DNS mapping inef-
ficiencies. According to the study in § regional anycast maps clients based
on their geographic locations; clients residing in the same geographic regions often
receive the same regional IPs. If DNS maps a client to a regional IP outside its
geographic area, we refer to it as incorrect region mapping (xRegion). If DNS maps
a client to a regional IP intended for clients in its geographic area (v'Region), but

the RTT to this regional IP exceeds a client’s minimum RTT to a regional IP, we
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consider this case as sub-optimal region mapping.

From Table [3.2] we can see that for Edgio’s two representative hostnames, DNS
maps more than 90% of the probes in all regions to regional IPs within 5 ms difference
to their lowest-RTT regional IPs. Both incorrect region mapping and sub-optimal
region mapping contribute to DNS inefficiencies. DNS mapping inefficiencies are
more dominant in APAC and LatAm regions.

Imperva-6’s DNS mapping is less efficient than Edgio’s. The majority of the DNS
inefficiencies are caused by inefficient regional mappings as shown in the (v'Region,
ARTT > b5ms) row in Table , due to Imperva-6’s six-region partition scheme.
Imperva-6 partitions the probes and sites in NA into two regions: Canada and the
U.S. Around 10% probes in Canada and the U.S. are located near the Canada and
U.S. border. Some of these probes have shorter RTTs to regional IPs in the other
country. As a result, DNS maps only 88.0% of probes in NA to their low-latency
regional IPs.

Similarly, Imperva-6 partitions Russia into a separate region. Probes in Russia
receive distinct regional IPs which originate from three sites in Europe (Amsterdam,
Frankfurt, and London). In this case, some probes in Russia have shorter RTT to
EMEA (exclude Russia) regional IPs than to its own regional IPs and vice versa.
For example, a probe in Russia reaches the site in Amsterdam, but its lowest-latency
regional IP originates from a site in Copenhagen, Denmark in the EMEA region.
Its latency to the EMEA regional IP is 30 ms less than the latency to the Russian
regional IP. As a result, for the EMEA region, only 78.3% of the probes receive

regional IPs within 5 ms to their lowest-latency regional IPs in the Imperva-6 CDN.

Takeaways: This study reveals that regional anycast experiences DNS mapping in-
efficiencies. Both IP-geolocation errors and DNS mapping based on a rigid regional

partition of a client’s geographic location can lead to sub-optimal performance.
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3.5.2  Client Latency

In this section, we measure the performance of Edgio’s and Imperva’s regional anycast
CDNs using the metrics we describe above: network latency and geographic distance.
To measure client latency, we instruct a RIPE Atlas probe to ping the regional 1P
address it receives from DNS and record the RTT for each of the representative
hostname of Edgio-3, Edgio-4, and Imperva-6 customers. In the meantime, we also

plot the distance between a probe and the regional anycast site it reaches, as the
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speed-of-light latency lower-bounds the network latency. Figure[3.8|(a) and (b) show
the cumulative distributions of the RTTs and the distance values of RIPE Atlas
probes to Edgio-3, Edgio-4, and Imperva-6 regional anycast CDNs. We combine the
measurement results for Edgio-3 and Edgio-4 for comparison.

We highlight two observations. First, the latency and distance values for probes
in LatAm improve significantly in Edgio-4 compared to Edgio-3. The 80th percentile
client latency decreases from 132 ms to 76 ms. Recall that Edgio maps the probes in

South America to sites in North America in the Edgio-3 configuration. This result
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shows that mapping clients to the regional IPs of nearby CDN sites improves client
performance.

Second, for both Edgio and Imperva, the 98th-percentile client latency in the NA
and EMEA regions is less than 100 ms, the human interaction application thresh-
old [MCZ*20]. In the APAC and LatAm regions, however, there are more than 8.5%
of probe groups in Edgio-4 and 5.2% of probe groups in Imperva-6 that have RTT's
exceeding 100 ms. We examine why probes in those regions have latency values

exceeding 100 ms and find two root causes for each region. For Imperva-6, 55.2% of
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Table 3.3: The tail latency comparison between Imperva-6 and its DNS global any-

cast network (Imperva-NS). RTTs are in the unit of millisecond. Green indicates a

5+ ms latency reduction in Imperva-6 and red indicates a 5+ ms increase.
Imperva-6 (Imperva-NS)

APAC EMEA NA LatAm

80-th 38 (38) 31 (31) 25(35) 68 (57)
90-th 63 (59) 45 (53) 38 (110) 102 (93)
95-th 98 (87) 67 (165) 51 (221) 120 (101)

Percentile

the probe groups whose RTTs exceed 100 ms in the APAC region suffer from sub-
optimal region mapping that DNS does not map them to the lowest-latency regional
IP. And 27.6% of them are far away from their catchment sites. For example, we find
4 probe groups in China reached the site in California, US, as the site also announces
Imperva-6’s APAC regional IP. For probe groups whose RTTs exceed 100 ms in the
LatAm region, 71.4% of them have long paths to reach their CDN sites. One example
is a group of probes in Argentina that reach their catchment site in Brazil detoured
through Italy. Besides, 14.3% of them receive a regional IP originating from sites in

different continents.
3.5.8  Regional vs. Global Anycast

Next, we aim to study the performance impact of regional anycast when compared

to global anycast.

A Comparable Global Anycast Counterpart Ideally, we would like to study the per-
formance of a regional anycast CDN in the context of what performance the CDN
can achieve if it uses a global anycast configuration, i.e., announcing one global IP
anycast prefix from all sites to which it announces regional anycast IP prefixes to the
same set of peers as in regional anycast with the same policy configurations. Such a
study can unambiguously reveal the benefits or drawbacks of regional IP anycast.

Lacking access to a real-world CDN, we cannot conduct such a study. Instead,
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we use the DNS global anycast network of a regional anycast CDN to emulate its
comparable global anycast counterpart. A common practice among CDN providers
is to deploy their authoritative name servers using global anycast at the same sites
where they deploy hosting servers [SBKT20b, [EMM™15b) [CST15a]. Using the any-
cast site enumeration method we describe in § [3.4.4] we find that all 48 sites we
uncover for Imperva-6 overlap with the sites of its DNS global anycast network. We
refer to Imperva’s DNS global anycast network as Imperva-NS. Edgio’s CDN sites
do not overlap significantly with its authoritative name server network so we exclude
Edgio from this study.

Furthermore, we uncover the set of peering ASes to which a CDN announces both
its regional IP anycast prefixes and its DNS global IP anycast prefixes. Even if a CDN
deploys its hosting servers and its authoritative domain name servers at the same
site, it may announce its regional CDN IP anycast prefixes and its global DNS IP
anycast prefixes to different peers with different policy configurations. Uncovering
the common set of peering ASes enables us to emulate a global anycast network
that shares the same sites and peers with a regional anycast CDN. We map the valid
penultimate hop (p-hop) in each RIPE Altas probe’s traceroute to a regional anycast
IP or to the global DNS anycast IP to the AS or the Internet Exchange Point (IXP)
that owns the p-hop’s IP address. We use RouteViews’ BGP archive [Roub] of the
same day when we collect the probes’ traceroutes and the published IP prefixes from
PeeringDB [fAIDACa] to construct the IP-to-AS or IP-to-IXP mapping. In 49.0%
of the traceroutes, the p-hops’ IPs belong to IXPs and are not visible in BGP. After
this step, for each overlapping site between Imperva-6 and Imperva-NS, we construct
the set of common peers (ASes or IXPs) at that site.

Moreover, we assume that Imperva does not apply different latency-impacting
policies when it announces a regional anycast IP prefix or a DNS global anycast IP

prefix to the same peer at the same site. We validate this assumption by comparing
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the RTTs from the same probe reaching the same site via a regional IP or via a
DNS global anycast IP. We find that the RTT differences are negligible (as shown in
Figure in Appendix .

After these steps, we consider that the part of Imperva-NS that includes the 48
overlapping sites with Imperva-6 and the overlapping set of peers with Imperva-6
at each site emulates the comparable global anycast counterpart of Imperva-6. This

is because any site a probe reaches in the emulated global anycast network also an-
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Table 3.4: We examine the number of probe groups that have better/similar /worse
RTTs (5 ms chosen as the threshold) in regional anycast than in global anycast.
In each performance group, we examine the percentage of probe groups that reach
closer, same, or further sites.

. ARTT < —5ms Closer Same Further
Region (# probe groups) ‘ﬁgggL%%S Site Site Site
15 26.7% 60.0%  13.3%
APAC (440) 395 0.0% 99.7% 0.3 %
30 3.3% 33.3% 63.3%
219 69.9% 26.0% 4.1 %
EMEA (2529) 2130 1.0% 98.1% 0.8 %
180 1.7% 22.8%  75.6%
5 0.0% 100.0% 0.0%
LatAm (74) 60 0.0% 100.0%  0.0%
9 11.1% 778%  11.1%
79 797% 19.0%  1.3%
NA (584) 473 0.6% 97.9%  1.5%
32 0.0% 68.8%  31.3%

nounces a regional IP prefix to the same set of peers, and the RTT differences between
reaching the site via a global anycast IP or a regional anycast IP are negligible.

Finally, to perform the comparison between regional anycast and global anycast,
we instruct each RIPE Altas probe to traceroute to its regional IP received via
DNS when querying the representative hostname served by Imperva-6 and a global
anycast IP of Imperva-NS. We filter the probes which do not have a valid p-hop in
their traceroute outputs, or do not reach a common site in Imperva-6 and Imperva-
NS, or do not reach their catchment sites via a common peer in Imperva-6 and
Imperva-NS. In total, there are 4,417 probe groups with successfully resolved p-hops
and we retain 82.1% (3,627 out of 4,417) of them after this step.

Comparison of Imperva-6 and Imperva-NS Figure plots the CDFs of the probe
groups’ RTTs to regional IPs in Imperva-6 and to global anycast IPs in Imperva-
NS after excluding two networks’ non-overlapping peers and sites, respectively. For
probes in EMEA and NA, we see improved tail latency for regional anycast. For

probes in NA, the 90th percentile RTT decreases from 110 ms to 38 ms. For probes
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in APAC and LatAm, regional anycast performs slightly worse than global anycast.
Figure |3.9| plots the RTT difference and the distance difference between a probe’s
catchment site in Imperva-6 and in Imperva-NS. We observe that the percentage of
probes with a distance reduction in regional anycast correlates well with the percent-
age of probes with latency reduction.

Further, we examine in detail the probes whose RTTs differ by 5 ms in Imperva-6

and Imperva-NS and how the RTT differences correlate with a probe’s distance dif-
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ference between its global anycast catchment site and its regional anycast catchment
site. Table summarizes the results. For the EMEA and NA regions, we find
that when the probes achieve better performance in regional anycast, the majority
of them reach closer sites in regional anycast than in global anycast. In the EMEA
region, 69.9% (out of 219) probe groups that achieve more than 5 ms latency reduc-
tion, reach closer sites in regional anycast. In the NA region, 79.7% (out of 79) probe
groups that achieve more than 5ms latency reduction reach closer sites.

For the EMEA region, 7.1% probe groups (180 out of 2529) experience more than
5 ms longer latency in regional anycast than in global anycast; the majority (75.6%)
of them reach further away sites. This result is consistent with our observation in
§ that DNS mappings in the EMEA region are inefficient. Overall, there are
more probe groups in EMEA that improve their performance in regional anycast. So
we observe that the client latency distribution has improved in regional anycast.

The probe groups with significant latency differences in other cases are few and
we do not observe a consistent pattern.

For probe groups in each region that have similar performance in regional anycast
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and global anycast, between 97.9% to 100% of them reach the same sites. For probe
groups in each region that have better or worse performance, some of them also
reach the same sites. We examine the traceroute outputs of those probes and find
that some of them reach the same sites via different AS paths and others have the
same AS paths but different RTTs. BGP’s route-selection uncertainty [ANCT15b]

and route instability (e.g., temporary congestion) can contribute to these cases.

Takeaways: In the EMEA and NA regions, Imperva’s regional anycast CDN effec-
tively directs clients to nearby CDN sites and reduces client tail latency compared
to global anycast. However, DNS mapping inefficiency reduces the performance of

its regional anycast CDN in the EMEA region.
3.6 Insights

As we mentioned earlier, the performance benefits of regional anycast are mainly
derived from the shorter distance to catchment sites. We want to further explain
the benefits at the route level by examining the traceroute outputs of those probes
which have shorter RTT in regional anycast. We divide those probes by whether
their global anycast catchment sites also announce the regional anycast prefixes they
receive.

For those probes whose global anycast catchment sites do not announce the re-
gional anycast prefixes, they experience degraded performance in global anycast due
to unexpected BGP routing policies. The first one is that ISPs always prefer cus-
tomer routes to peer routes. As we illustrated in Section [3.2] this routing policy can
make probes select routes from customer cones but to remote sites. The propagation
of prefix announcements from the CDN to the non-tier-1 provider and subsequently
to the tier-1 providers can easily lead to such situations occurring. We argue that it

is common in global anycast since all sites announce the same prefixes.
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Ficure 3.13: With a global anycast configuration, the probe in Belarus reaches the
CDN site in Singapore; with regional anycast, the probe reaches the site in Germany.

The second relevant policy is that ISPs always prefer public peers to route server
peers (in IXP). Public peers are network entities that directly exchange routes and
traffic over the fabric of an Internet Exchange Point (IXP), without using a route
server. In contrast, when routers receive peers’ routes via a route server, they are
known as route server peers. Routers generally prefer public peers over route server
peers, as public peering allows for direct exchange of traffic and typically offers better
performance compared to route server peering [SKC™17al.

As we show in Figure [3.13] Belarus has a public peer with Zayo and a router
server peer with Imperva via DE-CIX. Zayo has routes to both the regional IP prefix
and global IP prefix which are advertised by Twelve99 and SingTel, respectively.
However, Zayo will not export its peers’ routing information (i.e., routes to the
regional IP prefix) to Belarus. As a result, Belarus can only receive routes to the
regional IP prefix from the route server peer and it will be directed to the site
in Germany with regional anycast while to the CDN site in Singapore with global
anycast.

When sites both announce the global IP prefix and regional IP prefix (the probes
receive), we still find there are probes whose catchment sites are different. As de-

picted in Figure [3.14] probes in DINET have different routes to the global IP prefix
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FiGURE 3.14: With a global anycast configuration, the probe in DINET reaches the
CDN site in the Netherlands; with regional anycast, the probe reaches the site in
Germany.

and regional IP prefix. One route traverses AMS-IX to the site in the Netherlands,
while the other route traverses DE-CIX to the site in Germany. Despite both sites
announcing the regional IP prefix and global IP prefix in the same way, there is still
a difference between regional anycast and global anycast. We speculate that the
routes differentiate due to other tie-breaking BGP policies, e.g., arrival time. This
factor does not have a significant impact on performance, as we can see that regional

anycast has only a 3 ms reduction compared with global anycast.

Recommendation: Based on our previous findings, we give some recommendations

about how to deploy a regional anycast:

e Instead of basing regional partition solely on geographical location, it is more
effective to partition regions based on performance factors such as network
latency. While geographical location can provide a rough approximation of
network performance, it does not always accurately reflect the actual network

conditions.
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e To extend their connectivity, CDNs should prioritize peering over transit with
their non-tier-1 neighbors. Because the announcements from peers are not
propagated to providers, cases where routers prefer routes from customers but

remote sites will no longer occur.
3.7 Potentials

The measurement study in previous sections shows that DNS mapping inefficien-
cies can impact regional anycast’s performance. In this section, using the Tangled
testbed, we explore how much performance improvement regional anycast can achieve

over global anycast if we improve its DNS mapping strategies
3.7.1 Latency-based Regional Partition

We develop a region partition and client mapping strategy, referred to as ReOpt,
to address DNS mapping inefficiencies. First, we partition the Tangled testbed
into geographic regions using the K-Means algorithm [Mac67]. This step partitions
geographically-close sites into regions. Second, we measure the unicast latency from
each probe to each Tangled site and assign the probe to the region where its low-
est unicast latency site is. Finally, we generate the country-level client-to-region
mapping. For each country, we map all probes in the same country to the region
where the majority of the country’s probes are assigned to. This final step enables
a network operator to use country-level IP geolocation to map a client to a regional
IP.

To obtain the optimal number of regions, we vary the number of regions from
three to six and calculate the average client latency under each regional partition.
We find that a 5-region partition has the lowest average client latency on Tangled.
Figure [3.10] shows the site partition and the client mapping of ReOpt’s regional

anycast configuration.
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We observe two main differences between ReOpt’s regional partitions and the
regional partitions used by Edgio and Imperva. First, there is a separate region in
Africa in ReOpt, while that region is part of the EMEA region in both Edgio and
Imperva’s regional partitions. Second, some probes in Central America are separated
from probes in South America and are mapped to the North America region, but they

are grouped together with the probes in South America in Edgio-4 and Imperva-6.
3.7.2  Global vs. Regional on Tangled

Next, we configure the Tangled testbed to deploy both global TP anycast and re-
gional IP anycast and study their performance differences. When deploying global
IP anycast, we configure all 12 sites in the Tangled testbed to announce one IP prefix
to all their peering ASes and measure the RTTs from RIPE Atlas. When deploying
regional anycast, we configure the sites in each of the five regions, as determined by
the ReOpt algorithm, to announce a distinct regional IP prefix to all their peering
ASes.

We then conduct two regional anycast experiments. In the first experiment, we
directly assign each probe a regional IP that contains its lowest-unicast-latency site
and measure the RT'T to each probe’s assigned regional IP. We use this step to study
the optimal regional anycast performance without IP geo-location errors and without
aggregating probes by country.

In the second experiment, we use a commercial DNS provider, Amazon Route
53 [Amal, to configure a country-level client-to-regional-IP mapping. Route 53 sup-
ports both country-level and continent-level DNS mappings. We create a test domain
name and delegate it to Route 53 and use Route 53’s country-level mapping config-
uration tool to map clients from a country to a regional IP based on the mapping
generated by the ReOpt algorithm. We then instruct the RIPE Atlas probes to ping

the test domain name and measure their RTTs.
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Figure shows the CDFs of the probes’” RTTs when we directly assign a
probe to a regional IP and the probes’” RTTs when we use Route 53. We can see
that the performance of regional anycast is similar under these two configurations,
while Route 53 mapping causes a slight performance degradation in the APAC and
SA regions. This result suggests that performance-wise, it is acceptable to use the
country-level DNS mapping service provided by a commercial DNS provider such as
Route 53 for implementing regional anycast.

Then we compare the performance of regional anycast with that of global anycast
on Tangled. Figure [3.12] compares the CDF of the probes’ RTTs under ReOpt’s
regional anycast configuration with Route 53 with that under the global anycast
configuration. We observe that in the regional IP anycast configuration, the client
latency in all regions has improved compared to global anycast. For instance, ReOpt’s
five-region configuration shortens the 90th percentile latency for the probe groups
in NA from 232.6 ms to 88.6 ms. This result shows that with latency-based region
partition and client mapping, regional anycast can outperform global anycast, even
in the presence of DNS mapping inefficiencies.

We note that latency-based regional partition and client mapping requires that
a CDN operator measures the client latency distribution to its regional IPs. This
requirement increases the design complexity of regional anycast. However, managing
client-to-regional-IP mapping is still simpler than managing client-to-site mapping,
as done in DNS-based CDNs, because a regional IP covers multiple sites and an

operator need not manage load-balancing and fault tolerance among those sites.
3.8 Related Work

There exists a large body of work measuring the IP-layer anycast adoption in the
Internet |[CAJT15b] or characterizing the performance of global IP anycast sys-
tems, including root DNS servers [BF05al BFR064, [SPT06, [CRURI [LHFT07b, [Kui,
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LLSBI18b, FHG13, WH17b, KLAT21, [CR18| and global anycast CDNs [CEKB™15h,
KLAT21, [CRIS].

The blog article [Mah15] discusses why LinkedIn adopted regional anycast for its
private CDN and it reports that the client latency improved after the CDN switched
from global anycast to regional anycast.

Differently, this work characterizes the deployments and study in-depth the per-
formance of two global-scale public regional anycast CDNs. We experimentally val-
idate regional anycast’s performance advantages and uncover its drawbacks. In ad-
dition, we use the Tangled testbed to explore how to improve the performance of
regional anycast.

The performance challenges of global anycast systems motivated a few proposals
to improve its performance [BFR0Ga, [dOSHK17a, MUF19al, FMM™15bl [LLSB18b)
757721, [SAD20a]. Among the existing proposals, we consider regional anycast as
the most promising approach as we discuss in §[3.2] Therefore, we aim to understand
the deployments and performance of two real-world regional IP anycast CDNs in this
work. We leave a comparison between regional anycast and other proposals as future
work.

This work builds on McQuistin et al.’s work [MUEFI19al] of using the penulti-
mate hops in traceroute outputs to infer the number of AS-level connections an
anycast network has. Differently, in this work, we combine multiple sources, in-
cluding rDNS, penultimate hops, IP-geolocation databases, RTT ranges, and RIPE
Atlas probe locations to enumerate the CDN sites that announce an anycast IP pre-
fix. iGreedy [CJRT15] identifies an IP anycast prefix and geo-locates the anycast
instances using iterative latency measurements from known vantage points. We ex-
perimented with iGreedy for anycast site enumeration and found that it mapped

fewer published CDN sites than the method we used in this work.
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3.9 Conclusion

Regional anycast, combining IP anycast and DNS redirection, has been deployed in
practice. Yet how well it performs and how a CDN deploys it remain unknown. In
this paper, we perform a comprehensive study to characterize the deployments and
performance of two real-world regional IP anycast CDNs. In particular, we explore
the region division strategies of the CDNs and how they map clients to regions.
We find that the CDNs divide their networks into regions by continents or large
countries and similarly, the CDNs assign clients to regional IPs by the continents
or the countries they reside in. Our measurements show that regional IP anycast
in general can mitigate the catchment inefficiency problem experienced by global 1P
anycast, but poor DNS mapping, where DNS returns a regional IP originated from

distant CDN sites to a client, could worsen client latency.

3.10 Appendix

3.10.1 IP Geolocating p-hops

We determine the catchment site of a RIPE Atlas probe by IP-geolocate the penulti-
mate hop (p-hop) from its traceroute output to an IP anycast address. We then use
the p-hop’s geo-location to locate a CDN site. If the CDN site has an on-site router,
the p-hop is often the site router so that we can observe a co-located CDN site and
infer that the CDN site announces the regional IP address we traceroute to. If a
CDN site does not have a site router and connects to a remote IXP via a link-layer
connection [ACFT12], we will not observe a CDN site co-located with a p-hop. In
this case, we assume that the CDN site closest to the p-hop announces the regional
IP we traceroute to.

Because IP-geolocation at the city-level is not reliable [PUK™11al, [SZ11bl, HFCT1],

we combine a number of sources, including IP-geolocation databases, reserve DNS
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(rDNS) records, and RTT ranges to infer a p-hop’s location. We use three IP-
geolocation databases: MaxMind [Max], ipinfo [IPI], and EdgeScape [Tec] to provide

the possible locations of the p-hop. And we describe this process as follows.

Reverse DNS (rDNS): We first infer the location of a p-hop from its rDNS name [LHM ™21}
LHC19]. If a p-hop has an rDNS name and the name contains a geo-hint at the city
level (e.g., operator-defined codes, IATA/ICAO codes [(IA], or CLLI code [icdl),
we use the geo-hint to map the p-hop to a PoP location published by Edgio or Im-
perva. For instance, an rDNS name ae-65.corel.amb.edgecastcdn.net. indicates
a p-hop is located in Amsterdam, Netherlands.

If the rDNS name does not contain any valid geo-hints at the city level, we will
check the domain name’s country code Top-Level Domain (ccTLD). If the CDN
provider (Edgio or Imperva) has only one anycast site deployed in the ccTLD’s

country, we will map the p-hop to that site’s city-level location.

RTT range: 1If a p-hop does not have an rDNS name or we could not infer its location
from the rDNS name, we then attempt to use the location of the RIPE Atlas probe
that went through the p-hop [GSHT17] and has less than 1.5 ms RTT to the p-
hop to infer its location. The threshold is chosen according to the typical size of a
metropolitan area, as the speed-of-light latency in fiber is roughly 100 km per 1 ms
RTT. First, we query three IP-geo databases to estimate the p-hop’s location, which
may return different results. Then, we filter the invalid results based on the speed-
of-light distance between the p-hop and the RIPE Atlas probe, and use the valid
location closest to the RIPE Atlas probe as the p-hop’s location. By this method,
the location of the p-hop can be resolved when both the position of the probe and

the IP-geo databases are correct at the same time.
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ae-65.core1.amb.edgecastcdn.net.

Country-level IPGeo: The two steps above could resolve the majority of Imperva
and Edgio’s p-hops’ locations. If after the above two steps, the location of the p-
hop is still unresolved, we will use the country information from the IP-geolocation
databases to infer the location of the p-hop. If all IP-geolocation databases return
the same country location for the p-hop, and the CDN provider only lists one site
in the country, we will use that listed site location as the p-hop’s location, this is an

effective way to discover the single site in one country.

Unresolved: We find that for the three sets of hostnames (Edgio-3, Edgio-4, and
Imperva-6), we cannot resolve the locations of the p-hops of 2.3% to 9.9% valid
traces. Increasing the RT'T threshold will lead to an inaccurate inference. For those
unresolved p-hops, even if we use IP geo-location databases to approximate their lo-

cations, we do not find more CDN sites. Therefore, we leave those p-hops unmapped.
3.10.2  Collection of CDN’s Technical documents

Existing work [HZWSIS, [Petb] has revealed that Edgio and Imperva are the two
CDNs deploying regional anycast. To validate this observation and obtain a more
recent view, we manually collect and examine the official technical documents to
identify the studied CDNs’ redirection mechanisms. As illustrated in Section [3.4.1],
we obtain a list of the top 15 CDN providers by retrieving CDNFinder’s API [Petal.
We note that we here focus on the CDN platform of each provider while global any-
cast could be available with other components to support specific services, e.g., DNS
or Cloud hosting. We also eliminate two other CDNs from our top list: (1) Face-
book CDN, because it is deployed as a private CDN that supports Meta/Facebook’s
services; (2) Automatic CDN, which works as a plugin to accelerate the static assets

of sites that are tied to Wordpress.com.
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FIGURE 3.15: CDFs of the RTTs of the probes that reach the same CDN site via a
regional IP anycast address and a global IP anycast address in Imperva-6 and Imperva-NS,
after excluding the non-overlapping sites and peering ASes of the two networks.

3.10.3  Same-Site Latency Comparison

When we study the performance of Imperva-6, we compare it with Imperva’s DNS
global anycast network (Imperva-NS) after excluding the non-overlapping sites and
peering ASes of the two networks. We assume that when Imperva announces a
regional TP anycast prefix and a DNS global IP anycast prefix at the same site to
the same set of peers, it does not apply different latency-impact policies to these
prefixes. To validate this assumption, we compare the RTT of a RIPE Atlas probe
that reaches the same site via a regional IP anycast address with the RTT of the
probe that reaches the site via a global IP anycast address. We include only the
results from the probes that reach the CDN sites via the common set of peering
ASes observed in Imperva-6 and Imperva-NS.

Figure [3.15] shows the result. As can be seen, the differences in the RTT distribu-
tions are negligible, which indirectly validate that Imperva does not apply different

latency-impacting policies to its regional IP anycast prefixes and its DNS global IP
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anycast prefixes. Because if it does, we should observe significantly different RTT

distributions.
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4

Anycast Flipping Detection

4.1 Introduction

IP anycast [PMMO93, Met(2] is a routing paradigm that splits traffic among a set
of physical sites. Operators advertise the same IP prefix — via the Border Gate-
way Protocol (BGP) [EEQG] — from each site and traffic from clients to the prefix is
routed to any one of the sites, distributing the traffic load across the sites. Further,
IP anycast presents the opportunity to improve performance by routing clients to
a proximal site [CFKB™15a, [dVAOSH™17al [ZSZ"21]. For these reasons, IP any-
cast is widely adopted by large-scale network services, such as the Domain Name
System (DNS) [LHET07al ISBK™20al, content delivery networks (CDNs) [dVARD20]
and DDoS mitigation services [MSH™16al [Tec20]. Thus, the efficient operation and
performance of anycast networks is critical to today’s Internet.

Clients of anycast services are commonly organized according to which sites
they reach, and the set of clients reaching the same site is known as that site’s
“catchment”. It is possible for a client to switch catchments. In the past, opera-

tors have raised concerns that such anycast “instability” could interrupt connection
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flows [LLUO6]. Because connection-oriented protocols typically store state at both
ends of the connection, a change in site during a flow would break that flow. The ex-
istence of major services relying on anycast, however, belies the prevalence of broken
flows. Indeed, previous work [WH17a] demonstrates that changes in site occur rarely
in measurements from RIPE Atlas [Stalba] probes to the DNS root nameservers.

The same study, however, observes that 1% of the vantage points measured did
“fip” frequently between catchments, sometimes changing with each measurement.
In follow-up work [WH18a], the authors show that flipping within TCP flows is rarer
than flipping overall (impacting 0.15% of vantage points), and provide a plausible
explanation that flipping occurs per-flow, rather than per-packet, so that all packets
within a single flow reach the same site, preserving the connection. So, while flipping
does occur, it is not observed to interrupt flows.

In our own measurements of anycast services, we observed high variability of
round-trip-time (RTT). Intrigued, we set out to discover the source of the variability
and found ourselves retreading the topic of flipping. While flipping is rare, using
the same methodology as in [WHIT7a] we found that for RIPE Atlas probes querying
root name servers, flipping has more than quadrupled from 1% in 2016 to 4.4% in
2023. In these experiments, a probe issues a query every four minutes, and a flip
is said to occur if two consecutive queries by the same probe are routed to different
root name server sites. A probe is said to be “flipping” if it averages at least one flip
every ten minutes.

Investigating the cause of the increase through a longitudinal study, we find
that increasing numbers of anycast sites — adding to the possibilities for flipping
— contribute to the prevalence of flipping in 2023. With these changing network
realities, we argue that anycast flipping is a more significant issue now, warranting
further study of its impact on web performance.

Next, by downloading a mock web page with many embedded objects from a
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major anycast CDN through the BrightData residential proxy service [bri23a], we
confirm the finding that flipping rarely breaks connections and appears to occur
per-flow. Furthermore, we find that the incidence of flipping from the BrightData
vantage points to the CDN sites is perhaps even higher than from the RIPE Atlas
probes to the root name servers. Because the CDN experiment differs from the DNS
experiment (e.g., we didn’t download the page every four minutes), we cannot adopt
the same definition of flipping for both experiments. Instead we say that a vantage
point is flipping if more than than 10% of TCP connections are sent to a site other
than the most common CDN site for that vantage point. In the CDN experiment we
found that 2318 of 9965 (23.3%) BrightData vantage points were flipping.

The CDN experiments also revealed that the round-trip time from a vantage
point to the sites its requests are sent to can vary widely. Hence, we set out to
measure the impact of flipping and the corresponding variations in latency on the
time to download and render popular web sites.

In summary, this paper makes the following contributions:

1. We show that when querying DNS root name servers from RIPE Atlas probes,
the prevalence of anycast flipping has increased from only 1% of probes in 2016
to 4.4% in 2023. We confirm the previous finding that flipping rarely breaks
connections, and that flipping commonly occurs at the granularity of an entire
flow. Further, we find that flipping is also common when issuing requests from
the BrightData residential proxy network [bri23a] to a major anycast CDN,
with, according to a different measure (10% of TCP connections flip), 23.3%

of these proxies flipping.

2. We show that flipping can significantly increase the RTT of client to a CDN
site. For example, 20% of the flipping vantage points have a median increase

in RTT larger than 32.5 ms, and 10% have a median RTT increase larger than
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113.5 ms.

3. We demonstrate that for clients that experience very frequent flipping and large
latency penalties, the impact on web download performance can be significant.
For example, we performed trace-driven emulations of 20 popular web sites
with MAHIMAHI [NSD™15], extending it so that we could randomly apply a
flipping probability of 50% to entire TCP flows and a flipping latency penalty
of 50ms. In this experiment, there was a median increase of more than 20.7% -
52.6% in the First Contentful Paint metric for HTTP /1.1 browsers and 18.3%
- 46.6% for HTTP /2 browsers.

The current prevalence of anycast flipping, which is already significant and ap-
pears to be increasing, combined with the high latency penalties experienced by some
clients when flipping occurs, calls for careful optimization of anycast deployments and

perhaps even improved routing protocol design.

FEthical considerations Active measurements such as issuing DNS queries and down-
loading web pages cause load on the Internet infrastructure. As discussed later in
the paper, we mitigated the impact of our experiments by issuing measurements at
low rates or a small number of times. Our analysis of the frequency of DNS-query
flipping is based on publicly available RIPE Atlas data, and did not require us to
initiate any measurements. Our measurements of the anycast CDN were directed
at a mock web site that was hosted using a free service provided by the CDN. This

work raises no other ethical issues.

Data and code Upon publication, the authors will make all data collected in this
research and all code used to collect or process that data publicly available. The

authors will also provide such data and code to the program committee upon request.
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FIGURE 4.1: An IP anycast deployment.

4.2 Background

In this section, we use network traces to illustrate several examples of anycast flipping
in the Internet.

Figure [4.1] shows a simple anycast network with three sites, each one serviced
by a single upstream autonomous system (AS). Routers at each of the sites peer
with routers in the upstream AS and advertise a route to the same IP prefix. Upon
receiving the advertisements, the upstream ASes propagate them further to other
ASes. If a router receives multiple routes to the IP prefix (e.g., the router in AS1), it
applies BGP best path selection [EE06] to choose a route to reach that prefix. Best
path selection is a cascading comparison between metrics of the available routes,
including — among others — the AS path length. Traffic from clients of the service
to the IP prefix is then routed to different sites via the emergent properties of the
different path selection choices made by routers in the Internet. The set of clients
all reaching the same site is the catchment of the site.

Over time, catchments can change for a variety of reasons. One of the most
straightforward is route updates. Upon each route advertisement /withdrawal, routers

recompute the best path, which may be different from the previous one and originate
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at a different site. Wei and Heidemann [WHI7a] argue that updates are unlikely to
cause frequent catchment changes due to BGP route flap damping (RFD) [VCG9S],
although a sophisticated analysis by Gray et al. [GMB™20] provides a lower bound of
only 9.1 on the percentage of ASes that implement RFD. But flipping can have other
causes as well, including IGP Equal-Cost Multipath (ECMP), and BGP Multipath.

In this section we illustrate two examples that were collected from RIPE Atlas
probes that we observed flipping. More details are provided in Section 4.3|

In the first example, shown in Figure flipping takes place at the border of two
ASes. The figure shows multiple traceroutes from RIPE Atlas probe #1002101 to the
C-root on Jan-02-2023. The traceroutes have been merged so that hops appearing
in multiple traceroutes are represented by a single node in the graph. The probe
flips between anycast sites in Frankfurt (FRA) and Bratislava (BTS). While the
traceroutes produce numerous paths to the target anycast IP address, the third hop

— the last in AS47583 — visually splits the paths among the two sites. Interestingly,
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the hops immediately after AS47583 are from two different ASes.

We are not sure what mechanism is responsible for flipping in this example. Orig-
inally, BGP Multipath required (among other things) the AS path of an alternate
route to be strictly identical to the primary route in both the length and the se-
quence of AS numbers. As [LT23] notes, however, router configuration settings are
often provided to relax the sequence requirement, e.g., Cisco’s multipath-relax
setting [cis18] and Juniper’s multiple-as setting [jun23]. But in this example both
the length and the sequence are different.

Figure 4.3 shows an example in which the flipping is internal to an AS. Probe
#2121 flips between anycast sites of C-root in Frankfurt (FRA), and Paris (PAR) on
Jan-02-2023. AS174 advertises routes to AS2914 in at least 3 places. Hop 81.25.197.1
forwards flows further within AS2914 that ultimately traverse different egress points
to reach the different anycast sites. We speculate that AS174 applies ECMP in-
ternally to load balance traffic within the network, contributing to the flipping we

observe.

4.3 Prevalance & Impact: Root DNS

In this section, we use RIPE Atlas’s built-in measurements [RIP23] to root DNS
servers to charaterize the prevalance of anycast flipping and its impact on a probe’s
RTT to a root DNS server. We first describe the measurement infrastructure and
datasets we use. Then we present how we infer anycast flipping from the datasets.
Finally, we present the trend and degree of anycast flipping from RIPE Atlas probes
to root DNS servers between 2016 and 2023.

4.3.1 RIPE Atlas’s DNS CHAOS Queries

RIPE Atlas [Stal5al is a global measurement infrastructure that has more than

11,000 active probes world-wide. It conducts several periodic measurements to all
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13 root DNS servers and achive the measurement results for researchers to study the
properties of the Internet. Specifically, we use the DNS CHAOS [CW(07a] measure-
ment for this study. In this measurement, every probe sends a DNS CHAOS query
for the TXT field of the domain name hostname.bind to every root DNS server
every four minutes. Each probe records the response it receives. A response to a
CHAOS query from a root server includes a site identifier (ID), which we identifies

the catchment site of the query.

Datasets To evaluate the trend of anycast flipping, we use the DNS CHAOS re-
sponses collected on the first Monday (24-hour) of every half-year from the last half
year of 2016 to the first half year of 2023, a total of 182 datasets. Similar to [WH17al,
we use all available probes at the measured time. For the first dataset collected on
Jul, 04, 2016, there are 9,246 active probes; and for the most recent dataset collected

on Jan, 01, 2023, the number of active probes increases to 11,568.
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4.3.2  Root DNS Site Discovery

We parse the TXT record included in a server’s reponse to determine the catchment
site of a probe’s CHAOS query and we use the change of the catchment site of a
probe to determine anycast flipping (Section .

Each root DNS server uses a customized naming scheme to embed an anycast site
ID in the TXT record of a CHAOS reponse. For example, a site ID in a response from
A-root can be ‘nnnl-nlams-1a’ or ‘rootns-frab’, each consisting of several sections.
The first section (e.g., ‘nnnl’ or ‘rootns’) indicates which DNS software is running
on the responding server. The second section encodes the location of the site. In
the first example, ‘nlams’ is the UN/LOCODE [fE22] for Amsterdam, Netherlands,
while in the second example, ‘fra’ is the IATA [(IA] airport code for Frankfurt,
Germany. The third section in the first example indicates the specific server /replica
ID at the Amsterdam site. Similarly, the number ‘5’ in the second section of the
second example specifies the ID of the server located at the ‘fra’ site.

We manually examine the CHAOS responses from each root server and construct
regular expresssions to extract the site ID field from those responses. In addition, the
site naming scheme of each root has also changed over years. For example, L-root’s
scheme changed three times in the last eight years. Therefore, we use different regular
expressions per root and per time period to extract the site ID from the TXT field of
each CHAOS response. We note that some CHAOS replies do not follow any naming
convention and appear to come from record injection attacks [RLPT21]. An example
is a TXT record that includes the string byaazbknliphsiiy.vla.yp-c.yandex.net.
The regular expressions we construct automatically filter such responses. For the
datasets we use, we filter 2.0% — 2.2% of such responses. We include the regular

expressions we construct in Appendix
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4.3.8  Geo-Locate a Catchment Site

In addition to identifying a catchment site, we also aim to geo-locate where the site
is at the city level. This geo-location information enables us to measure the distance
between two catchment sites a probe flips between. Since most root servers include
geo hints such as UN/LOCODE or TATA codes in their site IDs, we first extract
those geo-codes from the site IDs we obtain in the previous step. Second, we use
a geo-location method to confirm that 1) the geo-code included in a site’s identifier
is accurate, and 2) resolve the locations of the sites that either contain errorneous
geo-codes or do not contain valid geo hints. The second step is important because a
site ID may include a wrong code. For example, a site used by A-root has 'tko’ in
its site identifier, which is the IATA code for the Tlokoeng airport in South Africa.
However, using the geo-location method, we find that the site is actually located in
Tokyo.

Our geo-location method works as follows. First, we pick the top three probes
that have the lowest RTTs to a site. If the RTT of each probe to the site is less
than 5 ms, and the geo-code in the site’s identifier specifies a location that is within
a radius of 500 km of one of the probes, we consider the site’s geo-code accurate and
use the geo-code as the site’s location. For the remaining site IDs, we check whether
the site identifiers contain any geo-hint that matches one of the three closest probes’
locations. For example, a site of A-root contains the string ‘elpek’ in its ID. Although
it complies with the format of a UN/LOCODE, it is not a valid UN/LOCODE. But
the sub-string, ‘pek’ is the IATA airport code for Beijing, China, and the three
probes within 5 ms of this site confirm that the site is in Beijing. Finally, for the
remaining unresolved sites, we use IP-geo information [IPI] of the penultimate hop
in a traceroute output from each of the three-closest probes to locate the site. For

example, a site ID ‘sl.org’ from I-root contains no valid geo-hint and is resolved in
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this final step.

We use the latest dataset obtained on Jan 02, 2023 as an example to show how
many sites we are able to resolve at each step. Other datasets have similar results.
For the latest dataset, we extract a total of 1,014 site IDs. Among them, we confirm
808 of them as valid geo-codes in the first step. We are able to resolve 198 sites’
locations in the second step. The final step (traceroute) resolves the remaining eight

sites.
4.8.4 Estimate Anycast Flipping

After we obtain the site ID and the geo-location of each catchment site a probe
reaches, we are able to quantify anycast flipping. We use the same any flipping
detection and counting mechanism as in [WHIT7a]. For each probe and for each
dataset, we construct a time-series vector that consists of the catchment sites a probe
reaches. If the catchment sites in two consecutive CHAOS responses are different,
we count it as a flip. We then calculate the mean time between two flips across the
whole day for each probe. If the mean flipping time is less than 10 minutes, then we
consider this probe experiences anycast flipping. We compare the flipping results we
obtain using the same dataset as used in [WHI17a] (Aug-01-2016) and confirm the
results are almost identical. For example, on that day, C-root had a flipping fraction
of 1.2% in our measurement, and it is the same value in [WHI7a], similar to the
other roots. Therefore, we conclude that we are measuring the same phenomenon as

in [WHI7al.
4.8.5 Longitudinal View of Anycast Flipping

Now we describe our reproduction of the results from the 2016 study [WHI17a] and
our longitudinal study of anycast flipping since then. Longitudinally, we find that av-

erage percentage of RIPE Atlas probes that experience anycast flipping has increased
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Table 4.1: The percentage of RIPE Atlas probes that experience anycast flipping
over the past seven years.
Flipping Ratio | A B C D E F G
2016-07-04 0.02%  0.00% 1.38% 3.67% 3.75% 0.60% 0.46%
2017-01-02 1.08%  0.00% 1.07% 2.11% 1.74% 0.53% 0.57%
2017-07-03 0.84%  0.06% 1.00% 2.02% 1.74% 0.42% 0.19%

2018-01-01 239%  0.05% 1.06% 211% 1.42% 0.77% 0.16%
2018-07-02 0.63%  0.04% 0.83% 2.73% 2.03% 1.06% 1.19%
2019-01-07 1.87% 0.37% 0.63% 3.69% 1.08% 1.32% 1.18%

2019-07-01 1.10%  0.62% 0.42% 3.39% 0.91% 1.06% 0.03%
2020-01-06 2.27%  0.53% 0.75% 3.72% 1.68% 1.98% 1.52%
2020-07-06 207%  0.32% 0.44% 4.16% 1.93% 1.43% 1.15%
2021-01-04 9.83%  0.50% 0.64% 3.84% 1.78% 2.55% 0.06%

2021-07-05 10.88% 0.64% 0.64% 3.94% 1.90% 2.19% 1.18%
2022-01-03 9.95%  1.32% 0.68% 4.19% 1.92% 1.46% 0.07%
2022-07-04 11.72% 0.91% 0.88% 5.39% 2.80% 2.23% 1.15%
2023-01-02 11.87% 1.55% 1.47% 547% 2.96% 2.38% 1.59%

from about 1.2% to 4.4% within the past seven years. Figure summarizes our
findings. Nine of the 13 roots have a significant increase in anycast flipping during
our measurement period. The most noticeable changes occur to A-root and J-root.
Seven years ago, anycast flipping for both roots was minimal, but today, A-root in-
curs the largest amount of anycast flipping among RIPE Atlas probes, from 0.0%
(only very few probes flipped at that time) to 11.87%. J-root sees a similar increase,
although not as pronounced. Interestingly, both had a significant step between the
second half year of 2020 and the first half year of 2021. We investigate A-root to
better understand the causes.

A-root anycast flipping drastically increased from 2.07% to 9.83% between 2020
and 2021. On Jul-06-2020, RIPE Atlas probes received CHAOS TXT records that
mapped to 21 sites, but half a year later the records mapped to two additional sites,
‘mnz‘ and ‘wie‘. Further, 83.9% of the probes that started flipping in 2021 but
were not in 2020 reached at least one of the two new sites. We suspect that A-root

deployed the two new sites at this time and the probes that flip between these two
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Table 4.2: The percentage of RIPE Atlas probes that experience anycast flipping

over the past seven years (continue).
Flipping Ratio | H I J K L M
2016-07-04 0.00% 1.18% 1.20% 1.29% 1.15% 0.47%
2017-01-02 0.00% 1.07% 0.99% 0.94% 1.22% 1.04%
2017-07-03 0.00% 1.09% 0.51% 0.53% 0.97% 0.34%
2018-01-01 0.00% 1.30% 0.62% 0.61% 2.16% 0.20%
2018-07-02 0.00% 2.15% 1.31% 0.98% 2.23% 1.01%
2019-01-07 0.00% 2.51% 0.87% 1.45% 2.94% 1.07%
2019-07-01 0.05% 2.51% 1.09% 0.99% 1.66% 0.71%
2020-01-06 0.47% 3.56% 1.03% 1.43% 2.40% 0.57%
2020-07-06 0.09% 3.05% 1.25% 2.48% 1.21% 0.68%
2021-01-04 0.53% 2.98% 6.57% 3.37% 2.40% 1.99%
2021-07-05 0.44% 321% 8.73% 218% 287% 1.31%
2022-01-03 1.63% 3.00% 6.29% 2.30% 2.99% 1.46%
2022-07-04 3.04% 380% 5.94% 2.45% 4.57% 1.8™%
2023-01-02 9.26% 3.18% 7.16% 2.53% 5.17% 2.76%

sites contribute to the increase in anycast flipping.
4.3.6  Does Flipping Break TCP Connections?

The prevalence of anycast CDNs suggests that anycast flipping does not tear down
TCP connections, and the anycast flipping study [WHI7a] in 2016 found that very
few RIPE Atlas probes consistently failed to build a TCP session with the J root name
server and a small number of those probes also suffer from UDP anycast flipping.
We use the RIPE Atlas built-in measurement that sends TCP DNS queries to
obtain the SOA field of route DNS servers to further confirm this phenomenon. Using
a dataset obtained on Jan-02-2023, we find that 97.4% - 98.0% of the probes can
successfully establish TCP connections with a root DNS server. Only 220 probes
cannot establish TCP connections to any root DNS server and among those probes,
only 0-8 of them experience anycast flipping to some root DNS servers. The very few
overlapping between probes that cannot establish a TCP connection and experience

anycast flipping suggest that anycast flipping is unlikely to break TCP connections

108



120 [

wnl 0%
[0

Prob
0
X

o 6%
2 4%
2%
0%

n

Percentage of
Ipp

Fl

% Q S 'V Yo
> > v v v Vv
Q\’\ Q\’\ Q'\’\ Q\’\ Q'\’\ Q'\’\

FIGURE 4.4: The percentage of RIPE Atlas probes that experience anycast flipping
in the past seven years.

for the majority of Internet paths.
4.3.7 Impact on RTTs

For each of the RIPE Atlas probes (154 - 1243 for different roots) that we observed
flipping on Jan-02-2023 to one of the root DNS servers, we compute the median
RTT towards each of the anycast sites that they flip between. We then take the
difference in the RTT to determine how much extra RTT flipping adds. Note that
probes can flip between more than 2 sites — for A-root, 205 probes do. In that case,
we take the difference between the minimum and maximum median RTTs to the
sites, to determine the worst case extra RTT that flipping adds. Figure [4.8 shows
the distribution per root of the extra RTT. In addition, we show the percentage of
the probes whose worse case RTT exceeds 50 ms and that flip among three sites in
table [4.3l

For B-root and G-root, the difference in RTT is extreme: nearly 80% of RIPE At-
las probes experience extra RTT of over 120ms/50ms to B-root/G-root, respectively.

More probes flip reaching A-root than any other root, but the extra RTT in A-root
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is minimal: the extra RTT for 90% (1118 out of 1243 probes) of the probes less than
12ms, indicating that flipping in A-root occurs between nearby sites. For the other
roots, the majority of probes experience modest extra RTT. Overall, though, 24 to
177 probes (0.2% - 1.7% of all probes) experience more than >50ms extra RTT to
at least one root.

We measure the distance between a probe and its catchment site. In Figure 4.8],
we show the distribution of the extra distance corresponding to a probe’s flipping
sites with which we compute the extra RTT. As we can see, the long extra RTTs
correspond to long geographic distance between a probe’s catchment sites. In Fig-
ure [4.5] we show the example of the longest extra distance between a Singaporean

probe’s flipping sites: one site in LAX and the other in SIN.
4.4 Prevalence & Impact: Anycast CDN

Next, we turn to our study of anycast flipping in a major anycast CDN. In this
section, we use the BrightData to explore the prevalence of anycast flipping using
different vantage points than RIPE Atlas probes and with a new target, a CDN that

uses anycast.
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4.4.1 Infrastructure

The RIPE-Atlas-based measurements can show us anycast flipping to the root name
servers. To our knowledge, however, no existing measurements cover CDN servers.
Therefore, we utilized a residential proxy service provider, BrightData [bri23al, to
measure flipping of TCP connections to one of the largest anycast CDNs. This
residential proxy service has previously been used in measurement studies, e.g.

[CMK*21]. According to their website description, BrightData’s infrastructure con-
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sists of more than 72 million proxy nodes. In our experiments, we uncover around
10 thousand unique vantage points that span more than 150 different countries and

1600+ different ASes.
4.4.2  Methodology

To measure anycast flipping, we design a mock webpage, composed of 80 one-pixel
images. To fetch the webpage, browsers must issue 81 total HT'TP requests — the first
being the root HTML object. Next, we configure this webpage and all embedded
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images to be served by the CDN and make them cacheable so that they may be
retrieved directly from the CDN’s edge.

We instrument a headless Chrome browser to fetch the mock webpage through
BrightData’s residential proxy node pool. By default, BrightData may use a different
proxy node per HTTP request. Since we wish to observe flipping per proxy node,
this behavior is not desirable. Fortunately, we found a mechanism supported by

BrightData that could enforce a consistent session via the same proxy node for the
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Table 4.3: Anycast Flipping among Root-name Servers (Long Flipping: Flipping that
causes more than 50 ms round-trip-time difference. 3-Flipping: Flipping that reaches
more than 2 different anycast sites) .

Flipping  Long

Root | Probe  Flipping 3-Flipping
A 1243 38 (3.06% ) 205 (16.49%)
B 162 156 (96.30%) 2 (1.23% )

C 154 40 (25.97%) 0 (0.00% )

D 573 84 (14.66%) 121 (21.12%)
E 309 24 (7.77% ) 40 (12.94%)
F 249 45 (18.07%) 22 (8.84% )
G 164 106 (64.63%) 0 (0.00% )

H 965 114 (11.81%) 0 (0.00% )

I 334 83 (24.85%) 16 (4.79% )
J 746 71 (9.52% ) 76 (10.19%)
K 265 92 (34.72%) 30 (11.32%)
L 542 177 (32.66%) 92 (16.97%)
M 288 130 (45.14%) 0 (0.00% )

current webpage fetch [Bri23b]. To restrict all requests for fetching the mock webpage
to use the same proxy node, we generate a random consistency token and concatenate
it with our username registered with BrightData when we send the requests to the
proxy service. With this mechanism, BrightData will use the same proxy node to send
all the resource requests sharing the same consistency token. Further, BrightData
allows the user to specify a geographic area to restrict the proxy selection. If an
area is not provided, BrightData selects a proxy globally. Since we wish to study
the impact of anycast flipping from as many vantage points as possible, we do not
restrict proxy selection.

We repeatedly fetch the mock webpage through BrightData, each time with a
chance to discover a new proxy. Between each fetch, we clear the browser state to
ensure that no objects are cached at the client side. To measure anycast flipping
from BrightData proxy nodes, we leverage a unique trait of the proxy service. We

observe that for each request, a proxy node establishes a new TCP connection with a
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target hosting site. Thus, for the 81 objects comprising the mock webpage, the proxy
node establishes 81 TCP connections to the CDN, providing us 81 opportunities to
observe flipping. We confirmed the behavior of BrightData using our own server.
We first hosted our mock page on our own server and hence a proxy node requests
directly reached our server rather than the CDN. Then, based on the HTTP log
generated by our HT'TP server, we observed that 81 different ports from a proxy
node were used during the request.

In addition to fetching the mock webpage, we also fetch another URL: http:
//lumtest.com/myip. json. The lumtest.com website provides a service that echos
back the source IP address of an HTTP request in its HT'TP response, which enables
us to obtain the information about the current proxy node used in a proxy session,
including the proxy id, proxy IP address, and geographical and network details about
the proxy node. From this information, we identify the proxy node assigned by
BrightData to fetch the mock webpage.

BrightData’s HT'TP response to an HTTP request from our headless browser
includes a performance timing profile that records the timing information of the
download of each object . We use this information to measure the RTT from a proxy
node to each of its catchment sites. We describe more detail in § [£.4.4]

In total, we fetch the mock webpage 23,651 times using BrightData and discover
10,634 proxies from 1,640 different ASes. However, not all BrightData proxies provide
timing information. So we exclude 669 proxies, leaving 9,965 proxies in our study.

To study anycast flipping, we also need to detect which site responds to each
HTTP request. Fortunately, the anycast CDN adds a header field in its responses
that contains an IATA code to indicate which site responds to an HTTP request.
Since the CDN we use is a global anycast CDN, if we observe that multiple sites
respond to the request that fetches our mock webpage, we consider that the proxy
node experiences anycast flipping.
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4.4.83 Prevalence

We now present the results on how frequent we observe anycast flipping to the
anycast CDN. Out of 9,965 proxy nodes, 2,907 (29%) of them reach multiple sites
of the anycast CDN. Figure shows a CDF of the fraction of the 81 requests that
are responded to by the site that receives the largest number of requests (We define
such a site as the “mode site”). A value close to 1 means that reaching a different
site is very rare, which is not indicative of anycast flipping. So, we set a threshold
> 0.9 to focus on the proxy nodes that experience frequent anycast flipping. This
threshold leaves out 589 proxies.

We show the CDF of the number of sites the remaining 2,318 proxies reach in
Figure [£.10] As we can see, flipping between more than two sites is common, with
1,305 (56.3%) proxy nodes reaching three sites or more. In the extreme case, one
proxy node flips between 11 different sites while downloading the 81 objects in our

mock webpage.
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4.4.4  Impact on RTTs

Next, we investigate the impact of anycast flipping on the RTT from a client to an
anycast CDN site. From the timing profile included in a Bright Data HT'TP response,
we extract the connect time — from when a proxy node sends a TCP SYN packet
to the anycast CDN to when the proxy node receives the SYN+ACK reply. This
metric estimates the RTT from the proxy node to its catchment site of the CDN,
independent of the where we run the headless browser. A similar method is also used
in [CMK™21].

We calculate the difference in RTT for each proxy node as follows. First, we
calculate the median RTT, mRTT, per site. Next, we determine if the site that
receives the largest number of requests, site,, has the largest mRTT. If it does, then
we find the minimum mRTT to any other site and subtract site, mRTT from it to
determine the best case improvement in RTT that anycast flipping causes. If site,
does not have the largest mRTT, then we find the maximum mRTT to any other site
and subtract site, mRTT from it to determine the worst case additional RTT that

anycast flipping causes. Figure shows the CDF of these differences in RTT, the
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“Frequent” line includes the proxy nodes who reach their mode sites less than 90%
of the time, while the “All” line includes all proxy nodes. . Anycast flipping reduces
RTT for roughly 20% of proxies, although typically by small values. Similarly, other
proxies see modest increases in median RTT due to flipping, and 20% of the proxies
suffer from RTT differences that are larger than 23 ms, and around 10% suffer from
differences larger than 75 ms. Combined with our observations on flipping rates, 132
(1.3% of all) proxies both flip more than 50% of the time and have an RTT difference
>50ms. In the next section, we investigate what implications the RT'T increase has

on web performance.
4.5 TImpact on Web Performance

The previous section demonstrates the impact anycast flipping has on RTT between
the proxies and the anycast CDN. We now turn to how the RTT increases due to

flipping impact web performance.
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4.5.1 Infrastructure

First, we must build an infrastructure to measure the impact. We extend the web
emulator MAHIMAHI [NSD™15]. MAHIMAHTI retrieves webpages, capturing all the
resources — from different hosts — embedded in the webpage, and stores them locally.
Then, it enables replaying of the webpage to a browser by serving the resources from
Apache web servers, matching the resource and host association collected during
the capture. Optionally, MAHIMAHI can also add a synthetic delay during the
replay. Thus, MAHIMAHI can emulate the web performance of a page load under
varying network conditions. To study anycast flipping, we make several extensions

to MAHIMAHI.

Per-Host Delay While MAHIMAHI allows a configurable delay to be applied to
fetching resources during the webpage replay, it applies the same delay to all fetches.
This simplification is not faithful to the original webpage retrieval (many webpages
typically include resources from diverse hosts), nor is it convenient for measuring the
impact of anycast flipping. So, we add the ability to set different synthetic delays
per Apache web server to MAHIMAHI.

Support for Anycast Flipping 'The previous extension enables setting a delay per host,
but with anycast flipping the delay to a specific host may vary depending upon the
site reached. So we further extend MAHIMAHI to probabilistically apply additional
delay per TCP flow to emulate flows reaching either a near site (i.e., not additional
delay) or a far site (i.e., additional delay). During the emulation step, we apply the

probabilistic delay to TCP flows destined for hosts selected to flip (details below).

Support for HTTP/2 MAHIMAHI only supports HT'TP /1.1 replay, yet HTTP /2 is

frequently used today. Further, because anycast flipping operates on individual TCP
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FIGURE 4.12: HTTP/1.1 metrics

flows and HTTP/2 handles multiplexing over the underlying transport differently
than HTTP/1.1, we anticipate differences in the impact to each protocol. So, we
update MAHIMAHI’s Apache web server to support HTTP/2 by replacing MPM
prefork module (“mpm_prefork_module”), which does not support HTTP/2, with

the MPM event module (“mpm_event_module”), and by adding HTTP/2 support

with the “mod_http2” module.

Revised Retrieval Step Finally, we re-implement MAHIMAHI retrieval and share the
code at [mit]. This was necessary for two reasons. First, MAHIMAHI's retrieval does
not support HTTP /2. Second, to collect the per-host delays used during emulation.
For the latter part, we run ‘tshark‘ to capture TCP packets on 443 port. After
retrieval, we extract the RTT to each host from the packet capture and apply the
RTTs to MAHIMAHI’s Apache web servers.

In emulation, our client is the headless Chrome browser in incognito mode,

wrapped with Browsertime [bro23] to automate fetching webpages from MAHIMAHI

and collect performance metrics.
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4.5.2  Mock Webpage Results

To show the impact of anycast flipping, we emulate web browsing of our mock web-
page using MAHIMAHI. First, we retrieve the mock webpage from our vantage point
at [Redacted for review| using our revised retrieval step. Because all of the one-pixel
images in our mock webpage are served by the CDN, a single host serves the entire
webpage. During retrieval, we calculate the RTT to the CDN from our vantage point
and match the delay in emulation to the RT'T. We then use our instrumented browser
to fetch the mock webpage from MAHIMAHI 100 times. Figure in the solid
lines shows the CDF across the 100 measurements of four key performance metrics:
connect - the TCP connection time for the webpage root object, TTFB - time to first
byte of the root object, FCP [fcp23| - first contentful paint is visible on the screen,
and PLT - the start of the JavaScript load event. Smaller values in these metrics
mean that page loads more quickly and the web performance is better. We show the
results for both HTTP /1.1 (Figure and HTTP/2 (Figure [4.13).
Using the solid lines as our baseline, we next investigate the impact of two anycast

flipping scenarios by selecting the single host serving our entire mock webpage to flip.
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To emulate anycast flipping observed in Section that effects 1.3% of BrightData
proxies, we set the probability of flipping to 50% and the additional RTT on a flip
to b0ms — the dotted lines. We also run our emulations reducing the additional
RTT to 10ms (which effects 2.5% of proxies) to see the impact of flipping when the
RTT difference is less significant — the dashed lines. The metric values grow (become
worse) as anycast flipping latency is added, regardless of protocol.

Consider the connect lines first. There is a noticeable step at roughly the middle
of the distribution where flipping delay is added. Because flipping occurs per-flow
and the flipping probability in our emulation is 50%, there is a 50% chance that
the connection for the root object will reach the near site and the distributions in
all three scenarios will be the same. However, if the connection for the root object
is “unlucky”, then the connect time is increased by 10/50ms. This applies to both
protocols.

However, unlike HTTP /1.1, Chrome’s implementation of HTTP/2 uses a single
TCP connection per host and multiplexes all requests over the same connection. If

the first connection for the root object is unlucky, then Chrome remains unlucky for
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FIGURE 4.15: HTTP/2 Slowdown Time (FCP median)

the rest of the webpage fetch. This is evident in the steps visible in all other metrics.
By comparison, Chrome’s HTTP /1.1 implementation uses 6 TCP connections total
per host, giving it six opportunities to reach the near site. Moreover, we observe
that Chrome dispatches HTTP requests on the first available connection, so the
connections to the near site receive a disproportionate number of the 81 requests
because each request completes faster than other requests on connections to the far
site. As aresult, HTTP/1.1 performance under anycast flipping degrades slower then
HTTP/2. This is most visible in the PLT dotted lines where HTTP /2 performance
becomes significantly worse when the single TCP connect flips to the far site, while
HTTP/1.1 performance more gradually degrades in steps as each of the 6 TCP
connections flips to the far site.

We note that HT'TP /2 performance overall remains better than HTTP/1.1. Even
thought HTTP/1.1 establishes 6 TCP connections, the 80 HTTP requests for one-
pixel images are still transmitted serially across the connections. Meanwhile, because

HTTP/2 removes head-of-line blocking, the 80 HTTP requests occur in parallel..
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4.5.83  Popular Website Results

The mock webpage provides us with a synthetic view of the impact of anycast flip-
ping, but real webpages typically aren’t composed of 80 one-pixel images. So, next
we explore the impact of anycast flipping on real webpages. In this analysis, we
use the landing webpages of the top 20 most popular websites (Table in Ap-
pendix from the Tranco list [PVGT*19]. Also, in addition to our vantage point
at [Redacted for review|, we use two vantage points (Harvard University and the
University of Wisconsin-Madison) provided by CloudLab to retrieve the
20 webpages, giving us three distinct environments to measure the impact of anycast
flipping.

As with the mock website, we apply a 50% flipping probability and add 50ms on
flips to the far site. However, unlike the mock website, real webpages aren’t typically
served by a single host. Indeed, we observe that the 20 webpages we retrieve are
served by a variety of hosts, including several CDNs. To study the impact of anycast
flipping, we take the approach of assuming each of the CDNs uses anycast and their

hosts to flip.
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For each webpage, we run the MAHIMAHI emulation 100 times without flipping
and then 100 times with flipping. We then compute the average and 90" percentile
for FCP and PLT (We do not present connect and TTEB here as the impact of
these two metrics on web performance are also reflected on FCP and PLT). To
ease visualization and comparison, we introduce two new metrics. Slowdown time
is the difference between the same metric (e.g., average FCP) with anycast flipping
and without anycast flipping. Slowdown ratio is slowdown time divided by the
metric without anycast flipping. A slowdown ratio of 1.0 means that anycast flipping
doubled the value of the underlying metric.

Figures and show the slowdown time for average FCP as a CDF across
the 20 webpages for HTTP /1.1 and HTTP/2, respectively. For half of the webpages
we study, the anycast flipping we emulate increases average FCP by 81-111ms for
HTTP/1.1 and 77-108ms for HTTP /2, depending upon vantage point. Similarly,
Figures and show the equivalent results for the 90" percentile FCP and
slowdown times over several hundred milliseconds are common. This logically follows

from our results with the mock webpage, where we observe anycast flipping’s impact

125



0 oy

e e

CDF

oab 4

| : : : : §
02 l- """"""" —_— pooeeei Redacted
" : : : : UMD e

Harvard

O i l i l i l i l i i .

0 50 100 150 200 250 300
Slowdown Time / ms

F1GURE 4.18: HTTP/2 Slowdown Time (FCP 90th Percentile)

is more significant in the tail of the distribution.

Interesting, the results are similar regardless of protocol used, while on the mock
webpage there was a notable difference. Not surprisingly, we find that hosting many
objects on the same host is rare in real webpages. In fact, domain sharding — the
process of splitting resources among many domain names to work around HTTP /1.1
head-of-line blocking — is commonly used even with HTTP /2 [SBWR21]. Likely un-
intentionally, domain sharding currently mitigates that worst-case impact of anycast
flipping on HTTP /2. Thus, website operators should consider the impact of anycast
flipping on their websites before removing domain sharding.

Since there is no major difference in the results by protocol, we show the slowdown
ratio of only HTTP/2 in Figures and for average and 90*" percentile FCP,
respectively. The results vary by vantage point, which is to be expected as the RTT's
to the hosts serving the webpages differ among the sites. Thus, the additional 50ms
from flipping will have more/less impact. For Harvard and UMD, most sites have
small slowdown ratios, indicating that anycast flipping from those vantage points

often does not significantly degrade perceived performance. [Redacted for review],
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on the other hand, has significantly larger slowdown ratios, showing the time added
by anycast flipping is a larger portion of the overall FCP. However, turning to the
90" percentile for Harvard and UMD, 8 webpages have slowdown ratios of about
0.5 or more, So, again, tail performance can be dramatically worse due to anycast
flipping.

In Figures and [£.25] the results for PLT time are shown, and are similar. In
summary, for several of the webpages studied, anycast flipping — at levels observed
to impact 1.3% of BrightData residential proxies — can significantly impact web

performance.
4.6 Related Work

Measuring IP anycast performance. 1P anycast has long been used by Internet ser-
vices to provide automatic load balancing and latency reduction with multiple any-
cast sites [CFKB*15al dOSHK17hb]. Many related works focus on mea-
suring and analyzing the performance of existing [P anycast systems, including

DNS root servers |[LLCT13a, LHET07a, MSH"16a, [LJD™13a, IGCF*16, KLAT21
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and CDNs [KLA*21]. The main results from these studies
are consistent: Global IP anycast does not always route clients to the sites that pro-
vide the lowest latency and does not always evenly distribute the workload among
the sites [SPT05].

Many previous works assume that each client reaches only one anycast site, which
we observe is not true in practice. In our work, we show that, as many as 10% of the
clients reach multiple different anycast sites due to anycast flipping. Schomp and
Al-Dalky [SAD20b] also observe that 17% of clients flip between sites in proprietary

DNS server logs, and speculate that one cause may be load balancers.

Load-balancer detection. From the examples in Section [4.2] load-balancing within the
network is one cause of anycast flipping. Load-balancers are a widely deployed tech-
nique to utilize multiple links in order to support large traffic volumes. Paxson’s
measurement work on the diversity of routing behavior [Pax96| is the first work to

show the impact on the performance due to the load balancing, but only limited to

unicast routing. Almeida et al. proposed MCA (Multipath Classification
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F1GURE 4.21: HTTP/2 Slowdown Time (PLT median)

Algorithm) to figure out the field in the packet used for load-balancing along a path,
which in the presence of anycast can cause different flows — with different field values
— to reach different sites. Paris traceroute is a tool to perform path traces
in the presence of load balancers. By keeping the fields load balancers might use
constant, Paris traceroute tracks the complete path along one branch of the load
balancer at a time. None of these works, however, consider the impact on anycast
by load-balancers. Based on Paris traceroute, Augustin et al. proposed a multi-
path detection algorithm to probe multipath of load balance [AFT07]. Furthermore,
Diamond-Miner combines this multipath detection algorithm [AFTO7]
with high-speed randomized probing techniques to construct the Internet-
scale topology with multipath of load balance.

Lan and Heidemann’s work [WHI7a] is the first work that quantifies anycast
flipping. In our work, we reproduced their results from 2016 with the same method,
and update them to today. We find that anycast flipping is more common now, and

expand to measure the performance impact of anycast flipping.
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4.7 Conclusions and Future work

In this paper, we revisited the anycast flipping problem and provided evidence that
it is increasing in prevalence, and that for some clients it can significantly impact
web-browsing performance.

This paper leaves open a number of interesting directions for future work.

Limitations. 'The web browsing performance study reported in this paper has several
limitations. Most prominently, it’s likely that important applications other than web
browsing are also impacted by anycast flipping, and should be evaluated. Putting
aside other applications, the browsing analysis measures only the First Contentful
Paint and Page Load Time metrics. Metrics such as Connect Time, Time to First
Byte, and even customer conversion rate could also be considered. Perhaps more
importantly, the clients from which the popular web sites were downloaded were
not very diverse. For example, they did not include hosts on home networks or
mobile hosts using cellular data connections. Finally, we only emulated two fixed

flipping latency penalties (10ms and 50ms), both for the same flipping probability,
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50%, which is a large flipping probability experienced by a relatively small fraction
of clients. An exhaustive study would evaluate a wider range of probabilities and

penalties.

Impact on anycast CDN cache performance. If a browser requests the objects embed-
ded on a web page from multiple anycast CDN sites chosen essentially at random,
then in order to guarantee cache hits the CDN must store all of the objects at all of
the sites. Alternatively, anycast flipping may reduce the cache hit rate. Our experi-
ments with the anycast CDN were oblivious to this effect, as we measured only TCP
connect time, and not object download time. But it would be interesting to further

explore the effect of anycast flipping on caching.

Preventing flipping. If it is deemed desirable to reduce the occurrence of anycast
flipping, a number of potential approaches come to mind. First, at present Inter-
net routers are generally oblivious to the notion of anycast addresses. If designated
prefixes were reserved for anycast use, routers could disable load balancing for any

datagrams or flows to those prefixes. Alternatively, perhaps datagrams could in-
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clude “do-not-load-balance” tags. Second, anycast CDNs could employ a hybrid
approach to delivering content, using an anycast address for the server delivering an
HTML document, but then using a unicast address (for the same server site) for any

embedded objects.

Mitigating flipping. We observed that in the default Chrome implementation, in
HTTP/1.1 multiple TCP connections are established to download the necessary con-
tent, and the connections that perform best are used to download more objects. This
adaptive adjustment to anycast flipping mitigates the impact of anycast sites with

poor performance.

4.8 Appendix

4.8.1 Geocodes Used by Different Roots
Top 20 web sites
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Table 4.4: Naming schemes used by different operators

Root | Operator Naming Scheme

A Verisign IATA, UN/LOCODE
B USC-ISI IATA

C Cogent IATA

D UMD City/Country Code
E NASA Ames IATA

F ISC TIATA

G DoD NIC Other

H ARL IATA

I Netnode IATA, Other

J Verisign IATA, UN/LOCODE
K RIPE NCC  City/Country Code
L ICANN City/Country Code
M WIDE IATA
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Table 4.5: Naming schemes used by different operators (continue)
Root | Regular Expression

(rootns|nnnl) -((\w{3H)\d[\w{2} \w{3}) .*)

b\d-(\w{3})

(\w{3})\d\w\.c\.root-servers\.org

(A\w{4})\d\.droot\ .maxgigapop\.net

\w\d{2}\. (\w*)\.eroot

\w{3}\.cf\.f\.root-servers\.org

groot-(\w{4})-\d

\d{3}\. (\w{3})\.h\.root-servers\.org

s\d\. (\w{3})

(rootns|nnn1) - ((A\w{3})\d | \w{2} \w{3}) .*)

ns\d. A\w{2}-\w{3})\.k\.ripe\.net

Aw{2}-\w{3}) -\w{2}

M-(\w{3})-.x*

2o~ IDoQHEEHOQW >
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5

Conclusion

We present our works on IP anycast performance optimization in the previous chap-

ters. However, all those approaches try to tackle this problem regarding the Internet

as a black box due to the in-cooperative property of the intermediate networks.
This means ample space could be achieved by incorporating more tuning knobs.

Therefore, we could expand the research in this field with the following improvements:

e SD-WAN is a new cloud network performance management framework that
can conveniently select the desired path among available ones. This could help

to restrict the preferred performant path in our linear preference order;

e In AnyOpt, only one transit link in each site is enabled due to the persevering
of linear preference order because it is difficult to figure out the preference
order among the co-located peers. To solve this problem, we could announce
multiple different prefixes in the same site and announce the unique prefix from
different peers. We could also use DNS to restrict the catchment site/peer for

specific client prefixes;

e In all these systems, performance probing is still time-consuming due to the
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pair-wise measurement between sites and client prefixes. A probabilistic prob-
ing method could be used here to reduce the number of necessary measure-

ments.
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