Differentially Private Verification with Survey Weights
by
Tong Lin

Department of Statistical Science
Duke University

Date:

Approved:

Jerome P. Reiter, Supervisor

David L. Banks

Amy H. Herring

A thesis submitted in partial fulfillment of the
requirements for the degree of Master of Science
in the Department of Statistical Science
in the Graduate School of
Duke University

2023



ABSTRACT

Differentially Private Verification with Survey Weights
by

Tong Lin

Department of Statistical Science
Duke University

Date:

Approved:

Jerome P. Reiter, Supervisor

David L. Banks

Amy H. Herring

An abstract of a thesis submitted in partial fulfillment of the
requirements for the degree of Master of Science
in the Department of Statistical Science
in the Graduate School of
Duke University

2023



Copyright (©) 2023 by Tong Lin
All rights reserved



Abstract

Survey sampling is a popular technique used in various fields for making inferences
about populations from samples. However, the release of survey data can lead to
confidentiality concerns due to the presence of sensitive information about individ-
uals. To mitigate this issue, data stewards generate synthetic data that reflects
the statistical features of confidential data to obscure sensitive variables. Synthetic
data can be released for public use as a substitute of confidential data. However,
the quality of synthetic data may impact the accuracy of inferences drawn from it.
Therefore, assessing the quality of inferences derived from synthetic data is essential.
Researchers have proposed a verification procedure that allows analysts to submit
queries regarding their inferences and evaluate their accuracy by comparing results
from synthetic data with those from confidential data. This approach enables the

protection of individual privacy while facilitating the public use of confidential data.

This thesis proposes a differentially private verification measure for synthetic data
in the context of complex survey designs. To ensure differential privacy, we use the
sub-sample and aggregate method. We partition the confidential data into disjoint
partitions and compute survey-weighted estimates of the statistics of interest. An-
alysts can set a tolerance interval reflecting their desired level of estimate accuracy
from synthetic data. Since smaller partitions have higher variance in estimates, we
suggest to use a wider tolerance interval for partitions. We refer to a tolerance in-
terval that does not account for such higher variance as a fixed tolerance interval,
while a tolerance interval with inflation as a varying one. We define an indicator to
signify whether estimates from the partitions fall within the tolerance interval, and
compute the sum of indicators from all partitions. To satisfy differential privacy, we

add a noise from the Laplace Mechanism to this metric. Bayesian post-processing is
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then applied to improve interpretability, and the summary statistics of the posterior
distribution of the metric is released.

The proposed measure generalized the application of privacy-preserving tech-
niques and enables analysts to validate the quality of their inferences based on syn-

thetic data in the context of complex survey data sets.
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Chapter 1

Introduction

Survey sampling is widely used in various fields, especially social science, to make
inferences about a population from a sample. By selecting a representative sample of
the population, researchers can draw conclusions that apply to the larger population.
Survey sampling is often used to estimate the summary statistics of a population,
such as total, mean, variance, etc. Often, surveys are sampled with complex designs,
such as stratified, probability proportional to size, or cluster sampling. These designs
create unequal probabilities of selection of individuals into the sample. In order to
obtain unbiased estimates of population parameters, researchers use sampling weights
in survey to adjust for differences in the probability of selection of individuals in the
sample.

However, publishing the survey data may raise confidentiality concerns. We refer
the survey data as the confidential data, which include the actual information of
individuals. In practice, data stewards cannot directly release confidential data since
they often contain sensitive information. To protect data privacy, data stewards
typically use measures such as aggregation, data swapping, and adding random noise.
Nonetheless, these methods may not be effective, because they are still releasing
confidential data which may lead to disclosure risk (Reiter, Oganian, and Karr, 2009;
Matthews and Harel, 2011; Barrientos et al., 2018). Also, the statistics from the
confidential data can threaten the privacy of someone not in the data set (Dwork,

2006).

As a means of obscuring sensitive information in data sets, Rubin (1993) pro-



posed the release of synthetic data intended for public use. This approach involves
generating data that reflect the statistical characteristics of the confidential data.
We define such generated data as the synthetic data. In practice, data stewards can
release the synthetic data as a substitute for the confidential data to prevent the
disclosure of sensitive information to unauthorized individuals. Although researchers
can still conduct analysis on synthetic data, their inferences may be influenced by the
synthetic generation process. For instance, if the synthetic data fails to accurately
reflect the structure of the confidential data, it can lead to biased results (Reiter,
2005). Therefore, it is crucial to evaluate the accuracy of inferences from synthetic
data to ensure its consistency with confidential data. For example, Reiter, Oganian,
and Karr (2009) put forward a verification procedure that compares inferences from
the synthetic data with those obtained from the confidential data, and determine

whether there are significant differences between the two sets of inferences.

Although existing verification methods include procedures for confidential data
obtained from simple random sampling or census, they do not account for the case
where confidential data are obtained from a complex sampling design (Reiter, Oga-
nian, and Karr, 2009; McClure and Reiter, 2012; Barrientos et al. 2018). In this the-
sis, we propose a differentially private verification measure for synthetic data when
the confidential data come from a complex survey design. The proposed measure
aims to generalize the application of privacy-preserving techniques for verification

servers to complex survey data sets.

The remainder of this thesis is organized as follows. In Chapter 2, we review the
complex sampling design, the generation of synthetic data, and concepts of differential
privacy. We also review survey weights in the context of making inference about
the population. In Chapter 3, we illustrate the procedure of the sub-sample and
aggregate algorithm when using weighted estimators. We mainly discuss the context

of estimating the population total, and provide examples and implementation details.
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We also discuss the settings of several important parameters that may affect the
output of the algorithm. In Chapter 4, we use simulation experiments to demonstrate
the application of the algorithm in estimation of the population total. We present the
analysis of the results and sanity check for survey weights in the simulation attempts.
Finally, in Chapter 5, we summarize the main findings and propose directions for

future research.



Chapter 2

Review of Synthetic data and Differential

Privacy

This section provides background useful for understanding the verification measures

that are developed in this thesis.

2.1 Review of sampling design

Selecting a representative sample of the population of interest is an essential aspect
of survey design. To obtain accurate inference for the population parameters, the re-
searchers need to employ an appropriate sampling method. Therefore, it is crucial to

learn about the difference between various sampling techniques and sampling design.

In general, sampling methods can be classified into two categories, namely prob-
ability sampling and non-probability sampling (Omair, 2014; Tyrer and Heyman,
2016). Probability sampling takes the randomization strategy when choosing a sam-
ple from a finite population, wherein the selection is purely based on random selection,
including simple random sampling, systematic sampling, stratified sampling, cluster
sampling, and multi-stage sampling. Non-probability sampling techniques are char-
acterized by an unknown likelihood of being selected (Acharya et al., 2013), including
quota sampling, snowball sampling, and convenience sampling.

Here we focus on illustrating two probability sampling techniques. Let P be
a finite population with N elements, with the index of elements denoted as i =

1,2,...,N. S is a subset of P which is comprised of n elements randomly drawn from



P. Suppose X is a survey variable in P. We are interested in making inference for
the population total of X based on S, which we denote as 7 = Zf\;l x;. We define
the indicator I; = 1 if element ¢ € S, and I; = 0 otherwise. Then we get a vector
I = (I, ..., Iy) which represents the elements in S, and n = Zi\; I;.

In simple random sampling (SRS), each element in P has equal probability to be
sampled. With Pr(l; = 1) = n/N, we get an unbiased estimate of the population
total 7 =, o(N/n)z;. The estimated variance of 7 is given by N?(1 —n/N)s*/n,
where s* = Y. _o(x; — 2)%/(n —1).

In practice, an alternative strategy that researchers may use is probability-proportional-
to-size (PPS) sampling, where elements in P are sampled with unequal probabilities
based on their sizes, where the size is defined by a numerical variable Z known for
all units in P. In this case, we need to assign corresponding unequal weights when
conducting analysis (Lumley, 2004). The weighted estimators, which take into ac-
count sample weights, are typically unbiased when estimating their corresponding
population quantities (Korn and Graubard, 1995). Given that various PPS sampling
methods will result in different joint selection probabilities for pairs of units, here we
consider fixed sample size design (Hanif and Brewer, 1980; Zheng and Little, 2005).
Let m; = Pr(I; = 1) be the first-order inclusion probability of the i-th element in
P. In PPS sampling of n units, we have m; = nz;/ 31, 2. For any record i where
this quantity exceeds 1, we set that record’s m; = 1. For the remaining records, we
recompute the m; based on the population sizes excluding the cases sampled with
certainty.

For any probability sampling design, a common approach to estimate the popula-
tion total is weighting the sample elements by the inverse of the inclusion probability,
which was proposed by Horvitz and Thompson (1952). We have

T = Z % = Z WY,
ieS ' ies

bt



where w; represents the survey weight of the i-th element, which is defined as w; =

(i)~

2.2 Review of synthetic data

One approach to reduce the data disclosure risk is to generate synthetic data which
reflect the correlation structure of the variables in the confidential data for public
use. In practice, however, the use of synthetic data to protect sensitive information
may pose a trade-off with the ability to accurately reflect the features of confidential
data. This trade-off must be carefully considered in the synthetic process to ensure
that we can still draw meaningful inferences from the synthetic data. Overall, there
are two approaches to generating the synthetic data, namely fully and partial (Reiter
and Raghunathan, 2007). Both approaches strike the balance between obscuring the
sensitive information and maintaining the actual features of the confidential data

(Raghunathan, 2021).

Rubin (1993) proposed to create synthetic microdata constructed using multiple
imputation. The goal is to mitigate the risk of information disclosure and enables
users to obtain valid statistical inference as well. The fully synthetic approach involves
randomly sampling units from P for each synthetic data set, treating nonsampled
units as missing data and handle this using multiple imputation (Rubin, 1987), and
releasing multiple synthetic data sets (Rubin, 1993). Raghunathan et al. (2003)
evaluated the use of this multiple imputation framework and put forward the idea
of obtaining valid inferences by combining the point and variance estimates from
multiple data sets. Reiter (2002) illustrated the validity of inferences obtained from
the synthetic data sets in different sampling design. He also discussed the specification

of the number and size of synthetic data sets.
Although conceptually the fully synthetic approach can lower the disclosure risk
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by obscuring the actual information and benefits the users by ensuring valid inference,
it can be difficult to generate the full synthetic data set, especially when the survey
contains complex variables. Little (1993) raised a method which partially masks the
high risk information. The masked data could be a subset of the rows or columns
of the data matrix. The replacement of only selected with synthetic data simplifies
the generation of synthetic data. Reiter (2003) put forward techniques for making
inferences on partially synthetic data using the multiple imputation framework, but
with varying rules for combining point and variance estimates. Abowd and Woodcock
(2001) adopted the method of synthesizing only sensitive variables, and using actual
survey data for non-sensitive variables. They applied the approach to longtitudinal
linked data (Abowd and Woodcock, 2004). Furthermore, Little et al. (2004) raised
the idea of synthesizing only key variables for sensitive units plus another subset of
nonsensitive units. Reiter (2005) demonstrated the application of CART to gener-
ate partially synthetic data for sensitive variables and identifiers. Furthermore, he
proposes strategies for altering survey weights in the context of simulating identifiers
using partially synthetic data (Mitra and Reiter, 2006).

Abowd and Woodcock (2001, 2004) and Kinney et al. (2011) applied the sequen-
tial regression modeling to generate synthetic data. Suppose D is a confidential data
set with size of n x p. Let X;; be the value of the j-th variable of the i-th individual,

where 1 = 1,2,...,n and 7 = 1,2, ...,p. We specify the joint distribution as
[(Xir, Xig,y s Xip) = f1(Xin) fo(Xio] X))o fp(Xip| Xin, Xio, -y X (p-1))-

f;j represents the conditional distribution of X; given X, Xs..., X;_1. We specify each
conditional distribution as a regression, then generate the synthetic data by sampling
from the corresponding sequence of predictive distributions.

As synthetic data gains popularity as a means of limiting the disclosure risk, re-

searchers have raised concerns about the potential impact of the generation method
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on the accuracy of their inferences made merely from the synthetic data. Researchers
then proposed an integrated system that enables researchers to validate their analysis
results (Barrientos et al., 2018). The system involves three components - a synthetic
data set, a verification server (Reiter, Oganian, and Karr, 2009), and means for ap-
proved users to access the confidential data (Barrientos et al., 2018). The analysts can
assess the quality of their inference by submitting a query about their estimates to the
verification server, then the verification procedure will give results. The verification
process should be differentially private. In this thesis, we build on the verification
measure proposed by Barrientos et al. (2018) and Yang (2022), which we review in

the context of developing the new verification measures in Chapter 3.

2.3 Review of differential privacy

The concept of differential privacy (DP) was proposed by Dwork (2006). In general,
DP provides a mathematical measure of privacy risk. It offers a strong guarantee of
privacy protection by limiting the amount of information that can be inferred about
an individual in a data set.

Assume that A is an algorithm which takes a data set D; as input. We denote
the output of A as A(D;) = o. We then define a neighboring data set Dy, which has
the same data size as D;. D; and D, differ in one row with all other rows identical.
In accordance with the description provided by Barrientos et al. (2018), we present
the definition of e-DP as follows.

Definition 1 (e — DP): An algorithm A gives e-DP if for any neighboring data

sets Dy and D,, and any output o € Range(A), it satisfies
Pr(A(Dy) = 0) < cap(e) Pr(A(Dy) = o).

A satisfying e-DP ensures that any user who obtains the result of A(D;) cannot

8



guess the presence of an individual in D; with more than |1 —1/exp(e)| of confidence
(Bkakria, A. et al., 2019). € is defined as the privacy budget. It quantifies the
similarity between the outputs of A being implemented over D, and D,. Intuitively,
smaller € makes it more difficult for users to distinguish the data record that differs
between D; and D, and thus guarantees a higher privacy level.

DP has three important properties. Suppose that A; and A, are algorithms
that satisfy ¢;-DP and e;-DP, respectively. First, for any data set D, releasing the
outputs A; (D) and Ay (D) guarantees (e +€3)-DP. Second, for any Dy and Dy where
D; N Dy = @, releasing the outputs of A;(D) and Ay(D) guarantees max(ey, €)-
DP. Third, for any algorithm Aj, releasing the output A3(A;(D)) ensures ¢,-DP
(Barrientos et al., 2018).

A frequently utilized approach to achieve e-DP is the Laplace Mechanism (Dwork,
2006). Laplace Mechanism ensures e-DP by adding a random perturbation. For any
function f : D — R?, the global sensitivity is defined as A(f) = mazp, p,) | f(D1) —
f(D2)|lx for neighboring data sets Dy and D,. Applying the Laplace Mechanism, we
have LM(D) = f(D) + n, where n ~ Laplace(0, A(f)/¢).

However, sometimes the sensitivity of function f can be very high, resulting in
a significant perturbation being added to the output. This may lead to reduced
accuracy. This issue can be addressed by reducing the sensitivity of f. Dwork et
al. (2006) proved that if f can be effectively approximated from random samples
on all inputs, then the global sensitivity of f will be low. Then f can be published
with a small amount of noise. Similarly, Nissim et al. (2007) put forward the sub-
sample and aggregate framework which uses a ‘smoothed’ version of f to reduce the
Laplace noise. The basic idea is to randomly partition data set D into M disjoint
partitions D" = {Dy,...,Dy/}. For each partition Dy, we calculate f(Dy). Then
favg(D/) = Zkle f(Dg)/M. In this case, for any neighboring data set which differs

from D by only one record, it can change the value of at most one f(Dy). We

9



then conclude that A(f,.e) = A(f)/M. If we apply the Laplace Mechanism to this
smoothed fu,,(D), the noise satisfies Ne, ~ Lapalce(0, A(f)/eM). This framework
reduces the variance of the noise significantly (Yang, 2022). We use the sub-sample

and aggregate method to develop the differentially private verification measures.

10



Chapter 3

Framework of the Differentially Private
Verification Algorithm with Survey
Weights

Suppose P is a finite population with N individuals. Suppose that the data agency
takes a probability sample with unequal weights of n individuals from P and has
labeled it as D. Hence, D is a confidential data set consisting of measurements
on p variables Xj,..., X, and a survey weight variable W. The survey weight of
the i-th individual in D is defined as w; = 1/m;, where m; is the first-order inclusion
probability of individual i. To reduce the risk of data disclosure, the agency generates
a synthetic data set for public use. The synthetic data set Dy with size of ng involves
measurements of p variables Xj, ..., X,,. We assume that Dy is treated as a simple
random sample from P, so that individuals in Dy have the equal weight of N/ng. We
refer the researchers conducting analysis of the synthetic data as the synthetic data
analysts.

Let X, be the variable of interest. The synthetic data analyst intends to estimate
the population total of X; based on Dy. For example, X; could be a measure of
the annual income of individuals from P. We define the true population total of X;
in P as 7. 7y and &(7) represent the estimated value of 7 and its standard error
derived from Dy, respectively. We then introduce the framework of the verification

algorithm.
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3.1 Framework of the algorithm

Let 7 be an unbiased estimate of 7 computed with the confidential data D. The syn-
thetic data analyst cannot compute 7, since they do not have access to D. However,
we define it for use in the verification algorithm. Basically, we assess the quality of
the analyst’s inference by approximating the distance between 75 and 7. When the
distance between these two estimates falls within a range acceptable to the synthetic
data analyst, 7y is considered to accurately reflect the features of the population.
Otherwise, the estimate 7y fails to pass the verification, and Dy is deemed not high

enough quality for purposes of estimating 7.

We define the difference between 7, and 7 by the absolute distance d = |7 — 7.
If d falls within a specific interval, it suggests that 7y is reasonably accurate. The
synthetic analyst could construct a tolerance interval based on 7, which we refer as
T(7p, ). « is the parameter that determines the width of the tolerance interval. For
example, T' = [Ty — 26(7y), To + 26 (70)] implies tolerance of two standard deviations,
where the standard deviation derives from D,. To satisfy DP, we cannot directly
release the indicator of whether 7 falls in T'(7, ). Instead, we follow the sub-sample
and aggregate method proposed by Nissim et al. (2007).

We randomly partition D into M disjoint partitions, with each partition denoted
as Dy € {D,...,Dy}. The data size of Dy is ny = |n/M|. Given that n might
not be divisible by M, some partitions might have one more or one less unit than
others. We need to take into account the impact of changes in sample size on the
population estimate. Therefore, we adjust for such impact by inflating n/n; times
the weight of each unit in Dj. The inflation factor is approximately equal to M. For
ke {1,2,.... M}, we calculate the value of the Horvitz-Thompson estimator of the

population total with data in D; and the inflated weights and refer it as 7.

We define the tolerance interval used for the partitions as C(7y, o, 7). C(7o, v, )

12



is not necessarily the same as T'(7p,«). Let Ay be an indicator of the event that
7 falls in C(7y, r,7y). In other words, Ay = (7 € C(7p, e, 7)). Iterating over all
M partitions, we get M binary values Ay, ..., Ay;. We discuss defining the tolerance
intervals in Chapter 3.1.

S is the frequency of estimates falling within the tolerance interval in the par-
titions. Hence, S = 224:1 Ay, is a discrete variable that can take values in the set
{0,1,2,..., M} with strictly positive probability. This makes S/M a variable tak-
ing discrete values on support of [0, 1], representing the estimated probability that
7 € C(79, cv,7y). Values of S near M indicate that the observed data estimates in the
partitions frequently fall inside the tolerance intervals, which suggests the synthetic
data results are similar to those from the confidential data as determined by the
analyst’s tolerance level. Values of S near 0 indicate that the synthetic data results
are dissimilar from the confidential data results, suggesting the synthetic data results

are not sufficiently accurate for the analyst’s purposes.

To meet the e-DP requirement, we need to add a perturbation to S. Here we
apply the Laplace Mechanism. We randomly draw a sample n ~ Laplace(0,1/¢) as
the noise term. We assume that the change in one data record will only affect one
specific weight and the value of at most one Aj. This guarantees a global sensitivity

of 1. Accordingly, S® = S + n is the perturbed frequency variable.

Because S®/M can be outside [0, 1], we apply post-processing to improve the in-
terpretability of the reported verification measure. Specifically, we apply a Bayesian
approach to S®/M to provide the synthetic analyst with the posterior distribution
of SB/M. Ay is a random variable which follows Bernoulli distribution. We as-
sume that Aq, Ag, ..., Ay S Bernoulli(r), where r signifies the probability of any

randomly generated 7, € C(7p,,7). Hence, S is a random sample drawn from

S|r ~ Binomial(M,r). Let ¢ be the prior that we specify for r. We have

13



1
SE|S ~ Laplace(S, ~)

€
S|r ~ Binomial(M, r)

r o~ .
In the simulation experiments discussed in Chapter 5, we assign a Beta(1,1) distri-
bution as the prior of r.
We obtain the posterior distribution Pr(r|ST), i.e., Pr(7x € C(7, a,7)|ST), by

applying Gibbs sampler. The joint distribution is
Pr(r, S, SR) x PT(SR\S, r)Pr(S|r)Pr(r).
Then we derive the full conditionals
Pr(r|S, SR) o« Pr(S|r)Pr(r)
o r9(1 —r)M=3
x Beta(S+1, M — S+ 1)

Pr(S|r, S®) oc Pr(S%|S)Pr(S|r)

|sB—s| 1
- S(1 — p)M=S
e TSror—s+n” =7

The data agency can release the summary statistics, for instance, the posterior
median or posterior mean of r, to provide an interpretable assessment about the
quality of the synthetic analyst’s inference.

The algorithm format of the verification procedure is in Algorithm 1.

We now turn to discuss the factors that may affect the outcome of the sub-sample
and aggregate procedure, including the tolerance interval, total number of partitions
of confidential data, and privacy budget. We assume that the choice of privacy budget

(€) is based on preference. We only discuss the choice of other aspects.
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Algorithm 1: Subsample and aggregate for data with weights
Data: D, D,

D represents the confidential data, with data size denoted by n, and the
weights are stored in variable W. We have values (z1,...,x,) in D.

Result: 7Gipps noise < Pr(fi € C(7o, o, v)|ST)

T4 T /* Estimated population total from D */

To < 70 ; /* Estimated population total from Dy */
pop

C(70,,7) ; /* Tolerance interval */

Randomly partition D into M disjoint subgroups (Dy, ..., Dy).
for k <+ 1 to M do
Dy, <— The k-th partition of D of size ny = L%J ;
Wi < W x n—’”; ;
T < T = Zz‘eDk Wiy /* Horvitz-Thompson estimator */
if 7, € C(7p, v, 7y) then
Ap < 1
else
A+ 0;
end
S = Sl A s
SE + S+ Laplace(0, 1) ;

7€

SE .
Tnoise < M

T'Gibbs,noise — PT(%IC € 0(7:07 Q, 7)‘SR) )

end

3.2 Defining the tolerance interval

The synthetic data analyst is required to specify a tolerance interval which reflects

their tolerance for the accuracy of the inference. They are free to choose a threshold
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as the boundary of the tolerance region. For example, suppose the variable of interest
takes binary values. The synthetic data analyst would like to estimate the total of
this variable. They may determine that 7y is accurate enough as long as 7 is within
some percentage of 7y, i.e., T'(7o, &) = [To = a|7p|]. The analyst also need to specify
a tolerance interval for the sub-sample and aggregate method, which we denote as
C(70,,7). Here, v plays the role of an inflation factor which may be used to go
from T'(7y, ) to C(7o, 0, y). We consider the case T'(7y, ) = C(7o, @, y) to represent
a fixed tolerance interval, while T'(7y, ) # C(7o, r,7y) signifies a varying tolerance

interval.

We use an example to illustrate the choice of tolerance interval. Suppose 7y =
100000 and &(7p) = 1000. The analyst wants to know if 7 falls within 10% of 7.
We know that 10%7, = 10000. For a fixed tolerance interval, we have T'(7p, ) =
C(7o, ,y) = [90000, 110000]. If the analyst decides to use a varying tolerance in-
terval, we suggest to inflate C'(7p, a,7y). The reason is that a smaller sample size
will enlarge the variance of the estimate of the population total. In this case, the
estimates in the partitions are less likely to fall into the unadjusted C(7y, «v,7y) even
when 7 is inside T'(7y, ). For ease of interpretation, we construct the tolerance
interval based on the estimate 7, and its standard error (7). In our setting,
10%7y = 106 (7). Therefore, for T'(7y, «), instead of [75 - 10%]|7o|], we suggest to de-
fine it as T'(7p, &) = [To£105(7p)]. Suppose we have M = 25 disjoint partitions. As is
proposed in Barrientos et al. (2018), we approximate &(7;,) by () = \/n/n.é ().
We use this inflated standard error when constructing C(7, o, y). In other words, we
inflate the width of the tolerance interval to reflect the increased standard error in
the estimates computed with partitioned data. Thus, C(7y, o, y) = [To£10-5-7(7)].

10 and 5 are specific values of o and ~, respectively.

Basically, o and v are parameters that decide the width of the interval. The

analysts could choose a based on their preference and tolerance for accuracy. We
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set v = 1 in the fixed tolerance intervals. While for the varying intervals, we set

v = v M by default.

3.3 Choosing M

In the sub-sample and aggregate algorithm, we apply the Laplace Mechanism to S.
We have S/M +n/M = ST /M, where n ~ Laplace(0,1/¢). In this section, we discuss
the choice of number of partitions M. We mainly consider the effect of the variation

in M on S/M itself and the noise from the Laplace Mechanism.

We know that S/M € [0, 1], and S can take M + 1 values. If M is small,
S/M will only take a limited grid of values. For instance, when M = 10, we have
S/M € {0,0.1,0.2, ..., 1}. In this case, S/M provides a rough estimate of r that
might not be detailed enough for the analyst. In addition, with a small M, the
perturbation from the Laplace Mechanism will have a greater impact on S/M. From
the perspective of sample size, for a certain D, less partitions means larger sample
size of each partition. Large value of nj reduces the variance of the estimate for each
partition. Meanwhile, a small M will lead to increase in the variance of S/M. On the
contrary, large value of M reduces the uncertainty in S/M and mitigates the impact

of the perturbation.

According to the above discussion, the synthetic data analyst needs to consider
such trade-off when choosing the value of M. Basically, we tend to choose an M, such
that the estimation results obtained in the partitions are consistent with the results
estimated using the full confidential data set, which requires Pr(7 € T'(7y,«)) to be
close to Pr(7, € C(7y,,7)). Specifically, if 7 is inside T'(7y, cv), the maximum value
of the probability density of S®/M should be close to 1. While when 7 is outside
T (79, @), the maximum value of the probability density of S¥/M should be around

0. We hope to be able to select M by comparing the results obtained under different
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M values.
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Chapter 4

Simulation Study

In this section, we conduct simulation experiments to illustrate the implementation
of the verification algorithm.
We first generate a population data set P which contains N = 10000000 data

records. We generate two variables X and Y sampled from the following distribution
X ~ Uniform(0, 10)

Y|X ~ N(X +5,2).

Here 2 represents the variance of Y|X. For each unit in P, we assign an inclusion
probability which is proportional to the size based on X. Suppose the confidential
data D comprises n individuals from P, then the ¢-th individual has a probability of
™ = nx;/ Zfil x; to be sampled. We take a probability-proportional-to-size sample
from P to make the confidential data D. The survey weight of the i-th individual in

D is generated by the inverse of the inclusion probability, that is, w; = 1/m;.

To generate the synthetic data, we employ two distinct methods to provide a
comprehensive illustration of the role of weights in our settings.

The first method involves generating a representative synthetic data set. To do
so, we need to account for the complex design when synthesizing from D. Failure
to do so can result in synthetic data that do not look like P. However, our goal is
to evaluate the verification measures rather than implement a synthesizer that turns
a survey-weighted sample into a representative sample. Therefore, to simplify the
synthesis task, we take advantage of the fact that we are in a simulation setting

and simply take a simple random sample of size ng from P to create Dy. Ideally, the
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verification measure should reveal that the synthetic data provide accurate estimates,
since we know D is representative of P. Of course, this is not possible in genuine
applications; data stewards need to account for the complex design when using D to
make Dy.

In the second method, we generate Dy by ignoring the weights. Specifically, we
randomly draw ng samples from the Normal distribution A/ (%, s?), where ¢, and s>
are the mean and standard deviation of the variable Y in D. We use this synthesizer
to examine the performance of the verification measure when the synthetic data are
not an accurate representation of P. Ideally, the verification measure should reveal
this inaccuracy.

In the implementation of the sub-sample and aggregate algorithm, we focus on fac-
tors that could affect the result of the algorithm, which are data size of the partitions,
number of partitions, and parameters that define the tolerance interval. The sam-
ple size of each partition is n; € {500,20000, 50000}, and we have M € {25,50,90}
partitions. For each combination of n, and M, we draw n; x M samples from P fol-
lowing the methods discussed above to make D. Here we set ng = n. We repeat this
step for 200 times and generate 200 pairs of Dy and D for each of the two synthetic
generation methods.

Next we define the tolerance interval. In Chapter 3.1, we construct the interval
based on the estimated population total 7y and its standard error &(7p) from Dy.
We specify a tolerance interval for the full confidential data set and another for
the partitions, namely 7'(7p, o) and C(7p, a, 7). We assume that o € {1, 3, 5}. We
consider both fixed tolerance interval and the varying tolerance interval. For the fixed
interval, we set 7 = 1, which indicates T'(7y,«) = C(7o, ,7y) = [To — ad (7o), To +
aé (7). For the varying interval, we set v = /M for C(#y, v, 7). Therefore, we have
C (70, a, ) = [To — a/Mé (), 7o + av/Mé (7).

For each pair of Dy and D, we use two metrics to assess 7y: utilizing the full
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confidential data set D, and utilizing the partitions {D;, ..., Dys}. Notably, only
the differentially private result obtained from the partitions will be released to the
analyst. We use the Horvitz-Thompson estimator (Horvitz and Thompson, 1952) to

calculate the population total.

When using the full data set D, we define a binary variable (), which is an
indicator that takes value of 1 when 7 is inside the tolerance interval, i.e., Q = I(7 €
T(79, ). For the 200 pairs of Dy and D, we get Q1, ..., Q200. We then calculate
Pran = Yoo Qi/200, which is an approximate estimate of Pr(+ € T(#, a)).

When using the partitions, we implement the sub-sample and aggregate procedure
(Nissim et al., 2007). We inflate the survey weights of individuals in the partitions
by M. Hence, the i-th individual in D, has a weight of w; x M, where w; is its
original weight in D. In each Dy, we then estimate 75 using these adjusted weights,
and we compute Ay, i.e., whether or not the 7y is inside C(7y, a,7y). We use Gibbs
sampler to sample the posterior distribution of r. For each Gibbs sampler, we run

1200 iterations, with the first 200 as burn-in.

4.1 Results for synthesis based on SRS of P

We display the results for the utilization of fixed tolerance intervals in Figure 4.1.
We notice obvious discrepancy between the value of 7,; and posterior medians of
r, which indicates inconsistency between the conclusions drawn from using the full
data set and the partitions. The posterior medians of r are always much smaller
than their corresponding 7f,;. When a = 1, the value of 7, is about 0.2, while
the majority of medians of Pr(r|S%) are lower than 0.1. When o = 3, the value of
7ruu fluctuates around 0.6, while most of the posterior medians of 7 are smaller than
0.25. The most notable discrepancy is observed when v = 5, where 7, exceeds 0.75,

while the posterior medians of r are at least 0.5 lower than their corresponding 7,
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values.

As expected, the increase of a leads to a higher probability that the estimate from
D falls within the tolerance interval. With the same value of «, as M gets larger, the
posterior medians of r become smaller, implying that the estimates are less likely to be
inside the tolerance interval. Meanwhile, such decreasing trend turns more significant
as a gets larger. When o = 1, the posterior medians of r are slightly higher at M = 25
than M = 90. While when o = 5, we can observe a more evident change between
M = 25 and M = 90. Given both M and « fixed, smaller partition sample size
corresponds to larger value of both 7, and medians of Pr(r|S%), indicating higher
probability that 7 and 7, are within the analyst’s tolerance. When ny is small, we
expect greater uncertainty in the estimate of population total in Dy. Accordingly,
the larger standard error of the estimate makes a wider tolerance interval. Therefore,
7 and 7 are more likely to be within the interval. As « grows larger, we notice a
more apparent difference between the result at n, = 500 and at n; = 50000. This
is because the increase of o will amplify the change in the probability that 7 and 7
being inside the tolerance interval.

We then run simulations for the varying tolerance interval. The simulation results
are displayed in Figure 4.2. We can observe an overlap between r,; and the posterior
medians of r. In most instances, the values of 7, are within the range of the posterior
medians of . By inflating the tolerance interval for the sub-sample and aggregate
version, the posterior medians of r are close to their corresponding 7. When oo = 1,
both 7, and posterior medians of r are around 0.3. When a = 3, the value of s,
increases to between 0.5 and 0.9. The majority of the posterior medians of r are
distributed within this scope as well. When a = 5, 74, and posterior medians of r
reach above 0.8.

Given all other parameters fixed, the increase of a corresponds to a higher proba-

bility that the estimate from the confidential data falls within the tolerance interval.
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Figure 4.1: ry,; (red points) and posterior medians of r (boxplots) for the fixed

tolerance interval. Synthetic data are a SRS from P.

With the same n; and «, changes in M have no appreciable effect on the average
value of posterior medians of r. Nonetheless, we can observe an obvious decrease
in the variance of the posterior medians of r as M grows larger. Larger M brings
down the impact of the noise from the Laplace Mechanism on S/M, and thus reduces
the variance in S/M and the uncertainty in the posterior. Similar to the case in
fixed tolerance interval, given both M and « fixed, smaller partition sample sizes
correspond to larger values of both 7p,; and medians of Pr(r|S%), indicating higher
probability that 7 and 75 are within the analyst’s tolerance interval.

In comparison, when using a fixed tolerance interval, the posterior medians of r
maintain low values. Even if we set a = 5, the posterior medians are lower than
0.5, while the values of r4,; are higher than 0.8. With fixed tolerance intervals, the
measurements from the sub-sample and aggregate method do not objectively reflect

the estimate from the full confidential data set. Whereas, the varying tolerance
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Figure 4.2: 7, (red points) and posterior medians of r (boxplots) for the varying

tolerance interval. Synthetic data are a SRS from P.

intervals perform better in this verification procedure. The value of the posterior
medians of  are consistent with their corresponding 7 4,; when we inflate the intervals

used for the partitions.

Figure 4.3 and Figure 4.4 demonstrate the difference between median of S/M and
its corresponding median of Pr(r|S¥). In general, given all other parameters fixed,
larger M mitigates the impact of the perturbation from the Laplace Mechanism.
Hence, S/M — median(Pr(r|S™®)) becomes less unstable and approaches 0. Overall,
using the varying tolerance interval makes this value approaches 0. We expect the
inflated interval to lead to a higher probability that the estimates fall into its region.
Thereupon, larger value of S/M can obscure the noise from Laplace Mechanism,
which lowers the variation in S/M — median(Pr(r|ST)).

These results suggest that analysts choose a varying tolerance interval when sub-

mitting the query.
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Figure 4.3: S/M - posterior median of r for fixed tolerance intervals. Synthetic

data are a SRS from P.

4.2 Results for biased synthesis

We now turn to the results from the simulation where the data steward disregards
the sampling design when generating Dy. As discussed previously, we expect these
synthetic data to be low quality and desire the verification measures to indicate as
such.

Before turning to the verification measures, we first provide evidence that ac-
counting for the survey design is important in our simulation. Let 7 = Zf\il y; be the
population total. To illustrate the influence of the survey weights, for each generated
D, we estimate 7 using both the Horvitz-Thompson estimator and an unweighted
estimator. Specifically, we denote the estimated value of the Horvitz-Thompson es-
timator as 7 = ) .., w;y;. Furthermore, we compute the unweighted estimator as

Tunwt = N, where g represents the mean of variable Y in D.
Figure 4.5 displays the comparison of the estimated population total between the
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Figure 4.4: S/M - posterior median of r for varying tolerance intervals. Synthetic

data are a SRS from P.

weighted and unweighted estimators when M = 50. The red dashed line represents
the actual value of 7, which is 99984562. The black dots represent the population
total estimated using the Horvitz-Thompson estimator (7). Evidently, the weighted
estimates cluster around the true value. The blue dots represent the results of the
unweighted estimator 7,,,.:- The unweighted estimates exhibit a significant deviation
from the true value. Therefore, the Horvitz-Thompson method provide an unbiased
estimate of the population total while the unweighted estimator that discards the
PPS sampling does not.

Next, we proceed to implement the verification procedure using the biased syn-
thetic data. Figure 4.6 and Figure 4.7 show the results for fixed tolerance intervals
and varying tolerance intervals in this setting. Regardless of the value we set for
ng, M, and o, 74, and the posterior medians of r are close to 0. This observation

is as expected, as the poorly generated synthetic data lead to extremely biased re-
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Figure 4.5: Estimated population total from confidential data. Horvitz-Thompson

estimator (black points), and unweighted estimator (blue points).

sults, making it difficult for the estimates obtained from D to lie within the tolerance
interval. Evidently, the verification measures readily reveal to the analyst that the

synthetic data are highly inaccurate for estimating 7.
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tolerance interval. Synthetic data are biased.

28



Chapter 5

Conclusions

In this thesis, we address the gap in existing verification measures for synthetic data
when the corresponding confidential data come from complex survey designs. Our
approach employs the sub-sample and aggregate method in conjunction with the
Laplace Mechanism, which ensures differential privacy of the output.

Our findings through the simulation experiments indicate that the varying tol-
erance interval yields more accurate outcomes. Hence, we recommend that users
adopt the varying tolerance interval when submitting their verification query to en-
sure the sub-sample and aggregate algorithm produces result consistent with that
derived from the full data set.

Our thesis is based on the assumption that survey weights are fixed when making
change to one single data record, yielding a global sensitivity of 1. One potential
direction for future research could be exploring how changes in global sensitivity

impact algorithm results when the assumption of fixed survey weights is relaxed.
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