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Abstract

The System Architecture for Tracking Individuals (SAFTI) is an indoor person
location tracking system designed for use in the field of pervasive computing.
SAFTI provides location tracking in environments where cameras are too privacy
invasive, where tracking devices are too costly, insecure or inconvenient, and where
usability is a high priority. While many location tracking systems satisfy each of
these constraints individually, SAFTI satisfies all three constraints simultaneously.
Upon entering and exiting SAFTI buildings, users submit identification credentials.
Once inside the building, using SAFTI is effortless — simply passing through
doorways is sufficient for supplying SAFTI with the information it needs to perform
location tracking. An integral part of SAFTI is the Weakly Identifying System for
Doorway Monitoring (WISDOM). These instrumented doorways contain a variety of
infrared, ultrasonic and pressure sensors that detect the direction of passage and
measure each user’s body size and shape. We quantify the measurement and
identification accuracy of WISDOM by analyzing data collected from a user study
containing 530 passes through a WISDOM prototype from 10 different subjects. We
combine the results from WISDOM with large publicly available anthropometric
databases to evaluate how accurately SAFTI performs location tracking with respect

to building size, density of occupants, and matching algorithm used.
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Chapter 1 Introduction

One of the major problems in pervasive computing is locating users. This problem is
important to solve because many of the services pervasive computing systems
provide are based upon knowing the location of the user. Many different approaches
have been used to locate users, and most of these fit into device-based or camera-
based solutions. In the device-based solutions, the user possesses or uses a device
that either transmits or receives its location. Examples of the types of devices these
systems use are radio frequency identification (RFID) tags, global positioning system
(GPS) devices and wireless 802.11 cards. In camera-based systems, users are located
and identified by facial recognition, gait recognition, or other techniques. These
device-based and camera-based location tracking systems have two primary
limitations. The camera-based systems are privacy invasive in that they capture more
information than is necessary to perform location tracking [3, 4]. The device-based
systems locate the device and not necessarily the individual.

These two limitations prevent the development of large classes of pervasive
computing applications which rely upon user location. In applications where the
users frequently join and leave the system, use of proximity identification devices is
limiting because of the complexity and cost of assigning and retrieving the devices.
Use of proximity identification devices as the sole source of identification can
diminish the security of an application since these devices are easily transferred from

their original owner. In applications where users expect to keep their activities
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private, camera-based systems are not appropriate solutions for obtaining user
location.

Biometrics provide a means to perform location tracking without cameras or
proximity identification devices. Upon entering or exiting an area, each person can
present his or her biometric and a unique identifier in order to be identified as leaving
one area and entering another. This solution avoids the use of cameras and identifies
the location of the actual person as opposed to locating a person’s possession;
however this solution hinders building occupants’ normal passage through the
building and is therefore cumbersome to use.

Prior to this work, no known location tracking system adequately addressed
all the constraints of being easy to use while also avoiding the use of proximity
identification devices and cameras. Systems with cameras are easy to use and
recognize the individual (as opposed to a carried device) but they are also privacy
invasive. Systems that use proximity identification devices are also easy to use but
they locate devices, not individuals. Systems that use biometrics are capable of
identifying and locating individuals directly but they are difficult to use because they
require too much active user participation. SAFTI satisfies these three constraints
simultaneously by obtaining biometrics without cameras and without requiring active
user participation. SAFTI provides an appropriate location tracking solution to
pervasive computing systems which require ease of use and are restricted from using
cameras and proximity identification devices. An essential component of SAFTI is
the Weakly Identifying System for Doorway Monitoring (WISDOM).
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1.1 WISDOM

SAFTI needs to obtain biometrics frequently indoors without using cameras or active
user participation. Prior to WISDOM, no biometric solutions were available to suit
this purpose because most existing biometrics systems either used cameras or
required the user to actively submit his or her biometric. The primary purpose active
participation is required in biometric systems is because they must obtain the
biometric trait in a consistent manner. Restricting the way the biometric is presented
eases the capturing of the necessary features.

Doorways restrict movement in a way that can make extracting body size and
shape possible by using a variety of sensors instead of cameras. Beyond enabling
these anthropometric features to be presented in a consistent manner, doorways
naturally separate parts of buildings, making them a natural site for placing the
biometric recognition system. By placing the biometric recognition system within
doorways, it is possible to extract the anthropometric features in a consistent way
without requiring user attention.

WISDOM uses infrared and ultrasonic rangefinders, infrared beam detectors,
passive infrared motion detectors, and force plates in order to obtain the body size
and shape characteristics of those passing through. The first step in obtaining these
features is segmenting the users and determining their direction. Once this is
complete, WISDOM extracts the height, body mass, waist width and anterior-to-

posterior depth at waist of those passing through. The design of WISDOM is



described in Chapter 3, the measurement techniques are explained in Chapter 4, and
its accuracy in identifying and measuring anthropometric features is discussed in
Chapter 5.

Beyond its use in SAFTI, WISDOM contributes novel functionality to the
class of ambient recognition systems. Ambient recognition systems are those which
classify individuals as part of their normal activities. Excluding vision-based
systems, there are no other ambient recognition systems available that function

within the context of doorways.

1.2 SAFTI Challenges

Tracking individuals within buildings is much more complex than simply identifying
those who enter and exit rooms with WISDOM for two primary reasons. The first
reason is that the system must include a mechanism for initially obtaining the identity
of each individual. In biometric systems this is called enrollment. Enrollment in
SAFTI is particularly complex because the system must be easy to use and operate
well with users frequently joining and leaving the system. The second challenge is
that WISDOM doorways do not definitively determine identity — instead they are
capable of determining the likelihood that an individual passed through. This inexact
manner of identification makes the tracking problem much more complex.

In order to enroll in SAFTI, the system must obtain both a unique identifier
and an accurate anthropometric profile from the person. In addition, this process

must be simple, fast and accurate because the users regularly enroll upon entering the



building and remove themselves from the system upon exiting the building. If the
enrollment procedure is too time consuming or difficult, the usability of SAFTI will
suffer. Chapter 6 describes how enrollment is performed and how the users are
removed from the system upon exiting the building.

WISDOM doorways do not obtain strongly identifying information.
Because of this, SAFTI cannot identify with extreme accuracy the person who passes
through any individual WISDOM doorway. SAFTI must manage this uncertainty in
a way that prevents the error from propagating to such a degree that the location
tracking results become too error prone. Unfortunately, the statistically sound
algorithm for handling this uncertainty is intractable due to the exponential state
space required to directly implement the algorithm. Chapter 6 describes three
approximation algorithms for combining passes through WISDOM doorways to
perform location tracking. These three algorithms are evaluated through simulations.
The simulations used to evaluate SAFTI performance are limited by the ability to
represent general building layout, user traffic, and the distribution of body sizes and
shapes within the population under study. For this reason, we develop theoretical

results which can be applied to SAFTI in more specific settings.

1.3 Privacy Implications

Like most location tracking systems, SAFTI obtains, stores and transmits personal
information. The amount, type and quality of personal information are determined by

the architecture of SAFTI and the identification and location accuracy of WISDOM



and SAFTI. While privacy is not a focus of this dissertation, a primary purpose for
evaluating system performance is to expose the amount and type of privacy risk
involved in using these systems. The privacy aspect of WISDOM and SAFTI is
particularly important due to the way these systems have the potential to operate in a
covert manner. Chapter 2 outlines the privacy considerations involved in deploying
these systems. After Chapter 2, the dissertation focuses on the performance
evaluation which is the first step to understanding the actual amount of private
information which the systems could expose.

The importance of systems like these have drawn the attention of privacy
advocacy groups. RFID tags have been attacked for the potential of these
technologies beyond the scope under which they are being deployed [1]. Methods
exist for identifying a person by the collection of RFID tags he or she possesses, even
though no single tag contains a unique identifier [2]. Another type of privacy risk is
the perceived potential of video recordings to be misused [3,4]. The privacy
concerns involved in using and deploying systems like SAFTI have yet to be well
explored because until now, the capabilities of such identification systems have not
been explored. An adequate understanding of the identification, verification and
tracking capabilities of WISDOM and SAFTI are necessary for evaluating any

potential privacy risks that may be present in the deployment of such a system.



1.4 Security Implications

Doorways are a common site of security mechanisms because they limit passage
between parts of buildings. Building security is most often interested in access
control, but surveillance of the activity within buildings is also a security concern.
SAFTI is primarily interested in surveillance as opposed to access control.

Knowing the location of all individuals within a building is a major step
toward building surveillance. Knowing the identity and direction of all persons
passing through doorways through an automated process enables room level location
information to be logged and displayed at a central facility. This type of security
option may be more readily accepted than other forms of security because it requires
no participation on the part of the user and because it does not necessarily involve the
use of cameras [3]. SAFTI is a system which uses WISDOM doorways to provide
this type of surveillance of location information.

Beyond the capability WISDOM has for tracking and identifying, WISDOM
also has the capability to provide verification services when combined with proximity
identification devices such as RFID. This verification is critical in pervasive
computing applications because proximity identification devices are often used in an
unverified manner. WISDOM enables verification of proximity identification
devices by making the verification process function seamlessly with the identification

process. The physical body characteristics measured within the doorway can be



verified against stored measures on the device in order to provide verification.
Minimally, the number and direction of those passing through can be matched with
the number and direction of proximity identifications passing through to insure that
each person carries exactly one identification device. This simplest level of
verification can alert security personnel to individuals passing through monitored

doorways while not possessing a proximity identification device.

1.5 Pervasive Computing Implications

SAFTI provides location tracking service to pervasive computing applications in a
way that has not been possible before. The restrictions placed upon SAFTI enable it
to be combined with pervasive computing applications that share the same set of
restrictions. SAFTI provides a solution to pervasive computing applications that are
restricted from using cameras, operate upon a non-habituated environment and need
location tracking services. These restrictions create a challenging environment to
perform location tracking. Pervasive computing applications may also be limited by
these restrictions.

In addition to providing value to pervasive computing applications which
share SAFTI’s restrictions, SAFTI may also add value to pervasive computing
applications which use cameras, proximity identification devices, and require active
user participation. For example, the location information that SAFTI provides can be
added to vision-based tracking systems in order to generate prior expectations of

identity and the paths taken. In systems which use proximity identification devices



for tracking, SAFTI can be used to track those individuals who do not possess a
proximity identification device. This can be useful in facilities for tracking visitors

or intruders who do not possess proximity identification devices.

1.6 Organization of this Dissertation

Chapter 2 describes the background in proximity identification devices, biometrics,
privacy, and location tracking that is useful for understanding and categorizing the
work of SAFTI and WISDOM. Chapter 3 describes the design and construction of
the instrumented doorway used in WISDOM. Chapter 4 describes how to determine
the number and direction of individuals passing through the instrumented doorway as
well as how to take their physical body measurements. Chapter 5 analyzes the
accuracy and precision with which these measures can be taken and the degree to
which these biometric measures identify both the actual participants in the user
studies and individuals from two large anthropometric databases. Chapter 6
discusses the System Architecture for Tracking Individuals (SAFTI), a software and
hardware architectures which uses WISDOM doorways to track building occupants.

Chapter 7 concludes and describes future work.



Chapter 2 Background & Related Work

The goals of SAFTI are (1) to provide location information for building occupants,
(2) to minimize active user interaction, and (3) to minimize the collection of privacy
sensitive information. In order to understand why SAFTTI has the given structure, it is
important first to explore the scope of existing work in the area of indoor tracking
systems. These systems are divided into three categories: systems that use tracking
devices carried on the person, camera-based systems, and systems that use neither
cameras nor tracking devices carried on the person. We explore how the camera-
based and device-based systems meet a subset of SAFTI’s goals, and how SAFTI
relates to the few systems that track without cameras or carried tracking devices.
Because SAFTI and WISDOM use biometrics, we give briefly overview background
related to classifying biometric applications and biometric traits. This chapter
concludes by covering some high level privacy issues related to deploying these

systems.

2.1 Related Work

The works most related to SAFTI are systems which perform indoor location
tracking. These systems can be divided into device-based systems, camera-based
systems and those that make use of neither cameras nor tracking devices carried on

the person.
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2.1.1 Device-based Tracking

Device-based tracking systems determine the location of the user by determining the
location of the device he or she possesses. The common media used in these types of
systems are infrared, ultrasonic and radio frequency signals. Triangulation and
detection are the two primary methods for determining the location of the device. In
triangulation, the device either transmits or receives a signal from multiple base
stations and uses the difference in signal strength or time of transmission to
determine the location of the device. In detection, the presence or absence of a
device in proximity to the base stations gives the device’s approximate location.

The Olivetti Research Active Badge and Xerox PARCTab use infrared as the
media and detection for the location method [5, 6]. These systems are intended to
provide location services for the office setting. The Active Badge is used to help
staff locate each other and to assist in teleporting a person’s desktop to the nearest
computer. Because detection is the method of locating the device, location precision
is at the room level.

The Active Bat, Cricket Location System and Hexamite’s Low Cost
Positioning System use ultrasonic as the media for tracking and triangulation for the
method of tracking [7, 8, 9]. The location of these devices can be determined within
centimeters, a much finer granularity than achieved by using the Active Badge or
PARCTab. The Active Bat device transmits a signal to ceiling mounted base

stations. A central processing facility uses triangulation to locate the device.
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Hexamite’s Low Cost Positioning System used in the Matilda Smart House at the
University of Florida operates in a similar manner to the Active Bat [10]. The
Cricket Location System tracking device receives signals from base stations instead
of transmitting its own signal to the base station. In this way, the owner of the device
can more easily own his or her location information. This design is chosen to allow
the user more control over his or her location privacy. The Cricket Compass extends
the work of the Cricket Location System by using multiple ultrasonic receivers to
detect orientation as well as location [11].

A large number of systems have been developed to determine location
through signal strength of wireless 802.11 base stations [12, 13]. Examples of this
class of location tracking systems are RADAR, LEASE, Horus, SpotOn, LOCADIO,
LANDMARC, ActiveCampus and Ekahau [14, 15, 16, 17, 18, 19, 20, 21]. These
systems improve upon the previously mentioned location tracking systems by using
the existing infrastructure of the wireless network as the base stations and wireless
cards as the device carried. In this way they are very easily deployed because there is
no need for specialized hardware.

Two unique location tracking systems are the GETA Sandals and TRIP
systems [22, 23]. The GETA system uses sandals equipped with accelerometers and
an RFID tag to track movement. The RFID tag provides absolute positioning and the
accelerometers compute the relative positions between known absolute positions.
The TRIP system is actually a vision-based system that functions in a similar way to

some device-based systems which is why is it listed here instead of in the camera-
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based systems. TRIP uses visual tags that can more easily be located in a scene than
can other objects that are not tagged. In this way, TRIP functions in a way similar to
UPC bars and also similar to passive RFID tags in the way the tags do not need
batteries and can be read without contact.

School systems haves used RFID based system for tracking student
attendance and movement [24, 25, 26, 27]. The InClass system uses active tags that
are read when each student enters the classroom. The doorway to each classroom is
equipped with an RFID tag reader that transmits this attendance information to the
teacher’s personal digital assistant. Enterprise Charter School in Buffalo, New York
uses RFID enabled attendance kiosks, and the Spring, Texas school district has used
the RFID tags to insures students enter and leave the buses at the correct stop. The
Aware Home at Georgia tech uses RFID for determining room level location
information for is Family Intercom system [28, 29].

These device-based location tracking systems have the benefit that they are
easy to use because they are able to determine the location of the devices without
requiring active user participation. In addition, they locate the devices while
avoiding capture of the visual information that can be viewed as privacy invasive
[20]. The problem with these devices is that they locate devices instead of
individuals. This can cause problems if the devices are lost, stolen, or transferred.
SAFTI locates the individual directly using biometrics as obtained from WISDOM

doorways.
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2.1.2 Camera-based Tracking

An alternative to device-based location tracking is vision-based location tracking.
The vision-based method of tracking has two primary benefits over the device-based
methods. The first is that no special hardware is needed. Consumer off-the-shelf
cameras are sufficient for many applications. The second benefit is that they can be
used without requiring any active participation on behalf of the user. The type of
tracking that SAFTI needs is one which must be capable not only of determining the
path of individuals, but also providing their identity. The vision-based location
tracking systems that most closely suit these needs fall into the categories of gait
recognition and video-based face recognition.

The vision-based gait recognition systems most closely related to WISDOM
and SAFTI are those that acquire anthropometric features. In the system by Bobick
and Johnson [30], three body measures are obtained from video: overall height, leg
length, and torso length (including head). These measures are combined with a stride
length parameter to create a feature vector. In the system by BenAbdelkader et al
[31], stride length, cadence, and height are used as the features extracted from video
sequences. Nixon, Tan, and Chellappa provide an extensive survey of vision-based
gait recognition in ‘Human Identification based upon Gait’ [32].

The most appropriate placement of video-based face recognition systems in
SAFTI is in the context of doorways. Since walking is the primary mode of passing

through doorways, video-based face recognition systems which are evaluated on
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users who are walking indoors are the most related. The Carnegie Mellon University
Motion of Body Database is one such video database of 25 individuals walking on a
treadmill [33]. Krueger and Zhou describe an exemplar-based recognition technique
for performing face recognition on this dataset. Liu and Chen use a hidden Markov
model approach, and Hadid and Pietikaineno describe a recognition algorithm
assuming the faces are segmented and tracked [34, 35].

Camera-based solutions like device-based solutions are easy to use because
they do not necessarily require active user participation. The camera-based solutions
improve upon the device-based solutions by identifying the individual directly, as
opposed to a carried device that can be lost, stolen or transferred. The promise of
these systems is evident by the level of support these projects have received from the
Defense Advanced Research Project Agency’s Human ID at a Distance program
from 2000 to 2004. Privacy concerns in this program led to this program’s closure in
2004 [32]. In addition, other studies have demonstrated that cameras can be viewed
as too privacy invasive [39]. SAFTI avoids the use of cameras due to these privacy

concerns.

2.1.3 Tracking without cameras or devices

In an effort to make tracking extremely easy to use, a few systems track without
using cameras or proximity identification devices. These systems function by
measuring patterns in gait. The ORL Active Floor [49], the Georgia Tech Smart

Floor [50], and the floor developed by Middleton et al at the University of
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Southampton all use the impact of footsteps for identification purposes [36]. In the
biometric identification system developed by Cattin [37], data collected from force
plates is combined with video recordings in order to improve the recognition rate
over using ground reaction forces alone.

The Active Floor uses hidden Markov models to identify individuals. This
system was able to achieve a 91% identification rate on 15 individuals. In later
experiments the ground reaction forces were scaled by the inverse of the average
force experienced during one footstep. This normalizing procedure was aimed at
removing the influence of body mass on the identification rate. With the scaled data,
the identification accuracy dropped below 50%. The Active Floor paper suggests that
using different segments of the gait cycle may produce more accurate identifications.

The Smart Floor extended the Active Floor study in many ways. The testing
using the Smart Floor is much more extensive because the experiments involve the
same people wearing different shoes in order to evaluate the effect of footwear on the
recognition rate. Their results indicate that different footwear has a negligible effect
on the identification rate. Nearest neighbor applied to ten different features of ground
reaction forces for a single footstep is able to achieve a 93% identification rate on 15
individuals.

In the floor developed by Middleton et al, three gait features unrelated to body
mass are examined for their identifying capabilities. This system uses 1536 pressure
switches arranged on a 3-meter long by 0.5-meter wide floor mat. Fifteen people

walk up and down the mat 12 times each. The features extracted from these trials are
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the stride length, stride cadence, and time on toe to time on heel ratio. The third
feature alone, the toe to heel ratio, is able to achieve 60% identification accuracy on
15 individuals using four footsteps. When all three features are combined, the
identification accuracy rises to 80%.

Cattin improves upon the ground reaction force only systems by capturing
video simultaneously with the force plate data. This approach is more robust than
other approaches that synthetically combine different biometrics by assuming they
are independent. The model used by Cattin does not need to make such a claim
because any correlation between the video sequence identification and the force plate
identification is present in his dataset. Through fusing three video sequences with
force plate data, a recognition rate of 99.74% is achieved when using 6 walking
sequences as the training set and 4 walking sequences in the test set from 17
individuals. The force plate recognition rate alone (not fused with the video
sequences) is 93.4%.

The systems that identify individuals without using cameras and without
using carried devices are ideal for including in SAFTI. The Active Floor clearly uses
features which are related to body mass (as evident by the drop in performance when
this factor was removed.) Recent work shows that the Smart Floor uses features
which are highly correlated to body mass [38]. For this reason, SAFTI includes the
biometric body mass as obtained from ground reaction forces in the WISDOM

doorways.
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One of the few systems that do not use cameras, tracking devices carried on
the person, or ground reaction forces is the system by Hao [53]. In his system, he
identifies individuals based upon the pattern of infrared emitted during normal
walking. This system has been tested on a small population within a room equipped
with four side mounted receivers. Like the camera-based systems, this system can
only track a limited number of individuals simultaneously due to the occlusion it
experiences.

The system by Rajgarhia performs a portion of its tracking without the use of
cameras [39]. This system is primarily intended to provide surveillance during
periods of low traffic within a building. The system uses cameras in the lobby in
order to identify those entering and leaving the facility. In the interior, a system of
motion detectors tracks the location of the occupants. The system only functions in
periods of low traffic because the motion detectors are unable to distinguish between
individuals; however with few enough people in the building the system is able to

perform limited location tracking.

2.2 Scope of SAFTI

SAFTI provides new functionality to location tracking systems by combining the
benefits of previous systems in a novel way. Like the Active Badge and PARCTab
systems, SAFTI tracks at the room level. This tracking granularity is chosen in order
to provide enough location information for the many services, but not too fine a

granularity to cause privacy concerns [4]. Like the vision-based systems, SAFTI is
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easy to use and does not require active participation. SAFTI incorporates biometrics
into its location tracking similar to the way that biometrics are used in the Active
Floor and Smart Floor.

The highlighted cells in Table 1 are those systems that have properties similar
to SAFTI. This table categorizes much of the work related to SAFTI in a way that is
meaningful to the goals of SAFTI. The most notable systems which have all four of
these properties are the Smart Floor [50] and the Active Floor [49]. SAFTI includes
a system similar to the Smart Floor and Active Floor except it measures body mass

directly instead of using features highly correlated to body mass.

2.3 Biometrics

WISDOM and SAFTI rely upon biometrics to perform identification and location
tracking. Biometrics are defined as biological characteristics that can be used for
identification and/or verification. Common examples of biometrics are fingerprints,
iris and retina scans, hand geometry and even simpler examples like height, weight,
and skin color [40, 41, 42, 43]. Because biometrics is a vital part of SAFTI, it can be
viewed as biometric application in addition to a location tracking systems. This
section describes the general functionality of biometric systems, classifies SAFTI as
a biometric application, and describes how the biometric traits used in SAFTI are

different from the commonly used biometric traits.
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Method Used
Uses (P=Proximity by Requires
Proximity Granularity Identification, Regular Likelihood of
Identification | of Location C=Continuous Active correctly Media
Device Information Tracking) Participation | identification |Used
Infrared
Active Badge Yes Meters C No high signal
Active Bat Ultrasonic
Yes centimeters C No high pulses
RADAR Radio
Yes meters/room | C No high frequency
Easy Living [44]
No Subroom C No medium/low Visual
LANDMARC Radio
Yes Meters P No high frequency
Hand Geometry room to
No building B Yes high Various
Iris room to
No building P Yes high Visual
Smart Floor Ground
meters to reaction
No building P/C No low forces
SAFTI infrared,
room to ultrasonic,
No building B No medium pressure
Hao Infrared
No Subroom C No medium/low signal
Rajgarhia infrared/
No Room C No low visual
ActiveCampus Radio
Yes meters/room | C No high frequency
TRIP
Yes Meters C No high Visual
GETA Sandals Radio
frequency,
P/C pressure,
Yes centimeters No high ultrasonic
Cricket Location Radio
System frequency,
Yes Centimeters C No high ultrasonic

Table 1. SAFTI and the Smart Floor are the only systems that do not use proximity
identification devices, track at no greater than room level accuracy, avoid continuous spatial
tracking, and do not require regular user attention to use. SAFTI includes a system similar to
the Smart Floor.

When biometric measures are used for identification or verification the first
step is the enrollment phase. During this time the biometric measure or measures are
recorded several times in order to establish a consistent measure or template for later

comparison. Once enrolled, the person’s biometric measure is presented for
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identification and/or verification. The biometric signal read is compared against the
baseline measure taken during the enrollment process [45].
The National Biometric Test Center [46] suggests the following seven ways

of categorizing biometrics applications:

1 Cooperative versus Non-cooperative

2 Overt versus Covert

3 Habituated versus Non-habituated

4 Attended versus Unattended

5 Standard versus Non-standard Operating Environment
6 Public versus Private

7 Open versus Closed

The cooperative versus non-cooperative category describes whether the system relies
upon active user participation. SAFTI requires each user to positively identify upon
entering and exiting the building. This part of the system requires some degree of
cooperation. Once inside the building, use of SAFTI does not require active
participation and therefore can be used in a non-cooperative manner

The overt versus covert category describes whether the user is aware or
unaware of the system. When inside the building, no active user participation is
required. For this reason, the interior of the building has the capability to operate in a
covert manner. Because entering and exiting the building require active user

participation, this part of the system operates in an overt manner.
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The habituated and non-habituated category describes the frequency of users
entering and leaving the system. In habituated systems, the users tend to us the
system periodically, whereas in the non-habituated environment users may enter and
leave the system sporadically. This category influences the design of the user
interface. In non-habituated environments the user interface must be intuitive and
simple because the users do not necessary spend much time in the system and
therefore may not have incentive to spend much time learning the interface. Because
SAFTI is designed for use in both habituated and non-habituated environments, it
must minimize the amount of active user interaction.

The attended versus unattended category describes whether the system
operations are monitored by the management. In most biometric systems, the
enrollment process is attended. In SAFTI the enrollment activities are entering and
exiting the building. SAFTI does not specify whether the enrollment is attended or
unattended, but monitoring these areas may improve system performance. If the
entrances and exits are staffed by personnel, they can help the non-habituated users
and can also ensure that everyone follows the protocol of positively identifying upon
entering and leaving the building.

The standard versus non-standard environment describes the setting of the
system with respect to the temperature, humidity, and other physical conditions of the
facility in which the system is installed. Outdoor facilities tend to operate in a less

controlled environment and are non-standard whereas indoor facilities tend to operate
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within more controlled conditions and are standard. Since SAFTI is designed to
function in the indoor environment, SAFTI operates in a standard environment.

The public versus private category describes whether the participants in the
system are employees or customers. SAFTI can operate on both populations.

The open versus closed category refers to whether the biometrics collected
within the system will be shared (open) or remain internal (closed). WISDOM
operates in an open manner because it transfers its biometric information to SAFTI.
SAFTI operates in a closed manner because it does not transfer biometric information
to other systems.

The National Biometrics Test Center further offers five scales on which
biometric traits can be evaluated: robustness, distinctness, accessibility, acceptability,
and availability. These scales are most appropriately evaluated on WISDOM since it
is the part of SAFTI that acquires the biometrics. The robustness scale describes how
closely repeated measures of the same biometric trait will cluster. WISDOM makes
its biometric measures more robust by taking them in the controlled environment of a
doorway. In this way the expected range of possible behaviors will be lower than in
open areas. The biometric measures WISDOM uses are less distinct than other
stronger identifying biometrics such as fingerprints. The accessibility refers to the
ease of presenting the biometric trait to the reading device. WISDOM is highly
accessible because presenting the biometric is done by simply walking normally
through a doorway. The acceptability of WISDOM and SAFTI has not been studied,

but the use of cameras is avoided specifically to address acceptability concerns.
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Exploring the capabilities and limitations of WISDOM and SAFTI is the first step
toward investigating of how readily users would accept such a system. The
availability of the system refers to the ability of the person to present multiple
independent measures. WISDOM does not allow participants to present their
biometric multiple times by making multiple passes through the same doorway.

The biometric traits most closely related to WISDOM are those which can be
obtained without cameras and without active user participation. Most biometric
systems require participants to actively submit the biometric trait for measurement,
such as when using fingerprint, hand geometry, or iris or retina patterns. The less
commonly used biometrics that do not require active participation often involve the
use of cameras such as is typically the case with gait [47] and face recognition [48].
The exception are the systems described in section 2.1.3 that use gait as the biometric

trait [49, 50, 51, 52, 53].

2.4 Privacy

Deployments of SAFTI and similar systems should be aware of potential privacy
concerns involving obtaining and/or storing the location information with personal
information. Hong describes a privacy risk model which can be used for designing
privacy-aware pervasive computing systems [54]. The model closely follows the
type of risk modeling used in security systems. The first part of the model is the

privacy risk analysis. This is where several questions are asked to explore potential
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privacy risks. The questions in the risk analysis fall into the categories of social

context and technology. The six primary questions addressing the social context are:

1 Who are the users of the system?

2 What kinds of personal information are shared?

3 What is the value proposition for sharing personal information?

4 What are the relationships between data sharers and data observers?

5 Is there the potential for malicious data observers (e.g., spammers and
stalkers)?

6 Are there other stakeholders or third parties that might be directly or

indirectly impacted by the system?
In SAFTI, every person walking through the instrumented doorways participates in
some form. The type of personal information shared is the biometric measures taken
within the doorway. The third question addresses the reason why people agree to
participate in the system. The simple answer is to gain passage from one area of the
building to the other, but other reasons may include gaining access to location-aware
services. In SAFTI the data sharers are the building occupants and the data observers
are those with access to the SAFTI administrative interface. The greatest privacy risk
in using SAFTI is the potential for malicious users to obtain the identification and
location logs of building occupants. The quality of biometrics obtained from
WISDOM doorways is not sufficiently reliable for identification outside of the
system. For this reason the exposure of the biometric information stored in SAFTI is

less critical than it is in other biometric systems that store more distinct biometrics.
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The answer to the sixth question about the stakeholders depends on where and for
what purpose SAFTI is deployed.

The second part of the privacy risk analysis includes the technology questions
1. How is personal information collected?
2. How is personal information shared?
3. How much information is shared?
4. What is the quality of the information shared?
5. How long is personal data retained?
The answers to questions 1, 3 and 4 are largely the topic of chapters 2, 3, and 4. The
manner in which information is obtained and the degree to which the information
gives personal information are explored in the design, testing, and evaluation of
WISDOM. The answers to questions 2 and 5 relate to the design of SAFTI and are
discussed in chapter 6. In addition to the privacy risk analysis outlined above, Hong
also addresses the topic of privacy management assessment. While such an
evaluation is important to perform prior to deploying SAFTI, this assessment is

beyond the scope of this dissertation.
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Chapter 3 Design & Construction

The WISDOM prototype measures weakly identifying characteristics of those
passing through without obstructing the doorway in any manner. It is intended as a
proof of concept. This first prototype of WISDOM is capable of a surprisingly wide
range of counting and identifying capabilities. Attention to the design goals,
selection and placement of sensors and the design of an appropriate user study are all
essential to creating this functional prototype. WISDOM contributes to the field of
pervasive computing by providing a means to extract location and identification in
the context of doorways using an invisible interface.

The sections that follow describe in detail four design goals that we follow to
construct an inexpensive instrumented doorway capable of determining count and
direction of those passing through. The primary sensors used in the doorway are
infrared and ultrasonic rangefinders. Infrared beams, pressure mats and passive
infrared motion detectors serve as backup sensors in the event of rangefinder failure
or circumvention of the sensors by malicious users. The system performance is
evaluated in Chapters 4 and 5 using the data collected from the user study described
in section 3.4. The experimental factors in the user study are pace, lateral orientation,
number, and group orientation of those passing through the instrumented doorway.
Ten people volunteered to participate and sensor data are recorded from 530 passes

through the doorway in controlled experiments.
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3.1 Design Goals

WISDOM is designed to be inexpensive, highly accurate, unobtrusive, and obtain

weakly identifying information.

Inexpensive — the cost must be sufficiently low to install the system in most if
not all doorways within a building. These doorways may include both
exterior doors and interior doors. Chapter 6 discusses a system which utilizes
WISDOM doorways in this manner.

Highly accurate — the system must correctly report the number and direction
of individuals passing through. The doorway must also detect when an
accurate count cannot be reported due to unexpected doorway activity or
because the doorway needs maintenance due to failing sensors.

Unobtrusive — restricting passage into single file lanes is unacceptable.
Turnstile type solutions are too obtrusive in many settings such as interior
office doorways (moreover, restricting passage to turnstile lanes could even
violate fire codes in many environments.). The doorway instrumentation
should not protrude so as to interfere with normal passage.

Weakly identifying — the physical body characteristics of the person passing
through must be measured to a degree of accuracy and precision which

permits distinguishing one individual from another.

These four goals are necessary for WISDOM to be used as an enabling technology

for SAFTI. Because each doorway within a building may become a WISDOM
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doorway in a SAFTI building, the construction of WISDOM must be cost effective.
The performance of SAFTI is directly influenced by WISDOM’s ability to detect and
report passages through doorways. Because SAFTI must minimize user interaction,
WISDOM must be unobtrusive. Finally, since buildings have many occupants,
WISDOM must be able to distinguish one individual from another in order to
accurately report the location of individuals and the occupancies of rooms.

To our knowledge all non-camera based automated doorway identification
mechanisms either require some attention on the part of the user or do not verify that
the person passing through actually matches the claimed identity. No known
doorway counting system achieves all three goals of being inexpensive, highly
accurate and unobtrusive. The design of WISDOM is based largely on combining
the accuracy and identification which can be achieved in turnstile type solutions with
the unobtrusive and inexpensive nature of retail doorway counting systems.

Retail doorway counting systems are often used in stores to alert employees
of customer entry or exit and also to collect statistics on customer traffic. Many of
these systems are relatively inexpensive and unobtrusive, but the counts obtained do
not meet the accuracy requirements necessary for integrating with a highly accurate
proximity identification system. The less expensive retail counting systems use
infrared beams as the primary detector of activity. The order of the broken beams
determines the direction of the customer passing through the entrance. This type of
detection cannot distinguish the difference between two people entering

simultaneously and one person entering alone, nor can it detect two people passing in
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opposite directions as one enters and the other exits. SAFTI cannot use retail
doorway counting systems because their accuracy is too low and they contain no
identifying information of those who pass.

Two highly accurate but expensive types of counting system are those that
use thermal imaging and optical turnstiles. Optical turnstiles function by emitting a
sequence of beams from one side of the turnstile to the other. When a person walks
through the turnstile, he or she breaks the beams in sequence. The order of this
sequence indicates the direction in which the individual is passing. Because a
turnstile is only wide enough for a single person to pass through at a time, the count
of people passing through is always one. Part of the reason optical turnstiles are so
accurate is because the infrared beams they use are robust with respect to
environmental variations such as temperature and lighting. In addition, the infrared
beams break when any opaque object, regardless of the object’s reflectivity or
texture, passes through the path of the beam.

The Wireless Thermal Imaging Camera offered by Traf-Sys Inc. [55] claims
to report the count and direction with over 99% accuracy when no more than two
people pass through the doorway at once, but the cost of the camera alone in this
system is $1300 [56]. A highly accurate but obtrusive alternative to using the
thermal imaging camera is to restrict access to turnstile lanes. The optical sensors
used within these turnstiles are significantly less expensive than thermal imaging

cameras, but there is the added cost of modifying the existing infrastructure. Such
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turnstile solutions may be appropriate for exterior entrances to the building but they
are far too obtrusive if placed in most interior doorways.

In addition to thermal imaging based cameras, visual spectrum cameras are
used to obtain count and direction information within the context of doorways. For
example, the Smart Impressions System from ActivEye [57] advertises an accuracy
rate of 95% [58]. Although this is indeed a very high level of accuracy at a lower
cost than the thermal imaging solution, the perceived level of privacy using this
system remains a concern [35]. In the context of privacy, images from the ActivEye
camera are quite different from the low resolution (256 pixels) images using the
thermal imaging camera. The low resolution thermal images cannot be used to
uniquely identify an individual from an image sequence, whereas the visual spectrum
images can be used to uniquely identify the individuals present and can also be used
for many other surveillance purposes as well. In this sense, any visual spectrum
camera based counting method is considered obtrusive based upon the perceived
privacy concerns with being video recorded.

SAFTI needs a solution which is as accurate as the optical turnstiles, as
identifying as camera-based systems, and as inexpensive and unobtrusive as retail
counting systems. WISDOM provides this solution through an arrangement of
sensors and detectors that are capable of extracting count, direction, and

anthropometric information of those passing through.
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3.2 Selection of Sensors and Detectors

WISDOM generalizes on the optical turnstile in two ways. First, the system is able
to distinguish between one individual and multiple people side by side since
doorways are wider than turnstiles. Second, because the doorway is wide enough to
accommodate two people passing through at once, the instrumented doorway
determines direction per individual rather than just a single direction as in the
turnstile. These generalizations require the selection of sensors for the doorway that
provide more detail of the objects passing than turnstile optical beams provide.

What are the differences between an individual walking through the doorway
alone and two abreast walking through? The answer to this question addresses the
first generalization. When a person walks through the doorway, he or she can walk
through on the left side, right side, or any lateral position. When two walk through
abreast, one must be on the left and the other on the right. The most apparent
difference is how close the people walk to the left and right sides. Two people
walking abreast generally appear wider than one person walking alone. For this
reason rangefinders are included in WISDOM to provide the detail required for
determining the distance from the side of the doorway to the nearest person.

Some low cost rangefinders suffer from the effects of noise due to
environmental conditions and variations among the objects being sensed. Infrared
rangefinders depend on the optical reflection of the object being sensed and therefore

dark clothing or skin color reduces the ability of the rangefinder to accurately detect
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distances. Compression wave pulse rangefinders such as ultrasonic rangefinders
have the benefit over the infrared rangefinders in that they are invariant to color.
Unfortunately these compression wave pulse rangefinders can experience problems
including the effects of noise from false echoes, a longer time between ranging, and a
less focused read area. In order to balance these limitations, WISDOM includes both
infrared rangefinders and ultrasonic rangefinders.

It is unlikely that individuals would be able to walk through the doorway and
not be sensed by either infrared or ultrasonic rangefinders. The two most plausible
reasons this could occur are sensor failure and malicious circumvention of the
system. WISDOM must guard against circumvention and make system maintenance
inexpensive. For this reason, the doorway must include sensors capable of validating
if and when the rangefinders are operating under normal conditions.

Optical beam detectors are an ideal choice for providing a wvalidation
mechanism due to their robust operation with regard to variations in environmental
conditions and the object sensed. Pressure mat switches are another technology that
can fulfill the need for a validation mechanism because they are not susceptible to
environmental conditions or the color or texture of clothing. Motion detectors are the
final choice utilized as a validating sensor technology.

The primary sensors used in the doorway are rangefinders because of the rich
detail they provide. We select infrared and ultrasonic rangefinders because of their
complementary strengths and weaknesses. The second tier of sensors includes the

infrared beam detectors because they are highly reliable for detecting the presence of
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any individual. These provide a robust validation mechanism for error and anomaly
detection. The third tier includes the pressure mat switches and motion detectors.
This combination of sensing technologies makes it extremely difficult for any

individual to pass through unnoticed by all of the different sensor groups.

3.3 Placement of Sensors and Detectors

The sensors and detectors must be arranged within the doorway so that they can
accurately determine the count, direction, and anthropometric characteristics of those
passing through. This arrangement must not protrude from the doorway so as to
make passage more difficult since usability is a high priority in SAFTI, where the
WISDOM doorways are used.

Of all the sensors and detectors, the rangefinders provide the most detailed
information. The primary role of the rangefinders is to determine direction of
individuals passing through. Direction can most easily be determined from the
rangefinders when they are placed at positions such that they will be passed in
succession as an individual walks through the doorway. In addition, because the
rangefinders must determine width, they are placed in pairs on the left and right side
of the doorway at the same “through” position and at a similar height (the exact same
height will cause interference between the sensors). Figure 1 displays the positioning
of these Sharp GP2D12 Short Range Infrared Rangefinders [59] within the prototype

instrumented doorway. While the sensors in the prototype extend 8cm from the
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borders of the doorway we anticipate that the configuration can be condensed to fit
within a standard doorway.

The widths of the individuals walking through can be measured at any height.
Sensor readings taken on the legs will create a complex sequence of widths that are
more difficult to analyze than torso widths. Measures at head level could be very
beneficial due to the large different measured distances from the left and right side at
head level for a single individual versus two abreast. Unfortunately differences in
individuals’ heights make taking these measures more complex. The torso width is
the simplest of the three measures, and is therefore the chosen measure to be taken
from the doorway. Differences in height are less prominent at the torso level which
makes positioning the sensors simpler and does not require a precise mounting
location for the sensors. Moreover, the rangefinders when placed at this elevation
give information as to the anterior to posterior depth at this given elevation which is
used as a weakly identifying biometric. When only a single person is in the doorway,
the lateral width at the elevation is determined using the distances measured from the
left and right sides.

Accurate rangefinder information at the torso level is sufficient for taking
measurements from the vast majority of individuals and groups passing through the
doorway because at most two people fit through most normal doorway widths
comfortably. An average doorway does however permit up to three people at once to
pass through on rare occasions. The person on the left side of the doorway will

occlude the sensors on the left side of the doorway and the person on the right side
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will occlude the sensors on the right. Sensors placed at the top of the doorway would
be capable of detecting the third person passing through; however the prototype
doorway is not specifically designed to detect this scenario.

The sensors at the top of the doorway are used to determine direction for the
more common scenario of a single person entering or exiting. These rangefinders are
capable of gaining height information of the individuals passing through. This
information may be utilized as a weakly identifying biometric. Moreover, the top
rangefinders can be used to verify the accuracy of information ascertained from the
side rangefinders and vice versa. Figure 1 shows the positioning of the Sharp
GP2YO0AO02YK Long Range Infrared Rangefinders [60] and the Devantech SRF08
Ultrasonic Rangefinders [61] at the top of the doorway in the center.

We place the infrared beam detectors as closely to the rangefinders as
possible since they function as a validation mechanism. The infrared beam detectors
are impractical to install in a vertical direction because this requires installing
detectors in the floor. For this reason we install the infrared beam detectors on the
sides of the doorway in close proximity to the rangefinders. During normal operation
a broken beam indicates that either the left or right side rangefinders should be
reading an object. Figure 1 includes the positioning of the Optex AX-100S Infrared
Beam Detectors [62].

We place the pressure mat switches on the floor to determine both the lateral
and through position of individuals walking through. For this reason, we arrange

them on a grid. The size of the pressure mat switches we chose (0.15 meters wide
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Figure 1. The prototype of the instrumented doorway. The size of this doorway is
typical of what one may find in a typical interior office door.

and 0.6 meters long) allows only a single grid arrangement which spans the doorway
and does not overly protrude on either side of the doorway. The motion detectors
read on a narrow plane and, since only two are available, we place them at different
locations inside and outside the doorway to determine direction and periods of
activity and inactivity. Figure 1 shows the placement and orientation of the
Tapeswitch CVP-623 Pressure Mats [63] and the Visonic Ltd. Clip-4 Motion

Detector [64].

3.4 Design of the User Study

The instrumented doorway is designed with four goals in mind. The goal of

designing an unobstructed doorway is achieved through the selection and placement
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of sensors. The goal of designing an inexpensive doorway is achieved by selecting
only low cost sensors. A user study is necessary to address the third and fourth goals
of obtaining accurate count and weakly identifying information. The results from the
user study are capable of evaluating the degree to which these last two goals are met.

We design the user trials to represent typical modes of doorway activity. In
this way the accuracy of the doorway under typically conditions is examined. The
experimental have one or two subjects walking at slow, normal, or fast pace through
the left, center, or right lateral side of the doorway. For the experiments with two
people, the subjects are instructed to walk in the same or in opposite directions and to
walk side by side or single file.

We vary four factors in the user study: pace, number, lateral orientation, and
grouping. For examining pace, individual subjects are instructed to walk through the
center of the doorway at slow, normal, and fast pace. To examine the number in the
doorway, pairs are instructed to walk through the doorway side by side and in
opposite directions. The data from the pairs are compared against the data from the
individuals walking at a normal pace. To examine the effect of lateral orientation,
individual subjects are instructed to walk at a normal pace through the center, left,
and right side of the doorway. For the grouping experiments, three different
orientations of pairs walking through the doorway are examined: pairs walking side
by side (abreast), walking in opposite directions, and walking one in front of the

other (serial).
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Ten subjects participated in the user study. Trials for each experiment consist
of an individual or pair repeatedly walking through the doorway alternating
directions for each pass. The subjects were instructed to make 8 total passes through
the doorway for each trial at varying paces, lateral locations, and group orientations
as listed in the “Experiments” column of Table 2. Due to time constraints, a few
subjects opted to make fewer passes. We collected data from a total of 530 passes
through the doorway in 66 total trials. 342 passes from 44 trials involve individuals
walking through the doorway. The remaining 188 passes from 22 trials involve pairs
walking through the doorway together. The algorithm we use to determine the
number, direction and weakly identifying measures of individual passing through

during each trial is described in the Chapter 4.

# of Trials | # of Passes | Experiment Description

8 68 Single person walking through the center of the
doorway at a normal pace.

9 72 Single person walking through the center of the
doorway at a fast pace.

9 64 Single person walking through the center of the
doorway at a slow pace.

9 68 Single person walking through the left side of the
doorway at a normal pace.

9 70 Single person walking through the right side of the
doorway at a normal pace.

10 94 Two people walking abreast through the doorway at a
normal pace.

4 32 Two people walking single file through the doorway at
a normal pace.

8 62 Two people walking opposite directions at a normal
pace passing in the doorway.

66 530 Total

Table 2. Trial descriptions for the WISDOM user study. Each trial consists of multiple passes
through the instrumented doorway

39



Sensor Read Rate | Per sensor cost | # of Sensors Used
Top Infrared Rangefinder 6 Hz $10 8
Top Ultrasonic Rangefinder | 15 Hz $55 4
Top Motion Detector 6 Hz $50 2
Side Infrared Rangefinder 100 Hz $10 8
Side Infrared Beam 6 Hz $90 2
Floor Pressure Mat Switch | 6 Hz $30 8

Table 3. Cost and read rates of the sensors used. The read rates represent the actual rate at

which the sensors were read, not the rate at which the sensors generate measures.

3.5 Data Collected

The raw sensor data collected from the prototype WISDOM doorway in this user
study is used to develop and evaluate algorithms for measuring and identifying those
passing through. The analysis in chapter 3 and chapter 4 is based upon this raw
sensor data, and therefore does not rely upon idealized sensors. While simulation of
the WISDOM doorway and user trials provides a more flexible way to arrange and
evaluate the sensor configurations, the doorway prototype and actual user trials
provides a more realistic set of data than is possible through simulation. This data

more closely matches the type of experiences and errors one could expect in an actual

WISDOM doorway.
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Chapter 4 Measurement Techniques

Two goals of WISDOM are achieved in the design and construction of the doorway —
the instrumentation is inexpensive and the passage is unobstructed by the
instrumentation. The two remaining goals are to determine an accurate count and
direction of those passing through and also to weakly identify them. SAFTI relies
upon accurate counts and predictable extraction of anthropometric traits in order to
provide its location tracking service. The first goal of accurate counting is a
necessary step toward segmenting the data such that the bodily measures for that
particular person can be obtained. Once the bodily measures are obtained, they can
be used to weakly identify. This chapter focuses first on determining the count and
direction of those passing through, and then uses this segmentation to determine the
accuracy with which the bodily measures can be obtained. The next chapter

evaluates the accuracy and precision of these measurements techniques.

4.1 Count and Direction

Accurately determining count and direction is a required first step toward measuring
weakly identifying features. Unobtrusively obtaining biometric information within
the doorway includes the inherent assumption that every individual passing through
can minimally be detected. This detection phase is necessary for partitioning the data
into groups which can be further processed to obtain weakly identifying information.

Just as facial recognition techniques in practice must first identify the location of the
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Figure 2. How the height, width and depth are taken from the instrumented
doorway

face within an image, the first step for identifying the individuals passing through the
doorway is to identify the time and space which correspond to a person passing
through.

The sensors we use within the doorway experience transient measurement
errors, therefore smoothing was helps eliminate the effects of these errors. The best
smoothing windows for each sensor array are experimentally selected to reduce the
effects of these transient errors while also retaining an appropriate read rate to
capture time sensitive events. The top ultrasonic rangefinders are smoothed over 7

readings (0.46 seconds). The side infrared rangefinders are smoothed over 15
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readings (0.15 seconds). The top infrared rangefinders are not smoothed due to the
low data acquisition rate of 6 Hz, and the switched data do not benefit from
smoothing and therefore are not smoothed.

In order to compute the three metrics, the data from the sensors and detectors
must first be partitioned into periods of activity and inactivity. Each period of
activity serves as the input to a function which outputs the count and direction of
subjects passing through the doorway. This function is applied on all periods of
activity within a trial, and the outputs are compared individually to the known count
and direction of subjects for that activity period. In this way the fraction of correctly
identified passes, missed passes, and wrongly identified passes are determined per
trial. The following sections describe the partitioning per sensor or detector array and
the function used to determine the count and direction of subjects given the data from

the period of activity.

4.1.1 Partitioning Data into Active Periods

Both the left and right side infrared rangefinders read toward the center of the
doorway. The maximum read distance of the side infrared rangefinders is 0.8 meters,
almost the entire 0.92 meter width of the doorway. If any person passes through the
doorway, he or she must pass no further than 0.46 meters from one of the side
infrared rangefinders. During inactive periods when no one is in the doorway, the
side infrared rangefinders read approximately 0.8 meter distances. When one or
more people are within the doorway, at least one side infrared rangefinder reads a

distance of less than 0.46 meters. This large difference between active distances
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(0.46 meters or less) and inactive distances (approximately 0.8 meters) makes
partitioning into periods and activity and inactivity robust to slight errors in read
distances of the side infrared rangefinders. Because of this and the high capture rate
of the side infrared rangefinders, all partitioning of data within the doorway is based
upon the partitioning of the side rangefinders.

We place the rangefinders such that they form a continuous read zone through
the doorway. We define the period of activity as the time from the first active
reading to the last active reading spanning a continuous time period in which all
sensors on at least one single side of the doorway experience activity. In practice, all
side infrared rangefinders are active when any person or pair abreast passes through
the doorway. When a single person passes through, it is very unusual for him or her
to pass through entirely on one lateral side of the doorway. More often at least some
portion of the person passes through on the left side and some portion on the right
side regardless of whether the lateral position tends more toward the left or right side
of the doorway. When two pass through abreast, one person passes close to all of the
sensors on the left and the other person passes close to all of the sensors on the right.

The partitioning requires all of the left or right sensors to be activated for two
reasons. The primary reason is that transient errors in the rangefinder read distance
do not indicate that a person is within the doorway. Requiring all of the sensors in a
sequence to become activated vastly reduces the number of false alarms of activity.
Secondly, if a person only partially steps into the door then back out again, then he or

she has neither fully entered nor exited through the doorway.
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The pressure mats, infrared beams, and motion detectors do not form a
continuous read area. Because of the disjoint read zone the switched data cannot use
the same method for partitioning as that used with the rangefinders. Therefore we us
data acquired from the side infrared rangefinder partitions as a basis for partitioning

the switched data.

4.1.2 Per Sensor Array Processing

Once we determine the periods of activity by the side infrared rangefinders, we
process the sensor data to determine the velocity and time each subject passes
through the doorway. We determine the velocity by fitting a line to the (time,
location) coordinate pairs per sensor array. The time is the time in seconds when the
subject passes closest to the sensor. The location is the through location in meters of
where the sensor is mounted (see Figure 2). The positions of the side infrared
rangefinders on the through axis are -0.175, -0.095, 0.095 and 0.175 meters. The
slope of this line is the velocity in meters/second. The sign of the velocity indicates
the direction of the pass. We also use the fitted line to find the time corresponding to
the through location zero, or more simply put, the time when the subject passes
through the middle of the doorway.

For the rangefinder data, the time that the subject passes closest to the sensor
is found by selecting the time of closest read distance. In order for a sensor array to
report activity in the doorway, all sensors from the sensor array must be activated
within one continuous time period. The activation threshold for the side infrared

rangefinders is 0.46m (half the doorway width). Measures below 0.46m are
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Figure 3. Combined widths of the people walking through the doorway in the
user study.

considered active. The activation threshold for the top ultrasonic rangefinders is
0.68m. The top infrared rangefinders experience larger read distances than the actual
distance to the nearest object when the object sensed is not orthogonal to the typical
direction read. For this reason, an activation threshold of 2.9m was found
experimentally to perform best. For the motion detectors and infrared beam
detectors, the time passed is when the detector is first triggered. The pressure mat
times are the times midway between when the time the pressure mat is first pressed
and last pressed on a given side of the doorway. The locations of the pressure mats
are the center lateral position of each mat.

In our experiments the side infrared rangefinders are the means of
determining if there are one or two subjects in the doorway at once. They achieve
this by measuring the minimum distance from the left and right rangefinders. Given
these two minimum distances, we compute the width by subtracting the sum of these

distances from the width of the entire doorway. In this way, we measure the overall
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width of the person or persons in the doorway. If this measure is below a threshold
of 0.65 meters, then one individual is assumed to be in the doorway, otherwise
multiple people are assumed to be in the doorway. For a given smoothing window of
0.15 seconds (15 readings), these width measurements were taken during actual trials.
Figure 3 indicates that only 2 in 532 passes violate using this simple threshold to

distinguish between 1 and 2 people.

4.1.3 Per Sensor Array Analysis

Of all the sensors used, the side infrared rangefinders were the most effective in
determining count and direction and were also the least expensive as shown in Table
3 — Table 5. Out of 532 passes, the side infrared rangefinders correctly identified
direction of the pass in every trial and correctly identified the count passing through
in all but 2 passes. All 8 of these rangefinders together cost only $80.

The other sensors used in the doorway are only able to determine direction of

a pass because of their location and/or sensing capabilities. —The ultrasonic

Experiment Passes %.Corr.ect % Correct %
Direction Count Missed
One Slow Pace 64 100 100 0
One Normal Pace 68 100 98.5 0
One Fast Pace 72 100 100 0
One Left 68 100 100 0
One Right 70 100 98.6 0
Two Serial 32 100 100 0
Two Abreast 94 100 100 0
Two Opposite 62 100 100 0
Total 530 100 99.6 0

Table 4. Accuracy of the side infrared rangefinders to determine count and
direction over all 530 passes.
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rangefinders correctly identify the highest percentage of passes, but also identify the
wrong direction for 4.7% of the passes. The pressure mats and the side infrared
beams never report pass direction incorrectly, but they miss reporting the correct
direction of a pass more often than the top ultrasonic rangefinders. The motion
detectors are also highly accurate although they do occasionally report the wrong
direction of a pass. Finally the top infrared rangefinders incorrectly report the

direction of the highest percentage of passes.

Experiment Slow | Normal | Fast Left | Right All Direction

Passes 64 68 72 68 70 342 Only
Ton Infrared 95.3 941 | 902 | 500 614 78.1 | % Correct
op nirare 0.0 4.4 421 206 157 9.0 | % Missed
Rangefinder
47 0.0 56 294 243 12.9 % Wrong
Top 98.4 97.1 | 86.1| 1000| 957 953 | % Correct
Ultrasonic 0.0 0.0 0.0 0.0 0.0 0.0 | % Missed
Rangefinder 1.6 29 139 0.0 4.3 4.7 % Wrong

75.0 72.1 52.8 73.5 62.9 67.0 | % Correct
25.0 279 43.1 25.0 37.1 31.8 | % Missed

Top Motion

Detector

0.0 0.0 4.2 15 0.0 1.2 % Wrong
Side Infrared 1000 | 100.0 | 1000 | 100.0 [ 100.0 [ 100.0 | % Correct
1de Intrare 0.0 0.0 0.0 00| 00 0.0 | % Missed
Rangefinder

0.0 0.0 0.0 0.0 0.0 0.0 % Wrong
90.6 86.8 23.6 95.6 | 95.7 77.8 | % Correct
9.4 13.2 76.4 4.4 4.3 22.2 | % Missed

Side Infrared

Beam

Floor 95.3 86.8 70.8 80.9 85.7 83.6 | % Correct
Pressure Mat 4.7 13.2 29.2 19.1 14.3 16.4 | % Missed
Switch 0.0 0.0 0.0 00 0.0 0.0 % Wrong

Table 5. Accuracy of sensors in the instrumented doorway to determine direction
only for all 342 single person passes.
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All passages through the doorway are detected by at least one sensor array.
The top ultrasonic rangefinders, side infrared rangefinders, and side infrared beams
detect activity every time a person or group of people passed through. Some passes
are missed entirely by the motion detectors, pressure mats and/or top infrared
rangefinders. While no pass is missed entirely by all primary rangefinder sensors, the
possibility exists that there is some combination of materials which could be resistant
to being read by reflected infrared beams and ultrasonic pulses. In the event that such
resistant materials do exist, the side infrared beams are able to detect the passes
because they do not rely upon the reflectivity of the material. The side infrared
beams only rely upon the opacity of person passing though.

All sensor arrays except the side infrared rangefinders experience degraded
performance with the increase in pace of the person walking through the doorway.
The side infrared rangefinders are also the sensors with the highest read rate. The
increased pace likely does not affect the side infrared rangefinders because the read
rate is sufficient to capture fast pace walkers whereas the lower read rate from the

remaining sensors cause higher sensitivity to pace.

4.2 Measuring Height, Width, and Depth

Doorways are a convenient location to take body measurements because the structure

of doorways restricts movement to more well defined patterns than movement within
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open areas. The doorway used in WISDOM is of typical width, height, and depth as
one would find in the entrance to a typical personal office. The doorway is 0.92
meters wide, 2.11 meters tall and 0.35 meters deep. This doorway is wide enough for
two people to pass through at a time, but is not sufficiently wide for three people to
pass through comfortably. The depth of the doorway is slightly more than a typical
depth but is not so much deeper as to make passage through significantly more

difficult.

4.2.1 Height

Three measures we take from the instrumented doorway are height, width, and depth.
The height measure is the distance from the floor to the most elevated part of the
person when he or she is walking through the doorway. The width of the person is
the lateral measure along the sagittal plane at a given elevation, and the depth is the
anterior to posterior measure along the sagittal plane at the same elevation (the
sagittal plane is the one parallel to the floor.)

We calculate the height of each person by taking the elevation of the
ultrasonic rangefinder and subtracting the closest measured distance from the sensor
to the person (H = Z — V). Because the people walking through the doorway do not
necessarily pass directly underneath the center where the ultrasonic rangefinders are
positioned, only the vertical component of the distance is subtracted since the
measure of distance includes both vertical and lateral distance components.

The person’s lateral position provided by the side infrared rangefinders

enables us to compute the distance from the top ultrasonic rangefinder as a
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combination of vertical and horizontal components. We find the lateral position of
the person by taking the midpoint of the lateral position measured closest to the right
infrared rangefinders and the lateral position measured closest to the left infrared
rangefinders.

During a normal period of gait, a person’s instantaneous height naturally
varies. The height measured is the maximum height experienced within the doorway.
Because the doorway is not of sufficient width to capture an entire gait sequence, the
measured height within the doorway includes some variance due to the particular part

of the gait cycle during which the measures are taken.
4.2.2 Width

The width along the frontal plane of the person is computed by taking the
closest distance to the left and right infrared rangefinders was subtracted from the
width of the doorway (W =Y — L — R). Note that the width measurement requires
both the left and right sensors which are only both available when there is no
occlusion by a second person in the doorway. This width may or may not include the
person’s arms depending upon the person’s height, his or her gait pattern, and the

period of the gait captured.
4.2.3 Depth

The depth of the person along the sagittal plane (anterior to posterior) is also
measured. This measure is obtained by taking the product of the pace the person is

walking in meters/second and multiplying it by the duration in seconds he or she is in
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range of each of the side sensors. This calculation assumes that each of the side
infrared rangefinders reads the distance along an infinitely thin line orthogonal to the
sensor. This assumption is reasonable because the side infrared rangefinders do read
along a narrow cone.

In order to compute this depth measure, we must know the pace. The pace is
computed by averaging the measured paces as reported independently by the left and
right sensors. These side paces are calculated by line fitting the coordinate pairs of
the through position of the sensor and the time the person first came into view of the
sensor. Another line fit is done with the times the person is last in view of the sensor.
The slopes of these line fits represent the velocity of the person in meter/second. The
average of the two slopes is the velocity reported. These times of the person first
coming into view and the last time the person is in view are used to calculate the
duration the person is in view. While the depth measure in this study averages the
left and right depth, it is possible to obtain the depth independently on each side, even
when the sensors are occluded by a second person in the doorway.

The depth measurement, like the height and width measurements, are affected
by the part of the gait cycle measured. The pace of the torso during normal gait is not
entirely constant. Variations in this pace and measurements taken from arms

swinging introduce error into the depth measurement.
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4.3 Measuring Body Mass

The WISDOM prototype includes pressure detectors that simply determine the
presence or absence of an individual within the vicinity of the doorway. Force plates
are able to detect not only the presence of individuals, but also they also provide the
pattern of forces that can be used to estimate body mass. Fortunately, a clinical
database is available that provides not only sampled ground reaction forces during
normal gait, but also the corresponding body masses of the individuals who generated
these samples [65]. Data from this clinical trial are used to evaluate the accuracy and
precision with which body mass can be obtained in a similar context as the
instrumented doorway.

We develop two methods for generating body mass from force plate sensor
data: the gait cycle method and the steady state method. The gait cycle method
assumes that walking is a periodic motion in which the forces produced are roughly
identical for each period. One period of the cycle is observed and the average force
over this period is divided by the acceleration of gravity in order to calculate the
mass. The steady state method assumes that over a long enough duration of time, the
average force generated by any object with any behavior will come to a steady state.
This steady state force is then divided by the acceleration of gravity to again yield the
mass. The steady state method has the advantage of being able to calculate mass over
a broader set of scenarios such as people traversing the force plates in wheelchairs or

people using crutches while passing over the force plates. The gait cycle motion
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method must incorporate more complex patterns in order to identify these patterns

and appropriate periods.

4.3.1 Gait Cycle Method

The pattern of ground reaction forces during the gait cycle is shown in Figure 4. The
first part of this cycle is called double support. This is when the vertical force is split
between the feet. At the start of the recorded forces one foot is on the force plate and
the other is off the force plate. When the weight is transferred onto the heel, this is
called the load response. Sometimes before the weight is entirely transferred, there is
a transient force experienced just before the load response. The force during the load
response is typically a force exerted which exceeds the normal standing force.
Between the heel coming down and the toe pushing off is what is called the
midstance. Typically the vertical ground reaction forces experienced during the
midstance are below that of normal standing force. When the toe pushes off, this is

called the terminal stance because this is the last part of the gait cycle where the
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Ground Reaction Forces for a 28.6 kg 10 year old
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Figure 4. The ground reaction forces represent two steps from dataset
aa 10 01 in [30]. The first step fell directly on the first force plate and the
second step fell directly on the second force plate.

person’s weight is entirely on one foot. Following the terminal stance is another
period of double support and the cycle repeats itself.

Ideally, each gait cycle generates identical ground reaction forces when
walking on level ground at a constant pace [30]. If this were the case, then two
complete footsteps would be sufficient for characterizing the walking pattern
(assuming the period of time of double stance is symmetric). In addition, the average
of the left and right foot ground reaction forces over each period would be the same.
Since there is no net rise or fall over time during normal walking, this average ground
reaction force is the same as the force which would be experienced if the individual
were standing still. The gait cycle mean in Figure 5 would be computed using the
forces from time a to d. By dividing this force by the acceleration of gravity, we

determine the body mass. Figure 5 shows this force over 1.5 gait cycles (3 steps).
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Ground Reaction Forces for a 13.2 kg 2 year old
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Figure 5. The ground reaction forces represent three steps from dataset
am_02 01 in [30]. The first step fell directly on the first force plate and the
second two steps fell directly on the second force plate.

4.3.2 Steady State Method

During the gait cycle, the sum of the left foot and right foot ground reaction forces
vary above and below the force that would be experienced if the person were
standing still. Typically, the load response, the terminal stance, and double support
experience forces above the average standing force and the midstance experiences
forces below the average standing force. However over time, the average force must
tend toward the average standing force regardless of the pattern of forces unless there
is a net vertical acceleration in the center of gravity.

When the person steps onto the plate and off of the plate, he or she is
transferring forces which are not measured because they are off the measuring area.

We see this in Figure 4 where the sum of the forces for the first and last double
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support is much lower than the middle double support when the person is entirely
over the force plates. For the period of time the forces exerted by the person are
entirely over the measurement area, average force experienced is the same as the
average standing force if there is no net vertical acceleration of the center of gravity.
There are two competing potential sources of error when using this method to
calculate the average force. The first potential error is to start taking measurements
before the person is entirely over the measurement area. This would lead to
measuring an average force below the standing force. In order to avoid this potential
error, as many of the measurements when transitioning onto and off of the force
plates should be discarded. The second potential error can occur if there is
asymmetry with respect to the gait cycle when the measurements begin and end.
Because there is normal rise and fall during walking, if the measurements begin and
end at different phases of the gait cycle, then there may be a net vertical change in the
acceleration of the center of gravity. This error can be minimized by making the
reading range as large as possible so as to make insignificant the contribution of this
error to the mean force experienced. Thus the minimizations of the two errors
compete. The minimization of the first error requires as many of the start and end of
the measurements to be discarded while the second potential error requires as large of
a read area as possible. For this reason we reach a balance between how many of the
beginning and ending measurements are discarded and how many are retained. As
the area of the force plates increases, each source of error becomes easier to

minimize. For Figure 4 and Figure 5, the steady state mean is computed by
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discarding the first and last quarters of the measurements (time a to b and ¢ to d) and
retaining the middle half of the measurements (time b to c).

The gait cycle method requires the segmenting of the force signals into
footsteps. If every step falls directly onto the center of each plate then segmentation
of the footsteps is a simple task. However, there are many occurrences of individuals
stepping more than twice (such as in Figure 5), stepping partially on a force plate,
and stepping between force plates. While this complicates the segmentation, this
type of activity must be handled if the force plates were to actually be deployed in a
commercial application.

The two consecutive periods of activity in the force plates are considered an
integral number of footsteps with no footstep falling between the force plates. For
example, in Figure 4, the first force plate receives one footstep while the second force
plate receives 2 footsteps. The period of time when both the first and second force
plates have active readings is considered the double stance phase. The beginning and
end of the signal are also considered part of the double stance phase in which one
foot is on the force plate and the other is off the measurement area. Therefore, if the
gait cycle is symmetric, then the sum of the beginning and ending of the signal would
correspond to a single double stance phase while the other parts of the measure are
directly over the force plate. In this way, the sum of all forces over both plates
includes one less double stance phase than actually occurred. Therefore, to compute
the gait cycle mean, the sum of the forces is divided by the period of activity less the

period of time both force plates are active.
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The problem of segmenting the forces into footsteps does not exist in the
steady state method because there is no assumption about the pattern of signals
experienced. The only requirement is that the forces begin and end measurements
when the vertical center of gravity is the same upon starting to measure and finishing
the measures. We experimentally determine this duration of the beginning and
ending to discard and how much of the center to keep. For the purposes of this study,
the first and last 27.5% of the active measures are discarded for all individuals. This
amount to discard reaches a balance between discarding the forces when the person’s
forces are being transferred onto the plates and retaining an amount which makes
changes in the vertical center of gravity insignificant with respect to the duration of

measures taken.

4.4 Physics-based Algorithms

All of the algorithms described in this chapter are physics-based. This class of
algorithms is chosen to make the errors more predictable in nature than the errors that
may occur when using with more complex algorithms. In order to estimate the
identification power of the WISDOM doorways on larger populations than those in
the user study, the error distributions of each feature are combined with
anthropometric features from large anthropometric databases in order to simulate

expected performance. This evaluation is performed in chapter 5.
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Chapter 5 Measurement Identification
Power

Identification is a sub-problem of location tracking. Device-based tracking systems
assign each device a unique identifier in order to distinguish the location of one
device from another’s location. Camera-based tracking systems must match the
person seen in one frame to the same person in another frame in order to track
movement. SAFTI tracks movement through the anthropometric identification in
WISDOM doorways. Device-based systems perform exact matching of the unique
identifiers. Camera-based systems and WISDOM perform fuzzy matching because
the raw signals contain errors. Chapter 4 quantifies the error in obtaining the
anthropometric features WISDOM uses. This chapter explores how accurately the
features can be used for identification purposes, which is an essential sub-problem of
location tracking.

While similarities in physical body characteristics allow WISDOM to
determine how many pass through the doorway, the differences in physical body
characteristics allow WISDOM to identify the individuals to some degree. The level
of identification depends both upon how distinctive the physical characteristics of the
person are and how accurately these characteristics are measured. This chapter
addresses how these accuracies combine with the differences among individuals in

order to provide weakly identifying information. This analysis is done directly on the
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subjects in the user study and also across larger anthropometric databases in order to
determine the expected identification capability over much larger populations.
Results indicate that body mass is the most identifying characteristic followed
by height. Width and depth have the lowest identification capability. For the average
person, only 1/5 of the population has a mass within 3 kg of the individual. This
range represents a 99.7% confidence interval over the individual’s true body mass for
the measurement error experienced. On average, about 2 of the population will has a
height within the 99.7% confidence interval over the modeled measurement error.
The portion of the population with height and mass within a given range does not
vary uniformly across the population. Those whose measures tend toward the
average tend to have larger amounts of the population within range and those with
measures more in the tails of the distribution experience less of the population within

range.

5.1 Identification Metrics

When using biometrics to identify, the commonly used metrics are the false accept
rate (FAR), false reject rate (FRR), and equal error rate (EER). Related to these
metrics is the rank of the genuine user in the list of most likely individuals according
to the measures with rank 1 being the best match. The algorithms we describe in this
work all provide a ranked list of the most likely matching individuals. In this way, a
false rejection is when the person who generated the measure(s) does not exist in the

candidate list. A false acceptance is when a person other than the one who generated
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the measure appears in the candidate list. Both of these events depend on the size of
the candidate list. The smaller the size of the candidate list the more likely there will
be a false rejection and the larger the size of the candidate list the more false
acceptances will occur. These error rates of WISDOM have a direct impact on the
location tracking accuracy of SAFTI.

The false accept and false reject rate are computed per individual and system
wide. The per individual FRR is defined as the number of passages through the
doorway in which the person does not appear in the candidate list divided by the total
number of passages of that person through the doorway. The per individual FAR is
defined as the average number of people falsely accepted over all passages through
the doorway for that individual. In this chapter, the system FRR and FAR are the
averaged FRR and FAR over all individuals. These averages do not weight by the
number of passages per individual because the measures used in this chapter are
taken from controlled user trials as opposed to actual experienced indoor traffic. For
this reason, there is no assumption that any individual would tend to pass through
doorways more often than another.

In addition to the FAR and FRR, there is also the equal error rate (EER). As
the size of the candidate list increases, the FAR increases and the FRR tends to
decrease. The value at which the FAR and the FRR are equal is called the EER. As
the FRR decrease, the FAR is non-decreasing which makes this EER occur at a single
value. Because the candidate lists used in the algorithms described are discrete, there
may be no exact EER. If this is the case, the FAR and FRR are assumed to follow a
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linear relationship between known values and the EER is linearly interpolated. The
EER summarizes the relationship of the FAR to FRR into a single scalar. The EER is
a coarse metric used to evaluate the power of the identification mechanism.

The EER is useful in a comparison of the identification power of different
methods. While the FAR can be made very small, this has the effect of pushing the
FRR to very high limits (FAR can be made zero if everyone is rejected). In a similar
way the FRR can be made arbitrarily low by pushing the FAR into unacceptably high
limits (FRR can be made zero if everyone is accepted). Making both the FAR and
FRR simultaneously low is only possible when the identification method is powerful.

The EER is used to rank the features that have the most identifying power.

5.2 Identification over Test Subjects

The first step in evaluating the identification power of the measurement techniques
described in the Chapter 4 is evaluating their ability to directly identify the people in
the user study. As is done in the previous chapter, the height, width, and depth
measures are addressed first and are followed by the body mass measure. The goal of
this analysis is to determine the ability of these measures to identify users in

WISDOM doorways, and ultimately in SAFTI.

5.2.1 Height, Width and Depth

In Chapter 4, the distribution of measurement error is characterized for the
individual’s height, width, and depth measures. By combining this error distribution

with the individual’s true body size and shape, it is possible to construct a joint
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distribution function of the likely measurements for an individual. In the case of
independent errors, the joint distribution function is the product of the individual
distributions.

To evaluate the independence of the three measures, the correlation of errors
is calculated for height and depth, depth and width and height and width. Height and
depth are the least correlated with a value of 0.12. Depth and width are the second
least correlated with a value of 0.15. These correlations are so small that they do not
provide strong evidence of dependence. The most correlated values are height and
width at 0.61. While it is not statistically sound to assume the height and width
measurement errors are independent, independence is assumed in order to simplify
the evaluation of the joint likelihood function when it includes these two measures.
A likelihood function which incorporates the correlation between these errors may
produce slightly more accurate results.

For each pass through the doorway in the test set, the height, width, and depth
are measured and compared against the known values obtained from the training set.
The joint likelihood function is computed using these known parameters in order to
create an ordered list of most likely candidates who may have passed through. A
false acceptance is defined as a person appearing in the candidate list when that
person was not the person who generated the measures. A false rejection is defined
as when the person who generated the measurements does not appear in the candidate
list. These false accept rates (FAR) and false reject rates (FRR) are computed for

each of the three test sets using the mean measures obtained from the training set.
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The average performance for the various sized candidates lists over the three test sets
is given in Table 6 and Table 8.

The best EER is 19.05% when using all measurements. This statistic can be
interpreted as follows. If a genuine user passes through the doorway, there is a
19.05% chance he or she will not appear in the candidate list. If an imposter passes
through the doorway, there is a 19.05% chance that the person he or she is trying to
mimic will appear in the candidate list. Another way of interpreting this statistic is
that the system is capable of functioning correctly 80.95% of the time under no
assumption of the likelihood of use by genuine users or imposters. The equal error
operating point is primarily used to compare biometrics. It is not used as an actual
operating point because the cost and likelihood of use by genuine users and imposters
is most often not equivalent.

The EER indicates that height is the most identifying biometric, followed by
width and depth. There is very little difference in the identifying capability of using
the height/width or height/depth combination. Using all three biometrics generates
the best results, but only slightly better than the height/width combination.

Table 6 and Table 8 show how the accuracy metrics are not only sensitive to
the size of the candidate set, but they are also sensitive to the individual’s body size
and shape because some individuals have more identifying characteristics than
others. For example, Table 8 indicates that Chris is the shortest and has the least
depth measure. Chris’s EER in Table 6 is 5.5% which is the lowest of all individuals.
Gerd is identifiable by being the tallest in the group and has an EER of 18.8% which
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is below the average for the group. Ashley and Drew are more difficult to identify
because they have the close to average measures, and this is shown by the way they
have the highest EER in the group (42.12% and 29.62% respectively). While the
error in measuring is consistent across users, the results in Table 6 and Table 8 show
that identification using these measurements does not generate similar errors for all
users. This result is extended in section 5.3 by combining the error measurements
from WISDOM with the true body measures from large anthropometric databases in
order to estimate the identification accuracy possible on a larger population than
those who participated in the user study. The purpose of the analysis in section 5.3 is
to verify that the distribution of body size and shape of the participants in the user

study are not specially selected in a way that skews the identification accuracy.

Number Interpolated Equal Error

Name Identificd ‘ ! ‘ 2 ‘ 3 ‘ 4 ‘ 5 ‘ 6 ‘ 7 ‘ 8 ‘ 0 Ratc (EER)

Overall FAR 6.2 125 229 356 486 621 746 873 100.0 20.03
FRR 49.7 285 168 7.6 3.8 0.9 0.6 0.3 0.0

Ashley FAR 7.2 249 502 77.8 0.0 522 627 989 100.0 012
FRR 90.2 58.8 343 16.7 8.8 2.0 2.0 0.0 0.0

Blair FAR 104 161 259 373 0.0 733 833 833 100.0 24.29
FRR 47.0 36.0 22.0 8.0 3.0 1.0 0.0 0.0 0.0

Chris FAR 33 59 122 16.0 90.7 98.6 99.8 100.0 100.0 5.5
FRR 6.6 5.3 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Drew FAR 83 212 405 57.8 49.1 649 817 97.6 100.0 29.62
FRR 72.6 369 202 83 3.6 0.0 0.0 0.0 0.0

Ezra FAR 8.4 17.1 282 302 189 257 33.1 758 100.0 15.25
FRR 29.5 114 1.1 0.0 0.0 0.0 0.0 0.0 0.0

Fran FAR 6.2 13.0 20.0 279 73.0 855 89.8 942 100.0 14.56
FRR 26.5 162 8.8 44 4.4 29 29 2.9 0.0

Gerd FAR 25 6.1 8.7 129 349 416 460 654 100.0 18.8
FRR 31.3 250 219 188 188 3.1 0.0 0.0 0.0

Hiromi FAR 6.4 304 36.1 42,6 383 502 640 70.6 100.0 2178
FRR 51.7 5.0 1.7 0.0 0.0 0.0 0.0 0.0 0.0

. FAR 3.1 87 210 420 209 449 692 885 100.0

Tzumi 28.19

FRR 67.6 432 351 149 2.7 0.0 0.0 0.0 0.0

Table 6. FAR, FRR, and EER for each individual using height and width only.
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Number Interpolated
Method | 11 ified ‘ ! ‘ 2 ‘ 3 ‘ 4 ‘ 3 ‘ 6 ‘ 7 ‘ 8 ‘ O | Equal Error Rate (EER)
Al FAR 60 125 233 358 490 618 746 874  100.0 s
FRR 484 279 133 69 26 13 06 0.l 0.0
Height/  FAR 64 125 232 360 493 621 748 874  100.0 g
Width FRR 5.0 311 148 60 18 07 03 0.1 0.0
Height/  FAR 62 125 229 356 486 621 746 87.3  100.0 2008
Depth FRR 497 285 168 76 38 09 06 03 0.0
Width/ FAR 93 125 196 292 413 561 704 853  100.0 3.9
Depth FRR 743 553 430 330 231 129 73 29 0.0
Height FAR 70 125 227 358 49.1 624 748 873  100.0 P
Only FRR 557 377 186 67 23 03 03 03 0.0
Width FAR 98 125 183 267 370 501 658 843  100.0 P
Only FRR 787 640 532 431 348 249 148 42 0.0
Depth FAR 100 125 191 288 404 534 685 855  100.0 .
Only FRR 79.7 652 469 346 257 181 104 26 0.0
Random  FAR II.1 222 333 444 556 667 778 889  100.0 o
Selection  FRR 88.9 778 667 556 444 333 222 1Ll 0.0

Table 7. FAR, FRR, and EER for various measurement combinations.

Name | #]Identified | Height | Width |  Depth
Ashley Mean 1.72 0.51 0.20
Std. dev. 0.03 0.06 0.05
. Mean 1.72 0.54 0.21
Blair
Std. dev. 0.02 0.04 0.05
. Mean 1.57 0.50 0.14
Chris
Std. dev. 0.03 0.06 0.03
Mean 1.71 0.52 0.17
Drew
Std. dev. 0.03 0.05 0.04
Mean 1.62 0.54 0.24
Ezra
Std. dev. 0.02 0.05 0.06
Mean 1.76 0.53 0.18
Fran
Std. dev. 0.03 0.08 0.06
Gerd Mean 1.80 0.51 0.18
Std. dev. 0.04 0.07 0.06
. . Mean 1.62 0.51 0.21
Hiromi
Std. dev. 0.03 0.06 0.06
. Mean 1.71 0.44 0.15
Izumi
Std. dev. 0.03 0.07 0.07
Mean 1.69 0.51 0.19
Average
Std. dev. 0.03 0.06 0.05

Table 8. The mean and standard deviation for height, width, and depth
measures for each of the participants. The names have been altered and in no
way indicate the person’s actual gender.
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5.2.2 Body Mass

For the purposes of directly evaluating the identification power of the ground reaction
forces, we use a database of clinical gait analysis trials [65]. This database contains
ground reaction forces of children as they walk across two consecutive OR6-7 Force
Platforms [66]. Each child walks across the plates three times each. The force plates
used in these trials are specially designed for use in clinical gait analysis and retail for
approximately $10,000 each [67]. More appropriate and less expensive force plate
designs are described in the Active Floor and Smart Floor papers.

For each of the three trials per child, the steady state mass is computed. The
body mass measures for the first two trials per child are averaged to create a baseline
mapping of body mass to child. The body mass computed in the third trial is then
ranked as to how close to the baseline measure it is. A rank of 1 means the baseline
measure for the child who generated the ground reaction forces is the closest to the
measured mass in the third trial. A rank of 2 means the baseline mass is second
closest to the measured mass of the child. The procedure is repeated for the
remaining pairs of trials generating the baseline measure and testing against the
measure left out.

The results from this experiment are shown in Figure 6. Of the 62 children
39% of the time, the correct child is the one with the baseline body mass closest to
the measured mass. 85% of the time, the correct child is within the 4 closest baseline
body masses. Previous studies have shown approximately 90% identification

accuracy on a population of 15 individuals [49, 50]. Because the distribution of body
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Identification Rank of 62 Children
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Figure 6. The figure shows the identification rank of the 62 children when
identified by body mass only. The cumulative rank is how much of the

population was ranked at that level or less. No person was ever ranked higher
than 15.

masses is unknown in these prior studies, it is not possible to compare the results
directly to determine if the identification rate exceeds the rate which would be
expected by measuring body mass alone. Assuming the distribution of body masses
is similar to the distribution used in this study, it is possible to select groups of 15
children with a representative distribution of body masses. 60 of the children (the
two most massive children excluded) are selected and divided into 4 representative
groups of 15 each. Averaging the results over these four groups of 15, the measured

body mass alone is able to identify the correct child 82% of the time.

5.3 Identification over Anthropometric Datasets

The goal of identifying in WISDOM is to solve a sub-problem of the location
tracking system SAFTI. Since SAFTI is designed to operate on all occupants of a
building, the identification capabilities over larger populations than those of the user

study must be known. Instead of assuming that the distribution of body size and
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shape within the user study populations are representative of the population in
general, large publicly available anthropometric datasets are available on which to
evaluate the identification capabilities of WISDOM. Error distributions are
combined with the true anthropometric measures in the databases in order to predict
the range of measurements that can be expected from the WISDOM doorways.

Three anthropometric databases are used in this evaluation. Two publicly
available anthropometric databases are combined to represent body measures from
3982 adults. These databases are composed of 1774 Army men and 2208 Army
women. The distribution of age and race in the database are representative of the
distribution of age and race in the Army as of June 1988 [68]. The measures in this
army database may be biased from the expected measures in the population at large
because the military may skew the body types toward a more uniform shape in some
respects such as weight. Other measures such as height may be less biased. The
third database used is the AnthroKids anthropometric database of 3900 children from
2 to 20 years old [69]. These three databases are selected because they are the largest

public domain anthropometric databases available for children and adults.

5.3.1 Height, Width and Depth

The three measures explored in the anthropometric databases are the height, hip
width and depth at omphalion (the same elevation as the hips). The width and depth
measures are approximated values of what can be obtained from the doorway sensors
because these measures are taken with respect to the anthropometric landmarks on

the particular individual as opposed to being taken at a common height. These width
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and depth measures are also measures of the body as opposed to measures of a body
with clothing. The height measure also can be varied by the type of shoes worn.
These variances can be accounted for in different ways. Assuming the person is
wearing the same clothes as when the measure was originally taken, the wearing of
clothes can be modeled as a simple shift in the body measurement. If changing
clothes is allowed after the time the measurement is taken, then this change can be
incorporated into the expected deviation from the actual body measure.

In order to account for as wide assumptions as possible, the evaluation of
body measures assumes the error is bounded within a range centered about the true
body measure. The accuracy of this bounded error versus the true error distribution
is an approximate measure of the false rejection rate if it is assumed all individuals
within the given range would be accepted and all other rejected. For example, if the
actual error is normally distributed, then bounded error of +/- 2 standard deviations
encompasses 95% of the distribution yielding a 5% false rejection rate. Likewise the
amount of the population with body measures falling within the range will be
accepted. This amount of the population is a slight overestimate of the false accept
rate (because the actual person generating the measurement is included within the
range. To obtain the false acceptance rate subtract 1/N from the percent within range
where N is the total number in the population. For the purposes of this study, the
overestimate is equivalent to 1/3982 which is less than 0.05%) In this way, the
expected false acceptance rate and false rejection rate can be evaluated for any

general error rate when using a single body measurement.
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Figure 7 - Figure 9
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false acceptance rate could be
expected for a given false
rejection and error model.
For example, if the error for
height is within 0.12 meters
95% of the time, and a per-
son’s height is 1.55 meters,
then the approximate false
acceptance rate for that
person is 25% and the false
rejection rate is 5%. These
graphs are only
representative in so far as
they represent the population
which will be identified. The
conjecture is that the data
obtained from the Army men
and women will tend more
toward uniformity than in the
general public, so these

estimates are conservative in
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Figure 9. The percent of the population falling within a
given range of hip widths. The range is centered upon the
hip width shown on the horizontal axis.
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Figure 10. The expected percent of the population
falling within a range of measures for height, width, and
depth. The range is centered at each person’s true
measured height, width, or depth.
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comparison with those expected in the population at large.

Figure 10 shows the percentage of the population within a given range for all
combinations of height, width and depth. The height measure as expected is the most
identifying single measure. This can also be seen in the way the curves in Figure 7
contain less area than the curves in Figure 8 and Figure 9. Combining width and
depth with height slightly reduces the amount of the population within range as can
be seen in Figure 10. Not only is height the most identifying trait among the three,
WISDOM also extracts height with the most accuracy, which makes it an ideal

candidate for an anthropometric trait to incorporate into SAFTI.

5.3.2 Body Mass

There are two primary factors which influence the ability to identify using body mass
— the distribution of body mass within the population, and the combination of
precision and accuracy with which this measure can be obtained. The distribution of
body mass in the population not only affects the overall identification performance,
but this distribution also affects how identifiable each individual is. For example,
uniformly distributed body masses provide the greatest overall level of identification
due to the maximal dispersion and every individual is equally identifiable (with the
exclusion of those at the extremes). If the body masses are instead normally
distributed, then the individuals with masses in the tails are the most identifiable and
there would be a lesser overall identification accuracy when compared to uniformly

distributed masses. This overall and individual identification level needs to be ex-
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posed in order to fully understand the amount of identification information provided
by body mass.

The precision and accuracy achieved in clinical trials is explored in section
5.2. The actual experience in the field may be quite different. People may carry
more or less load on their person causing the body mass measure to experience
greater magnitudes of error. Moreover, behavior outside of controlled trials may
introduce other unexpected errors. For this reason, the identification power of body
mass must be explored in a manner which addresses these domain specific sources of
error apart from the measurement error.

These interactions of the distribution of body mass in the population and the
model of error are explored in Figure 11 — Figure 14. Figure 11 to Figure 13 describe
the level of identification on individuals with a given mass while Figure 14 describes
the overall expected identification power given a continuous range of error models.
Figure 11 shows the percentage of other children in the clinical trials that have an
actual body mass within a given range. For example, the solid black line shows that
there are about 5% of the children between 19 and 21 kg (a 2 kg range centered at 20
kg). If children being identified are rejected when the measured mass is more than 1
kg different from what is expected, then there is a 5% false accept rate for a 20 kg
child. The false accept rate under the same scenario but for a 50 kg child would be
near 0%. In both cases, if the body mass measurement error is less than 1 kg 90% of
the time, then the false reject rate for all children would be 10%. Figure 12 explores

this same interaction, but over a larger population of children the same age as those in

75



the Antrokids database. Figure 13 explores this interaction within the Army
anthropometric database. The difference in the distribution of body masses between
the two databases can be seen by the way the AnthroKid curves are more uniformly
spread as demonstrated by the flatter curves. This is most likely due to the fact that
the children’s masses increase with age whereas this is less pronounced among
adults.

Figure 14 explores the overall expected identification power for a continuous
set of ranges for the three populations in Figure 11-Figure 13. This graph can be
used to describe the percentage of the population which would be expected to be in
the given range if a person were selected randomly from the population. Stated
another way, this is a mapping of the expected false accept rate for a given false
reject rate given a measurement error model. For example, if 90% of the masses
measures are +/- 5 kg from the true body mass (a 10 kg diameter of range), then
approximately 30% in the child population would be accepted in this range. This
roughly translates into mapping a 10% false rejection rate to a 30% false acceptance
rate for the population described. Figure 11, Figure 12, and Figure 13 are all
functions of the distribution of body mass within the population, but they can be used
to estimate the expected false rejection and false acceptance rates under general
measurement error models so long as the error is symmetrically distributed around
the true measure. It is interesting to note that while the masses of the children are

spread more uniformly than that of the army personnel, the identification capability
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of the body mass biometric is roughly the same. This is likely due to the smaller

range of normal body masses for children than adults.
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Figure 11. This graph covers the population for which ground reaction forces
were available. The horizontal axis represents the center of the range and
different lines represent the range magnitudes.
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Figure 12. This graph covers the 2918 children in an anthropometric
database created by the National Institute of Standards and Technology from a
1977 study by the Consumer Product Safety Commission. This is the largest
public domain database of child anthropometric data.
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Figure 13. This graph covers a 1988 anthropometric survey of 3982 men and
women in the United States Army. To the author’s knowledge, this is the largest
public domain database of adult anthropometric data.
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Figure 14. This graph represents the expected percent of the population
whose body mass would fall in the given range. The three populations shown
are the same as the ones used in Figure 3, 4, and 5 respectively. Given a
distribution of the error in determining a person’s body mass, this graph can
be used to approximate the interaction between the false accept and false reject

rates.

5.4 Anthropometric Features Used in SAFTI

The analysis in this chapter has shown that height and body mass are the two most
identifying anthropometric traits. Height can be obtained within a standard deviation
of error of 3 cm and body mass within a standard deviation of error of 1 kg. When
these errors are normally distributed and unbiased, the errors distributions can be
combined with data from anthropometric databases to predict how accurately they
can be used for identification purposes over large populations. Chapter 6 uses these

results from WISDOM to construct the location tracking system SAFTI.
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Chapter 6 System Architecture for
Tracking Individuals

The goals of SAFTI are (1) to provide location information for building occupants,
(2) to minimize active user interaction, and (3) to minimize the collection of privacy
sensitive information. These three goals have influence the decisions in constructing
the System Architecture for Tracking Individuals.

SAFTI is a proximity-by-identification system. This choice enables location
information to be collected in a way that is less privacy invasive than continuous
tracking. For example, determining the location of a person within centimeters
exposes not only information about the person’s activities but also can give
information about with whom he or she interacts. Indicating the floor that a person
is on gives much less detail about the activities that a person may desire to keep
private. In this way SAFTI controls the level of granularity of the location
information by choosing the spatial configuration of the WISDOM doorways. When
WISDOM doorways are installed only at the entrances and exits to the stairways and
elevators, SAFTI can report only the floor on which a person is located. In addition,
proximity by identification allows the granularity of location information to vary
non-uniformly.

SAFTI uses neither cameras nor proximity identification devices. Because

SAFTI does not use cameras, building occupants can feel more secure knowing that
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their every activity has not been visually recorded. In this way, the choice not to use
cameras is based upon the desire to minimize the privacy invasive aspects of the
system. Proximity identification devices can introduce many costs and problems into
the system. One of the primary problems using proximity identification devices is
that each person is assumed always to possess his or her identification device and no
others. In some applications such as public school attendance taking systems, this
assumption does not hold (students may forget their ID or trade IDs in order to be
marked present). In addition, proximity identification devices introduce the cost of
managing and replacing the devices.

SAFTI is unique among indoor tracking systems in that it requires no
participation from the user once inside the building and by its very nature it monitors
only doorway traffic. From a usability perspective, SAFTI enjoys the benefits of
biometrics in that the user is not required to carry anything, but avoids the typical
inconvenience of actively submitting to a biometric scan. From a privacy
perspective, SAFTI is unique in that it purposely only monitors activity within
doorways. Users of SAFTI can therefore be secure knowing that activity within a
room or passageway will not be monitored, not because the information acquired is
somehow degraded, but instead because no room-level monitoring whatsoever
occurs. In addition, the data collected from SAFTI cannot be used for widespread
identification purposes. For this reason, SAFTI may be deemed more acceptable
from a privacy standpoint than systems using strong biometrics such as fingerprints

which have the capability of identifying over larger populations (such as nationwide
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in the USA). These usability and privacy benefits however do come at the cost of not
having as high a likelihood of correct positive identification.

SAFTTI is not an appropriate choice for all indoor person tracking systems. In
particular, SAFTI will not be able to locate individuals within a room with 100%
accuracy. In addition, direct tracking is a more appropriate tracking method when
sub room-level location information is required. Because SAFTI is based upon the
anthropometric recognition provided by the WISDOM doorway, it is able to identify
only as accurately as differences in body size and shape allow. If highly accurate
identification is required, it is more appropriate to include the use of strong
biometrics or proximity identification devices. SAFTI itself does not include these
for the reasons outlined above, but SAFTI may be modified to incorporate either or
both. In this way, the functionality of SAFTI can be expanded in application-specific
manners. In order to understand more fully the capabilities and limitations of SAFTI
and the ways in which it can and cannot be extended, we must examine the system in

detail.

6.1 Design

SAFTI is a system that determines the location of building occupants based upon
movement through WISDOM doorways. Before entering a SAFTI building, a person
must provide unique identification. This identification can be based upon a known
secret such as a personal identification number (PIN), a possession such as a

magnetic swipe card, a biometric such as hand geometry, or a combination of these.

82



The identification mechanism must be sufficiently accurate to match exactly each
exit with a single prior entrance for each person. After identity is established at the
entrance, the person enrolls in the system by entering the building through a set of
WISDOM doorways. These instrumented doorways acquire body measurements
such as the person’s height and/or weight and link this anthropometric profile to the
unique identifier. The anthropometric profile allows the person’s movement to be
tracked in a much more convenient way because the weakly identifying body
measurements can be obtained without requiring any special actions by the person
beyond simply walking normally through the doorways of the building. As the person
passes through each of the WISDOM doorways within the interior of the building,
his or her anthropometric measures are transmitted to a central repository which logs
building traffic. SAFTI uses this log of building traffic to generate a matrix of the
most likely location of building occupants at any given time. Upon leaving the
building the person must present his or her identification in order to be removed from
the set of enrolled building occupants. From this point forward we will assume the
identification mechanism is one based upon biometrics in order to simplify the
discussion of hardware and software components.

SAFTI has many hardware and software components which must work
together in order to provide tracking information. The hardware in SAFTI includes
biometric scanners at all external building entrances and exits, WISDOM doorways
used for enrollment at these entrances and exits, WISDOM doorways at interior

locations used for tracking, and communication hardware for transmitting
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information to the central server. These hardware components are connected to a
software system. Upon entering or exiting the building, a database of known
individuals called the Profile Database must be updated to reflect the current building
occupants. This Profile Database contains the biometric identifier and corresponding
anthropometric profile of all building occupants. When the central server receives
information about a building occupant passing through an interior WISDOM
doorway, the Person-Matching Engine must select the most likely individuals who
would match the anthropometric measures obtained within the doorway. This
information is used to update the Location Database using the Path-Matching Engine.
The Location Database maintains a log of all building activity and the Path-Matching
Engine uses this information to determine the most likely location of the building
occupants at any given time. Finally, the Administrative Interface has the ability to
query the Path-Matching Engine to determine the location of any and all building
occupants.

Figure 15 describes the flow of data within SAFTI. Upon entering the
building the anthropometric profile and biometric identifier are transmitted to the
Profile Database from the Enrollment. When a person passes through an interior
WISDOM doorway, the anthropometric profile, direction, and location of the
doorway are passed to the SAFTI Log which adds the pass to the history and
forwards the information to the Person Matching Engine. The Person Matching
Engine draws upon this information and information from the Profile Database to
generate the set of likelihoods of who passed through the WISDOM doorway. This

84



set of likelihoods is passed to the Path Matching Engine. The Path Matching Engine
uses these likelihoods from the Person Matching Engine and information from the
Location Database to update the Location Database based upon the new information.
The Location Database then transmits to the Administrative Interface the rankings of
the most likely location of each individual and the most likely occupants of each
room. When a person exits the building, his or her biometric identifier is passed to

the Profile Database so that he or she can be removed from the system.

6.1.1 Hardware Architecture

The hardware of SAFTI can be divided into four categories — enrollment, WISDOM,
networking, and central server. The enrollment hardware is responsible for uniquely
identifying the individual and pairing this identity with an anthropometric profile.
The enrollment hardware includes a set of WISDOM doorways which are used to
create a more accurate representation of the anthropometric traits than a single
WISDOM doorway can provide (see Chapter 5 for details on the accuracy of
identification for WISDOM). Upon passing through each WISDOM doorway, the
anthropometric sample and location of the doorway within the building must be
transmitted to a central server via network communications. The central server
contains storage and processing power capable of locating individuals based upon the

communications received from the enrollments and WISDOM doorways
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Figure 15. This shows the flow of information within SAFTI. The three flows in this figure
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The first hardware that users of SAFTI must interact with is the identification
mechanism placed at the external entrances and exits to the building. This hardware
must be sufficient for matching the person who enters the building with the same
person when he or she exits the building. There is a wide array of choices for the

identification hardware. One choice is a biometric reader. The domain on which the
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biometric reader must operate is the set of current building occupants. The maximum
occupancy of the building, the variation of the biometric with respect to the
occupants, and the acceptability of the biometric can all influence whether biometrics
are a good choice for the identification mechanism. A potential strength of using
biometrics as opposed to secret knowledge or possessions is that biometrics may
enable SAFTI to operate in a non-habituated environment (one where the building
occupants are not necessarily regulars). If video cameras are deemed suitable at the
external entrances and exits to a building, then it may be possible to use a biometric
such as facial recognition which would have the benefit of not requiring any
particular action from the person in order to identify. Other options for identification
hardware include possessions such as magnetic swipe cards or RFID tags or secret
knowledge such as PINs. The benefit of using possession or knowledge is that the
hardware may be simpler, less expensive and able to perform exact matches which
would eliminate the possibility of false accepts or false rejects.

Upon identification at the entrance, the person passes through a sequence of
WISDOM doorways in order to create an anthropometric profile.  Every
anthropometric sample generated by a WISDOM doorway contains measurement
error. The enrollment procedure attempts to minimize this error by averaging the
samples over a set of measurements. In order to achieve maximal reduction in the
variation of the anthropometric profile, the WISDOM doorways used in enrollment
should be sufficiently spatially separated in order to make sure the errors experienced

by the separate WISDOM doorways are independent. If independent measurements
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can be taken, then each individual anthropometric measurement will experience a
variation of error equivalent to the variation experienced by a single WISDOM
doorway divided by the number of doorways used in enrollment. For example, if a
single WISDOM doorway can measure body mass with a 1 kg variation of error, then
the average of body mass measured over 4 doorways would experience a variation of
error of 0.25 kg assuming the samples are independently observed. The more
WISDOM doorways that are used in the enrollment procedure, the more accurate the
anthropometric profile will become.

Once inside the building, occupants pass unencumbered through WISDOM
doorways. The WISDOM sensor signals are processed to generate an anthropometric
sample and direction of the person passing through (the processing is currently done
software, but could be converted to hardware). This information is output to a
networked device. The networked device labels the information with its source and
sends it to the SAFTI server.

The SAFTI server is composed of the storage and processing power required
for locating individuals within the building. The sever contains a mapping of
anthropometric profiles to identity, a mapping of the connectivity and location of
WISDOM doorways, log of WISDOM traftic, and a location database log describing
the likely locations of each individual over time. In addition to this storage, the
SAFTI server contains mechanisms for matching anthropometric samples to
anthropometric profiles and converting the log of WISDOM traffic to the log of

likely locations of building occupants. The SAFTI server also includes a path-
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matching engine that describes the likelihood that a particular person took a particular
path based upon the log of WISDOM traffic. The processing and storage in the

SAFTI server will be described in the next section.

6.1.2  Software Architecture

The hardware requirements outlined above specify what the SAFTI software needs in
order to provide location-tracking service. All of the software in the system is
contained within what is collectively known as the SAFTI server. All of the
operations of the SAFTI server depend on the Profile Database. This is where the
mapping of the anthropometric profile to identity is stored. The Profile Database
receives messages upon the entrance and exit of every person. When a person enters
the building, the identification hardware sends a message to the Profile Database with
the identifier of the person currently entering the building. After identification the
person passes through a set of WISDOM doorways. The network devices attached to
the doorways send the anthropometric samples to the Profile Database. The average
of these samples is stored as the anthropometric profile matching the identifier
previously sent. The arrangement of the enrollment hardware must ensure that
messages sent from the enrollment WISDOM doorways can be directly paired with a
single identifier within the Profile Database. Upon exiting the building, the
identification hardware must send a message to the Profile Database indicating that
the identifier is no longer present in the building. If this protocol is followed, then
the Profile Database will contain one unique identifier for every building occupant,

and will not contain any identifiers for those not in the building.
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Every passage through an interior WISDOM doorway sends a message to the
SAFTI server indicating the location of the doorway, direction the person passed
through, and an anthropometric sample. These messages are strictly ordered upon
arrival at the server and are time stamped by a common clock. In this way, time is
partitioned into discrete units by the messages received from the WISDOM
doorways. During each discrete unit of time, the locations of the building’s
occupants do not change with respect to the granularity of SAFTI. All processing at
the server is done between the discrete time units in response to the new information
received from the WISDOM doorway.

When a time-stamped message arrives from a WISDOM doorway, it is first
entered into a log. The message is then used to update the Location Database.
Operationally, the Location Database contains a ranking of the most likely rooms a
person is located in and a ranking of the most likely occupants in a given room. The
Location Database uses the Person-Matching Engine and Path-Matching Engine in
order to update its set of rankings. More detail about the algorithms used is given in
the section 6.1.2.2. The Person-Matching Engine takes as input an anthropometric
sample and outputs the ranking and score of all possible anthropometric profiles.
The scores are the likelihood of matching a sample to a profile, given a model of
errors that WISDOM doorways tend to experience. The Path-Matching Engine
combines the output from the Person-Matching Engine with the history of traffic in

order to generate the most likely paths taken by the individuals. The following
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subsections give further detail about the algorithms used in the Person-Matching

Engine, Path-Matching Engine, and the Location Database.

6.1.2.1 Person-Matching Engine

The Person-Matching Engine is responsible for taking an anthropometric sample and
generating the likelihood that a particular person in the building generated that
sample. If the WISDOM doorways provided perfect body-size and shape
measurements, then the Person-Matching engine would be composed simply of a
database lookup. Unfortunately, WISDOM doorways only provide estimates of a
person’s body size and shape. These estimates do, however, follow a predictable
pattern of error. Because the errors can be modeled, maximizing the likelihood of
generating a sample from a set of known body sizes and shapes will tend to identify
those most likely to have generated the measure. The known body sizes and shapes
are drawn from the Profile Database. Assuming the true model of error within the
WISDOM doorways is known, the algorithm that the Person-Matching Engine uses
insures that no other ranking would provide a better estimate of who was most likely
to have passed.

Errors experienced by the Person-Matching Engine can come from three
primary sources: error of the WISDOM doorway, error in the stored profile, and error
due to environmental effects not taken into account in the error model. WISDOM
doorways will always experience some amount of error in the anthropometric sample.
In order to reduce these errors, more accurate and precise doorways must be

developed. The error due to the stored profile is due in part to the error of the
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WISDOM doorway, but also due to the number and spatial separation of the
WISDOM doorways used in the enrollment process. As more samples from
WISDOM doorways are averaged in order to create the anthropometric profile, the
variation in the error will decrease linearly assuming the doorways are sufficiently
spatially separated in order to achieve independent measures. If the doorways are
spaced too close together, then the errors experienced may be dependent and the
variation of error may be higher than expected. For example, during the gait cycle a
certain amount of rise and fall is natural. If the doorways are very close together,
then the height bias for consecutive doorways will be correlated because measure
height at consecutive periods of the gait cycle which follow a predictable pattern. A
third contribution to the error experienced within the Person-Matching Engine is the
possibility that environmental errors have not been fully incorporated into the model
of errors WISDOM doorways will experience. For example, if the model of error
does not take into account a change in height due to a person changing shoes within
the building, then the errors experienced by the Person-Matching error may be higher

than anticipated.

6.1.2.2  Path-Matching Engine

Ideally, the Path-Matching Engine will be able to provide the most likely paths taken
by the building occupants, just as the Person-Matching Engine is able to provide the
most likely matches. A naive but statistically sound approach to achieving the most
likely paths taken is to store all possible assignments of person to pass given the

likelihoods returned from the Person-Matching Engine. Using this approach is
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intractable because the state space is exponential with the base equivalent to the
number of people and the exponent equivalent to the number of passes. Such an
approach is not practical for problems of even a reasonable size.

Dynamic programming techniques only enable a slight reduction in the state
space. Instead of storing all possible paths, an algorithm can store all reachable states
at each time step. This reduces the state which must be kept because different paths
may merge into a single common state. For example, consider the scenario when
there are only two people called Person A and Person B. At time 0, when know with
certainty that both are in the common passageway. At time 1, one person enters
Room Y. There are now two possible states: Person A is in Room Y and Person B is
in the common passage way or Person B is in Room Y and Person A is in the
common passageway. At time 2, one person exits Room Y into the common
passageway. Following the naive approach, we would now have two states for each
of the two possible paths, but both assign Person A and Person B to the common
passageway. Dynamic programming allows us to merge these two paths into one by
combining the two separate likelihoods when paths represent the same state.
Assuming this process of one person entering and leaving Room Y were to repeat
indefinitely, the naive approach would be exponential with respect to time, but the
dynamic programming technique keeps state which is linear with respect to time.

Unfortunately, even with this optimization, the state space remains
exponential at each time step when representing the likely locations of building

occupants. Consider a SAFTI building with 20 rooms and 40 occupants. For
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simplicity, assume all rooms are connected via a common passageway. In order to
represent the state space, we must know the probability that each person is in each
room for all assignments of persons to rooms. The WISDOM doorways have the
capability of giving the exact number of occupants in each room. The maximum
dispersion of the building occupants generates the greatest number of assignments
possible given an accurate count in each room. Assume there are 2 people assigned
to each of the 20 rooms. The number of possible assignments of persons to rooms is
40! / (21)* = 40! / 2*° >> 20!. This demonstrates that directly storing all reachable
assignments of persons to rooms remains intractable. For this reason, approximations
are necessary in order to provide the most likely paths taken.

We explore three algorithms for approximating the most likely paths. The
first is a K-best algorithm. Instead of maintaining all possible assignments of persons
to rooms, only the most likely 100 assignments are retained at each time step. The
number of solutions is allowed to expand between time steps in order to capture paths
that merge based upon the new information. If the number of solutions retained
remains constant between iterations, then the K-best algorithm discards opportunities
to merge paths. The computational complexity of the K-best algorithm is roughly
linear with respect to the number of solutions k retained at each iteration (the state
space starts with & solutions and increases by a factor of the number of people p
between iterations for a computations complexity of O(pk). Retaining the top &
solutions at the end of the iteration has computational complexity O( k log [pk] ) time

when removing the top & solutions from a max heap of size pk.)
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The second algorithm we explore is one that summarizes the state space and
models transitions using an assumed density filter (ADF) [70]. The state kept is the
set of probabilities that each person is assigned to each room. This state space is not
sufficiently detailed to update these probabilities in a statistically sound way based
upon the new information received, but the state space is small enough to make the
problem tractable. The information used to update the state space is the likelihoods
returned by the Person-Matching engine corresponding to the likelihood that each
individual would have generated the sample from the WISDOM doorway. The state
in the ADF algorithm is normalized such that the sum of all likelihoods for all
locations given a single person sum to 1 and each are nonnegative. In addition, the
sum of likelihoods for all people within a single room must sum to the occupancy for
that room. When an unknown person transitions into a room, one unit flows into the
room proportional to the likelihood of the transition into that room from all other
rooms. When a person exits a room, one unit flows out of the room and is distributed
among the other rooms. In this way the ADF algorithm maintains a normalized state.
Parameters are hand tuned with this method in order to achieve the best overall
performance.

The third algorithm we explore is a custom algorithm called Direct
Distribution.  This algorithm attempts to locate individuals by modeling the
distribution of body size and shape within a given room. Given a person’s actual
body size and shape and the joint distribution of the sizes and shapes within the room

it is possible to determine the likelihood that a person with similar body
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measurements would be sampled at random from the room. An estimate of each
person’s actual body size and shape are available from the enrollment data stored in
the Profile Database. Modeling the joint distribution of body measurements within a
room is more challenging. As individuals enter the room, there are at least two
options for how to update the distribution of body measurements. The body
measurements can be updated by directly adding the newly sampled measurement to
the distribution, or it may be updated by adding the nearest match to the sample in the
Profile Database. This algorithm delays decision making by directly modeling what
is observed for the purpose of minimizing errors experienced by wrong decisions
made early in the algorithm. For this reason, the actual sample is added to the
existing joint distribution of body measurements instead of adding the closest match
in the Profile Database. Upon exiting the room, there are again at least two options
for how to update the joint distribution. One option is to find the entry sample which
most closely matches the exit sample and remove the entry sample from the joint
distribution. The second option is simply to add the negative of the sample to the
existing joint distribution. The latter option is chosen based on the principle of
delayed decision making in order to reduce propagation of error. Because the
WISDOM doorway models errors as independent and normally distributed, the joint
distribution of bodily measurements for each room is represented as two-
dimensional, normal distributions centered on the person’s sample and spread
according to the standard deviation the WISDOM doorways experience in the error

distribution.
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Figure 16. The Direct Distribution algorithm needs a slightly different flow of information
than supplied by the original SAFTI architecture shown in Figure 15.

Implementing the Direct Distribution algorithm in the Path Matching Engine
requires some slight modifications to the SAFTI architecture. The Person Matching
Engine now simply keeps a mapping of the joint distribution of body measurements

within a given room. These distributions are passed to the Path Matching Engine
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which makes use of the Profile Database to generate the likelihoods of the mapping
each person to each room. These likelihoods are then passed to the Location

Database. The modified architecture is shown in Figure 16.

6.1.2.3 Location Database

The Location Database is the set of location estimates provided by the Path-Matching
Engine over time. At the present time, SAFTI keeps these location estimates in a log
form and does not update past location estimates based upon current activity. The
Location Database provides the Administrative interface with information about the

current and previous locations of building occupants.

6.2 System Performance Metrics

The intended purpose of SAFTI is to provide location information for building
occupants while minimizing the disruption to the normal building traffic. SAFTI is
designed in a way to minimize disruption by allowing the system to function in a
non-habituated environment without the use of cameras or proximity identification
devices. These restraints make it particularly challenging for SAFTI to provide
accurate location tracking information. Because SAFTI is built upon weakly
identifying biometrics, it cannot ever expect to be 100% accurate. Before going to
great expense in installing and evaluating SAFTI in an actual building, it is prudent to
explore the accuracy SAFTI can achieve in various settings in order to better

understand the dynamics of the system.
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The Administrative Interface in SAFTI responds to two types of queries:
“Where is Person X?” and “Who is in Room Y?” Because SAFTI is unable to
answer these queries definitively, it provides a list of candidates for each (with 0
being most likely and likelihood decreasing as rank increases). The performance
metrics of SAFTI are based upon the ranks of the actual occupants and actual rooms
within these candidate lists of possible rooms and possible occupants. The evaluation
of the candidate lists for the person-centered and room-centered queries is described
below.

In response to the query “Where is Person X?” lower rankings of the room the
person actually resides in indicate better system performance. One metric that can
describe system performance is the distribution of the rank of the person’s actual
location within the list of room ranks for that individual. Given this probability mass
density function of the rank, it will be possible to predict the system-wide level of
performance. The rank probability mass will influence decisions about where to
place thresholds on the ranking in order to achieve desired levels of false accepts and
false rejects in providing location services based upon a person’s identity. A
simplified set of metrics is the average room rank over all people for the duration of
the time the building is active. This average will weight each individual equally
when each individual visits the same number of rooms.

The previous metric describes an evaluation centered on each person in the
system. Another approach is to take a room-centered evaluation where the goal is to

determine the occupancy of each room. SAFTI can provide a ranking of the most
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likely individuals in a room. The quality of this ranking is more complex to evaluate
than the location ranking due to the varying number of occupants in a given room.
While the ideal rank for the room a person is in is 1, the ideal rank of a person
actually located in the room is a rank less than or equal to the number of occupants in
the room. It is unclear how much information the rank provides, given that the rank
of an individual in the room is ranked less than or equal to the number of occupants
in the room. The low ranks greater than the rank equivalent to the occupancy of the
room indicate those individuals most likely to be in the room, given that some error
was encountered identifying the room occupants. For example, the rank 11
individual in a room with 10 occupants is the most likely person to be in the room
given that one of the people ranked 10 or less is actually not in the room. In this way,
if an error is made in identifying the occupants, then the rank of an actual occupant
gives some indication of system performance.

In order to normalize over the varying number of occupants in a room, the
rank of individuals need to be relabeled. All ranks less than or equal to the number of
occupants in the room will be assigned the score 0. All ranks greater than the number
of occupants in the room will be assigned a score equivalent to the absolute
difference between the rank and the number of occupants. This assignment of scores
from ranks and the number of occupants yields the following meanings. A score of 0
indicates that SAFTI believes a person is in the room. As the score increases, there is

a decreasing likelihood that the person is in the room. The metric of location-
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centered performance is the average score of room occupants over all rooms for a
given duration of time.

These metrics have the capability of describing how well SAFTI can be used
to provide location tracking and location-based services. For example, one may wish
to use SAFTI as a mechanism for quickly locating a person at any given time. If the
median rank of a person’s location is 3, then at least half of the time a person may be
found in one of the first three rooms SAFTI reports. If the median score of room
occupants is 1, then at least half of the time everyone in a room would be identified
on a list containing 1 more person than the room’s actual occupancy. These metrics
are intended to provide a general understanding of how well SAFTI performs in order
to make an initial determination of whether SAFTI holds potential for further
investigation for solving a particular person tracking problem.

The location centered metric and person centered metric only have meaning
for a particular SAFTI installation. In order to provide insight as to how SAFTI
would perform more generally, the influence of system factors on the system metrics
should be explored. There are a large number of factors that are possible to
incorporate into a model of SAFTI. Some of these factors serve to model SAFTI in a
particular domain. Other factors are more general and will tend to have applicability
across domains. The purpose of modeling and evaluating SAFTTI is not to model one
particular domain in as realistic a manner as possible. Instead, the modeling and
evaluation of SAFTI is intended to provide insight about how well SAFTI might be

expected to perform across a wide variety of settings.
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6.3 Modeling SAFTI

There are a large number of factors that may influence SAFTI’s accuracy. These
include the layout of the building, the selection of doorways in which to incorporate
WISDOM doorways, the accuracy of the enrollment process, the adherence of the
building occupants to the entering and exiting protocol, the accuracy of the
WISDOM doorways, and many others. Simulations performed on models of SAFTI
may influence decisions about whether SAFTI holds potential for providing desired
services or not. If the bounds for performance find that SAFTI does not offer the
potential for providing the desired level of service, then the simulation of SAFTI can
be modified in order to determine what changes would be necessary to improve
performance. Several aspects of the system are simplified because they are factors
which either vary in unpredictable ways or pertain to widely varying domain-specific
factors. Some simplifications may idealize SAFTI’s performance while others
underestimate the accuracy with which tracking could be performed.

The SAFTI simulation will assume every individual follows the protocol of
positively identifying upon entry and exit. This assumption is necessary in order to
maintain the integrity of the Profile Database, and thereby maintain the closed world
assumption whereby all building occupants are known. In this way, each pass
through interior WISDOM doorways is attributable to exactly one person in the
Profile Database. Because WISDOM performs only weak identification, it is

unlikely that it would be able to perform with great accuracy in an open world
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setting. This closed world assumption is one that will idealize SAFTI’s performance
over the performance one may experience in an actual SAFTI installation.

The simulation assumes that individuals do not change their measured body
size or shape intentionally or unintentionally. This assumption must be made
because changes in the measured size and shape of individuals are particularly
domain specific. For example, a person’s measured body mass entering a grocery
store will tend to be less than the same person’s measured body mass upon exiting
due to the person carrying the extra load of the groceries just purchased. This change
in body mass may be less pronounced in other environments. In general, the variance
in measuring a person’s body size and shape is assumed to be incorporated in the
model of error within the WISDOM doorway’s accuracy and precision. This
assumption of unaltered body measurements is one which will idealize SAFTI’s
performance over what one may experience in an actual SAFTI installation.

The connectivity of rooms will be simplified by reducing a building to a set
of terminal areas connected only to a common passageway. Most buildings have a
large number of terminal areas. These are areas where the only entrance and exit is
into a common passageway. Terminal areas may connect to each other only through
the common passageway and not directly to each other. Common examples of
terminal areas are offices, bathrooms, and some commons areas with a single
doorway. These terminal areas are connected by passageways such as corridors or
stairwells. All of the non-terminal areas of the building consist of the common

passageway. The only way two terminal areas are not connected by a common
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passageway is if they are in completely disjointed sets of terminal areas, and thus will
be considered separate buildings. Hereafter, the term “room” will be defined as an
area of the building with entrances and exits only to the passageway, and the
passageway will be the remaining part of the building which connects all rooms.
Figure 17 and Figure 18 show two different buildings which can be decomposed into
20 rooms connected by a single passageway. The shaded rooms in Figure 17 show
how areas of the building may need to be grouped in order to ensure that rooms only
connect directly to the passageway and not directly to other rooms. For example,
room 9 in Figure 18 consists of a larger area connected to a smaller area, both part of
room 9, but the only exit from room 9 is into the passageway. Rooms may also have
multiple doors opening to the common passageway as shown in room 12 of Figure
18. When there are multiple doors to the common passageway, passes through these
doorways (and all doorways) are considered to be strictly ordered. The physical
distances between the WISDOM doorways are not modeled in SAFTI.

The number of occupants in a building influences the degree of difficulty
SAFTI will encounter in trying to providing accurate tracking information. As an
extreme example, SAFTI can perfectly track a building with exactly one occupant.
As the number of occupants increase, so too does the chance that SAFTI will confuse
one occupant with another. In addition to the number of occupants, the distribution
of body size and shape can affect SAFTI’s ability to distinguish one individual from
another.  For this reason, body sizes and shapes will be drawn from two

anthropometric databases in order to compare these differences. The ANSURSS

104



database is a selection of 3982 Army men and women representing the makeup of the
US Army in 1988. The AnthroKid database contains bodily measures from more
than 3000 2-19 year olds. The evaluation of SAFTI will use the bodily measures
from the 14-19 year olds within the AnthroKid database. Because WISDOM most
reliably measured height and body mass, only these two measures will be used in the
evaluation of SAFTI, and it will be assumed that both body mass and height can be
obtained in an unbiased manner with a normally distributed error with standard
deviations 1 kg and 3cm respectively (see Chapter 5).

In order to understand how best to model building traffic, it is important to
understand typical building use. Many office type buildings start virtually empty at
the beginning of the day, experience heaviest use during the day and then are
virtually empty at night. Other buildings may experience similar fluxes of activity
and inactivity. SAFTI can be expected to perform more accurately during periods of
lower occupancy such as the time when people are entering the building and the time
when people are exiting the building. Rather than model this transitional behavior,
the SAFTI model simulates the steady-state behavior during the heaviest traffic. If a
building experiences more of a steady stream of entering and exiting individuals, this
can be modeled using the approximate number of individuals present during steady
state.

At the beginning of each simulated period of building activity, all occupants
are assumed to have enrolled and to be present in the passageway. The general traffic

pattern within the building will be modeled by the number of rooms a person visits
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during his or her stay within the building. At each time step, a random individual is
selected from those who are candidates for changing location. If the person is
currently in a room, then the transition is into the passageway. If the person is in the
passageway, then he or she enters a room selected at random from a uniform

distribution. At the end of the simulation, all individuals are in the passageway.
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6.4 Structural and Algorithmic Factors

In order to gain insight into SAFTI’s expected performance, a simulation was built to
model the influence the system parameters have on system performance for a variety
of settings in which SAFTI could be installed. Buildings with 10, 20, 30, 40 and 50
rooms are used to model various sized buildings. Three densities of populations are
explored: 1, 2, 4, 8, and 16 people per room in the building. In all experiments, each
person enters 50 rooms. This number was selected in order to make sure that the

simulation was long enough that the metrics would not be greatly influenced by
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starting or ending conditions. Each experiment is run independently on the
AnthroKid and ANSURSS8 populations in order to investigate the effect of the
population distribution on system performance. Three algorithms are explored for
the Path-Matching Engine: K-best, Assumed Density Filter, and Direct Distribution.
Each experiment is replicated 10 times and the cumulative match scores of room

ranks and person scores are reported.

6.5 Empirical Evaluation

The experiments are designed to investigate four factors: the density of the
populations within the buildings, the size of the buildings, the algorithms used in the
path matching engine, and the effect of different populations (ANSURS8 army
personnel versus AnthroKid adolescents). The 12 figures in this section describe the
performance on the army personnel. The figures show the performance of room rank
and person rank for the three algorithms for varying densities and building sizes. The
12 figures corresponding to the adolescents are in Appendix A. In addition,
Appendix B contains the K-best trials when retaining 50 instead of 100 solutions
between iterations (performance is approximately the same for retaining 50 and 100).
The horizontal axis in each of the figures represents the rank with respect to
the maximum rank. For example, if the horizontal axis is % Rank of Rooms and
there are 20 rooms, then 50% represents rank 10 (since this is the 50th percentile of
possible room ranks). If the horizontal axis is % Rank of People and there are 200

people in the simulation, then 50% represents the rank 100. The vertical axis in each
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of the figures is what fraction of the ranks of the true room or person is at the given
rank or less. As a simple example, every graph is 1 when the % rank is 100%
meaning that all ranks are less than or equal to the maximum rank. In an ideal setting
the curves would reach 1 as soon as possible and would be very close in shape to an
inverted L. One way to visually compare the curves is to compare the area under the
curve. More area under the curve indicates better performance. Random selection of
ranks would generate a diagonal line from the lower left to the upper right. The
cumulative match characteristic graphs are superior to reporting single values for
performance because they demonstrate how well the matching would perform across
a spectrum of settings. Following the figures is a discussion about the trends in

performance as related to the four factors under study.
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Figure 19. These curves describe the room rank performance at a density of 4 people per
room using the ADF algorithm on the ANSURSS dataset.
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Person Rank vs # of Rooms, ADF, ANSUR88
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Figure 20. These curves describe the person rank performance at a density of 4 people per
room using the ADF algorithm on the ANSURSS dataset.
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Figure 21. These curves show the room rank performance of a building with 30 rooms using
the ADF algorithm on the ANSURSS dataset.
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Person Rank versus Density, ADF, ANSUR88
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Figure 22. These curves show the person rank performance of a building with 30 rooms using
the ADF algorithm on the ANSURSS dataset.
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Figure 23. These curves describe the room rank performance at a density of 4 people per
room using the K-best algorithm on the ANSURSS dataset.
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Person Rank vs # of Rooms, K-best (100), ANSUR88
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Figure 24. These curves describe the person rank performance at a density of 4 people per
room using the K-best algorithm on the ANSURSS dataset.
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Figure 25. These curves show the room rank performance of a building with 30 rooms using
the K-best algorithm on the ANSURSS dataset.
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Figure 26. These curves show the person rank performance of a building with 30 rooms using
the K-best algorithm on the ANSURSS dataset.
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Figure 27. These curves describe the room rank performance at a density of 4 people per
room using the Direct Distribution algorithm on the ANSURSS dataset.
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Figure 28. These curves describe the person rank performance at a density of 4 people per
room using the Direct Distribution algorithm on the ANSURSS dataset.
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Figure 29. These curves show the room rank performance of a building with 30 rooms using
the Direct Distribution algorithm on the ANSURSS dataset.
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Figure 30. These curves show the person rank performance of a building with 30 rooms using
the Direct Distribution algorithm on the ANSURSS dataset.

6.5.1  Analysis of Structural Factors

As the building size and density increase, location tracking becomes more difficult.
This can be seen in Figure 19 — Figure 30. As the density and number of rooms
increase, the curves are lower. This difference in performance is most pronounced
when using the K-best algorithm. Beyond the inherent increased likelihood of
confusing individuals as the population increases, the structure of the K-best
algorithm experiences the problem that a much lower percentage of the possible
search space is stored as the problem size increases (since the search space increases
exponentially with the size of the problem). The ADF algorithm and Direct

Distributions suffer less from the increased population since these algorithms model
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summaries of the locations of the individuals as opposed to sets of individual location
assignments.

The performance difference in the ANSURS88 and AnthroKid populations is
minimal. The figures for the AnthroKid population are available in Appendix A.
This provides evidence that the algorithms are not tuned to a particular distribution of
individuals. The dispersion and correlations of the height and mass components in
these populations are very similar. The coefficient of variation of height for the
ANSURS88 and AnthroKid populations are 0.053 and 0.056 respectively and the
coefficients of variation of body mass are 0.18 and 0.20 respectively. The correlation
between height and body mass for the ANSURS8 and AnthroKid populations are
0.74 and 0.76 respectively. These statistics indicate that the distributions of the

height and body mass measures are similar in the two datasets.

6.5.2  Analysis of Algorithm Performance

The Direct Distribution algorithm performs the best among the three because it
discards less information than the ADF algorithm and avoids the premature decisions
made in the K-best algorithm. The state in the ADF algorithm is not sufficiently
expressive to retain all of the information generated from the passes through the
WISDOM doorways. The K-best algorithm improves upon the ADF algorithm
making the raw model sufficiently detailed to retain all of the information from the
passes, but unfortunately the state space at this level of detail quickly experiences
exponential explosion for any reasonably sized building. Truncation of the

exponential state space to tractable limits makes the likelihood of discarding the true
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state very high. When the true state is not included in the K-best algorithm, very
high room rank and person ranks are experienced. The Direct Distribution algorithm
represents a compromise between the ADF algorithm and the K-best algorithm.
Direct Distribution discards the order of previous entries and exits for each room, but
retains the cumulative effect of these entries and exits. In this way the Direct
Distribution algorithm retains more information than the ADF algorithm and uses this
summarized activity to outperform the K-best algorithm which only holds specific
assignments of people to rooms.

There is an upper limit on how well any of the three algorithms would
perform in the simulation. Assume that the person passes through E consecutive
doorways upon enrollment and these doorways are sufficiently spaced to guarantee
independent errors in measurement. The distribution of errors in the enrollment
profile stored will be 1/E the variance of a single sample since the errors are normally
distributed and the profile kept is the mean of the samples. In addition, the samples
are assumed to be unbiased so the distribution of measurements is centered on the
person’s true measurements. Next assume that an ideal algorithm is capable of
matching N passes through interior doorways to a single individual. This would
generate N independent samples of the person’s body measurements. The most
likely body measurement of the individual can be found by taking the average of the
measurements taken over all passes. This average will be distributed with a variance

equivalent to 1/N the variance experienced in an individual doorway. Figure 31
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displays how the number of samples taken during enrollment impacts the dispersion

of expected errors.
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Figure 31. As the number of samples taken during enrollment increase, the magnitude of the
likely errors experienced decreases. The variance of the error decreases linearly with the
number of samples during enrollment.

The difference in the enrollment profile and the average of the interior
measures is a statistic which can be used to measure the likelihood that a given
enrollment profile matches the path taken. We will call this statistic M. Given that
the enrollment profile does match the person path, this statistic M will be normally
distributed around zero with a variance equivalent to (1/N+1/E) times the variance of
a single doorway. Figure 32 shows this statistic for a 50 kg person using 2 samples
for enrollment and passing through 100 doorways.

The use of the M statistic is best understood by example. In the simulations
run for the experiments, enrollment consisted of two consecutive passes through

WISDOM doorways; therefore E=2. Each person entered and exited 50 rooms which
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would consist of 100 passes through interior doorways; therefore N=100. The
standard deviation of error experienced in an individual WISDOM doorway is 1 kg
and 3 cm for the mass and height respectively; therefore the variances are 1 kg® and 9
cm’. The error in measuring height and mass are assumed to be independent (note:
this is different from saying that the height and mass measures of individuals are
assumed to be independent. The height and mass of individuals is known to be
correlated.) The distribution of the M statistic for a genuine user would be normally
distributed with a mean of zero and variances (1/100+1/2) = 0.51 kg2 and
(9/100+9/2) = 4.59 cm2.

Suppose measurements were assumed to match when the M statistic was no
more than 2 standard deviations away from zero for each measurement. The
probability of a genuine user generating a mass measurement which would be
accepted as close enough to his or her own mass would be approximately 0.95 and
the probability of matching height would also be 0.95. Since the errors in measuring
the height and mass are independent, the likelihood of matching both height and mass
would be 0.95%0.95=0.91. Given this threshold of +/- 2 standard deviations for each
measurement, the probability of a genuine match would be 0.91 and the probability
of a false non-match would be 0.09. The probability of a false match is dependent on
the overlap of the M statistic for the imposters in the range. A simple estimate of this
probability is the number of individuals who have actual body size and shapes within
the range an individual would be accepted as him or herself (the actual probability is

slightly different because it is possible for a person in this range to generate measures
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outside of the range and vice versa). Figure 11-Figure 14 in Chapter 5 explore the
relationship between a person’s body mass and the expected fraction of the

population who will have a body mass within a given range.
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Figure 32. The M statistic of a genuine user when using an ideal path matching algorithm. In
general, the M statistic is limited by the accuracy of the enrollment. In this figure, it can be seen
that the distribution of Enrollment has almost the same variance as the distribution of the M
statistic.

Given the number of interior passes, enrollment passes, variance of errors
within the doorway, and the true measures of the population, it is possible to
statistically determine the likelihood of false match or false non-match for every
known individual. The M statistic is known to be normally distributed around zero
with a known standard deviation when the same person generates the set of
measurements. The distribution for imposters will also be normally distributed, but
with a non-zero mean assuming that body measurements are unique. In particular,

the mean of M for an imposter is the difference in the body measurements between
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the true individual and the imposter. The closer in body size and shape two
individuals are, the more likely they are to be confused because the distribution of the
M statistic will have more overlap than if the body size and shape were less similar.
The likelihood of a genuine match can be determined by selecting a range of M in
which to accept the individual’s interior average as matching their stored enrollment
profile. The area under the curve of the expected M statistic is the probability of
making a genuine match (the probability of making false non-match would be 1 — the
probability of a genuine match.) The probability of the false match is dependent on
the distribution of the population and can be calculated by area of the overlap of
imposter M statistics over the range of accepted values and dividing by one less than
the number of people (one less since the person who actually generated the

measurements cannot possibly cause a false match.)

6.6 Theoretical Evaluation

Beyond the simulation results, we develop theoretical results which guide the
construction and evaluation of systems similar to SAFTI. The results in this section
assume the WISDOM doorways experience independent normally distributed errors.
The independence assumption is the basis for enabling the system to reduce the
variance of error by averaging body size and shape measurements over multiple
doorways utilizing multiple independent measurements. This variance reduction is
based solely upon the independence of the measurements and does not rely upon the

assumption of normally distributed errors. The normally distributed errors
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assumption allows the following analysis to fully characterize the distribution of error
because the sum of independent normally distributed error will itself be normally
distributed. If the distribution of errors experienced within the WISDOM doorway
cannot be fully characterized, then the mean and variance of the errors in this analysis
will still hold, but the resulting distributions will not necessarily be normally
distributed. The validity of the assumption of normally distributed errors within the
WISDOM doorways is quantified by the calculation of the Kolmogorov-Smirnov
goodness-of-fit statistic [71]. The independence of the errors across WISDOM
doorways is a function of how the system is constructed and must be verified for each
particular system to be evaluated.

The M statistic described in section 6.5.2 can be used to determine the
minimum accuracy requirements of body size and shape measurements that can
achieve acceptable levels of false match and non-match rate given perfect path
tracking. For example, assume the enrollment process contains E WISDOM
doorways and the typical person passes through N interior WISDOM doorways.
Further assume these N interior passes can be reliably assigned to a single but
unknown person. Assigning an identity to the path taken is possible by matching an
enrollment profile to the profile of the body measurements averaged over the N
passes through interior WISDOM doorways. The difference between these two
profiles is the M statistic. The range of acceptable values of the M statistic describes
how close two different peoples’ body measurements would need to be in order to be

accepted as matching. The false reject rate is controlled by the selection of
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acceptable range of the M statistic and the false acceptance rate is a factor of the
distribution of body size and shape within the target population. As the variance of
error within a single WISDOM doorway is reduced, the range of acceptable values
for the M statistic can be reduced while keeping the false reject rate constant at the
desired level. The resulting false acceptance rate is then reduced because peoples’
body size and shape must be closer together in order to be accepted as matching. As
the false rejection rate is held constant, the false acceptance rate is a function of the
error experienced in the WISDOM doorway. The variance of error within the
WISDOM doorway can be reduced until the desired level of false acceptance is
achieved. In this way it is possible to specify the minimal requirements on the
WISDOM doorway accuracy for the target false acceptance rate and false rejection
rates.

This lower limit for measurement accuracy can guide decisions about whether
SAFTI is appropriate for a given domain considering the cost of achieving this level
of measurement accuracy. The M statistic can also be used for determining if other
media or tracking technologies should be used in conjunction with SAFTI in order to
achieve desired levels of matching individuals to their paths.

The theoretical result of the M statistic allows inference beyond the
simulation of SAFTI. For example, assume that there is now no enrollment of
individuals at the entrance and the restriction of modeling a building as terminal areas
connected by a common passageway is removed. Assume further that the system is

able to create path segments for which sets of passes through WISDOM doorways
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are known to be generated by the same person (but the identity of the person is not
necessarily known.) At some point two path segments A and B meet and generate
two new path segments C and D. It is known that the person who generated path
segment A also generated C or D, and similarly for path B. How is it possible to
determine the best matching between the set A and B and the set C and D, and what
is the likelihood of choosing correctly?

A path segment is a sequence of independent passes through WISDOM
doorways. This path segment can be used to generate a body size and shape
measurement which is more accurate than the estimate from a single doorway.
Specifically, the variance of the measurement error is a factor of 1/N the variance
experienced in a single doorway where N is the number of passages. Assume paths
A, B, C, and D have the number of passages V, W, X, and Y respectively. If A and C
were generated by the same person, then the M statistic can be computed as if A were
enrollment and C were the passages through interior doorways. The mean of the M
statistic is zero for genuine users and the variance of this statistic is known. A
threshold can be set on M such that genuine matches are achieved at a desired level
of accuracy. For example, 95% of the time an M statistic will be within 2 standard
deviations of zero (assuming normally distributed errors). The likelihood of the false
match is dependent on the imposter paths. For example, if two people of vastly
different measures generate the two paths, then it is unlikely that the M statistic

would fall within the given tolerance for accepting a match.
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Figure 33. The likelihood of average body mass measurements obtained during 4 paths taken
by two different people. As the paths taken get longer, the dispersion of the average body mass
measurement decreases.
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Figure 34. The distribution of the M statistic for matching and non-matching paths. The
matching paths are centered about zero and the non-matching paths are centered about +/- 3.

Figure 33 and Figure 34 demonstrate the use of the M statistic for path

matching. Assume person P and Q cross paths. Person P is known to have passed
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through 4 WISDOM doorways on path A. Person Q is known to have passed
through 6 WISDOM doorways on path B. For simplicity, only body masses will be
used in this example and person P has a body mass of 50 kg and person Q has body
mass 53 kg. After person P and Q cross paths, they take two more paths C and D
with passes 3 and 8 respectively. Our goal is to determine which person took path C
and which one took path D. The average body mass experienced over each path is
computed. The distribution of expected measures is shown in Figure 33. This figure
clearly shows two distinct body masses with little overlap. The difference in the
average of the path assignments A to C, A to D, B to C and B to D are computed.
The likelihoods of these M statistics are shown in Figure 34. Person P who first took
path A also took path D, and likewise person Q who took path B also took path C.
This is evident by the way the distributions of the M statistics are centered about
zero. Also notice that there is some overlap in the M statistics.

If the threshold for accepting two paths as matching if the M statistic is within
3 standard deviation of zero, then there is a 50% chance that a wrong assignment
could be accepted (but the correct assignment would also be accepted since the M
statistic for the correct assignment is also likely to fall within this range.) When
multiple assignments would be accepted at a given threshold, there are at least two
options for selecting the matching paths. One option is to reduce the threshold until
there is only one accepted assignment of paths for which all M statistics are within
the threshold. The resulting width of the threshold is a measure how likely this

threshold is to be accurate. Another option is to delay the decision making until more
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information is known which can help disambiguate the likelihood of matching the
paths.

Another problem which may be encountered is that there is no single
assignment which falls within the given threshold. For example, if the threshold for
the M statistic were set at within 1 standard deviation of zero, then about 33% of the
time the genuine matching path would be rejected. A similar set of options exist for
handling this scenario. One option is to expand the range of accepted M statistics
until a single assignment is accepted. Another option is to delay the decision until
more information becomes available which can help confirm or reject matching the
paths.

As illustrated, the M statistic is a powerful mechanism for constructing full
paths from partial paths. This method is only beneficial when there is sufficient
information for determining that a single individual has passed through multiple
doorways. The enrollment mechanism in SAFTI is designed to assign multiple
passes to a single individual, but the deconstruction of the building into terminal
areas connected by a common passageway prevents further assignment of sub paths
for two primary reasons: the distance between doorways is not modeled and building
structures typically have doorways that the simulation of SAFTI models as part of the
common passageway. Extending the SAFTI building and traffic model to include
these factors would enable a greater use of the path matching technique using the M
statistic, but the results from including this in the model of SAFTI would make the
results more specific to a particular type of building. The goal of simulating SAFTI

127



was to bring insights into the capabilities of the system in general, not to model a
particular type of building which may be well or poorly suited to SAFTI.

The mechanism for decomposing full paths into partial paths is not fully
described because there are many ways in which this can be done, but there is one
statistic which should be used to verify that the partial and full paths are correctly
constructed. Passages through WISDOM doorways can be viewed as sets of
independent sample from a true body size and shape. The Kolmogorov-Smirnov
statistic is a goodness-of-fit statistic capable of determining the likelihood that a set
of samples came from a single fully characterized distribution. This statistic can be
computed on the set of measurements taken in a path to determine the likelihood that
they were generated by the same person. This statistic is important to use because
many people tracking systems need to know not only the most likely path taken, but
also the confidence with which this path is known to be accurate. The Kolmogorov-

Smirnov statistic provides one means to model this in a principled manner.
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Chapter 7 Conclusion & Future Work

All known location tracking systems prior to SAFTI exhibited at least one of four
limitations: they are too privacy invasive, they locate devices instead of people, they
are too inconvenient for widespread use, or they are designed only for habituated
users. SAFTI is the first of its kind to address all four of these limitations
simultaneously. SAFTI does not use cameras because cameras capture privacy
sensitive information that is not necessary to perform location tracking. In addition,
continuous spatial tracking at too fine a granularity is also viewed as privacy
invasive. SAFTI does not use proximity identification devices because these devices
can easily be transferred, lost, stolen or simply not carried on the person. SAFTI
minimizes interaction with the system by only requiring active user participation
upon entering and leaving the building in which the system resides. Avoiding
proximity identification devices and minimizing active user participation makes the
system more easily accommodate non-habituated users. Addressing all four of these
limitations simultaneously creates a challenging environment in which to perform
location tracking.

In order to operate in this challenging environment, SAFTI utilizes proximity
by identification as its location tracking mechanism. This manner of tracking makes
the granularity of tracking more easily controllable, but also requires detecting
proximity and identity without using cameras and without using proximity

identification devices. Moreover, the detection of proximity and identity must occur
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without requiring any special actions on behalf of the user, and must be able to
function well under various assumptions of typical building traffic. In order to
detecting proximity and identity under the restrictions placed upon SAFTI, we
developed WISDOM. Prior to WISDOM, no proximity by identification mechanism
was available to suit the needs of SAFTI.

WISDOM

7.1 WISDOM

WISDOM is the only system of its kind which performs anthropometric recognition
without the use of cameras and without requiring user attention. Biometrics such as
hand geometry perform anthropometric recognition but require the user to submit to a
biometric scan. Cameras are able to obtain anthropometric characteristics but they
can be privacy invasive. WISDOM provides convenience without invading privacy.
We quantify the recognition capability of WISDOM by direct analyzing data
collected during user studies. This quantitative evaluation utilizes a full scale and
completely functional prototypical doorway instrumented with a variety of sensor
media including ultrasonic and infrared rangefinders, pressure switches, infrared
transmitter/receiver pairs, and motion detectors. We evaluate the precision and
accuracy with which height, waist width, waist depth, and body mass can be
measured. The anthropometric measurements are matched using our custom
biometric matcher, the performance of which is quantified by evaluating the

identification performance on the participants in the user study. We extend these
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results based upon two large publicly available anthropometric datasets in order to
quantify the expected identification accuracy on a larger set of individuals than the
set who participate in the user study. The primary quantitative results from
WISDOM indicate that height and body mass can be measured within a standard
deviation of error of 3 cm and 1 kg respectively, and that height and mass when taken
together can achieve an equal error rate of approximately 10% on the two

anthropometric datasets (see Chapter 5).

7.1.1  Sensor Selection and Placement

The WISDOM prototype doorway and corresponding experiments confirm that it is
possible to count and identify individuals as they pass through doorways by
measuring anthropometric features; however the arrangement and selection of
sensors has yet to be fully explored. The following are insights obtained through
building and testing the prototype.

Using infrared transmitter/receiver pairs is an inexpensive and accurate way
to determine presence in the doorway. These pairs are useful in segmenting the data
obtained in the doorway into periods of activity and inactivity. When at least one
infrared beam is broken, activity is present within the doorway and when no beams
are broken the doorway is vacant. The infrared transmitter/receiver pair are also
capable of providing checking to determine whether sensors have been tampered with
or have failed. Because system maintenance is an important part of the entire cost of
ownership, the WISDOM should contain self-diagnostics which can alert the need for

maintenance.
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The rangefinders in the WISDOM prototype provide the richest source of
information about those passing through. The infrared rangefinders are best at
determining line distances measured at near orthogonal angles. The ultrasonic
rangefinders are more accurate at measuring distances, especially when the direct line
from the sensor to the object sensed is less than orthogonal. This happens because
the sensing volume of the ultrasonic rangefinder forms a wider cone than that of the
infrared rangefinder. Placement of the infrared rangefinders on the sides of the
doorways works well because people pass through upright which means the surface
of the person will at some point be close to orthogonal to the direction of the sensor.
The narrow cone formed by the infrared rangefinder read volume allows the infrared
rangefinders to be placed close together without experiencing interference. In this
way the infrared rangefinders are able to determine the direction of the person
passing through by the sequence of infrared rangefinders passed. It is unlikely that
ultrasonic rangefinders would have performed as well on the sides of the doorway
due to the likelihood that false echoes would be detected. The ultrasonic rangefinders
perform very well on the top of the doorway because the wider cone is needed to
span the entire width of the doorway (on the sides reading the entire height of the

doorway is unnecessary).
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Figure 35. The sensing area of the infrared and ultrasonic rangefinders. The infrared
rangefinder sensing area spreads less than 1°. The ultrasonic rangefinder sensing area spread is
approximately 50°. The sensor and sensing areas are drawn to scale.

When two people pass through the doorway together, the current
configuration of WISDOM is unable to determine the height of the shorter person
since the ultrasonic rangefinders are placed in the middle. If the ultrasonic
rangefinders are instead placed on the left and right side or are directed toward the
left and right diagonally (instead of directly down) then it is possible to determine the
height of each of the two individuals passing through at once. In practice two people
rarely pass through a 0.8 meter wide doorway at the same time.

The analysis of WISDOM uses data collected from clinical trails when
measuring body mass. These force plates cost approximately $10,000 each. Simpler
and less expensive force plates are more appropriate for incorporating into

WISDOM. Examples of more appropriate styles of force plates are described in the
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Smart Floor and Active Floor studies. Under our guidance the Duke Home Depot
Smart Home is constructing a force plate to be used in a reproduction of the
WISDOM prototype. Remaining challenges in measuring body mass not addressed
by the Smart Floor, Active Floor, or WISDOM are the problems of assigning force
measurements to individuals when more than one individual is present and

determining the appropriate size of the force plate(s).

7.1.2  Technological Evaluation of WISDOM

The evaluation of WISDOM is based upon a tightly controlled technological
evaluation. Participants in the user study are directed to walk through the doorway in
a number of controlled ways including fast, slow, two at a time and individually. As
in most technology evaluations, the purpose of these experiments is determine
whether the baseline performance merits further study. The results from the
technological evaluation are promising enough to merit a scenario evaluation. This
scenario evaluation should include both rangefinders and force plates in the same

WISDOM prototype.

7.2 SAFTI

SAFTI demonstrates that location tracking can be performed without the use of
cameras, proximity identification devices and without requiring user participation.
The hardware and software architecture we develop describes how the system can be
constructed, and simulation and theoretical results demonstrate the performance

possible.
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SAFTI performs it function by utilizing WISDOM doorways. The Profile
Database contains anthropometric profiles of all current building occupants. As a
person enters a SAFTI building, his or her anthropometric profile is sent to the
Profile Database. When he or she passes through a WISDOM doorway SAFTI
compares the anthropometric sample obtained with the stored anthropometric profiles
in order to generate a candidate set of the individuals most likely to have passed
through the doorway. This candidate set is used to update the most likely location of
the building occupants via the location database and the person-matching engine.

In order to examine how effectively SAFTI may function in an actual setting,
a set of experiments are designed and a simulator is built to model SAFTI. The
simulator controls for the pattern of building traffic and the layout of the building in
order to examine the general effect of the size of the building, density of occupants
within the buildings, distribution of body size and shape for two different
anthropometric datasets and the selection of algorithm for the Path-Matching Engine.
The effect is quantified by determining the accuracy with which an individual can be
located and by determining how accurately the occupants of a given room can be
determined. Simulations are run for building with 10, 20, 30, 40, and 50 rooms and
densities of 1, 2, 4, 8, and 16 people per room. The ANSURS88 and AnthroKid
anthropometric datasets are used to populate the simulation. The three algorithms
explored are the ADF algorithm, K-best and Direct Distribution.

The results from the simulation indicate that the Direct Distribution

outperforms the other two algorithms and is more stable under changes in building
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size and density. The Direct Distribution algorithm balances the need to keep the
size of the state space manageable while at the same time capture the important
details obtained from passages through the WISDOM doorway. There is no
significant difference in performance between populating the simulation with the
ANSURSS dataset or the AnthroKid dataset. As expected, performance tends to
degrade with increasing building size and population density. The results for the
simulation are shown graphically in cumulative match characteristic curves. This
type of performance evaluation enables SAFTI to be examined under a variety of
settings for the level of security and convenience desired in the system. In addition,
the structure of the simulation allows various configurations to be explored in order
to determine the accuracy and precision requirements of the WISDOM doorways and
the enrollment procedure.

Beyond simulating SAFTI, several theoretical results provide greater insight
into how SAFTI performs in more specific settings than explored in the simulation.
These results demonstrate how multiple passes through WISDOM doorways can be
used to reduce the variance of the error. This reduced variance holds potential for
improving system performance when multiple passes through WISDOM doorways
can be reliably assigned to a single individual. In addition, a method for combining
partial paths into more complete paths is proposed. The Kolmorogov-Smirnov
goodness-of-fit statistic provides a means for evaluating the confidence that the

partial paths are correctly assigned.
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7.3 Future Work

Future work on SAFTI and WISDOM is focused in four primary areas: (1) improving
the placement of sensors within WISDOM, (2) developing and implementing
scenario and operational evaluations of WISDOM, (3) investigating how WISDOM
can provide continuous authentication for proximity identification devices such as
RFID, and (4) incorporating domain-specific knowledge into the technology

evaluation of SAFTIL.
7.3.1 Alternative Sensor Arrangements

WISDOM currently measures the width and depth of the individual at a single
elevation. Measuring at multiple elevations is important for finding the optimal
elevation for obtaining identifying information as well as determining the count and
direction of those passing through. Combining the rangefinder readings from
multiple elevations may enable more sophisticated shape analysis of those passing
through. This shape analysis could provide a greater degree of identifying
information while at the same time improve the accuracy of determining the count
and direction of those passing through.

WISDOM is currently limited to doorways wide enough to fit at most two
people through at the same time. An alternate sensor arrangement is needed in order
to extend the work to include doorways wide enough for three people to pass through
at the same time. The assumptions that make the two person wide doorway

functional are that no person can be entirely occluded form the side sensors and the
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lateral positions of two passing through are left and right only. When the doorway is
wider, there are more options for the lateral positioning of the two passing through
and when three are present at the same time the middle person will experience
occlusion from both the left and right side sensors. In order to address the occlusion
problem, sensors may be placed on top of the doorway and on the floor. These top
sensors must be able to segment one person from another as they pass through the
doorway.

Placing more than two ultrasonic rangefinders across the top of the doorway
can cause problems with interference because of overlapping read volumes. The
placement and direction of these ultrasonic rangefinders needs to be carefully
planned and tested in order to minimize the likelihood of false echoes. Another
choice is to use infrared rangefinders placed across the top of the doorway. Because
the read volume is much more focused, there is less chance for interference, but there
is also more need to place the sensors more densely. In addition, the infrared
rangefinders require the surface being sensed to be close to orthogonal to the sensing
direction which is less often the case when reading from the top of the doorway than
from the sides of the doorway. Further studies are necessary to understand the

selection and placement of these range finding devices within wider doorways.

7.3.2 Scenario and Operational Evaluations of WISDOM

The performance of WISDOM in the technological evaluation demonstrates that this
type of ambient anthropometric recognition merits further testing. A scenario

evaluation can demonstrate how well WISDOM would perform in a more realistic
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environment. This scenario evaluation should include testing of both habituated and
non-habituated use. In the non-habituated use of the system, the participants should
not be informed about how the system works (ideally they would not even know that
the doorway is what is being tested.) In this way the participants would behave
normally as they are assigned the task of passing through the instrumented doorway.
Habituated users may have more of an awareness of how the system functions. They
can use this information to either improve or degrade performance based upon their
intention. If the habituated users receive benefit from being properly identified, they
may learn that walking through the doorway in a consistent way yields better results.
Habituated users may also have maliciously intentions and be able to intentionally
degrade system performance (for example if the system is used for surveillance and
the user wants to pass unidentified.) These experiments with habituated and non-
habituated users could reveal the performance of WISDOM in a more diverse set of
environments studied in the technological evaluation. In addition, the scenario
evaluation may expose weaknesses in the system which could be corrected through
better selection and placement of sensors and/or by developing more sophisticated

recognition algorithms.

7.3.3 Authenticating Proximity Identification Devices

Most proximity identification devices such as RFID are used either in an
unauthenticated manner or require active user participation for authentication.
WISDOM and SAFTI hold the potential for providing a degree of authentication for

proximity identification devices without requiring active user participation. As a
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simple example, WISDOM is capable of determining the count and direction of
individuals passing through. This count can be matched with the number and
direction of RFID tags passing through in order to make sure no one is passing
through unidentified. The body size and shape WISDOM measures could be used to
perform a degree of authenticating that the person originally assigned the RFID tag is
the same person currently passing through the doorway. In this way the convenience
of using proximity identification devices could be leveraged while also providing a
mechanism for detecting people who do not carry the device and those who may
possess a device which is not their own. Future work is aimed at including proximity

identification devices in scenario and operational evaluations.

7.3.4 Incorporating Domain-specific knowledge into SAFTI

The evaluation of SAFTI assumes minimal domain specific knowledge of the setting
(primarily building size and density of people). Building layouts and traffic patterns
are important pieces of information the simulation of SAFTI ignores because the
purpose of the simulation is to predict general performance. Performance of SAFTI
should increase if domain specific knowledge were incorporated into the model and
simulation. For example, just by the assignment of offices to individuals, it may be
possible to learn a person’s anthropometric profile through his or her traffic patterns.
This could eliminate entirely the enrollment procedure and it could be used to make
more accurate predictions of the person’s location. While such system performance
would not be generally applicable to all settings, a trace of actual building traffic

would allow SAFTI to be modeled in a more realistic manner.
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Appendix A SAFTI Performance on
AnthroKid Dataset

Room Rank vs # of Rooms, ADF, Anthrokid
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Figure 36. These curves describe the room rank performance at a density of 4 people per
room using the ADF algorithm on the AnthroKid dataset.

Person Rank vs # of Rooms, ADF, Anthrokid

10 rooms

Cumulative Match Score
o
[&)]

=20 rooms| |

0.3 = =30 rooms| |
0.2 40 rooms |—
0.1 50 rooms ||
O TTTTTTTT T T I I T T I T T I T T I T T I T T T T T T T I T T T T T T T T T I T T T T T I T T T T T T T T T T T T T T T T T T I T I T T I T T T T T T T T T T ITTT
X X N X X X X N X X N

o o o o o o o o o o o

~ N (9p] <t o] (o] N~ (ee] ()] o

=

% Rank of People

Figure 37. These curves describe the person rank performance at a density of 4 people per
room using the ADF algorithm on the AnthroKid dataset.
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Room Rank vs Density, ADF, Anthrokid
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Figure 38. These curves show the room rank performance of a building with 30 rooms using
the ADF algorithm on the AnthroKid dataset.
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Figure 39. These curves show the person rank performance of a building with 30 rooms using
the ADF algorithm on the ANSURSS dataset.
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Room Rank vs # of Rooms, K-best (100), Anthrokid
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Figure 40. These curves describe the room rank performance at a density of 4 people per
room using the K-best algorithm on the AnthroKid dataset.
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Figure 41. These curves describe the person rank performance at a density of 4 people per
room using the K-best algorithm on the AnthroKid dataset.
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Room Rank vs Density, K-best (100), Anthrokid
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Figure 42. These curves show the room rank performance of a building with 30 rooms using
the K-best algorithm on the AnthroKid dataset.
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Figure 43. These curves show the person rank performance of a building with 30 rooms using
the K-best algorithm on the AnthroKid dataset.
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Room Rank vs # of Rooms, Direct Distribution, Anthrokid
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Figure 44. These curves describe the room rank performance at a density of 4 people
room using the Direct Distribution algorithm on the AnthroKid dataset.
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Figure 45. These curves describe the person rank performance at a density of 4 people per

room using the Direct Distribution algorithm on the AnthroKid dataset.
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Room Rank vs Density, Direct Distribution, Anthrokid
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Figure 46. These curves show the room rank performance of a building with 30 rooms using
the Direct Distribution algorithm on the ANSURSS dataset.
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Figure 47. These curves show the person rank performance of a building with 30 rooms using
the Direct Distribution algorithm on the AnthroKid dataset.
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Appendix B SAFTI Performance on K-
best(50)

Room Rank vs # of Rooms, K-best (50), ANSUR88
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Figure 48. These curves describe the room rank performance at a density of 4 people per
room using the K-best algorithm on the ANSURS8 dataset, retaining 50 solutions at each
iteration.
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Figure 49. These curves describe the person rank performance at a density of 4 people per
room using the K-best algorithm on the ANSUR dataset, retaining 50 solutions at each iteration.
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Room Rank vs Density, K-best (50), ANSUR88
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Figure 50. These curves show the room rank performance of a building with 30 rooms using
the K-best algorithm on the ANSURSS dataset, retaining S0 solutions at each iteration.
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Figure 51. These curves show the person rank performance of a building with 30 rooms using
the K-best algorithm on the ANSURSS dataset, retaining S0 solutions at each iteration.
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Room Rank vs # of Rooms, K-best (50), Anthrokid
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Figure 52. These curves describe the room rank performance at a density of 4 people per

room using the K-best algorithm on the AnthroKid dataset, retaining 50 solutions at each
iteration.

Person Rank vs # of Rooms, K-best (50), Anthrokid

10 rooms

Cumulative Match Score
o
[&)]

=20 rooms| |
0.3 = = 30 rooms
0.2 40 rooms
0.1 50 rooms ||
O TTTTTTTT T T I I T T I T T I T T I T T I T T T T T T T I T T T T T T T T T I T T T T T I T T T T T T T T T T T T T T T T T T I T I T T I T T T T T T T T T T ITTT
X X N X X X X N X X N
o o o o o o o o o o o
~ N (9p] <t Te) (o] N~ (ee] ()] o
=

% Rank of People

Figure 53. These curves describe the person rank performance at a density of 4 people per
room using the K-best algorithm on the ANSUR dataset, retaining 50 solutions at each iteration.
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Room Rank vs Density, K-best (50), Anthrokid
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Figure 54. These curves show the room rank performance of a building with 30 rooms using
the K-best algorithm on the AnthroKid dataset, retaining 50 solutions at each iteration.
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Figure 55. These curves show the person rank performance of a building with 30 rooms using
the K-best algorithm on the AnthroKid dataset, retaining 50 solutions at each iteration.
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