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Abstract

The relentless growth in information technology and artificial intelligence (AI) is placing
demands on integrated circuits and boards for high performance, added functionality, and
low power consumption. As a result, design complexity and integration continue to in-
crease, and emerging devices are being explored. However, these new trends lead to high
test cost and challenges associated with semiconductor test.

Machine learning has emerged as a powerful enabler in various application domains,
and it provides an opportunity to overcome the challenges associated with expert-based
test. Taking the advantages of powerful machine-learning techniques, useful information
can be extracted from history testing data, and this information helps facilitate the testing
process for both chips and boards.

Moreover, to attain test cost reduction with no test quality degradation, adaptive
methods for testing are now being advocated. In conventional testing methods, variations
among different chips and different boards are ignored. As a result, the same test items
are applied to all chips; online testing is carried out after every fixed interval; immutable
fault-diagnosis models are used for all boards. In contrast, adaptive methods observe
changes in the distribution of testing data and dynamically adjust the testing process, and
hence reduce the test cost. In this dissertation, we study solutions for both chip-level test
and board-level test. Our objective is to design the most proper solutions for adapting
machine-learning techniques to testing area.

For chip-level test, the dissertation first presents machine learning-based adaptive test-
ing to drop unnecessary test items and reduce the test cost in high-volume chip manu-
facturing. The proposed testing framework uses the parametric test results from circuit

probing test to train a quality-prediction model, partitions chips into different groups based
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on the predicted quality, and selects the different important test items for each group of
chips. To achieve the same defect level as in prior work on adaptive testing, the proposed
fine-grained adaptive testing method significantly reduces test cost.

Besides CMOS-based chips, emerging devices (e.g., resistive random access memory
(ReRAM)) are being explored to implement Al chips with high energy efficiency. Due
to the immature fabrication process, ReRAMs are vulnerable to dynamic faults. Instead
of periodically interrupting the computing process and carrying out the testing process,
the dissertation presents an efficient method to detect the occurrence of dynamic faults in
ReRAM crossbars. This method monitors an indirect measure of the dynamic power con-
sumption of each ReRAM crossbar, determines the occurrence of faults when a changepoint
is detected in the monitored power-consumption time series. This model also estimates the
percentage of faulty cells in a ReRAM crossbar by training a machine learning-based pre-
dictive model. In this way, the time-consuming fault localization and error recovery steps
are only carried out when a high defect rate is estimated, and hence the test time is
considerably reduced.

For board-level test, the cost associated with the diagnosis and repair due to board-
level failures is one of the highest contributors to board manufacturing cost. To reduce
the cost associated with fault diagnosis, a machine learning-based diagnosis workflow has
been developed to support board-level functional fault identification in the dissertation. In
a production environment, the large volume of manufacturing data comes in a streaming
format and may exhibit a time-dependent concept drift. In order to process streaming
data and adapt to concept drifts, instead of using an immutable diagnosis model, this dis-
sertation also presents the method that uses an online learning algorithm to incrementally
update the identification model. Experimental results show that, with the help of online
learning, the diagnosis accuracy is improved, and the training time is significantly reduced.

The machine learning-based diagnosis workflow can identify board-level functional
faults with high accuracy. However, the prediction accuracy is low when a new board
has a limited amount of fail data and repair records. The dissertation presents a diagnosis

system that can utilize domain-adaptation algorithms to transfer the knowledge learned



from a mature board to a new board. Domain adaptation significantly reduces the require-
ment for the number of repair records from the new board, while achieving a relatively high
diagnostic accuracy in the early stage of manufacturing a new product. The proposed do-
main adaptation workflow designs a metric to evaluate the similarity between two types of
boards. Based on the calculated similarity value, different domain-adaptation algorithms
are selected to transfer knowledge and train a diagnosis model.

In summary, this dissertation tackles important problems related to the testing of
integrated circuits and boards. By considering variations among different chips or boards,
machine learning-based adaptive methods enable the reduction of test cost. The proposed
machine learning-based testing methods are expected to contribute to quality assurance

and manufacturing-cost reduction in the semiconductor industry.
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1

Introduction

Over the past few decades, integrated circuits and boards have been continuously evolving
to bring rapid progress to the elds of information technology and arti cial intelligence (Al).
Advances in system design and integration greatly improve the performance and versatil-
ity of semiconductor products. In order to reduce power consumption and interconnection
delay, the integration density is growing steadily. Furthermore, the design complexity of in-
tegrated circuits and boards continuously increases to realize complex functions. However,
the high design complexity and integration density raise uncertainties in the manufacturing
process and lead to challenges associated with testing of integrated circuits and boards. Ac-
cording to International Technology Roadmap for Semiconductors (ITRS), test cost is now
a major part of the manufacturing cost [5]. Moreover, emerging devices are being studied
and used to improve the computing e ciency of Al chips. The vulnerability of emerging
devices further aggravate the challenge associated with conventional testing methods.
Machine-learning techniques have been applied to various domains and reported to be
e ective [6,7]. The application of machine-learning techniques to semiconductor testing has
been advocated in recent years. This is because semiconductor testing comprises multiple
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stages, from initial veri cation to connection test, functional test, and reliability test. At
each stage, huge volumes of testing data are generated and collected. These testing data,
especiallyparametric results, record a variety of information about the chip or board under
test. With the help of powerful machine-learning techniques, e ective information can be
extracted from histry testing data, and this information are used to facilitate the testing
process for both chips and boards.

Moreover, the ever-growing need to achieve test cost reduction with no test quality
degradation drives the adoption of adaptive methods for testing. In conventional testing
methods, variations between di erent chips and di erent boards are ignored. As a result,
the same test items are applied to all chips, online testing for chips is carried out after every
xed interval, and immutable fault-diagnosis models are used for all boards. However,
testing methods that follow the routines of \constant over time" and \the same for all"
generally lead to high test cost. To address this challenge, adaptive methods observe
changes in the distribution of testing data and dynamically adjust the testing process, thus
reducing the test cost.

In this dissertation, we study adaptive methods for machine learning-based testing of
integrated circuits and boards. This chapter introduces the basic concepts and background
for the testing of integrated circuits and boards. Section 1.1 describes the ow of chip-
level manufacturing test and presents an overview of machine learning-based testing of
integrated circuits. Section 1.2 introduces an emerging device, namely ReRAM, and its
testing methods. Section 1.3 describes the ow of board-level manufacturing test and
presents an overview of board-level fault diagnosis methods. Finally, an outline of this

dissertation is provided in Section 1.4.



1.1 Testing of CMOS-Based Conventional Chips

Testing is required for all manufactured chips in order to ensure an acceptable defect level
at the customer site. The defect level is de ned as the fraction of faulty chips among all the
chips that pass testing. Chips targeted for di erent applications require di erent defect
levels. For example, the quality requirement for chips used in aviation and automotive
applications is extremely high; therefore, a large number of test patterns are needed to
ensure that the defective parts per million (DPPM) is less than one [8]. However, far fewer
test patterns are required for chips used in consumer electronics, such as microwave ovens,
and thus the DPPM for such chips can be higher. The unit test cost is determined by the
number of tests that are needed for one chip, which typically increases as the complexity

of the design increases.
1.1.1 Flow of Chip-Level Manufacturing Test

Chip-level manufacturing test is used to verify whether a design has been manufactured
correctly. The number of test patterns depends on the target product and the cost budget.
The overall ow for chip-level manufacturing test is shown in Fig. 1.2. The testing ow
includes three stages: (1) in-line parametric test (also known as wafer acceptance test, or
WAT for short), (2) circuit probing test (CP), and (3) nal test (FT) [9].

The rst stage is in-line parametric test (WAT), which is carried out after wafers are
processed. The purpose of WAT is to ensure that wafers are etched properly before dicing
and separation into individual pieces. During WAT, semiconductor factories select multiple
sites (e.g., nine sites) across each wafer and place process control monitors (PCM) on the

scribe lines at these selected sites. The scribe lines are the thin spaces between those



Figure 1.1 : The ow of chip-level manufacturing test.

functional parts of the circuits, where a saw can safely cut the wafer without damaging
the circuits. Since scribe lines are narrow, complicated circuitry cannot be implemented
inside a PCM. Therefore, a PCM is normally comprised of a small number of transistors,
resistors, capacitors, and other passive structures. The measurements at these sites can
determine the quality and stability of the wafer that is being tested.

The next stage is circuit probing test (CP). During this stage, a set of probes are held in
place while the wafer is moved into electrical contact. When a die (or an array of dice) has
been electrically tested, the wafer is moved to test the next die (or array of dice). When
all test patterns pass for a specic die, its position is recorded for later use during IC
packaging. Non-passing circuits are typically marked with a small dot of ink in the middle
of the die. The pass/fail status of each die on a wafer can also be stored in a le known as
a wafer map. The removal of defective dies in this early stage saves the considerable cost
of packaging faulty dice.

In the third stage, the wafer map is sent to the die attachment process, which only

picks up the dies that have passed the previous stage. After packaging, a packaged chip is



Figure 1.2 : Three major types of hotspot feature measurements [1].

tested again in the nal test (FT) stage. The purpose of FT is to ensure that no devices
have been damaged during bonding and packaging.

Each stage of manufacturing test contains hundreds or thousands of test items, and
these test items measure current, voltage, and other parametric values of the circuit under
test. Upper and lower bounds for each test item are provided with the test speci cation.
A chip passes a test item if the test outcome is within the acceptable range. A chip
is considered as a pass only if it passes all the test items. The failed chips are either
discarded or forwarded for diagnosis and failure analysis, while the all-pass chips are sent

to the next stage of testing.
1.1.2 Machine Learning-Based Testing of Chips

The availability of large amounts of testing data has led to many studies that utilize
machine learning techniques to improve the chip-level manufacturing test. The applications
of machine learning-based testing are quite extensive. Some of these applications include
hotspot detection [1,10{13], wafer map defect-pattern classi cation [2,14{16], and outlier
screening [17,18]. In this section, we present an overview of machine learning-based testing
for these three major applications.

Chip hotspots are locations where the heat uxes are up to 20 times greater than



elsewhere on the chip. These hotspots augment thermo-mechanical stress and lead to
major reliability concerns. In IC design veri cation, EDA tools are utilized to determine

if the circuit design meets the functional speci cations. However, for a 45 nm node and
below, hotspot patterns still exist even after a chip has passed design rule checking (DRC)
[1]. Conventional approaches that utilize lithographic simulations can accurately detect
hotspot patterns but are costly to run. To address this problem, machine learning-based
hotspot-detection methods were proposed [1,10{13]. The 2-D contour images obtained
from lithographic simulations are used as input features to an arti cial neural network
(ANN) which constructs a hotspot-detection model in [10]. To tolerate noise data, critical
lithographic hotspot-related features are extracted from the original 2-D hotspot images.
These extracted features are used as independent variables, and the support vector machine
(SVM) is used to construct a hotspot detection model [12, 13]. However, the process of
feature extraction is time-consuming. To accelerate the process of feature extraction and
improve the detection coverage, a novel set of hotspot signatures has been proposed in [1].
As shown in Fig. 1.2, information such as the number of corners, the external length, and
the internal length are measured to generate signatures. In this study, a classi cation model
that combines the bene ts of ANNs and SVMs was trained based on these signatures.

A wafer map is a 2-D grid that display the pass/fail status of each die on the wafer. The
locations of defective dies are collectively referred to as a defect pattern, which can be used
to identify the cause of wafer failures. Some typical defect patterns are shown in Fig. 1.3.
Traditionally, defect patterns were detected and analyzed by human experts to determine
the cause of failures. However, as the number of chips carried on a wafer greatly increases,

expert-based detection becomes impractical. Machine learning-based pattern recognition



Figure 1.3 : Typical examples of wafer failure types [2].

and classi cation methods have been explored to classify defect patterns and identify the
root cause [2,14{16]. Shallow machine learning algorithms (i.e., adaptive resonance theory
and SVM) were adopted in [2,14], which achieve high accuracy when classifying patterns
with a single defect. However, these methods do not perform well with wafers containing
multiple defect patterns. Deep neural networks (i.e., convolutional neural networks (CNN)
and randomized general regression networks (RGRN)) were used in [15,16]. They can
recognize high-level features and achieve high accuracy in detecting both single defect and
multiple defects.

Machine-learning techniques have also been explored for outlier screening. Outlier
screening is commonly adopted in the test ow for capturing parametric defects in prod-

ucts with high quality requirements. The main objective of outlier screening is to capture



statistically outlying parts based on the assumption that their abnormal behaviors are
attributed to defects. The conventional outlier detection method, part average testing
(PAT) [19], uses statistical distributions of test results for outlier screening. Outlier chips
for each test item are identi ed using 6 rules. Advanced PAT methods have also been
developed, such as the robust dynamic PAT (RDPAT) [20] and the automotive electronics
council dynamic PAT (AEC DPAT) [19]. However, these PAT-based methods ignore the
correlations between di erent test items. A multivariate outlier detection method based on
principle component analysis (PCA) was proposed in [21]. However, all these outlier detec-
tion techniques use unsupervised-learning algorithms; they do not utilize the information
about the failed chips. To utilize this information, supervised machine-learning techniques
(i.e., SVMs) have been adopted in [17,18]. With the help of supervised machine-learning

techniques, outlier screening achieves a higher coverage and a lower false alarm rate.

1.2 Testing of ReRAM-Based Chips

Besides CMOS-based chips, emerging devices (e.g., resistive random access memory (ReRAM))
are being explored to implement Al chips with high energy e ciency. Among all emerg-

ing devices, ReRAM and ReRAM-based computing system (RCS) are attractive for three
major reasons. First, ReRAM o ers high speed, but consumes low power for read and
write operations [22]. Second, compared with the traditional Von-Neumann architecture,

RCS realizes a computation-in-memory design, which reduces the energy needed for trans-
porting data between memory and computing units. Third, it is easy to realize multi-bit

value storage in a ReRAM device. Compared with the Boolean-logic that is widely used in
traditional CMOS devices, this multi-bit design requires much fewer hardware devices to

store the same amount of information. Therefore, we study the testing of ReRAM-based
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Figure 1.4 : Diagram with a simpli ed equivalent circuit of a ReRAM device.

chips in this dissertation.
1.2.1 ReRAM and ReRAM-Based Computing System

The concept of the memristor (short for memory resistor) was rst proposed in [23]. Since
then, the physical model of a two-terminal memristor was proposed by HP Labs in [24].
The rst memristive device was implemented by switching the doping front within a thin
TiO,=TiO, x lament. The characteristics and two important applications (i.e., a non-
volatile memory cell and a synapse in a neural network) of memristors were studied in [25].
Di erent metal-oxide materials have been utilized to realize the programmable resistance
of memristors, e.g. TiOyx [26], WOy [27] and HfO 4 [28].

Based on the physical design of the memristor, the ReRAM was invented as a non-
volatile memory device. It is compatible with the CMOS fabrication process. The concep-
tual structure of a ReRAM device is shown in Fig. 1.4, and it contains two regions, i.e., the
doped region and the undoped region. This two-port, sandwich structure is equivalent to
two serially-connected resistors. Therefore, the resistance of a ReRAM device can be tuned
by changing the length of metal lament inside the structure. To reduce the in uence of
random variation, the resistance value is typically quantized into N levels. Noise margin

and guard bands are added to each level [29].



1.2.2 Fault Models and Testing

A ReRAM-based computing system provides a promising hardware design for neuromor-
phic computing. However, immature fabrication techniques result in reliability problems.
These ReRAM faults limit the recognition accuracy of ReRAM-based neural computing,

and thus hinder the use of ReRAM computing systems in practice.
Fault Models

The ReRAM crossbar structure is similar to traditional RAM structures, thus we can reuse
most of the fault models used for testing RAMs. These fault models include the Stuck-
At-Fault (SAF), Transition Fault (TF), and Address Decoder Fault (ADF) [22]. Based on
the unique physical mechanism of ReRAM cells, some other fault models have also been
introduced, e.g., the read disturbance fault. The read disturbance fault [22] may appear
when a read current is applied during read operations, which may bias the state of the cell.
Faults in a single ReRAM cell can be categorized into soft faults and hard faults [30],
as shown in Fig. 1.5. For soft faults, the actual resistance of the ReRAM cell deviates from
the targeted value, but the resistance can still be tuned. Soft faults are generally caused
by variations associated with both fabrication techniques and write/read operations. For
hard faults, the resistance of a ReRAM cell is stuck at a xed state which cannot be
tuned anymore, e.g., the stuck-at-0 (SAQ) and stuck-at-1 (SA1l) faults. Although the
conductance of a ReRAM cell can take any value between LRS (Low Resistance State)
and HRS (High Resistance State), the ReRAM cells with stuck-at faults tend to get stuck
at the highest and lowest value, i.e., SAO or SA1 [31,32]. The stuck-at faults are caused
by fabrication defects [22] and limited endurance [33]. Faults in a single ReRAM cell can
also be classi ed into dynamic faults and static faults. Static faults are generated during
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Figure 1.5 : Classi cation of di erent cell fault types in RCS.

the process of fabrication. While dynamic faults are typically generated during read and
write operations in ReRAM cells which passed fabrication tests. Besides the above ReRAM
faults, non-ideal factors of ReRAM cells may also introduce resistance deviations, such as

non-linear resistance levels [34] and non-linear V-l characteristics [35].
Testing

Testing methods are needed to detect and identify the faults, and hence to improve ReRAM
yield and ensure fault tolerance.

A typical test method to detect fault is to program all the ReRAM cells to a target
conductance state, and then measure the conductance variations. Based on this idea,
a March test algorithm, named as March C , has recently been proposed for ReRAM
fault detection [22]. By applying the test pattern in this designed order, each ReRAM
cell provides a six-bit signature from the six read operations in the algorithm. These
signatures can detect stuck-at faults, transition faults, coupling faults, address decoder
faults, and read-1 disturbance faults. However, the MarchC test checks each ReRAM
cell sequentially. Even though it can achieve extremely high fault coverage, it requires long
test time.

In order to accelerate the test process, a sneak-path technique is proposed in [36] to

increase test parallelism by testing a group of adjacent ReRAM cells simultaneously. This
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Figure 1.6 : (a) Region of detection for a stuck-at fault; (b) Test points and coverage
for a SA fault by tiling ina 8 8 crossbar [3].

method utilized the inherent sneak-path mechanism in the ReRAM crossbar array. Be-
cause of the resistive and bidirectional characteristics of ReRAM cells, the current also
ows through unintended paths. In this way, when tests are applied to the red squares in
Fig. 1.6(a), the defect information of the adjacent ReRAM cells in the region of detection
(denoted as yellow squares) can be detected simultaneously by measuring the output cur-
rents. In order to test the entire crossbar array, tests are applied to all the red squares
in Fig. 1.6(b) one by one. However, the time complexity of the sneak-path technique still
increases linearly with the array size, and it remains unacceptably high for on-line test.
Studies have shown that even among ReRAM chips that pass manufacturing test, many
faults appear in the eld during read and write operations [37, 38] because of the limited
write endurance of ReRAM cells. Various e cient approaches have been proposed for
online fault detection in RCS. An online fault-detection method based on quiescent voltage
comparison was proposed in [39]. This method applies test voltage to ReRAM crossbars
after every xed number of iterations, and detect faulty ReRAMs by comparing test outputs
with reference outputs. A signature-based method called X-ABFT was proposed in [40].
This method encodes a ReRAM matrix with checksums, and periodically apply test-input

vectors to extract signatures, and uses signatures for fault localization and correction.
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Figure 1.7 : The ow of board-level manufacturing test.

1.3 Testing of Boards

To realize complex functions, various chips are assembled into a printed circuit board
(PCB). Even though all the chips assembled on a board have passed their own chip-
level tests, testing of boards is still required. This is because the board-level working
environment is di erent from the environment for chip-level standalone testing [41]. In

many cases, a board may fail functional test even if all chips on it pass automated test

equipment (ATE) tests [41].
1.3.1 Flow of Board-Level Manufacturing Test

A board typically integrates a large number of processor chips, ASICs, memory chips,
passive components, as well as thousands of 1/0Os [42]. The objective of board-level manu-
facturing test is to verify the printed wiring and the physical contacts between wires and the
pins of components. In addition, at-speed data transmission between di erent components
are also tested. Fig. 1.7 shows a typical manufacturing test ow of electronic systems.
First, automated optical or X-ray inspection (AOI or AXI) is applied to detect process
aws. It uses optics or X-rays to capture images of the board under test. These images

are then processed using image processing software that detect unexpected components
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