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EXECUTIVE SUMMARY

As space-based infrastructure increasingly becomes essential to global communication, navigation,
security, and commerce, the rise of cyber threats aimed at satellites and their supporting systems poses a
significant risk to national and international stability. This study delves into the evolving threat landscape
and examines the approaches taken by the United States, China, and the European Union to safeguard
space assets from cyberattacks.

The paper underscores key vulnerabilities throughout the space ecosystem—encompassing
satellites, ground control, telemetry, and user devices—and contrasts national cybersecurity strategies
regarding governance models, civil-military integration, private sector roles, and international
collaboration. It identifies critical regulatory shortcomings, including the lack of binding global norms,
inconsistent oversight of commercial entities, and the absence of standardized incident reporting
mechanisms.

To address these challenges, this study proposes five key recommendations: (1) establishing a
multilateral treaty on cyber norms for space, (2) developing global standards for commercial cybersecurity
compliance, (3) creating a reliable incident reporting framework, (4) strengthening public—private
partnerships for threat mitigation, and (5) integrating cybersecurity considerations into launch licensing
and export control mechanisms.

Without harmonized policies and cooperative governance, the space domain could become the
next arena for unchecked cyber conflict. This study calls for urgent, coordinated action to ensure that
space remains a secure and sustainable environment for innovation, security, and human progress.
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Section 1
Introduction

What Is The Earth’s Atmosphere And Orbital Altitudes?

The Earth's atmosphere has five distinct layers, each serving a unique purpose. Closest to the surface is

the troposphere (0—12 km), where all weather phenomena occur. Above this layer lies the stratosphere (12-50
km), which contains the ozone layer and is the cruising altitude for most commercial airplanes. The mesosphere
(50-85 km) is where meteors often disintegrate before reaching the ground. Even higher is the thermosphere
(85—600 km), known for phenomena like the northern lights and home to the International Space Station. Finally,
the outermost layer, the exosphere (600 km and beyond), features fragile gases that gradually transition into
outer space. Figure 1 illustrates a visual representation of these atmospheric layers.!
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Figure 1: Diagram of the layers within Earth’s atmosphere.

In examining satellite orbits, it's evident that they typically reside well above the altitudes at which
weather balloons or airplanes operate. Low Earth Orbit (LEO) begins around 160 km and extends to
approximately 2,000 km, overlapping with the thermosphere and exosphere. Medium Earth Orbit (MEO),
which accommodates GPS systems, reaches about 35,786 km. Geostationary Orbit (GEO) is fixed at this same
altitude of 35,786 km, maintaining a synchronized position with Earth's rotation while situated high in the
exosphere. Beyond GEO lies High Earth Orbit (HEO), utilized for deep-space missions. Most satellites are
deployed within the thermosphere and exosphere due to the thin atmosphere in these layers, which minimizes
drag and enables longer-lasting, stable orbits.>

Understanding The Space Assets Ecosystem

The space assets ecosystem constitutes a comprehensive array of physical and digital components that
operate in conjunction to provide space-based services. This complex and interconnected system underpins
various functionalities, from satellite navigation to secure military communications. The ecosystem is typically
categorized into four principal segments, each of which contributes significantly to the overall operation:

1. Space Segment: This segment encompasses the satellites positioned in various orbital classifications,
including Low Earth Orbit (LEO), Medium Earth Orbit (MEO), Geostationary Orbit (GEO), and High
Earth Orbit (HEO). These satellites perform critical functions such as facilitating global communication,
monitoring terrestrial phenomena, supporting Global Navigation Satellite System (GNSS) navigation, and
collecting intelligence for defense purposes.?
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2. Ground Segment: Located on the terrestrial surface, this segment includes all mission control centers,
ground stations, and networks necessary to execute space operations. Command signals are disseminated
in the operational nucleus, and data is acquired and processed. The ground segment ensures the practical
functionality and responsiveness of the entire satellite system.*

3. Communication Segment (Telemetry, Tracking, and Command - TT&C): This segment is the
vital communication conduit between terrestrial facilities and orbiting satellites. It facilitates real-time
monitoring, tracking, and control of satellite operations. However, the TT&C segment poses specific
vulnerabilities; if compromised, it presents opportunities for adversaries to jam communications or
potentially commandeer satellite operations.’

4. User Segment: Often underappreciated, this segment comprises the devices and systems through which
users access space-based services. Examples include GNSS receivers, satellite phones, Internet of Things
(IoT) devices, and military drones. These ubiquitous technologies frequently operate in environments
susceptible to spoofing, data interception, or unauthorized access.®

Collectively, these segments establish a global infrastructure that supports a myriad of functions
ranging from financial transactions to national defense. The interdependence of these components
necessitates robust protective measures; a compromise of any single segment can precipitate widespread
ramifications across various sectors and geopolitical boundaries. Thus, safeguarding every link within this
intricate chain is paramount for preserving safety and resilience in contemporary society.

Launch Cost Evolution And Its Implications

Accessing space used to be an exceedingly costly undertaking. In the 1970s, launching a single
kilogram into orbit cost approximately $36,000, limiting space access to major government programs.
Over the past five decades, however, technological innovation—especially the advent of reusable rocket
systems developed by private companies such as SpaceX and Blue Origin—has transformed the economics
of spaceflight. Today, launch costs have dropped to around $1,500 per kilogram, and projections suggest
they could fall further to just $10 per kilogram by 2040 (see Chart 1). This represents a reduction of nearly
99.9 percent, marking a revolutionary shift that has opened space to a wide range of new participants,
including smaller nations, commercial entities, and research institutions. Yet, this democratization of access
also expands the cybersecurity threat landscape, as many emerging actors may lack the mature protective
frameworks and technical resilience of traditional national space agencies, making them increasingly
vulnerable to malicious cyber activity targeting critical space systems..’

INTRODUCTION
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Historical and Projected Launch Costs Per Kilogram (1970-2040)
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Chart 1: Historical Trend of Launch Costs Per Kilogram (1970-2025)

This increased accessibility has accelerated the commercialization of space but also introduces new
cybersecurity risks due to the growing volume and variety of stakeholders placing assets in orbit.
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Introduction: What is Space Cybersecurity and Why It Matters Now

As our world increasingly relies on space-based infrastructure for essential services—such as GPS,
satellite communications, climate monitoring, financial systems, and military operations—protecting these
systems from cyber threats has become a critical priority. Space cybersecurity encompasses the tools,

policies, and best practices to safeguard space systems and their ground-based counterparts—including
control centers, launch systems, and data networks—against cyberattacks, sabotage, or interference.®

What distinguishes space systems from conventional IT networks is their unique exposure. They are
globally dispersed, often characterized by outdated technology, and designed to endure for years or even

decades, rendering them susceptible to threats such as jamming, spoofing, ransomware, and unauthorized
commands.’
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INDEPENDENT STUDY

The escalating urgency surrounding space cybersecurity is driven by four interconnected trends:

| Global Dependence on Satellite Infrastructure

Today, nearly every primary sector—including telecommunications, agriculture, transportation,
and national security—relies heavily on satellites to operate in real-time. The Global Positioning System
(GPS), in particular, serves as a vital backbone for global logistics, emergency services, and even financial
transactions. Disruptions of these systems could have far-reaching consequences for everyday life and
national stability. '

[ Commercialization and Proliferation of Actors

The rapid expansion of commercial satellite networks, such as SpaceX's Starlink and OneWeb, has
resulted in thousands of new satellites becoming operational in orbit. While this growth fosters innovation
and enhances global connectivity, it contributes to a more congested and interconnected space environment.
A key concern is that these private operators may not adhere to the same stringent cybersecurity standards as
government missions, potentially introducing vulnerabilities into the broader space ecosystem.!!

[ State and Non-State Cyber Threats

Countries including Russia, China, Iran, and North Korea are actively developing cyber tools aimed
at disrupting or incapacitating space assets. These capabilities often form part of broader hybrid warfare
strategies, intertwining cyberattacks with political or military pressure. Historical incidents—such as China's
anti-satellite missile test in 2007 and the 2014 cyberattack on U.S. weather satellites—underscore the
tangible nature of these threats.

| Regulatory Fragmentation and Obsolescence

Despite the mounting risks, there remains a lack of a global legal framework addressing space
cybersecurity. Existing treaties, such as the Outer Space Treaty (1967) and the ITU Constitution, were not
designed to contend with today's cyber threats. National policies vary significantly, and in the absence of
coordinated international norms, inconsistent regulations leave critical gaps in protection.'?

“Cybersecurity of space
assets and infrastructure
is an area that remains
underdeveloped
compared to terrestrial
critical infrastructure.””
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In 2007, the Chinese Communist Party showcased its anti-satellite (ASAT) capabilities by launching
a missile that successfully destroyed one of its satellites. This event marked a significant turning point in
space security, indicating that space was no longer an uncontested domain for the United States. Until the
early 2000s, the U.S. had maintained clear dominance in space, facing no near-peer competitors. However,
China's ASAT test altered that perception and raised global concerns regarding the militarization and
vulnerability of space assets.'

This study examines how leading space-faring nations—the United States, China, and the European
Union—have incorporated cybersecurity into their national space strategies. The objective is to identify
regulatory gaps, provide policy recommendations for international harmonization, and evaluate the strategic
and economic risks associated with inaction.

Threat Landscape

It is beneficial to adopt a structured approach to effectively understand the diverse range of cyber
threats targeting space infrastructure. Table 1 presents a Cyber Threat Matrix that delineates key attack
vectors across the four primary components of the space ecosystem: the space segment, ground segment,
communication links, and user segment. Each segment identifies common threats, tactics employed by
adversaries, and real-world examples that illustrate the severity of these risks. This matrix provides a clear
and comprehensive overview of the current landscape of space cybersecurity, highlighting the necessity for
tailored and coordinated defenses for each segment to ensure the security and resilience of space systems. '

Table 1: Categorizes Major Attack Vectors Across The Four Core Segments of the space ecosystem

Target Segment Threat Type Tactics / Techniques Real-World Example Risk Level
Satellites (Space Faking control 2007 China hack of .
Spoofing signals to redirect i High
Segment) . Landsat satellites
satellites
Injecting malicious
Ground Stations Malware / code via phishing or 2014 NO.AA weather High
Ransomware satellite breach
USB
. Blocking radio . .
Communication Jammin frequencies to den Iranian jamming of Medium
Links (TT&C) & q : Y| Western satcom (2012)
service
Satellites (Space Firmware Installing backdoors | Possible 2021 Pegasus- .
o : i oo High
Segment) Exploitation | during manufacturing type vulnerabilities
Compromised .
CONNGANIET I  [nsider Threats operators leaking 2019 1ns:1der sgbotage at Medium
. satellite uplink site
credentials
Communication Man-in-the- Intferc'eptlng & DLR breach (2015) .
. ) modifying uplink/ High
IFHICIUNEAOBN Middle (MITM) . traced to state actor
downlink
. Broadcasting false
User Devices / GNSS Spoofing GPS signals to 2017 Black Sea GNS.S High
User Segment . spoofing on civilian ships
mislead users
User Devices / Signal Sniffing unencrypted .TV feeds 1ntercepteF1 .
. . in Middle East conflict Medium
User Segment Interception satellite data streams Jones

10 LITERATURE REVIEW




INDEPENDENT STUDY

In summary, the cyber threat landscape confronting space systems is increasingly diverse and
complex. Within the space segment, satellites are particularly vulnerable to spoofing attacks, such as the
2007 incident where Chinese hackers gained access to Landsat satellites, and firmware exploitation that
may involve backdoors introduced during manufacturing—raising concerns reminiscent of those associated
with Pegasus spyware.

The ground segment faces significant risks from malware and ransomware, exemplified by the 2014
NOAA satellite breach, alongside medium risks stemming from insider threats, such as the 2019 sabotage
incident at a satellite uplink facility.

Communication links, including Telemetry, Tracking, and Command (TT&C) systems, are
susceptible to jamming, as demonstrated by Iran's interference with Western satellite communications in
2012, and face high-risk man-in-the-middle (MITM) attacks, as seen in the 2015 breach of Germany's DLR
by a suspected state actor.

Lastly, the user segment is increasingly subjected to GNSS spoofing, highlighted by the 2017 Black
Sea incident that misled ship navigation and the interception of unencrypted satellite feeds in conflict zones,
resulting in medium to high risk levels. This analysis underscores that each segment of the space ecosystem
faces distinct threats, necessitating tailored and proactive cybersecurity strategies to ensure resilience and
operational continuity.

LITERATURE REVIEW 11
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As geopolitical competition in space intensifies, major space-faring powers—the United States,
China, and the European Union—are adopting distinct strategies to protect their space infrastructure

from cyber threats. Various political systems, threat perceptions, and technological capabilities heavily
influence their approaches. Despite these differences, all three face shared challenges: difficulties in cross-
domain coordination, increasing reliance on commercial space operators, and the lack of clear, unified legal
frameworks for space cybersecurity. These unresolved issues leave significant vulnerabilities that require
greater international attention.

12 COMPARTIVE ANALYSIS OF NATIONAL SPACE CYBERSECURITY STRATEGIES
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United States: Militarized, Resilient, and Innovation-Driven

As competition in space grows more intense, the United States has firmly positioned space as a
critical domain for national defense and economic advancement. The strategy of the U.S. emphasizes
military readiness, cutting-edge innovation, and robust collaboration between the public and private sectors.

Two pivotal documents—the National Cyber Strategy (2018) and Space Policy Directive-5 (SPD-
5, 2020)—underscore the nation's commitment to mission assurance, threat-informed defense, and cyber
resilience. SPD-5 specifically articulates essential cybersecurity principles for space systems, advocating
for secure-by-design architectures, risk-based methodologies, and real-time threat intelligence sharing. This
focus is further reinforced by the 2023 National Cybersecurity Strategy and the National Defense Strategy,
which designate space assets as critical infrastructure.

Institutionally, the U.S. adopts a comprehensive, multi-agency approach. The U.S. Space Force and
U.S. Cyber Command form the backbone of the military's operational defense posture, while NASA leads
efforts in the civilian sector. Cybersecurity standards and infrastructure protection initiatives are guided by
CISA and NIST, ensuring that best practices permeate both public and private domains.

The U.S. model is also significantly collaborative. Programs like the Commercial Integration Cell
(CIC) and institutions such as the Space ISAC (Information Sharing and Analysis Center) foster proactive
information exchange and coordinated responses to emerging threats. Major private space companies—
including SpaceX, Amazon Kuiper, and Lockheed Martin—play vital roles, integrating their efforts with
national objectives through contractual partnerships and collaborative threat intelligence networks. '

“Cyber mission
assurance and real-time
intelligence sharing are
pillars of U.S. space
cyber defense.”17

COMPARTIVE ANALYSIS OF NATIONAL SPACE CYBERSECURITY STRATEGIES
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China: Centralized, Strategic, and Civil-Military Integrated

China's approach to space cybersecurity is notably centralized and intricately tied to its overarching
national security objectives. Central to this strategy is the concept of Military-Civil Fusion, which effectively
merges civilian space initiatives with military operations. Cyber and space activities are coordinated under the
auspices of the People's Liberation Army Strategic Support Force (PLASSF), underscoring China's resolve to
create a unified and strategically aligned defense infrastructure.

Key documents, including the Cybersecurity Law (2017), the 2021 Space White Paper, and the 13th and
14th Five-Year Plans, illustrate China's ambition to establish space as a cornerstone of national rejuvenation.
While transparency remains somewhat limited, these policies prioritize "informatization," supply chain self-
reliance, and information dominance, particularly through domestically produced satellites and cyber-resilient
systems.

China's investment strategy reflects its priorities:
» Developing secure satellite constellations like BeiDou is a strategic alternative to GPS.
* The implementation of indigenous encryption and cryptographic standards, reducing reliance on foreign
technologies.
» Integrating Al-enabled command and control systems to enhance real-time cyber situational awareness
and decision-making.

In summary, China's strategy is characterized by a top-down, opaque, and security-centric approach.
It prioritizes sovereignty, control, and integrated defense while deprioritizing transparency and public-private
collaboration.'®

European Union: Multilateral, Civilian-Focused, and Regulatory

The European Union's approach to space cybersecurity is fundamentally built upon regulatory
coordination, emphasizing civilian oversight and multilateral collaboration. Although the EU's governance
structure can lead to some fragmentation, recent initiatives aim to enhance coherence in how member states
manage cyber risks related to space assets.

Key legislative efforts—including the EU Cybersecurity Act (2019), the NIS2 Directive, and the
EU Space Programme Regulation (2021-2027)—are designed to harmonize cybersecurity standards across
the continent. The European Union Agency for Cybersecurity (ENISA) collaborates with the European
Union Agency for the Space Programme (EUSPA) to develop guidelines, enforce standards, and coordinate
incident response efforts, particularly for flagship programs like Galileo (navigation) and Copernicus (Earth
observation).

However, a significant challenge persists operational authority over space assets remains with
individual member states, creating a disconnect between centralized policy and national execution. For
instance, although the European Space Agency (ESA) is not an EU institution, it works closely with EUSPA
and national agencies such as CNES (France).

France recognized as a leader in the EU's space initiatives, has proactively integrated cyber and
space defense within its framework. Its French Military Space Strategy (2019) and National Cybersecurity
Strategy (2021) specifically address hybrid threats and the safeguarding of space infrastructure.

14 COMPARTIVE ANALYSIS OF NATIONAL SPACE CYBERSECURITY STRATEGIES
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The EU's priorities include:

Regulatory harmonization, guided by ENISA's evolving frameworks,

Collaborative incident response among member states,
Enhancing cyber resilience throughout the space supply chain and the broader industrial ecosystem.

This regulatory-first, multistakeholder model highlights the EU's commitment to stability, transparency,
and civilian control, all while navigating the complexities of balancing diverse national interests.

B
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The United States, China, and the European Union each represent unique models of space cybersecurity
governance, influenced by their political systems, perceptions of threats, and strategic objectives.

The United States employs a decentralized yet highly collaborative approach, utilizing public-

private partnerships and regulatory frameworks—such as NIST standards and directives like Space Policy
Directive-5—to synchronize cybersecurity efforts across civilian, commercial, and defense sectors. This
multi-stakeholder model fosters innovation and adaptability, promoting strong integration among government
agencies, the private sector, and the military.

In contrast, China adopts a centralized, state-led model firmly integrated into its Military-Civil Fusion
doctrine. Under this system, space cybersecurity is predominantly controlled by the People’s Liberation
Army (PLA) and the China National Space Administration (CNSA). With limited transparency and minimal
external collaboration, China emphasizes strategic autonomy, information dominance, and secure domestic
supply chains.

16 OVERVIEW OF U.S., CHINA, AND EU SPACE CYBERSECURITY POLICY APPROACHES
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The European Union offers a rules-based, harmonized framework that balances national sovereignty
with regional integration. Through legislation such as the NIS2 Directive and the Cybersecurity Act, the
EU encourages regulatory consistency while involving both national space agencies (e.g., CNES in France)
and continental institutions (e.g., ESA, ENISA, and EUSPA) to enforce cybersecurity across critical space
programs like Galileo and Copernicus.

Despite these differences, all three entities confront similar challenges: the lack of binding
international norms for space cybersecurity, increasing dependence on commercial satellite operators,
and an evolving threat landscape driven by state-sponsored cyber actors and non-state proxies. Table 2
highlights the key dimensions of their respective strategies, encompassing strategic orientation, governance
models, legal frameworks, and the role of commercial actors in national space cybersecurity efforts.

Aspect

Strategic
Orientation

Governance
Model

Primary Actors

Legal
Instruments

Key Programs

Commercial
Integration

Cyber Doctrine
Linkage

Cross-border
Collaboration

United States

Defense-driven, threat-
centric

China

Civil-military fusion,
strategic sovereignty

Table 2: Comparison of Space Cybersecurity Strategies: U.S., China, EU

European Union

Civilian resilience and
regulatory harmonization

Decentralized,
interagency coordination

Centralized state control

Multilateral, supranational +
national split

PLA Strategic Support

DoD, Space Force, Cyber ci(():r?ec ?:r?;’ce ENISA, EUSPA, ESA, National
Command, NASA, NIST \SYbersp Space Agencies
Administration of
China)
Cybersecurity Law

SPD-5, National
Cyber Strategy, NIST
Framework

(2017), 14th Five-Year
Plan, Space White
Paper

EU Cybersecurity Act, EU
Space Programme 2021,Ai27

Space Force, National
Space Council, CISA
satellite guidelines

Beidou, Long March
launches, SSF
integration

Galileo, Copernicus, IRIS2

High; strong public-
private partnerships (e.g.,
CIC)

Low; commercial sector
under tight state control

Moderate; varies by member
state

Integrated with national
security doctrine and
cyber mission assurance

Embedded in PLA
strategic doctrines
(Informatization, EW)

Policy-led but less doctrinally
integrated

Allied coordination via
NATO, Five Eyes, and
US-EU initiatives

Limited; preference for
bilateral or domestic
solutions

Relies on cooperative
frameworks (e.g., ESA, NATO,
UN COPUOS)
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e Regulatory Gap Analysis:
.~ Bridging the Divide in Space
Cybersecurity Governance

Despite growing recognition of the cyber threats facing space infrastructure, national and international

regulatory frameworks remain fragmented, reactive, and poorly coordinated. There is currently no binding
global standard specifically focused on space cybersecurity. This regulatory gap leaves critical vulnerabilities
that malicious actors—state and non-state alike—can exploit. Without clear, enforceable norms, the risks
extend far beyond individual nations, threatening the stability of the entire global space ecosystem.

18 REGULATORY GAP ANALYSIS: BRIDGING THE DIVIDE IN SPACE CYBERSECURITY
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1. Lack of Binding International Norms

Foundational treaties such as the Outer Space Treaty (1967) advocate for space's peaceful utilization
but provide limited cybersecurity guidance. Although recent discussions within the UN Open-Ended Working
Group (OEWG) and the Committee on the Peaceful Uses of Outer Space (COPUOS) have introduced
voluntary norms, these efforts lack enforcement mechanisms. The increasing convergence of cyberspace
and space domains has outpaced current initiatives, creating a precarious regulatory vacuum. Without robust
global mechanisms to govern state behavior during cyber incidents—particularly attribution, retaliation, and
proportionality—adversaries feel increasingly empowered to exploit legal gray areas.?

2. Diverging National Standards

As the comparative analysis highlights, major space powers have adopted differing cybersecurity
models. The United States favors decentralized, risk-based frameworks, while China adheres to a top-down
security doctrine, and the European Union promotes regulatory harmonization. These disparities impede cross-
border incident response, diminish interoperability, and complicate multinational missions. The involvement
of semi-state actors, which exhibit varying transparency and accountability, adds another layer of complexity
to the situation.?!

3. Weak Oversight of Commercial Operators

The rapid commercialization of space has outstripped the development of effective security oversight.
Many private satellite operators, particularly smaller startups, are not subject to standardized cybersecurity
requirements. National licensing regimes often lack mandatory security-by-design principles, putting mission-
critical services—such as Earth observation and satellite broadband—at risk of exploitation. This growing
"security debt" contributes to systemic vulnerabilities within an increasingly privatized space ecosystem.*

4. Inadequate Incident Reporting and Attribution Mechanisms

In contrast to terrestrial sectors, there is no unified global standard for reporting cyber incidents
involving space assets. While agencies like CISA in the United States have implemented mandatory reporting
under the Cyber Incident Reporting for Critical Infrastructure Act (2022), these initiatives are neither
international in scope nor specific to space. The absence of standardized disclosures or reliable attribution
protocols often leads organizations to delay or avoid reporting, undermining global coordination and response
readiness. Table 3 summarizes these critical regulatory gaps in a concise, policy-oriented format to guide
future harmonization efforts.

REGULATORY GAP ANALYSIS: BRIDGING THE DIVIDE IN SPACE CYBERSECURITY 19




Regulatory
Area

International
Norms

National
Standards
Alignment

Commercial
Sector
Oversight

Incident
Reporting

Attribution
Mechanisms

Supply
Chain and
Component
Security
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Table 3: summarizing the Key Regulatory Gaps

Current Status

Voluntary, non-binding
(e.g., UN OEWG,
COPUOS)

Divergent approaches
(U.S. risk-based, China
top-down, EU regulatory)

Light-touch regulation,
varying national rules

U.S. has sectoral mandates
(e.g., CIRCIA), limited
international coordination

Ad hoc or classified,
reliant on national
intelligence capabilities

Fragmented oversight,
reliance on COTS
technologies

Identified Gap

No binding treaties or
enforcement mechanisms for
cyber behavior in space

Incompatible standards and
protocols across countries

No mandatory cybersecurity
requirements or audits for
commercial operators

No global reporting standards
or centralized database for
space-related cyber incidents

No agreed-upon multilateral
process for incident attribution

Limited end-to-end security
verification in satellite design
and launch processes

Implication

Strategic ambiguity and
lack of accountability

Barriers to cooperation
and interoperability in
joint missions

Systemic risk from
unregulated actors
operating critical
infrastructure

Delayed collective
response and limited
threat intelligence sharing

Escalation risks and
ambiguity in deterrence
strategies

Introduction of
exploitable vulnerabilities
into space systems
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As space systems become increasingly integrated into the digital framework of economies, national
defense, and global communications, protecting them from cyber threats has emerged as a critical imperative—
not merely a technical necessity. This study conducts a comparative analysis of the United States, China, and

the European Union, revealing significant advancements while highlighting essential vulnerabilities: divergent
regulatory approaches, inadequate oversight of commercial entities, and a lack of enforceable international
norms. These shortcomings heighten the risk of strategic disruption—from compromised navigation systems
to diminished military readiness—and underscore the urgent need for global cooperation.
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To address these vulnerabilities and foster a more resilient and secure space environment, the
following policy actions are recommended:

Policy Recommendations

1. Establish a Multilateral Cyber Norms Treaty for Space

Advocate for a UN-backed international treaty dedicated to space cybersecurity. Building on existing
forums such as COPUOS and the OEWG, this treaty should explicitly define unacceptable behaviors (e.g.,
cyber interference with civilian satellites), encourage responsible state conduct, and incorporate verification
and enforcement mechanisms to deter malicious activities.

2. Develop Global Standards for Commercial Space Cybersecurity

Foster collaboration among international standards organizations (e.g., ISO, ITU), national space
agencies, and industry leaders to establish baseline cybersecurity requirements for commercial operators.
These standards should encompass secure-by-design engineering practices, mandatory vulnerability
disclosures, and regular cybersecurity audits.

3. Create a Global Space Cyber Incident Reporting Mechanism

Implement a centralized, anonymized platform for reporting cyber incidents affecting space systems.
This initiative would improve situational awareness, facilitate early warning mechanisms, and encourage
cross-border threat intelligence sharing.

4. Enhance Public-Private Partnerships (PPPs) for Threat Mitigation

Replicate and institutionalize successful models like the U.S. Space ISAC in other regions. These
forums should unite defense agencies, commercial space operators, and academic institutions to promote
collaborative threat detection, incident response, and innovations in cyber resilience tailored for space
operations.

5. Incorporate Cybersecurity into Space Launch Licensing and Export Controls

Mandate cybersecurity compliance as a prerequisite for national launch licensing and satellite
export approval processes. This requirement will ensure that all entities entering orbit—particularly those
involved in dual-use or high-stakes missions—adhere to essential minimum cybersecurity standards before
deployment.

Collectively, these recommendations aim to cultivate a secure, resilient, and rules-based space
domain. As space increasingly becomes a critical shared environment and a potential arena for conflict,
nations must transcend fragmented strategies. Establishing a cohesive global framework is imperative—not
just for safeguarding national interests but also for preserving space as a trusted and stable domain for all.

“Space is not only a domain of wonder — it is a domain of risk.
Inaction is no longer an option.”

22 CONCLUSION AND POLICY RECOMMENDATIONS




Endnotes

1 NASA.OCT 02, 2019. Earth’s atmosphere: A multi-
layered cake. NASA Science. https://science.nasa.gov/earth/
earth-atmosphere/earths-atmosphere-a-multi-layered-cake/

2 European Space Agency. About Space Debris.
Accessed March 10, 2025. https://www.esa.int/Space Safety/
Space_Debris/About_space_debris

3 Pavur, James, and Ivan Martinovic. "SOK: Building a
Launchpad for Impactful Satellite Cyber-Security Research."
arXiv preprint arXiv:2010.10872 (2020). https://arxiv.org/
abs/2010.10872

4  Bahney, B. (2020). Space Strategy at a crossroads:
Opportunities and Challenges for 21st century competition
(By Center for Global Security Research, Lawrence
Livermore National Laboratory, & Lawrence Livermore
National Laboratory; Benjamin Bahney, Ed.).

5 Hodgson, Quentin E., et al. Enhancing Space Mission
Assurance to Cyber Threats. RAND Corporation, 2024.
https://www.rand.org/pubs/research_reports/RRA2319-1.
html.

6  Hodgson, Quentin E., et al. Enhancing Space Mission
Assurance to Cyber Threats. RAND Corporation, 2024.
https://www.rand.org/pubs/research_reports/RRA2319-1.
html.

7  Bahney, B. (2020). Space Strategy at a crossroads:
Opportunities and Challenges for 21st century competition
(By Center for Global Security Research, Lawrence
Livermore National Laboratory, & Lawrence Livermore
National Laboratory; Benjamin Bahney, Ed.).

8  Aecrospace Industries Association of America Inc.
Cyber Security Baseline: NAS9924. Aerospace Industries
Association of America Inc., 2013. https://www.aia-
aerospace.org/news/aia-announces-first-cyber-security-
standard/

9  Pavur, James, and Ivan Martinovic. "SOK: Building a
Launchpad for Impactful Satellite Cyber-Security Research."
arXiv preprint arXiv:2010.10872 (2020). https://arxiv.org/
abs/2010.10872

10 Bahney, B. (2020). Space Strategy at a crossroads:
Opportunities and Challenges for 21st century competition
(By Center for Global Security Research, Lawrence
Livermore National Laboratory, & Lawrence Livermore
National Laboratory; Benjamin Bahney, Ed.).

11 Sharfman, Peter, and Samuel Sanders Visner. "Space
Cybersecurity Norms." arXiv, June 2023. https://doi.
org/10.48550/arXiv.2306.07441

12 Cifci, H., & Ergiiner, E. (2025). Analysis of National

Cybersecurity Strategies of G20: objectives, latent themes,

latest trends and comparisons. Data & Policy, 7. https://doi.
org/10.1017/dap.2024.99

ENDNOTES

13 Symonds, E. (2019). COMPARING AND
CONTRASTING SPACE AND CYBER GOVERNANCE
IN MULTILATERAL FORUMS AND U.S. POLICY
INITIATIVES. https://swfound.org/media/206442/symonds_
space_cyber_governance_may2019.pdf

14 McCrary Institute. (2023, April 15). Securing Space:
Addressing the cyber risk [Video]. YouTube. https:/www.
youtube.com/watch?v=WhsFCKPAyTS8

15 Aerospace Industries Association of America Inc.
Cyber Security Baseline: NAS9924. Aerospace Industries
Association of America Inc., 2013. https://www.aia-
aerospace.org/news/aia-announces-first-cyber-security-
standard/

16 Symonds, E. (2019). COMPARING AND
CONTRASTING SPACE AND CYBER GOVERNANCE
IN MULTILATERAL FORUMS AND U.S. POLICY
INITIATIVES. https://swfound.org/media/206442/symonds_
space_cyber_governance_may2019.pdf

17 Hodgson, Quentin E., et al. Enhancing Space Mission
Assurance to Cyber Threats. RAND Corporation, 2024.
https://www.rand.org/pubs/research_reports/RRA2319-1.
html.

18 Development status, trends, and prospects of
cybersecurity strategies and Methods. (2025). Strategic
Study of CAE, 27(1), 14. https://doi.org/10.15302/}-
sscae-2024.10.052

19 Anagnostakis, D. (2021). The European Union-United
States cybersecurity relationship: a transatlantic functional
cooperation. Journal of Cyber Policy, 6(2), 243-261. https://
doi.org/10.1080/23738871.2021.1916975

20 Louise Marie Hurel & Devanny, J. (2023).
Cybersecurity in the New Space Era. Council on Foreign
Relations.

21 Egloff, F. J. (2022). Semi-State Actors in Cybersecurity.
Oxford University Press. https://doi.org/10.1093/book/41488
22 Louise Marie Hurel & Devanny, J. (2023).
Cybersecurity in the New Space Era. Council on Foreign
Relations.




