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Abstract

We are witnessing a paradigm shift in computing—people are increasingly using
Web-based software for tasks that only a few years ago were carried out using
software running locally on their computers. The increasing use of mobile de-
vices, which typically have limited processing power, is catalyzing the idea of
offloading computations to the cloud. It is within this context of cloud computing
that this thesis attempts to address a few key questions: (a) With more computa-
tions moving to the cloud, what is the state of the Internet’s core? In particular, do
routing changes and consistent congestion in the Internet’s core affect end users’
experiences? (b) With software-defined networking (SDN) principles increasingly
being used to manage cloud infrastructures, are the software solutions robust (i.e.,
resilient to bugs)? With service outage costs being prohibitively expensive, how
can we support network operators in experimenting with novel ideas without
crashing their SDN ecosystems? (c) How can we build a large-scale passive IP
geolocation system to geolocate the entire IP address space at once so that cloud-
based software can utilize the geolocation database in enhancing the end-user
experience? (d) Why is the Internet so slow? Since a low-latency network allows
more offloading of computations to the cloud, how can we reduce the latency in

the Internet?
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1

Introduction

Nothing endures but change

— Heraclitus of Ephesus
Greek Philosopher

The Internet is inherently complex and is constantly evolving. Indeed, a re-
markable achievement of computer scientists is in taming the Internet’s complex-
ity in three simple words: its definition that the Internet is simply a “network of
networks”. Abstraction is the community’s forte, after all. While staying com-
pliant to this abstraction for over half a century since its inception, the Internet
has undergone massive changes, spanning the spectrum from the elegant and in-
evitable to the surprising and unexpected. The evolution in the protocols and
techniques used for addressing hosts (or loosely, computers) in the Internet—from
a manually maintained ledger of 32-bit addresses to an elegant decentralized reg-
istration scheme of addresses drawn from a massive 128-bit space—makes for an
interesting testimony (or a story) showcasing one of the many transformations of
the Internet.

People are increasingly using Web-based software for tasks which only a few

years ago were carried out using software running locally on their computers.
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Sometimes the lines between “local” and “remote” computations are intentionally
(and successfully) blurred, and we take for granted that the Internet is intertwined
in almost every task we carry out, whether it is in our desktops, laptops, or mobile
devices. This idea of delivering software as services over the Internet, or cloud—in
essence, performing computations on remote machines and retrieving the results
over the Internet—is what we refer to as cloud computing. It may indeed be worth-
while to debate and attribute the origin of cloud computing to the “time sharing”
concept introduced by John McCarthy [144, 176], and trace its rise, fall and res-
urrection in its current form. As networking researchers, however, we digress
and focus instead, in this thesis, on analyzing the impact of cloud computing on
the Internet and identifying ways to enhance and support the cloud-computing

model.

1.1 Motivation

Whether it started as a means to share expensive resources among multiple users,
or came about as a feasible approach to manage inexpensive systems in a cost-
effective manner, cloud computing has garnered a lot of attention and endorse-
ments, in the form of investments. Google reported that revenues from their cloud
platform could surpass that from Google’s advertising; it is worth noting that 96%
of Google’s revenues are from advertising [121] and it’s advertising revenue is
over 15 billion dollars in any quarter [34, 33, 32]. Gartner’s report on technology
trends for 2015 [94] showed the pervasiveness of cloud computing; most, if not
all, of the technology trends included in the report relied on cloud computing, a
market that is expected to reach over 200 billion dollars in 2016 [95].

Technically, cloud computing encompasses three different models—Software as

a Service (SaaS), Infrastructure as a Service (laaS), and Platform as a Service (PaaS)—



with the difference being in what is abstracted and delivered as a service to the
end users. The term ‘cloud’ is suggestive of the abstraction that masks from the
user from inferring the mechanism or implementation of the services or computa-
tions. In essence, users of the services are often unaware of whether the software
providing the services are running remotely. In this thesis, we do not differentiate
between the different cloud-computing models; the nuances of these models is
neither relevant to our work nor is a requirement for understanding this thesis.

The performance characteristics of the network pipes that bridge the gap be-
tween the local and remote parts, in the cloud computing paradigm, dictate the
experience of the users of the services. Poor performance, e.g., high latency, con-
gestion, in the Internet’s core could drastically affect the end-user experience. Nat-
urally, there is a need to measure and understand the state of the Internet core,
and identify opportunities for improvements. Running software in the cloud, in a
logically centralized location, still provides ample opportunities to individualize
services for each user, with monetization being a key incentive.

Much of the cloud computing infrastructure relies on software modules for
control and management. Software-defined networking (SDN) principles, for in-
stance, are increasingly being used to manage cloud infrastructures [131, 199]. The
SDN ecosystem boasts a thriving developer community providing innovative and
inexpensive, compared to the traditional style of network or infrastructure man-
agement, solutions; the ecosystem is still in its infancy. Automation of network
management can alleviate configuration errors and troubleshooting nightmares,
bugs are inevitable in software. Since the size of the user base of services running
in the cloud often runs into millions, the cloud amplifies the impact of crashes
induced by bugs in application managing the infrastructure. It is also hard to
monetize software that crashes on a personal computer, let alone one running in

the cloud and servicing millions of users. Consequently, it is crucial to understand
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how robust SDN-based solutions are to bugs.

1.2 Contributions

It is within the context of cloud computing that this thesis attempts to address a

few key questions:

e With more computations moving to the cloud, what is the state of the In-
ternet’s core? In particular, do routing changes and consistent congestion in

the Internet’s core affect end users’ experience?

o With software-defined networking (SDN) principles increasingly being used
to manage cloud infrastructures, are the software solutions robust (i.e., re-
silient to bugs)? With service outage costs being prohibitively expensive,
how can we support network operators in experimenting with novel ideas

without crashing their SDN ecosystem?

e How can we build a large-scale passive IP geolocation system to geolocate
the entire IP address space at once so that cloud-based software can utilize

the geolocation database in enhancing the end-user experience?

e Why is the Internet so slow? Since a low-latency network allows more of-
tfloading of computations to the cloud, how can we cut down the latency in

the Internet?

More broadly, this thesis comprises of work along four dimensions: ramifi-
cations of cloud computing, management of cloud infrastructure, leveraging the

cloud, and supporting the cloud-computing model.



1.2.1 Ramifications of Cloud Computing

Today, delivering content to the end users involves a rich and complex interaction
between many servers. Advertisement objects, for instance, result from an on-
line bidding process involving several servers before these objects are delivered
to the end users. We identify a new class of Web traffic, referred to as back-office
Web traffic, that comprises only the data exchange occurring between servers. This
Web traffic, in other words, has servers being both its origin and destination; end
users are not involved in the data exchanges. We used measurements from mul-
tiple vantage points to reveal that back-office Web traffic represents a significant
fraction of the core Internet traffic [175].

The increase in server-to-server communications also has important perfor-
mance implications for the end users. Measuring and monitoring the performance
of server-to-server paths, hence, is critical to estimating the quality of experience
of end users, and consequently, to quantifying monetization of services over the
cloud. To this end, in collaboration with researchers at Akamai, MIT and CAIDA,
we gathered nearly 1.2 billion (traceroute and ping) measurements over both IPv4
and IPv6 between 646 servers of a content delivery network (CDN) located in di-
verse geographic locations and networks across a period of 16 months. We used
the server-to-server paths as a proxy for the Internet’s core and analyzed the im-
pact of routing changes and congestion on the end-to-end latencies [59].

Understanding the performance characteristics of the core is key to designing
software for the cloud. In this regard, our study offers a first look on the impact
of congestion and routing on latency in the core using an extensive data set of
measurements from servers in 70 different countries. Congestion in the core is not
a well-understood topic—some claim it to be the norm, some argue that it is only

prevalent at peak times, and some completely dismiss the notion of a congested



core. To gain insight, we looked for consistent congestion, defined as recurring daily
oscillations in round-trip times (RTTs), in our data set and showed that it is not
the norm in the core. We also demonstrated that even routing changes at the AS-
level do not typically affect the end-to-end latencies. We show that the core can
consistently offer good performance (lower latency), a performance characteristic
that is key to support the rich and complex interaction between servers. The study
also highlights opportunities for reducing the server-to-server path latencies us-
ing dual-stacked servers and these latency reductions, in turn, can improve the

end-users’ experiences.
1.2.2  Management of Cloud Infrastructure

Data centers deployed to run the software or, more generally, computations in the
cloud are increasingly managed by SDN-based software applications [131, 199,
113, 62]. With an emerging marketplace for SDN applications, e.g., HP’s SDN
App Store [18], Open Daylight consortium [16], network operators now have an
opportunity to mix and match SDN applications from a wide variety of vendors
and run them on their data center or enterprise networks.

The current SDN controller architectures, however, do not provide a conducive
environment for experimenting with third-party SDN applications or rapid pro-
totyping of novel ideas. Most controller architectures are monolithic in nature and
often, there is poor or no isolation between the SDN applications. Faults resulting
from bugs in any one component, hence, bring down the entire SDN stack result-
ing in loss of network control. Even if the applications are isolated in sandboxes,
controllers do not support cross-layer transactions that span both control (changes
in application and network state) and data (input message from the network that
effected the state changes) planes. As such, current controllers cannot guarantee

that a crashing SDN application will not leave the network in an inconsistent state.
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To address this issue, we propose LegoSDN, a novel fault-tolerant design of an
SDN controller that is resilient to crashes of SDN applications [57]. We demon-
strate using a prototype implementation that LegoSDN can recover failed SDN
applications three times faster than controller reboots and can even transform a
crash-inducing message to a different but equivalent message (based on the Open-
Flow specification [163]) to recover from deterministic faults [60]. By making the
SDN controller resilient to crashes of SDN applications, LegoSDN encourages op-
erators to experiment with novel applications that can more efficiently monitor
and better utilize the network. A safer and efficient cloud in turn fosters more

offloading of computations to the cloud.
1.2.3 Leveraging the Cloud

Despite the fact that the cloud provides services for millions of users, with some
effort it is still possible to individualize the services for each user; not only are such
customized services desirable, they can be invaluable in monetizing the services.
In this regard, geolocating the IP addresses to infer the end-users’ locations offers
a promising first step towards providing customized services for the end users.
Although the IP geolocation problem has been studied extensively, the systems
discussed in academic literature have relied, typically, on active probing where the
system issues measurement probes to gather delay-based measurements required
for making the geolocation prediction. The task of geolocating the entire IPv4
address space, let alone IPv6, at once is infeasible using active probing. To address
the issue, we collaborated (along with researchers at Akamai, Cornell Universty
and University of Waterloo) in the design and development of Alidade, a passive IP
geolocation system [56].

Alidade is fundamentally different from all prior research systems since it

computes predictions for the entire IP address space while absolutely refraining
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from issuing any measurement probes of its own, either before or after it is pre-
sented with the IP addresses. While geolocation systems relying on extensive use
of active probing often annoy both network operators and the targets probed, pas-
sive geolocation, by definition, is unobtrusive. Alidade’s geolocation prediction is
a polygonal feasible region that represents all possible locations of the IP address,
but the system also makes a point-based prediction for comparing its predictions
with that of the other geolocation systems. Alidade is designed as a map-reduce
application that can ingest a wide variety of measurement and non-measurement
data from both public and private data sets. Rather than treat a geolocation pre-
diction as an output from a black box, Alidade provides details on all inputs that
were available for making the prediction, including those that were not used in
the prediction. By exposing the internals of the algorithm used in making a pre-
diction, Alidade assists the user in making an informed choice on how to use the
prediction. The design choice potentially enables use of machine-learning tech-
niques to automatically explore the space of heuristics and determine better ways
of generating geolocation predictions. An accurate database of geolocation predic-
tions is an invaluable tool for mapping the Internet topology, which can provide

insights into improving the cloud ecosystem.
1.2.4  Supporting the Cloud-Computing Model

Latency is critical to the idea of running software in the cloud. A low-latency net-
work allows more computations to be offloaded to the cloud, while giving the end
users an illusion that they are running their computations locally (on their own
machines). The Internet, however, is shockingly slow! We collaborated with re-
searchers at the University of Illinois, Urbana Champaign to show that the median
time to fetch just the HTML documents of popular Web sites was 35-times slower

than the round-trip speed-of-light (cSpeed) latency (between the corresponding
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clients and servers) [196]. Using the RIPE Atlas [148] measurement platform, we
reveal that inflation in minimum pings measured from the Internet’s edge is often
8-times or more compared to cSpeed latency. We analyzed possible sources of la-
tency and showed that infrastructural improvements alone could reduce latency
by at least a factor of three.

In a subsequent manuscript, we discussed the design of a parallel low-latency
Internet to connect the top cities in United States using microwave communica-
tions along straight-line paths and highlighted the incentives of having such a
parallel low-latency infrastructure [197]. We define page-load time (PLT) as the
time spent by a browser to completely load all the contents of a Web page, and
measure improvements in PLTs when utilizing a parallel low-latency infrastruc-
ture. We use a Web page record-and-replay toolkit to record the page data as well
as the RTTs of the network connections made by the Web browser while fetching
this Web page data, and replay these fetches over an emulated network with RTTs
lower than that originally measured; note that the contents fetched during the re-
play phase is identical to that fetched during the record phase. The measurement
of reductions in PLTs helps us quantify the benefits of latency reductions in terms
of its impact on end-user experience. To this end. we show a 30% reduction in
median PLT, which corresponds to an absolute reduction of 602 ms, when we can

reduce the network latency by 66%.
1.3 Organization

The rest of this thesis is organized as follows. Chapter 2 discusses our network
measurement effort to study the performance characteristics, viz., latency, con-
gestion, of the Internet’s core and identify opportunities to reduce the latency

in the core. Chapter 3 presents LegoSDN, a novel SDN controller architecture



that aims to treat failure as a first-class citizen. We discuss the motivations, sys-
tem design and conclude with comparative evaluation of LegoSDN against the
current state-of-the-art recovery techniques used with SDN stacks. We present
Alidade, a large-scale passive geolocation system in Chapter 4. In this chapter,
we compare Alidade’s geolocation accuracy with many commercial geolocation
databases, and highlight the details included with Alidade’s geolocation predic-
tions. We stress the issues in comparing geolocation databases and conclude with
a case-study to show how Alidade’s different and better than other commercial
offerings. Chapter 5 presents our findings on latency inflations in the Internet.
This chapter includes our analyses using Akamai’s data sets and measurements
performed using the RIPE Atlas platform. A summary of our research efforts is
included in Chapter 7, and we conclude with a brief discussion on future initia-

tives.
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2

A Server-to-Server View of the Internet

One accurate measurement is worth a thousand expert opinions.

— Grace Brewster M. Hopper
Inventor of the 1% programming language compiler

The Internet is massively heterogeneous and is continuously evolving, and no
single vantage point can, hence, capture the breadth of these changes [31]. To cut
the latency in delivering content to end users, CDNs have deployed massively dis-
tributed infrastructures and move content closer to end users. For cloud services,
the needs (for fresh content) and demands (for fast delivery) of a global user base
has forced data to be replicated and served from geographically distributed data-
centers. Consequently, the server-to-server landscape has transformed to support
these data delivery or cloud computing models; delivering data or results of com-
putations to end users involves a rich and complex interaction of many servers.

The network paths between the servers act as an excellent proxy to study the
Internet’s core: these paths capture the performance characteristics of the core
more than that of the other segments of the Internet. It is this server-to-server
view of the Internet that forms the central theme of this chapter. To understand
the complex interactions between servers, we capture and analyze logs, captur-
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ing server-to-server data exchanges, from CDN servers. Our analysis indicates
that these interactions account for a significant fraction of the overall traffic vol-
ume and highlights one of the ramifications of serving data from and offloading
computations to the cloud. In this chapter, we highlight the insights gained into
the Internet’s core by conducting a longitudinal study of network measurements
over server-to-server paths. We discuss how routing changes and congestion in the

Internet’s core affect the end-users’ experience.

2.1 Challenges

There is a rich literature on edge-based (or end-user-based) network measurement
and mapping efforts. Such studies utilize vantage points at the Internet’s edge and
lend an end-user’s perspective on various aspects, e.g., performance of broadband
Internet [203], ISP bandwidth cap and throttling [79], performance of CDNs [209,
173], offloading services to the cloud [193, 81], and video streaming quality [21,
20, 80]. While the performance characteristics of access networks and end-user-
to-server paths are well-studied, measuring the performance of the Internet’s core
remains, largely, an uncharted territory.

A major obstacle to studying the state of the Internet’s core is the limited set
of vantage points to conduct accurate measurements and support such a study.
Looking glass servers, many of which are located at core routers, for instance, can
offer visibility into the core [123, 46]. They are, however, designed for testing basic
reachability and not measure end-to-end path performance. It is practically infea-
sible to collect bidirectional end-to-end measurements between two end points
using looking glass servers, let alone gathering such measurements periodically
and at scale. CDNs deploying massively distributed infrastructures closer to the

end user to deal with the pathologies of TCP implementations [130, 87], also po-
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tentially limit the use of of end-user-based measurements to understand the state
of the core.

Although a number of measurement platforms, viz., PlanetLab [68], are avail-
able, their network coverage is limited: most of the measurement servers on these
platforms are installed in residential and academic networks. Other distributed
platforms viz., RIPE Atlas [148], are widely deployed and, hence, provide better
coverage. There are concerns, nevertheless, about the accuracy of delay-based
measurements obtained using such shared measurement platforms [111]. Cloud
servers are also known to be over-utilized and virtual machines can be trans-
parently migrated to different physical servers [132]; these are not good vantage
points for accurate delay-based measurements.

Studying the performance characteristics of router interconnections between
networks in the Internet’s core at scale would require the installation of thou-
sands of physical servers around the globe at a diverse set of peering locations
including colocation centers, datacenters, Internet exchange points (IXP), as well
as inside eyeball networks. While the idea of installing servers in a number of loca-
tions for Internet measurements is not new and has been shown to provide good
insights [169], it is prohibitively expensive to install servers in a large number of
peering locations and networks.

With more content being moved closer to the end-user, server-to-server paths
have increased in length and have a significant role in dictating the quality of
services offered by content and service providers. In this regard, we present a
large-scale longitudinal study of the effects of routing changes and congestion in
the Internet’s core on the end-to-end latencies of server-to-server paths. We also
measure the server-to-server Web traffic volume and discuss a few traffic charac-

teristics to highlight the ramifications of cloud computing.
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2.2 Contributions

We broadly classify Internet Web traffic into two categories: front-office and back-
office Web traffic. Front-office Web traffic (or front-office traffic, in short) refers to
the traffic involving end users directly, e.g., traffic exchanged between end users
and CDN servers. In contrast, no end users are involved in the back-office Web
traffic (or back-office traffic, in short); the traffic refers to data exchanges between
only machines or servers, e.g., the data exchanged between the CDN servers at
different locations. We measure the back-office traffic volume by analyzing logs
obtained from servers of a CDN at multiple cities.

We investigate the state of the Internet’s core at scale: we exploit the dis-
tributed platform of a large content delivery network, composed of thousands
of servers around the globe, to assess the performance characteristics of the Inter-
net’s core. We routinely performed server-to-server measurements for more than
16 months, in both forward and reverse direction, and report on the state of the In-
ternet core from a service provider perspective. In particular, we study the affect
upon server-to-server round-trip times of (1) routing changes, and (2) significant
daily oscillations in latency, herein called congestion. Our work provides a com-
plementary view of the Internet at a scale that is currently difficult to obtain by
performing measurements at the edge of the Internet.

We summarize our contributions as follows.

e We show, using logs from CDN servers, that server-to-server (or back-office)

traffic accounts for a significant fraction of the core Internet traffic.

o We study the effect of routing changes in the core of the Internet on hundreds
of thousands of server-to-server paths over both long and short time scales.

In our data, the performance degradation due to routing changes is typically
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low. 4% (7%) of routing changes on IPv4 (IPv6), however, increase RTTs by

at least 50 ms for at least 20% of the study period.

We use delay-based methods described in [76, 138] to analyze hundreds of
thousands of server-to-server pairs for congestion events, use a preliminary
router ownership technique to infer the ASes operating the routers involved,

and characterize the links based on the ASes and relationships inferred.

Based on our data set, we show that congestion is not the norm in the Inter-
net’s core, but when it occurs, we detect it in the interior of networks as well
as on the interconnections between two networks. In the context of the lat-
ter, the congestion occurs more often on private peering links. Congestion,
in most cases, contributes about a 20 ms increase in server-to-server path

latencies.

Complementary to other studies such as [73], we find that the overall server-
to-server path performance over both IPv4 and IPv6 protocols is converging.
We also highlight opportunities to reduce server-to-server path latencies by

up to 50 ms, using dual-stacked servers.

Although the key results presented in this chapter are based on a large-scale

study that involves thousands of vantage points located in diverse networks, as

close as possible to the core, we do not argue that the data sets offer a representa-

tive view of the Internet’s core. Unique as it may be, our perspective from a CDN

infrastructure might differ from that of an eyeball or transit provider in the core.

We hope that this study will inspire other follow-up efforts, each presenting dif-

terent views of the complex role of the Internet’s core, that can be complementary

to this work.
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The rest of this chapter is organized as follows. We describe the characteris-
tics of our data sets in Section 2.4 and, briefly discuss back-office Web traffic in
Section 2.5. Using an illustrative example (Section 2.6), we highlight the key ques-
tions, on the performance characteristics of the Internet’s core, that we can answer
using our measurement data sets. We discuss the effect of routing changes (Sec-
tion 2.7) in the core and the impact of consistent congestion (Section 2.8) on the
end-to-end latencies of server-to-server paths. Section 2.9 highlights opportuni-
ties to improve server-to-server path latencies by using dual-stacked servers. We
briefly discuss the implications of the study in Section 2.10 and conclude with a

summary 2.11 of our findings.
2.3 Acknowledgments

The contents of this chapter are based on two different publications: (1) “Back-
Office Web Traffic on The Internet” [175], which is a joint work with Enric Pu-
jol, Philipp Richter, Georgios Smaragdakis, Anja Feldmann, Bruce Maggs, and
Keung-Chi Ng, and (2) “A Server-to-Server View of the Internet” [59], which is
a joint work with Arthur Berger, Georgios Smaragdakis, Matthew Luckie, and

Keung-Chi Ng.
2.4 Data Sets

The data sets in this study were obtained from Akamai’s servers, distributed mea-
surement platform. The CDN operates servers in more than 2000 diverse locations
including colocation centers, Internet exchange points (IXP), datacenters and host-

ing facilities. At each location there may be one or more server clusters'. Most of

1 A server cluster refers to one or more racks of servers all of which are at the same physical
location.
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the servers are dual-stack systems, supporting both IPv4 and IPv6. The CDN op-
erates approximately 10K server clusters and 150K servers around the globe.

For operational reasons, one server at each cluster is utilized to perform mea-
surements (traceroutes and pings) to DNS servers and other CDN servers. These
measurements serve as input to the CDN’s mapping system, which is responsible
for determining how to map end-user requests to appropriate CDN servers [160,
65]. We used these measurements and supplemented them with customized tracer-
oute campaigns conducted from the same measurement servers. Besides these
network measurements, we also gathered logs generated by the CDN servers, for
billing and accounting purposes, to identify and measure server-to-server Web

traffic volume.
2.4.1 Server Logs

To measure server-to-server Web traffic volume, we gathered server logs from the
CDN’s edge, or front-end, servers. Each log line records the details of an exchange
of data where the edge server is one of the endpoints. Thus, the logs capture
the interactions between the edge server and the end users, i. e., front-office Web
traffic, as well as the interactions with other CDN servers and origin servers, i.e.,
back-office Web traffic.

We obtained the server logs from all servers at one cluster in each of five dif-
ferent cities: Chicago, Frankfurt, London, Munich, and Paris.2 Note that there
may be multiple clusters at each city, and we selected only one of the larger clus-
ters in each city. CDNs also deploy multiple servers at each cluster, e.g., for
load-balancing, and servers at each cluster offer a diverse set of services ranging

from Web-site delivery to e-commerce to video streaming. We selected clusters

2 A small fraction of servers at each location did not respond to our requests to retrieve the logs,
but this should not affect the analysis.
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of servers configured to handle Web traffic, and our logs measure Web traffic of

more than 350 TB in volume.
2.4.2 Long-term Measurements

To capture long-term performance characteristics of server-to-server paths we used
traceroutes gathered between all pairs (full mesh) of approximately 600 dual-stack
CDN servers. The servers, each located in a different server cluster, were selected
from over 70 different countries with approximately 39% of the servers located in
the USA. Australia, Germany, India, Japan and Canada are the next top five coun-
tries, in order, by the number of servers present in each country and taken together
they represent 19% of the total number of servers used in the measurement study.

The traceroutes were scheduled once every three hours between all pairs of
servers over both IPv4 and IPv6 protocols for 16 months, from January 2014 through
April 2015. All traceroutes performed during a collection period (or three-hour in-
terval) are grouped together and annotated with an identical timestamp. The data
set contains approximately 2.6B traceroutes. A wide range of factors, e.g., hard-
ware and software maintenance activities, network connectivity issues, affect any
such long-term and large-scale data collection effort and reduce the volume of
data gathered as well as the percentage of traceroutes that are completed. In this
study we considered only the nearly 2B (75%) traceroute measurements that are
complete (the traceroutes reach the intended destinations).

From the router interfaces observed in traceroute, we inferred the autonomous
system (AS) path by mapping the IP addresses at each hop to an AS number (ASN)
corresponding to the origin AS of the longest matching prefix observed in BGP for
each IP address. Possible errors introduced by our simple AS path inference [142,
222,112, 61] may have no impact with respect to our detection of changes in AS

path; though some errors can cause either (1) detecting AS path changes that did
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Table 2.1: Summary of traceroutes (in millions) collected between dual-stack servers
#traceroutes with IPv4 IPv6
complete AS-level data | (70.30%) 741 | (64.03%) 596
missing AS-level data | (1.58%) 16 | (3.32%) 30
missing IP-level data | (28.12%) 296 | (32.65%) 304

not occur or (2) missing changes that did occur. In case of the former, when we
compare the measured RTTs for the two, inferred (but really the same) AS paths,
we would tend to infer only a small, if any, change in the RTTs. Thus, this tends
to increase our inferred proportion of AS-path changes that had little impact on
RTTs, and thus under-represent the proportion that had significant impact. As
instances of significant impact are of greater interest to us, we would just as soon
have the bias in this direction. If the error is when we do not detect a change
in AS path, we would erroneously lump together RTTs that were from different
AS paths. This tends to inflate the estimate of the variability of RTTs and of the
duration of the AS path.

Table 2.1 presents summary statistics of the data set and shows that the major-
ity of traceroutes, 70% over IPv4 and 64% over IPv6, had complete AS-level data—
these traceroutes contained no unresponsive hops, and all IP addresses were cov-
ered by a prefix in BGP. A small fraction of traceroutes (row labeled missing AS-
level data) contained addresses with no known IP-to-ASN mapping. A significant
portion of traceroutes, 28.12% over IPv4 and 32.65% over IPv6, contained unre-
sponsive hops. Traceroutes with data missing at AS-level (because of no known
IP-to-ASN mapping) or IP-level (unresponsive hops), however, can still be used,
and we discuss how we handle these traceroutes in Section 2.7.

We used classic traceroute, except starting in November 2014 we used Paris
traceroute [37] for IPv4. Routers performing per-flow load balancing on a path be-

tween two servers can cause classic traceroute to report erroneous IP-level paths [37].
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The AS path inferred from classic traceroute data can contain loops in AS paths,
though it is rare for the classic traceroute algorithm to be the cause [137]. A small
fraction of traceroutes, 2.16% over IPv4 and 5.5% over IPv6, contain AS-path loops
and were not included in the analyses. Because our measurement platform is a
production CDN, we can neither run experiments with modified versions of sup-
ported protocols (or tools), nor add support for other protocols (or install new
tools), viz., Tokyo Ping [171].

The AS paths inferred from the traceroutes gathered during the 16-month study
period cover 722 unique networks (ASes) over IPv4 and 578 over IPv6. While
there exist no authoritative list of Tier 1 networks, we find that all well-known
Tier 1 networks [215] are captured in our traceroutes. Indeed, ranking the net-
works by the number of traceroutes in which they appear reveals that the top 10
networks, with the exception of Akamai Technologies and Integra Telecom, are

Tier 1 network providers.
2.4.3 Short-term Measurements

We performed a series of measurements over smaller time scales (one or more
weeks) to measure short-term trends in performance characteristics of server-to-
server paths. We analyzed server-to-server ping data collected by the CDN from
February 22™ through 28", 2015. Servers from each one of the several thousand
clusters around the world ping a predetermined set of servers in other clusters
every 15 minutes to gather performance statistics. The ping data set contained
more than 2.9M IPv4 and approximately 1M IPv6 server pairs, each of which
had at least 600 measurements (i.e., nearly 90% or more of the total 672 possible
measurements per server pair).

Using the ping measurements, we identified 100K server pairs where we ob-

served diurnal patterns in the end-to-end RTTs, indicative of congestion (see Sec-
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tion 2.8). We chose a subset of 50K server pairs to ensure that the traceroute mea-
surements between the selected pairs complete in under 30 minutes. The selec-
tion consists of servers from around 3.5K server clusters, located in more than
1000 locations and 100 countries. We repeated the traceroutes, over both IPv4 and
IPv6, between the selected server pairs, in either direction, once every 30 minutes
for more than two consecutive weeks. Finally, to infer congestion between clus-
ters at the same location we performed traceroute campaigns between all servers
(full mesh) colocated at the same datacenter or peering facility with a frequency
of 30 minutes for a period of 20 days. During the measurement campaigns, we
monitored and analyzed the logs of the servers to ensure that servers were not
experiencing high loads and to handle operational disruptions such as routing

maintenance.

2.5 Back-Office Traffic

A CDN can be viewed as a high-bandwidth low-latency conduit that facilitates
data exchanges between end users and different points of origin. They are one of
the major contributors to back-office traffic. In this section, we highlight the in-

sights offered by CDN server logs into server-to-server or back-office Web traffic.
2.5.1 Front-office vs. back-office CDN traffic

The primary focus of a CDN is to serve content to the user as efficiently as possi-
ble. Therefore, one should expect CDN front-office traffic to dominate CDN back-
office traffic in volume. As not all content is cacheable [24], up to date, or popular,
some content has to be fetched from other servers. Moreover, many CDNs, e.g.,
Akamai [198], create and maintain sophisticated overlays to interconnect their
edge servers and origin servers to improve end-to-end performance, to by-pass

network bottlenecks, and to increase tolerance to network or path failures. Hence,
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a CDN edge server may contact, besides origin servers, other CDN servers located
either in the same cluster, with back-office Web traffic routed over a private net-
work, or in a different cluster at the same or different location, with the back-office
Web traffic routed over a private or public network.

With the knowledge of the IP addresses used by the CDN'’s infrastructure, we
differentiate the intra-CDN Web traffic from the traffic between the CDN servers
and end users (CDN-EndUsers), and CDN servers and origin servers (CDN-Origin).
Furthermore, within the class of intra-CDN Web traffic, we differentiate the traffic
between servers in the same cluster from that between servers in different clus-
ters; traffic between servers in the same cluster uses high-capacity low-latency
links and is routed over a private network (Intra-CDN/Private). We note that
this traffic does not qualify as back-office Web traffic routed over the public Inter-
net, which is the main focus of this section. But in order to properly account for
the publicly-routed back-office traffic that we are interested in, we must be able
to separate out the Intra-CDN /Private traffic. Note also that since this category
of back-office Web traffic is not routed via the public Internet it does not accrue
any peering cost or hosting cost. Our classification scheme partitions the Web
traffic identified via the logs into four categories: (1) CDN-EndUsers, (2) Intra-
CDN/Public, (3) Intra-CDN/Private, and (4) CDN-Origin.

Figure 2.1a shows the proportion of traffic observed in each of the above four
categories at the five different locations (or clusters). Not surprisingly, we see that
most traffic is, as expected, CDN-EndUsers traffic. We still observe at least 25%
back-office traffic at each location. Of the five clusters, Paris is the most efficient
from the perspective of the content provider, with more than 70% of the traffic in
the CDN-EndUsers category, and CDN-Origin traffic very low (around 1%).

It is hard to ignore the anomalous behavior at Frankfurt: the end-user traffic,
at Frankfurt, accounts for less than 12% of the overall traffic volume. After dis-
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FIGURE 2.1: A CDN's perspective on back-office Web traffic volume

cussions with the CDN operator, we learned that servers in the Frankfurt cluster
cache content from origin servers for other edge servers in nearby clusters. The
high-volume of Intra-CDN/Public traffic (about 55%) is indicative of this role for
the servers in the Frankfurt cluster. Besides reducing the latency involved in fetch-
ing the content from the origin servers, this practice limits the number of servers
that have to fetch content from the origin servers. The traffic at other locations
show significant volumes in both the Intra-CDN /Public and Intra-CDN/Private
categories. These statistics are indicative of the reliance on cooperative caching
with the CDN.

Using the actual locations of each CDN server as ground truth, we computed
the distances for all Intra-CDN data exchanges. Figure 2.1b plots the resulting
ECDF of the distances for the Intra-CDN/Public traffic weighted by the content
size. The cluster in Frankfurt, in addition to serving end-user traffic, acts as a
caching hub, as explained previously. Figure 2.1b provides further evidence of
Frankfurt’s role as a caching hub. About 20% of the traffic to the cluster in Frank-

furt is being transferred over trans-continent links.> Contrast this with the cluster

3 We assume that distances of 6000 km or more indicate trans-continent links.
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in Munich which receives around 2% of it’s intra-CDN traffic via trans-continent
links; the CDN operator confirmed that Munich does not serve as a caching hub.
Figure 2.1b also reveals that a substantial fraction of the traffic travels only a short
distance. This is expected, since in large metropolitan areas, like those selected for

our study, edge servers are located at multiple data centers in the same city.
2.5.2  Traffic Characteristics

The number of unique end-user addresses to which the edge servers deliver con-
tent, referred to as the fan in, is, unsurprisingly, larger than the combined number
of CDN and origin servers from which they fetch content, referred to as the fan
out. We counted the number unique connections observed in all the four traffic
categories at each location. Figure 2.2 shows that the number of unique connec-
tions in the back-office traffic categories (Intra-CDN/Private, Intra-CDN/Public,
and CDN-origin) is two orders of magnitude less than that in the CDN-EndUsers
category; note that the y-axis is plotted using a log scale. Moreover, the Intra-
CDN/Private category mainly captures intra-cluster data exchanges and thus the
fan out is even smaller. Finally, although the number of unique connections in

the CDN-Origin category is smaller, it is equivalent in order of magnitude to the
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connection count in the Intra-CDN /Public category.

Aggregating the traffic volume by server addresses in both the CDN-Origin as
well as the Intra-CDN /Public category reveals that the traffic is not uniformly dis-
tributed across all servers; rather there are heavy hitters. 20% of the origin servers
contribute to more than 96% of the content delivered to the CDN’s edge servers.
A similar trend manifests in the Intra-CDN/Public category; 20% of the CDN'’s
servers account for over 94% of the traffic volume moved from different servers
in the CDN’s infrastructure to the front-end, or edge, servers. These figures hint
at the impact of the varying popularity and cacheability of content on the traffic
patterns within the CDN infrastructure.

The analyses of the server logs stress unequivocally that the server-to-server
traffic volume is significant and, indeed, different from the other, more widely
studied, traffic categories. With people increasingly using Web-based software
for tasks that were traditionally carried out locally on their machines, we envision

the back-office traffic to only increase in volume in the future.
2.6 Server-to-Server Path Measurements: An Illustrative Example

With a significant volume of traffic flowing over the server-to-server paths, it is
natural to inquire of the nature of these paths: do the paths connecting the servers
remain consistent (not changing often)? To understand how the performance char-
acteristics impact end-users’ experience is also of paramount importance. In this
section, we share a glimpse at our longitudinal measurement study and highlight
the questions it allows us to answer.

To illustrate the complex performance characteristics of server-to-server paths
in the core of the Internet, consider the example in Figure 2.3. Traceroutes were

performed every three hours, in each direction, over IPv4 and over IPv6, between
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FIGURE 2.3: A six-month timeline of RT'Ts observed in traceroutes from a server in Hong
Kong, HK to a server in Osaka, |P exhibiting level shifts (compare RTTs in March with
that in June).

dual-stack servers, one located in a datacenter in Hong Kong and the other in
Osaka, Japan. The figure shows the RTTs between the endpoints (from Hong Kong
to Japan) for the first six months of 2014. Focusing first on the RTTs over IPv4 (the
red line), an obvious feature is level shifts between periods of a baseline RTT with
variability above the baseline. During periods where the baseline RTT was above
150 ms the traceroute went via the west coast of the USA. We inferred the AS paths
from the traceroutes, and at each of the level shifts there was a change in the AS
path in one, or both, directions. Also, there were cases where the AS path changed,
but there was a negligible change in the RTTs. This leads to the first theme of this
chapter: to what extent do changes in the AS path affect round-trip times?

Another key feature of the plot is the spikes in RTT, which are a typical fea-
ture of repeated measurements. Figure 2.4 shows the daily oscillation in RTT (as
opposed to individual spikes) during the period between March 26 and April 2,
2014; this also occurs from February 14th ¢o 2214 A daily oscillation in RTT is often

an indication of congestion during the busy period of the day somewhere along
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FIGURE 2.4: A small section of the RTIs" timeline exhibiting daily variations (observe
the repeating mid-day increases).

the path, or at an endpoint?. A second theme of this chapter is: how common are
periods of daily oscillation in RTT, and where do they occur?

One can ask the higher level question: what affects end-to-end performance more—
routing or congestion? In Figure 2.3, changes in routing seemed to have a greater
impact on RTT.

Now consider the RTTs measured over IPv6 (the blue line). To first order, it
has similar features as IPv4 (the red line). A notable level shift is on April 21,
2014, where the route for IPv6 got much better at the same time that it got worse
for IPv4; RTTs increased by 108 ms over IPv4, and decreased by 168 ms over IPv6.
During March 26" to April 29, the path over IPv6 also experienced a daily oscil-
lation in RTTs, which could have been occurring at equipment that was in both

the IPv4 and IPv6 path. A third theme of this chapter is: how does IPv4 and IPv6

% The probes were ICMP, and routers may handle them differently from UDP and TCP. Thus,
traffic to/from end users may not experience the same degradation as the ICMP probes. Nev-
ertheless, that the ICMP packets did experience the daily oscillation in RTT is evidence of some
stress on some equipment on the path, and could foreshadow degradation in performance for the
user traffic.

27



compare with respect to routing and performance?

We would like to stress that the example we selected for illustration serves
only as a candidate to highlight interesting observations, the challenges inherent
in observing and quantifying them, and interesting research questions that arise.
While it is trivial to analyze manually a few cherry-picked examples, it becomes

impractical after considering only a few tens of server pairs.
2.7 Impact of Routing Changes

We investigated, using the long-term data set, the impact of routing changes in
the core on end-to-end RTTs between server pairs. For simplicity, we restricted
our attention to a set of 60K server-pairs that, for at least 400 days (of the 485 days
of data collection) had, on each day, at least one traceroute between them in both
directions and over both IPv4 and IPv6 protocols. We conclude this section with
a brief analysis using the short-term data set showing that the coarse granularity

of measurements in the long-term data set likely does not affect our results.
2.7.1  Methodology for Inferring Changes

To capture routing changes along the path between any two servers, we treat the
AS paths (with each hop representing a different ASN) between the servers as
delimited strings and use the edit distance between any two AS paths as a measure
of the difference between them. A zero edit distance implies that the AS paths are
the same (no change), while a non-zero value implies a different AS-level route.
Suppose AS paths p; : ASN, — ASN, — ASN, — ASN; and p, : ASN, —
ASN, — ASN,; were observed in traceroutes between two servers A and B at time
t; and t, respectively. The edit distance computation on the path-strings yields
the value one, implying that the paths are different and one change (removal of

ASN,) is required to make p; identical to p;. We also assume that the routing
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change from p; to py happened at t,. Traceroutes may contain one or more hops
either with no IP address (i. e., non-responsive hop) or with an IP address having
no known IP-to-ASN mapping. Although, we cannot eliminate all missing data,
we impute the missing hop (at only the AS-level) in instances where either side of

the missing hop is the same ASN.

Computing Lifetimes. Since our data set contains only one traceroute between
any two servers during each three-hour time period, we assumed an AS path ob-
served from a traceroute to persist for three hours. For instance, AS path pj, in the
example above, is assumed to persist during the time interval [ty, f;), assuming
t1 and t, are consecutive three-hour time intervals (i.e., t; + 3 hours = t;). The
lifetime of an AS path with respect to a set of endpoints is defined as the total time
during which the AS path was observed between the endpoints. For instance, if
path p; was observed 800 times (the periods during which p; was observed do
not need be contiguous) in traceroutes from server A to B, the lifetime of p; is
calculated as 2400 hours (100 days). The AS-path in the other direction (from B to
A) might have a different lifetime depending on how many times, if any, the path
was observed. We also refer to the set of all traceroutes from one server to an-
other (representing a time series) as a trace timeline. As an example, all traceroutes
with source as server A and destination as server B over the period of 16-months
constitute one trace timeline.

In the subsequent sections, we characterize the AS-paths we observe between
the servers and analyze the frequency of changes in AS-path in different trace
timelines. We show how these changes in AS-paths affect the end-to-end latency

of the server-to-server paths.
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FIGURE 2.5: Number of unique AS paths and AS-path pairs observed in the 16-month
study period

2.7.2  Data Trends over Long-term

Unique AS paths. For each trace timeline in the long-term data set, we count
the unique AS paths and show the ECDF of the path counts in Figure 2.5a. We
observe that 18% (16%) of trace timelines over IPv4 (IPv6) contained only one AS
path implying no route change (at AS-level) over the entire duration of the data
set. Approximately 80% of the trace timelines have 5 or fewer different AS paths
over IPv4 and 6 or fewer over IPv6 over 16 months. Only 2% of the trace-timelines
over IPv4 (3% over IPv6) have 10 or more different AS paths.

Since the paths along the forward and reverse directions between two servers
can be asymmetric, we associated the AS path observed in the forward direction
with that observed at the same time (in a traceroute) in the reverse direction (be-
tween the same endpoint pair) and count the number of unique AS-path pairs.
From the ECDF of the path pairs, in Figure 2.5b, we find that 80% of 60K server
pairs in our data have 8 or fewer different AS-path pairs over IPv4 (and 9 or fewer
over IPv6). We observe that routing changes only cause paths between any two

servers to fluctuate between a small set of AS paths.
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FIGURE 2.6: Frequency of routing changes and prevalence of popular AS paths over the
course of 16 months

Prevalence of popular AS paths. We define prevalence of an AS path, similar to
[169], to be the overall likelihood that a particular AS path is observed between
a server pair. Figure 2.6a illustrates the ECDF of the prevalence of the popular
AS paths of all trace timelines where popular AS path of a trace timeline refers
to the AS path with the longest lifetime. The prevalence of the most popular AS
paths was at least 50% for 80% of trace timelines—most trace timelines have one
dominant route or AS path. In less than 20% of the trace timelines the prevalence
of the most popular path was less than 50% over IPv4 and 55% over IPv6; there is
a greater likelihood that these trace timelines experienced more routing changes
(since the prevalence of the most popular AS paths was less than 50%). Popular
paths over IPv6 were observed for relatively shorter durations in comparison to
those over IPv4.

Frequency of routing changes. For each trace timeline, we sort the AS paths (of
each traceroute) by time and compare the difference (edit distance) between any
two AS paths appearing consecutively in time. A non-zero value for difference

indicates a change in route between two corresponding servers. The ECDF of the
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total number of route changes per trace timeline is shown in Figure 2.6b, and 18%
of trace timelines over IPv4 and 16% over IPv6 have no change for the entire time
span of 16 months. Nearly 90% of trace timelines have 30 or fewer changes over
both protocols—if uniformly distributed in time, that is still less than two changes

per month.

Effect of routing changes on RTT. We retrieve the end-to-end RTT and the AS
path from each traceroute, and aggregate the RTTs by AS path, separately for
each trace timeline. This yields, for each trace timeline, one or more AS path buck-
ets each of which is associated with a set of RTTs, and we compute the 10 and
90" percentiles of RTTs in each bucket. The 10" percentile of a bucket captures
the baseline RTT (refer Section 2.6) when traversing the particular AS path (associ-
ated with the bucket), while the 90" percentile takes into account the spikes (refer
Section 2.6) in RTT over the same path. Using the 10" percentile of RTTs as a
heuristic, we denote, for each trace timeline, the AS path with the lowest 10th per-
centile as the best AS path (or the optimal route). Here “best” is in the context of the
paths that were actually observed; we do not consider hypothetical or potential
AS paths.

In any given trace timeline, hence, the difference between the 10" percentile
of the other AS paths and that of the best AS path, quantifies the increase in RTT
incurred as a result of traversing a sub-optimal path. Naturally, trace timelines with
only one AS path are not included in this analysis. By combining (1) the lifetimes
of each sub-optimal AS path for all trace timelines, with (2) the increase in baseline
RTT of that sub-optimal path compared to that of the best AS path for the trace
timeline, we can analyze the correlation between the two variables. Figure 2.7
shows, in the form of heat maps, the scatter plot of these two variables for IPv4

and IPvé.
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FIGURE 2.7: Comparing magnitudes of increase in (baseline) 10t percentile of RTTs of
AS paths (each relative to the best AS path of the corresponding trace timeline) with the
lifetime of AS paths. Sub-optimal AS paths with significantly higher RTTs (top rows) are
often short-lived (left-most columns). Suffixes ‘h’, ‘M’, and ‘D" imply "hours’, ‘months’
and ‘days’.

In both heat maps, the X-axis shows bins corresponding to different deciles of
the distribution of AS-path lifetimes, and the Y-axis shows bins associated with
the deciles of the distribution of magnitudes of increase in 10" percentile of RTTs
of AS paths (each relative to the best AS path of the corresponding trace timeline).
Each bin along the axes represent half-open intervals. The X-axis bin (or interval)
[0.0,3.0h) is not included because it has no data points; the minimum for AS-path
lifetime is 3 hours. The 0""% and 10""% of the AS-path lifetime distribution have
the same value of 3 hours. Hence, in the heat map, the first column, corresponding
to the interval [3.0,6.0%), represents the first two deciles of the AS-path lifetime
distribution.

The value of each cell in the heat map shows the fraction of all AS paths be-
tween the server pairs that exhibited an increase in the RTT compared to the best

path of the server pair for a given length of time; the Y-axis reports the increase
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in RTT, and the X axis reports the length of time covered by that increase in RTT.
For instance, in Figure 2.7a, the sixth cell from the left in the second row from
the top shows that only 0.76% of all (sub-optimal) AS paths observed at least for
one month and at most two months resulted in an increase of at least 26.1 ms and
at most 48.3 ms, when compared to the best AS paths of the corresponding trace
timelines.

Figure 2.7 shows that, for both IPv4 and IPv6 protocols, the baseline RTTs of AS
paths with longer lifetimes (in the bottom right corner) are close in value to that of
the best AS path of corresponding trace timelines. Paths with poor-performance
(large differences in 10" percentiles from the that of the best AS paths are often
those with relatively short lifetimes (in the top left corner). Summing the values
along a particular row provides the percentage of AS paths with increase in base-
line RTTs corresponding to the Y-axis value of that row, and we observe that 10%
of the AS paths suffer an increase of at least 48.3 ms in baseline RTTs over IPv4
and 59 ms over IPv6. 20% of the paths suffer an increase of at least 25 ms in base-
line RTTs. The heat maps also indicate that both IPv4 and IPv6 exhibit similar
patterns—sub-optimal AS paths that result in significant increases in RTT are often
short-lived.

Figure 2.8 similarly shows a heat map for the differences in the 90" percentile
of RTTs of AS paths relative to the best AS paths (with the lowest 90 percentile
value), of corresponding trace timelines. The heat map for the 90" percentile
differences exhibits trends comparable to that of the 10" percentile differences.
10% of the AS paths have at least 70 ms increase in the 90" percentiles of RTTs
compared to that of the best paths of corresponding trace timelines. Instead of
10" and 90" percentiles, if we choose standard deviation as the criterion for best
path selection less than 20% of the paths over both protocols have 20 ms or larger

increases in standard deviation compared to that of the best path (with the lowest
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FIGURE 2.8: Comparing magnitudes of increase in 90" percentile of RTTs of AS paths
(each relative to the best AS path of the corresponding trace timeline) with the lifetime
of AS paths. As the lifetime of AS paths increases the likelihood of the paths being sub-

optimal (not offering the lowest 90" percentile of RTT compared to other paths between
the corresponding server pair) decreases. Suffixes ‘h’, ‘M’, and ‘D" imply ‘hours’, ‘months’
and ‘days’.

standard deviation of RTTs) of corresponding trace timelines.

Figure 2.9 offers a different perspective to understanding the impact of routing
changes on the end-to-end RTTs of server-to-server paths. We pick three different
thresholds—20 ms, 50 ms, and 100 ms—each denoting the least value by which the
end-to-end RTT between a server pair was increased due to routing changes (re-
sulting in sub-optimal AS paths). We identify, for each trace timeline, all the sub-
optimal AS paths that increase the end-to-end RTT by at least a chosen threshold
value, and compute, separately for each trace timeline, the sum of prevalence of
these paths. Figure 2.9 shows the ECDFs of the prevalence of sub-optimal AS
paths, one for each threshold, over both IPv4 and IPvé.

Figure 2.9 offers further evidence that typically a routing change causes only
a small change in RTT; the duration (or prevalence) of the sub-optimal path is

often short. The figure also shows that for a minority of cases the change can be
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FIGURE 2.9: Sub-optimal AS paths: approximately 1% of trace timelines over IPv4 and
2% over IPv6 experienced at least a 100 ms increase in RTT because of sub-optimal AS
paths with prevalence of 20% or more.

significant. Looking at the tail of the distributions, for 10% of trace timelines over
IPv4 the (sub-optimal) AS paths that led to at least a 20 ms increase in RTTs had
a prevalence of at least 30%, i. e., pertained for at least 30% of the time. In case of
IPv6, the prevalence was at least 50%. For 1.1% of trace timelines over IPv4 and
1.3% over IPv6, sub-optimal AS paths resulting in at least 100 ms increase in RTT

had a prevalence of at least 20% over IPv4 and 40% over IPv6.
2.7.3 Data Trends over Short-term

In the previous section, we showed that most server pairs encountered relatively
few AS-path changes, and that most of these changes did not significantly affect
the end-to-end RTT of server-to-server paths. Although a small fraction of AS
paths contributed to an increase of more than 20 ms in the end-to-end RTTs, these
paths were still relatively short-lived. We acknowledge, nevertheless, that our
analyses can underestimate the number of AS path changes since the measure-

ments are only available at 3-hour intervals. Routing changes can happen more
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FIGURE 2.10: Comparing magnitudes of increase in the (a) 10", and (b) 90" percentiles
of RTTs of AS paths (each relative to the “best” AS path of the corresponding trace time-
line) in the short-term data set. Results using traceroutes conducted 3 hours apart (lines
with suffix ‘3hr’) are not different from that using traceroutes done 30 minutes apart (lines
with suffix “All’).

frequently than every 3-hours, and such missed events can affect the inferences
made. To assess the possible impact of the coarse granularity of measurements on
the inferences drawn from the long-term data set, we turn to a subset of our short-
term data set where measurements are made at a comparatively finer granularity.
We used nearly 60M traceroutes gathered every 30 minutes, over a period of 22
days, from March 10, 2015 to March 31, 2015, between approximately 20K servers.

For each trace timeline, we paired the end-to-end RTTs of each traceroute with
the AS path revealed by the traceroute. As explained in Section 2.7.2, we com-
pute the deviations in the 10" and 90" percentiles of RTTs of each AS path of
all trace timelines from that of the best AS path of corresponding timelines. To
assess the possible impact of the coarse granularity of measurements, we repeat
the computation, but consider only a subset of traceroutes separated by at least
3 hours in time. Figure 2.10 shows two ECDFs of the deviations in the 10" and
90" percentiles of RTTs associated with different AS paths: (a) the dotted lines,
labeled ‘IPv4 All” and ‘IPv6 All’, refer to the deviations computed by considering
all traceroutes, and (b) the solid lines, labeled ‘IPv4 3hr” and ‘IPv6 3hr’, refer to the
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deviations computed by only considering the subset of traceroutes separated by
at least 3 hours. The difference between the “All” and ‘3hr” ECDFs of each protocol
is very small, indicating that the events that happen at shorter time scales likely

did not affect the overall analysis in Section 2.7.2.
2.8 Impact of Congestion

Is congestion the norm in the Internet core? Can we quantify the impact of congestion on
the end-to-end RTTs of paths between servers?—these are the questions we examine

in this section.
2.8.1 Is Congestion the Norm in the Core?

We seek to identify consistent congestion, defined as a type of congestion that has a
diurnal cycle with each instance of congestion lasting for a few hours, and quan-
tify its impact on server-to-server communication. We utilize the Time Sequence
Latency Probes (TSLP) method and the automated trace processing technique using
Fast Fourier Transform (FFT) described in [138] as follows. We apply the FFT
(with frequency f = 1/day) on the time series of end-to-end RTTs between server
pairs (as opposed to the difference in RTTs on successive hops as done in [138]).
We consider only the pairs where the power spectral density (i. e., the power signal
distribution around the frequency f) is significant. We divide the power at fre-
quency f by the total power, and consider server pairs where this ratio is at least
0.3° (indication of strong diurnal pattern as a significant fraction of the energy is
concentrated around the 24-hour period). The above is a simplification of the code
from [138] which also detected short-lived daily variations and marginal cases. In

the rest of the section, the word congestion refers only to consistent congestion,

5 The choice of the threshold was based on empirical evidence. We manually inspected some of
the diurnal patterns in RTTs between server pairs captured at different thresholds, and settled on
0.3 as it seemed to capture the type of consistent congestion we wanted to investigate.
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unless otherwise mentioned.

We analyzed server-to-server ping measurements collected using the CDN for
a period of one week®, from February 22 through 28, 2015. Servers located in
one of approximately 10K clusters around the world pinged a pre-selected set of
servers in other clusters every 15 minutes. The data set contains more than 2.9M
IPv4 server pairs and more than 1M IPv6 server pairs with each pair having at
least 600 (of the 672 possible) ping measurements. We calculated the difference
between the 95" and 5! percentiles of RTTs per server pair to estimate the fraction
of server pairs that experienced variations in RTTs exceeding 10ms. Less than
9.5% of the server pairs over IPv4 and less than 4% over IPv6 observed more than
10 ms of variation in RTTs in the one-week period. When we consider server pairs
with a strong diurnal pattern that experience such large variations in RTTs, the
percentages of server pairs over IPv4 and IPv6 drops to 2% and 0.6% respectively.
This indicates that consistent congestion is not the norm in the core of the Internet;
one explanation, perhaps, is that links in the core are very often well provisioned,
since congestion in the core may affect thousands, or even millions, of end-users.
Note, however, that peering disputes have been reported to introduce long-term

congestion in the Internet core [138] and a large population of end users.
2.8.2  Locating Congestion

Unfortunately, it is not possible to infer the congested router-level links with the
ping data. To infer the congested links we perform traceroute campaigns utilizing,
both as a vantage point as well as a target, the subset of servers for which we have
evidence that the path experienced congestion, as described in the previous sec-

tion. The traceroute campaigns took place immediately after the ping campaign

6 We acknowledge that one week is a brief duration, but we manually examined a sampling of
the plots of RTTs to confirm the existence of diurnal patterns in each day of the week.
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and lasted for three weeks. To ensure that a traceroute campaign completes before
the next one is scheduled, we set the frequency of campaigns to 30 minutes.

We define the path from the vantage point of a traceroute to a given hop as a
segment. Moving from the first hop towards the last hop (destination) of a tracer-
oute, each segment of the traceroute contains the previous segment in its entirety
and adds one more hop to it. To identify the segment of a traceroute where con-
gestion occurs, we find the first segment that contributed to the overall increase
in RTT between the endpoints of the traceroute. To reduce the chance that we did
not isolate the contribution of congestion from other dynamics such as routing
asymmetry and routing changes, we considered only the server pairs where the
AS-level paths between them is symmetric and the IP-level path is static in each
direction.

The algorithm works as follows. First, we create a time series of RTTs for each
segment of the traceroute, and for each direction. We then re-calculate the FFT for
each time series, with the frequency and threshold as described in the previous
section. For more than 30% of the IPv4 and IPv6 server pairs with consistent con-
gestion, we observe that a strong congestion signal was present even weeks after
the initial observation. We then infer, for these server pairs, which time series of
which segment best matches the pattern of the end-to-end server pair delay varia-
tion in each direction; a match implies that the corresponding segment contributes
most towards the increase in RTT between the associated server pairs.

To compare the time series of RTTs of each segment, on a path between a server
pair, with the time series of RTTs between the server pair, we use the Pearson cor-
relation coefficient (p). p takes values between —1 and 1, with the higher values
denoting a higher similarity between the two compared time series. We set the
threshold to p = 0.5 to select the segment of a traceroute responsible for conges-
tion between the endpoints. An important insight is that once we infer the first
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segment of the traceroute that exceeds the threshold the following segments have
similar or higher values; this is expected as the RTT level of the links in these
segments has been increased. For our results, we mark the first segment in each
direction as the congested link. Thus, it is possible to locate congestion with high
confidence when it is found at the same link (or AS) on both directions of the path.
We are, however, aware of the complications of traceroutes [187], and, thus, can
only indicate if the congestion occurs inside a network or at an interconnection of
the two networks. In the next section we describe how we distinguish between

internal and interconnection links.

2.8.3 Identifying Router Ownership

Inferring whether a given link is an internal AS link or an interconnection is not
trivial. Our method utilizes an IP-to-AS mapping derived from BGP data as well
as CAIDA'’s AS relationship inferences from the same BGP data [139]. Because
we may observe an IP address where the origin AS of the longest matching prefix
in BGP maps to ASy on a router operated by AS, when crossing an interdomain
link, we devise a set of heuristics to annotate AS owners of routers building on the
initial AS mapping provided by BGP. Because inference of a router’s ownership
is impacted by ambiguities in traceroute (such as third-party IP addresses [222])
and flaws in IP-to-AS mappings [142, 222, 112], our method annotates the likely
owner of most, but not all interfaces. In addition, the traceroutes we use only
cover paths between servers, and thus, we lack visibility of other paths that may
have provided constraints that enable us to infer ownership of more routers, and
stress the need for an approach that has been thoroughly validated.

We processed all traceroute paths as a set focusing on sequences of IP address
hops IPx,IPy, ...,IP; revealed in the traceroute paths, where each hop is a dif-

ferent IP address and not in the IANA reserved range. Our process begins by
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FIGURE 2.11: Router ownership inference heuristics used on traceroutes to label inter-
faces observed with possible owners. The interfaces being labeled are shown in red and
noted with a black dot.

labeling each IP address with the possible inferences of ownership based on other
IP addresses surrounding it in traceroute paths. Figure 2.11 illustrates five of the
six heuristics we used and lists the names of heuristics. For instance, if both IP,
and IP, were announced by AS;, we labeled IP, as being possibly owned by AS; as
in Figure 2.11a. We refer to this heuristic as the first heuristic since IP, appeared
before IP, in the traceroute, and both addresses were announced by AS;. Simi-
larly, suppose IP, does not have an IP-to-AS mapping because the address was
not announced in BGP, but the IP addresses IP, and IP, at the surrounding hops
were announced by AS; as in Figure 2.11b; in this scenario, we labeled IP, as being
possibly owned by AS;.

We also used the AS relationship inferences to inform our ownership infer-
ences as follows. If IPy and [Py are announced by AS; and IP; by AS;, and AS;is a
customer of AS;, then we labeled IPy as on a router possibly owned by AS; based
on the heuristic that, to interconnect with a provider, a customer typically uses
the address assigned by that provider, as in Figure 2.11c. Similarly, not shown in
Figure 2.11, if IPy is announced by AS; and IP, by AS;, and AS; is a provider of

AS;, then we labeled IPy as on a router possibly owned by AS; using the heuristic

42



that we observed the address on an interface of a provider’s router that is facing
its customer.

Because of the sparsity of our traceroute data, some IP addresses are observed
in paths with insufficient constraints to make an inference. For example, there is
no convention in a peering relationship that suggests which AS provides the ad-
dress space used to establish a point-to-point link. If we had traceroute paths that
observed the same addresses towards other networks, these paths could provide
additional labels on who the likely owner of the router is. However, when we
examined these addresses, they were often observed adjacent to other addresses
tor which we had possible labels. We exploit this insight as follows. Suppose we
observed links [P — IPy, IPy; — IPy, and IP,3 — IP,,, and we had labeled IP,; and
IP,, with the same possible AS owner AS; as in Figure 2.11d; we then also label
IP,3 as also possibly owned by AS; provided that AS; also announces the router’s
interface in BGP, with the assumption that traceroute paths to other destinations
might have fulfilled the first constraint as with IP,; and IPy,. Similarly, suppose
all links observed from unlabeled IP, were [Py — IP,q, IPy — IP,, and IPy — IPy3,
and IPy, IPy, and IPy3 were all mapped to AS; and all had owner labels as in Fig-
ure 2.11e; we label IP, as being possibly owned by the AS announcing IPy1, IP,
and IP,3 in BGP.

Once we have labeled IP addresses with their possible AS owners, we infer,
for each IP address, one AS (as the owner) from the candidate owners available
for that address. For addresses with only one possible candidate, the algorithm
trivially assigns that candidate as the sole owner. When an address has multiple
candidate owners, if the most frequent label applied was the first heuristic we
use that corresponding AS owner. Note that our approach is solving a different
problem than the heuristics proposed by Chen et. al [66]. Their work was focused
on accurately inferring AS links from traceroute paths, rather than inferring which
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AS operates a given router.

With the inferences of AS owners of router IP addresses, we can then infer
whether a congested link is an internal link or interconnection and infer the link type
viz., provider-to-provider (p2p) and customer-to-provider (c2p). Because traceroutes
from more than one server pair can traverse the same link, it is possible for a link
to be marked as congested by more than one server-to-server pair—in some cases,
hundreds of server-to-server pairs.

In our study of IPv4 traceroutes, we identified 3155 IP-IP links to be respon-
sible for congestion. Of these around 1768 were internal links and 1121 were in-
terconnection links. Note, however, that it is possible to misidentify a number of
interconnection links as internal. Of the 1121 interconnection links, we identified
658 to be p2p and 463 to be c2p. For the remaining 266 links it was not possible
to infer if the link was an internal or interconnection link. Thus a higher number
of internal links are detected to be congested as compared with interconnection
links. However, when we weight the links by the number of server-to-servers
paths that cross them, we find that the interconnection links are more popular.
The large majority of the interconnection links with congestion were private in-
terconnects. In our datasets around 60 links that were established over the public
switching fabric of IXPs experienced congestion. This is not surprising since most
IXPs have strict service level agreements (SLAs) concerning the peak utilization
level and duration of the switch port used by the members; for instance, refer to
the SLA of one of the largest IXPs AMS-IX in Amsterdam [35]. Thus, we expect

that significant congestion occurs in cross-connects.
2.8.4 Estimating Congestion Overhead

In Figure 2.12 we present the overhead due to the congestion in our data set. For

both internal and interconnection links the typical overhead is between 20 ms and
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FIGURE 2.12: Density of the congestion overhead in our data set

30ms. Indeed, values in this range contribute to more than 60% of the density for
both types of links. A closer investigation shows that for server pairs within the
US, values between 20 ms and 30 ms were responsible for close to 90% of the den-
sity. We attribute this to the uniform way that router buffers are configured with
rule-of-thumb value of RTT to be 100 ms. In Europe and Asia, the density around
the range of 20ms and 30 ms is less prominent—close to 30%. We attribute this to
different buffer configurations used by operators, possibly due to the differences
in RTTs that may be related to the size of the countries.

When focusing on trans-continental links the distribution shifts to higher val-
ues, typically around 60 ms. We attribute this to higher buffer sizes due to high
RTT due to trans-continental distances. In a number of interconnection links in
Asia as well as in trans-continental links between Asia and Europe we noticed
very high values—around 90 ms. One explanation is that there may be multiple

congested links in the path that cannot be inferred with traceroute, e.g., due to
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FIGURE 2.13: Comparison end-to-end RTTs and inflation in RTT5 over IPv4 with those
over IPv6

MPLS tunneling. However, from our data set, there is no clear correlation be-
tween the geographical distance or distance in IP hops between two regions and
the overhead due to congestion. In fact, the magnitude of congestion is greater at
some closely located server pairs as compared with distantly located server pairs.

Inferences from IPv6 data set are very similar.

2.9 IPv4 vs IPv6

In the long-term data set, whenever we observe end-to-end RTTs in traceroutes
between any pair of source and destination IP addresses, conducted at the same
time, over both IPv4 and IPv6, we calculate the difference in measured RTTs over
both protocols (RTT,4 — RTT); the ECDFs of the RTT differences is shown in Fig-
ure 2.13a. The differences in RTTs observed from 826 M traceroutes (correspond-
ing to approx. 196K server pairs), show by the line labeled “All” in Figure 2.13a,
highlight that for nearly 50% of the traceroutes (shaded region) the end-to-end
RTTs are similar (differences in end-to-end RTTs are less than 10 ms) over both

the protocols. For the remaining traceroutes, simply switching from one protocol
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to the other offers a reduction of more than 10 ms in latency. Looking at the tail
above 50 ms (below —50 ms) shows that for 3.7% (8.5%) of the endpoint pairs, the
RTT can be reduced by at least 50 ms by using IPv6 instead of IPv4 (IPv4 instead
of IPv6).

We also looked at a subset of traceroutes (170M traceroutes corresponding to
161K server pairs) that had similar AS paths over IPv4 and IPv6, and the ECDF
of the RTT differences for this subset is also included in Figure 2.13a (line labeled
‘Same AS-paths’). Even in this restricted set, the choice of protocol is relevant for
approximately 30% of the traceroutes (RTT differences are at least 10 ms). Similar
to the trend observed in the previous unrestricted case, RTTs over IPv4 are slightly
lower compared to that over IPv6; while IPv6 offers 10 ms or lesser RTT compared
to IPv4 for 10% of the traceroutes, RTTs over IPv6 is higher compared to that over
IPv4 by at least 10 ms for more than 18% of the traceroutes. Overall performance
between dual-stacked servers with the same AS path in both protocols result in
much more similar delays than those that use different AS paths, in line with
similar prior studies [157].

We have ground truth on the locations of the servers in the data set, and we
analyzed traces from over 750K endpoint pairs and computed for each pair the
median RTT. For each pair, we also calculated cRTT, defined as the time it takes
for a packet traveling at the speed of light in free space to traverse the round-
trip distance between the endpoint pair. We define inflation between an endpoint
pair as the ratio of the median observed RTT to the cRTT of that endpoint pair.
Figure 2.13b shows that in the median the observed inflation over IPv4 (3.01) and
IPv6 (3.1) do not differ much, and even at the 90" percentiles the difference (5.3
for IPv4 and 5.9 for IPv6) is minimal. These values are comparable to a similar
study of inflation [196] but on the end-user to server paths. Figure 2.13b also
shows inflation between endpoint pairs both of which are in US, and inflation
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where the path between endpoint pairs (connecting US and Germany, or US and
Australia, or US and India, or US and Japan) involves transcontinental links. Not
surprisingly, in our data, inflation involving transcontinental links is significantly
lower compared to inflation between endpoints pairs in the US.

While Singla et al. [196] geolocated the end-users for computing the RTT infla-
tion, which can affect the results (depending on the accuracy of the geolocation),
we have ground truth on locations of servers, and we also compare the inflation in
RTT between the endpoints over both IPv4 and IPv6. The inflation shown in Fig-
ure 2.13b is based only on end-to-end RTTs between servers and hence, inflation
in the core most likely stem from infrastructure inefficiencies; for instance, there

are no DNS lookups or TCP handshakes involved in these calculations.

2.10 Discussion

Using server-to-server paths as a proxy to the Internet’s core, we show that con-
gestion is not the norm in the Internet’s core and also that routing changes, for
the most part, do not significantly affect the end-to-end RTTs. Studies [225] have
shown that when the RTTs of end-user-to-server paths increase significantly, a
significant fraction of such instances can be attributed to routing changes. In the
context of server-to-server paths, our results confirm, however, that the converse
is not true: routing changes only rarely have a significant impact on the end-to-
end RTTs of paths.

A natural question to ask is whether the non-typical cases are more prevalent
for routing or congestion. Although we do not have an ideal side-by-side compar-
ison, our results suggest that routing changes have the greater impact. Figure 2.9
on routing shows that for 10% of trace timelines the (sub-optimal) AS paths that

led to at least 20 ms increase in RTTs pertained for at least 30% of the study period
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for IPv4 and 50% for IPv6. In contrast, in Section 2.8 on congestion, just 2% (much
less than 10%) of the server pairs over IPv4, and just 0.6% over IPv6, experience a
strong diurnal pattern with an increase in RTT of least 10 ms. It is, nevertheless,
possible that in case of a particular server pair congestion might be the greater
issue.

Prior studies have shown that having control of both endpoints of a commu-
nication channel, as in the case of server-to-server communications, offers great
benefits; for instance, proprietary protocols can be deployed with minimal effort
to deal with the pathologies of TCP [87, 160]. Through this study, we report on
two additional characteristics of server-to-server communications: (1) server-to-
server paths are consistent, suffering little or no change at the AS level, and (2)
routing changes and consistent congestion, in the core, typically do not affect the
end-to-end RTTs of the server-to-server paths. Based on our study, the behavior of
the server-to-server landscape is in stark contrast with that of other segments of
the Internet, e.g., access networks. Performance of access networks, for instance,
typically experience time-of-day effects, exhibiting poor performance during the
peak hours [203, 173].

We show that there is hardly any difference in end-to-end latency for close to
70% of traceroutes that use the same AS paths over IPv4 and IPv6. Our longitudi-
nal study strongly endorses transitioning to IPv6. Citing latency penalty incurred
due to use of IPv6 is no longer a feasible excuse, at least not in the Internet’s core,
to delay IPv6 adoption. Even when latency over both protocols is not similar, us-
ing dual-stack deployments to carefully switch from one protocol to the other can
yield substantial performance gains. IPv6 is faster than IPv4 in at least 10% of the
traceroutes in our longitudinal study. Latency penalties incurred by forcing use of
IPv4, in the core, all the time can impact end-users” experience; latency penalties
in the core may have a multiplicative effect on end-to-end latencies [196].
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Studies of known peering disputes [138] show that congestion of particular
links that run “hot” experience unusually high delays, but the congestion disap-
pears in a few hours after agreements to settle the disputes. These emphasize the
highly variable nature of the Internet’s core necessitating continuous monitoring
over longer time periods for accurate evaluations. Our work is an example of such
a continuous monitoring over a period of 16-months.

The observed performance characteristics may be due to the structural changes
in Internet’s core, also referred to as “flattening of the Internet” [187, 77, 22], or the
increase of peering locations [63, 64], or the pressure on transit providers to offer
cheaper and competitive service [134], or investments in alternative high-speed
networks [196], or the deployment of the massively distributed server infrastruc-
tures [49, 116, 160, 154, 23]; it is hard to pin-point the exact root cause without
further studies.

An understandable criticism is that the view of the Internet’s core from the
perspective of a service provider may be different than that of other networks, e.g.,
eyeball, transit. Indeed, it is possible that measurements from other platforms,
viz., Dasu [188], iPlane [141], may offer a different view of the Internet’s core. Such
studies will complement our work and aid in finding the exact root causes behind
the observations. Other performance characteristics such as the available capacity
in the Internet’s core [27] should also be revisited given the recent changes in the

Internet ecosystem.

211 Summary

With the adoption of the cloud computing paradigm, server-to-server interactions
have become a key determinant in the realization of cloud services. Latencies in

the core may impact end-users’ experience and affect monetization of cloud ser-
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vices. We exploit a large corpus of measurements in both forward and reverse
directions between thousands of CDN servers, and, using the server-to-server
landscape as a proxy to the Internet’s core, offer insights into the performance
characteristics of the core. Our data suggests that significant daily oscillations in
latency, herein called congestion, is not the norm in the Internet’s core. However,
at times, some links do experience congestion, and we detected such incidents on
a greater number of internal links than interconnection links. When we weight
the links by the number of server-to-servers paths that cross them, we find that
the interconnection links are more popular. The large majority of the interconnec-
tion links with congestion were private interconnects. We also show that while
routing changes typically have marginal or no impact on the end-to-end RTTs, 4%
(7%) of routing changes on IPv4 (IPv6) increase RTTs by at least 50 ms for at least
20% of the study period. The non-typical cases affecting RTTs are more prevalent
for routing than congestion.

It is imperative to understand the ramifications of cloud computing on state of
the Internet’s core. In this regard, our work on the back-office traffic only scratches
the surface, and highlights the need for more studies of the server-to-server land-
scape. Our longitudinal study, further, focuses only on the latencies in the Inter-
net’s core. We encourage follow-up work focusing on other characteristics, viz.,
available bandwidth, packet loss, and utilizing other measurement platforms to
further enrich our understanding of the Internet’s core. The similarity in perfor-
mance characteristics over IPv4 and IPv6 also calls for a study to understand to
what extent infrastructure is shared between IPv4 and IPv6, and we plan on ad-

dressing this question in future work.
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3

Failures as a First-class Citizen

Most software today is very much like an Eqyptian pyramid
with millions of bricks piled on top of each other, with no
structural integrity, but just done by brute force and thousands
of slaves.

— Alan Kay
ACM A M. Turing Award Winner 2003

Software-defined networking (SDN) decouples the control plane from the data
plane, and offers a simple, centralized view to programmatically manage the
data plane. SDN has indeed revolutionized the way we manage our networks:
many of the biggest names in the industry, e.g., Google [131, 15, 17, 116], Mi-
crosoft [199, 100], Facebook, Amazon, extensively employ SDN-based solutions
to manage their cloud infrastructure. Today, the SDN ecosystem boasts of a rich
diversity of SDN controllers and innovative control applications (SDN-Apps); en-
terprise network operators can build customized solutions and deploy them with
ease. The SDN approach virtually marginalizes the traditional (or manual) error-
prone network management tasks. But bugs are endemic in software and SDN-
Apps are no exception.

A key appeal of SDN lies in its ability to enable innovative control applica-

52



tions (SDN-Apps). These SDN-Apps contain sophisticated code to interface with
increasingly complicated controller code-bases and to interoperate with complex
and, often, buggy switches [126]. The end-result of these complexities is that SDN-
Apps are prone to a variety of bugs (e. g., timing bugs [52, 172], or null pointers).
The SDN-Apps, furthermore, are likely to be provided with limited testing by
third party entities—a trend that is expected to become more prevalent given the
recent success of open-source controllers, e. g., OpenDaylight [16], and the emer-
gence of SDN app stores, e. g., HP’s SDN App Store [18].

Recent efforts to improve the reliability of SDN-Apps and availability of the
SDN controller have been along three directions: first, diagnosing and pinpoint-
ing the root cause of failures [52, 190]; second, attacking the root cause of failures
by providing better programming abstractions for developers [172, 51]; and third,
developing better fault-recovery techniques through controller replication [118,
125, 219]. Of the three, only the last direction enables the SDN controller to recover
from SDN-App failures in production networks. In case of controller replication,
multiple replicas of the controller are deployed with each replica maintaining a
state machine. Events are input to all the replicas in the same order, thus keeping
all state machines identical to one another. One of the replicas is designated as
the leader (or master), and when the master fails, a different replica can transpar-
ently take over and resume control of the SDN-Apps and the network. Controller
replication, however, does not offer much help, when the crash of the SDN-App
is caused by deterministic bugs.

There is a rich literature on the topic of fault tolerance, with studies address-
ing the issue in different contexts and particularly, distributed systems, operat-
ing systems and application servers. Direct application of these well-researched
techniques to the problem of making controllers fault-tolerant to SDN-App fail-
ures, nevertheless, is not feasible. Techniques like reboot [50] or replay [207], for
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instance, cannot be applied directly to the SDN control plane; certain fundamen-
tal assumptions made by these techniques do not hold true in an SDN environ-
ment. Both the network and SDN-Apps, moreover, contain state, and reboot-
ing [50] the SDN-App (after a crash) will eliminate this state and consequently, in-
troduce inconsistency issues. Further, if the crash was due to deterministic bugs,
replaying events [207, 177, 185] to restore the SDN-App’s state will be stuck in a
never-ending crash-and-reboot loop. In addition, attempts to tackle deterministic
bugs [177, 185] tend to change the application’s environment and may introduce
erroneous output [185].

A key feature of SDNs is the clean, narrow and open application program-
ming interface (API) that is used for communication between the data and control
planes. This feature differentiates SDN’s fault tolerance from traditional OS fault
tolerance wherein little is known about the semantics of the messages that the ap-
plication processes. Using the API’s specification, we can extract the semantics
of the API and understand the intent of each message or event. Further, we can
exploit this knowledge to develop recovery mechanisms that can make modifica-
tions to the SDN-App code, environment, and/or its input without violating the
semantics of the SDN-App code.

There are a number of challenges in safely recovering SDN-Apps from fail-
ures. First, network state is manipulated and shared by many SDN-Apps; a state-
ful SDN-App internally maintains a subset of the network state, which reflects
its view of the network. Given this replicated state across stateful SDN-Apps, a
key challenge lies in maintaining a consistent network state across the different
SDN-Apps during failure recovery. Second, although, the semantics of the SDN
control messages are well-specified and well-documented, no protocols exist to
exploit this information for designing a better recovery mechanism. Determining

how to leverage the semantic knowledge of the protocol in improving recovery
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mechanisms is also a hard problem. Third, the monolithic design of current SDN
controllers implies that a failure of any one component renders the entire con-
trol plane unavailable [58]. There is a need, consequently, for a better isolation
between the different components.

In this chapter, we take a bold step towards developing a fault-tolerant con-
troller architecture, called LegoSDN, that explicitly aims to safely recover SDN-
Apps from both deterministic and non-deterministic failures. LegoSDN builds on
the well-defined abstractions [58] to develop a hierarchy of event transformations,
and to add support for transactions that cut across data and control planes. We
present a prototype implementation that isolates the SDN-Apps from one another
and from the controller by running each within a sandbox; failure of an SDN-App
is restricted to the sandbox in which it is run. The interactions between the con-
troller and SDN-Apps are carried out via remote procedure calls (RPC).

LegoSDN tackles the challenge of maintaining consistency across different SDN-
Apps by employing fine-grained transactional semantics spanning both the data
and control planes, and thereby enabling the controller to rollback changes made
by a crashing SDN-App without impacting other (healthy) SDN-Apps. The trans-
actional semantics, moreover, include conflict detection and resolution to main-
tain consistency between the SDN-Apps.

LegoSDN employs novel domain-specific transformations that modify crash-
inducing events into semantically equivalent, but syntactically different, events to
safely recover a crashed SDN-App. These transformed events are then replayed to
the SDN-App restored from the crash. The transform-and-replay process contin-
ues until the SDN-App can process the transformed events successfully (without
crashing). The system also provides a framework for searching through the space
of equivalent events and automating this transform-and-replay process.

As a proof-of-concept, we re-architected the Floodlight controller to support
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LegoSDN. Using this prototype, we demonstrate that LegoSDN imposes minimal
overheads and requires no modifications to the SDN-Apps (designed to run us-
ing Floodlight), thus shielding SDN-App developers from having to spend time
learning the complexities of LegoSDN. Using a synthetic fault injector to crash-test
SDN-Apps and using mininet [128] for emulating a network topology, we evalu-
ated LegoSDN using five different SDN-Apps by exploring the time to recovery
and by analyzing the implications of maintaining consistency.

Our contributions can be summarized as follows.

e Cross-Layer Transaction Manager: We propose a framework to provide
transactional semantics across both control and data planes; this framework
allows us to isolate failures and maintain consistency by rolling back changes

made by failed SDN-Apps without requiring hardware changes to the switches
(83.4).

e SDN Event Transformer: We present a protocol for overcoming determinis-
tic failures by extending traditional log-replay-based techniques to include
domain-specific transformations that preserve the SDN-App semantics (in-

tent and meaning) (§3.5).

e Implementation and Evaluation: We build a working prototype of a con-

troller architecture that implements our primitives in Floodlight.
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evaluations to demonstrate the validity of our ideas.
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3.2 Motivation

In this section, we review the state of the SDN ecosystem (§3.2.1) and describe the
issues posed by SDN-App crashes! (§3.2.2). We, then, highlight the challenges in
recovering SDN-Apps from crashes (§3.2.4) and outline the design goals (§3.2.5)

of a fault-tolerant controller architecture.
3.2.1 State of the SDN Ecosystem

The SDN ecosystem has witnessed tremendous growth over the last decade with
some of the biggest names in the technology sector, e.g., Google, Microsoft, em-
bracing SDN-based solutions to manage their infrastructures [131, 199]. In the
realm of enterprise networking, numerous startups, e.g., Veriflow [19], PLUM-
grid [14], Big Switch Networks [13] have emerged with innovative SDN-Apps.
Today, enterprise SDN adopters have a rich selection of SDN controllers—Open
Daylight [16], Floodlight [42], Ryu [70], POX [182], NOX [181]—and an even richer
set of options for SDN-Apps from different software vendors.

Indeed, enterprises, today, can mix and match SDN controllers and SDN-Apps
from different vendors. We list a few SDN-Apps in Table 3.1, briefly describe
their purpose, and indicate whether they are third-party SDN-Apps. A third-party
SDN-App implies that the SDN-App is developed by a software vendor which is
different from that of the SDN controller (with which the SDN-App is designed
to run). The Virtual Tenant Network (VIN) [150] from NEC [9], for instance,
is a third-party SDN-App designed to run with the SDN controller from Open
Daylight [16]. On the other hand, the BigTap [3] SDN-App and the Floodlight
SDN controller with which it runs are both developed by Big Switch Networks,

Inc. [13]; hence, the designation of in house under the Developer column for this

1 The terms ‘crash’, ‘“fault’, and “failures’ are used interchangeably, and refer to abrupt termination
of the SDN-App, unless otherwise mentioned.
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Table 3.1: Brief list of SDN-Apps showcasing the rich diversity in the SDN ecosystem:
many SDN-Apps come from third-party software vendors

Application | Developer | Purpose

BGP Pathman [69] | Third Party | Traffic Engineering
Biglap [3] | In-house | Security

CloudNaas | Third Party | Cloud Provisioning

FlowScale [5] | Third Party | Traffic Engineering
FortNox | Third Party | Security
RouteFlow [186] | Third Party | Routing

SNAC | Third Party | Enterprise Provisioning
Stratos [96] | Third Party | Cloud Provisioning
VTN [150] | Third Party | Cloud Provisioning

SDN-App.

Table 3.1 reinforces the notion that the SDN ecosystem embodies an 4 la carte
system, wherein different portions of the stack are developed by different entities.
In HP’s App Store [18], for instance, there are as many community contributed
SDN-Apps (i.e., contributed not by HP but by third-party vendors) as there are
SDN-Apps from HP. This diversity in component developers will only become
richer with movements such as the Open Daylight Consortium [16] and the SDN
hackathons [164, 165, 54] hosted by various organizations. While the diversity
helps in fostering innovation, it is challenging to build reliable solutions from
bundling components from different vendors. Each software vendor test their
products in different ways, and a solution put together by combining these prod-
ucts may reveal scenarios which none of the component developer envisioned
or captured in their test suites. Components also need not remain open source,
which makes integration testing harder.

Bugs are endemic in software, and SDN-Apps are no exception. Unfortunately,
many SDN-Apps do not have public forums or public bug databases (or trackers)

to help us analyze the bugs and quantify their impact. Luckily, recent work [172,
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190, 52] on debugging SDN-Apps have uncovered a number of interesting bugs in
the SDN-Apps for Floodlight [42], POX [182], and NOX [181] controllers. Further,
a cursory examination of the Open Daylight bug repository shows that bugs are
present, unsurprisingly, even in the SDN-Apps that come bundled (i.e., developed
in-house) with the controller. While novel abstractions [51] are being developed
to minimize the number of bugs, there’s no silver bullet for eliminating bugs. Ex-
tensive studies on software-engineering practices indicate that bugs are prevalent
in most applications, and that most bugs in production quality code do not even
have fixes [218]. In an SDN network, bugs in an SDN-App can bring down the
entire SDN stack [58, 195].

3.2.2 SDN-App Failure Scenarios

SDN-Apps are designed typically to be event-driven? with the implementation
comprising event handlers for different inputs or network events, e.g., link acti-
vation (link-up) or switch failures (switch-down). Anecdotal evidences [172, 52],
unsurprisingly, suggest that most of the bugs reside in these event handlers. We
focus, hence, on these event handlers of the SDN-Apps.

Failures resulting from the bugs in SDN-Apps can be broadly classified into
two types—fail-stop failures and invariant violations. Fail-stop failures are those
where the SDN-App terminates unexpectedly due to invalid memory accesses
(e.g., null-pointer dereferences) or evaluation of erroneous expressions (e.g., divi-
sion by zero). Invariant violations refer to scenarios where the SDN-App installs a
set of OpenFlow rules that violate a network invariant, e.g., creating a loop or creat-
ing a black hole. Fail-stop bugs will bring down the entire SDN controller, because
of the lack of isolation between the SDN-App and the controller, while invariant

violations introduce inconsistencies (or policy violations) in the network.

2 Traditional control-plane applications, e.g., OSPF, Spanning Tree, are similarly event-driven.
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Although techniques exist [124, 195, 118] to detect and potentially isolate these
failures, they offer little help once an SDN-App encounters a failure. These tech-
niques cannot safely recover the SDN-App, and,in particular, there are very few

tools for recovering SDN-Apps from deterministic failures.
3.2.3 Implications of SDN-App Failures

Cascading fail-stop failures can cripple the entire SDN stack, since crash of the
controller translates often loss of network control. OpenFlow switches can be
configured to operate either in fail-open mode or fail-close mode. When config-
ured in fail-open mode the switches default to performing traditional ethernet-
based switching when the controller is unavailable. In case a fail-stop failure,
switches operating in fail-open mode can result in violations of network policies
(e.g., security requirements, service-level agreements (SLAs)). In fail-close mode,
the switches effectively do nothing when the controller fails, and network control
is lost until the SDN stack is rebooted. In an SDN environment, both the control
plane and the data plane may maintain state (e.g., topology information, flow-
level statistics). Fail-stop failures can result in the loss of this state, introducing
network inconsistencies, as a consequence. Rebooting the SDN stack, hence, is
often not a feasible solution, when the lost state cannot be safely recovered.

The network is a shared substrate—multiple SDN-Apps may configure the same
set of network devices in different (non-conflicting®) ways to implement differ-
ent network policies. The network policies often require atomic configuration of
several network devices; but the mechanisms for enforcing these policies are not
atomic. For instance, in Figure 3.1a, App; modifies three switches on the network

to setup a path for a flow. App,, however, may fail midway (Figure 3.1b) dur-

3 We assume non-conflicting behavior, since the alternative is disastrous even in the absence of
bugs or failures.
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FIGURE 3.1: Normal and failure scenarios of an SDN-App setting up a flow path via
configuration of flow tables at three network switches.

ing the path setup operation resulting in only a partial update of the network; in
this scenario, not all rules required for the path setup were issued to the switches
before the SDN-App crashed. Such partial updates to the network introduce in-

consistency, i.e., an incomplete path (Figure 3.1b).
3.2.4 Challenges in Crash Recovery

SDN-App failures have implications on both the control and data planes. Recov-
ery efforts can be simplified by treating the network, SDN controller and all the
SDN-Apps as one holistic system and creating a snapshot (or checkpoint) of this
holistic system [221]. Rolling back to a prior checkpoint safely removes all actions
effected on the network and restores the SDN stack to the last known (healthy)
state. But adding support to generate and restore checkpoints across the network
requires addition of new primitives to the switches. A more feasible alternative
is to log all network events and replay them to the controller (and SDN-Apps) in
the event of a crash [210]. But this approach is extremely time consuming. The
overheads of these recovery mechanisms renders them impractical in a produc-

tion network.
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Anecdotal evidences suggest that the most common failures are due to a com-
bination of unexpected timing and concurrency issues [172]. Regardless, these
errors are often deterministic in nature and simply replaying the events in the
same order will be insufficient. For example, the concurrency bugs tackled in
OF.CPP [172] are deterministic and require more advanced techniques than sim-
ple reboot [50] or log-replay [210]. Many of these bugs require some transfor-
mation of the failure-inducing message(s); these can be simple transformations,
e.g., reordering, to solve the concurrency related errors [172, 52], or more complex
transformations involving modifications to the messages or deletions of a subset
of messages to tackle other issues.

A key challenge in transforming messages is in ensuring that the transformed
events maintain protocol equivalence with the original input messages. More con-
cretely, the transformations performed should retain the semantic intent of the
original messages while adhering to the protocol specification. Fortunately, Open-
Flow events are well-documented and their semantics are clearly defined in the
OpenFlow specification. We can extract the intent and meaning of each message
using the OpenFlow specification, and use this information to create a set list of
potential transformations for each event or message. This effort represents a one-

time cost that can be shared across various controllers and SDN-Apps.
3.2.5 Design Goals

We can summarize our observations as follows: failures in SDN-Apps are, typi-
cally, deterministic in nature and require recovery mechanisms that are more so-
phisticated compared to checkpoint-restore or reboot (and replay); the semantics
of SDN events (or control messages) are well-known and can be used to create a
list of event-specific transformations to provide for safe recovery of SDN-Apps,

particularly in case of deterministic faults; safe recovery entails maintaining con-
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sistency across both the control and data planes, and we need a set of novel tech-
niques that are faster and safer than existing approaches. Based on these obser-
vations, we identify the following design goals for a fault-tolerant SDN controller

architecture.

e Isolation: The impact of failures should be limited to the failing SDN-App.
The costs and overhead of failure recovery should be limited to the failed
SDN-App or, in the worst case, the control plane. Failure or recovery of an

SDN-App should not affect the other (healthy) SDN-Apps.

e Safe Recovery: A failed SDN-App should be recovered in a manner that

ensures consistency of state across the data and control planes.

e Minimal SDN-App Developer Effort: Failure recovery techniques have a
steep learning curve and developers, hence, should not be required to make

any code changes to take advantage of a new fault-tolerant architecture.

e Fast Recovery: Although the control plane is not required to respond at
the granularity of microseconds or milliseconds, several seconds of down-
time [210] can result in violations of SLAs*. Thus, recovery should happen

in a timely manner.

Isolation of SDN-Apps promotes high availability and simplifies failure recov-
ery, while ensuring consistency of state during recovery prevents the recovery
efforts from violating network policies. By minimizing developer effort and offer-
ing a fast recovery we hope to remove any remaining barriers to enterprise SDN

adoption and support rapid prototyping of innovative ideas.

4 SLAs can be violated, for instance, by failing to create, within a given time, the required low-
latency or high-throughput network paths.

63



3.3 System Architecture

The controller’s inability to tolerate crashes of SDN-Apps is symptomatic of a
larger endemic issue in the design of the controller’s architecture. In this section,
we present LegoSDN — a fault-tolerant redesign of the SDN controller architec-
ture that allows the SDN controller to run in spite of SDN-App crashes. The design of

LegoSDN is centered around three key abstractions:

1. An isolation layer between SDN-Apps to eliminate the fate-sharing relation-
ships between the SDN controller and the SDN-Apps, and between the SDN-

Apps themselves.

2. A transaction layer that bundles both control-plane and data-plane state
changes, and the (input) network event into one atomic update to facilitate

consistent rollback or recovery operations.

3. A network rollback mechanism that accurately and efficiently undoes trans-

formations to network state.

To support these abstractions, LegoSDN acts as a shim layer between the SDN
controller and the SDN-Apps, transparently® modifying the application-controller
interface. The system include three components—AppVisor, Cross-Layer Transac-
tion Manager, and Event Transformer—to make the SDN controller resilient to SDN-
App crashes. The architecture of a LegoSDN controller (Figure 3.2b) represents a
significant departure from traditional controllers (Figure 3.2a) in the following
ways.

Isolating SDN-Apps via Sandboxes. Each SDN-App, in LegosDN, runs as a

separate process in a sandbox. The SDN controller runs in its own sandbox without

5 Neither the controller nor the SDN-App require any code change.
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FIGURE 3.2: Comparison of LegoSDN architecture with the current SDN controller ar-
chitectures.

any SDN-Apps. Sandboxes leverage the process isolation provided by operating
systems to avoid cascading of fail-stop failures (from one SDN-App to others or
to the SDN controller). The AppVisor handles the interaction between the SDN
controller and the isolated SDN-Apps via remote procedure calls (RPC); neither
the SDN controller nor the SDN-Apps, nevertheless, are aware of the isolation
provided. Every single input to the SDN-Apps and output from the SDN-Apps
passes via the AppVisor, and the system leverages this advantage to handle and
overcome the failures of SDN-Apps. This component can also detect fail-stop
failures and associate an input as the cause of the failure. Invariant violations, on
the other hand, can be detected by connecting the AppVisor to policy-compliance
checkers, e.g., VeriFlow [124].

Transaction Support. For each input event processed by an SDN-App, LegoSDN
keeps track of output generated by the SDN-App in response to that input. The
pairs of input events and output messages along with a snapshot of the state of
the SDN-App (Figure 3.3) is defined as a cross-layer transaction (named so, since the

transaction spans both the control and data planes; refer to §3.4). A transaction is
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considered committed with the creation of a successful snapshot or checkpoint (Fig-
ure 3.4a) of the concerned SDN-App. In the event of a failure (Figure 3.4c), cross-
layer transactions allow LegoSDN both to revert the SDN-App using the snapshot
from the previously committed transaction, and to undo the impact of the output
messages, if any, of the failed SDN-App on the network; essentially, the former re-
verts the control-plane (SDN-App state) changes and the latter reverts data-plane
(network state) changes. Cross-layer transactions offer all-or-none semantics for
the actions of an SDN-App on the network; in other words, the SDN-App either
successfully processes a set of input events and, in response, effects necessary
changes to the network, or it does not process the events at all.

Replay. The (cross-layer) transaction manager maintains a set of replay buffers
(Figure 3.4b), one for each SDN-App, which hold all input events of the trans-
action that is currently in progress. The replay buffer of an SDN-App is cleared
when the associated is committed. In the event of an SDN-App crash, after restor-
ing the SDN-App using a prior snapshot, the contents of the SDN-App’s replay
buffer are replayed to bring the SDN-App to the state prior to the crash. The size
of the replay buffers depends on the size of the transaction (the number of input
events included in a single transaction) and determines the time and complexity

of the replay efforts.
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Safe Recovery. The Event Transformer component assists in recovering an
SDN-App from faults (in particular, deterministic faults). Rather than replaying
the messages available in the replay buffer, following a crash, the event trans-
former can transform an event (Figure 3.4d) to a different (but equivalent) event
that the SDN-App can, perhaps, process without encountering another crash. The
event transformer cycles through a set of predefined transformations for each
event until it finds the transformation that allows the recovered SDN-App to make

progress.
3.4 Cross-Layer Transactions

We define a cross-layer transaction as the state generated and/or modified in the
control and data planes as a result of an SDN-App processing one or more input
network events. More concretely, for a set of input events {el, €, ..., eN} processed
by an SDN-App, a cross-layer transaction is the set of variables {v1, vy, ..., v,} that
changed within the SDN-App and the set of output messages {01,02,...,0,} sent
to the network. The variables make up the control-plane portion of the transaction
whereas the output messages to the network comprise the data-plane portion of
the transaction. The events {ej,e,...,en} are the messages stored in the replay
buffer until the transaction containing them is committed. Cross-layer transac-
tions allows LegoSDN to perform a successful rollback of the SDN ecosystem to a
consistent state after a failure. In addition, these transactions ensure that the im-
plications of the failed SDN-App on the shared network substrate are not exposed
to the other (healthy) SDN-Apps.

Cross-layer transactions require support for the following three primitives:

e Cross-Layer Snapshots: Before an SDN-App begins a transaction, we have

to generate snapshots of the state of both the SDN-App and the network.
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Checkpointing an SDN-App is relatively easy [71] compared to checkpoint-
ing network state since data plane devices currently lack appropriate primi-

tives to support the operation.

e Synchronized Rollback: In the event of a failure of an SDN-App, we have
to rollback the current (uncommitted) transaction, which implies undoing
changes effected by the SDN-App on the network. Rollback of changes to
the network, unsurprisingly, is quite challenging. While orthogonal state
management tools [201, 125] facilitate tracking of changes to the network,

none provide adequate primitives to support rollback.

e Data Plane Consistency: The network acts a shared substrate between dif-
ferent SDN-Apps, since network state may be shared among and manipu-
lated by many SDN-Apps. As a consequence, a naive rollback of network
state, when an SDN-App fails, may introduce inconsistent state in other
(healthy) SDN-Apps. Hence, we need support for primitives to detect con-

flicts and systematically resolve them.
3.4.1 Snapshots

In LegoSDN, with AppVisor interposed between the SDN controller and the SDN-
Apps, the controller can easily checkpoint an SDN-App before triggering one of
its event handlers with an input. Creating checkpoints of the data plane, never-
theless, is hard since it requires modifications to the switch hardware [221, 83].
To eliminate the need for switch hardware changes, we introduce a (data-plane)
state-management layer to the controller. The state-management layer, imple-
mented by NetLog, models the data plane (or network) as a transactional sys-
tem. NetLog supports grouping of multiple actions (entries to be installed in flow

tables of switches) into one atomic operation (or update) and leverages existing
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Table 3.2: State-changing control messages and their inverses.

Control Message | Inverse Control Message

FlowMod (add flow) | FlowMod (remove flow)
Change port status | Change port status
PacketOut | No known inverse

work [180] to support consistent updates. By collaborating with the AppVisor,
NetLog monitors the changes effected on the network by an SDN-App, and as-
sociates these changes to the input event processed by the SDN-App. Should a
transaction fail (i.e., should an SDN-App fail in the middle of processing an in-
put), NetLog can identify the exact set of changes made to the network that need
to be reverted. Optionally, NetLog can also buffer the changes to the network and
only release data-plane changes after successful processing of the input. Buffer-
ing the output messages allows us to shield the network and other SDN-Apps
from the impact of a SDN-App failure. But buffering introduces latency and can
quickly become an impediment in a production network; we choose, hence, to

flush the SDN messages to the network as soon as possible.
3.4.2 Rollbacks

After a failure, the cross-layer transaction manager rolls back both the control
plane changes (SDN-App state) and the data plane (network) changes to the last
stable snapshot; the rollback operation undoes the impact of the failed transac-
tion on both the control and data planes. Rolling back control plane changes is a
relatively simple and straightforward process, and it can be done using existing
checkpoint-and-restore tools, e.g., CRIU [71]. Undoing data-plane changes, how-
ever, is complicated since the changes are tracked and maintained (in LegoSDN)
by NetLog rather than by the switches. NetLog, however, can identify, as men-

tioned before, the exact set of changes that need to be rolled back.
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When a transaction fails, control messages must be generated and sent to the
appropriate devices to undo the changes associated with the failed transaction. To
handle this rollback operation, NetLog leverages the insight that control messages
which modify network state are invertible: for every state altering control mes-
sage, A, there exists another control message, B, that rolls back A’s state change.
Table 3.2 lists a representative sample of state-altering control messages and their
inverses. The key observation is that a message A and it’s inverse B are of the
same type, but with different payloads. The inverse of a FlowMod message adding
a flow entry, for instance, is also a FlowMod, but with a different flag indicating the
deletion of the entry.

The rollback operation also results in the loss of soft-state stored in the switch
hardware. For instance, while we can undo a rule deletion by adding the rule
back to the flow-table of the appropriate switch, the soft-state associated with the
flow entry, e.g., timeout, flow counters, cannot be restored. NetLog handles this
issue by maintaining the soft-state associated with the different network switches.
Therefore, should NetLog need to restore a flow-table entry, it can add the entry
with the appropriate timeout value. For counters, it stores the old counter values
in a dedicated counter-cache and updates, in flight (with the help of AppVisor),
the counter value in messages, e.g., statistics reply, (to be delivered to SDN-Apps)

with appropriate values from its counter-cache.
3.4.3 Maintaining Consistency

The switches in an SDN network form a shared substrate; different SDN-Apps
can access and manipulate the same flow-table entries on a switch. During a roll-
back, hence, changes to the network state may affect other healthy SDN-Apps. In
Figure 3.5a, a flow-table entry created by a failing SDN-App (App,) is read by a
healthy SDN-App (App;).- Removing this flow-table entry during a rollback of the
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FIGURE 3.5: Data-plane conflicts that may arise during failure recovery.

failed transaction of App, may impact the healthy SDN-App App;; we refer to this
issue as a read-write conflict (Figure 3.5a). Orthogonally, in Figure 3.5b, the flow-
table entry created by the failing SDN-App App, is modified, at a later time by the
healthy SDN-App App;; this issue is referred to as a write-write conflict.

These data-plane conflicts can be avoided by rolling back changes correspond-
ing to all conflicting SDN-Apps, but, due to the intricate in-network dependen-
cies, this strategy can result in a cascade of rollbacks, leading inevitable to a roll-
back of all SDN-Apps in the SDN stack. Besides, the act of rolling back the changes
made by a healthy SDN-App may also introduce unforeseen failures, causing the
rollback itself to fail. This strategy of undoing changes of all conflicting SDN-Apps
violates several of our design goals, and it can be infeasible in practice. LegoSDN,
instead, follows a more systematic and practical approach to handling the data-
plane conflicts.

Write-Read Conflicts: We utilize special control messages which allows the
data plane to inform an SDN-App that the network state has changed. For in-
stance, the flow removed message can be used to inform an SDN-App that a flow-
table entry is removed from a switch. To rollback a flow-table entry, NetLog sends
the inverse (data-plane) message to the network, and sends, in parallel, the flow

removed message to all SDN-Apps with a write-read conflict on this entry. The flow
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removed notifications allow the SDN-Apps to react appropriately to the change in
the network state; the SDN-Apps are still oblivious to the rollback operation and
simply are responding to a valid network event indicating a flow-table rule re-
moval. We assume that the SDN-Apps can handle the flow-removal notification,
and this assumption will, most probably, hold since such a notification can be
generated even under normal (no failure) scenarios.

Write-Write Conflicts: In this scenario, the changes made by the failing SDN-
App have been overwritten by another SDN-App. Hence, LegoSDN neither sends
an inverse message to the network nor does it try to send messages to the healthy

SDN-Apps. Essentially, LegoSDN supports last writer wins semantics.

3.5 Event Transformations

Upon restoring the SDN-App and the data-plane to a consistent snapshot, the
SDN-App must be fed the set of inputs that it had received between the start of
the transactions and the event that caused the SDN-App to crash. The events must
be replayed to ensure that the SDN-App is aware of all changes to the network;
e.g., arrival of a new flow or a link failure.

In the best case, the replay buffer will contain one event, and in the worst-
case, it will contain N events — where N is the number of events in a cross-layer
transaction.

Traditional checkpoint-replay techniques simply replay these events in the
same order with no modifications. Unfortunately, such a strict replay of the events
only works for non-deterministic failures. In case of deterministic failures, strict
replay will result in reproducing the failure. If LegoSDN relies on such naive re-
play mechanisms then the SDN-App will be stuck in an endless recover-replay

loop.
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Table 3.3: Sample list of event transformations in LegoSDN.

Original | Transformation Type | Transformed

link-down Escalate switch-down
flow-removed Escalate link-down
switch-up Toggle switch-down, switch-up

To overcome deterministic faults, the event transformer determines the small-
est set of events in the replay buffer that causes the SDN-App to crash and changes
these events to ensure that the SDN-App recovers without failures. To do this, the
event transformer includes a predefined set of rules that specify how to modify a
given event (to an SDN-App) and under which condition, such transformations
are valid.

These rules are created based an extensive study of the OpenFlow specifica-
tion and switch behavior. By studying the specification, we are able to deter-
mine the meaning and intent of each event. More importantly, we are able to
develop systematic methods for transforming an event M into a set of events,
T = {Mj, My...My}, such that T conveys the intent of the original event, M,
according to the protocol specification. In determining valid transformations to
create new events, our goal is not necessarily to explore the exact same code-path
or ensure that the SDN-App will produce identical output events. Our goal is to
rather find a set of events, T, that allow the SDN-App to process the intent of the
original event and to respond to this intent, without crashing again. Currently,
LegoSDN supports the following three transformations, with Table 3.3 listing a

few samples.

e Toggle: Most OpenFlow events express a state change in a network element,
e.g., link-up expresses a state change in a port. Many events, moreover, have

two states—up/down, on/off, or installed /un-installed. A toggle transforma-
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tion changes an event M into two events {M’, M}, where M’ is the inverse of
the state represented by M. For example, a link-down is changed to {link-up,

link-down}.

e Escalate: There is a natural hierarchy amongst network elements, e.g., a
flow table is a member of a switch, a link is a member of a switch. This
hierarchy can be leveraged in designing event transformations (Figure 3.6).
To this end, an escalate transformation changes an event M into M’, where
M’ is the equivalent state transition in the parent element. For example, a

link-down becomes a switch-down.

e Reorder: When there is more than one event in the replay buffer, a reorder
transformation can reorder the events prior to replay. When reordering
events in the replay buffer, however, LegoSDN maintains the following in-

variant: no reordering of messages from the same switch.

Restoring an SDN-App with event transformers: After restoring a crashed
SDN-App, there are two scenarios to consider during replay: the first, the last
event handled is the cause of the crash and transforming this last event, hence,
will allow the SDN-App to recover successfully; the second, the failure is the cul-
mination of one or more earlier events (essentially, not the last event). In this
work, we focus on the former and leave discussions on how to extend LegoSDN
to address the latter scenario in §3.9.

When the last event in the replay buffer is the cause of the failure, LegoSDN
replays all but the last event and transforms the last event prior to replaying it.
If replay fails, LegoSDN retries with a different transformation. This transform-
and-replay process is repeated until any of the following conditions is met: all
transformations are exhausted; (recovery) timer expired; the SDN-App success-
fully recovered from the failure.
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FIGURE 3.6: Hierarchy of Event Transformations.

Ordering of Transformations: To guide the exploration through the space of
transformations, the event transformer ranks the transformations in terms of po-
tential impact on the network and favors less disruptive over more disruptive
transformations. The event transformer, further, prefers transformations that re-
sult in a smaller set of messages (i.e., smaller value for |T).

Bounding Replay Time with a Recovery Timer: The time spent in event-
replay and transformations depends on the number of transformations tried and
replay attempts both of which are bounded by the desired level of reactivity.
We bound the recovery time, in our case, based on the time taken for controller
restarts. In practice, we limit the size of the transaction buffer to the average num-
ber of messages that LegoSDN can successfully replay and transform in the spec-
ified amount of time. While this practice provides low recovery times, there may
be room for further optimizations.

Exposing Transformations to Network Operators: The act of transforming
events compromises an SDN-App’s ability to implement network policies com-
pletely. Unfortunately, for security related SDN-Apps, network operators may be
unwilling to compromise on network policies. To account for this, we provide

a simple configuration file through which operators can specify, on a per SDN-
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App basis, the set of events, if any, that can be transformed and the set of valid
transformations to consider.

Ultimately, LegoSDN’s goal is to make the SDN-Apps and not the network
operators oblivious to failures. Thus, while during recovery, LegoSDN can gener-
ate a problem ticket from the captured stack-traces (or core dump), controller logs
and the offending event. This ticket can help network operators to understand
and triage the bug.

Limitations: Currently, LegoSDN supports a predefined set of transforma-
tions. The space of potential transformations, however, is larger than that cur-
rently explored. We envision that a domain-specific language will be provided to

allow developers or network operators to define new transformations.
3.6 Prototype

We developed a prototype implementation of LegoSDNE to illustrate the utility
of our architecture. We realized our prototype by modifying the Floodlight con-
troller to include a transaction manager and an event transformer. We also made
appropriate changes to support isolation and sand-boxing of the SDN-Apps from
the controller and from each other. Although LegoSDN is designed to work with
FloodLight, the architecture and abstractions can be easily ported to other modu-
lar SDN controllers, such as, OpenDayLight [16] and ONOS [39]. Next, we discuss
the highlights of our prototype.

Sand-boxing SDN-Apps: To sandbox and isolate each SDN-App, we run each
SDN-App in a different JVM. We eliminate the need to modify or rewrite the SDN-
Apps by instrumenting the sandbox (JVM) and adding java classes to implement

the controller interface. These classes convert all local function calls from the SDN-

® Source code of the prototype implementation and documentation is available at http://
legosdn.cs.duke.edu
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App to the controller into remote procedure calls over UDP.

At the controller, we create a proxy SDN-App that processes these remote pro-
cedure calls and converts them back into function calls to the appropriate methods
in the controller. To ensure that the SDN-Apps get all their subscribed events, the
proxy SDN-App registers itself with the controller, on behalf of the SDN-Apps, to
receive those events.

Transaction Manager: The transaction manager is implemented within the
controller as part of the proxy code that controls interactions between the SDN-
App and the controller. To create the control plane snapshots, we capture a check-
point of the SDN-App’s JVM with CRIU [71]. 7

Event-Transformer: A key property of this component is to perform consis-
tent transformations for each SDN-App. Floodlight, like most other controllers,
caches topology information within the controller and provides access to this
cache through a number of controller modules. In implementing the event-transformer,
we had to ensure that access to this cached information returned consistent trans-
formed events regardless of the controller modules used to access the cache. Since
all calls between the SDN-App and the controller happen via our proxy, we were
able to consistently enforce transformations by implementing the event-transformer

within the proxy.
3.7 Evaluation

In this section, we evaluate LegoSDN using a number of realistic SDN-Apps and
compare LegoSDN'’s performance with the state-of-the-art approaches, e.g., con-

troller restarts. We quantify the time spent in various phases of recovery and

7 CRIU cannot checkpoint processes with active network connections and this posed a key chal-
lenge for implementing the RPC calls between the SDN-App and the controller. This motivated
our choice of UDP as the communication channel for RPCs.
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highlight opportunities for further improvement. We conclude by showcasing
the benefits of supporting cross-layer transactions and the capabilities of event

transformations.
3.7.1 Experimental Setup

In our experiments, we used five different SDN-Apps: Hub, Learning Switch (L.Switch),
Load Balancer (LoadBal.), Route Manager (Rt.Flow), and Stateful Firewall. These SDN-
Apps cover both the proactive and reactive development paradigms, with L.Switch,
Hub, and Stateful Firewall being reactive and the remaining being proactive SDN-
Apps. The SDN-Apps were written for the vanilla Floodlight controller and needed
no modifications to run on LegoSDN.

The SDN-Apps Hub and Learning Switch came bundled with Floodlight [42].
Hub simply floods a packet received on a switch port over all the remaining ports
on the switch. Learning Switch examines the packet to learn the MAC-address-
port mapping, flooding the packet only when a mapping is unknown. While Hub
installs no rules on any switch, Learning Switch installs rules based on the map-
pings it learns. The Route Manager SDN-App computes the shortest path dis-
tance between all pairs of hosts and pre-installs, on each switch, the route to all
reachable hosts on the network. The Load Balancer is a specialized version of
the Router Manager that attempts to evenly balance the number of flows across
different links to a given destination.

The Stateful Firewall SDN-App intercepts TCP packets between the trusted
and untrusted parts of the network and only allows the packets if the connec-
tion was initiated from the trusted part of the network; it drops any attempt to
open a connection from the untrusted part to the trusted part of the network. For
the purpose of demonstration, we designed the Stateful Firewall SDN-App not

to install any rule; hence, actual routing of the packet (once it is deemed as al-
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lowed by Stateful Firewall) is done using Hub in our experiments. The firewall
was designed as such to make testing easier, and while the design is inefficient in
practice, it does not affect the conclusions drawn.

We used mininet [128] to emulate a network with the desired topology and
Python scripts to emulate the traffic between hosts as required for different exper-
iments. The experiments were carried out on a small testbed consisting of two
Linux servers running Ubuntu 14.04 LTS and connected by a 1 Gbps link with a
latency of 10 ms. Each machine had 12 cores with 16 GB of memory. All the ex-
periments were conducted with the controller and isolated SDN-Apps running on
one server, and with mininet and the scripts running on the other.

To crash SDN-Apps when using LegoSDN, we developed a fault-injector shim
that can be configured to generate a RuntimeException in response to a specific
input. When launching the SDN-Apps, we can pass configuration parameters
(via a properties file) to crash one or more SDN-Apps either deterministically on
a specific event, e.g., a port-down event, or randomly on any input (to emulate
non-deterministic faults). When using the SDN-Apps with the traditional Flood-
light controller, we use a carefully re-written faulty version of the SDN-Apps that
injected fault in a manner similar to that of the fault-injector shim. This fault in-
jection approach allows us to emulate most crash inducing errors except memory

corruptions.
3.7.2  Recovery Time

To compare LegoSDN against other recovery mechanisms, we crashed different
SDN-Apps, each for 60 times, by generating faults, and measured the recovery
time of each SDN-App under different recovery mechanisms. We define the re-
covery time of an SDN-App as the time between when an SDN-App (or SDN

stack) crashed and when the SDN-App was ready to process the next input. The
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FIGURE 3.7: Comparison of different recovery techniques and analysis of time spent in
different recovery functions

SDN-Apps were crash tested separately with each test comprising only one SDN-
App.

Figure 3.7a plots the median recovery time of the SDN-Apps under three dif-
ferent recovery mechanisms: LegoSDN, controller reboot (Ctrlr. Reboot), and appli-
cation reboot (App. Reboot). By LegoSDN, we refer to the use of our prototype
implementation with a transaction size of 16 input messages or events. Con-
troller reboot implies letting the SDN-App (and the SDN controller stack) crash
and restarting the SDN stack again. Application reboot, or naive restarts, refer to
restarting of the SDN-App after a crash and retrying the message again. Appli-
cation reboot, hence, implicitly assumes that some mechanism exists to run the
SDN-App in a separate OS process address space.

Unsurprisingly, controller reboots are infeasible, since the time to recover is
in the order of seconds, and the network will be unavailable during this period.
Crash of any one SDN-App also translates to crash of the entire SDN stack, as
all applications are bundled with the controller and run as a single OS process.
Application reboots are at least two orders of magnitude faster than the other two

recovery mechanisms, but are ineffective against deterministic bugs (we elabo-
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rate on this point in § 3.7.3). Controller reboots, in contrast, can recover from
deterministic faults since the crash inducing message is dropped or ignored; in
fact, messages that arrive at the controller while recovery is in progress are also
dropped.

LegoSDN is slower compared to application reboots, but it is more than 3x
faster than controller reboots. Similar to application reboots, the controller is not
affected and there is no loss of network control during recovery in LegoSDN. Un-
like application reboots, however, LegoSDN can recover from both non-deterministic
and deterministic faults (with support from the event transformer component).
The error bars on top of the bar plots in Figure 3.7a represent one standard de-
viation around the median recovery time. The standard deviations of recovery
times are much larger for LegoSDN compared to the rest, since some of the recov-
ery functions that LegoSDN performs, e.g., reading the checkpointed image of an
SDN-App from disk, can easily introduce a lot of variance in recovery time.

The median time spent in the different recovery functions is shown in Fig-
ure 3.7b. Majority of the recovery time is spent in restore followed by transform.
Restore refers to resurrecting the SDN-App from an earlier checkpoint and trans-
form implies converting of the crash inducing message to a different but equiv-
alent message. LegoSDN uses CRIU for checkpoint and restore operations, and
the RPC calls between the Java-based LegoSDN controller and the C-based CRIU
service introduce some overhead. LegoSDN can benefit either from performance
improvements to CRIU or from a better interface to the CRIU service. The design
of LegoSDN also makes it easier to switch to other alternatives should they prove
to be faster compared to CRIU. Time spent in replay seems only to be significant
in the case of Route Manager SDN-App, since a replay of past inputs causes the
SDN-App to recompute shortest paths which takes a considerable amount of time;
replay time is, hence, dependent on the implementation of the SDN-App.
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FIGURE 3.8: Experimental setup for evaluating the use of event transformations.

3.7.3  Event Transformations

While naive reboot and replay techniques can offer very low recovery times, they
do not work against deterministic faults. LegoSDN, on the other hand, can safely
recover an SDN-App from deterministic faults using event transformations. To
demonstrate the benefits of event transformations, we modified the Route Man-
ager SDN-App such that the SDN-App will unconditionally fail on a port-down
event. We used mininet to emulate a network with 8 switches connected in a ring
topology: s; — sy — 53 — 54 — 55 — 5S¢ — 53 — 57 — 51, with each switch s, having a host
hy attached to it. The experiment starts a UDP flow from h; to hg, and while the
flow is in progress brings down the link s; — sy, and after a period of 20 s brings it
back up.

Initially, the shortest path p; from h; to hg is over the link s; —s7: hy — sy — 51 —
sy — sg — hg. When the link s; — sy is down, however, the shortest path changes
to pp 1 hp — sy — 53 — 54 — 55 — s¢ — sg — hg. The paths p; and p; are referred to as
primary and secondary paths, respectively, as shown in Figure 3.8. We assigned a
2ms latency to the link s; — sy and 4 ms latency to the link s3 — 54 to use the RTTs
observed by the UDP flow in identifying the path of the flow. The RTTs observed
by the UDP flow during the duration of the experiment are recorded separately

for each recovery mechanism and shown in Figure 3.9a.
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FIGURE 3.9: Safe SDN-App recovery from deterministic and non-deterministic faults

The link s; — s7 is brought down around the 5s mark in Figure 3.9a generating
two port-down events, one for the port on each switch on either end of the link; this
causes the Route Manager application to crash. The link s; — sy is brought back up
around the 25s mark generating port-up events which the SDN-App can process
without fail, as is evidenced by all three lines switching from Secondary to Primary
path, in the figure, around the 25 s mark.

In case of controller reboot, the recovery takes approximately 4 s, but on recov-
ery, since the entire stack was rebooted, the SDN-App receives updates describing
the recent network topology. Route Manager, naturally, recomputes the shortest
paths and correctly routes the UDP flow from h; — hg over the path p,. Not sur-
prisingly, application reboot cannot recover from the crash until the time when
the link s; — sy is brought back up; if the replay is skipped (i.e., the crash in-
ducing message is dropped), the SDN-App recovers but remains oblivious to the
change in the network topology until the next change at the 25s mark. LegoSDN,
compared to the other two mechanisms, recovers quickly (within 250 ms) from
the crash and immediately re-routes the flows over the path p,, regardless of the

SDN-App’s inability to process the port-down event.
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To recover from the deterministic fault, the event transformer transforms the
port-down events to switch-down events, effectively removing switches s; and sy
from the topology. The event transformer, hence, presents an altered view of the
network to the SDN-App to help it recover from the fault. When the link s; — s7
comes back up, it first activates the switches s; and sy before delivering the events
related to the new state of the link. Simply mapping messages from one to another
without maintaining a consistent per-app view of the network, will fail to re-route

the flow back to p; at the 25s mark.
3.7.4 Application State Recovery

Controller and application reboots are also ineffective in recovering stateful SDN-
Apps from non-deterministic failures. Using the same network topology as de-
scribed in the previous section (§ 3.7.2), but with all links set to have a latency of
1ms, we run two SDN-Apps-Stateful Firewall and Hub-with the three recovery
mechanisms, and use two TCP flows from the trusted part to the untrusted part
of the network. The flows repeatedly open a TCP connection, send 10 packets
and close the connection. We carefully induce a fault after the TCP connection
establishment phase of one of the flows. The fault causes only Stateful Firewall
to crash, and leaves Hub intact; the experiment was setup, however, not to allow
Hub to flood without Stateful Firewall.

We measure the RTT observed from the two TCP flows—f; and f,—and plot a
portion of the time series of RTTs in Figure 3.9b. The flow f, (from h; to h3) starts
30s after the start of flow f; (from h; to hy). Stateful Firewall was configured
to treat hosts iy and hy as trusted, and hosts h3 and hy as untrusted. The RTTs
are high since each packet is intercepted by Stateful Firewall and routed to its
destination by Hub (which floods the packet). The fluctuations in RTTs of the

flows when the SDN-Apps are deployed using LegoSDN are because of additional
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functions, e.g., checkpointing, performed by LegoSDN. These functions, however,
are critical as the TCP flows continue after the crash only when using LegoSDN.
Without checkpointing of the SDN-Apps’ states and restoring them after the crash,
Stateful Firewall will lose the connection establishment information and hence,
will drop the TCP packets. The sender and the receiver, however, are also unaware
that they have to re-establish the connection; the sender retransmits assuming
packets are getting lost. The loss of state when recovering Stateful Firewall using
either controller or application reboot prevents the TCP flows from making any

progress after the crash (indicated by the shaded region) as shown in Figure 3.9b.
3.7.5  Cross-layer Transaction Support

We use mininet to emulate a network with 6 switches connected in a ring-like
topology: s1 — s — 53 — 54 — 56 — 55 — 52, with switch s; outside the ring. Switches
s1 through s4 each have one host attached at port-1. We used a slightly modified
version of the route manager application (introduced earlier in this section) that
installs rules proactively to route flows between hosts h, through hy along the
path sy — s3 — s4. Switch s5 is setup to forward all packets to s which in turn is
setup to forward to s4. Initially, the path through s5 and s remains unused and
no rules are installed on Switch s.

Suppose that the path through s5 and s¢ contains a middlebox that inspects the
traffic to check for malicious flows. After approximately 5s, a new flow is started
from h; to h3. Switch s; sends the first packet to the controller which in turn
contacts the SDN-app to setup the route for the flow. The SDN-app does not trust
the flow originating from /1 and intends to route the flow over the alternate path
§1 — S — S5 — S — S4 — S3 (response from h3 to /11 flows over the path s3 — sy —s1).
To this end the SDN-app installs rules on switches sy, 53, 52, 51, 56, in that order. The

SDN-app, however, is programmed to fail in the middle of this route setup—after
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setting up s; but before setting up s. When NetLog is enabled changes made
to the network are reverted after a crash and, hence, the untrusted flow makes
no progress. Disabling NetLog, on the other hand, causes the untrusted flow to
proceed (over the path s; — s, — s3), resulting in policy violations (since the flow is

not being inspected by the middlebox on the path through s5 — s¢).

3.8 Related Work

SDN Fault Tolerance. The most closely related works [125, 116, 118, 75] focus on
recovering from controller failures, typically, by applying Paxos [170]; there is not
much focus on handling SDN-App failures or deterministics failures, and these
faults can cripple the framework. Specifically, Ravana [118] employs a similar
notion of transactions, but, unlike LegoSDN, Ravana requires switch-side mech-
anisms and extensions to the OpenFlow interface to guarantee correctness. Rose-
mary [195], like LegoSDN, adds isolation to SDN-App. LegoSDN, however, im-
proves on Rosemary by maintaining transparency and by including a better fault

tolerance model—one that can recover from a richer set of failures.

Bugs in SDN Code. Recent work to debug SDNs focus on detecting bugs [124,
107] or debugging bugs in SDN-Apps [190, 108, 152] and SDN switches [126, 145].
Building on these existing approaches, we attack an orthogonal problem, that of
overcoming bugs which result in controller failures or violation of network invari-
ants. Our approach allows the network to guarantee availability even after bugs

trigger SDN-App failures.

Operating System Fault Tolerance. Our approach builds on several key oper-
ating system principles: isolation [50], failure oblivious computation [185], and
checkpoint-replay [117, 206]. These approaches, however, assume that bugs are

non-deterministic and thus can be fixed by a reboot [50, 117, 206]. To tackle de-
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terministic bugs, LegoSDN extends these approaches [50, 117, 206] by employing
domain specific knowledge to transform failure inducing events into safe events.
Unlike in failure-oblivious computing [185] where transformations inject random
data, in LegoSDN transformations maintain semantic equivalence and thus en-

sure safety.

Other SDN controllers. While recent SDN controllers, e.g., Beehive [219], ONOS [39],
OpenDayLight [16], have made significant progress towards addressing controller
availability, tolerating deterministic SDN-App failures is not an objective of their
designs. LegoSDN can be easily extended to such platforms; in case of ONOS, for
instance, LegoSDN’s NetLog can be incorporated into ONOS’s global network
view.

On the other hand, approaches like Frenetic [88] and Pyretic [179] focus on
providing a better programming platform for developing SDN-Apps, thus po-
tentially eliminating bugs. The objectives of such programming platforms is to
allow developers to write modular applications with ease and such objectives are
orthogonal to that of LegoSDN. These controllers, nevertheless, neither address
isolation of SDN-App crashes nor offer support for checkpoint and recovery of
SDN-Apps. LegoSDN can, however, provide support for some of the high-level
objectives of these programming platforms, e. g., avoiding writing of redundant

or conflicting rules, by extending the AppVisor component.
3.9 Discussion

Next, we discuss several limitations of LegoSDN as well as a few interesting ap-
proaches for extending LegoSDN to address other types of failures.
Controller Failures: LegoSDN isolates the SDN-Apps from the controller and

runs them in separate processes. The approach also implies that despite the con-
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troller crashing, an SDN-App can continue unaffected (although the SDN-App
will be unable to interact with the network).

Failures caused by Multiple Events: Although LegoSDN, currently, focuses
on failures induced by the last event processed, the system can be extended by in-
corporating STS [190] to address failures caused by an arbitrary set of events. We
envision that upon detecting a failure, LegoSDN can run STS on the failed SDN-
App to determine the minimal set of input events, S, associated with the failure.
S is then placed in the replay buffer, and LegoSDN rolls back the SDN-App to the
last checkpoint before the first message in S. The transform-and-replay process
continues from this point onwards exactly as described before. We suspect, how-
ever, that a new set of transformations may be required to improve the speed of
replay.

Network Function Virtualization (NFV) While the approaches in §3.4 focus
on network switches, we believe they can be extended to include network func-
tions. We can treat network functions like we treat switches and expand NetLog
to include network-function state by incorporating existing techniques [97] for
managing network function states. Alternatively, we could leverage existing ap-
proaches for check-pointing middleboxes [192].

Limitations of LegoSDN'’s Rollback: LegoSDN'’s roll back only impacts net-
work elements and not end hosts. Hence, packets sent to end hosts cannot be
modified as part of the rollback, and this leaves the end-host stack in an inconsis-
tent state. Fortunately, unlike in the SDN switches and controller, multiple layers
of failure-recovery are built into the end-host stack and the stack will adjust to the
modified network. For example, TCP contains mechanisms to deal with out of
order packets and duplicate packets.

Maintain network invariants: In case LegoSDN cannot successfully recover
from a crash (i. e., all transformations still result in a crash), LegoSDN drops the
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input event. The SDN-App at this point can continue or be halted depending on
the SDN-App’s configuration (specified at startup). Dropping an input (message
or event) can lead to a violation of network invariants, i.e., dropping a switch-down
can result in black holes. We argue that, in general, compromising the availability
of a few flows (as a result of violating network invariants) is acceptable compared
to sacrificing control of the entire network. On the other hand, if network invari-
ants cannot ever be violated, a host of policy checkers [124] can be used to check
network invariants; in case the guarantee fails to hold, LegoSDN reverts to using

controller reboots.
3.10 Summary

Currently, SDN-Apps are used over controllers in an ad-hoc fashion, without any
isolation or abstractions to control properties for all SDN-Apps. LegoSDN demon-
strates how one can retrofit this functionality in the existing SDN stack without
any modifications to the controller or SDN-Apps. We use LegoSDN to provide
fault tolerance and address the need for a safe and fault-tolerant controller by
detecting SDN-App failures in real time and modifying network events to elim-
inate the crash. We implemented a prototype of LegoSDN based on the popular
Floodlight controller platform and show that the performance overhead of fault

tolerance is reasonable.

90



4

Alidade: Passive IP Geolocation

It’s the way I study—to understand something by trying to
work it out or, in other words, to understand something by
creating it.

— Richard P. Feynman
Winner of Nobel Prize in Physics 1965

Many cloud services rely on knowing a user’s location to provide differenti-
ated services or enforce region-specific restrictions. Instead of asking each user
to provide his or her own location, which can be highly error-prone, applications
typically use one of the many commercially available geolocation packages to in-
fer a user’s location based on his or her IP address. As a result, accurate geolo-
cation is critically important to these applications. While most packages provide
accuracy guarantees, verifying these guarantees requires having access to a large
ground-truth data set that the geolocation vendors do not have access to. Perhaps
more importantly, because of the proprietary nature of commercial geolocation
packages, it is impossible to understand how they arrive at the answers that they
are providing. It is therefore difficult for a user to even reason about the accuracy
of each individual answer.

Although academic geolocation systems are not proprietary, which allows their
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approaches to be publicly scrutinized, correctly evaluating their accuracy is still a
significant challenge. Past geolocation systems only evaluate their accuracy using
the handful of ground-truth data sets that are publicly available, such as Planet-
Lab node locations and self-reported data from friends and family. This can lead
to misleading evaluation results. For example, PlanetLab nodes, which are pri-
marily located at universities, have much more predictable latencies compared to
the average Internet end-point. This makes them far easier to locate for latency-
based geolocation systems. Furthermore, libraries such as Undns [162], which are
used by a number of academic geolocation systems, know the exact location of
most U.S. universities. They can provide inordinately accurate information for
many PlanetLab-based targets. Similarly, geolocation approaches that rely pri-
marily on external data sources, such as store front locations from Google maps,
have primarily been evaluated using favorable targets in densely populated re-
gions. Although this is likely due to a lack of available ground truth data in more
rural regions, it nevertheless underscores the difficulty in both evaluating geolo-
cation systems and making fair comparisons between them.

Not surprisingly, we find that varying the test data selection with respect to
population density and geographical coverage can dramatically affect geolocation
accuracy, as can varying the number of targets within the same IP range or the
distance between a target to its closest measurement vantage point. We also find
that many publicly available data sets fail simple speed of light-based validation,
which makes geolocation results based on them to be suspect.

This study has also led us to realize the importance of “showing your work”
when providing a geolocation answer, because knowing the intermediate steps
and the data used at each step can be helpful in debugging wildly incorrect re-
sults, in reasoning about the confidence of each individual result, and even in

determining the correctness and precision of some ground-truth data sets.
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4.1 Contributions

Building on what we learned from evaluating geolocation systems, we developed
our own geolocation system called Alidade over the course of more than four years.
Alidade has the dual goal of being both highly accurate and completely transpar-
ent in describing how it uses its sources of information to arrive at its answers. It
is also fundamentally different from previous academic systems because it com-
putes predictions for the entire IP address space instead of for individual IP ad-
dresses, and does not issue any measurement probes of its own, either before or
after it is presented with queries. Instead, Alidade fuses available data sets of var-
ious types, attempting to resolve conflicts in the data and to find mutually com-
patible solutions for all addresses. Most importantly, unlike all other geolocation
systems, Alidade does not only return a point or area estimate as an answer, but
instead provides the exact rules and ground truth data that were used. This al-
lows a user to individually reason about the correctness of each step Alidade took
to arrive at its answer, which enables users to have confidence about an answer
without performing their own extensive tests.

At its core, Alidade is a constraint-based passive geolocation system, inspired
by Octant [217], but able to incorporate a wider variety of non-measurement data
sources. Alidade uses latency measurements only when they are issued from
hosts with known geographical locations, e.g., PlanetLab nodes. We call these
hosts and/or their IP addresses landmarks. Alidade’s estimate of the location of
an address with an unknown location, which we call a target, is represented as a
polygonal region on the surface of the Earth that should (if the prediction is correct)
contain the address. The predictions made by commercial geolocation systems, in
contrast, generally consist of a single latitude-longitude point or the name of a

city or country. To facilitate a comparison with these systems, Alidade selects a
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single point to represent the polygon region. Although sophisticated techniques
based on population density maps could be used to pick the representative point,
at present Alidade just uses a set of heuristics that select the center of some city

contained in the answer region.
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FIGURE 4.1: Example of a geolocation prediction made by Alidade for a target.

Figure 4.1 shows an example of an answer region computed by Alidade. The
region bounded by the dark green line represents the area resulting from inter-
secting constraints derived from latency measurements. In this example the inter-
section happens to be a circular region. The polygon in blue is a country-level hint
(Germany) inferred from one of the Internet registries. Since the registry data does
not conflict with the contraints derived from the measurements, Alidade uses it
to further refine its prediction. In this example, Alidade has also identified a city-
level hint (Kaiserslautern, a district in the Rhineland-Palatinate state of Germany)
by examining the names of the routers on a traceroute path to the target. The city-
level hint is indicated in the figure by the tiny red polygon inside the larger blue
one. Ultimately Alidade pins the target in this demonstration to Kaiserslautern,

which is consistent with the ground truth location of the target.
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This chapter describes our experience in evaluating geolocation systems and

developing Alidade, which includes:

e Identifying issues in the most-commonly used data set for IP geolocation,
and how results based on this data set is unlikely to generalize the geoloca-

tion accuracy of a system across the entire IP address space.

e Highlighting issues with obtaining data sets for evaluating geolocation sys-

tems.
e Re-evaluating prior assumptions about the data source quality.

e Adapting online geolocation techniques for use in an offline geolocation sys-

tem.

e Providing a comparative evaluation of Alidade’s results with that of other

geolocation systems.

e Stressing the challenges posed by ‘hard coded’ geolocation predictions, per-

haps, used widely by commercial geolocation systems.

Our analysis of Alidade includes a breakdown of how much each type of data
aids in making accurate predictions. Not surprisingly, no single source of data
suffices to make good predictions. The data sets ingested by Alidade include la-
tency and path measurements collected for other purposes, e.g., traceroute data
from iPlane [141] and CAIDA’s Archipelago (Ark) measurement infrastructure
[47], and client-server round-trip times measured by a Content Delivery Net-
work (CDN). Alidade also relies on a tool called HostParser that translates domain
names into geographical locations, much as the Undns tool [200] does. To provide
coverage over the entire IP address space, Alidade leverages data from the Inter-
net registries too. The extent to which the registry entry for an address is trusted
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is mitigated by the position of the corresponding Autonomous System (AS) in the
AS hierarchy produced by CAIDA [48].

To process large volumes of data, Alidade is structured as a map-reduce (Hadoop)
application. (Indeed, we started by porting Octant to Hadoop.) We conducted our
experiments using a cluster of 40 8-core servers, each with 32GB of RAM. Each
component of Alidade exhibits “embarrassing parallelism” and is implemented
as a map-reduce job. In a later section we provide a breakdown of where the Al-
idade application spends most of its time, e.g., in “preprocessing” measurement
data.

The remainder of this chapter is structured as follows. In Section 4.3, we pro-
vide a detailed overview of the related work on IP geolocation. Next, in Section 4.4
we describe the design of Alidade. In Section 4.5 we present our experimental
results, including an evaluation of the performance of Alidade, EdgeScape, and
several other commercial databases on our ground-truth data set. We conclude

the chapter with a brief discussion on future work in Section 4.6.
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4.3 Related Work

Past work on IP geolocation can be loosely categorized into active approaches that
perform on-demand network measurements to derive constraints on a target’s

geographic location, and passive approaches that rely only on previously collected
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information to geolocate a target. Both approaches have advantages and disad-
vantages. Active approaches may be more accurate, but predictions may not be
available until new measurements have been taken. Passive approaches can pre-
compute predictions and hence answer queries immediately, without even requir-
ing network access at query time. Importantly, passive approaches are also unob-
trusive, and do not risk alerting or annoying the target of a prediction. But passive
approaches may not have the target-specific measurement data that would enable
better accuracy.

Alidade takes a passive geolocation approach, but Alidade does not rely ex-
clusively on coarse-grained and potentially error-prone data, such as the WHOIS
database and hostname-to-location hints. Instead, Alidade filters the hints pro-
vided by these data sets by applying constraints derived from large volumes of
passively collected network measurements.

In the following sections we examine both active and passive approaches, not-

ing where Alidade borrows techniques.
4.3.1 Active Approaches

Much of the prior work in geolocating IP addresses relies on on-demand network
measurements. [P2Geo [167] is an early IP geolocation system that introduces two
active IP geolocation techniques. The first technique is GeoPing, which requires
a deployment of landmarks of known geographic locations that can perform all-
pairs latency measurements. To predict the location a target, all landmarks probe
the target. GeoPing then selects the landmark that has the most similar latency pro-
file (the set of latency measurements from other landmarks) to the user-specified
target. It then uses the landmark’s location as the prediction for the target. Al-
though this technique is simple and easy to deploy, the location of a target cannot

be accurately predicted unless there is a landmark nearby and that landmark has
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a similar latency profile. At present, Alidade doesn’t compile latency profiles or
compare the latency profiles of targets and landmarks. The second technique is
GeoTrack, which performs traceroutes from landmarks to the target to discover
routers on the traceroute paths whose DNS names can be interpreted geograph-
ically. From this set of routers, GeoTrack locates the target at the closest router’s
location, where distance is determined in terms of estimated network latency. Al-
idade’s “extrapolator” applies a variation of this technique. By relying only on
this relatively incomplete data source, however, GeoTrack’s geolocation accuracy
is inconsistent.

In contrast to locating the target at the closest landmark or router, Constraint-
Based Geolocation (CBG) [103] determines the location of a target by creating cir-
cles on the surface of the earth around each landmark, where each circle represents
a constraint that bounds the possible location of the target. The size of each circle
is a function of the latency between the landmark and target. CBG combines con-
straints by intersecting the circles, and selects the middle of the intersection as its
best estimate of the target’s location. One risk in taking this approach is that a sin-
gle corrupt measurement can lead to an empty intersection. At its core, Alidade is
a CBG approach.

Octant [217] builds on CBG by providing a general framework that can com-
bine both positive and negative constraints, that is, information on where the tar-
get is likely and unlikely to be, respectively. To handle uncertain or error-prone
data sources, Octant combines constraints using a weight-based mechanism that
can limit the impact of erroneous measurements. Alidade builds on the Octant
framework. In order to process large volumes of measurement data and to geolo-
cate all of the IP address space, Alidade restructures the framework into a parallel
Hadoop application so that more memory and compute cycles can be applied.

Topology-Based Geolocation (TBG) [119] uses traceroutes from the landmarks
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to the target to discover the routers along the network paths and determine inter-
router latencies. With this data, TBG performs a global optimization to find a
physical placement of the routers and the target that minimizes inconsistencies
with the network latencies. By attempting to globally optimize the placement
of both the routers and the target, TBG is more sensitive to measurement errors,
such as inflated latencies, than constraint-based solutions, where errors tend to be
more localized. To some extent Alidade applies this approach too. In particular,
Alidade uses all available estimated latencies between pairs of addresses (land-
marks, routers, and end hosts) to jointly predict the locations of the routers and
end hosts.

Several systems [86, 220, 36, 127] have applied statistical approaches to con-
struct landmark-specific functions that map measured latencies to geographical
distances. These systems generally have significant computational requirements,
and are currently unable to make use of non-latency-based constraints. Posit [85]
presents a more recent statistical approach that, while still requiring active mea-
surements, is able to significantly reduce the required number of on-demand probes
by precomputing a statistical embedding. At present, Alidade does not construct
a sophisticated model of the relationship between latency and distance. Instead,
Alidade uniformly assumes that datagrams travel at two-thirds the speed of light,
which is very close to the speed of light in optical fiber. Hence, in converting la-
tency to distance, Alidade does not model circuitous fiber paths, nor does it model
queuing delays or any other sorts of delays. The resulting constraints tend to be
loose, but they are also hard. In particular, provided that no measurements are
corrupt and no faster-than-fiber technologies, such as microwave transmission,
are employed, the intersection of a set of constraints derived by Alidade from
direct latency measurements must contain the actual location of the target. Other

work has suggested that if latency is to be converted to distance by a simple multi-
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plicative factor, four-ninths the speed of light might be used. The smaller constant
leads to smaller intersection areas, but these areas might be empty or might not
contain the target.

Guo et al. [104] propose mining physical addresses displayed on publicly ac-
cessible Web sites that are hosted by Web servers with IP addresses in the same
prefix as the target address, and using these physical addresses as hints to im-
prove geolocation accuracy and as sources of ground truth to support evaluations.
Caruso [53] (as part of the Alidade project) and Wang et al. [213] extend this ap-
proach by combining the mined information with latency measurements to offer
tiner-grained geolocation results. Although these systems produce accurate re-
sults in certain experiments, it is difficult to ascertain their actual effectiveness in
general. First, it is tricky to determine when an organization is hosting its own
Web site. Furthermore, even when an organization does host its own site, for the
technique to work the site must list a physical address that is close to that of the
hosting location. In previous experiments the best results were obtained when
the set of geolocation targets were biased towards belonging to organizations that
typically host their own Web servers and publish physical address information on
their web pages, e.g., in one experiment reported in [213], university Web servers
hosting Web pages listing campus addresses were used as landmarks and Planet-
Lab nodes were used as targets. Nevertheless, scraped address information from
locally-hosted Web sites is a rich source of geographic data, and Alidade includes
this information as one of its many data sources.

Gill et al. [99] propose two broad classes of attacks on active measurement-
based geolocation approaches. The first misleads geolocation systems by injecting
delays to latency probes from specific landmarks at the target, thereby altering the
geolocation result by moving the centroid of the constraint intersection in a CBG-

based approach. The second targets topology-aware geolocation approaches by
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altering inter-router latencies in traceroutes, which enables powerful adversaries
to place geolocation targets at arbitrary locations. Alidade does not attempt to
detect possible adversaries. Unlike active approaches, however, where latency
probes can often be easily identified, Alidade also uses a large body of passively
collected measurements that piggyback real user TCP connection requests and
replies. Adversaries must therefore delay legitimate TCP traffic rather than just
latency probes in order to distort much of Alidade’s input data.

There has also been considerable work on using active measurements to as-
sign artificial coordinates to Internet nodes. The latency between a pair of nodes
is then estimated by computing the distance between the two nodes in the artifi-
cial coordinate space. GNP [156] is a pioneering work in this area. GNP embeds
nodes into a low-dimensional Euclidean space, where the distance between two
nodes in the space approximates the network latency between the nodes. There
is no guarantee that the artificial coordinates map in any natural way to the true
physical locations of the nodes on the surface of the Earth, however, nor is this
a goal of GNP. Building on GNP, Vivaldi [74] introduces a decentralized network
embedding approach that obviates the need for fixed landmarks. Meridian [216]
introduces an overlay routing approach to solve network positioning problems
without needing to perform an explicit network embedding. This enables Merid-
ian to avoid intrinsic network embedding errors. Alidade (whose goal is not to

predict latencies) does not have much in common with these approaches.
4.3.2  Passive Approaches

Although active geolocation approaches can be highly accurate, their dependence
on performing on-demand network measurements make them unsuitable for many
location-aware applications. Most commercial geolocation systems, such as Max-

Mind GeoCity [143], EdgeScape [26], IPInfoDB [115], and HostIP.Info [153] have in-
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stead adopted passive approaches, where they offer their users a pre-computed
IP-to-location database that can identify a target’s location without additional net-
work access. Unfortunately, the exact methodology for creating these databases
are generally proprietary; only the expected accuracy of these databases are typ-
ically published. However, the common understanding is that these databases
rely on a combination of domain registry information, ISP provided data, host
name hints, latency measurements, and other heuristics. Alidade relies on many
of the same sources, except that the ISP-supplied ground-truth geolocation data
(from one Tier-1 ISP) is used only for evaluation purposes and not as an input to
Alidade.

Poese et al. [174] performs an analysis of the accuracy of commericial geoloca-
tion databases. They report that while geolocation databases are extremely accu-
rate at the country level, they perform poorly at the city level. Note that Poese et
al. did not analyze EdgeScape (or Alidade).

In addition to GeoPing and GeoTrack, IP2Geo [167] also introduces GeoCluster,
a passive approach that partitions the IP address space into geographically co-
located clusters. GeoCluster then assigns each cluster to a geographic location
based on the geographic information extracted from user registration and usage
databases. The effectiveness of this approach is largely limited by the availability
of such databases, the geographic coverage of the users in the databases, and the
accuracy and freshness of the self-reported user location information. At present,

no such data is available to us, but if it were, it could be used as an input to

Alidade.
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FIGURE 4.2: Alidade system pipeline and its components

4.4 System Design

We built Alidade to assimilate data that is large in volume and rich in diversity.
Alidade consists of many components, each of which is designed as a map-reduce
job. The components are composed into a pipeline, with the intermediate results
persisted using HDFS and HBase. Figure 4.2 shows a high-level overview of the
system; Alidade’s components are indicated by the red blocks and the ordering of
these blocks in the illustration, from left to right, corresponds with their positions
in the system’s pipeline; each component refines the geolocation predictions, if
any, made by the former. In the rest of the document, the term Alidade refers to

this pipeline or workflow in its entirety.
4.4.1 Preprocessor

To exploit measurement and non-measurement data sets already available from
various projects, and consequently, avoiding active probing within Alidade, the
system is designed to ingest a wide variety of inputs. Typically, the input com-
prises of ping measurements, traceroute data, HostParser answers, and Internet
registry information. The preprocessor processes the input measurement data and
converts them into a standardized internal format. The conversion to an inter-

nal format, to some extent, allows components further down the pipeline to be
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FIGURE 4.3: CDF of iPlane traceroute measurements violating speed-of-light constraints

oblivious to the heterogeneity in input. Preprocessor inputs are usually flat files
residing on a network or distributed file store, e.g., HDFS.

The I/O bound preprocessing phase represents the most time-consuming com-
ponent of Alidade. In the experiments described in this chapter, four-to-eight
hours was typical, depending on the size of inputs (typically specified in hun-
dreds of GBs). This map-reduce job, however, needs to be run only once against
any input data. In addition to the parsing and transformation functions, the pre-
processor summarizes the distribution of measurements (latencies) between a pair
of landmark and target, by a single value, which we use as an approximation of
the actual latency between the pair. The preprocessor does not necessarily pick
the smallest latency from the distribution of observed values. Typically, the pre-
processor chooses the median latency; the choice, however, can shift to the mean
or the minimum, depending on the distribution of observed round-trip times. The
chosen latency value is used to derive a constraint on the possible location of the
target. A smaller latency value translates into a tighter constraint, and the solution

of a set of constraints provides a prediction for the location of a target.
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Speed-of-Light Constraint Violations. Our concerns about using the minimum
measured latency were fueled by an analysis of measurements recorded by the
iPlane [141] project on the PlanetLab platform over several years. Using the ground
truth locations reported for the PlanetLab nodes, we computed the minimum la-
tency possible between each pair of nodes. For each pair, the minimum (or thresh-
old) latency value is computed by taking the true distance between the two nodes
over the surface of the Earth and dividing by two-thirds the speed of light, which
is the speed of light in optical fiber. We then scanned the data for all traces in
which the recorded latency is smaller than the threshold by at least 10ms. Fig-
ure 4.3 provides a CDF of the iPlane traceroute measurements with such speed-of-
light violations for 2010 and 2011. In 2010 there were 95,188 such measurements,
in 2011 there were 4031. The x-axis, in log-scale, shows the magnitude of error,
i.e., the value by which the observed latency in the traceroute is smaller than the
computed threshold. Errors in the reported ground truth locations of landmarks
are a known cause for measurement inconsistencies, and we discovered several
errors in the reported locations of PlanetLab nodes. But most errors could not be
explained by bad reported locations. For example, the vast majority of the 2010
errors originated at Peking University, while the vast majority of the 2011 errors
originated at USC ISI, both of which report their locations correctly. In summary,
the figure provides a warning against simply using the minimum observed la-
tency.

Preprocessor’s outputs are persisted in HDEFS as serialized binary objects. Out-
put consists of an observation for every landmark and target pair observed in the
input data sets. Observations are categorized into two classes: direct or indirect.
Direct observations are latency measurements reported directly or explicitly by
latency-based measurement tools, viz., ping or traceroute. Indirect observations

are inferred latencies between intermediate hops on the path taken by a packet
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FIGURE 4.4: Direct and indirect observations obtained from delay-based measurements

from a source to destination; Figure 4.4 shows direct latencies in red, and indi-
rect in blue, on a path revealed by a tool like traceroute. The indirect observation
BC, in the illustration, is computed by taking the difference between direct obser-
vations AC and AB. Path asymmetries and queuing delays along the path often

introduce errors in indirect observations, including negative latencies!
4.4.2  Iterative Solver

The iterative solver reads the observations output by the preprocessor and com-
bines them with non-measurement data, viz., HostParser answers. The solver
geolocates all targets observed in the input, in parallel, in a map-reduce job. By
computing the intersections of two or more constraints, the solver estimates the
location of target associated with the constraints; the intersection computed repre-
sents an estimate of target location. The solver improves the estimate by leverag-
ing non-measurement data, if available. The iterative solver persists the location
estimates in HBase and in each iteration, attempts to further refine the estimates.
Each iteration of the solver executes the same sequence of functions—derive
constraints from observations, solve the constraints and combine the solution with
non-measurement data. Iterations after the first, also read as inputs the answers
generated for targets in the previous iteration. We typically iterate the solver three
times, after which the gains from iterations seem to increase only marginally. Di-
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FIGURE 4.5: Use of direct and indirect constraints in making a geolocation prediction for
a target

rect measurement data take the highest precedence among all data sources used
in Alidade; non-measurement data that do not overlap with the direct measure-
ments are therefore discarded, without exception.

To derive constraints from latencies, Alidade multiplies them with two-thirds
the speed of light. The constraint is an N-sided polygon, with N typically set
to 32. The center of the constraint is the location of the source of the observa-
tion. Generating a constraint from a direct observation is straightforward, since
the source is a landmark; the location of a landmark is known a priori. Assume,
for instance, that a network probe takes a path from landmark A to target C via
an intermediate hop B, and another that starts at landmark D and reaches C, in
a single hop. The constraints for targets B and C using the direct measurements
from A would be polygons centered at A and sized proportional to the latencies
observed, as shown in Figure 4.5a. The illustration also shows the intersection
of two constraints, one from A and the other from D, generating a location esti-
mate for C; note that although the illustration makes use of circles for constraints,
Alidade represents them as polygons.

An indirect observation cannot be used in the first iteration, because the lo-

cation of the source of observation has not been estimated until after the first it-
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FIGURE 4.6: Alidade’s extrapolator guessing the locations of targets in the tail end of a
trace path

eration. For later iterations, the location of the source of an indirect observation
is available, but unlike the location of a landmark, it takes the form of a region
bounded by a polygon. To generate constraints to a target from an indirect obser-
vation, the polygonal region is dilated by a distance proportional to the indirect
latency. The intersection of indirect and direct constraints results in a smaller area,
refining the location estimate from the previous iteration. Figure 4.5b illustrates
the derivation and use of indirect measurements. Since the source of an indirect
observation is also a target, whose location changes after the first iteration, each
iteration, theoretically, refines the estimates for all targets with indirect observa-
tions. Octant [217] was the first system to demonstrate the technique of exploiting

indirect measurements to improve geolocation accuracy.
4.4.3 Extrapolator

Extrapolator attempts to guess the city location of a target by looking at the names
of the routers on a traceroute path to the target. It applies the heuristic that if two
hops on a traceroute are close to one another (have few hops in between and a
short estimated latency), then they are likely to be located in the same city. Hence,
a hint for the location of a target can be determined by scanning a traceroute to
the target backwards to find the first router with a location hint. Assuming that

this router is close to the target, extrapolator copies the router’s hint to creates a
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location hint for each of the hops on the trace from the router to the target. In
our analysis of traceroute data, we found that location hints from routers farther
than eight hops from a target or with an indirect latency greater than 60 ms were
most likely erroneous. Alidade guards against erroneous extrapolator hints for a
target by checking them for consistency with constraints on the target’s location
derived from direct measurements. Extrapolator is one of the more time consum-
ing stages in the pipeline: in our experiments, extrapolator typically took 1.5 to 2

hours complete.
4.4.4  Preloader

The preloader map-reduce job updates the results database with HostParser an-
swers for targets that have no location estimates at this point in the pipeline. The
input data for preloader consists of the complete HostParser data set, contain-
ing answers for approximately 700 million IP addresses. Less than half of these
answers, approximately 211 million, are at city level. Targets with city-level an-
swers from host parser are treated as equivalent to having ground truth, unless
they have contradicting latency measurements. When measurement data is avail-
able for a target, they always take precedence over any non-measurement data
that exist for the same. Preloader is the first component in the pipeline that is
concerned with geolocating targets with no measurement data. The answers pop-
ulated by the preloader, prime the system for generating better answers for the
entire routable IP space. Preloader is also fairly time consuming, averaging about

forty-five minutes to one hour in our experiments.
4.4.5 Aggregator

Aggregator summarizes the location predictions that have been made in previous

stages of the pipeline for IP addresses within a prefix. It applies the heuristic that

109



addresses in the same prefix are likely to be close to each other geographically,
and uses these summaries to make predictions for other addresses in the prefix
that lack predictions from earlier stages in the pipeline. Rather than examining
every possible prefix (of every length), aggregator builds a prefix tree containing
the minimum number of prefixes needed to capture the addresses for which pre-
dictions have been made in earlier stages. In particular, the tree is pruned so that
it does not contain any two prefixes that contain the exact same set addresses for
which predictions have been made earlier. The answers for the addresses within
a prefix are either overlapping or non-overlapping, resulting in an aggregate inter-
section or aggregate union, respectively.

For a target without measurement data, the longest prefix containing the tar-
get provides an initial location estimate. The initial estimate, can be revised later
depending on what other non-measurement data is available for the target. For
instance, availability of a city-level HostParser takes priority over any aggregate.
Aggregates are also applied to targets with measurement data. Measurements
available for a target are used as a filter to discard inconsistent answers in the ag-
gregate. Put in a different way, aggregates are recomputed for targets based on

the initial measurement-based estimates available for them.
4.4.6  Query Engine

The query engine provides an interface through which location estimates generated
by the system can be queried and output. Queries can retrieve answers for either
specific targets or a subnet. For answers with measurement data, the querying
process is a straightforward lookup of results computed for that target from the
database. The querying engine also uses aggregates containing the target to fur-
ther improve this initial location estimate. Alidade assigns the highest precedence

to measurement data, and the initial estimates computed using measurement data
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o Point-based prediction <37.98,23.73> matches Registry hint GR-N/A-N/A<37.98,23.73>.
[ 7 ] Target is at GR-N/A-N/A<37.98,23.73> based on country-level Registry hint GR-N/A-N/A<37.98,23.73>.
o Target has no VIP-data.
o Use direct intersection region to search for aggregates.
@ use Registry hint GR-N/A-N/A<37.98,23.73> at country level to search for aggregates.
@D Refine prediction with city-level hints (GR-N/A-ATHENS<37.98,23.73>) from aggregate 5.54.179.48/30

o Point-based prediction <38.35,23.12> is from the Monte-Carlo point selection algorithm.
P p 9

FIGURE 4.7: Example output from Alidade’s query engine showing the exact sequence of
steps followed by the system to make a geolocation prediction

can be used to effectively trim inconsistent answers in an aggregate; if the set of
answers in a prefix that’s consistent with the measurement data available for the
target have more specific location hints, say at city-level, then the combination
might improve the geolocation accuracy.

The querying process for a target with no measurement data is more involved.
The initial estimate for such a target is an aggregate that contains the target. How-
ever, the query engine can override this estimate with non-measurement data
from HostParser or registry, both of which have higher precedence compared to
the aggregate; in such scenarios, the non-measurement data becomes the new ini-
tial estimate. This initial estimate is refined further by looking for answers from

larger subnets (shorter prefixes), if necessary. It is possible, for instance, that the
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shortest subnet (longest prefix) used to generate the initial estimate does not have
a city-level answer. In such situations, the query engine scans for larger subnets,
provided that such aggregates contain fine-grained answers. Figure 4.7 shows an
example output from Alidade’s query engine; the figure highlights how Alidade
describes in detail the sequence of steps followed by the system to make a geolo-

cation prediction.
4.4.7 Exploiting Registry Data

Various stages in the Alidade pipeline make use of hints derived from the In-
ternet registries. One difficulty with exploiting registry data is that the operator
of a network that spans a large geographical area may list a single physical ad-
dress, which should not be trusted equally to a registry entry for a small regional
network. Alidade uses a network’s position in the Autonomous System (AS) hi-
erarchy to augment decisions to ignore a registry entry, or trust it for a country or
city-level hint.

AS hierarchy information is taken from CAIDA’s AS Ranking project [48] [140]
and is combined with Alidade’s Internet Registry data. Internet Registry entries
are mapped to BGP ASes by analyzing AS Path information from routing tables.
Consistent paths from multiple landmarks indicates a clear origin AS. Entries with
ambiguous origin are often transit networks and are generally ignored by the reg-
istry module since they have unclear localization. Alidade’s also use a network’s
prefix size for hint decisions in addition to it’s AS rank. These metrics allow us to
identify low tier and stub networks advertising small prefixes, which have con-
sistently strong [89] localization.

Internet Registry data may be checked for any IP address referenced by Ali-
dade. For a large job this could result in hundreds of millions of queries to Al-

idade’s Internet Registry datastore. Minimizing the latency of registry queries
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can therefore have a significant impact on Alidade’s runtime. In order to max-
imize efficiency, Alidade instantiates a PATRICIA trie [146] within each reducer
task process (or JVM) in the cluster. PATRICIA tries take advantage of the hierar-
chical nature of IP address space improving latency and memory utilization. To
ensure consistency across the cluster, Registry data is delivered using Hadoop’s

Distributed Cache system.
4.4.8 Matching City Names to Shapes

A non-trivial problem encountered when exploiting data sources containing city
name hints is to convert these names into shapes. Alidade’s registry database
and HostParser table contain more than 100,000 locations (and associated coordi-
nates) from every country/region on Earth. Location names are listed as compact
ASCII strings consisting of ISO two digit country and region codes followed by
the city/location name. For example, DE-NI-OSNABRUCK is Osnabriick in the
German state of Lower Saxony (Niedersachsen). Mapping these location names
to representative shapes is conceptually simple, but nuanced in execution.

First, we compile our database from multiple open sources including postal
and census bureaus around the globe. The two primary sources are TIGER/Line
2013 (United States) [55] and GADM (worldwide) [110]. Once a source is loaded
into the database, its location names are normalized in ASCII format utilizing
Unidecode [45] to allow comparison to entries in our registry database. Conver-
sion for Latin-based languages is generally simple and error free, but translitera-
tion of non-latin languages is complex and often ambiguous. Additionally, some
location names are incredibly common, such as San Isidro, which is used to name
more than 300 locations in the Philippines. Finally, the centroids listed in the reg-
istry database inject some ambiguity since they are a limited representation of any

location (cities vary greatly in size and layout).
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FIGURE 4.8: Simplifying sfzizpe files (or reducing vertex count of shape polygons) using
the a-shape algorithm

To address these sources of ambiguity we check spatial proximity check be-
tween available shapes and the location’s centroid. Second, we perform a Leven-
shtein string comparison to allow for spelling variations caused by transliteration.
Matches passing both checks are merged into a single shape. In cases where no
city-level match is available the system returns a matching regional shape that
maintains correctness at the cost of accuracy.

Sources shapes have vertex counts ranging from hundreds to hundreds of
thousands and are a common input to Alidade’s intersection calculations. In or-
der to maximize Alidade’s scalability and speed all shapes are simplified prior to
being loaded on the Hadoop cluster. In order to accomplish this task, we make
use of an a-shape [84] algorithm. a-shapes provide an efficient representation
that significantly reduces vertex counts, while minimizing the total area added to
shapes. Additionally, all generated a-shapes are closed and form concave hulls,
so no portion of a city is cropped during simplification. Figure 4.8 shows the

metropolitan area of Neiheim, Germany. The input shape contains 866 vertices.
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A simple convex hull requires only 32 vertices, but adds significant area to the
shape. In contrast, the a-shape depicted consists of only 49 vertices and retains
much of the original shape’s characteristics. Furthermore, the « parameter can be

tuned to achieve any desired tradeoff between complexity and accuracy.
4.4.9 Additional Shape Sets

We have compiled a large set of shape files for the world’s significant bodies of wa-
ter. As with city and country shapes, these water files must be simplified to allow
efficient processing. However, simply applying the same a-shape simplification
to bodies of water might expand their area, clipping adjacent land masses. This is
problematic since most population centers, and hence target locations, are often
concentrated in coastal areas. Thus, any simplification to a water shape must only
reduce its area. This can be accomplished by allowing holes in a-shape calculation
and then only retaining the interior ring of output shapes for use.

Initial testing of water shape use has revealed that they have the greatest utility
for targets with no country or city level hints, since most country and city shapes
already incorporate water boundaries. Additionally, we have discovered that a
small, but significant portion of tested location predictions from commercial com-
petitors are being placed in coastal waters and that on rare ocassion predictions
are much futher from land. Alidade’s use of alpha shapes for water areas helps
strike a balance between efficiency and accuracy in a manner unavailable to point

based geolocation systems.
4.5 Evaluation

We evaluated Alidade by comparing its answers with that of six commercial ge-
olocation databases—EdgeScape, MaxMind GeoCity, MaxMind GeoCity2 Lite, DB-IP,

IP2Location and IPligence. In this section, we begin with an exposition of the
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sources of ground-truth location information and the experimental setup. We fol-
low up with a discussion of the evaluation results and show some of Alidade’s

unique strengths.
4.5.1 Ground-truth Data

We use six different ground-truth data sets to compare and contrast Alidade’s ge-
olocation accuracy with the other geolocation databases. Table 4.1 summarizes the
number of IP addresses available in each data set and the number of unique loca-

tions, at approximately 1 km resolution, over which the addresses are distributed.

Table 4.1: Unique IP addresses and geographic locations associated with the data sets
used for evaluating geolocation databases

Data Set #IPs | #locations
PLAB 835 331
Ark 66 61
MLAB 882 36
GPS 152 139
NTP 99 77
EuroGT | 23,737,281 73

Locations of PlanetLab nodes (PLAB) is a commonly used ground-truth data
set in geolocation research. Although the data set exhibits good geographic diver-
sity, we show, in Section 4.5.3 that PLAB does not help to adequately evaluate a
geolocation system. The Measurement Lab (MLAB) [8] and CAIDA’s Archipelago
(Ark) infrastructure [47] provide a rich ecosystem for networking research, and
they both offer a global network measurement platform. The MLAB servers and
Ark monitors are located in various countries across the globe offering an inter-
esting diversity in ground-truth locations. Although the Ark monitors are fewer
in number they are, in fact, richer in diversity compared to widely used public

ground-truth data sets, e.g.,, PLAB and MLAB: the 66 Ark monitors are located
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in 36 different countries, making them an interesting candidate for use in testing
geolocation systems.

GPS, in Table 4.1, refers to a set of IP addresses used by GPS receivers to com-
municate their locations (and/or measurements) to a base station over the Inter-
net. These GPS receivers are part of a measurement platform employed by geol-
ogists to study continental drift. We refer to Network Time Protocol servers with
ground-truth location data as NTP in the table. The GPS and NTP data sets are
ideal for use in testing passive geolocation systems because these data sets enforce
a strict policy against active probing.

The EuroGT ground-truth data is a list of city locations for approximately 24
million IP addresses provided by a European Tier-1 network provider. One pec-
ularity of this data set is that it contains only 73 distinct city locations, although

presumably this provider has infrastructure in more than 73 cities.
4.5.2  Experimental Setup

The database of IP-address-to-location mappings generated by Alidade was gen-
erated from a set of input data sets that included both measurement and non-
measurement data. The non-measurement data consisted of HostParser hints for
approximately 700 million addresses, of which roughly 211 million contain city-
level predictions, location hints compiled from various Internet registries, AS hi-
erarchy data from CAIDA, ground-truth locations of landmarks, and shape files
for cities and countries along with accompanying metadata.

Much of the measurement data for the experiment was provided by a Con-
tent Delivery Network (CDN) and consisted of traceroutes between CDN servers
and hundreds of thousands of resolving DNS servers collected over a period of
three months (recorded by the CDN for network mapping purposes), traceroutes

from CDN servers to a small fraction of end user addresses collected over a pe-
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riod of three to six months, one week of ping measurements from CDN servers to
routers (recorded by the CDN to estimate network performance), and one month
of round-trip latency values recorded between CDN servers and end-user ma-
chines for a small fraction of TCP connections. The database of results created
using these measurement and non-measurement inputs was used as input to the
querying engine to geolocate the targets in the evaluation data set. The database
contains predictions for approximately 900 million targets generated using these
inputs. The selection of targets for evaluation was performed after Alidade’s
database was finalized; Alidade’s results had no influence on selection of targets
for the performance comparison.

We used the latest versions, updated in September 2013, of all the databases
except for MaxMind GeoCity, for which the last update available to us was made
in early June 2013. This is one of the reasons that we have included two databases
from the same provider in our study. MaxMind GeoLite2 City, the free version of
MaxMind, has also been widely used in academic research for evaluation of ge-
olocation systems. Alidade’s input data provided by the CDN is associated with
the third and fourth quarters of the year 2013. Our objective is to align simply the
different geolocation database systems as closer in timeline as practically possible

to ensure a fair evaluation.

Table 4.2: Number of targets in the different data sets with delay-based measurement data
(for geolocation)

| Data Set || #targets | Coverage |

PLAB 289 34.61%
Ark 0 0%
MLAB 0 0%
GPS 12 7.89%
NTP 7 7.07%
EuroGT 61,947 61.95%
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We define error distance as the geographic distance between a system’s point-
based prediction for a target and the target’s ground-truth location. Although,
Alidade outputs polygonal regions as answers, it also computes a point-based es-
timate, which is always contained in the polygonal region. This enables a head-to-
head performance comparison of Alidade with the other geolocation databases,
all of which provide point-based predictions. Alidade uses various heuristics to
output a point-based answer. Picking the center of a city enclosed by the polygo-

nal answer, is an example of such a heuristic.
4.5.3 Comparative Evaluation Results

We begin by analyzing the effectiveness of relying solely on hints derived from the
registry or from the names of the target addresses. These are the primary sources
of non-measurement data used by Alidade. Figure 4.9b shows the ECDFs! of er-
rors for the complete 24-million-address EuroGT dataset using only HostParser
or registry. HostParser provides answers to just a little over 20% of the targets;
for targets with no answers (approximately, 18 million) we assumed an error dis-
tance of 10,000km. Registry, by comparison, performs better, with a median error
distance of 214km. The results indicate that these two data sources alone are not
sufficient to make accurate predictions; in spite of the relatively low geographic
diversity in locations EuroGT is still a challenging data set for geolocation.

Many academic studies on geolocation have used PlanetLab nodes as the tar-
gets for evaluation, because their ground-truth locations are known (with a few
pernicious exceptions). Figure 4.9a shows that the locations of many PlanetLab
nodes can be predicted to a high degree of accuracy using information only from
the registry or from HostParser. Marginally better accuracy can be obtained by

combining these two data sets. Comparing Figures 4.9b and 4.9a, we see that the

1 Plots use log-scale for the x-axis, unless mentioned otherwise.
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(a) Baseline results: PLAB data set (b) Baseline results: EuroGT data set

FIGURE 4.9: Accuracy of a naive geolocation approach using Registry and HostParser
hints, but no delay-based measurements

registry and HostParser are much more effective at predicting PlanetLab locations
than at predicting targets from our Tier-1 ISP. Hence using these PlanetLab nodes
as targets for evaluating geolocation systems that exploit registry information or
host names may lead to optimistic results.

For each evaluation we compute the error (distance) in the prediction made by
the different geolocation systems for each target in a given data set. We evaluate
the different systems by comparing the ECDFs of the computed error distances
of each system against the others. To remain consistent with the past geolocation
studies, we first evaluate Alidade’s geolocation accuracy against the PLAB data
set. Figure 4.10a shows that Alidade’s median error distance is slightly higher
compared to DB4 and DB5; but, these databases have significantly lower accuracy
in the tail portion of the ECDEFE. For approximately 40% of the targets, Alidade’s
performs better geolocation compared to the other geolocation databases. DB1

is an exception with its geolocation accuracy being slighly better than Alidade.
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FIGURE 4.10: Comparison of Alidade’s geolocation accuracy with that of other geoloca-
tion databases in the PLAB and MLAB data sets

In this and other data sets, DB1 remains highly competitive with Alidade and
exhibits similar performance. We highlight certain key differences, if any and
reserve a detailed explanation of DB1’s performance to a later section.
Surprisingly, in the PLAB results Alidade’s accuracy is only marginally better
than the baseline, shown in Figure 4.9a. We presume that this indicates lack of
really short measurements to improve upon the baseline estimates. Another plau-
sible reason could be that Alidade’s input provides measurements to only 34.61%
of the targets in PLAB. Table 4.2 shows the number and percentage of IP addresses
for which some (latency-based) measurement is available in Alidade’s input data.
MLAB results, in Figure 4.10b, show that Alidade’s geolocation accuracy is sig-
nificantly higher compared to the other geolocation systems; the median error dis-
tance for Alidade is 16km. Alidade’s accuracy is relatively lower than that of DB1
in the range from 20-200km. However, Alidade’s overall performance is better

than DB1 with all targets geolocated within an error distance of 370km — a factor
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FIGURE 4.11: Comparison of Alidade’s geolocation accuracy with that of other geoloca-
tion databases in the Ark and GPS data sets

of six smaller than the maximum error distance of DB1. This is in spite of having
no measurements whatsoever to any target in the MLAB data set. HostParser and
registry provides hints for 5% and 27% of the targets, while the remaining 68% of
the targets are geolocated based on the aggregates generated by the aggregator.

The Ark results show, once again, Alidade and DB1 being similar in perfor-
mance while the rest are approximately one order of magnitude away — 80% of the
targets have an error distance of less than 14km when geolocated using Alidade
or DB1 compared to an error distance of over 100km with the other systems. The
maximum error distance in Alidade and DB1 is around 3200km which is at least
three times smaller than the maximum error distances in the other geolocation
databases. Recall that Alidade has no measurements, and hence no latency-based
constraints to any targets in the Ark data set.

For a comparative analysis using the EuroGT data set, we selected a set of

100,000 targets uniformly at random from the data set and evaluated the per-
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FIGURE 4.12: Comparison of Alidade’s geolocation accuracy with that of other geoloca-
tion databases in the NTP and EuroGT data sets

formance of the different systems against this sample. Figure 4.12b presents the
ECDFs of error distance for each database. Since the ground truth for the EuroGT
dataset is only at the city level, we begin the ECDF plots at an error distance of
10km?. Alidade outperforms all the geolocation databases with 80% of targets
located with an error of 10km or less.

Alidade remains competitive in the GPS data set, but has considerably lower
accuracy compared to at least three other geolocation databases in the NTP data
set. A small fraction — 7-8% — of the targets in this data set contain measure-
ments in Alidade’s inputs while the majority have no latency-based measure-
ments. Since we do not know how the different commercial geolocation databases
make their location predictions for different targets, we cannot answer how they
perform better in this or any other data set. However, we found evidence of “hard

coded” answers in one of the widely used commercial geolocation systems. Com-

2 We treat all predictions made with an error distance of less than 10km equally and do not
differentiate between them.
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FIGURE 4.13: Impact of temporal mismatch between Alidade’s inputs and ground-truth
data.

paring Alidade answers shows that while Alidade manages to provide better es-
timates compared to these hard-coded answers, it also loses in some cases by a
huge margin. We presume that such hard coded answers might be used in gen-
eral by all commercial geolocation systems, but do not have evidence to prove it.

Alidade, however, has no such hard coded answers.
4.5.4 Lessons Learned

Stale input data can easily cripple a geolocation system. For instance, as the net-
work path between a landmark and a target in the Internet changes, prediction
logic like that based on the extrapolator, in Section 4.4.3, will also change. To
demonstate the importance of aligning the input data and ground-truth data sets
closer in the timeline, we geolocated the 100,000 targets sampled from the EuroGT
dataset using two different sets of input — one gathered from late 2013, and closer
in time to when the ground-truth was obtained, and the other from early 2014, one
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FIGURE 4.14: Equivalent circle radii of Alidade’s predictions for 500 million IP addresses
and ECDF of IP addresses whose predictions lie outside of Alidade’s predictions

quarter or more away from the ground-truth data collection. Figure 4.13 shows
that the results using input data from 2014 have approximately 20% fewer targets
with an error distance of 10km or less.

While measurements may not help in pinning down where an IP is (except
when it is very small), it helps to weed out impossible answers. As an example,
Apple has 17.0.0.0/8 and it is likely that most geolocation databases would have
the majority (if not all) of the Apple IP space to be in Cupertino, California based
on registry information. However, with a measurement data like the one below,
it is clear that this particular IP from Apple is somewhere in Asia (and may be in
Hong Kong) and definitely not in Cupertino, California. With measurement data,
Alidade will produce a feasible area where an IP can be. Such unique geoloca-
tion feature from Alidade provides a way to check if the answers from a geoloca-
tion DB is incorrect (like the example IP from Apple above). From a recent run,

Alidade has feasible answer areas for about 500 million with equivalent radius
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ranging from a few km to thousands of km, without observable concentration in a
particular equivalent answer radius. Using this data, we perform a check against
the answers from 3 different commercial geolocation DB and identify the ones
that the answer would be outside the Alidade feasible answer area. Figure 4.14a
shows the distribution of the answer area from this run, and Figure 4.14b shows
the results of incorrect answers from various geolocation DB. It can be observed
that we can see a non-neglible percentage of incorrect answers from all these ge-
olocation DB and a higher percentage of incorrect answers from geolocation DB

for Ips with a relatively small feasible area.
4.6 Summary

This chapter presents Alidade, a geolocation system that borrows and builds on
the best techniques from many previous systems. Unlike nearly all geolocation
systems reported in the academic literature, however, Alidade does not perform
any active probing on its own, but instead precomputes predictions for all IP ad-
dresses prior to fielding any queries. Alidade competes more directly with com-
mercial geolocation databases, and our analysis shows that Alidade is competi-
tive with a number of them on six different sets of targets for which ground-truth
physical locations are known. While we do not know the details of how the com-
peting databases are compiled, we hypothesize that Alidade makes much more
extensive use of network measurement data. Our analysis also shows that while
no one source of data suffices to provide very accurate predictions, when these
data sources are combined in the right way the overall accuracy can be quite high.

Alidade is already IPv6 compatible, but at present, we do not have much input
data related to IPv6. Geolocating mobile devices is a big challenge. Long term, we

would like to be able to identify which addresses are being used by mobile de-
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vices and, if possible, to estimate the range of locations at which each address is
used. In determining how to combine the different inputs to make a geolocation
prediction, Alidade relies on extensive domain knowledge, encoded in a vari-
ety of heuristics. A more systematic and pragmatic approach would be to use a
machine-learning algorithm, e.g., decision tree learning, to explore the heuristics-
space and design better heuristics for improving the accuracy of predictions.

The existence of various network measurement data sets in the public do-
main, and, in particular, in a cloud ecosystem present nice incentives to build
non-intrusive passive geolocation systems. Alidade highlights the feasibility of

such an approach.
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5

The Internet at the Speed of Light

The speed of light sucks.

— John D. Carmack
Creator of Wolfenstein 3D, Quake and Doom

Reducing latency across the Internet is of immense value—measurements and
analysis by Internet giants have shown that shaving a few hundred milliseconds
from the time for a transaction can translate into millions of dollars. For Ama-
zon, a 100 ms latency penalty implies a 1% sales loss [133]; for Google, an addi-
tional delay of 400 ms in search responses reduces search volume by 0.74%; and
for Bing, 500 ms of latency decreases revenue per user by 1.2% [44, 189]. Under-
cutting a competitor’s latency by as little as 250 ms is considered a competitive
advantage [135] in the industry. Even more crucially, these numbers underscore
that latency is a key determinant of user experience and, in a cloud-computing
model, is vital to monetizing cloud services.

While latency reductions of a few hundred milliseconds are valuable, we take
the position that the networking community should pursue a much more ambi-

tious goal: cutting Internet latencies to close to the limiting physical constraint, the
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speed of light. A speed-of-light Internet may help in transitioning to a cloud-only
model: more computations can be offloaded to the cloud while still offering an in-
stant response to end users, as if the computations are running locally (in end-user
devices). Latency can have a truly transformative impact for many applications,
e.g., tele-immersion, online gaming. But the Internet’s speed is quite far from the
speed of light. In this chapter, we show that the fetch time from a set of generally
well-connected clients for just the HTML document of the index pages of popular
Web sites is, in the median, 37 times the round-trip speed-of-light latency. In the
80" percentile it is more than 100x slower.

ISPs compete primarily on the basis of peak bandwidth offered, and there
is virtually no mention of Internet latency. Bandwidth improvements are also
necessary, but bandwidth is no longer the bottleneck for a significant fraction of
the population: for instance, the average Internet connection speed in the US is
15.3Mbps, based on the recent “State of the Internet” report from Akamai [25],
while the effect of increasing bandwidth on page load time is small beyond as
little as 5Mbps [101]. Projects like Google Fiber [6] and other fiber-to-the-home
efforts by ISPs are further improving bandwidth. On the other hand, it has been
noted in a variety of contexts from CPUs, to disks, to networks, that reducing
latency is a more difficult problem [168].

In this chapter, we use two different data sets—passively gathered measure-
ments from a CDN, and measurements gathered from the Internet’s edge using
RIPE Atlas—to determine how slow the Internet is. To show the impact of a speed-
of-light Internet on user experience, we evaluate the improvements in Web page
load times obtained by leveraging a parallel low-latency Internet infrastructure.

We summarize our contributions as follows.

1. We start by making the case that a ‘speed-of-light Internet” will have tremen-
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dous impact on cloud computing.

2. We quantify the latency in Internet using two measurement data sets: be-
tween a large CDN provider’s servers and end hosts; and between RIPE

Atlas nodes.

3. In experiments across 108 Web pages using a record-and-replay tool, we
found that eliminating infrastructural latency could cut Web page load times

by 30%.
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5.2 The Need for Speed

A speed-of-light Internet would enhance user satisfaction with Web applications,
as well as voice and video communication. The gaming industry, where lower
latencies are crucial for an interactive gameplay, would also enjoy immense bene-
tits. Indeed, a speed-of-light Internet would be fundamentally alter the computing

landscape.

Cloud Computing. One of the biggest advantages of a speedier Internet is further
centralization of compute resources. People are already using Web-based software

for carrying out tasks that were previously done using software running locally on
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their own devices. Google and VMware are already jointly working towards the
thin client model through virtualization [90]. Products like the Chromebook [1],
a laptop with almost all of the software powered by cloud-based services, also
highlight the shift to a cloud-computing (or thin-client) model. This shift to a
(logically centralized) cloud computing model, however, is limited by Internet’s
latency; extending the model, in particular, to end users encounters the all-too-
well-known latency issues of the last mile [102].

The increasing adoption of mobile devices with limited processing power and
resources also catalyzes the shift to a cloud-computing model. There is interest,
for instance, in offloading computations to the cloud to save energy and also to
leverage data and computational resources of the cloud, which are unavailable on
user devices [72]. Applications such as Apple’s Siri [159] and Google Now [78]
already offload some processing from their respective mobile platforms to the
cloud. The performance of these applications highly depend on having low re-
sponse times; the level of interactivity required for such applications, otherwise,
become impractical to implement. As prior work [105] has argued, however, to
achieve highly responsive performance from cloud-based applications would to-
day require the presence of a large number of data center facilities. With a speed-
ier Internet, the ‘thin client’ model becomes plausible for both desktop and mobile
computing with far fewer installations. Latency, essentially, dictates the feasibility

and even monetization of cloud services.

Better Geolocation. A speed-of-light Internet may also enable accurate geolo-
cation. Consider, for example, a client located a certain distance away from a
server. Over a speed-of-light Internet, the round-trip latency will reveal to the
server precisely this distance (assuming that other delays, e.g., server processing

delay, queueing delay are negligible). Simple constraint-based techniques, e.g.,
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triangulation of measurements from multiple locations, may yield highly accu-
rate geolocation over a speed-of-light Internet. While better geolocation provides
benefits such as better targeting of services and matching with nearby servers, it

also has other implications, such as for privacy.

New Applications. A Speed-of-Light Interest will help in creating a convincing
experience of joining two distant locations. Applications like tele-immersion and
remote collaborative music performance are hampered today by poor Internet la-
tencies. For instance, latencies above 50ms, make remote collaboration on music
difficult [67]. Convincing virtual reality immersion necessitates a latency of less
than 20ms [223], and a similar limit likely applies to immersion in remote, real-
world environments. A Speed-of-Light Internet may help in realizing many (as of
yet unknown and unexplored) innovative applications—the latency limitations
might indeed be the only impediment for designers to think about such latency-

sensitive but “killer” applications.

CDNs and a faster Internet. CDNs reduce latency by placing a large number
of replicas of content across the globe, so that for most customers, some replica
is nearby. This approach, however, has its limitations. First, CDNs are not rel-
evant for all communication types: some resources simply cannot be replicated
or moved, such as people. Second, CDNs today are an expensive option, avail-
able only to larger Internet companies. A speedier Internet would significantly
cut costs for CDNSs, putting them within reach of a larger spectrum of Web ser-
vice providers. CDNs make a trade-off between costs (determined, in part, by the
number of infrastructure locations), and latency targets. For any latency target
a CDN desires to achieve globally, given the Internet’s communication latency,
a certain minimum number of locations are required. Speeding up the Internet

improves this entire trade-off curve.
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The Internet of Things. Tens of billions of devices (excluding traditional personal
computing devices) are expected to be on the Internet of Things by 2020 [93, 183].
For some of these devices, e.g., Amazon Dash [2], latency may not matter much;
delays of a few seconds to order an item online might be perfectly acceptable.
Other ‘smart things’ intended to facilitate active interactions with users, however,
would require low latency to make such interactions seamless and natural. A

Speed-of-Light Internet is key to realizing such ‘smart’ things or applications.
5.3 The Internet is too slow

There are many ways to measure the latency in the Internet and, indeed, many
vantage points, viz., Internet’s edge, Internet’s core, to gather measurements from.
We are interested in understanding how latency affects the cloud-computing model,
and, in particular, wish to quantify the impact of latency on end-users’ experience.
To this end, we fetched HTML for landing pages of popular Websites from Plan-
etLab [68] nodes and used the fetch time as a baseline to estimate latency in the

Internet.
5.3.1 PlanetLab Measurements

We pooled Alexa’s [28] top 500 Websites from each of 120+ countries and used
the unique URLs. We followed redirects on each URL, and recorded the final URL
for use in experiments. In our experiments, we ignored any URLs that still caused
redirects. We excluded data for the few hundred websites using SSL!. The result-
ing data set consisted of the URLs of landing pages of 28,000 popular Websites.
We fetched these URLs from 400+ PlanetLab nodes using cURL [12]. For each
connection, we geolocated the Web server using commercial geolocation services,

and computed the time it would take for light to travel round-trip along the short-

1 We did find, as expected, that SSL incurred several RTTs of additional latency.
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FIGURE 5.1: Fetch time of just the HTML of the landing pages of popular Web sites in
terms of inflation over the speed of light.

est path between the same end-points, i. e., the c-latency?. Henceforth, we refer to
the ratio of the fetch time to c-latency as the Internet’s latency inflation. Fig. 5.1
shows the CDF of this inflation over 6 million connections. The time to finish
HTML retrieval is, in the median, 34-times the c-latency, while the 90th percentile
is 169-times the c-latency. Thus, the Internet is typically more than an order of
magnitude slower than the speed of light.

PlanetLab nodes are (largely) well-connected, university-based infrastructure.
As a result, one may expect that measurements from PlanetLab do not capture
certain aspects of latency as seen from the network’s true edge. In particular, these
measurements may underestimate congestion, as well as latency inflation, due to
last-mile user-connectivity typically being poorer than for PlanetLab nodes. Thus,
to complement our PlanetLab measurements, we follow it with measurements
from the real edge of the network: client connections to a CDN, and measurements

between nodes on the RIPE Atlas platform [148].
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FIGURE 5.2: Latency inflation in RTTs between end users and Akamai servers, and the
variation therein.

5.3.2 Client connections to a CDN

For a closer look at latency in true end-user environments, we examined RTTs in
a sample of TCP connection handshakes® between Akamai’s servers and clients
(end-users) over a 24-hour time period, passively logged by Akamai’s servers. A
large fraction of routes to popular prefixes are unlikely to change at this time-
scale in the Internet [184]. The connections under consideration here are physi-
cally much shorter, making route changes even more unlikely. We analyzed all
server-client pairs that appeared more than once in our data: ~10 million pairs,
of which 90% had 2 to 5 observations. We excluded server-client pairs with min-
imum latencies of less than 3 ms—'clients’ in this latency range are often proxy
servers in a data center or colocation facility rather than our intended end users.
We computed the inflation over c-latency of the minimum (Min), average (Avg)
and maximum (Max) of the set of RTTs observed between each pair; for calcu-

lating the inflations we had ground truth on the location of the servers, and the

2 We have ground-truth geolocation for PlanetLab nodes—while the PlanetLab API yields in-
correct locations for some nodes, these are easy to identify and remove based on simple latency
tests.

3 The time elapsed between when a server sends a SYN-ACK to a client and when the server
receives ACK from the client.

135



UsS (CST) —+— GB % P —e— Us (CST) —+— GB —F— P —o—

US (EST) —>*— DE & US (EST) —>*— DE —5—
0. iy S —~ 140 :
S X x x £ \
0 35 [ g 10 N
< 30 ~ 100 P K
= = S *
b 25 s o 80°F
& = NG
@ . =1
s 8 60 o S S e S iy
S 1 = 8. Wﬁ
E 15 w g 40 \E/'—- —fr—
10 8 8 =849 s 20 s PN
& I I i I i
5L i I i I i o
00-1:59 4-5:59 8-9:59 12-13:59 16-17:59 20-21:59 00-1:59 4-5:59 8-9:59 12-13:59 16-17:59 20-21:59
Time (in UTC) Time (in UTC)

(a) Medians of RTTs of client-server pairs with ~ (b) 90" percentiles of RTTs the same set of
measurements in each 2-hr window client-set pairs

FIGURE 5.3: Variations in latencies of client-server pairs grouped into 2-hr windows in
different geographic regions

clients were geolocated using data from Akamai EdgeScape [26].

To evaluate the impact of congestion, we examine our data for both variations
across time-of-day (perhaps latencies are, as a whole, significantly larger in peak
traffic hours), and within short periods of time for the same server-client pairs
(perhaps transient congestion for individual connections is a significant problem).
Thus, we discard server-client pairs that do not have repeat measurements. For
ease of analysis over time-of-day, we only look at pairs within the same country.
We include here results for a few geographies that have a large number of mea-
surements after these restrictions. We bin all RTT measurements into 12 2-hour
periods and produce results aggregated over these bins separately for each coun-
try.

Time-of-day latency variations across bins. We selected server-client pairs that
have at least one RTT measurement in each of the twelve bins. For pairs with
multiple RTTs within a bin, we use the median RTT as representative, discarding
other measurements. This leaves us with the same number of samples between
the same host-pairs in all bins. Fig. 5.3a and Fig. 5.3b show the median and the 90"

percentile of RTTs in each 2-hour bin for each of 5 timezones. For the United States
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FIGURE 5.4: Medians of maximum change in RTTs (max - min) in repeat measurements
within each time window.

(US), we show only data for the central (CST) and eastern (EST) timezones, but the
results are similar for the rest*. Median latency across our aggregate varies little
across the day, most timezones seeing no more than 3 ms of variation, except Great
Britain, where the maximum latency difference is 7.35ms. The 90" percentile in
each bin (Fig. 5.3b) shows similar trends, although with larger variations. Again,
in Great Britain, RTTs are higher in the evening. (We checked that results for a
different 24-hour period look similar.) It is thus possible that congestion is in play
there, affecting network-wide latencies. However, across other timezones, we see

no such effect.

Latency variations within bins. To investigate variations within bins, we do not
limit ourselves to measurements across the same set of host-pairs across all bins.
However, within each bin, only data from host-pairs with multiple measurements
inside that time period is included. For each host-pair in each bin, we calculate
the maximum change in RTT (A;;,x) — the difference between the maximum and
minimum RTT between the host-pair in that time period. We then compute the

median A,y across host-pairs within each bin. Fig. 5.4 shows the results: the

4 The timezone classification is based on the location of the client; servers associated with these
measurements can be anywhere in the US and not necessarily restricted to the same timezone as
that of the clients.
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variation within bins is a bit larger than variations across median latencies across
the day. For example, for US (CST), the median A4y is as large as 9 ms in the peak
hours. That Ay also shows broadly similar time-of-day trends to median latency
is not surprising. GB continues to show exceptionally large latency variations,
with a Ay >~25ms at the peak, and also large variations across the day.

To summarize, in end-user environments, network-wide latency increases in
peak hours were largely limited in our measurements to one geography (Great
Britain). However, individual flows may occasionally experience a few additional

milliseconds of latency.
5.3.3 RIPE Atlas Measurements

So far, we have limited ourselves to client-server connections, where the server
belongs to a popular Web service. In this section, we describe our measurements
between nodes on the RIPE Atlas platform [148]. The Atlas platform allows mea-
surements to be collected using probes (small network devices) that are, typically,
deployed in end-user networks (for instance, attached to their home routers). An
added benefit of using the RIPE Atlas platform is that the locations of the RIPE
Atlas probes are known within 1 km resolution [149], obviating the need for IP
geolocation.

We collected ICMP pings over IPv4 (IPv6) between 935 (1012) sources in 26
(34) countries and 72 (97) destinations in 29 (40) countries every 30 minutes for 24
hours. The data set contains ping measurements between 288,425 (63,884) unique
IPv4 (IPv6) endpoint (or source-destination) pairs; 85% (78%) of the IPv4 (IPv6)
endpoint pairs are inter-AS pairs with the source and destination belonging to
different ASes. To account for the skew in inter-AS and intra-AS pairs, we com-
pute the round-trip distance between the endpoints and bin them into 5 km wide

buckets. From each bucket, we uniformly sample an equal number of inter-AS
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FIGURE 5.5: Inflations in min. pings between RIPE Atlas nodes over both IPv4 and IPv6

and intra-AS pairs and compute the inflation of the min. pings (minimum across
the entire day of measurements) of these endpoint pairs. Fig. 5.5a shows that the
inflation in minimum ping time in IPv6 measurements is lower than for IPv4.

To make the comparison between latency inflation over IPv4 and IPv6 fairer,
we also examined a subset of node-pairs for which both IPv4 and IPv6 measure-
ments were available. This more directly comparable data is shown in Fig.5.5b.
The results range from 8.17-times to 12.14-times the c-latency in the medians. Our
present data set is perhaps too small to draw significant conclusions about differ-
ences between IPv4 and IPv6, and inter- and intra-AS measurements. Neverthe-
less, one common feature across the entire data set is a significantly larger latency
inflation compared to PlanetLab measurements, where median inflation in mini-
mum ping latency was 3.1-times the c-latency [196].

Given that Atlas probes are typically attached to home networks, the latency
being larger than similar experiments using PlanetLab nodes [196] should not be
surprising—home networks surely add more latency than servers in a univer-
sity cluster or a data center. An additional explanatory factor could be that paths
from clients to Web servers may be much shorter than between arbitrary pairs of

end-points on the Internet: Web servers are deliberately deployed for fast access,
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and the Internet’s semi-hierarchical nature can make paths between arbitrary end-
points long. If this is the case, we should expect node-pairs at larger geographic
distances to experience latency inflation similar to that in the PlanetLab data set
than node-pairs that are located nearer to each other. Fig. 5.6 adds some credence
to this explanation. Here, we look at how median inflation in minimum ping la-
tency depends on the distance between the nodes.

We observe that the latency in HTML fetches from PlanetLab nodes (Section 5.3.1)
is much higher than the latency inflation in minimum pings between RIPE Atlas
nodes. This observation is most likely because of the multiplicative effect that
RTT has on the download times of Web objects. It is also worth noting that the la-
tency in minimum pings between RIPE Atlas nodes (8.17 to 12.14) is much higher
than the end-to-end latencies between CDN servers (3.1) in our longitudinal study
of server-to-server measurements (refer Chapter 2). The measurements of end-
to-end latencies of server-to-server paths are indeed similar to measurements of
ping times between the servers; no DNS resolutions or other protocol overheads
are involved. Hence, the inflation in end-to-end latencies (refer §2.9) of server-
to-server paths (3.01 over IPv4 and 3.1 over IPv6) are, perhaps, more indicative

of infrastructural latencies; ignoring the overheads from higher layers, infrastruc-
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tural improvements alone can contribute nearly a 3-times reduction in the Internet

latency.
5.4 Case Study: Faster Page Loads

In the previous section, we highlighted that reductions in latency inflation at the
lower layers has a multiplicative effect on small object fetches (such as only the
index HTML of Web pages). In this section, We investigate the impact of latency
improvements for entire Web page loads using a real browser over an emulated
network.

We measure the onLoad [161] time of Web pages, which captures the time spent
by a browser to completely load all the contents of a Web page, and show how this
metric, referred to as page-load time (PLT), improves with reductions in the network
infrastructure’s latency. For each page load, we record all the connections made,
their estimated RTTs, and the HTTP content fetched. We then replay the page
load, with RTTs reduced to emulate the use of a faster underlying network. This
is accomplished using MahiMahi [155]. Note that the replay only fetches content
locally (from the ‘record’ stage), allowing control over the RTT, but still involving
the protocol stack; please refer to MahiMahi [155] for details. We use Mozilla
Firefox with the Selenium [191] browser automation framework. We extended
MahiMahi’s delay-shell to accept a list of delay rules. A delay rule may specify, for
instance, that TCP packets from the client to a server at the address a.b.c.d and
port 80 should be subject to a delay of 20 ms on the forward (client to server) path
and 40 ms on the reverse (server to client).

We use a set of 108 Web pages, selected uniformly at random from a list of
top-ranked Websites from Alexa. To focus on latency, we replay each page with

unlimited bandwidth, first with unmodified latencies, and then with adjusted la-
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FIGURE 5.7: Relative decrease in PLTs as underlying network latency is reduced

tencies. Our interest is in the PLT-difference between these replays. Each replay is
repeated thrice, and the median PLT is used. We test latency reductions (as frac-
tion of original latencies: 0.33x, 0.5x and 0.66x) on both directions of traffic. For
instance, “0.5x RTT” implies that the RTTs are adjusted to 0.5x the corresponding
recorded RTTs.

Fig. 5.7 shows the relative decrease in PLTs. Since we argued that infrastruc-
tural inflation to be 3.1x, the “0.33x RTT” adjustment roughly corresponds to
sending traffic over a speed-of-light network. Per Fig. 5.7, this leads to a 30% re-
duction in PLT in the median. The equivalent absolute reduction is 602 ms. This
PLT reduction is less than the 66% reduction in RTT because unlike for just a small
object fetch a Web page load also involves blocking on computations at both the
server and the client. We consider it likely that if a c-network were built, Web
designers might design to take advantage of it, resulting in larger speedups. Nev-
ertheless, a 30% decrease itself would be highly valuable. We remind the reader
that this is without any other modifications.

We also test latency reductions (as fraction of original latencies: 0.33x, 0.5x
and 0.66x) on only client-to-server traffic (i.e., latency reductions are only along

the forward, client-to-server, direction). For instance, “0.66x fwd.path” (in Fig-
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ure 5.8) implies that only the client-to-server latencies are adjusted, and set to
0.66x the recorded latency. In making these adjustments, we assume that the un-
adjusted latencies are symmetrical in each direction, i. e., 0.5xRTT. Per Figure 5.8,
speeding up traffic only on the forward path (“0.33x fwd.path”) yields a 20% im-
provement (402 ms) in the median. This would require sending only 8.5% of the
bytes over the low-latency network in the median.

Surprisingly, Figure 5.8 and Figure 5.7 show that the CDF of ‘0.33 x fwd.path’
performs better compared to that of ‘0.66 x RTT’; intuitively, ‘0.33x fwd.path’
should behave similar to ‘0.66 x RTT’. Inspecting the traffic reveals that although
the reverse path carries more traffic than the forward path, it does so in fewer
number of packets; on average, clients send more packets (but carrying less data)
to servers than that sent in the opposite direction. The 66% reduction, hence, even
if it’s only along the forward path, performs slightly better than the setup where
the RTTs are reduced by 33% in both directions.

Replaying HTTP content accurately is hard; for instance, nearly ~10% of the
Web pages in our test exhibit an increase in page-load times when latencies were
decreased. Examining some of these cases reveals that even though we fetch the

same set of Web pages during the replay, the page contents show some differ-
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ences. These differences can perhaps be attributed to non-determinism introduced
by the JavaScript components in the Web pages; for instance, advertisements on
a page may vary slightly depending on the time of day and hence, the replay
sessions might encounter requests to objects which were never observed during
the record session. These requests will fail and the failure can further introduce
non-determinism in the replays. We also should ideally model the connection de-
lays as a distribution. Regardless, our results demonstrate that latency reductions
contribute to significant improvements in page-load times and can improve the
end-user’s experience; given the non-determinism in replays, we are also, proba-

bly, under-estimating the potential benefit of network latency reduction.
5.5 Related Work

There is a large body of work on reducing Internet latency. Several efforts have fo-
cused on particular pieces; for example, [178, 224] focus on TCP handshakes; [82]
on TCP’s initial congestion window; [211] on DNS resolution; [147, 91] on routing
inflation due to BGP policy. Other work has discussed results from small scale
experiments; for example, [205] presents performance measurements for 9 pop-
ular Web sites; [106] presents DNS and TCP measurements for the most popular
100 Web sites. The WProf [212] project breaks down Web page load time for 350
Web pages into computational aspects of page rendering, as well as DNS and TCP
handshake times. Wang et al. [214] investigate latency on mobile browsers, but fo-
cus on the compute aspects rather than networking.

The 2013 Workshop on Reducing Internet Latency [11] focused on potential
mitigation techniques, with bufferbloat and active queue management being among
the centerpieces. One interesting outcome of the workshop was a qualitative chart

of latency reduction techniques, and their potential impact and feasibility (Fig. 1
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in [114]). In a similar vein, one objective of our work is to quantify the latency
inflation and identify opportunities, e.g., infrastructural improvements, to reduce
the inflation.

There are indeed several ambitious projects related to enhancing Internet in-
frastructure, like the satellite Internet efforts of OneWeb and WorldVu [30, 98],
Google’s Loon project [10], and Facebook’s drones [129], but these are all address-
ing a different (albeit important) problem — expanding the Internet’s reach to
under-served populations. There are also efforts geared at improving bandwidth
in existing Internet markets, such as Google Fiber [6]. We hope that our work
urges greater consideration for latency in such efforts. However, so far, infras-
tructural latency has only garnered attention in niche scenarios, such as the finan-
cial markets, and isolated submarine cable projects aimed at shortening specific
routes [158, 151]. We make the case here that the role of infrastructural latency in-
flation is not well appreciated, and that it is at least as important as protocol stack

improvements for making progress on reducing latency over the Internet.
5.6 Summary

Latency is a key determinant of user experience, and it also affects the realization
and monetization of cloud services. In this chapter, we show that the latency in
Internet is far from the ideal—measurements from the edge indicate that the In-
ternet is at least 8 times slower compared to the speed of light, while in the core
latency inflation is around 3 times the c-latency. Discussions of speed in the Inter-
net often focus on bandwidth and there is hardly any mention of latency. With the
recent shift towards a cloud-computing model for deploying software, it will be
impossible to ignore the ramifications of latency inflations. The cloud amplifies

(at least) the ramifications of latency inflations: a few hundred milliseconds is all
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that stands between the success and failure of a cloud service; users will quickly
perceive latencies as cloud services are integrated into more interactive interfaces.

We highlight that infrastructural improvements alone can offer a substantial
reduction in latencies. Singla et al. [197] propose a parallel low-latency Internet
infrastructure and urge researchers to consider “latency” as the next grand chal-
lenge in networking. In this chapter, we show how such a parallel low-latency in-
frastructure, even if it has only a limited capacity, can be immensely beneficial to
end users. Our case study of reductions in page-load times indicates that even the
availability of speed-of-light communications for only the client-to-server traffic
can yield significantly enhance user experience: based on our experiments, page-
load times decrease by over 400 ms in the median. We hope this work will encour-
age other researchers to focus more on improving Internet latency and exploiting

it to enhance the end-users’ experience.
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6

Roadmap

You don't understand anything until you learn it more than one
way.

— Marvin L. Minsky
ACM A .M. Turing Award Winner 1969

While the previous chapters discussed our current research efforts, the focus of
this chapter is to shed some light on a roadmap for future work. In the following
sections, we describe the ideas and the motivations behind them. We include
results from preliminary analysis, if required, to clearly illustrate the challenges

involved.
6.1 Dissecting End-User Experience

While researchers have been conducting client-side measurement studies to un-
derstand and estimate end-user experience [204, 202], the lack of a correlated
server-to-server study leaves many critical questions unanswered. A correlated
study entails gathering both client-side measurements and logs from the servers
involved in serving these clients with the aim of using the server-side observa-

tions to better explain the client-side measurements. For instance, the server-side
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FIGURE 6.1: Distribution of time spent in different phases involved in fetching Web
objects

observation that the Web objects requested by the end users required many server-
to-server interactions provides a better explanation for the latency associated with
these objects than just the client-side measurements.

Although the dependence of download times of Web objects on network pa-
rameters, namely, bandwidth and latency, is well-understood, given the complex-
ity of today’s Internet architecture, where data delivery requires many servers to
interact and coordinate, these parameters provide, at best, a partial explanation.
To best illustrate this argument, we gathered CDN server logs over a 24-hour
time frame, and, using the logs, measured the time spent by end users (clients)
in downloading different Web objects from the CDN servers. Each log record in-
cludes an estimate of the client-server RTT, amount of bytes served to the client,
the IP addresses of both the server and the client, the time elapsed between when
the (front-end) server receives a request and when it begins to send the first byte of
response to the client (turnaround time), and the time elapsed between sending the
first and the last byte of the response to the client (transfer time). We only consid-

ered instances where the server contacted by the end users interacted with other
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CDN servers (since it did not have the requested object in its cache) to serve the
requested content. Client-side measurements alone are not sufficient to measure
the turnaround and transfer times.

If we restrict our attention to Web objects downloaded by clients over connec-
tions with at most 1 ms of RTT, we observe the obvious: increase in object size
translates to increase in transfer time (Figure 6.1a). The order of magnitude in-
creases in transfer times!, however, does not result in a similar increase in the
overall download time (i.e., time elapsed between receiving of the last byte of the
client’s request and sending of the last byte of the response). Until the request
object size increases above 1 MB, turnaround time dominates the overall down-
load time of Web objects. Figure 6.1b shows the time spent in different phases
when restricting our attention to objects of size at most 1kB. Surprisingly, the
transfer time decreases slightly with increase in RTT; lack of sufficient data in the
relevant category and requests over an already established connection (permit-
ting the server to skip the slow-start phase) are, perhaps, the reasons behind this
odd behavior. In both figures, the turn around time remains constant and inde-
pendent, as it should be, of the client-server RTT. This brief analysis highlights
the potential behind combining server-side and client-side measurements to gain
more insights into user experience. The combined data set may highlight, for in-
stance, that deploying servers close to end users in a geographic region might
result only in marginal latency reductions because it requires significant amount
of server-to-server communications in serving the most frequently requested Web
objects in that region. The study can inform better CDN designs and consequently

improve the end-users’ experience.

! Note the use of log-scale for representing time in milliseconds along the Y-axis.
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6.2 On IPv4-IPv6 Infrastructure Sharing

IP alias resolution is defined as the problem of identifying if two IP addresses be-
long to the same router and is crucial to mapping the Internet topology. While per-
forming alias resolution of two IPv4 or IPv6 addresses (i.e., determining whether
a pair of IPv4 (or IPv6) addresses are aliases of the same device or interface) is a
well-explored topic [38, 194, 122, 208, 166, 136], the question of whether an IPv4-
IPv6 IP address pair belongs to the same router or not, remains still unsolved. The
few studies that have explored IPv6-IPv6 relationships have been in the context
of nameservers [40] and Web servers [41].

While investigating the end-to-end latencies of server-to-server paths, we ob-
served (in Chapter 2) that the performance characteristics are similar over both
IPv4 and IPvé: latency inflations over IPv4 and IPv6, for instance, are very close
in value (3.01 for IPv4 and 3.1 for IPv6, in the median). Our longitudinal study
also highlight that, in a majority of instances, the end-to-end server-to-server path
latencies had no significant difference—difference in IPv4 and IPv6 latencies were
within 10ms. These performance similarities, naturally, stress the need to under-
stand to what extent the infrastructure is shared between IPv4 and IPv6.

A careful analysis of paths where infrastructure is shared between IPv4 and
IPv6 can reveal where one protocol lags behind the other in performance and
why. In particular, the study can also identify where IPv6 performance might be
better than IPv4 and provide incentives to accelerate the adoption of IPv6. Un-
derstanding infrastructure sharing between IPv4 and IPv6 is also key towards

implementing a better IPv6 geolocation system.
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6.3 Towards a Speedier Internet

Today, the Internet’s speed is shockingly far from the speed of light. Efforts to
design and develop a low-latency network infrastructure, a “Speed-of-Light In-
ternet”, is already underway [197]. But this speedier infrastructure, as envisioned
today, is limited in bandwidth because of technological limitations. Perhaps, we
may selectively use such a parallel infrastructure for latency-sensitive traffic. But
identifying latency-sensitive traffic, in an application-transparent manner, is hard,
if not impossible. Or perhaps, we can involve support of applications to identify
latency-sensitive traffic; this will entail developing the necessary interfaces for ap-
plications to indicate whether the traffic is latency-sensitive. These design choices
may also have implications for network neutrality.

Web pages have become increasingly complex and a typical page, today, in-
cludes more than 100 objects fetched from many different servers [7]. Even with
faster Internet infrastructure, making the Web page interactions faster may require
client-side support. Web browsers may need to be improved to prioritize objects
in a Web page to minimize the page-load times. Alternatively, Web developers
may be able to provide hints, e.g., the latency penalties incurred by different ob-
jects, or, more importantly, a rank order of objects in terms of their value to end
users, to browsers and servers to minimize page-load times. While discussions
on mechanisms for ensuring reliable Web page performance [4] are orthogonal
to the aforementioned efforts, they present an invaluable case study, highlighting
the efforts and coordination required among different platforms for implementing
portable client-side tools. With researchers now having started the initiative to-
wards lowering the Internet latency, development of client-side tools can be valu-

able in the timely realization of a low-latency Internet infrastructure.
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7

Conclusion

What's in your hands I think and hope is intelligence: the ability
to see the machine as more than when you were first led up to it,
that you can make it more.

— Alan J. Perlis
ACM A M. Turing Award Winner 1966

During the last five years the cloud-computing model has gained tremendous
traction: Gartner, for instance, estimates the cloud services market to reach over
200 billion dollars in 2016 [95]; just five years ago, the market was estimated to be
worth ~60 billion dollars [92]. Internet giants, e.g., Amazon, Microsoft, Google,
have all endorsed, at one point or another, that the cloud-computing model, in-
deed, represents the future of computing [120, 43, 29, 109]. It is this promising
approach of cloud computing that we studied in this thesis. In particular, we ana-
lyzed its ramifications on the Internet, explored fault-tolerant system designs for
better managing the cloud infrastructure, identified how a low-latency Internet
can enhance the cloud computing paradigm.

The Internet is constantly evolving and, naturally, the research presented in
this thesis may indeed diminish in “value” with the passage of time. But our ap-

proach to follow a data-driven design, insistence to rigorously vet network mea-
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surement data sets, and interest in designing systems that fully embrace failures
should stand the test of time, and influence research methodologies in related do-
mains. We consider it an immense success if this thesis inspires further research

in this domain or others, and sincerely hope that it does.
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