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Abstract—The ubiquitous application of deep neural networks
(DNN) has led to a rise in demand for artificial intelligence
(AI) accelerators. For example, the Tensor Processing Unit
from Google−based on a systolic array−and its variants are of
considerable interest for DNN inferencing using AI accelerators.
This paper studies the problem of classifying structural faults
in such an accelerator based on their functional criticality. We
first analyze pin-level faults in the processing elements (PEs)
of a systolic array. Simulation results for the LeNet network
with 8-bit fixed-point, 16-bit floating-point, and 32-bit floating-
point data paths applied to the MNIST dataset show that over
93% of the pin-level structural faults in a PE are functionally
benign. We present a greedy iterative framework for determining
the criticality of stuck-at faults in a PE netlist and analyze
the limitations of criticality analysis methods based on repeated
fault simulations. We next present a scalable two-tier machine-
learning (ML) based method to assess the functional criticality
of stuck-at faults in a computationally efficient manner. We
address the problem of minimizing misclassification by utilizing
generative adversarial networks (GANs). Two-tier ML/GAN-
based criticality assessment leads to less than 1% test escapes
during functional criticality evaluation of structural faults.

I. INTRODUCTION

In recent years, deep neural networks (DNNs) have emerged
as a workhorse for data-intensive applications such as im-
age classification and segmentation, voice recognition, and
natural language processing [1]. A DNN can achieve high
performance due to the large number of model parameters
(weights) trained using backpropagation algorithms [2], non-
linear activations [1], and the use of convolution layers [3].

The ubiquitous application of DNNs has led to a rise in
demand for custom artificial intelligence (AI) accelerators [4].
AI hardware accelerators can be classified on the basis of two
major use-cases: training and inferencing. Training, being an
iterative and compute-intensive process, is typically carried out
in the cloud using high-performance computing clusters. On
the other hand, inferencing is carried out by using AI acceler-
ators on edge devices [5] as well as in datacenters [6]. Systolic
array-based AI accelerators have become increasingly popular
for inferencing because of their high throughput, regularity,
and simplicity of design [7], [8]. They are being deployed
for inferencing in a number of applications, e.g., autonomous
driving, manufacturing automation, and navigation [9].

Many such use-cases require high reliability. Built-in self-
test (BIST) can be used for enabling power-on self-test in order
to detect in-field failures [10]. However, DNN inferencing
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applications such as image classification are inherently fault-
tolerant with respect to structural faults; it has been shown that
many faults are not functionally critical, i.e., they do not lead
to any significant error in inferencing [11], [12]. As a result,
conventional pseudo-random pattern generation for targeting
all faults with BIST is an “over-kill”.

Prior work to evaluate the fault tolerance of DNNs does
not provide any computationally efficient method to assess
the functional criticality of structural faults [12], [13]. The
functional criticality of a fault is determined by the severity
of its impact on functional performance [14]. In the context
of AI inferencing accelerators, it is determined by the impact
of the fault on inferencing accuracy, measured with respect
to a given criticality threshold. The functional criticality of
a structural fault (such as stuck-at), along with the criticality
thresholds, depend on the application, input data, DNN-to-
accelerator mapping, and the accelerator architecture.

In this paper, we systematically analyze structural faults in
AI accelerators. Our main contributions are as follows:
• Insights into the functional criticality of pin-level faults in

the processing elements (PEs) of an AI accelerator based on
a systolic array.

• Theoretical insights that enable the quick identification of a
significant number of functionally benign faults.

• A greedy iterative framework based on the above theoretical
insights for identifying functionally benign faults in the PE
netlist.

• A two-tier DNN-based method to classify faults based on
functional criticality for a given inferencing application.

• An analysis method based on generative adversarial net-
works to reduce the number of misclassifications.

• An analysis method to determine the minimum tolerable
multi-frame inferencing accuracy of accelerators in au-
tonomous systems.

We evaluate the proposed method by mapping the LeNet DNN
[15] to a systolic array and analyzing the functional criticality
of structural faults for handwritten digit classification. We
choose LeNet as the application dataset to demonstrate the
proposed method because it is a good representative of a
typical convolutional neural network and consists of fully
connected, convolutional, and pooling layers. The DNN ar-
chitecture, DNN-to-hardware mapping, and application dataset
are user-defined inputs to our ML-based criticality evaluation
framework. Therefore, the proposed method is general and
can be extended to other DNN architectures, mappings, and
applications.
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The remainder of the paper is organized as follows. Section
II reviews systolic arrays and motivates functional criticality
analysis. Section III describes the DNN architecture used in
this work and its mapping to the systolic array, along with the
fault-injection framework. Section IV presents insights derived
from pin-level fault criticality analysis for PEs. Section V
presents a greedy iterative method for determining functionally
benign faults in the PE netlist. Section VI presents the two-
tier DNN-based criticality evaluation method and Section
VII presents the experimental results. Finally, Section VIII
concludes the paper.

II. BACKGROUND AND MOTIVATION

A. DNN Accelerators based on a Systolic Array

AI accelerators based on a systolic array provide high
throughput, high compute density, simplified control, and
regular design [6], [4]. A systolic array consists of a two-
dimensional array of PEs that perform matrix multiplication
through multiply and accumulate (MAC) operations on in-
coming data streams. Each PE consists of a multiplier and
an adder; it interacts with its neighboring PEs such that data
streaming down the column of the array is accumulated while
the other input is broadcast across all PEs in the same row. This
design allows multiple uses of each input data item (across
columns) and obviates the need for buffering between PEs.

The PE includes an IEEE Std. 754 floating-point (FP)
adder and multiplier unit along with corresponding weight
and partial-sum registers (Fig. 1). Each PE multiplies an input
activation Xr with weight Wr−1,c and adds the product to
a previously accumulated sum Sr−1,c passed down from the
PE immediately preceding it in the same column. The weight
register temporarily holds Wr−1,c before passing it to the PE
immediately following it in the same column. The partial-
sum register temporarily holds the newly accumulated sum
Sr,c before passing it down to the next PE. As an example,
Google’s Tensor Processing Unit (TPU) utilizes a 256×256
systolic array-based inferencing engine that performs 8-bit
integer multiply and 16-bit integer accumulate operations and
is 15-30× faster than contemporary CPUs or GPUs [6], [16].
More recent versions of the TPU (v2 and v3) also support 32-
bit floating-point (FP) operations with bfloat-16 multiplication
[17].

B. Functional Criticality Analysis of Structural Faults

Functional Fault Criticality: The application of DNN algo-
rithms to specific use-cases (classification, regression, segmen-
tation, etc.) provides some flexibility in terms of the acceptable
tolerance required to ensure functional correctness. Examples
include accuracy thresholding for classification [18] and the
residual error in regression [19]. This flexibility paves the way
for additional metrics to evaluate and grade structural faults
based on functional criticality, beyond traditional methods
such as fault coverage and structural test quality.

A structural fault is considered to be functionally critical if
it leads to functional failure. For DNN accelerators, functional
failure can be evaluated in terms of the fault’s impact on
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Fig. 1: A systolic array and the architecture of a PE.
inferencing accuracy. A fault is deemed to be benign if it does
not affect the inferencing accuracy for the use-case network.
The accuracy threshold used for classifying faults as being
benign or critical can be pre-determined based on the accuracy
requirement and safety criticality of the use-case application.

In addition, testing efforts for AI accelerators can benefit
from the inherent resiliency of machine learning, especially for
convolutional neural networks (CNNs) [12]. Prior work [11]
suggests that CNNs can tolerate random variations and noise
in their inputs; this level of tolerance can be attributed to the
robust training process involving the updating of weights and
biases through gradient descent over large datasets. In addition,
regularization features such as dropout, normalization, and
loss minimization [20] make CNNs robust to certain types
of structural faults and soft errors [12].

The functional criticality of structural faults also depends
on additional factors that go beyond the robustness of training.
These factors include the location of the fault site, the dataflow
through the array, the mapping of the DNN model to the under-
lying systolic array hardware, distribution of the weights and
biases, as well as the diversity of the input data. Recent work
[21] investigates functional testing for a similar DNN architec-
ture (LeNet), but it only samples randomly selected structural
faults and overlooks hardware reuse, which is typically how
DNNs are mapped to the AI accelerator. Other recent works
on systolic array accelerator architectures limit the analysis to
functional errors that result from faults injected only at the PE
level [13], [22], [23]. Gate-level fault simulation is necessary
to identify functionally critical faults in order to reduce the
number of seed patterns for deterministic BIST and quantify
the robustness of the DNN-to-hardware mapping. The PE-level
fault or error injection does not achieve the granularity of fault
simulation required for reducing pattern count by exploiting
the inherent fault tolerance of AI accelerators.
Importance of Functional Criticality Assessment: DNN-
specific functional criticality analysis identifies faults that
cause measurable and significant deviations from acceptable
requirements. The criticality of faults can thus be used to
guide test grading and quality assessment of AI accelerators
at various stages of the product lifecycle. Fault-criticality
assessment method can be used to target domain-specific use-
cases—different models, e.g., AlexNet, GoogleNet, ResNet,
etc., mapped to the accelerator for applications such as
digit classification and pattern recognition. As the functional-
criticality of faults depends on the type of dataset, DNN
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model, and model-to-hardware mapping, individual catalogs
containing lists of critical and benign faults can be pre-
generated for every domain-specific use-case. These catalogs
can then be used by the customer as a reference for assess-
ing functional fault-criticality. Potential applications include
guiding selective test-point insertion for critical faults so that
they are always testable during manufacturing testing. The
design-for-test effort for test-point insertion can be reduced by
appropriately deemphasizing benign faults. Moreover, pattern
generation for BIST and in-field testing can be targeted at
functionally critical faults across all the catalogs. Benefits
include reduced pattern count and test time during in-field test.
Finally, functional criticality analysis can also guide selective
fault-mitigation techniques for critical fault sites.
Error Propagation: A single fault in a PE can result in multiple
erroneous neurons. Due to array reuse across multiple passes
to compute the final result, the data stream is contaminated
after the first pass of the network through the systolic array,
thereby corrupting the data stream throughout the array for all
subsequent passes. The resulting error contamination, along
with the non-linearity of each DNN layer, makes it especially
difficult to track the propagation of erroneous values.

One approach to analyzing functional criticality of faults is
to carry out fault simulation using the PEs. Fault injection
in a PE can be used to accumulate errors after each pass
of the systolic array. This iterative approach is analogous to
performing functional fault simulation of the neural network
mapped to the systolic array, as the fault is present during the
computation of each layer.

However, the above method is impractical because of the
prohibitively high CPU time. A single 32-bit PE can easily
contain tens of thousands of stuck-at faults. While the actual
number of faults depends on the PE architecture, the total
number of structural faults for a 256 × 256 PE array, as in
the Google TPU [6], is in the range of billions. Even with
advanced computing resources and extensive parallelization,
it will take years to classify all these faults using brute-force
functional simulation on a given input dataset.

III. DNN-TO-HARDWARE MAPPING AND
FAULT-INJECTION FRAMEWORK

A. LeNet-5M Architecture
LeNet-5 is a deep CNN architecture originally designed for

handwritten digit recognition [15]. We use a slightly modified
version called LeNet-5M, which consists of two convolutional
layers, three fully connected layers, and two subsampling lay-
ers; all convolutional and fully connected layers are followed
by rectified-linear units (ReLU). The subsampling layers in
LeNet-5M perform average pooling as compared to pooling
with a trainable parameter in the original LeNet-5. Average
pooling facilitates hardware reuse because it can be formulated
as a special case of 3D-convolution, thereby obviating the need
for specialized logic to perform max-pooling operation.

The input to the network is a 28×28 grayscale image
with zero padding, creating a 32 × 32 input frame. The first
convolutional layer (C1) contains six filters (kernels) of size
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Fig. 2: Mapping strategy used in this work for both 3D
convolution layers and fully connected layers.

5× 5. The second convolutional layer (C2) contains 16 filters
of size 5× 5. The three fully connected layers (including the
output layer) contain 120, 84, and 10 neurons, respectively.
The 10 neurons in the output layer represent the confidence
values for the 10 individual classes in the dataset.

This network was designed and trained in MATLAB on
a dataset of 7,500 images from the MNIST benchmark [15]
with an equal number of images in all 10 categories (digits “0”
to “9”). The input data includes 100 images with 10 images
from each class. This data is used to evaluate and characterize
the impact of different structural faults in the hardware with
respect to the baseline model performance.

B. Hardware Mapping
We designed and implemented a 128×128 systolic array

for the AI accelerator with both the 32-bit and 16-bit IEEE
FP data formats. All design configurations were first simulated
at the PE level using Python followed by RTL design and logic
synthesis using Verilog HDL.

The overall mapping strategy is illustrated in Fig. 2. Note
that the mapping is an user-defined input to the proposed
criticality evaluation framework. In this work, we have adopted
a layer-specific optimal mapping strategy for each layer type.
For convolutional layers, the 3D input feature maps and
weights were mapped in such a way that the weights were
fixed at the rows of the systolic array while the inputs were
rolled in through each column. This is similar to weight-
stationary mapping [4]. Both weights and inputs were unrolled
in column-major format, allowing twice the throughput com-
pared to unrolling in the row-major format. Convolution was
done one output feature slice at a time. Each column produces
one row of the output feature map.

Mapping for average pooling layers was done as a special
case of 3D convolution, where convolution was mimicked
with weight kernels of size 2 × 2 × Z × K with each cell
having a value of 0.25, Z being the number of input channels
and K being the number of weight kernels. Mapping for
fully connected layers was done in a fashion similar to 3D
convolution layers, with the key difference being that the
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weights and inputs were reversed with each other. This is
similar to the input-stationary mapping [4]. Bias addition was
done using a separate set of adders outside the systolic array.
Note that different mapping strategies lead to error propagation
through the network in different ways, leading to potentially
different functional impacts for the same structural fault.

C. Fault-Injection Framework

We have implemented a framework (Fig. 3) to inject struc-
tural faults within both behavioral and structural models in
Python and Verilog HDL, respectively, of the DNN mapped
to the systolic array. In this way, we can study the impact of
injected faults on the classification performance of the DNN,
thereby allowing the criticality assessment of each fault.

The fault-injection framework supports stuck-at-faults (s-a-
0, s-a-1), bridging faults to model shorts through wired-AND
wired-OR approaches, and delay faults to model opens. While
the framework supports all the above fault models, the analysis
and results reported in this paper are limited to single-stuck-
at faults. Fault injection is done inside the PE, i.e., the adder
and multiplier macros as well as its periphery at the pin-level.
The impact of the injected fault on the inferencing accuracy
is assessed using the input dataset.

IV. PIN-LEVEL FAULT CRITICALITY ANALYSIS

A. Evaluation of Pin-Level Fault Criticality

A 128 × 128 systolic array was designed in Python and
automated pin-level fault injection carried out as explained in
Section III-C. As shown in Fig. 1, a PE in the systolic array
consists of three input buses, namely A, B, and C, where A
and B are inputs to the multiplier, while C is the accumulation
input bus to the adder within the PE. The multiplier output-
bus internal to the PE is denoted as bus D. As each bus is 32
bits wide, a total of 256 faults are injected and simulated for
functional impact in case of a 32-bit PE. Similarly, 128 faults
are injected for a 16-bit PE. Each pin of the bus is functionally
simulated for both s-a-1 and s-a-0 faults.

The pin-level fault-injection experiments were performed
for both 16-bit and 32-bit PE architectures. Results on pin-
level structural fault criticality are shown in Fig. 4. The fault-
free inferencing accuracies are 98% and 99% for 16-bit and
32-bit architectures, respectively. We only present results for a
16-bit PE in row 1 column 0, i.e., PE(1,0), and 32-bit PEs in

rows 1 and 75 of column 0, i.e., PE(1,0) and PE(75,0), due to
lack of space. We have simulated 185 PEs (85 32-bit PEs and
100 16-bit PEs) across multiple columns and observed similar
results in each case; more results are presented in [24]. For our
use-case and dataset, a 95% classification accuracy exceeds
what is accepted in practice [15]. We set an exceptionally
high accuracy threshold of 95% for the 32-bit PE architecture,
higher than for typical AI applications [25], because of two
reasons: (1) ensure that fault-criticality assessment is rigorous,
(2) generate an adequate number of critical faults for training
machine learning models (as described later) to analyze PE-
internal faults. Thus, a fault in the 32-bit PE was deemed to be
functionally critical if the classification accuracy was less than
95%. Similarly, we set the criticality threshold to 90% for the
16-bit architecture. We note that more than 90% of the faults
are functionally benign. Moreover, the 32-bit and 16-bit PE
architectures show nearly identical fault-criticality behavior.
This finding can be explained by the fact that the functional
criticality of a PE depends more on the mapping of the systolic
array and less on the word size. As the mapping is the same
across both the scaled versions, the fault-binning results are
the same, with the slight difference due to the conversion error
inherent when we downsize the PE from 32 bits to 16 bits.

Fig. 5 illustrates the classification accuracy for all the
injected faults (s-a-0, s-a-1) and for all the PE buses (A, B, C,
and D) of a PE in row 75, column 0 for both 16-bit and 32-bit
architectures. Each bus includes bits for sign, exponent, and
mantissa, according to the IEEE Std. 754. From the results,
we make the following key observations:
1) Most faults in the mantissa bits for all four buses are

benign, with no impact on classification accuracy.
2) The faults in the sign bits for buses A, B, and D are benign

and have no impact on the classification accuracy.
3) The faults in the exponent bits for buses A and B are also

benign and have no impact on classification accuracy.
4) The majority of faults in buses A and B are benign.
5) Faults in the exponent bits for buses C and D, as well as

in the sign bits for bus C, are critical.
We also evaluated the functional criticality of faults in

specific pins of the PE based on the fault-free range of data
values passing through the pins across all iterations of the
DNN. For example, for the partial-sum bus of a 32-bit PE
(row 24, column 0), the maximum magnitude of the partial-
sum value is less than 80 for the inferencing dataset under
consideration–100 MNIST images. Thus, the maximum value
of the 8-bit exponent is 127+⌊log 280⌋, indicating that the bits
2-5 of the exponent from the MSB-side is always 0. Hence,
s-a-0 faults for these bits are always benign.

B. Analysis of Functional Criticality

Errors in buses A and B act as local perturbations to
the input data stream and weights. The use of L1 and L2
regularization during training introduces sparsity in weights,
making their absolute values close to 0. As the weights of the
DNN are so small, error due to perturbations in input data
or weights is also very small, making buses A and B benign.
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Fig. 5: Bus-level stuck-at fault classification for a PE in row 75 and column 0. Buses A and B are multiplier inputs, Bus C is
the accumulation input, and Bus D is the multiplier output.
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Fig. 6: Pin-level standard deviation in classification accuracy—obtained for all buses of the 85 32-bit PEs and 100 16-bit PEs
spread across the systolic array, and simulated for s-a-1 faults.

Moreover, errors in these buses do not significantly affect the
accumulated data across the column of PEs.

Assume that the error in weight W is ∆W and error in input
data B is ∆B. As the magnitude of the weight |W | << 1, we
conclude that ∆W is small for a single stuck-at fault. Hence,
B∆W is small in value. Similarly, as W is small, the product
W∆B is small in magnitude.

The partial sum bus C affects functional criticality, with the
sign and exponent bits of bus C being the most critical. This
is because C propagates the outputs accumulated by all PEs

preceding it. Hence, a fault in C directly translates to a fault
in the entire column of PEs; errors due to these faults are no
longer local but accumulate over the entire column.

A majority of faults in the mantissa bits of a bus are benign
because the magnitude of the fault-free exponent of the same
bus is not high enough to amplify the error at faulty mantissa
pins. Faults in the sign bits of buses A, B, and D are generally
benign because their fault-free magnitudes are small.
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Fig. 7: Probability of benign pin-level faults (s-a-1) remaining benign in other PEs, for 16- and 32-bit architectures.
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Fig. 8: (Top) Probability of a benign pin-level s-a-1 fault
remaining benign across other PEs for 8-bit architecture.
(Bottom) Bus-level s-a-1 fault classification for an 8-bit PE
in row 20 and column 0. Similar results are obtained for s-a-0
faults.

C. Statistical Correlation among Processing Elements

We evaluated the standard deviation σ between 85 32-bit
PEs and 100 16-bit PEs1 in terms of the classification accuracy
for pin-level s-a-0 and s-a-1 faults. The goal of this evaluation
is to assess whether the functional criticality results for one
PE can be generalized for other PEs. We used a bias-free
selection strategy, choosing well-spaced rows of PEs from
different columns. For column spacing, we considered the
kernel size and stride of the convolutional layers to account
for the overlap of data during convolution. If σ is low, we can
avoid explicit fault simulation for all the PEs. In particular,
since our goal is to identify and drop benign faults, low σ
for benign faults is especially desirable. A low value of σ
among faults located in the corresponding pins across the PEs
indicates a high correlation among those faults in terms of
their functional criticality.

Fig. 6 shows that the standard deviation in classification
accuracy for faults in the mantissa pins is negligible for all
four buses. Moreover, the σ in classification accuracy for faults
on buses A and B is also low. Therefore, faults in these pins
are highly correlated across PEs in the array. However, the σ
for faults in the exponent and sign bits of buses C and D is

1This is the number of PEs simulated at the time of paper submission.

TABLE I: Average percentage of pin-level critical faults for
all four buses for 16- and 32-bit PEs.

PE Bus
32-bit PE 16-bit PE

% of critical faults % of critical faults
s-a-0 s-a-1 s-a-0 s-a-1

A 0 0.07 0 2.18
B 0 0 0 0
C 11.06 24.37 2 15.375
D 2.05 15.10 1.93 9.375

significantly high. Recall that they are functionally critical, so
they must be considered for structural testing.

We also evaluated the average percentage distribution of
pin-level critical faults for all four buses across the 16-bit and
32-bit PEs. These results are shown in Table I. We note that
bus C has the largest percentage of critical faults across all
PEs under consideration, followed by bus D. Furthermore, the
distribution of critical faults in these buses is localized among
the sign and exponent bits.

We next analyze the likelihood of a benign pin-level fault
in a given PE remaining benign in other PEs. Let B denote
the set of all benign pin-level faults in a given PE. Let Bcorr

denote the set of all faults in B with low σ (σ < 0.7%) in
classification accuracy across other PEs, i.e., benign pin-level
faults for the PE that are also benign in other PEs. For a
pin-level fault f in the PE, let E1 be the event f ∈ B. Let
E2 be the event f ∈ Bcorr. Therefore, the probability that
a benign pin-level fault in a PE is also benign in another
PE is P [E2|E1] = P [E2 ∩ E1]/P [E1]. As Bcorr ∈ B,
P [E2|E1] = P [E2]/P [E1] ≈ n(Bcorr)/n(B), where n(X) is
the cardinality of set X . Fig. 7 shows the ratio n(Bcorr)/n(B)
for pin-level faults in both 16- and 32-bit PEs. This ratio
exceeds 0.9 in most cases, indicating a high likelihood that
a benign pin-level fault in a PE is also benign in other PEs.
Fig. 8 shows similar results for both the criticality of pin-level
faults and the distribution of benign faults for the 8-bit PE
architecture.

D. Criticality of Multiple Pin-Level Faults

Fault simulation was also carried out for multiple pin-level
faults, i.e., multiple stuck-at faults in the buses in the PE. We
made the following key observations: (1) Multiple stuck-at
faults in buses A and B are all benign. Irrespective of how
many bits are stuck at 0 or 1, we always get 100% accuracy;
(2) Multiple stuck-at faults in the exponent bits of buses C
and D are critical; (3) Multiple stuck-at faults in the mantissa
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bits of buses C and D are benign.
We note that large groups of multiple stuck-at faults, es-

pecially in the mantissa pins, in the output buses of adder
and multiplier are functionally benign. The pin-level criticality
information based on multiple pin-level fault simulations can
be potentially exploited to derive knowledge of the criticality
of single stuck-at faults internal to the adder and multiplier.
We present two theorems, which state how the criticality of
internal stuck-at faults is implied by pin-level fault criticality.
Proofs of the theorems are available in [?] and these theorems
are utilized in Section V.

Theorem 1. Let A represent the scenario of concurrent
(multiple) s-a-0 faults on all the output stems of a set of nodes
S in the PE. Let B represent the scenario of concurrent s-a-1
faults on all the output stems of the nodes in S. If both A
and B are functionally benign under a criticality threshold ϵ,
any combination of concurrent s-a-0 faults, s-a-1 faults, and
erroneous bit-flips in the outputs of the nodes in S is also
functionally benign under ϵ.

Theorem 2. Let all combinations of stuck-at faults (single and
multiple) on a set of nodes S in a PE be functionally benign.
Then any internal stuck-at fault whose effect propagates only
to nodes in S is also functionally benign.

V. GREEDY ITERATIVE METHOD FOR DETERMINING
FAULT CRITICALITY

A. Exclusivity-driven Greedy Iterative Framework

Let SF indicate a set of nodes in the netlist. The exclusive
fan-in cone of SF contains circuit nodes which are in the fan-
in cones of the nodes in SF but not in the fan-in cones of nodes
outside SF . The number of nodes in the exclusive fan-in cone
of a set of nodes, SF , is referred to as the exclusivity of SF :
EXCFI(SF ). For example, let the exclusive fan-in cones of
nodes X and Y be the sets SX and SY , respectively; this
implies: SX ∩SY = ∅. The exclusive fan-in cone of the set of
nodes, SF = {X,Y }, is a super-set of SX ∪ SY = SX + SY .
Hence, EXCFI(SF ) ≥ EXCFI(X) + EXCFI(Y ).

We convert the PE netlist into a directed graph G and
levelize it. In G, vertices represent logic gates and edges
represent wires. During graph levelization, the vertices in
a graph are distributed among levels which are defined as
follows. Let there be ng levels in a graph — {L1, L2, ..., Lng}
— where L1 indicates the level containing the output vertices,
i.e., vertices with no outgoing edges. While traversing the
levelized graph starting from its input vertices, nodes in Li

are always encountered before nodes in Lj , where i > j. A
graph can be levelized if it does not contain cycles.

In the pin-level functional criticality experiments on the
adder and multiplier, the pins were essentially output stems
of the output vertices or nodes of the circuit constituting
level L1 of G. The principle of the greedy iterative criticality
classification framework is to traverse up the levels of G,
starting from L1, and while doing so, perform fault simulation
of nodes in each level of the graph. This level-wise fault

GREEDY (G,Lsim, Sbenign) :

Input: G,Lsim, Sbenign

Output: Lm ← level with highest potential exclusivity
//Array EXC contains node-exclusivity sums for different

levels in G;
Initialize EXC to 0 for levels /∈ Lsim;
for Li /∈ Lsim do

for v ∈ Li do
if v /∈ Sbenign then

EXC[Li]← EXC[Li] + EXCFI(v);
end

end
end
Lm ← Li(/∈ Lsim) with maximum EXC[Li];

Fig. 9: Procedure for greedy level selection.

simulation effectively treats the output stems of a certain
level’s nodes as the new “pins”.

Similar to the criticality implication of internal faults from
pin-fault criticality, Theorem 2 is then used to identify func-
tionally benign nodes in the exclusive fan-in cone of a set
of nodes that are found to be functionally benign when both
concurrently s-a-0 and s-a-1. As the levels are traversed,
more benign nodes are identified iteratively; this leads to the
simulation of fewer nodes with unknown criticality in a higher
level in a later iteration. In one iteration, all the nodes in
one graph level are simulated: either one-by-one (single fault
simulations) or group-wise (multiple fault simulations), based
on user discretion. If a node or group of nodes is found to
be benign, all nodes in its exclusive fan-in cone are marked
as benign. Group-wise fault simulations are more likely to
identify higher number of benign nodes as compared to single-
fault simulations. This is because the exclusivity of a benign
group of nodes is greater than or equal to that of a single
benign node. According to Theorem 1, if a group of nodes
is benign when concurrently s-a-0 and s-a-1, individual nodes
in that group are also benign. However, if a group of nodes
is functionally critical, we cannot determine the criticality of
individual nodes without simulating them one by one.

The greedy aspect of the methodology consists in selecting
the level of the graph, which has not been simulated so
far, with the highest potential exclusivity after each iteration.
It means that we simulate the nodes of a level that shows
the promise of identifying the maximum number of benign
nodes in that iteration, thereby reducing the total number of
simulation runs possibly required to determine the criticality
of all the nodes in the netlist. Therefore, during each iteration,
we select the level (from the remaining levels not simulated
so far) with the highest value of

∑N
j=1 EXCFI(vj), where

vj is a node in the level containing N nodes.
The procedure, GREEDY (), for greedy level selection in

the PE netlist is described in Fig. 9. Here, Sbenign denotes
the set of benign nodes already identified in the adder and
Lsim denotes the set of levels already simulated. The level,
Lm, with the highest exclusivity is returned as the output of
GREEDY (G,Lsim, Sbenign). The flowchart for the greedy
iterative criticality classification framework with group-wise
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Fig. 10: Greedy framework for identifying benign nodes.

node simulations is illustrated in Fig. 10. The framework uses
GREEDY () and FI() procedures to identify benign nodes
in the adder. The procedure FI(SF ) returns the set of nodes
in the exclusive fan-in cone of the set of nodes SF . In the
first pass, we traverse through all the levels of G greedily;
for each level’s nodes, we perform group-wise (multiple) fault
simulations. The functionally benign groups, along with nodes
in their exclusive fan-in cones, are added to the set of known
benign nodes, Sbenign. The criticality of individual nodes in
the functionally critical groups remain unknown. After all the
levels have been traversed in the first pass, the second pass
begins with the updated Sbenign and Lsim reset to ∅. The
decision to proceed with multiple passes depends on whether
a sufficient number of nodes have been classified as benign.

B. Evaluation

The number of nodes in the group SF varies based on the
number of nodes in a given level. We fix the number of groups
as 10. Nodes in a level are equally distributed among the 10
groups; nodes with higher exclusivity are grouped together.
We execute the first pass of the greedy framework to identify
benign nodes in the netlist of 32-bit PE(20,0).

Fig. 11 shows the cumulative number of benign nodes in
the 32-bit adder of PE(20,0) (expressed as a percentage of the
total node count) identified during a single pass of the greedy
iterative framework; the ratio of cumulative runtime of brute-
force fault simulation to that of the greedy method is also
shown. The x-axis indicates the order in which the levels in
the adder are traversed by the framework. For example, L13
implies Lm = 13 in that iteration of the framework. There are
a total of 21 levels in the adder. Benign nodes identified by the
first eight iterations of the first greedy pass are reported; more
than 60% of nodes in 32-bit adder are marked as benign. For
the 32-bit multiplier, nearly 64% of the nodes are marked as
benign after 11 iterations (levels) of the first pass of the greedy
framework. There are 15 levels in the multiplier netlist.

The number of benign fault sites exceeds the number of
critical fault sites in the PE netlist due to the inherent fault
tolerance associated with the end-application (image classifica-
tion). Consequently, it is computationally expensive to uncover
all critical fault sites in the PE through brute-force fault sim-
ulations. The greedy iterative framework leverages Theorems

0

5
10

15
20

25

30
35

40

0

10

20

30

40

50

60

70

L7 L13 L11 L9 L10 L18 L15 L6

Benign nodes dropped (%) Runtime

B
en

ig
n 

no
de

s d
ro

pp
ed

 (%
)

R
untim

e reduction (×
brute-force)

Level traversed à

Fig. 11: Cumulative determination of benign nodes in the 32-
bit adder netlist of PE(20,0) by the greedy iterative framework.

1–2, and enables an accelerated search for the critical fault
locations in the PE by identifying more benign locations using
fewer fault simulations. However, the scalability of this method
is restricted by the following fundamental limitations that
extend to any criticality evaluation approach based on explicit
fault simulations.
• The framework cannot determine functionally critical

nodes unless single stuck-at faults are separately simu-
lated for the nodes under consideration. Multiple (concur-
rent) faults in a group of nodes can be functionally critical
even if single faults on individual nodes are benign.
Therefore, inferring the criticality of single stuck-at faults
from the criticality of the corresponding multiple-fault
scenario is possible if and only if the latter is benign.

• If faults in a node X are benign, only the faults in
the exclusive fan-in cone of X are going to be benign;
see Theorem 2. As the sizes of exclusive fan-in cones
depend on the netlist topology, there may exist a PE
netlist for which the greedy framework determines only
a small number of benign nodes during its initial passes.
As a result, more passes will be required to identify
sufficient benign nodes and the runtime will approach
that of exhaustive fault simulations.

• There is no optimal way to decide the size of the group of
nodes SF for multiple fault simulations. If the size is kept
large, the group is very likely to be critical and has to be
decomposed into smaller groups for criticality evaluation.
On the other hand, if the group size is kept small, the
number of fault simulations (and runtime) increases.

• The distribution of nodes in groups is a factor in deter-
mining the number of benign nodes identified in a given
number of fault simulations. The total number of ways in
which n nodes in a level can be distributed into groups
of size m are

∏⌈n/m⌉
k=0

(
n−km

m

)
. Therefore, design-space

exploration for selecting the optimal node distribution is
computationally intractable.

C. Functional Criticality Analysis using Data-Driven Ap-
proaches

We have shown that pin-level fault-criticality is highly
correlated across PEs in the array, indicating a possibility
of the criticality being correlated to the physical location of
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the fault. It is also evident that functional criticality strongly
depends on the application workload (i.e., inferencing image-
set), parameters of the mapped DNN model, and DNN-to-
array mapping. Powerful statistical and data-driven methods
can then be unleashed to learn the underlying correlation
between functional criticality and the various attributes of
a structural fault. For example, a machine-learning classifier
can potentially extract the complex non-linear relationships
between functional fault criticality and the various application-
related, mapped model-related, and netlist-related factors that
affect criticality. As a result, the criticality of a large number of
faults in the array can be potentially inferred without explicit
fault simulations, by utilizing the criticality knowledge of
fewer other faults, thereby reducing the required number of
fault simulations.

We next present a scalable ML-based framework for critical-
ity evaluation. The greedy iterative framework is effective in
systematically uncovering a large number of functionally be-
nign faults with a small number of gate-level fault simulations.
The ML-based framework integrates the greedy framework
to collect criticality information (ground-truth) for a limited
number of nodes in a PE for training the ML models.

VI. STRUCTURAL FAULT CRITICALITY ASSESSMENT
USING MACHINE LEARNING

If both s-a-0 and s-a-1 faults on the output stem (fault site)
of a logic gate (node) X are functionally benign, X is also
classified as functionally benign. Otherwise, X is classified
as functionally critical. Internal fault sites or nodes that lie in
the exclusive fan-in cone of benign pins are provably benign
(Theorems 1-2). However, the number of such nodes internal
to the PE is only 6% and 9.4% of the total number of nodes
in 32-bit and 16-bit PEs, respectively. The remaining faults
are only potentially benign because the errors due to faults
in those nodes may simultaneously propagate to both benign
(mantissa) and critical (sign and exponent) pins. As described
in Section II, the use of brute-force simulations to evaluate
the criticality of these PE-internal faults is computationally
impractical. Section V describes the limitations of all methods
that depend solely on explicit gate-level fault simulations for
estimating the functional criticality of structural faults.

In this section, we explore a computationally efficient ML-
based method to determine functional criticality. This method
can scale to large PE arrays, a large number of faults, and a
high volume of input data. The proposed approach is based
on the use of deep learning to predict fault criticality. ML-
based models are known to be adept at learning hidden
correlations when they are trained with relevant features and
data [26]. We propose effective deep-learning strategies that
take into consideration the fault-free data stream, the (global)
circuit topology, and (local) information about the fault sites
to enable the accurate classification of fault criticality. They
utilize structural and dataflow features from the design for
model training. Furthermore, a generative adversarial network
(GAN) is trained to prevent the deep-learning models from
misclassifying critical faults as benign (“test escape”).

A. Feature Selection for Training ML Model

The training data consists of several sets of features obtained
from strategically sampled fault sites within the gate-level
netlist. As the functional criticality of structural faults depends
on both the circuit topology and the fault-free dataflow during
functional simulation, we ensured that the selected features
reflected both topology and dataflow.

1) Topological Feature Selection

For a given gate-level netlist, the topology-based features
include the depth of the node X (i.e., the fault site), depthPO,
from the nearest primary output (PO); depth of X from the
nearest primary input (PI), depthPI ; number of PIs in the fan-
in cone of X , countPI ; number of gates in the fan-in cone
of X , countfi; number of gates in the fan-out cone of X ,
countfo; number of sign and exponent pins (combined) in the
fan-out cone of X , fcritical; number of mantissa pins in the
fan-out cone of X , fbenign. Finally, a set of features fgates
is added to consider the frequency of occurrence of various
standard cells in the fan-in and fan-out cones of X .

2) Dataflow-based Feature Selection

Dataflow-based features are computed based on weighted
compression of the fault-free bit streams appearing at each
node across all computation cycles and across all image classes
in the inferencing dataset. The total number of bit streams
equals the number of test images, Tim. The length of each
bit stream is equal to the total cycle count for inferencing,
Ncyc. As the number of bit streams scales with the number
of images in the inferencing dataset, it is possible to first
compress those bit streams across the Tim images in the
dataset through majority counting per class, i.e., choosing the
bit-value that occurs the maximum number of times across all
images belonging to a particular class in the dataset, followed
by weighted compression along the Ncyc cycles. Compression
across the Tim images reduces the number of bit streams from
Tim to 10 for MNIST dataset, ensuring one representative bit
stream per class; Tim=100 in this work. However, majority-
based compression leads to loss of information and does not
account for misclassifications which result from the minority
bit streams, leading to ineffective representation of the critical
information in the dataflow feature vector. In order to avoid
this situation, it is essential to take bit streams corresponding
to all input images into account during dataflow-based feature
extraction.

The bit streams associated with all images in the test dataset
are then compressed along the Ncyc cycles through weighted
compression. Suppose that bi,j is the ith bit of the jth bit
stream, then the weighted score for that bit stream is Sj =∑Ncyc

i=1 bi,j ·i. This cycle-based weighting is done to ensure that
each cycle is uniquely represented with higher weightage given
to cycles closer to the end of the computation, i.e., the output
prediction stage. Following this step, we have 100 dataflow-
based features per node—corresponding to each input image.

The training data for the ML model is obtained by sam-
pling several fault sites, performing fault simulation to obtain
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their functional criticality, and extracting their topology- and
dataflow-based features. We partition the collected data points
into training, testing, and validation sets, and ensuring that
each level of the circuit is uniformly represented. To select data
points for training, we first levelize the gate-level netlist. Then
we simulate groups of nodes in different topological levels
of the netlist with all nodes in a group having concurrent s-
a-0 or s-a-1 faults. For the benign groups obtained through
this process, nodes lying in their exclusive fan-in cones are
also provably benign according to Theorems 1-2. Hence, more
benign nodes are identified with fewer fault simulations using
group-wise multiple-fault simulations. The critical groups are
further broken down and simulated one node at a time to
uncover critical nodes. The number of benign nodes generally
exceeds the number of critical nodes owing to the intrinsic
fault tolerance of the accelerator array. Once the ratio of the
number of benign nodes to that of the critical nodes falls below
6, we add the collected nodes to the training dataset in such
a way that all topological levels in the netlist are adequately
represented in the training data.

B. Fault-Criticality Assessment

We utilize DNN-based classifiers and the features described
in Section V-A for assessing the functional criticality of
stuck-at faults. We use a combination of convolutional layers
followed by fully connected layers as the network architecture.
We use this architecture because convolutional layers allow us
to perform additional feature-space exploration on top of the
features already supplied during training. The fully connected
layers are used for classification as the final step.

Motivated by the regular structure of the systolic array, we
select a single PE for model training. Two separate models
with identical architectures; are trained for sub-blocks within
the 32-bit PE, one for the 32-bit floating-point adder and
the other for the 32-bit floating-point multiplier unit. Table
II summarizes the fault-criticality classification results based
on different ratios of dataset partitioning for training and
evaluating the DNN model. A DNN configuration with n
convolutional layers and m fully connected layers is denoted
as [nC,mF]. The first fully connected layer, immediately
following the convolutional layers, contains 271 neurons while
the final fully connected layer contains two neurons as we are
performing binary classification of node criticality—critical or
benign. Faults in 786 (661) nodes of the 32-bit adder (32-bit
multiplier) in PE(20,0) were simulated to obtain the corre-
sponding node criticality information; rtr denotes the fraction
of the simulated nodes used for training the DNN model
whereas the remaining are used for evaluating the trained
model. For both the 32-bit adder and the 32-bit multiplier, the
[0C,7F] configuration provided the highest mean test accuracy
and the lowest mean test-escape compared to other alternatives
that we considered. Therefore, we select [0C,7F] as the DNN
architecture for fault-criticality assessment.

TABLE II: Results obtained using DNN for fault-criticality
assessment in 32-bit adder and multiplier.

Netlist rtr
AML Mean TE Mean
(%) AML (%) (Fcr) TE/Fcr (%)

0.6 89.8 22 (79)
Adder 0.7 92.3 90.8 13 (57) 24.1

0.8 90.4 10 (35)
0.6 94.6 6 (27)

Multiplier 0.7 93.9 95.2 9 (25) 25.0
0.8 97.1 2 (12)

rtr : fraction of the collected data used in training; AML: prediction
accuracy; TE: number of critical faults misclassified as benign (test
escape); Fcr : number of critical faults in evaluation set.

C. Reducing Misclassifications with Adversarial Learning

A challenge with fault-criticality assessment using DNN is
the inevitability of misclassification; even a highly effective
model can sometimes lead to misclassification. Not surpris-
ingly, this is also the case with our classification method,
as shown in Table II. While the occasional misclassification
of benign faults as critical is acceptable, the classification of
critical faults as benign (“test escape”) is of greater concern.
Therefore, we have developed a second ML model (ML2) that
can be trained to identify misclassifications from the nodes
predicted as benign by the first DNN model (ML1).

The low misclassification rate of ML1 is a challenge be-
cause it provides ML2 with only a limited amount of training
data. We utilize a generative adversarial network (GAN) [27]
to overcome this performance bottleneck. GANs are powerful
tools that can be utilized to learn the probability distribution of
a specified dataset [28]. We exploit this property of adversarial
training to generate test-escape data for training ML2. The
overall methodology for training the aggregated GAN based
criticality assessment flow is illustrated in Fig. 12.

D. Evaluation

Training and Validation: Ground-truth data comprising the
criticality information of nodes in a gate-level PE is collected
for training and validation of ML1. Single fault simulation
is carried out to determine the functional criticality of a
node based on a pre-determined threshold. We use the greedy
iterative framework to collect benign nodes and to mark
the critical node-groups. Faults in critical node-groups are
individually simulated to obtain critical nodes.

We set a conservative threshold of 95% classification ac-
curacy for collecting more critical-labeled nodes; training the
ML models on a large number of critical nodes will lead to low
test escape during criticality evaluation. While we demonstrate
the ML1-ML2 flow for binary classification of fault criticality,
i.e., benign and critical, the proposed method can be extended
to more classes (levels) of fault criticality.

The above set of nodes is randomly partitioned into train-
ing and validation datasets in the ratio 4:1. For each such
partitioning scenario, ML1 is first trained to classify nodes
as critical or benign. The trained model is then evaluated on
the validation set. The critical nodes in the validation set that
are misclassified as benign by ML1 are added to the set of
misclassified nodes STE . During each iteration of training
and validation, STE is augmented with misclassified nodes
from the predictions of ML1 for the critical nodes in the
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Fig. 12: Methodology used for training aggregated GAN-based criticality assessment flow.

validation set. Each such iteration also produces a separately
trained version of ML1. After a total of Ntr,val training-
and-validation iterations (Ntr,val is pre-defined), the version
giving the highest classification accuracy on the corresponding
validation set Vbest is selected for evaluation. The set STE ,
accumulated across Ntr,val iterations, is used for training the
GAN to generate samples with features matching the feature
distribution of the actual misclassified nodes. This ML scheme
is referred to as aggregated GAN-based criticality assessment.
To assess the convergence of GAN after 1000 epochs, we take
GAN-generated samples and feed them to ML1 for prediction.
If ML1 predicts all the samples to be benign, we conclude
that the GAN has converged and is able to generate samples
with features imitating those of real critical nodes that were
misclassified as benign by ML1. The convergence of GAN can
be achieved by: (i) increasing the number of training epochs,
(ii) tuning the architecture and hyperparameters of GAN, and
(iii) increasing Ntr,val. After the GAN converges, the trained
generator model in the GAN is ready for generating test
escape-like samples to further augment STE . The augmented
STE , along with nodes in Vbest correctly classified as benign
by ML1, is used to train ML2, to distinguish between real and
misclassified benign nodes.
Evaluation: During the evaluation phase of aggregated GAN-
based criticality assessment flow, fault simulation of nodes, not
present in the training and validation sets, is carried out to form
the evaluation dataset T . The pre-trained ML1 model is used
to predict the criticality of nodes in T . The nodes predicted
as benign by ML1 are fed to the pre-trained ML2 model
for post-processing—ML2 evaluates if any of those nodes is
misclassified. Finally, the nodes classified as real benign by
ML2 are categorized as the truly-benign nodes.

E. Benefits of 2-Tier Framework driven by Data Augmentation

We train the first tier of our 2-tier criticality analysis
framework, i.e., ML1, on a larger data pool that contains all
benign and critical faults obtained during ground-truth collec-
tion. The second tier, i.e., ML2, is trained on a smaller and
targeted data pool containing benign faults and critical faults
that were mispredicted as benign by ML1, i.e., test escapes.
These test escapes resemble benign characteristics that led
to their misclassification by ML1. No additional features are
extracted for training ML2 and the model architectures for

ML1 and ML2 are identical. The objective of ML2 is to
identify the properties of the test-escape faults that led to their
misclassification by ML1; in other words, ML2 learns from the
mistakes made by ML1.

ML1 learns on a more diverse data pool with higher intra-
dataset variance compared to ML2 which learns on a more
targeted dataset. As a result, the non-linear class boundary
learnt by ML1 separates a majority of benign faults from
critical faults. Unfortunately, the same class boundary misclas-
sifies some critical faults as benign because the critical faults’
feature distribution closely matches the benign faults’ feature
distribution. Now, when we include only the misclassified
critical faults from ML1 along with benign faults in the
training dataset of ML2, ML2 can learn a new class boundary
that is able to separate benign faults from the relatively few
test escapes.

The motivation behind our 2-tier framework is similar to
that of boosting-based ensemble methods in machine learning.
These methods deploy cascaded models where a successor
model learns on a modified dataset and corrects errors in
the predictions of its predecessor [29]. Fig. 13 shows the
feature distributions of benign and critical faults in the training
datasets for ML1 and ML2 to illustrate the contribution of
dataset modification to the superior performance of the 2-tier
framework with no additional feature extraction for ML2. In
Table III, we evaluate the performance benefits of the 2-tier
framework. Prior work on using specialized DfT architecture
for efficient structural testing of systolic array based accelera-
tors can leverage the proposed criticality analyzer for targeted
testing of critical faults [30].

The objective of GAN is to augment the test-escape data
for ML2 because ML1’s test-escape is typically very low
and not sufficient to train ML2. Finding such test-escape-
like faults in the PE netlist using gate-level fault simulations
is time-consuming. We may potentially end up simulating a
large majority of faults in the PE before encountering such
an example. This situation will defeat the purpose of having
an efficient framework that can predict fault criticality for the
entire PE by using a small amount of labeled criticality data.
A dataset of any size, as desired by the user, can be quickly
generated by GAN. The usage of GAN also makes the 2-tier
framework robust by increasing the amount of diversity in its
training samples.
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Fig. 13: Class boundaries learnt by ML1 (left) and ML2 (right)
for: (a) 32-bit adder in PE(20,0) and (b) 32-bit multiplier
in PE(20,0). Benign and critical faults are indicated by blue
and yellow dots, respectively. Class boundary learnt by ML1
(ML2) is shown by the solid (dotted) red line.

VII. EXPERIMENTAL RESULTS

A. Experimental Setup

The aggregated GAN-based flow is used to evaluate the
functional criticality of nodes in the 32-bit adder and mul-
tiplier netlists of PE(20,0), and the entire netlist of 16-bit
PE(20,0). The ML models are implemented using CUDA-
enabled PyTorch. Functional fault simulation for ground-truth
collection takes 58 hours per 100 nodes on an Intel Xeon E5
2.4 GHz CPU (45 parallel processes). Feature extraction for
100 nodes takes ∼2.5 hours each for the 32-bit adder, 32-
bit multiplier, and 16-bit PE. While training data collection is
time consuming, it is a one time effort. The number of benign
(critical) nodes for training and validation of the 32-bit adder,
32-bit multiplier, and 16-bit PE are 713 (207), 477 (77), and
224 (116), respectively. The number of benign (critical) nodes
in the evaluation sets for the 32-bit adder, 32-bit multiplier, and
16-bit PE are 251 (125), 228 (42), and 331 (182), respectively.
The feature dimensionalities for both 16-bit and 32-bit PEs are
277. Seven iterations of training and validation (Ntr,val = 7)
are performed to form STE for training the GAN and for
selecting the best-trained ML1 model for the 32-bit adder, 32-
bit multiplier, and 16-bit PE. It takes ∼3 min for training and
validation of the aggregated GAN-based flow.

The ML1-ML2 evaluation flow is very quick, taking ∼0.1 s
for 100 nodes. For a 8-bit PE with 240 nodes, brute-force fault
simulation takes 139.2 hours. Our pre-trained 2-tier framework
completes the criticality evaluation of the entire 8-bit PE in
only 0.5 s, resulting in a 106× speedup in PE-level criticality
analysis. The runtime improvement scales significantly during
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Fig. 14: Probability of correct decision during multi-frame
classification.

functional criticality analysis of the entire systolic array.

B. Threshold Analysis for Catastrophic Test Escape

Let PS be the inferencing accuracy of a DNN accelerator.
Let K be the number of frames used by an autonomous sys-
tem, such as a self-driving car, to take a decision on the object
classification [31]. Let DS,T be the decision threshold, i.e., the
decision taken by the autonomous system is determined by the
class that is predicted by DNN for at least DS,T % of the K
frames captured per second by the camera.

The probability that a single frame is correctly classified by
the DNN is equal to PS . The probability PM that a correct
decision is taken by the system based on the classifications
of the K frames is equal to the probability that at least
DS,T % of the K frames are correctly classified. In other
words, PM =

∑K
i=⌈DK/100⌉

(
K
i

)
P i
S · (1−PS)

K−i. The value
of K typically exceeds 150 [31]. Fig. 14 shows the variation
of PM as PS is varied from 0.1 to 1 for D ∈ {50, 70}
and for K ∈ {70, 150}. The value of PS corresponding
to the saturation points of all four curves is ∼0.8, i.e., the
minimum acceptable single-frame accuracy of the accelerator
can be set to 80%. Faults that cause less than 80% inferencing
accuracy are considered as catastrophically critical faults.
The catastrophically critical faults misclassified as benign are
considered as catastrophic test escapes. The percentage of
such faults (out of the total number of critical faults in the
evaluation set) after applying ML1 (ML2) is quantified by
TEcat

1 (TEcat
2 ).

C. Evaluation of Fault Criticality

Table III shows the evaluation results for the 32-bit
adder and multiplier in PE(20,0), 16-bit PE(20,0), and 8-
bit PE(20,0). In each experiment, the 2-tier ML1-GAN-ML2
framework is trained and validated from scratch using a
different random seed for weight initialization, followed by
evaluation on the dataset T . Both s-a-0 and s-a-1 faults
in a benign node are benign. On the contrary, faults in a
critical node are not necessarily catastrophically critical; we
individually analyze the faults in a critical node misclassified
as benign by ML1 (ML2) to obtain TEcat

1 (TEcat
2 ). Thus,

the s-a-0 and s-a-1 faults in each misclassified node, after
evaluation by ML1 and ML2, are individually analyzed and
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TABLE III: Evaluation of 2-tier framework trained and validated on the netlists of 32-bit PE(20,0), 16-bit PE(20,0),
and 8-bit PE(20,0).

Experiment
Adder in 32-bit PE Multiplier in 32-bit PE 16-bit PE 8-bit PE

AML1 AML2 TEcat
1 TEcat

2
AML1 AML2 TEcat

1 TEcat
2

AML1 AML2 TEcat
1 TEcat

2
AML1 AML2 TEcat

1 TEcat
2(%) (%) (%) (%) (%) (%) (%) (%) (%) (%) (%) (%) (%) (%) (%) (%)

I 92.4 92.6 6.7 3 85.6 85.6 2.3 2.3 73.1 73.1 0.7 0.6 80.6 80.6 0 0
II 85.1 85.1 3 3 89.3 90.4 7.1 2.3 73.1 73.1 0.6 0.6 80.8 80.8 0 0
III 91.2 91 3 3 85.9 85.9 2.3 2.3 79.1 80.1 1.2 0.6 93.5 90.3 0 0
IV 87.1 87.3 3.6 3 85.2 86.3 11.9 4.7 77.8 77.8 0.7 0.7 80.6 80.6 5 5

Average 89 89 4.1 3 86.5 87 5.9 2.9 75.8 76 0.8 0.4 83.9 83.1 1.2 1.2

TABLE IV: Evaluation of 2-tier framework trained and validated on the netlists of 32-bit PE(20,0),
16-bit PE(20,0), and 8-bit PE(20,0) for different criticality thresholds.

∆th (%)
Adder in 32-bit PE Multiplier in 32-bit PE 16-bit PE 8-bit PE

AML1 AML2 TE1 TE2 AML1 AML2 TE1 TE2 AML1 AML2 TE1 TE2 AML1 AML2 TE1 TE2
(%) (%) (%) (%) (%) (%) (%) (%) (%) (%) (%) (%) (%) (%) (%) (%)

3 91.6 91.6 6.6 6.6 77.8 77.8 4.7 2.3 52.4 52.4 0 0 84.6 87.2 3.7 0
2 94 92.8 4.1 4.1 86.7 86.7 4.5 4.5 68.6 68.6 0 0 73.1 73.1 0 0
1 92.2 92.2 7.4 6.8 89.2 64.4 13.3 8.8 80.9 80.9 0 0 91.3 91.3 0 0

deemed to be catastrophic if they cause more than 20% drop in
accuracy from the fault-free inferencing accuracy. As the fault-
free inferencing accuracy of the 8-bit fixed-point architecture
is 75%, the threshold for catastrophic criticality is set to 68%.

The accuracy AML2 of the 2-tier framework is not very high
in all cases because the minimization of test escape after ML2
is deliberately given higher priority than AML1. The relatively
lower AML1 in different iterations of training and validation
help to accumulate valuable test-escape data for training the
GAN and ML2. Thus, the ML1-ML2 combination effectively
reduces the test-escape count during criticality assessment. We
find that TEcat

2 is 3% on average for the criticality assessment
of the 32-bit adder. For the 16-bit PE (32-bit multiplier), TEcat

is 0.4% (2.9%) on average. Therefore, we conclude that an
overwhelming majority of the misclassified faults do not cause
significant errors in the inferencing behavior of the accelerator.

We also evaluate the effectiveness of our framework in
criticality classification when the criticality threshold is set
close to the fault-free inferencing accuracy by the end-user.
The fault-free inferencing accuracies for 8-bit fixed-point, 16-
bit floating-point, and 32-bit floating-point architectures are
75%, 98%, and 99%, respectively, on the MNIST workload
comprising 100 images. The threshold drop in accelerator’s
inferencing accuracy (∆th) due to a critical fault is set
to {1%, 2%, 3%}. Table IV shows the criticality evaluation
results for all three PE architectures at the higher criticality
thresholds. The average test-escape is 5.5%, 0%, and 0% for
32-bit, 16-bit, and 8-bit PEs.

D. Transferability of ML Method

Results from Section IV-B indicate a high correlation among
benign pin-level faults across several PEs. Fig. 7 shows that
it is extremely unlikely for a benign fault in a given PE to
become critical in another PE, providing preliminary insights
into the transferability of ML models. If the ML models
are trained on PE Y, the trained models can evaluate fault-
criticality in a different PE Z with low test escape, i.e., the
models are transferable, if: (i) the ML models are conserva-
tively trained on a large number of critical nodes in Y, and
(ii) majority of the benign nodes in Y remain benign in Z. If

(i) is satisfied, the trained models will predict nodes in Z with
similar features to be critical, although some of the critical
nodes of Y may become benign in Z due to poor correlation.
The test escape, however, is low because of the conservative
training undertaken. If (ii) holds as hinted at by Fig. 7, very
few benign nodes in Y will become critical in Z. Therefore,
although ML models trained on the benign nodes in Y may
misclassify the benign-turned-critical nodes in Z as benign,
the number of such misclassifications is extremely low.

The disparity between high-dimensional feature distribu-
tions of nodes in two PEs can be measured using a statistical
metric called maximum mean discrepancy (MMD) [32]. The
MMD between two feature distributions is given by the repro-
ducing kernel Hilbert space (RKHS) based distance between
the mean features of the two distributions. Higher value of
MMD indicates larger separation between the two feature
distributions which, in turn, implies lower likelihood of model
transferability across PEs. We use the radial-basis function
kernel to define the RKHS.

Table V highlights the transferability of ML models trained
on the adder and multiplier of 32-bit PE(20,0), and 16-bit
PE(20,0), i.e., source PEs. These models are used to assess
the functional criticality of faults in five other PEs, i.e., target
PEs. We further transfer the trained framework to evaluate fault
criticality in PE(20,0) and PE(45,8) for a different inferencing
workload of 100 MNIST images. The MMD between the
source S and target T feature distributions is denoted by DS,T .
We also compute the mean µ(DS,S) and standard deviation
σ(DS,S) of MMD between two distributions randomly sam-
pled from the same source feature distribution S. While the
values of µ(DS,S) are ∼0, the values of σ(DS,S) are 0.8,
0.6, and 0.7 for the adder of 32-bit PE(20,0), multiplier of
32-bit PE(20,0), and 16-bit PE(20,0), respectively. An ML
model trained on S is expected to generalize well for T if
DS,T < σ(DS,S). In Table V, the values of DS,T consistently
exceed σ(DS,S) of the corresponding source distribution that
was used to train the ML framework. Despite the relatively
large source-to-target separation, TEcat

2 is almost always 0%.
Thus, the ML models, trained on the criticality information of
one PE, generalize well and correctly classify critical nodes
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TABLE V: Evaluation of the transferability of ML1 and ML2 trained on the netlists of 32-bit PE(20,0) and 16-bit PE(20,0).

PE location
Adder in 32-bit PE Multiplier in 32-bit PE 16-bit PE

Fcr DS,T
AML1 AML2 TEcat

1 TEcat
2 Fcr DS,T

AML1 AML2 TEcat
1 TEcat

2 Fcr DS,T
AML1 AML2 TEcat

1 TEcat
2(%) (%) (%) (%) (%) (%) (%) (%) (%) (%) (%) (%)

(45,0) 49 16.2 92 92 14.3 0 41 15.7 63.7 62.5 2.4 0 143 20.7 84.6 88.5 2.1 0
(45,8) 72 16.7 88 88 0 0 17 16 36.2 35 0 0 143 21 66.7 65.4 0.6 0
(25,16) 46 17.6 57.3 58.7 4.3 0 36 17.1 82.6 81.6 2.7 0 74 25.3 73 73 5.4 0
(21,70) 35 18.3 65.1 60.9 2.8 0 16 18.4 64.3 61.2 0 0 169 24.4 51 53 1.1 0
(16,2) 163 25.2 73.2 75.8 3 0.6 34 17.4 70.4 70.4 2.9 2.9 79 20.7 95 95 0 0

(20,0) for 26 10.4 80 76.7 0 0 15 9.9 100 100 0 0 23 12.2 70 73.3 4.3 0different workload
(45,8) for 86 18.7 82 84 2.3 0 20 13.6 48 44 0 0 22 15.6 70 70 0 0different workload

in other PEs. The results also demonstrate the effectiveness of
the representative image-set used to train the 2-tier framework.

The fact that the pre-trained framework transfers to differ-
ent PEs within the same array indicates that it is likely to
transfer across different dataflow-based feature distributions
with criticality labels based on the same application dataset
on which the framework was trained. A necessary condition
for the intrinsic transferability of a pre-trained framework to
hold is that the end-application (e.g., MNIST, Fashion-MNIST,
CIFAR-10) must remain the same because it preserves the
class boundaries and label (criticality) interpretations learnt
by the pre-trained ML1 and ML2. Explicit heterogeneous
domain adaptation is needed to transfer an ML model from
one application dataset to another application dataset [33].
Our framework is inherently transferable to PEs in the same
array, as shown in Table V, due to their identical topologies.
The framework needs to be retrained for the PEs to which
the framework is not intrinsically transferable, i.e., PEs with
very high MMD values. Moreover, our framework inherently
transfers to a different set of images that belong to the same
application dataset on which the framework was trained.

VIII. CONCLUSION

We have presented a computationally efficient framework
to analyze the functional criticality of structural faults in large
systolic-array AI accelerators. We have first shown that most
pin-level faults for 16-bit and 32-bit PEs in a systolic array
are functionally benign. We have presented a scalable DNN-
based method to classify PE-internal stuck-at faults in terms
of their functional criticality. We have also presented a GAN-
based solution for further reducing misclassification by the
DNN method. The transferability of the 2-tier classification
framework has been verified for multiple PEs in different
columns of the systolic array. The proposed method leads
to less than 1% test escapes during the evaluation of fault
criticality.
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APPENDIX

Theorem 1. Let A represent the scenario of concurrent
(multiple) s-a-0 faults on all the output stems of a set of nodes
S in the PE. Let B represent the scenario of concurrent s-a-1

faults on all the output stems of the nodes in S. If both A
and B are functionally benign under a criticality threshold ϵ,
any combination of concurrent s-a-0 faults, s-a-1 faults, and
erroneous bit-flips in the outputs of the nodes in S is also
functionally benign under ϵ.

Proof. Let the total computation (e.g., classification operation)
from input (e.g., image) to output (e.g., classification output)
take m iterations by the accelerator. Therefore, every node
in S has a functional bit-stream containing m bits flowing
through it throughout the entire duration of the computation.
Let the fault-free (baseline) bit-stream flowing through a node
Xi in S be represented by: Xff

i = yi1y
i
2..y

i
j ..y

i
m, where yij is

the bit present on the output of node i during jth iteration of
fault-free computation and yij = {0, 1}. As different iterations
of computation may have different contributions to the final
output of the system, let each iteration j be weighted by a
weight wj , wj ≥ 0. When the output stems of all nodes in
S are s-a-0, the faulty m-bit long bit-stream flowing through
Xi is: Xsa0

i = 00...0. The net deviation dsa0i of the s-a-0
faulty bit-stream of Xi from the fault-free one is given by the
weighted displacement of Xsa0

i from Xff
i : dsa0i =

∑m
j=1 wj ·

(0− yij) = −
∑m

j=1 wj · yij . As the concurrent s-a-0 faults on
the output stems of nodes in S are known to be functionally
benign via fault simulations, the magnitude of deviation of the
individual s-a-0 bit-streams of the nodes in S from their fault-
free counterparts does not exceed a certain criticality threshold,
ϵ(ϵ ≥ 0). Therefore, |dsa0i | ≤ ϵ. Here, ϵ is determined by the
criteria for functional criticality that were used to decide if the
set S, when s-a-0, was functionally benign.

Similarly, when the output stems of all nodes in S are s-
a-1, the faulty m-bit long bit-stream flowing through Xi is:
Xsa1

i = 11...1. Hence, the net deviation dsa1i of Xsa1
i from

Xff
i is given by: dsa1i =

∑m
j=1 wj ·(1−yij). As the concurrent

s-a-1 faults on the output stems of nodes in S are known to
be functionally benign, |dsa1i | ≤ ϵ.

Let us now consider the scenario where one or more output
stems of the nodes in S have s-a-0 faults, s-a-1 faults, and/or
random bit-flips throughout the duration of m iterations. In
such a scenario, an arbitrary faulty bit-stream Xf

i comprising
both 0’s and 1’s through a node Xi in S is used to represent
s-a-0 faults, s-a-1 faults, and/or random bit-flips on the output
stem of Xi. Let Xf

i be represented as: zi1z
i
2..z

i
j ..z

i
m where

zij = {0, 1}. The net deviation dfi of Xf
i from Xff

i is given
by: dfi =

∑m
j=1 wj · (zij − yij). As zij = {0, 1} and wj ≥ 0,

if dfi ≤ 0, then |dfi | ≤ |dsa0i | ≤ ϵ. Similarly, if dfi ≥ 0,
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then |dfi | ≤ |dsa1i | ≤ ϵ. This implies that the deviations of the
individual bit-streams never exceed the error threshold ϵ for
the given application. As a result, any combination of s-a-0/1
faults and random bit-flips on the output stems of the nodes in
S are functionally benign under the criticality threshold ϵ.

Theorem 2. Let all combinations of stuck-at faults (single and
multiple) on a set of nodes S in a PE be functionally benign.
Then any internal stuck-at fault whose effect propagates only
to nodes in S is also functionally benign.

Proof. If the error due to stuck-at fault f propagates to one or
more nodes in S for an input pattern, the outputs of the nodes
will flip from their fault-free values. Given that one or more
bit-flips for the nodes in S do not affect the functionality, the
impact of error propagation due to f will be benign.
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