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Abstract
Machine learning (ML) is increasingly revolutionizing electronic design automation

(EDA), driving higher levels of automation in chip design. However, current ML4EDA

workflows face several challenges that hinder efficient model development. First, secure

data sharing remains a persistent obstacle due to confidentiality concerns among design

companies, limiting the availability of large and diverse datasets. Second, the reliance on

manual feature selection and hand-crafted model architectures in EDA incurs significant

engineering effort and prolongs development cycles. Third, once a model is ready for com-

mercialization, it is vulnerable to model extraction attacks that can compromise its business

value. Addressing these three issues is critical to advancing ML4EDA.

Meanwhile, generative AI, particularly large language models (LLMs), has demonstrated

remarkable capability in generating complex structures, making it an attractive direction

for enhancing and transforming traditional EDA optimization.

To tackle these problems, my research proposes an advanced ML4EDA development

flow and explores the integration of generative AI. The main contributions are:

• PRICING – A privacy-preserving data-sharing framework that safeguards circuit fea-

tures while significantly improving model accuracy.

• AutoML Framework – An automated pipeline for feature selection and model archi-

tecture design tailored to EDA tasks, reducing engineering overhead.

• Model Extraction Attack Methods – A demonstration of how malicious actors can

replicate trained EDA models, highlighting urgent security risks.

• LaMAGIC – An LM-based topology generation model for automated analog circuit

design, achieving high success rates in power converter applications.

• DRC-Coder – A code generation framework that leverages an LLM autonomous agent

system for design rule checking (DRC) at the sub-3nm technology node.

By integrating these approaches, this research lays the groundwork for a robust ML4EDA

development pipeline, from secure data sharing, automated model development, and next-

generation generative design methods.
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1. Introduction
Electronic Design Automation (EDA) plays a crucial role in the design, simulation, and

optimization of complex electronic systems, particularly in the development of integrated

circuits (ICs). EDA aims to automate the design process from RTL code to physical layouts.

It mainly has logic synthesis and physical design steps to optimize power, performance, and

area (PPA). Modern digital integrate circuit design consists of many complicated stages

that cannot be decoupled with each other. Although existing EDA methods have demon-

strated their e�ectiveness, the current framework lacks of reliable prediction of the quality

of outputs from early stages. This limitation implies that solutions produced by early steps

may yield unsatisfactory solution qualities in later steps. Thus, designers need to spend

many design iterations to achieve an optimal quality, which signi�cantly prolongs the overall

turnaround time and development duration.

ML techniques have been massively adopted to facilitate the interactions between design

steps by enabling early-stage predictions [9, 10, 1, 11, 12, 2]. For example, ML models are

applied to predict whether decisions at early design steps will lead to satisfactory design

objectives in subsequent steps. With fast feedback from ML models, a design can be

converged to a high-quality solution with signi�cantly fewer iterations than traditional

EDA �ows. As a result, the overall turnaround time can be signi�cantly reduced, leading

to a more e�cient design process. Although ML for EDA (ML4EDA) has demonstrated

great potential, this �eld has several problems to be address.

1.1 Data Availability

The �rst problem of ML4EDA is the data availability due to the di�culty of secure data

sharing not only between academia and industry. Sensitive design information needs to be

protected to maintain competitive advantages and safeguard intellectual property. This

data scarcity leaves developers with limited and often outdated circuit designs, hindering

them from developing models that are generalizable and reliable. Thus, we introduce PRIC-

ING [13], a privacy-preserving data sharing framework designed for EDA. We developed a
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novel matrix-based feature protector that can have enough freedom to control the extend

and the location of feature protection. We integrated an adversarial training method for

our feature protector to intelligently strike a balance between obfuscating sensitive feature

information and preserving su�cient prediction information for EDA applications. Data

providers can use it to locally transform their raw features into protected ones and share

them to a privacy-preserving dataset. Our feature protector successfully protects circuit

features, providing 55% better protection over state-of-the-art methods. Furthermore, mod-

els trained with our protected features can achieve 48% higher accuracy than those trained

with limited raw data. This shows the e�ectiveness of PRICING in enhancing model de-

velopment for EDA.

1.2 ML Model Development

After tackling with the data availability problem, ML engineers can delve into the fea-

ture engineering and model training stage. However, almost all ML models in EDA are still

manually designed. Manually crafting ML models remains a complex and time-consuming

process because it requires extensive human expertise and tremendous engineering e�orts

to extract features and design model architectures. Inspired by this, we constructed an

AutoML framework [14] to automate the development of ML models. We presented an

ML-based feature selection method to automatically identify suitable features and improve

the search e�ciency of our neural architecture search (NAS) method. We developed a

graph-based NAS method to search for high-quality neural architectures without human

interference. To prove our AutoML concept, we applied our framework in routability pre-

diction [4] and analog placement quality prediction [15]. AutoML-crafted models achieved

up to 9.9% of performance improvement and only require one day of searching. In addition,

our framework can perform model customization for di�erent feature sets and input circuit

designs. Through these two works, we demonstrate that our AutoML �ow can accelerate

the EDA model development from weeks to hours and provide high-quality ML models in

both digital and analog circuit designs.
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1.3 Con�dentiality Protection for EDA Models

Third, having a well-trained model, there is a critical issue of con�dentiality protection

for EDA models. Adversaries could apply model extraction attacks to steal or replicate the

remotely deployed model with the goal of achieving the competitive performance. This un-

desirable consequence may hamper the development and commercialization of ML4EDA.

To prove the possibility of model extraction attacks, we proposed con�dence-based and

iterative information-based data selection methods to choose e�ective pseudo labels (pre-

diction results from vendor's model) used to train attacker's models. In addition, we de-

signed a self-training method to improve attacker's model generalization. Our approach [16]

achieved competitive performance with the well-trained victim model for routability pre-

diction, showing that model extraction attacks truly threaten the model privacy and hope

to raise concerns about ML security in EDA. This work wins the best paper award in

ASPDAC'23.

1.4 Automated Analog Circuit Design Using Generative AI

Inspired by the advent of LLMs and the increasing demand for custom-designed ana-

log circuits, our fourth project proposed LaMAGIC [8], an LM-based topology generation

model for automated analog circuit design. Previous work on topology automation devel-

ops search-based algorithms that require 500+ simulation iterations to design a custom

circuit topology. LaMAGIC can e�ciently produce the optimized circuit topology in a

one-shot generation manner. In detail, we developed a novel supervised �netuning method

to customize the LM into topology generation domain. Our approach involves a meticu-

lous development and analysis of various input and output formulations for circuit. These

formulations can ensure canonical representations of circuits and align with the autoregres-

sive nature of LMs to e�ectively addressing the challenges of representing analog circuits

as graphs. Given a user-de�ned design speci�cation, LM directly generated high-quality

power converter topologies with a success rate of up to 96% with a low tolerance of 0.01.

In addition, we examined the scalability and adaptability of our LMs on more complex cir-
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cuits. Our proposed adjacency-matrix-based circuit formulation with �oat input to LM had

better e�ectiveness on complex circuit understanding compared to naive formulation. In

conclusion, LaMAGIC demonstrate the ability of �ntuning LMs to e�ciently design custom

power converter automatically and showcase the graph generation capability of LLMs.

1.5 Design Rule Checking Code Generation using LLM

Finally, I present DRC-Coder [17], a design rule checking code generation framework

using LLM autonomous agent. This work inspired by the fact that: In advanced technology

nodes, the integrated design rule checker (DRC) is often utilized in place and route tools for

fast optimization loops for power-performance-area. Implementing integrated DRC check-

ers to meet the standard of commercial DRC tools demands extensive human expertise

to interpret foundry speci�cations, analyze layouts, and debug code iteratively. However,

this labor-intensive process, requiring to be repeated by every update of technology nodes,

prolongs the turnaround time of designing circuits. Thus, by incorporating vision language

models and LLMs, DRC-Coder can e�ectively process textual, visual, and layout informa-

tion to perform rule interpretation and coding by two specialized LLMs. We also design

an auto-evaluation function for LLMs to enable DRC code debugging. Experimental re-

sults show that targeting on a sub-3nm technology node for a state-of-the-art standard

cell layout tool, DRC-Coder achieves perfect F1 score 1.000 in generating DRC codes for

meeting the standard of a commercial DRC tool, highly outperforming standard prompting

methods (F1=0.631). DRC-Coder generates code for each rule within average four minutes,

signi�cantly accelerating technology advancement and reducing engineering costs.

The �ve problems mentioned above serve as the main focus of my Ph.D. research. Note

that all of our works are pioneering research e�orts on these problems. Collectively, over-

coming these challenges not only enhances the e�ciency and e�ectiveness of the ML4EDA

development pipeline but also establishes a robust and innovative framework for future

generative AI advancements. Our research contributes foundational and innovative solu-

tions that can be adopted by the EDA community to accelerate the adoption of machine
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learning technologies and generative AI methods to reshape the traditional optimization

and engineering problems.
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2. PRICING: Privacy-Preserving Circuit Data Sharing

2.1 Introduction

The success of ML-based strategies relies heavily on access to diverse and representative

circuit data for both model development and evaluation. However, data availability [18, 19]

is a long-lasting issue in EDA due to the di�culty of secure data sharing not only between

academia and industry but also between di�erent design teams within a single company [20].

Sensitive design information needs to be protected to maintain competitive advantages and

safeguard intellectual property. This data scarcity leaves developers with limited and often

outdated circuit designs, hindering them from developing models that are generalizable

and reliable to address cutting-edge design challenges. In addition, it results in the absence

of widely-recognized and high-quality datasets, making fair comparisons among di�erent

solutions challenging.

Despite widespread acknowledgment of these challenges within the EDA community,

e�orts [18, 19] to mitigate the data availability issue have been inadequate. A work [18]

publishes an open-sourced dataset but without industrial circuit data. The other work [19]

builds a federated learning framework to collaboratively train ML models with data from

multiple clients. However, it only supports the training of shallow neural networks and

does not enable secure data sharing to facilitate model evaluation. Thus, enabling privacy-

preserving data sharing is an urgent need to enhance both ML model development and

evaluation for EDA.

Our framework PRICING, as shown in Figure 2.1, o�ers a circuit data sharing mech-

anism from various data providers. It ensures privacy protection against third-party ma-

licious attackers and prevents data users from accessing actual design details. Thus, data

providers can share their data without privacy leakage concern. The key of this framework

is to have a feature protector that transforms raw features into protected ones to ensure

circuit data privacy. An ideal feature protector should accomplish three goals. First, pro-

tected features should not reveal any sensitive information of the original circuit. Second,
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FIGURE 2.1: Our framework PRICING. Given a feature protector, data providers use it
to locally transform their raw features into protected ones and share them to a privacy-
preserving dataset. Model developers use the dataset to train ML models, and model
users apply both the feature protector and the model to obtain prediction results. Our
feature protector hides the sensitive information and prevents attacks of recovering raw
features from adversaries.

protected features should be able to defend againstreconstruction attacks [6, 7], whose goal

is to reconstruct the raw features from the protected ones. Third, protected features need

to contain su�cient information to train ML models for the target prediction task. With

the feature protector, design owners can generate protected features and share them to

construct a privacy-preserving dataset. Then, developers can train models based on a wider

range of circuits to improve model generalization and reliability. This privacy-preserving

dataset can also faciliate fair comparisons in EDA research. The proposed framework o�ers

a promising solution to data availability to accelerate the advancement of ML for EDA.

To the best of our knowledge, we are the �rst to explore the privacy-preserving circuit

data sharing problem in EDA. To demonstrate the concept, we focus on a well-established

research topic, lithographic hotspot detection. In this context, protecting the detailed

polygon patterns in layout clips (raw features) is crucial for privacy, as these could reveal

sensitive technology and design information. The challenge of protection lies in the fact that

layout clips are single-channel binary images, making them more di�cult to obfuscate com-

pared to three-channel RGB images commonly used in computer vision. Thus, we develop

a novel feature protector to make sensitive information unrecognizable in the protected

and reconstructed features. Recognizing that obfuscating raw features may lose essential
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information for the prediction tasks, we incorporate an adversarial training method for the

feature protector to intelligently strike a balance between protecting privacy and preserving

utility for model training. Additionally, we train our feature protector using limited data

and evaluate it on more extensive datasets, demonstrating the broad applicability of our

framework PRICING.

The contributions of PRICING are summarized as follows:

• We present PRICING, the �rst privacy-preserving circuit data sharing work for EDA.

• We design a novel feature protector consisting of an obfuscating network and a mask-

based pruning network to e�ectively obfuscate sensitive information and intelligently

incorporate with adversarial training to retain abundant information for model train-

ing in the protected features.

• Compared to state-of-the-art obfuscating methods [6, 7] in computer vision, our

method achieves up to 55% better feature protection on peak signal-to-noise ratio

(PSNR). Through qualitative evaluation, PRICING stands as the only method that

provides satisfying feature protection.

• The privacy-preserving dataset constructed by PRICING can largely improve the

model performance and generalizability. Speci�cally, our models outperform those

trained on limited raw features with up to 48% improvement on the area under the re-

ceiver operating characteristic curve (ROC-AUC). Our models also outperform those

trained on all raw features, showing that PRICING further provides an e�ective reg-

ularization bene�t.

The similarities between our target application and other essential ML for EDA problems,

e.g., routability prediction [1, 12, 4], IR drop estimation [21], and clock tree prediction [22],

suggest that our approach is not task-speci�c and could bene�t the development of diverse

EDA problems. In addition, PRICING will be open-sourced to encourage collaboration and

advancement in both academia and industry.
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2.2 Background
2.2.1 Privacy-Preserving Data Sharing Scenario

In this scenario (Figure 2.1), there are several data providers, model developers, model

users, and an adversary. Letf (�|q) denote a model f with weights q. In the following, we

detail our feature protector setup and formally de�ne the privacy, the adversary, the utility

for model training, and our problem formulation.

2.2.1.1 Feature protector.

The goal of the feature protector fc(�|qc) is to transform raw features X into protected

onesZ = fc(X|qc). Each data provider applies fc locally to generate protected features and

contributes them to a collaborative privacy-preserving datasetD . Then, model developers

can useD to train their own models fe(�|qe). Model users usefc and fe to perform inference

on their own data.

2.2.1.2 Privacy.

We perform quantitative and qualitative evaluation for privacy protection. In general,

obfuscating the raw features can be achieved by minimizing the similarity between raw

features and protected and reconstructed features. Thus, for quantitative evaluation, the

quality of the feature protection is evaluated by PSNR [23], which is widely used for image

quality assessment [6, 7]. PSNR gives the ratio between the power of a signal and the mean

square error (̀ 2) between each pixel, evaluating the extent of distortion noise (similarity)

between two images. A lower PSNR indicates better feature protection. For qualitative

evaluation, we provide the visualization for human perceptual study to present whether

these features reveal any layout patterns under the adversary's attack.

2.2.1.3 Adversary.

The adversary's goal is to build areconstructor fa(�|qa) to recover Z to X1 = fa(Z|qa)

such that PSNR of X and X1 is minimized. To rigorously test the e�ectiveness of our

feature protection, we simulate a white-box attack by granting the attacker the access to
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the dataset consisting of raw features that we used to learn the feature protector. Therefore,

the adversary can learnfa(�|qa) to infer the other raw features from D.

2.2.2 Related Works for Data Privacy Protection

Given that our targeting applications depend on image-based features, we focus on the

e�orts for image privacy protection in computer vision. There are three types of approach

for image privacy protection in computer vision. First, encryption-based methods [24, 25]

are a direction to protect data privacy. However, they are only applicable for one- or

two-layer models and are not suitable for deep neural networks in EDA due to heavy

computational overhead. Most importantly, their encryption cannot be applied on model

training stages, thereby not able to construct a privacy-preserving dataset.

Di�erential privacy (DP) [26, 27] is an another widely-adopted method with theoretical

protection guarantee by injecting Laplace noise in raw features. However, DP-based pro-

tected features cannot defense against reconstruction attacks. Our experimental results in

Section 2.3.6 show that DP fails to meet the privacy requirements for the EDA application.

In recent years, adversarial representation learning (ARL)-based methods [28, 6, 7]

have emerged as a leading approach for balancing image privacy and the utility for model

inference. Two state-of-the-art methods [6, 7] develop adversarial training and channel

pruning methods to combat reconstruction attacks. However, these methods cannot provide

satisfying feature protection for lithographic hotspot detection as the feature protection

results shown in Section 2.3.6. The binary and the single-channel raw features make the

protection harder. Therefore, this work introduces a novel mask-based pruning network that

integrates with ARL to o�er enhanced �exibility. This approach allows for more precise

retention of information crucial for training within protected features, while ensuring that

sensitive information is discarded.

2.3 Feature Protector Construction

The overview of our feature protector construction is sketched in Fig 2.2. To provide

su�cient feature obfuscation, we propose an obfuscating network and a mask-based pruning
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FIGURE 2.2: Overview of our feature protector and the training method. We include a
task network to assist retaining information for prediction by minimizing the prediction
loss. In addition, an adversary network is introduced to strengthen the reconstruction
protection by maximizing the reconstruction loss.

network in our feature protector. To assist the training of the feature protector, we utilize

an adversarial training algorithm along with a task network and an adversary network.

2.3.1 Mask-based pruning network.

Since the distortion from non-linear operations can be reconstructed easily, we develop

a novel mask-based pruning networkfp(�|qp) to generate input-dependent element-wise

binary pruning �lters F = fp( Ẑ|qp) to remove sensitive feature information in Ẑ. F is

element-wised multiplied to Ẑ to produce our protected featuresZ = Ẑ � F. Note that the

dimensions ofF is the same asẐ. Our pruning network architecture is shown in Table 2.1.

To perform binarization while preserving continuity for gradient update, we design a sigmoid

activation function:

Fi ,j,k =
1

1 + e(F1
i,j,k� thresholdk)/ t

,

where F1 is the output of conv2, F1
i,j,k is the element of F1 at the position (i, j, k), and t

is the sigmoid temperature to enhance the sharpness of the binarization.. To control the

extent of pruning, thresholdk is set to the g-portion largest elements in channelk, where g

is a pre-de�ned parameter to control the pruning ratio in Ẑ. Thus, the sigmoid function

can make elements smaller thanthresholdk close to zero and the rest close to one. We set

g = 0.95 to activate only 0.5% pixels in the protected features to ensure that sensitive in-

formation is robustly obfuscated, reducing the likelihood of revealing critical layout details.
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For simplicity in later discussions, we refer to the output of the pruning asZ = fp( Ẑ|qp)

for convenience. Our mask-based pruning network enables selective retention or removal

of feature elements on the per-pixel basis for layout data, providing high �exibility for our

adversarial training algorithm.

2.3.2 Task Network

The task network ft (�|qt ) is designed to predict our targetsy = ft (Z|qt ) with the

protected featuresZ to simulate future model development. This setup not only simulates

future model development but also crucially informs the training of the feature protector

to ensure that essential information for model utility is retained in the protected features.

Among the existing models designed for lithographic hotspot detection [29, 30], we select

relatively fundamental models in [29] as our task networks. The model is chosen for their

simplicity, which facilitates the transferability of learned protected features to more complex

models in future developments. Our experimental results (Section 2.3.7) demonstrate that

even these basic models e�ectively serve as indicators for preserving necessary information

for accurate predictions, thereby showcasing the practicality and adaptability of PRICING.

2.3.3 Adversary Network

To e�ectively protect potential reconstruction attacks, our framework includes an ad-

versary network, denoted fa(�|qa), designed to mimic the real-world attacker's behavior.

The adversary network fa(�|qa), as shown in Table 2.1, takes the protected featuresZ as

inputs to reconstruct the features X1 = fa(Z|qa). Recognizing that a real-world attacker

might employ various architectures to decode protected data, we speci�cally designfa to

mirror the inverse architecture of our feature protector. This is achieved by setting the

adversarial model such that each convolutional layer in the feature protector corresponds

to a transposed convolution layer in fa. In this way, we can let fa be a powerful reconstruc-

tor by assuming the attacker knows the feature protector architecture. Additionally, this

setup also ensures that our feature protector can withstand attempts to reverse-engineer

protected features using advanced machine learning techniques.
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Table 2.1: Architecture con�gurations of the obfuscating network fo, the pruning network
fp, and the adversary network fa.

Network Layer Kernel #Filters Stride Activation

fo
conv1 3 � 3 16 1 ReLU
conv2 3 � 3 16 1 ReLU

fp
conv1 3 � 3 16 1 ReLU
conv2 3 � 3 16 1 Sigmoid

fa
trans_conv1 3 � 3 16 1 ReLU
trans_conv2 3 � 3 1 1 None

2.3.4 Our Training Algorithm

After introducing all networks, we present our training method, designed to e�ectively

balance information preservation in protected features with robustness against reconstruc-

tion attacks. This balance is achieved through a min-max optimization framework, which

is core of our adversarial training algorithm.

To maintain the information for model training utility in our protected features, we

consider the interaction between our feature protector and the task network. We use the

prediction loss of the task network as a measurement of information for model training

utility. Intuitively, if protected features contain su�cient information, the task network

should yield high-quality prediction. The prediction loss Lt is the cross-entropy loss for-

mulated as follows: Lt = � (y log(y1) + ( 1 � y) log(1 � y1)) , where y is the truth labels,

and y1 = ft ( fp( fo(X|qo)|qp)|qt ) is the prediction results based on protected features. Then,

fo, fp, and ft will be jointly trained to minimize the prediction loss Lt :

min
qo,qp,qt

Lt . (2.1)

To defend against reconstruction attacks, we consider the reconstruction lossLa to mea-

sure the extent of feature protection in training, whereLa = `2(X, X1) is the mean-square

error between raw featuresX and the reconstructed onesX1 = fa( fp( fo(X|qo)|qp)|qa). The

training goal of fa is to minimize the reconstruction lossLa. On the contrary, the goal

of our feature protector is to maximize La. Therefore, the objective of the reconstruction

protection can be de�ned as a min-max function between the feature protector and the
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Algorithm 1

Output: feature protector fo(�|qo), fp(�|qp)
1: train fo(�|qo) and ft (�|qt ) by Lt
2: train fa(�|qa) with fo(�|qo) by La
3: initialize weight qp
4: for every epoch
5: for every batch of data
6: update qt by Lt ™Eq. 2.1
7: update qa by La ™Eq. 2.2
8: update qo and qp by � La + Lt ™Eq. 2.3

9: return fo(�|qo), fp(�|qp)

adversary network:

max
qo,qp

min
qa

La. (2.2)

In addition, defending against reconstruction attacks can further strengthen feature obfusca-

tion because recognizable layout information in protected features could enable adversaries

to easily reconstruct raw features.

Finally, our overall training objective incorporates a balance between maintaining utility

and enhancing privacy, expressed as

min
qo,qp

(max
qa

� La + l min
qt

Lt ) (2.3)

by applying a negation on maxqo,qp min qa La to opposite its min-max order, wherel is a

trade-o� parameter ( l = 1). In theory, the min-max formulation in Eq. 2.3 seeks a saddle

point for all qo, qp, qa, and qt . This saddle point represents a state where the losses associated

with the adversary and the feature protector are balanced optimally.

To solve Eq. 2.3, we adopt a well-established adversarial training method [31, 32], which

simulates training as an adversary game between the attacker who aims to minimize the

reconstruction error and the protector who needs to prevent reconstructions. Our training

algorithm, sketched in Algorithm 1, is designed to �nd an equilibrium between these op-

posing objectives. First, we combine the obfuscating networkfo(�|qo) and the task network

ft (�|qt ) and pretrain them together using the prediction lossLt . Then, we use the pretrained

fo(�|qo) to further pretrain the adversary network fa(�|qa) using the reconstruction lossLa.

14



Table 2.2: Benchmark statistics for lithographic hotspot detection.

Benchmarks
Training Testing

#Hotspot #Non-hotspot #Hotspot #Non-hotspot

ICCAD-1 99 340 226 3869
ICCAD-2 174 5285 498 41298
ICCAD-3 909 4643 1808 46333
ICCAD-4 95 4452 177 31890
ICCAD-5 26 2716 41 19327

The pretraining step helps establish initial robustness for these networks, providing a stable

starting point for the later adversarial training process. After the pretraining phase, we

initialize the weights qp of the pruning network and proceed to our adversarial training

process that trains four networks jointly. For each batch, we calculate the prediction lossLt

and the reconstruction lossLa and apply gradient descent to updateqt and qa, respectively.

For the feature protector fo(�|qo) and fp(�|qp), the loss is calculated according to Eq. 2.3

to �nd a balance between feature protection and accurate prediction. After training, our

optimized feature protector is returned.

2.3.5 Experiment Setup
2.3.5.1 Benchmarks.

The benchmark statistics are in Table 3.1. For lithographic hotspot detection, follow-

ing [29, 30], we evaluate our method on an open-source dataset in ICCAD 2012 contest [33],

which is composed of �ve di�erent benchmarks ICCAD-1 to ICCAD-5.

2.3.5.2 Scenarios.

To simulate a real-world scenario for our applications, we divide each dataset into three

benchmark sets:

1. Protector dataset: used to construct the feature protector.

2. Data provider dataset: used to generate protected features.

3. Model user dataset: consisting of unseen circuits, used to evaluate the generalizability

of the model

Our privacy-preserving datasetis constructed by all available protected features from the
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Table 2.3: Feature protection quantitative evaluation of our method, DP, DObfus [6], and
DISCO [7] for lithographic hotspot detection and routability prediction . We use our ad-
versary network architecture (Table 2.1) and U-net [34] to train reconstructors (RCs).

Method RC
Combination 1 Combination 2

Data providers Model users Data providers Model users
PSNRÓ `2 Ò PSNRÓ `2 Ò PSNRÓ `2 Ò PSNRÓ `2 Ò

DP

Table 2.1

20.748 0.046 20.665 0.055 19.350 0.062 20.925 0.050
DObfus 17.068 0.103 20.824 0.080 17.410 0.119 22.072 0.085
DISCO 14.416 0.177 15.834 0.164 18.556 0.103 20.701 0.090
Ours 14.131 0.200 15.123 0.189 16.507 0.142 17.648 0.127
DP

U-net

28.199 0.012 27.140 0.016 20.925 0.050 28.440 0.008
DObfus 31.340 0.014 34.496 0.011 24.167 0.031 31.942 0.015
DISCO 23.022 0.042 23.951 0.041 19.834 0.055 20.538 0.053
Ours 14.927 0.143 15.549 0.139 15.758 0.143 18.460 0.090

protector and the data provider dataset.

We evaluate two data combinations by exchanging the protector and provider datasets.

This approach mitigates potential bias from di�erent design settings and demonstrates

PRICING's wide applicability. The model user dataset remains �xed to ensure consistent

assessment of performance generalization across di�erent training data distributions.

• Combination 1: ICCAD-3 and ICCAD-5 (protector), ICCAD-1 and ICCAD-2 (provider)

• Combination 2: ICCAD-1 and ICCAD-2 (protector), ICCAD-3 and ICCAD-5 (provider)

• Both combinations: ICCAD-4 (model user)

2.3.5.3 Baselines.

As there are no prior works on this topic in EDA, we adopt three state-of-the-art obfus-

cation techniques from the computer vision as our baselines, DObfus [6], DISCO [7], and a

di�erential privacy (DP) method by adding the Laplace noise with scale 2 to the protected

features. Note that these methods were not designed for improving model development, so

we only compare their feature protection performance with PRICING. We implement all

methods based on the network structures in Table 2.1 to ensure a fair comparison.
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FIGURE 2.3: Qualitative evaluation of the reconstructed raw features protected by our
method, DP, DObfus [6], and DISCO [7].

2.3.5.4 Experimental platform and hyperparameters.

Our experiment are run on a machine with one NVIDIA TITAN RTX GPU with Intel ®

Xeon® E5-2687W CPUs. Hyperparameters of the feature protector training are detailed

as follows: We perform training for 140 epochs in 0.5 hours using Adam optimizer with a

learning rate of 3 � 10� 4, a batch size of128, and a L2 regularization strength of10� 5.

Adversary scenario: We adopt thewhite box attack, which the strongest possible adver-

sary scenario, to evaluate the feature protection based on the performance of an adversary's

reconstructor (RC) model. Speci�cally, we grant the adversary access to the protector

dataset to train the RC model from scratch on the protector dataset to learn the mapping

from protected features to their corresponding raw ones. While such data access may be

limited in practical scenarios, this setup allows us to evaluate the robustness of our approach

against sophisticated adversaries with maximal information.

To comprehensively analyze the threat model, we consider two RC model architectures:

the one in Table 2.1 and a representative encoder-decoder RC architecture, U-net [34]. U-net

has 19 convolutional layers, which is deeper and more complex than the one in Table 2.1.

2.3.6 Feature Protection Results

We perform a comprehensive performance analysis with quantitative (Table 2.3) and

qualitative evaluation (Fig. 2.3 to 2.4). The feature protectors are evaluated on the model
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FIGURE 2.4: Qualitative evaluation of protected features using our method, DP, DOb-
fus [6], and DISCO [7] for lithographic hotspot detection.

user dataset and the testing set of the data provider dataset because data providers are

primarily concerned with the model's generalizability and performance on their own circuits,

respectively.

2.3.6.1 Quantitative evaluation.

We evaluate feature protection performance by measuring the di�erence between raw

features and reconstructed features using PSNR and̀2. Lower PSNR and higher`2 mean

larger feature di�erence and thus better protection performance. Table 2.3 presents the pro-

tection evaluation results. Under di�erent combinations and RCs, our method consistently

demonstrates stronger feature protection than three baselines even when attacked by U-net,

which demonstrates a strong reconstruction ability. Speci�cally, in two combinations, the

feature protector trained by our method has up to 54.9% and 42.2% PSNR improvement,

respectively. Note that these remarkable results are obtained from the unseen circuits using

the unseen RC model, exhibiting strong generalization capability of our protector.
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Table 2.4: Performance comparison with a CNN proposed in [29] and ResNet-18 [35]
by training with three datasets: (1) all raw features of the protector and data provider
dataset (golden), (2) limited raw features from the protector dataset (baseline), and (3) our
privacy-preserving dataset.

Training set Model
Combination 1 Combination 2
ROC-AUC Ò ROC-AUC Ò

Data providers Model users Data providers Model users
All raw features

CNN
0.996 0.665 0.987 0.605

Limited raw features 0.908 0.583 0.900 0.583
Ours 0.942 0.760 0.988 0.678

All raw features
ResNet

0.996 0.579 0.992 0.648
Limited raw features 0.944 0.582 0.872 0.626

Ours 0.978 0.861 0.987 0.684

2.3.6.2 Qualitative evaluation.

We conduct a comprehensive qualitative evaluation through visualization for human

perceptual study.

To validate the protection against reconstruction attacks, we plot and compare the

reconstructed raw features protected by our method and three baselines under two RC

architectures: the model in Table 2.1 and U-net [34]. The results are illustrated in Fig. 2.3.

When using baselines for feature protection, both RCs can recover patterns that show a

good correlation with the raw features, leaking enough information for human to recover

clearer layouts. In comparison, when faced with our protected features, RCs struggle to

produce meaningful output, yielding blurred and unrecognizable patterns that lack any

exploitable information.

Then, we visualize the protected features produced by all methods. In Figure 2.4,

the raw layout clips exhibit intricate polygon patterns that could potentially reveal critical

design information. However, our protected features appear as sparse and seemingly random

points, making it impossible to reverse-engineer the original layout patterns. In contrast,

the baseline methods struggle to provide adequate protection, with their outputs often

retaining noticeable similarities to the raw features, potentially enabling visual identi�cation

by human observers. The single-channel and binary nature of the layout data poses a

signi�cant challenge for existing techniques.
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In summary, both quantitative and qualitative evaluations indicate that PRICING o�ers

robust and satis�able feature obfuscation and protection against reconstruction attacks. In

addition, our method stands as the only applicable solution for this EDA application.

2.3.7 Privacy-Preserving Dataset Training Results

This section assesses the e�ectiveness of PRICING in enhancing model development

under privacy constraints. We simulate two distinct development environments to compare

model performances: (1) models trained with limited raw features and (2) models trained

with a broad, privacy-preserving dataset obfuscated by our feature protector. These models

are evaluated on both the testing set from the data provider and the model user dataset,

as previously outlined in Section 2.3.6. Additionally, we further apply all raw features from

the protector and the data provider dataset as the golden one to observe the performance

e�ect after the feature obfuscation.

We demonstrate the adaptability of PRICING to real-world scenarios by employing

two model architectures: a basic CNN [29] (our task network) and the more advanced

ResNet18 [35], a representative image classi�cation model. The performance comparison is

shown in Table 2.4. Both CNN [29] and ResNet-18 [35] trained with our privacy-preserving

dataset can clearly outperform those trained with limited raw features by up to 13.2% and

47.9% accuracy improvement on the data provider dataset and the model user dataset,

respectively. Compared to models trained with all raw data, our model only has slight

performance degradation evaluated on the data provider dataset. It is interesting that our

model can outperform training with all raw data evaluated on the model user dataset,

implying that our model can have better generalizability to unseen circuits. We posit that

this is due to obfuscation of protected features, which serves as an e�ective regularization

method to reduce over�tting.

The results validate PRICING's ability to enhance model performance and generalizabil-

ity, even across di�erent architectures beyond the task network initially used for training.

These �ndings re�ect the e�ectiveness of our training algorithm in preserving essential in-
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formation for accurate prediction while adhering to privacy constraints. Most importantly,

it con�rms that enabling secured data sharing is essential for improving model development.

2.4 Conclusion of PRICING

In this paper, we investigate and propose the �rst privacy-preserving circuit data sharing

framework PRICING. Under PRICING, we develop a novel feature protector to e�ectively

achieve privacy protection while retaining su�cient information on the protected features

for future model development in lithographic hotspot detection. Based on quantitative and

qualitative evaluation, PRICING has demonstrated its capability for robust feature pro-

tection. It successfully eliminates recognizable patterns and prevent reconstruction attacks

with 55% better than existing methods. In addition, PRICING boosts model accuracy by

up to 48% compared to training on limited data.

The promising results highlight the pivotal role of secure data sharing in advancing ML

for EDA techniques. By facilitating the construction of privacy-preserving datasets, PRIC-

ING enables collaboration and training on more diverse data, thereby improving model gen-

eralizability. This addresses a long-standing bottleneck in applying data-driven techniques

to modern EDA challenges. Looking ahead, we plan to extend PRICING to graph-based

data as GNN-based models are also widely utilized in other EDA problems. This work will

stimulate increased collaboration between industry and academia for secure data sharing.
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3. Automated Model Development (AutoML) for EDA
3.1 Introduction

ML model development for EDA mainly involves two steps, feature extraction and model

generation, as shown in Fig. 3.1. For feature extraction, the designer manually designs and

selects features that are expected to bene�t the prediction of the circuit/layout. The se-

lected feature set usually needs to be modi�ed several times to remove irrelevant ones to

prevent model over�tting. Then, for model generation, the designer hand-crafts a model

architecture that could perform well on the EDA task. This process also requires multiple

trials to guarantee optimal performance. In the works [9, 10, 1, 11, 12, 2] of ML for EDA,

researchers manually select and extract circuit-related components and features, e.g., the

cell-density map, that are correlated to the prediction objectives. Also, they all propose

di�erent hand-crafted model architectures for training. An experienced developer may eas-

ily take months to complete selecting features and designing a neural network architecture

for such EDA applications. Moreover, the growing popularity of DL techniques in EDA has

led to an increased complexity of the model development because DL models are able to

handle a large number of features and model layers that can be constructed with various

operations. Thus, both feature selection and architecture design require extensive expertise

on both ML and EDA and tremendous engineering e�orts. This challenge signi�cantly

prolongs the development cycle of ML-based EDA tools and exacerbates development cost.

Automated machine learning (AutoML) [36] enables design automation of ML model

development, including automated feature selection and neural architecture search (NAS),

without (or with minimum) human interventions. Based on the raw feature space, auto-

mated feature selection e�ciently constructs an e�ective feature subset to form the dataset.

Based on the target dataset, NAS identi�es an architecture search space and then applies

certain search strategies, such as reinforcement-learning-based [37] methods or evolutionary-

guided [38] methods to judiciously discover promising architectures. Additionally, neural

network architectures provided by NAS [39] have shown to outperform state-of-the-art man-

ual designs with signi�cantly improved model accuracy in other domain applications, e.g.,
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FIGURE 3.1: (a) The manual ML model development and (b) our AutoML �ow for EDA.

computer vision. AutoML techniques have demonstrated its ability to generate high-quality

ML models without burdensome manual development process. As some ML applications

for EDA [1, 2, 11] can be represented and processed like computer vision tasks, it is natural

to leverage AutoML techniques to automate the ML model development for EDA.

In this work, we propose an AutoML framework, including an automated feature selec-

tion process and a NAS method, to reduce the time and e�ort of developing ML models

for EDA while improving the model performance. The �ow of our AutoML framework is

sketched in Fig. 3.1. Our automated feature selection process provides an intelligent manner

to e�ciently select useful raw features for model inputs. In addition, our NAS search space

is abstracted as graphs that enable rich and �exible feature interactions to better capture

congestion patterns. We can identify high-quality models by adopting graph propagation

as our search strategy. Therefore, we can e�ciently obtain ML models that deliver superior

performance. To demonstrate the concept, we apply our AutoML framework on a well-

known research topic, routability prediction [1, 2, 11]. Routability prediction estimates the

routability of design solutions at the placement stage [40] with the following application sce-

nario: design rule checking (DRC) hotspot detection. DRC hotspot detection identi�es the
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locations of design rule violations after detailed routing stage. This routability application

can be used to guide DRC violation mitigation techniques. In this case study, our goal is

to e�ciently and e�ectively select features and design model architectures for DRC hotspot

detection. In the mean time, our framework can provide a standard raw feature set and

some high-performing model architectures to facilitate routability prediction development.

Our main contributions are summarized as follows:

• We propose an AutoML framework that consists of automated feature selection and

NAS to develop routability estimators with minimum human interference. To the best

of our knowledge, this is the �rst exploration of a comprehensive AutoML framework

for EDA.

• We propose an automated ML-based feature selection method that e�ciently and

e�ectively selects features to improve the model accuracy and the search e�ciency of

our NAS method.

• We develop a graph-based search space that supports various operations and �exible

connections and a graph propagation search strategy to guide the search process

towards high-quality architectures.

• The model crafted by our AutoML framework outperforms two representative routablity

estimators [1, 2] with a superior 9.9% higher ROC-AUC. The entire AutoML �ow can

be completed in 1 day, demonstrating high e�ciency of our framework.

• We provide a thorough analysis of our extracted features and NAS-crafted models to

provide insights for the future routablity estimator development.

Through this article, we demonstrate the potential of AutoML techniques to facilitate

the e�ectiveness and e�ciency of ML development for EDA. In addition, our framework is

open-sourced to encourage future studies in this area.

3.2 Preliminaries

In this section, we �rst give a brief introduction to the DRC hotspot, a metric used to

evaluate the routability of a routing result. Then, we discuss the current research progress
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FIGURE 3.2: (a) Short violation: two wires in M2 are overlapped. (b) Spacing violation:
two wires are too close. (c) Pin accessibility violation: The M1 pin cannot be accessed by
any M2 wires.

on routability prediction, including features and model architectures used in the prior lit-

eratures. Finally, we introduce the concepts of automatic feature selection and NAS, which

are the two key stages in our AutoML framework.

3.2.1 DRC hotspot

DRC hotspot is a two-dimensional map that pinpoints design rule violation (DRV)

positions of the detailed routing result. Thus, DRC hotspot directly indicates the regions

that truly need to be re�ned after routing. Figure 3.2 depicts the examples of DRVs. In

Figure 3.2 (a), a short violation occurs when two wires are overlapped, which will cause

the circuit to malfunction. In Figure 3.2 (b), a spacing violation happens if the distance

between two wires is smaller than a threshold, which will cause crosstalk. In Figure 3.2 (c),

a pin accessibility violation arises when the upper layer of a pin is covered by other wires,

and thus the net cannot connect to the pin.

3.2.2 Machine Learning for Routability Prediction

To evaluate routability of a placement solutions, traditionally we need to come through

the global routing and the detailed routing to get DRC hotspots. However, routing is a very

time-consuming process that prevents the placer from e�ciently examining the routabil-

ity. To overcome this challenge, researchers have developed early routability prediction

techniques that enables designers or EDA tools to perform preventive measures such that

DRC hotspot can be avoided in a proactive manner. Figure 3.3 illustrates the routability
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FIGURE 3.3: Physical design �ow and routability prediction. After the placement, the
placement result comes into the global and detailed routing stages to generate the rout-
ing result. With the ML model, we can directly use the placement result to predict DRC
hotspots.

prediction �ow, which takes the placement result to forecast DRC hotspot. This is a rep-

resentative topic in ML for EDA, and its bene�ts to chip quality are well demonstrated in

many previous works [1, 41, 12, 2, 42, 43]. In this section, we introduce the ML background

about routability prediction.

3.2.2.1 Feature extraction.

Feature extraction for routability prediction aims to select useful information from the

placement results into a format compatible to ML models. All previous exploration uses

the cell and net-related features to facilitate routability prediction. The works [42, 43]

extract features into numerical format, and the others [1, 41, 12, 2] employ image-based

features to perform the prediction. However, all these features are still manually selected,

requiring considerable engineering e�ort to choose important features and discard the re-

dundant ones. Also, these hand-crafted features may lead to sub-optimal solutions because

all previous works typically give speci�ed features in a prede�ned manner, without o�ering

a complete feature selection or analysis process. Thus, an e�cient and e�ective automated

feature selection approach is necessary to accelerate the selection process and ensure the

quality of the selected features. A work [44] develops a model architecture with lattice

graph to mimic the cell/net feature extraction. However, it still needs to manually design
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model architectures and decide their target features. Also, their goal is di�erent from our

framework, as our focus lies in the automated selection of features for the model input. To

the best of knowledge, there is no prior work focusing on the automated feature selection

on ML for EDA.

3.2.2.2 Model architecture.

Both works [42, 43] chooses multivariate adaptive regression splines to forecast the

detailed routing routability. In recent years, deep neural network methods including CNN

and fully convolutional network (FCN) become the dominant solutions [1, 11, 41, 12, 2]

to routability prediction. As routability prediction requires pinpointing speci�c locations

with DRC hotspots in a two-dimensional layout, it shares a similar setting with semantic

segmentation in identifying pixel-wise properties. Thus, FCN, as a popular technique for

semantic segmentation, is widely used in routability prediction [1, 2, 12].

Among representative routability estimators in recent years, RouteNet [1] and J-Net [12]

propose U-Net [34]-like FCN structures, PROS [2] adopts an encoder-decoder FCN frame-

work, and the work [11] proposes a conditional generative adversarial network [11] (cGAN)-

based method with FCN architecture for routability prediction. To the best of our knowl-

edge, all previous routability estimators [1, 41, 12, 2, 42, 43] are designed by human de-

velopers. Thus, they require both ML and EDA expertise and easily take weeks of model

development time. In addition, previous works develop their models mostly based on hi-

erarchical structures, with a limited number of branch structures. In comparison, our

graph-based search space enables highly �exible connections and rich branches, thus pro-

viding signi�cantly di�erent model structures. The details of our search space are presented

in Section 3.4.2. Since the complex pattern behind routability prediction may be re�ected

by complicated interactions among features in a wide layout region, branch structures can

capture combined information from di�erent sources and bene�t model performance.
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FIGURE 3.4: Overview of neural architecture search.

3.2.3 Automated Feature Selection

Automated feature selection enables the automation of feature selection given the raw

feature space without human intervention. In detail, it aims to e�ciently establish a suit-

able feature subset to maximize the model performance because redundant features in the

feature space could cause over�tting, leading to sub-optimal model performance. Addition-

ally, reducing the feature number can accelerate the training process, which can signi�cantly

enhance the NAS e�ciency because NAS often needs lots of training steps to explore ar-

chitectures. Thus, a succinct yet e�ective feature set is required for the AutoML �ow.

In other domain applications, there has been some approaches [36] for feature selection,

e.g., iterative and evolution-based search algorithms. However, iterative selection methods

are ine�cient when we have a large feature combination. Also, evolution-based search

algorithms require large amounts of model training periods to converge. Given the poor

scalability of previous methods, we design a novel ML-based feature selection method which

can complete selection in an e�cient manner. Through our approach, we can identify the

most useful feature combinations for DRC hotspot detection.

3.2.4 Neural Architecture Search

Neural architecture search [37] automatically conducts architecture engineering to �nd

e�ective neural network models for speci�c tasks. Recent works demonstrate great potential

of NAS in applications including image classi�cation [37], object detection [37], and semantic

segmentation [45]. NAS contains three key ingredients:search space, evaluation strategy,

and search strategy. Search space de�nes a family of candidate architectures that can be
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explored in NAS. Evaluation strategy determines the way to estimate the design metrics

(e.g., accuracy) of a candidate architecture and provides feedback to the search process.

Search strategy is the method to explore the search space and guide the search process

toward promising ML models. The overall NAS procedure is sketched in Fig. 3.4.

Our NAS approach abstracts neural architecture search space into graphs and includes

various types of operations as search options. Then, our NAS approach performs proxyless

evaluation [46] to evaluate the performance of candidate models on the target dataset. Fi-

nally, our NAS approach develops a search strategy based on a progressively graph updating

and sampling algorithm [47] to e�ciently explore ML models.

3.3 Problem Formulation

We apply AutoML techniques to assist the feature extraction and the design of ML

models for routability prediction. After placement, a layout is tessellated into w � h tiles,

then its input feature X PRw� h� c is comprised ofc di�erent two-dimensional feature maps.

The ground-truth label is collected after detailed routing �nishes for DRC hotspot. Our

AutoML problem can be formulated as follows:

Problem 1 (AutoML for routability prediction ). Given a set of placement solutions, it aims

to select the input features X from the feature space C, and then explore the architecture AP S

of the neural network model fA within the de�ned search space S, to detect the locations of DRC

hotspots Y such that the performance of fAL is maximized, where

fA : X PRw� h� c Ñ Y P t0, 1uw� h.

We use the area under the receiver operating characteristic (ROC-AUC) as the metrics

of diagnostic ability of the model. ROC curve plots the tradeo� between true positive rate

versus false positive rate by varying classi�cation threshold. A higher ROC-AUC indicates

that a higher precision of DRC hotspot detection can be achieved at the cost of the same

number of false alarms.
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3.4 Automated ML Model Development

Our AutoML framework consists of two main stages: 1) automated feature selection

that extracts the most relevant features within the feature space and 2) neural architecture

search which designs the high-quality model architecture based on the extracted features.

In this section, we �rst present our automated feature selection method. Then, we introduce

our neural architecture search approach, including the search space, the evaluation strategy,

and the search strategy.

3.4.1 Automated Feature Selection

Automated feature selection aims to e�ciently and e�ectively choose useful features to

boost the model performance and the search e�ciency of our NAS method. To achieve

this goal, we establish a comprehensive raw feature space that covers common raw features

relevant to routability prediction. Since de�ning the feature space still requires human

expertise, we include widely-known raw features that could correlate with routing results

based on the conventional understanding of placement and routing practices from previous

routability prediction works [1, 11, 2, 48] to minimize the human e�ort. These features can

be separated into two categories: 1) cell density-based features and 2) net density-based

features. We �rst introduce the cell density-based features as follows:

1. Macro density: The region occupied by macros.

2. Cell density: The number of standard cells in a region.

3. Pin density: The number of pins in a region.

4. Pin accessibility: The potential number of wires connecting to the pins in each re-

gion [2].

Note that cells with di�erent functions and nets with di�erent bounding box sizes would

have distinct impacts on routability. Thus, density distributions of the D Flip-Flips (DFF)

and clock tree bu�ers are generated independently for the cell, pin, and pin accessibility

features. In addition, four pin density features is derived by the pins associated with nets

that have varying bounding box thresholds (4k, 1k, 0.1k, 0.01kmm2). In summary, we have
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FIGURE 3.5: Visualization of wire density features. (a) RUDY. (b) Net bounding boxs. (c)
Pair-wise �ight lines. (d) Star �ight lines. (e) Source-sink �ight lines. (f) MST �ight lines.

14 cell density-based features.

Next, the net density-based featuresare provided below:

1. RUDY: The total uniform wire volume spreading in bounding boxes of nets [1] .

2. Bounding boxes: The total number of the net bounding box outlines passing each

region [4].

3. Vertical/Horizontal net density: The uniform wire volume in the vertical/horizontal

direction [2].

4. RSMT RUDY: The total uniform wire volume spreading in the rectangle Steiner

minimum trees (RSMT) of nets.

5. Pin RSMT RUDY: This feature assigns the density of each pin to the RSMT RUDY

of the associated net [1].

To estimate the net connectivity, a heuristic named �ight line [4], which is a line that

connects two pins, is adopted.
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FIGURE 3.6: Our ML-based automated feature selection �ow. We group the weights of
the �rst convolution layer according to input features. After training with the group lasso
method, we obtain the norm of each group. Based on these norms, we iteratively add top-
score features into the feature set and perform training to select the best feature subset.

1. Pair-wise �ight lines: connect from every pair of pins in each net.

2. Star �ight lines: connect every pin to the centroid of all pins in each net.

3. Source-sink �ight lines: connect the source pin to all sinks in each net because routers

tend to connect sinks to the source through shortest paths in timing optimization.

4. MST �ight lines: connect the pins through minimum spanning tree (MST) in each

net.

For each type of �ight line, we draw �ight lines of all nets into a single image to construct

the feature. Some net density-based features are visualized in Fig. 3.5.

In addition to constructing all 10 net density-based features for all nets, we also separate

nets into four groups with bounding box thresholds (4k, 1k, 0.1k, 0.01kmm2) to construct

four features for each wire density. As a result, there are 50 net density-based features.

In summary, cell density-based features and net density-based features together form a

comprehensive feature spaceC PRw� h� 64 to cover all potential raw features for routability

prediction.

Training with the entire feature space could lead to sub-optimal model performance be-

cause some uncorrelated features may introduce redundancy or noise. In addition, training

with large amount of features signi�cantly prolongs the training period, which can severely
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FIGURE 3.7: These plots display the group norms of weights that were trained using the
(a) RouteNet [1] structure and (b) the architecture comprising of six fully-ordered directed
acyclic graphs (DAGs) based on our NAS.

FIGURE 3.8: Overview of our graph-based NAS method. We sample multiple DAGs from
the search space to form a sampled model. After training for several epochs, we get the
evaluation metrics, i.e., ROC-AUC, and utilize it to update the weight of selected edges in
guide-DAGs. Conv, s=2 and TConv, s=2 represent standard convolution and transposed
convolution layer with stride 2, respectively.

worsen the e�ciency of our NAS process. Thus, we propose an ML-based automated fea-

ture selection method to capture the critical features from the feature space and build a

succinct feature set.

First, we allocate the weight w P Rh,h,c,o of the �rst convolutional layer into c di�erent
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groups Wi according to the input channel dimension:

Wi = t wj,k,i,l |@j, k   h,@l   ou,

where h is the kernel size,c is the number of input feature channels, ando is the number

of output channels. Thus, each groupWi of weight will correspond to an input feature i.

Then, we employ a structured regularization loss called group-lassòg [49] on everyWi :

Lg =
¸

i

`2(Wi ), (3.1)

where`2(Wi ) is the mean square root of weights inWi . Namely, this group-lasso loss applies

`1 loss on`2(Wc). Our overall training objective is:

min Lp + a � Lg,

whereLp is the prediction loss for routability prediction, and a is the regularization strength

of the group lasso. MinimizingLg during training encourages weightsWi between di�erent

groups to become sparse, leading to some groups having weights close to zero. In addition,

minimizing Lp together can help us maintaining high prediction performance at the same

time. Note that each Wi is responsible for a speci�c input featurei. Therefore, we can

view the norm of Wi as the feature importance metric. The higher value of the norm of

Wi means that this feature contributes more to the routability prediction result. Then, we

sort features based onWi in a non-increasing order and iteratively add the featureCi into

our feature subsetX i+ 1 = X i Y Ci for i = 1 to |C| and perform training. Finally, we select

the best performing feature setX i as our input feature setX.

Our ML-based feature selection �ow is illustrated in Fig. 3.6. Since we use a graph-

based search space in our NAS (will be detailed in Section 3.4.2), we apply the model with

six complete-ordered DAGs, which covers all possible architectures in our search space, in

our feature selection.

Also, our ML-based feature selection method only requires|C| times of training to

complete selection, making it much more e�cient compared to other iterative or evolution-

based search algorithms. In addition, we empirically observe that the feature selection
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results are not a�ected by the choice of model structures used in group lasso training.

Fig. 3.7 shows the high similarity between the norms of group weights trained with two

di�erent model architectures. With this special attribute of our feature selection method,

it is suitable to design a two-stage AutoML framework.

3.4.2 Graph-based Neural Architecture Search

Based on the selected input features, we use our proposed graph-based NAS method

motivated by [47] to automate the design of neural networks for routability prediction. In

the following, we introduce three key components of our NAS: 1) search space, 2) evaluation

strategy, and 3) search strategy.

Search space: In our NAS-based model, we can partition the architecture into two parts:

one part is iteratively changed during the search process, while the other is �xed. Our model

is shown in Fig. 3.8. The yellow rectangles represent the �xed part with widely-adopted

structures, and the six blue rectangles indicate the changeable part. In the following, we

demonstrate the architectures of the �xed part and the changeable part.

We start with deciding all candidate operations in the changeable part. First, regular

convolution layers with di�erent numbers of �lters are included. Besides, atrous convolution,

also named dilated convolution [50], is selected as a promising candidate operation since it

can e�ectively enlarge receptive �elds of �lters. This operation can thus help to capture

large patterns, such as congestions caused by nets spanning a large region. In addition,

the work of [51] introduces a new mixed depth-wise convolution (MixConv) that separates

channels into groups and applies di�erent kernel sizes to each group. Compared with a

regular convolution that can only observe patterns in a �xed size area, this operation can

identify congestion patterns of di�erent sizes when applied in routability prediction. Thus,

MixConv is a good �t for our work since routability can be a�ected by the relations of nets

and standard cells in di�erent regions within a layout. Among these candidate operations, to

our best knowledge, atrous convolution is only adopted in a recent routability estimator [2],

and MixConv is never used in routability prediction. Adopting various promising operations
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can improve diversity in candidate models and help cover more potential high-quality models

in the search space. As a result, the candidate operationsopinclude the following four types:

• 3 � 3 convolution with 64� 2i �lters

• 3 � 3 convolution with 128� 2i �lters

• 3 � 3 atrous convolution with dilation rate 2, 64� 2i �lters

• Mixed convolution with 4 groups, kernel size[7, 9, 11, 13]

Note that our search space totally has three stages, and we use a multiplier of2i to gradually

increase the number of �lters when the operation is selected in stagei.

By viewing CNN/FCN as a set of operations and the connections of operations, a model

can be regarded as a graph. Speci�cally, vertices represent operations and edges indicate the

directed connections of operations. Therefore, we view the six blue changeable partst S1, S2,

. . . , S6u in Fig. 3.8 as DAGs, named sampled-DAGs. There are two parallel sampled-DAGs

between every two downsampling layers. The changes of them are restricted and guided by

six guide-DAGs t G1, G2, . . . , G6u. Each guide-DAG Gi (Vi , Ei ) represents a combination of

the candidate operations and the propagation of data tensors. It is composed by a set of

completely ordered verticesVi , with each vertex v P Vi representing a candidate operation

opv. Each edgee(u, v) P Ei represents the propagation of the output tensor of vertexu

to the input of v. Edge e(u, v) is constructed if u   v in their order, which makes the

guide-DAG Gi completely ordered with maximum edges to provide all possible connections.

Fig. 3.9 (a) shows an example of a guide-DAG, where the complete order of vertices is

1 Ñ 2 Ñ � � � Ñ 7. Each vertex concatenates all its input tensors from the incoming edges

and produces the output tensor by its operation. Speci�cally, given a vertexv with opv and

input tensors iu1, iu2, . . . ,iuk from incoming edgese(u1, v), e(u2, v), . . . ,e(uk, v), the output

tensor ov of this vertex is

ov = opv(Concat( iu1, iu2, . . . ,iuk)) .

Concatenation with all the input tensors of each vertex can help the model to discover

di�erent feature combinations to enhance the observation of routability information.
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FIGURE 3.9: An example of the subgraph sampling. A guide-DAG G1 (a) �rst is prepro-
cessed to form G1

1 (b). After edge sampling, we construct the sampled-DAG S1 (c) with
the selected edges and vertices. Then, we perform operation sampling to choose the op-
eration of each vertex to form our sampled architecture (d).

To connect each sampled-DAG together to form our sampled model, we design some

�xed operations in the �xed part. As Fig. 3.8 shows, there are three downsampling layers

with standard convolution with stride of 2. The �xed structure at the end is composed of

three transposed convolution layers with stride of 2 to recover feature maps with a total

upsampling factor of 8 to form a DRC hotspot solution. In addition, we add three shortcuts

between stages with di�erent feature scales to further boost the performance, following the

famous U-Net [34] model.

In our search space, the parallel sampled-DAG structures between every two downsam-

pling layers can produce di�erent feature representations and pass their aggregation to the

next sampled-DAG structures after downsampling. Additionally, our search space allows

for multiple parallel tensor propagations within a sampled-DAG because the topology of

the graph Gi contains all possible connections. In summary, our approach o�ers a highly

�exible and extensive search space that can generate a variety of feature representations

and lead to accurate routability prediction.

Evaluation strategy: Previous work [46] proposes conducting NAS directly on the target

dataset to enhance the performance of searched models. Therefore, we directly perform

search on the training split of our target dataset, employing ROC-AUC as the search

objective for routability prediction (mentioned in Section 3.3).

Search strategy: Given the large size of our search space, exhaustively examining every
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Algorithm 2 Connection weights update in the meta graph.

Input: A set of guide-DAGs t G1, . . . ,G6u, baseline metrics b, learning rate a
1: for i = 1 to 6
2: G1

i = Preprocess(Gi ) ™pseudo vertex v0 insertion

3: while h not converge
4: for i = 1 to 6
5: Si = Sampling(G1

i ) ™Algorithm 3

6: M = ConstructModel (t Si , i = 1 to 6u)
7: h = Eval(M )
8: for i = 1 to 6
9: for edge ein G1

i
10: if e is selected in Si

11: we = we � exp (a(h � b))

12: b = average metrics of top-5 sampled graphs

Algorithm 3 Sampling(G1
i )

Input: G1
i (V

1
i , E1

i )
Output: Si (VSi , ESi )
1: VSi = t v0u, v0 P V1

i
2: ESi = H
3: for eachvj P V1

i
4: if vj P VSi

5: for eache(vj , uk) P E1
i

6: p =
exp(we(vj ,vk) )

° 7
l= j exp(we(vj ,vl )

)

7: random r(0, 1)
8: if p ¡ r ™sampled by probability p
9: VSi = VSi Y t vku

10: ESi = ESi Y t e(vj , vk)u

11: for eachvj P VSi

12: random r(0, 1)
13: p = 0
14: for eachwopkvj , k = 1 to 4

15: p1 =
exp(wopkvj

)
° 4

l= i exp(wop1vj
)

16: p = p + p1

17: if p ¡ r ™sampled by probability p1

18: opvj
= opk

19: break
20: return Si (VSi , ESi )
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