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Abstract

Data privacy has been receiving an increasing amount of attention in recent years.
While large-scale personal information is collected for scientific research and commer-
cial activities, a privacy breach is not acceptable as a trade-off. In the last decade,
differential privacy has become a gold standard to protect data privacy and has been
applied in many organizations. Past work focused on developing a differentially pri-
vate SQL query answering system as an infrastructure for wider applications. How-
ever, answering counting queries with joins under differential privacy appears as a
challenge. The join operator allows any user to have an unbounded impact on the
query result, which impedes hiding the existence of a single user in the worst case. On
the other hand, the introduction of differential privacy to the query answering also
prevents the users from understanding the query results correctly, since she needs to

distinguish the effect of differential privacy from the contribution of data.

In this thesis, we study two problems about answering and explaining SQL queries
privately. First, we present efficient algorithms to compute local sensitivities of count-
ing queries with joins, which is an important premise for answering these queries
under differential privacy. We track the sensitivities contributed by each tuple, based
on which we propose a truncation mechanism that answers counting queries with
joins privately with high utility. Second, we propose a formal framework DPX-
Plain, a three-phase framework that allows users to get explanations for group-by
COUNT/SUM/AVG query results while preserving DP. We utilize confidence in-
tervals to help users understand the uncertainty in the query results introduced by
differential privacy, and further provide top-k explanations under differential privacy

to explain the contribution of data to the results.

v



Contents

Abstract

List of Tables

List of Figures

1

2

Introduction

1.1 Background . . . . . . ...
1.2 Problem Settings . . . . . . . . ... ...
1.3 Contributions . . . . . . . . ...
1.4 Organizations . . . . . . . . . . ..
Preliminary

2.1 Differential Privacy . . . . . . . ... o

Computing Local Sensitivities of Join-Count Queries

3.1 Introduction . . . . . . . ...
3.2 Preliminaries . . . . . . .. ...
3.3 Local Sensitivity . . . . .. .. oo
3.4 Path Join Query . . . . .. .. ..
3.4.1 Intuition . . . . . ... Lo
3.4.2 Efficient Algorithm for Path Queries . . . .. ... ... ...
3.5 Acyclic and Other Join Queries . . . . . . .. .. ... ... .....
3.5.1 Basic Idea Using Join Trees . . . . . . .. ... .. ... ...
3.5.2  Efficient Algorithm for Acyclic Queries . . . . . . ... . ...
3.5.3 Doubly Acyclic Join Queries . . . . . .. ... ... ... ...

iv

ix



3.5.4 Extensions . . . . . . . ... 36

3.6 Truncation . . . . . . . . ..o 38
3.6.1 Challenge . . ... ... .. ... 38
3.6.2 Truncation via Sensitivity . . . . . . . ... ... 40

3.7 Experiments . . . . . . ... 42
371 Setup . ... 43
3.7.2 Local Sensitivity . . . . .. ... oo 46
3.7.3 Differential Privacy . . . . . .. ... ... ... 48

3.8 Related Work . . . . . . ..o 50

3.9 Conclusions . . . . ... .. 52

Explaining Query Results Under Differential Privacy 54

4.1 Introduction . . . . . . . ... 54

4.2 Preliminaries . . . . . . .. ..o 60

4.3 Private Explanations in DPXPraiNn . . . ... ... ... 66

4.4 Computing Explanations Under DP . . . . . .. ... ... ... ... 69
4.4.1 Confidence Interval for a User Question . . . . . . . ... . .. 70
4.4.2 Influence Function with Low Sensitivity . . . .. . ... ... 72
4.4.3 Private Top-k Explanations . . . .. .. ... ... ... ... 7
4.4.4 Putting it All Together . . . . . . . . ... ... ... ... .. 84

4.5 Evaluation . . . . . . .. oo 86
4.5.1 Experiment Setup . . . . . . . .. ... 86
4.5.2  Qualitative Analysis . . . . . ... ... L 88
4.5.3 Quantitative Analysis. . . . . . . .. ... 90

4.6 Related Work . . . . . . .. 94



4.7 Discussions and Future Work . . . . . . . . ...

Related Work

5.1 Different Dimensions of Problems . . . . . . .. ... ... ... ...

5.2 Non-linear Query Answering . . . . . . . . . .. . ... ... ... ..
5.2.1 Smooth Sensitivity . . . .. .. ... oo
5.2.2 Lipschitz Extension . . . . . . . ... ... oL
5.2.3 Answering SQL Queries . . . . . .. ...

5.3 Synthetic Data . . . . . .. ...
5.3.1 Markov Network . . . . . ... ... ...

5.3.2  Multiplicative Weights Exponential Mechanism . . . . . . ..

Conclusion
6.1 Summary of Contributions . . . . . .. .. .. ... ...

6.2 Future Work . . . . . . .

Appendix

A.1 Theorems and Proofs . . . . . . ... ... ... ... ... ... ..
A.1.1 Influence Function . . . . ... ... ... ... ... .....
A.1.2 Private Explanations . . . . . . . ... ... . ... ... ..
A.1.3 Supplementary . . . . ... ... ...

A2 Extensions . . . . . . . ...
A.2.1 Confidence Interval of Question . . . . . . ... ... .....
A.2.2 Private Top-k Explanation Predicates . . . . . . .. ... ...
A.2.3 Private Confidence Interval of Influence . . . . . . . . . .. ..

A.2.4 Influence Function Monotonicity . . . . . . . . .. .. .. ...

vil

97

97

99

99

101

103

104

106

108

110

110

111

113



A.2.5 General User Question . . . . . ... ... ... ... ..... 131

A.2.6 Finding Top-k by Arbitrary Influence Function. . . . . . . . . 134
A.2.7 Large Domain Private Top-k Selection . . . . .. ... .. .. 138

A.2.8 Computing Confidence Interval of General Arithmetic Combi-
nations . . . . . ... 138
A.2.9 Bootstrap Confidence Interval . . . . . . ... ... ... ... 141
A.3 Supplementary Experiment . . . .. .. ... ... ... ... .... 142
A.3.1 Full Ranking . . ... .. ... ... 142
Bibliography 144
Biography 159

viil



List of Tables

3.1

3.2

4.1

Al

A2

Local sensitivity and runtime of 4 query types for TSENS and ELASTIC
for Facebook queries. . . . . . . . . . ... ... 48

Application to DP: Comparison between TSENSDP and PrRIvSQL
for TPC-H and Facebook queries. . . . . .. ... ... ... ... .. 49

Queries and questions for the experiments. The column Valid indicates

it is a valid question ornot. . . . . . . . ... ... 87
Exampleof B . . . . . . . .. 137
Exampleof w . . . . . . ... 138

X



List of Figures

3.1 An example for a full conjunctive query . . . . . . ... ... .. 15
3.2 GYO decomposition . . . . ... Lo 17
3.3 Computing tuple sensitivities of a path join query . . . . . . . . . .. 24
3.4 Computing tuple sensitivities of an acylic join query . . . . . . . . .. 32
3.5 The join plan for each query. . . . . . . . . ... ... . 44
3.6 Local sensitivity reported by TSENS versus ELASTIC for TPC-H queries 45
3.7 The trend of time usage . . . . . . . ... ... 45
4.1 Example of the Adult dataset. . . . . . . .. .. ... ... ... .. 55
4.2 Phase-1 of DPXPLAIN: Run a query and receive noisy answers by

DP. True-answers are not visible to the user. . . . . . . .. .. .. .. 56
4.3 Phase-2 of DPXPLAIN (Comparison-A) . . . ... ... ... ... . 56
4.4 Phase-2 of DPXPrLAIN (Comparison-B) . . . . ... ... ... ... 57
4.5 Phase-3 of DPXPLAIN: Receive further explanations from data for

Comparison-B (Figure 4.4) that passed Phase-2. . . . . . ... .. .. 58
4.6 DPXPLAIN framework. . . . . . . . . ... ... ... 59
4.7 Group-by query with aggregates supported by DPXPLAIN. . . . . . . 60
4.8 Tllustration of RANKBOUND for finding the upper bound of the confi-

dence interval for rank(p). . . . .. ... Lo 83
4.9 Phase-3 of DPXPLAIN for the case [IPUMS-CPS. . . . . . ... ... 88
4.10 Phase-3 of DPXPLAIN for the case German-Credit. . . . . . . . . .. 89
4.11 Accuracy of question validation by DPXPLAIN. . . . . . .. ... .. 91

X



4.12 Precision@k of top-k selection by DPXPLAIN. . . . . . . .. .. ... 92

4.13 The width of confidence intervals by DPXPraiN. . . . . . ... ... 93
4.14 Runtime analysis of DPXPLAIN. . . . . .. .. ... ... 94
A.1 Top-5 explanations for Taxi-Imbalance. . . . . . . . . ... ... ... 134
A.2 Kendall-Tau of top-k selection by DPXPraiN. . . . ... ... ... 143

x1



Chapter 1

Introduction

1.1 Background

Data collection s everywhere. In the modern society, our data is collected from
anywhere at anytime. It includes daily search logs from our web browsers, posts
from our social media, transactions from our credit cards, commute routes from our
mobile GPS, medical history from our hospital visits, and so on. The data is collected
by a wide spectrum of organizations, and is processed for a variety of uses. Although
it boosts a significant increase to the economy and technology development from the
collection and processing of personal data, it also raises up a new concern from the
public: privacy.

The issue of privacy. Privacy is not a new concept in the recent decades, but it
receives more attention nowadays due to the vast collection of personal data. With the
accurate and sufficient data about a single person, it allows the people who controls
the data to do two things: to know who you are and to know what you are doing.
For example, with the collection of facial data, a well trained model can identify
the person from the camera [121], and further extract her behaviors from the videos
and link them to that person. Another example is targeting advertising [92]. The
advertising companies collect the user portraits, which includes their demographic
features, biological profiles, and personal habits, and then advertise to the users
by different advertisements that are best tailored or believed to be best matched, to
increase the click-through rate and grow business. Accurate targeting advertising not
only makes the users worry about that their personal information is overly collected,

but also has a potential risk of leaking the user data to the uncontrolled third party
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[104]. More and more examples indicates that privacy is an urgent and important

issue that needs to be immediately solved in the big data era.

Past attempts. There are many attempts to solve the issue of privacy in the past
decades. The most well-known technique before 2006 is k-anonymity [151]. The
fundamental concept before k-anonymity is obfuscation through similarity. For ex-
ample, if there are four digits in the database are used to identify a single person,
k-anonymity ensures each identifier stored in the database have at least k — 1 other
identifiers that are the same. Intuitively, a higher value of k protects better privacy,
but studies show that it is still vulnerable to attacks [120] and it cannot provide

privacy guarantee without the assumption to the attackers.

Another attempt of privacy protection is through regulation. GDPR, or General
Data Protection Regulation, is proposed by Europe in 2018 to regulate the activities
of the companies about the collection and usage of personal data [162]. For example,
it requires the organization to provide ”the right to be forgotten”, which allows users
to delete their data and remove all the related evidences. Users are also given more
options to control their data. For example, mobile applications need to ask permis-
sions to have access to the specific functionalities of mobile phones, and websites need
to ask permissions of cookies to track the browser activities.

These attempts either protects the privacy from the input (e.g., user access con-
trol) or from the output (e.g., k-anonymity), but none of them provides a provable
privacy guarantee.

Differential Privacy is a gold standard. Differential privacy (DP) [67, 69, 70, 30] is
the gold standard for protecting sensitive databases. It has been widely adopted by
organizations like the U.S. Census Bureau [6, 65, 146, 103] and companies like Google
[75, 164], Microsoft [55] and Apple [154]. The basic concept behind differential privacy

is that the released statistics does not change significantly by adding or removing



a single person from the data. Given a query, it is replaced by a mechanism M
and the output is no longer determined. It becomes random, and its distribution
depends on the underlying data; i.e., each data x defines an output distribution
M(z). Differential privacy ensures that for any two data = and 2’ that only differs
by a single row, the output distribution is similar. In particular, for any number
o, we can find a constant e such that Pr[M(z) = o] < e‘Pr[M(a') = o]. Since
this constant € only depends on the mechanism M, € is also called privacy loss,
which becomes an odometer to measure the degree of privacy protection. Recent
works have made significant advances in the usability of differential privacy, allowing
for complex query support [106, 164, 107, 94, 122, 155, 60|, and employing DP in
different settings [60, 155, 77, 137, 81, 170]. These works assist in bridging the gaps

between the functionality of non-DP databases and databases that employ DP.

1.2 Problem Settings

The importance of a differential private database. Differential privacy formalize the
privacy guarantee, but also increases the challenge of its application to the real world.
Unlike other data privacy techniques that perturb the data itself and allows unlim-
ited downstream tasks, differential privacy keeps the data unchanged and requires
the process of querying the data to be perturbed. This is a fundamental difference
between differential privacy and other privacy techniques, and is also the reason
that mechanism design becomes challenging for differential privacy. Given different
queries, each needs a specific differential private mechanism that is tailored to the
query so that it both satisfies differential privacy and also provides similar utility as
the original query. However, the number of queries is infinite and it is impossible to
design the mechanism one by one. Therefore, it is important to regulate the model

of data and the way of processing it.



Relational database and SQL queries is a natural choice as a standard framework

for data collection and processing [150]. Past work has studied specific mechanisms
for a subset of SQL queries, e.g. histogram and range count [88]. After Flex [94], a
complex solution of answering SQL queries differentially privately that is applied in
Uber, we have also developed PrivateSQL [106] with a smarter architecture. Such
a system allows people who are familiar with relational database and SQL queries
quickly to deploy differential privacy into the existing products with a low learning
curve.
The challenge of join-count queries. One of the basic mechanism design logic is to
find the global sensitivity of the query, and apply Laplace noise scaled to the global
sensitivity to achieve differential privacy. Basic SQL queries such as a counting
query that counts the number of all the tuples in a table has global sensitivity as
1, since adding or removing a single tuples can only change the count by at most
1. However, when combining joins into a counting query, the global sensitivity can
become unbound. This is because in such a case, adding or removing a single tuple can
affect multiple tuples due to the join operator. For example, consider the following
SQL query:

SELECT COUNT(*) FROM User NATURAL JOIN Transaction;
assuming the schema is given as User(id, sex), Transaction(id, item), where id indi-
cates that is a primary key. Suppose a user has bought 1000 items, removing this
user from the database will reduce the result of this query by 1000. Since this number
can be arbitrarily large in theory, the global sensitivity of such a query is infinite.

Although for join-count queries, the global sensitivity is a negative result, research
has shed light on the local sensitivity. Unlike global sensitivity that seeks for the worst
case from all the possible databases, local sensitivity only focus on the local change

of the current database. For example, continue with the previous user-transaction



join counting case, if the maximum size of items bought by a single user is 1000 in
the current database, the local sensitivity is 1000. However, calibrating noise to the
local sensitivity does not follow differential privacy, since the sensitivity itself leaks
the information about the database. Several works have proposed solutions to adapt
local sensitivity to satisfy differential privacy [133, 173], therefore computing local

sensitivity of join-count queries connects the differential privacy to these queries.

FExplain differential privacy. The introduction of differential privacy to the SQL query
results also raises a new challenge: how to interpret the result? Due to the noise
injected to the query results, for people who have no background about differential
privacy, she is not aware that the result is perturbed and may raise doubts when
several conflicting results are shown. For example, consider the following three SQL

queries
¢1 : SELECT COUNT(*) FROM User;
¢2 : SELECT COUNT(*) FROM User WHERE sex = "Male”;

g3 : SELECT COUNT(*) FROM User WHERE sex = ”Female”;

A typical differential private mechanism for releasing these queries is to add a Laplace
noise to the original query results and round to integers. We assume the results are
given as follows: ¢; = 101, ¢» = 50, ¢3 = 52, where the truth are ¢; = 100, g5 = 51,
g3 = 49 hidden from the user. First, from the user perceptive, there is a clear conflict
about the query results: ¢o+¢s # ¢1, where the equality should instead hold according
to the semantics of the queries. In this case, user expects an explanation about how
the incorporation of differential privacy results in such a conflict. Second, user may
expect that ¢» > ¢3 by some prior knowledge, which is not observed from the results.
In this case, user expects an explanation about whether the differential privacy or

the data results in such an absence of expectation.

In conclusion, the problem of explaining differential privacy is to track how the



adoption of differential privacy affects the phenomenon described by the user after
observing the differential private results. The difficulty of explanation depends on

both the complexity of the phenomenon and of the mechanism.

Explain differentially privately. Although SQL query explanation has been explored
by the database community in multiple previous works [51, 91, 90, 110, 34, 158, 52,
128, 129, 117, 140, 130, 115, 166, 144, 143], there is yet no work applying differential
privacy to the SQL query explanation. Since this problem is to mine the reason from
the database to explain the query results under differential privacy, it is fundamentally
different from explaining the differential privacy. In other words, one is to explain
differential privacy, and the other is to explain differentially privately. To stop the
loop of chicken-and-egg problem about differential privacy and explanation, it is

important to find self-explained explanations under differential privacy.

1.3 Contributions

In this section, we summarize the major contributions in this work.

Computing local sensitivity of join-count queries. Local sensitivity of a query Q
given a database instance D, i.e. how much the output Q(D) changes when a tuple is
added to D or deleted from D, has many applications including query analysis, outlier
detection, and in differential privacy. However, it is NP-hard to find local sensitivity
of a conjunctive query in terms of the size of the query, even for the class of acyclic
queries. Although the complexity is polynomial when the query size is fixed, the naive
algorithms are not efficient for large databases and queries involving multiple joins.
In this work, we present a novel approach to compute local sensitivity of counting
queries involving join operations by tracking and summarizing tuple sensitivities — the
maximum change a tuple can cause in the query result when it is added or removed.

We give algorithms for the sensitivity problem for full acyclic join queries using join



trees, that run in polynomial time in both the size of the database and query for an
interesting sub-class of queries, which we call ‘doubly acyclic queries’ that include
path queries, and in polynomial time in combined complexity when the maximum
degree in the join tree is bounded. Our algorithms can be extended to certain non-
acyclic queries using generalized hypertree decompositions. We evaluate our approach
experimentally, and show applications of our algorithms to obtain better results for

differential privacy by orders of magnitude.

A formal framework to explain SQL queries under differential privacy. Differential
privacy (DP) has become a gold standard to answer database queries while preserv-
ing user privacy; however, it also presents challenges for users to understand the
query results: Is the unexpected answer due to the data itself, or is it due to the
extra DP noise? For the first case, explanations mining from the sensitive data is
required, which poses unique challenges if privacy is protected. In this paper, we
present DPXPLAIN, a three-phase framework that allows users to get explanations
for group-by COUNT /SUM/AVG query results while preserving DP. In Phase-1, the
system evaluates the query in a DP manner and returns the results. In Phase-2,
the system allows users to ask a comparative question about the relation between
groups in the result, and then assesses, with high probability, whether this relation
is genuine or flipped by the DP noise. Finally, in Phase-3, DPXPLAIN outputs a
table containing the approximately ‘top-k’ explanation predicates regarding to their
influences to the user question, along with their influences and ranks in the form of
intervals to help understand the approximation. We further perform an extensive
experimental analysis of our approach that includes multiple use-cases, as well as
performance experiments, showing that DPXPLAIN provides insightful explanations

with good accuracy and utility.



1.4 Organizations

We present the rest of the work in the structure as follows. Chapter 2 includes the
notations and definitions of differential privacy, common mechanisms and database.
Chapter 3 discuss the computation of local sensitivity for join-count queries. Chap-
ter 4 presents the framework to explain SQL queries under differential privacy. Chap-
ter 5 gives a brief literature review over the related work. Chapter 6 concludes this

work with future directions. Appendix A provides extra supporting materials.



Chapter 2

Preliminary

2.1 Differential Privacy

Differential privacy (DP) [64] is considered the gold standard for private data analysis.
An algorithm satisfies DP if its output is insensitive to adding or removing a tuple

in the input database. Formally,

Definition 2.1.1 (Differential Privacy). A mechanism M : I — Q is e-differentially
private if for any two neighbouring relational database instances D, D' € I and YO <
Q:

[In(Pr[M(D) € O]/ Pr[M(D") € O])| < ¢

When D is a single relation, all neighboring relations are of the form D' = D —
{t}. When D is a multi-relational database with foreign key constraints, then a
neighboring instance D’ is gotten by deleting one tuple t in D’s primary private
relation and cascadingly deleting other tuples that depend on ¢ through foreign keys
[106].

Differential privacy has been successfully used to publish summary statistics, syn-
thetic data, machine learning models, and answer SQL queries [136, 168, 4, 159, 127,
94, 106] . It has also been adopted at government [6] and commercial organizations
[75, 165, 24, 54, 19].

Laplace Mechanism. Laplace Mechanism is a fundamental building block of DP algo-
rithms [68]. It answers a query @ by adding noise drawn from a Laplace distribution

scaled to the ratio of the global sensitivity of () and the privacy loss parameter e.



Definition 2.1.2 (Global Sensitivity). Given a counting query Q : I — R, the
global sensitivity GS is defined as the mazx difference of query result from any two

neighbouring relational database instances D, D' € I :

GS(Q) = max [Q(D) — QD)

(D'=D)u(D-D")={t}

Definition 2.1.3 (Laplace Mechanism). Given a counting query Q : I — R, a
database instance D € I and a privacy parameter €, the following noisy query result

satisfies e-DP: Q(D) + n, where 1) ~ exp(—zL5).

Composition. Composition [127] allows a combined privacy guarantee by connecting

multiple mechanisms together.

e Parallel composition: if two mechanisms take disjoint data as input, the

total privacy loss is the maximum privacy loss from each.

e Sequential composition: if we run two mechanisms in a sequence on over-

lapping inputs, the total privacy loss is the sum of each privacy loss.

e Postprocessing: if we run a mechanism and postprocess the result without
accessing the data, the total privacy loss is only the privacy loss from the

mechanism.
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Chapter 3

Computing Local Sensitivities of
Join-Count Queries

3.1 Introduction

Understanding how adding or removing a tuple to the relations in the database
affects the query output is an important task to many applications [97, 127, 106].
For instance, airline companies need to search for a new flight that can meet the
requirements of popular trips. Sales companies should identify the critical part in
the production to minimize the number of orders affected by this part. Besides
these examples for query explanations, applications of the state-of-the-art privacy
guarantee — differential privacy [68] — also need to add sufficient amount of noise to
hide the change in the query output due to adding or removing a tuple. In particular,
given a database instance D, the maximum change to the query output when one of
the given tables in the database adds or deletes a tuple is known as the local sensitivity
of query on D, and the tuple that matches this maximum change is known as the
most sensitive tuple in the domain of this database.

Computing the local sensitivity of queries that involves joins of multiple relations
is challenging. These queries join several relations (the base relations or transformed
relations) into a single table and count the number of tuples in the join output that
satisfy certain predicates. For instance, to compute the number of possible connecting
flights for a multi-city trip requires a join of flights from the given cities. Similarly,
given a database of relations (Region, Nation, Customer, Orders, Lineitem, Part),

to compute the number of orders from Europe which purchase lineitem that uses a

11



particular part requires the join of these six relations with corresponding predicates
on the region name and the part name. Prior work on provenance for queries and
deletion propagation [11, 31] focus on removing a tuple in the database, but adding
new tuples from the full domain is equally important and even harder especially for
complex queries over large domains.

Therefore, we are motivated to study the local sensitivity problem for counting
queries with joins. In particular, given a conjunctive counting query () and a database
instance D, we would like to find the local sensitivity of () on D and find a tuple ¢*
from the full domain whose sensitivity matches the local sensitivity. We make the

following contributions for this local sensitivity problem.

e We show that it is NP-hard to find local sensitivity of a conjunctive query in

terms of the size of the query, even for the class of acyclic queries.

e We find an efficient algorithm to solve the sensitivity problem and find the most
sensitive tuple for path join queries, in polynomial time in combined complexity
[160], irrespective of the output size. This is particularly interesting as the well-
known algorithms for acyclic and path join queries [171] run in polynomial time

in both the size of the input and also the output.

e We present an algorithm, T'SENS, that efficiently finds the most sensitive tuple
for full acyclic conjunctive queries without self-joins using join trees, and for
a sub-class of general conjunctive queries though extensions using generalized
hypertree decompositions. TSENS runs in polynomial time in both the size of
the database and query for an interesting sub-class of queries, which we call
‘doubly acyclic queries’ that generalizes path queries, and in polynomial time

in combined complexity when the maximum degree in the join tree is bounded.

This paper also shows an application of our proposed technique TSENS for dif-

12



ferential privacy. An algorithm satisfies differential privacy if its output is insensi-
tive to adding or removing a tuple in any possible input database. This is usually
achieved by injecting sufficient amount of noise to the mechanism in order to hide the
changes caused by the most sensitive tuples from the domain. Hence, the utility of
the mechanisms crucially depends on the upper bound of the local sensitivity. Prior
work [134, 108, 14, 71, 106, 127] for differential privacy focus on a global version of
sensitivity — the maximum local sensitivity of all possible database instances. These
global sensitivity algorithms either are restricted to a special type of joins [127, 71]
or output a much larger value than the true local sensitivity for general join queries
on unconstrained database instances [134, 108, 14, 106]. Another line of differentially
private algorithms [133, 40, 173, 94] depend on the local sensitivity directly. How-
ever, these efforts [133, 40, 173] either offer no efficient and systematic solution for
computing the precise bound or derive very loose bound for the local sensitivity of
general queries. Moreover, some queries are highly sensitive to adding or removing
a tuple, and approaches that just add noise calibrated to the sensitivity fail to offer
any utility.

In this paper, we combine TSENS with an effective and general purpose technique
for DP query answering, called truncation. Here the query is run on a truncated
version of the database where tuples resulting in high sensitivity are removed. While
this introduces error in the query answer (bias), it decreases the sensitivity and the
noise added, and thus, the overall error. While prior work has used truncation [127,
106], obtaining high accuracy is challenging as it is nontrivial to determine which

tuples to truncate. We show T'SENS can solve this challenge:

e Our algorithm TSENS is able to compute the sensitivity of each tuple in the
domain. This allows us to develop a new truncation-based differentially private

mechanism (called TSENSDP) to answer complex SQL queries by truncating

13



a proper set of sensitive tuples.

e TSENS provides tight estimates on the local sensitivity (as much as 2.2 mil-
lion times better than the state of the art techniques for sensitivity estimation
[95]). Moreover, TSENSDP answers queries with significantly lower error than

PrivSQL [106], a state of the art method for answering SQL queries.

Organization: We discuss preliminaries in Section 3.2. We discuss the problem
in Section 3.3. Section 3.4 and 3.5 respectively give algorithms for path join and
acyclic conjunctive queries with possible extensions. These algorithms are used to
construct a differentially private mechanism in Section 3.6. Section 3.7 presents an
experimental evaluation of our approach. Related work and future direction are

discussed in Sections 3.8 and 3.9.

3.2 Preliminaries

We consider a database instance D with m tables Ry,...,R,,. Relation R; has
attributes A; where k; = |A;|, and n; tuples. Database D has attributes Ap = U, A,
and k = [Ap| and n = >)" n; denotes the total number of attributes and tuples
respectively in D. For any attribute A € Ap, we use ¥4 as the domain of A. For
multiple attributes A = {A4;,..., Ay} € Ap, the domain is ¥4 = 41 x ... x ¥4, For
a tuple t € R; and attribute A € A;, t.A denotes the value of attribute in ¢, and for
A < A;, t.A denotes a list of values of the attributes in A with an implicit order.

Full conjunctive queries without self-joins. We focus on counting queries that counts
the number of output tuples (in bag semantics) for the class of full conjunctive queries
(CQ) without self-joins!, which is equivalent to the natural join in the SQL semantics

(equal values of common attributes in different relations) and has been extensively

!Note that CQs can include the selection operator by adding predicates of the form A = a, which
we discuss in Section A.2.
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studied in the literature [37, 83, 14]. A CQ @ can be written as a datalog rule as:
Q(Ap): —Ri(A1), Ra(A2), ..., Rn(An).

Here all the attributes Ap appear in the head of the datalog rule, and A;nA; # &
captures natural join. We also call attributes as variables and relations as atoms. We

interchangeably use the equivalent relational algebra (RA) form:
Q=R > xR,

where < with no subscripts refer to natural joins. We denote Q(D) as the query
result about @ on D. For example, in Figure 3.1, given 4 relations (Ry, Ry, R3, Ry)
and attributes (A, B,C, D, E, F), where each attribute has a domain of size 2, the
natural join of these relations Q(A, B,C, D, E, F) has an output of a single tuple
(al,bl,cl,dl,el, f1) (Figure 3.1(b)).

R1 R2 R3 R4

A B C A B D A E B F

al | b1 |c1 al| b1 d1 al et b1 | f1 R1 <1 R2 b R3 < R4

al | b2 |cl | |a2 | b2 d2 |a2 el |b2 f1 A B C D E E

a2 | b1 | ct a2 \e2 || b2 f2 al | bl | ¢l | dl | el 1
(a) a database instance (b) the join result

Figure 3.1: An example for a full conjunctive query

Acyclic Queries. One sub-class of CQs that has been studied in depth in the literature
is the class of acyclic queries [20, 76, 5], which we consider as one of the classes of
queries in this paper. There are different notions of acyclicity [76], however, in this
paper we will use one of the standard notions based on GYO decompositions (from
Graham-Yu-Ozsoyoglu) [5].

Given a CQ @, the query hypergraph has all the variables or attributes as vertices,
and relations appearing in the body of the query as edges. An ear is a hyperedge h

15



whose vertices can be divided into two groups that (i) either exclusively belong to h,
or (ii) are completely contained in another hyperedge h’. The GYO-decomposition
algorithm repeatedly picks an ear from the hypergraph, removes the vertices that
are exclusively in the ear, and then removes the ear from the hypergraph, until
the hypergraph is empty or no more ears are found. A CQ is acyclic if the GYO-
decomposition algorithm returns an empty hypergraph. Further, the decomposition
algorithm results in a join-tree, which will be described next (assuming the query

hypergraph is connected, otherwise a join-forest is obtained).

Join-trees. A join-tree T for a CQ whose hypergraph is connected satisfies the fol-
lowing property: for any two relations R;, ?; appearing in the body of the query
such that A; n A; # &, all attributes in the intersection appear on a unique path
from R; to R; in the tree. A join-tree can be obtained for an acyclic query from
a GYO-decomposition by adding an edge from relation R; to another relation R;,
when the hyperedge for R; is being eliminated as an ear, and all the vertices that
do not exclusively belong to R; belong to R;. It is well-known that joins on acyclic
queries can be computed in polynomial time in the size of the query and the input
(combined complexity, see Section 3.3). The output can be generated by two passes
on a join-tree using semi-join operators [5]. Figure 3.2 shows the hypergraph of the

query Q(A, B,C, D, E, F) in Figure 3.1 and its GYO decomposition.

3.3 Local Sensitivity

Tuple and Local Sensitivity. Tuple and local sensitivity of a counting query measure
the (maximum) possible change in the number of output tuples when a tuple is added
to the database or is removed from the database, and are defined as follows. For two
relations R, R’ with the same set of attributes, RAR' = (R — R') u (R’ — R) is the

symmetric set difference.
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(\\\E ’I A/// C \\‘ R3AE
R N
T T T TN R1: ABC — R4:ABD
(F\B D" /
It S S R4: BF
(a) the hypergraph (b) the join tree

Figure 3.2: The GYO decomposition of the query in Figure 3.1 (left) and the re-
sulted join tree (right). Here R3(AE), R4(BF) and R4(ABD) are all ears of R1(ABC),
so we remove them from the hypergraph and connect them to R1(ABC) in the join
tree.

Definition 3.3.1 (Tuple Sensitivity). Given a tuple t from the domain of any

table ast € X% U A2 . U XA q query Q, and a database instance D,

e upward tuple sensitivity s:

0°(t,Q, D) = |Q(D v {t}) A Q(D)|

e downward tuple sensitivity is:

6~(t,Q, D) = |Q(D) A Q(D\{t})]

e tuple sensitivity is:

6(t,Q,D) = max (6" (¢,Q, D), 6 (¢,Q, D))
We often drop t, Q, and D and simply use 6, 6, or d.

Example 3.3.2. In Figure 3.1, the tuple (al,bl,cl) in Ry has a downward tuple
sensitivity of 1 as removing this tuple will decrease the join output size by 1. Similarly,
the tuple (a2,b2,cl) from the full domain of Ry has a downward tuple sensitivity of 0
as no such tuple exists in the given database instance. On the other hand, the tuple
(a2,02,cl) has an upward tuple sensitivity 4, as adding this tuple will increase the

output size by 4.
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Local Sensitivity. By defining tuple sensitivity, local sensitivity of a query on a given

database is equivalent to the maximum tuple sensitivity over all possible tuples.

Definition 3.3.3 (Local Sensitivity). Given a query Q and a database instance

D, the local sensitivity is defined as the maximum tuple sensitivity:

LS(Q,D) = max i(t,Q, D)

text1uNA2 . UXAm

Example 3.3.4. Continue Example 3.3.2 (Figure 3.1), to compute the local sensi-
tivity of this query on the database instance given in Figure 3.1, we need to find the
largest possible change to the output size when adding or removing any possible tuple
from the domain. The local sensitivity of this query equals to 4, and the most sensitive

tuple is (a2,b2,cl) in Ry.

Sensitivity Problem. Below we define the sensitivity problem as looking for the most
sensitive tuple from the full domain for the general join query and it’s sensitivity as

the local sensitivity.

Definition 3.3.5 (The Local Sensitivity Problem). Given a query Q and a
database instance D, the local sensitivity problem aims to find the local sensitivity
LS(Q,D) of Q on D, and also find a tuple t* whose tuple sensitivity matches the

local sensitivity.

The problem is trivial when there is only one relation R in the database and
Q(R) = R, since the local sensitivity is always 1 and any tuple can be the most
sensitive tuple. In this paper, we focus on full CQs on multiple relations involving
multiple joins.

Query, Data, and Combined Complexity. For evaluation of database queries, both
the query size (the number of relations and attributes as m and k) and the instance
size (the number of tuples n) are inputs, and therefore based on the parameter that
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is considered as variable, three different notions of complexity are considered [160].
Query or expression complezity treats the query size (m,k) as a variable and the
data size (n) as a constant. Data complezity treats data size as a variable and query
size as a constant, whereas combined complexity treats both query and data size as
variables. It is known that even query evaluation for general CQs is NP-hard for
query and combined complexity (e.g., by a simple reduction from clique), but has

polynomial data complexity.

Polynomial Data Complezity. The naive solution of computing the local sensitivity is
to check the tuple sensitivity of all possible tuples from all tables. While for downward
tuple sensitivity, we need to consider deletions of at most n tuples from the database,
for the upward tuple sensitivity when we consider inserting a tuple, the domain of a
possible tuple can be arbitrarily larger than n (and even infinite if any attribute has
infinite, e.g., integer domain). However, we show below that we can always have a

polynomial data complexity by narrowing down the domain of interest.

Active domain of an attribute with respect to a given instance typically refers to
the set of values of that attribute appearing in the instance. In our context, given an
instance D, a relation R; in D, and an attribute A € A;, we use Efc’f = Upep,t.A S DA
to denote the active domain of A with respect to R; in D. If an attribute A appears
in two relations R;, I?;, it may happen that ch’f # E;“;g' .

For the upward tuple sensitivity, we only consider tuples that can possibly change

the result after the insertion, so its attribute values should appear in all other rela-

tions. We define representative domain to capture this intuition:

Definition 3.3.6 (Representative domain). Given an instance D, a relation R;
in D, and an attribute A € A;, we define the representative domain of A with respect
to R; as Zé’;r = ﬂj . Ach, jti ch’f, if A appears in at least two relations, and set it

Aji

as {a} for any arbitrary value a € ¥,

if A does not appear in any other relation.
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The representative domain for a relation R;, denoted by Eé;pr c Y4 s defined

as YR = AL % Eﬁ'}},ﬁi where A; = {Aq,--- | Ay, } are the attributes in R;.

repr repr

Example 3.3.7. From Figure 3.1, the representative domain of A in Ry is X1 =

repr

SA2 AN — (a1, a2}  {al, a2} = {al, a2}

act
We show the following theorem with the proof in appendix.

Theorem 3.3.8. The local sensitivity of a full CQ Q with respect to a given instance

D can be computed in polynomial time in data complezity.

Proof. (Algorithm) The algorithm works as follows. First, compute the maximum
downward tuple sensitivity 6™* = maxwqm) 0~ (¢, Q, D) (see Definition 3.3.1), and
note the tuple giving the max value. Next, compute the maximum upward tuple
sensitivity as 07" = maxX;eq1,... m} max, gs; 0t*(t,Q, D), again noting the tuple giving

the maximum value. Return 0* = max(0%*,0~*) along with the tuple that led to this

highest value.

(Correctness) Clearly, if the local sensitivity is obtained by deleting a tuple from
D, the above algorithm correctly finds that tuple and the sensitivity value by iterating
over all tuples in the database instance D. The same holds if the local sensitivity is

obtained by adding a tuple from the representative domain of any relation. Therefore,

A;

rapr» the result size remains

we argue that for any relation R;, for any tuple t € $4\Y
unchanged by adding ¢ to R;, i.e., Q(D u {t}) = Q(D). In other words, for all such
tuples t, 6(¢,Q, D) = 0.

Fix any relation R; and any tuple t € $4\XA  Since t ¢ ¥4 (i) either there

repr: repr)

is an attribute A € A; n A; for some j # ¢ such that t.A ¢ i

act» 1 which case by

adding ¢ the set of result tuples from the full CQ @ does not change as t does not

join with any existing tuple in R;, or, (ii) for all shared attributes A € A; n A; for
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some j, t.A € yA

‘o, but there exists an attribute A that does not appear in any other

relation such that t.A # a, the value of A chosen in the definition of representative
domain. In that case, t can be converted into another equivalent tuple ¢’ from the
representative domain by changing t.A with a = t'.A for all such attributes A that
do not appear in any other relation, and 6(¢, @, D) = §(t', Q, D), which is considered

by the above algorithm.

(Polynomial data complexity) Finally we argue that the algorithm runs in
time polynomial in n = |D|. Note that the active domain of any single attribute
A € Ap in any relation R; can be computed in time polynomial in n (in O(nlogn)
time if we use sorting to remove duplicates), and |EA’i < n. Since each relation

act

R; has at most k attributes, |Z§;'pr| < n*. Hence the above algorithm iterates over
polynomial number of choices for ¢, for each ¢ it evaluates the query Q(D v {t}) or
Q(D — {t}), which can be done in polynomial time in n. Hence the total time of the

above algorithm is also polynomial in n. ]

Combined Complexity: NP-hardness. Theorem 3.3.8 shows that the sensitivity prob-
lem has polynomial data complexity, but the algorithm may run in O(mn*) time,
which is inefficient even for a small number of relations and attributes. Therefore, in
this section, we study the combined complexity for the problem and show that the
exponential dependency on the query size is essential under standard complexity as-
sumptions not only for general CQs, but also for acyclic queries, thereby motivating
the study of efficient, practical algorithms for the sensitivity problem discussed in the

subsequent sections.

Theorem 3.3.9. Given a CQ Q) and a database D as input, the sensitivity problem
is NP-hard in combined complezity. In particular, checking whether LS(Q,D) > 0 is

NP-hard for combined complexity even if () is acyclic.
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Proof. The local sensitivity of a CQ query is defined as the maximum change to the
query output size if adding to one of the tables or removing a tuple from one of
the tables. The changes to the query output size when removing a tuple is upper
bounded by the changes to the query output when adding a tuple. Hence, we will
just show that checking if the changes to the query output size is greater than 0 if
adding a tuple to one of table is NP-hard.

We give a reduction from the 3SAT problem. Consider any instance of 3SAT ¢
with s clauses (C1, . .., Cy) and ¢ variables (vy, .. ., v,), where each clause is disjunction
three literals (a variable or its negation), and the goal is to check if the formula
¢ = C1 A -+ A Oy is satisfiable. We create an instance of the sensitivity problem
LS(Q, D) with s+1 relations and ¢ attributes in total. For each clause C; that involves
A, A

variables v;,, vy, , v;,, we add a table R; with three Boolean attributes A;,, A;,, 4;,, and

insert all possible triples of Boolean values that satisfy the clause C; into R; in D.
For example, if C; is vy v U5 v U7, then R;(As, As, A7) contains seven Boolean triples
(0,0,0),(0,0,1),...,(1,1,1) except (0,1,1). In addition, we create an empty relation
Ro(Ay, ..., Ap), which does not contain any tuple in D. The query is:

Q(A1....,Ap) = Ro(Ar,++ A~ /\ Ri(Ai,, Ay, Asy)

i=1,....m

Note that @ is acyclic, as all of Ry,---, Ry correspond to ears (see Section 3.2).
Further, the reduction is in polynomial time in the number of variables and clauses
in ¢. Next we argue that ¢ is satisfiable if and only if LS(Q, D) > 0.

(only if) Suppose ¢ is satisfiable, and v = (v; = by, -+ , vy = by) is a satisfying
assignment. Then the join of Ry ™ --- x R, is not empty and v belongs to their join
result. However, Q(D) = J as Ry = ¢ in D. Now, if we add a tuple corresponding
to v to Rg, then Q(D u {v}) is no longer empty (at least contains v), and therefore
LS(Q,D) > 0.

(if) Suppose LS(Q,D) > 0. Hence there exists at least one tuple ¢ such that if
it is added to one of the relations Ry, Ry, - , Rs, then |Q(D u {t})| > |Q(D)|. Since
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Q(D) = J as Ry is empty, this tuple must be inserted to Ry to have a non-empty
output. Further, the projection of this tuple to A, , A;,, A;, for relation R; must
match one of the existing seven tuples of R; in D to have a non-empty join result.
Therefore, this tuple (Boolean values for vy, --- ,v,) gives a satisfying solution for ¢

by satisfying all the clauses, and makes ¢ satisfiable. O]

Some intuitions of hard acyclic queries are discussed in Section 3.5.2. Although
Theorem 3.3.9 gives a negative result even for acyclic queries, the proof suggests that
we may get polynomial-time for special classes of acyclic queries. Indeed, as we show
in Sections 3.4 and 3.5, we can get polynomial combined complexity for the sensitivity
problem for path queries, and for an interesting sub-class that we call doubly acyclic
queries. The algorithm uses join trees and works for other full acyclic CQ. It gives
polynomial running time in combined complexity when the max degree in the join

tree is bounded and can be extended to certain non-acyclic CQs.

3.4 Path Join Query

In this section, we give an efficient algorithm for a special class of acyclic queries called
path join queries or path queries that run in polynomial time in combined complexity,
irrespective of the output size (note that the polynomial combined complexity for
query evaluation of acyclic and path queries is polynomial in input query, input
database, and also the output size, which can be exponential in the query size). A

path join query has the following form:

Qpath(AD): _Rl (A07 Al)a RZ(Ala A2)a ) Rm<Am—l> Am)

where Ap = {Ag, Aj,..., Ay} and each relation R; contains two attributes: A; ; and
A;. Note that the above form can be used when two adjacent relations share more

than one attributes, since we can replace multiple attributes with a single attribute
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Figure 3.3: A path join query  Qpan-a(4,B,C,D,FE)

—R1(A, B), Ry(B,C), R3(C, D), Ry(D,E) and the procedure of computing tu-
ple sensitivities from Ry. Topjoin T(R;) is a group-by count on B from R;, and
botjoin L(Ry4) is a group-by count on D from R4. The join of Ry and L(Ry) gives
an intermediate table, which is equivalent to a group-by count on attributes C, D
from the join between R3 and R4. The following group-by count on C gives the
botjoin L(R3). The right bottom table is the result after full join. Now consider a
tuple (b1, cl) from R2, we found 2 ”incoming” paths ending at b1 from T(R1) and 2
"outgoing” paths starting at cl from 1 (R3), so the tuple sensitivity of (b1, cl) is the
product of number of ”incoming” and ”outgoing” paths as 2 x 2 = 4.

using combinations of values for multiple attributes. Path joins can capture natural
joins in many scenarios, like joining Students, Enrollment, Courses, TaughtBy, In-
structors, - -+ relations, or, joining Region, Nation, Customer, Orders, and Lineitem
(e.g., in TPC-H data, see Section 3.7). In addition, our algorithm for path join queries
will give the basic ideas of our algorithms that can handle general CQs discussed in

Section 3.5.

3.4.1 Intuition

First, we discuss the basic idea of our algorithm using a toy example of a path query

in Figure 3.3 with four relations:
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Qpatn—a(A, B,C, D, E) : —Ri(A, B), Ry(B,C), R3(C, D), Ry(D, E)

The number of output tuples affected by adding or removing a tuple ¢ to any of
the relations R; depends on the number of ways in which ¢ can combine with tuples,
or in this case ‘join-paths’, from the remaining relations. Recall that we are using
bag semantics from Section 3.2, so a ‘join-path’ can repeat multiple times and lead

to multiple output tuples.

Example 3.4.1. In Figure 3.5, if removing the tuple Rs(bl,cl), all the 4 tuples in
the current answer of Qpath_4(D) will be removed. These 4 tuples are formed by the
join between the 2 tuples from Ry (the “incoming” paths ending at bl) and the 2
tuples from R3 > Ry (the “outgoing” paths starting at c1). On the other hand, if
the initial Ry does not have the tuple (b1, cl), inserting (b1, cl) to Ry will add 4 new

tuples to the query answer.

It is easy to see that the sensitivity of adding or removing a tuple (a;,b;) € R; is
the product of the number of incoming paths ending in a; and the number of outgoing
paths starting in b;. However, computing sensitivity by enumerating all join paths
is inefficient since the number of incoming/outgoing paths can be exponential in the
number of relations (and thus not polynomial in combined complexity). We also need
to consider tuples from all the relations including tuples that are not in the active
domain but can possibly connect a new path, further worsening the runtime. Hence,
we propose the following algorithm to avoid repeated query evaluation and capture

the effects of adding and removing tuples simultaneously.

3.4.2 Efficient Algorithm for Path Queries

To efficiently represent the data, we first append each relation with an additional
attribute cnt to record the multiplicity of the other attribute values in that relation.

To keep track of the multiplicity of the incoming paths and outgoing paths for the
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tuples in R;, we define the following terms.
Topjoin and botjoin. . We define topjoin T(R;) and botjoin L(R;) for R; as follows,
which respectively compute the multiplicities of the values of attribute A;_; for the

partial path joins from R; to R;_i, and R; to R,,.

T(RZ) = ’YAi—l (l>~<1(R1,...,Ri_1)) (31)
L(Ri) = va,_, (M(Ri, ..., Rp)) (3.2)
The notation »(R;, ..., R;) for j > i used above is a shorthand of two steps: (a) a
natural join among R;, R;i1,..., R; except the attributes cnt, and (b) a projection

of the product of these multiplicity attributes cnt to a new multiplicity column?,
i.e., abusing RA expressions: %(Ri,...,Rj) = Ta,,...Aj(Ricntx-—xR;.cat)—cnt (1% D
. > R;). The group-by operation v,(R) computes groups according to a set
of attributes A < Apg, and also sums the counts as the new count attribute, i.e.,
Ya(R) = Y4, sum(cnt)—cat (7).
Example 3.4.2. In Figure 3.3, the topjoin for Ry is T(Ry) = vg(R1) = {(B :
bl,cnt : 2)} and the botjoin for Rs is 1(Rs) = yo(x(Rs, Ry)) = {(C : cl,cnt : 2)}.
In order to compute the mazimum change to the query output by adding/removing a
tuple (b1, cl) to/from Ro, we can multiply the cnt of bl from T(Rs) and the cnt of
cl from L(R3), i.e., 2%2 = 4. This is the largest possible change to the query answer
if adding or removing a tuple to Ry, as the multiplicities of the other values are all

smaller than the cnt of bl and the cnt of cl.

Hence, to compute the most sensitive tuple ¢* within each R just requires the
tuple t; from T(R;) with the largest multiplicity and the tuple ¢ from 1(R;) with

the largest multiplicity, i.e.,

t] = argmaxt.cnt and ;- = arg maxt.cnt (3.3)
teT(R;) tel(Rit1)

2A more systematic way to propagate the multiplicity for arbitrary queries has been discussed in
the literature, e.g., [8, 11].
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Then t} takes (¢].A;_1,t.A;) and its sensitivity takes (].cnt * t.cnt). For Ry, the
most sensitive tuple ¢;.4; can be derived from the most sensitive tuple in L(R2) and ¢}.Aq
can take any values. Similarly, for R,,, the most sensitive tuple ¢} .A,,—1 can be derived
from the most sensitive tuple in T(R,,) and t},.A,,, can take any values. The most sensitive
tuple can be identified from these m tuples (¢7,...,t%).

The two relations T(R;) and L(R;) for deriving ¢} do not share any attribute, so their
join is equivalent to a cross product. Hence, we are not only getting the tuples in the
active domain of R;, but also considering all the tuples from its representative domain
(Definition 3.3.6) that can lead to a non-zero local sensitivity by joining with tuples in the
other relations, which takes care of both upward and downward tuple sensitivities.
Algorithm. Explicitly computing topjoin (3.1) and botjoin (3.2) can require expo-
nential combined complexity, so we give an iterative approach in Algorithm 1 to
compute them in polynomial combined complexity. We first compute T(Rs) as a
base case in the way as topjoin is defined in equation (3.1). Next, we iteratively
compute T(R;) for i = 3 to m in the algorithm. As in the efficient query evaluation
for acyclic queries[5], we use sort-merge joins to compute the pairwise joins and the
then groupby (sort both relations on the join column, join together, then groupby
and add the cnt values). which can be implemented in O(n;logn;) time as R;_; can
join at most one tuple in T(R;_1). We apply a similar approach to compute botjoin

for all relations. In total it takes O(nlogn) time.

After preparing topjoin and botjoin, the third step is to combine them together
and find the most sensitive tuple. We first find the tuple ¢ from T(R;) with the
highest count and the tuple ¢;- from L(R;) with the highest count (Eqn. (3.3)). Then
using these tuples, we can construct the most sensitive tuple ¢} and its sensitivity for
each T and identify the most sensitive tuple. Note that finding the tuple with the
highest count in any of these relations can be done in O(n;) time, taking O(n) time

in total. Therefore, the following theorem holds (formal correctness and complexity
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proofs are deferred to the full version due to lack of space):

Theorem 3.4.3. Algorithm 1 solves the sensitivity problem and finds the most sen-
sitive tuple for path join queries. The time complexity is O(nlogn) where n is the

size of the database instance irrespective of the size of the output.

Connection with Yannakakis’s algorithm [171]. Algorithm 1 is inspired by Yan-
nakakis’s algorithm [171] that computes join results for acyclic queries in (near)-linear
time in the size of the input and output, and can be adapted to compute the join size
in near-linear O(n logn) time only in the input size n in a single pass. In Algorithm 1,
we make two passes to compute intermediate topjoins and botjoins, and hence have
a similar complexity. We note that, however, this is the total time complexity for
sensitivity computation considering all possible tuple additions and deletions from
all relations. If we naively repeat the O(nlogn) time algorithm inspired by [171] to
compute the output join size for all possible tuple deletions, the time would be multi-
plied by n. Further, if we repeat this algorithm for all possible tuple insertions using
the representative domain in Definition 3.3.6, the time would be (approximately)
multiplied by a factor of O(n?). Algorithm 1 provides an approach to the sensitivity
problem using ideas from [171] in O(nlogn) time for path queries (we compare these
experimentally in Section 3.7.2.)

However, the above theorem is not generalizable to even all acyclic queries (recall
Theorem 3.3.9). In the next section, we give algorithms that can handle acyclic CQs
in parameterized polynomial time and run in sub-quadratic time for a class called

‘doubly acyclic queries’ that generalizes path queries.

3.5 Acyclic and Other Join Queries

In this section, we discuss a general solution to acyclic queries (Section 3.5.1), and

then present an efficient algorithm with additional parameters in the running time
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Algorithm 1 Compute Local Sensitivity of a Path Join Query and the corresponding
Most Sensitive Tuple

Input: Path query Qpatn(Ao ... Ay ), the database instance D
Output: LS(Q,D), and a most sensitive tuple t*
1: procedure LSPATHJOIN
I) Prepare topjoin

2: T(R2) = ya, R1 /* also adds the cnt values */

3: fori=3,...,mdo

4: T(R;) = ya, ,N(T(Ri_1), Ri_1) /* also multiplies and adds the cnt values */
5: end for

IT) Prepare botjoin
L(Ry) = 74, Rm /* also adds the cnt values */
fori=m-—1,...,2do
L(R) = ya,_,®(L(Ris1), R;) /* also multiplies and adds the cnt values */
end for
III) Select most sensitive tuple
10: fori=1,...,mdo

11: tiT = arg maXc(g,) t-cnt
12: tiL = argmaxyc (g, ,)t.cnt
13: t¥ = (t] . Ai_1,t;.A;) with sensitivity cnt = (] .cnt * t;-.cnt) /* when i =1 (or

i=m), Ag and A, takes any value and t{ .cnt = t;.cnt = 1. */
14: end for
15: t* = argmax;_; ,tF.cnt
16: LS =t*.cnt
17: return LS, t*
18: end procedure

complexity of the algorithm (Section 3.5.2). In Section 3.5.3, we show that a class
of queries that we call doubly-acyclic queries has a polynomial combined complexity.
Last, we discuss several extensions of this algorithm to general cases.

We consider queries with no self joins; i.e., there are no duplicated relations in

the query body. For simplicity, we assume an acyclic full CQ of the following form:

Qacy(Ap) : =R1(A1), ..., Rn(Ay,).

We assume that the query hypergraph (Section 3.2) is connected. We also assume
that each attribute appears in at least two relations in the body; further, there
are no selections in the body, and no projections in the head of the query, i.e.,

Ap = U™ A;, and the total number of attributes |Ap| is k. These assumptions,
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except the no-self-join assumption (which introduces new challenges and we leave it
as a future direction), are without loss of generality as how they can be relaxed using

our algorithm is discussed in Section 3.5.4.

3.5.1 Basic Idea Using Join Trees

Similar to a path join query, the sensitivity of adding or removing a tuple in a
relation depends on the number of the incoming/outgoing paths to/from this tuple.
To compute the multiplicity of these paths, we represent an acyclic query using a
join tree constructed from its GYO decomposition (Section 3.2). For example, given
the join tree for a join between 12 relations in Figure 3.4, in order to compute the
sensitivity of tuples in Rg (node 8), we need to construct the join between two groups
of relations: (i) the set of relations that are not the descendants of node 8, i.e.,
{11,12,9,10,1,2,7,3,4} — the incoming paths and (ii) the relations rooted at node
8, i.e., {5,6} — the outgoing paths.

Formally, we denote this join tree derived based on GYO decomposition as T (V, E),
where the nodes in the tree V' = {Ry,..., R,,} correspond to relations in the query.
Let p(R;) denote the parent of node R; in the join tree, C'(R;) denote the children of
R;, and N(R;) denote the neighbors or siblings of R;, i.e. N(R;) = C(p(R;))\{R,}.
We denote T (R;) as the relations in the subtree rooted at R;, while 7¢(R;) is the

set of relations in the complement of 7(R;) on the tree T(V, E).

Example 3.5.1. In Figure 3.4, the complementary tree of Rs, T¢(Rg), includes
{11,12,9,10,1,2,7,3,4} and the subtrees at the children of Rg are leaf node 5 and
leaf node 6. Computing the joins of these relations can be exponential in the number
of the relations or the number of attributes (and thus not have a polynomial combined
complexity). We propose an algorithm to make two passes on T to efficiently track

the incoming/outgoing paths.
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3.5.2 [Efficient Algorithm for Acyclic Queries

Topjoin and botjoin. To compute the sensitivity of the tuples in R;, we need to
evaluate the join between two groups of relations: (i) the complementary tree of R;,
and (ii) the subtrees rooted at the children of R;. These two groups of relations can
be represented as topjoin T and botjoin L:

T(Ri) = Vniohyn, (T (R:))) (3.4)

L(Ri) = Yaimayny ((T (Ri))) (3.5)
The operators » and «y are the same as the ones used for path queries in Section 3.4.2
which take into account multiplicities.

Since T is a join tree, for each attribute A, the relations that contain A always
form a connected subtree. Hence, all the attributes of R; that appear in the join tree
should be either in the attributes of its complementary tree or the attributes of its
descendants. Then applying group by according to the attributes in R;, Ag,, on the
join between all the remaining relations gives us the sensitivities of all the tuples in

representative domain of R;, i.e.,

T" = g, (R(T(Ry), {L(R;) | R; € C(R:)})) (3.6)

We name T the multiplicity table of R;. The expression for T% is simpler if R; is the
root or a leaf. We will discuss it in the algorithm below.

Algorithm. Algorithm 2 takes as input the join tree 7 of the acyclic query and
database D . It first prepares botjoin and topjoin for each node with an iterative
approach. To prepare botjoin L(R;) (3.5), we start from the leaf nodes. The botjoin
of a leaf node R; is simply a group by on the common attributes between R; and

its parent node p(R;) on R;. Next, we compute L for other nodes in a post-order
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Figure 3.4: The given join tree consists of 12 relations. The node with number ¢
means R;. The left figure circles the subtree rooted at Rg, T (Rs), and the comple-
mentary subgraph of 7 (Rg), T¢(Rg). The right figure highlights that the multiplicity
table of Rg, T®, requires the join between the topjoin of Rg, T(Rg) and the botjoins
of all its children, {1(R5), L(R¢)}. The topjoin of Rg can be iteratively computed
from the join between the topjoin of the parent of Rg, i.e., T(Ry1), and the botjoins
of the neighbors of Rg, i.e., { L(R7)}.

traversal of the tree with this iterative formula:
L(R:) = Yairsyn, ((Ri, {L(R;) | R; € C(Ry)})) (3.7)
For each L(R;), the join starts with R; and follows by the children of R; one by one.

Example 3.5.2. In Figure 3.4, we first compute the botjoins for all the leaf nodes in-
cluding L(Ry), L(Ry), L(R3), L(R4),L(R5), L(Rs), L(Ry0). Neat, if all the children
of a node has a computed botjoin, then we can compute the botjoin of this node, e.qg.
L(Rs) = Vap nan,, (= (=(Rs, L(Rs)), L(Rg))), where Rs and Rg are the children of
Rg, and Ry is the parent of Rg.

To prepare topjoin T (R;), we start with the children of the root node. The topjoin
of each child R; of the root is the join between the root and the botjoins of all its
neighbors followed by a group by on the common attributes between R; and the root.
Next, we compute topjoin T for other nodes in a pre-order traversal of the tree with

this iterative formula:

T(Ri)="Yasnhpn (M(P(R:), T (p(Ri)){L(R;) | Rj € N(R:)})) (3.8)
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For each T(R;), the join starts with p(R;) and T(p(R;)) and follows by the botjoin
of the neighbors of R; one by one. For example, computing the topjoin of Rg in
Figure 3.4 requires the join of its parent Rj;, the topjoin of its parent T(R;;), and
the botjoins of all its neighbors, here { L(R7)}.

After preparing all the topjoins and botjoins, we combine these results to obtain
the multiplicity tables T° for ¢ = 1,...,m based on Eqn. (3.6). For instance, to
compute T® in Figure 3.4, we join the topjoin of Rg and the botjoins of all its
children, {1 (R5), L(Rg)}. This does not require the topjoins of the root node or the
botjoins of the leaf nodes. We iterate all the multiplicity tables T; and find the tuple
with maximum cnt. This tuple is returned as the most sensitive tuple with its cnt
as the local sensitivity of this query on the given database instance.

The runtime of the algorithm depends on the max degree of the tree, which is the
maximum children size + 1 (for a non-root node including the parent) of any node

in the tree.

Theorem 3.5.3. Algorithm 2 computes the local sensitivity of an acyclic CQ and
also finds the corresponding most sensitive tuple. Given m tables with k attributes in
total, n tuples in the database instance, and a join tree of the query with max degree

d, the time complezity is O(m d n¢ logn).

Proof. (sketch) If two nodes R; and R; share a common attribute A, then all the
nodes on the path between R; and R; in the join tree also contain A. Hence, the
iterative equations (3.7) and (3.8) correctly compute the botjoin (3.5) and topjoin
(3.4) by tracking multiplicities through common attributes.

Now we analyze the running time of the algorithm. Notice that all joins in any
topjoin equation (3.8) and botjoin equation (3.7) have at least one common join
attribute, according to the definition of join tree and the fact that the projection of
T(R;) and L(R;) is always the subset of A; and A,g,). For botjoin (3.7), we join
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Algorithm 2 Compute Local Sensitivity of an acyclic CQ and the corresponding
Most Sensitive Tuple

Input: Acyclic CQ Qacy(Ap) as a join tree T, the database D
Output: LS(Qacy,D), and the most sensitive tuple t*

1: procedure LSAcycCLICJOIN

2:  I) Compute L(R;) in post-order (leaf to root)

YAinAp(r,) (Ri), it R; is leaf
’yAi[;d(Ri, {J_(R]) | R; e C(R)}), if R; is root
o, S(Re {L(Ry) | By € C(RDD), 0w,

3:  II) Compute T(R;) in pre-oder (root to leaf)

o, if R; is root
oty SR, (LR, | By € N(R2)Y), i p(R:) s root
’YAiﬁAp(Ri);q(p(R )7 T( ( )) {L( ) | Rj € N(RZ)})7 o0.w.

4:  III) Prepare multiplicity tables 7% of nodes for i = 1,...,m

Y, (T(R:)), if R; is leaf
VA, N({ L(Rj) | Rj e C(Ry)}), if R; is root
a,X(T(R), {L(R;) | Rj € C(R;)}), o.w.

IV) Select the most sensitive tuple
5. t* =argmaxyepi;_q,n,t-cot and LS = t*.cnt
6: return LS,t*
7: end procedure

relations with R; one at a time using sort-merge-join and then do groupby count.
The size of each join is always < n; since each tuple R; can join at most one tuple
from any botjoin of its children. In total, it takes O(d;n;logn;) for each botjoin and
O(mnlogn) for all botjoins since the summation of d; is m and n; < n.

Next we discuss the running time for step III) in Algorithm 2. Unlike the com-
putation for topjoins and botjoins, this step requires joining the botjoins of all the
children of a node with the topjoin of that node R;, and all these partial joins may
not share any attributes in general (although all the join attributes are still sub-

sets of A;). Hence, for arbitrary acyclic joins, there can be at most d — 1 joins in
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this step for each R; where d is the max degree in 7, which can be computed in
O(n?logn?) = O(dn?logn) time even by the brute force approach. The total time
to compute the multiplicity tables 7% for m relations is O(mdn?logn). Hence, the

total time complexity is O(mdn?logn). ]

Similar to the discussion in Section 3.4.2, the computation of botjoins L(R;) and
topjoins T(R;) in Algorithm 2 is inspired by Yannakakis’s algorithm [171], which can
track counts of intermediate tuples from the leaves to the root in a bottom-up pass,
whereas in the second top-down pass, we need to traverse the join tree to compute the
topjoins T(R;). As explained earlier for path queries, Algorithm 2 computes changes
in the join size for all possible tuple deletions and additions, and naively repeating
[171] to evaluate query on all possible databases formed by adding or removing a
tuple does not give the desired complexity. In fact, [171] works in near-linear time
in the input size n to output the output join size for any acyclic join query (and
has polynomial combined complexity), whereas the sensitivity problem is NP-hard

in combined complexity even for acyclic queries as stated in Theorem 3.3.9.

Given the NP-hardness result in Theorem 3.3.9, we next show an example acyclic
query that may take w(mmn) time for the T step. Suppose we have an acyclic query
as Q(A, B,C) : —R1(A, B,C), R2(A, B), R3(B, C), Ry(C, A) and we want to compute
the multiplicity table 7' for R;. Given botjoins of Ry(A, B), R3(B,C) and R4(C, A),
we have a cyclic join among them, and in worst the join size is O(n*?) according
to the AGM bound [17]. In general, if we replace the children with more complex
queries, and if the number of relations (or the degree) is larger, the time to compute
this join may be larger. Note that some of the complexity of this problem comes
from the bag semantics considered in our model (that is also relevant for applications
of sensitivity related to differential privacy), as for set semantics, changes in the join

size can be computed more efficiently when a tuple is added or removed from a table.
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However, for bag semantics, adding any tuple, say to R, may increase the sensitivity
significantly for @ (product of the multiplicities of the edges forming the triangle),

which adds to the complexity.

3.5.3 Doubly Acyclic Join Queries

For an acyclic query, if there exists a join tree T constructed from the GYO decom-
position such that for each node R; in T, the join between its parent p(R;) and its
children C(R;) is also acyclic, then we say this query is a doubly acyclic join query.
Given this property, the computation of the multiplicity table T; for R; involves
an acyclic join between the topjoin and botjoins and hence has a time complexity
O(d;n;logn;), where d; is the node degree of R; in 7. Since the sum of all node
degrees is m and n; < n, the total time complexity to compute 7% for all nodes is
O(mnlogn). When d; is a constant, such as at most 2, the complexity is written
as O(nlogn), which also matches the total runtime of Algorithm 2 including the

computation of topjoins and botjoins.

Notice that a path join query is a special case of doubly acyclic join query, because
for each R;, T(R;) and 1(R;;1) (assuming R;.; is the child of R; in T) share no
attributes. and therefore is an acyclic join. The time complexity of path join queries

in Algorithm 1 also matches the time complexity of doubly acyclic join queries.

3.5.4 Extensions

In this section we briefly discuss how to extend our framework relaxing the assump-
tions listed at the beginning of Section 3.5.

Selections: We can easily extend Algorithm 2 to handle queries with arbitrary
selection conditions (that can be applied to each tuple individually in any relation)

in the body of the query by assigning 0 sensitivity to the tuples fail the selection
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condition.

Disconnected join trees: If the hypergraph of a query is not connected, Algo-
rithm 2 can be applied to each join tree and merge them back to update each tuple
sensitivity.

General joins: For a non-acyclic join query, if there exists a generalized hypertree
decompositions|7] such that we can find a join plan from this tree by assigning each
relation to one node, Algorithm 2 can be extended by computing the multiplicity
table as including other relations within the same node, and the time complexity is
parameterized by the max number p of relations within a node as O(mpdn?®logn).
This is implemented in our experiments; q3 from TPC-H queries, and ga, ¢, from
Facebook queries are all non-acyclic queries and their generalized hypertree decom-

positions are shown in Figure 3.5.

Efficient approximations: We can extend our algorithm to tradeoff accuracy in the
sensitivity for better runtime. As our experiment will show, the multiplicity tables
that topjoins and botjoins compute can grow quadratically or faster in the input size
depending on the query. To make the computation scalable, we can maintain the
top k frequent values instead of all the frequencies in the top and botjoins. We can
set the frequencies of the rest of the active values in the top and botjoins to the kth
largest frequency. This approach gives an upper bound of tuple sensitivity but can
speed up runtime.

Self Joins: Acyclic join queries with self-joins can not be captured by our al-
gorithms, because we only allow a relation to appear once in the query. For each
relation, we compute the joins for the rest of relations to summarize how tuples from
this relation can affect the full join. A possible workaround is to join the repeated
base relations as a single and combined relation, run our algorithm, and then link the

effect of adding or removing a tuple from the base relation to the combined relation
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and the effect of adding or removing a tuple from the combined relation to the rest.
However, it is challenging to find all possible insertions to the base relation that al-
lows the combined relation to join all possible pairs of ”incoming” and ”outcoming”
path. We defer this line of research to future work.

Other: For attributes that appear only once in the query body, we ignore them

in Algorithm 2 but in the end we extrapolate a value for these attributes.

3.6 Truncation

In this section, we will show how to use our algorithm T'SENS (section 3.5.2) for com-
puting sensitivity to develop accurate differentially private algorithms. Section 3.6.2
discusses how the tuple sensitivity measures can be used to develop accurate DP

algorithms.

3.6.1 Challenge

We first consider applying Laplace mechanism to answer a join counting query, which
adds a noise scaled to the global sensitivity. Unlike the local sensitivity of a query
which depends on the given database instance, the global sensitivity of a query finds
the largest possible local sensitivity among all possible database instances. Consider
the join query in Figure 3.1(b), Example 3.3.4 shows that it has a local sensitivity
of 4 on the database instance shown in Figure 3.1(a). However, there exist other
database instances with a much larger local sensitivity than 4. For example, if
Ry in Figure 3.1(a) has 1000 copies of (aj,by,d;) which results in 1000 copies of
(a1,b1,c1,dy, eq, f1) in the join output, removing (aq, b1, c;) from Ry can result in a
change of 1000 in the output size.

If there is no a priori bound on the number of tuples that share the same join

key, the global sensitivity of the query will be unbounded. Hence, Laplace mechanism
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cannot be directly applied to query with unbounded global sensitivity. Prior work
takes two approaches to answering queries with joins under DP — smooth sensitivity
[94] and Lipshitz extensions [100, 25, 40, 106]. The former approach tunes noise
to a smooth upper bound on the local sensitivity. However, the smooth sensitivity

approach was shown to be too inaccurate [106].

The Lipshitz extension approach is to rewrite the original query () that has an
unbounded sensitivity into a different query @’ that (a) has a bounded global sensi-
tivity, and (b) evaluates to roughly the same answer. These techniques are superior to
smooth sensitivity based techniques as they introduce some bias (as Q(D) # Q'(D))
to reduce the noise added to the answer. Many Lipshitz extension techniques are
query specific [100, 25] or fairly inefficient in practice [40]. One class of efficient and
general purpose Lipshitz extension techniques is truncation that execute the query
() on a truncated version of the database T'(D) [127, 106]. The truncation is done in
such a way that Q(7'(-)) has bounded global sensitivity. For a join, this might mean
removing rows from the database such every join key has a bounded selectivity. We
will next show a truncation based algorithm for answering SQL aggregation queries
with joins based on the tuple sensitivities computed by TSENS.

One effective and general purpose technique from prior work is truncation that
executes the query @ on a truncated version of the database T'(D) [127, 106]. The
truncation is done in such a way that Q(7'(-)) has a bounded global sensitivity. For
a join, this might mean removing rows from the database such every join key has a
bounded selectivity. We will next show a truncation based algorithm for answering

SQL aggregation queries with joins based on the tuple sensitivities.
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3.6.2 Truncation via Sensitivity

TSENS Truncation. The idea behind our algorithm is to (a) identify tuples in the
database (i.e., in the primary private relation) that have a sensitivity greater than
a sensitivity threshold, and (b) remove all tuples with sensitivity greater than the

sensitivity threshold.

Definition 3.6.1 (T'SENS Truncation). Given a query Q, a database D with primary
private relations PR, and a sensitivity threshold i, the truncation operator Trspxs

transforms the database as:
Trsens(Q,D,1) = {te D[ te PR = 6(t,Q, D) < i}

The global sensitivity of Q(Trsens(Q, -, 7)) is 7. If we add or remove a tuple with
sensitivity more than 7, the query result does not change as the new tuple will be
truncated or has already been truncated. Since the largest possible tuple sensitivity
is 7 for any database, the global sensitivity is 7. Hence, given a join query () with
high global sensitivity, we can first apply Q(Trsexs(@, -, 7)) to the database and then
apply Laplace mechanism with smaller noise (due to smaller global sensitivity) on
the transformed database. However, the transformed database also introduces bias if
too many tuples are truncated. Hence, we would like to find a truncation threshold

that minimizes the expected sum of bias and noise.

Finding truncation threshold. 1f setting 7 to be the local sensitivity of the query
Q, then Q(D) = Q(Trsens(Q, -, 7)), i.e., no bias is introduced. However, using local
sensitivity directly violates DP. Moreover, the global sensitivity of querying the local
sensitivity of a join query is unbounded, we cannot use Laplace mechanism to release
a noisy local sensitivity. Instead, line in PRIvSQL [106], we apply the sparse vector
technique (SVT) [118] to find the optimal truncation threshold that is close to the
local sensitivity.
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Algorithm 3 Learning truncation threshold (Q, D, I, €sens)

€1 < Etsens/]-o
€2 < €tsens — €1

Q — Q(D) + Lap(l/e))
q <~ {Q(TTSENs(vavi))*Q | Z — 17 e l _ 1}

Set T« SV?g(q, 0, €2)

For a query ) and a database D, let ¢ be an upper bound on the local sensitivity.

We first release a noisy version of Q(Trgens(@, D, 1)) as () using the Laplace mecha-
nism with global sensitivity as ¢. Next, we run the SVT method that checks whether
¢ >0fort=1,...,¢ —1, where

_ QTrsens(Q.D,1)) — Q

[ .
1

Since the global sensitivity of Q(Trsexs(Q, D, 1)) is 7, the global sensitivity of each ¢;
is a constant 1. SVT stops the first time (noisy) ¢; is above the (noisy) threshold 0
and reports ¢. We take this ¢ as the truncation threshold 7, and answer the query @
using Q(Trsens(Q, D, 1)). A part of the privacy budget €4, is used to release Q and
run SVT for finding the truncation threshold 7. The rest € — €40, is used to answer

the query.

Theorem 3.6.2. The algorithm that finds the truncation threshold satisfies €;sens-DP

T

and releasing a noisy answer as Q(Trspns(Q, D, 7))+ Lap( ) satisfies (€ — €isens)-

€—€tsens

DP. Together the mechanism satisfies e-DP.
Discussion. Our solution is inspired by Wilson et al [165], but they handle can only

handle a single join (and not self joins), while we can handle a wider sub-class of
full conjunctive queries without self joins. Moreover, Wilson et al set the sensitivity
threshold manually, while we automatically identify the threshold given an estimated
upper bound.

Our algorithm truncates primary private tables while in PRIvSQL [106], trun-
cation happens at non-primary private tables. PRIVSQL truncates tuples with high

41



frequencies, but it doesn’t mean that they join with the tuple of the highest tuple
sensitivity. In contrary, truncation by tuple sensitivity is a finer truncation strategy
which reduces global sensitivity and bias at the same time.

Our algorithm for finding the most sensitive tuples can be easily extended for
TSENS by storing the multiplicity table for the primary private table. Our truncation
algorithm takes in estimated upper bound of tuple sensitivity ¢. Our algorithm will
still ensure DP regardless of the value for ¢, but the value of ¢ can affect the accuracy.

We illustrate the impact of ¢ on the accuracy in the evaluation.

3.7 Experiments

We evaluate the efficiency and accuracy of TSENS. Experiments are designed to

answer following questions:

e How tight is the local sensitivity computed by TSENS compared to other algo-

rithms like elastic sensitivity [95]7

e How does TSENS’ runtime compared to that of (a) the elastic sensitivity algo-

rithm and (b) query evaluation?

e Does the truncation with TSENS mechanism result in more accurate differen-

tially private query answering than prior work like PRIvSQL [106]?

We use synthetic datasets from TPC-H benchmark [3] and real world datasets of
Facebook ego-networks from SNAP [113] and designed seven full conjunctive queries
with different query complexities to evaluate the performance of TSENS. These
queries are also used to evaluate the performance of DP mechanism supported by
TSENS. The results are compared with the sensitivity engine ELASTIC from ‘Flex’

[95] and with the differentially private SQL answering engine PRIVSQL from ‘Pri-
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vateSQL’ [106]. We name our sensitivity algorithm as TSENS and its DP application
as TSENSDP.

TSENS is implemented by 1.5k lines of python and it uses Postgres as the database
engine. We extend ’Elastic Sensitivity’ so it can compute the sensitivity of a cross
product. As to the DP experiment, we also borrow the concept of policy and primary
private relation from "PrivateSQL’ and assume the query has already been rewritten
according to the policy.

A summary of our key findings:

e TSENS achieves at most 2,200,000 times smaller local sensitivity compared to

ErasTtic for a simple cyclic query for a database with 866,602 tuples.

e T'SENS has on average 80% - 320% overhead compared to query evaluation for
different queries. It is 2 - 60 times slower than ELASTIC, but returns a local

sensitivity value that is 6 - 60,000 times smaller on average.

e PrIVSQL has more than 99% relative error (almost worse than just returning
0 as the answer) for four of the seven queries. TSENSDP answers 8 queries

with < 8% relative error and the last query with < 20% relative error.

3.7.1 Setup

Dataset. We evaluate our algorithms on synthetic TPC-H datasets [135] and real
world Facebook dataset [113].

TPC-H. We consider synthetic datasets generated from TPC-H benchmark [135]
with the following schema:
Attributes: RegionKey(RK), NationKey(NK), CustKey(CK), OrderKey(OK),
SuppKey(SK), PartKey(PK)
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(a) TPC-H queries (b) Facebook queries

Figure 3.5: The join plan for each query.

Relations: Region(R:RK), Nation(N:RK,NK), Customer(C:NK,CK), Or-
ders(0:CK,OK), Supplier(S:NK,SK), Part(P:PK), Partsupp(PS:SK,PK),
Lineitem(L:OK,SK,PK).

We evaluate the scalability of our algorithm on TPC-H datasets at different scales
{0.0001,0.001,0.01,0.1,1,2,10}. At scale 1, the sizes of for these relations are 5, 25,
led, 1.5eb, 2eb, 8eb, 1.5e6, 6e6 respectively. The same schema and datasets were used
to evaluate prior work on differentially private SQL query answering [94, 106].

Facebook. We use the Facebook ego-networks from SNAP (Stanford Network
Analysis Project) [113]. An ego-network of a user is a set of “social cirles” formed
by this user’s friends [114]. This dataset consists 10 ego-networks, 4233 circles, 4039
nodes and 88234 edges. We choose the ego-network of user 348 who has 567 circles,
225 nodes and 6384 edges, create edge tables E;(z,y) for each circle i such that both
users of each edge is from the circle ¢ and sort them by table size in descending
order. We further create tables Ry(x,y), Rao(x,y), Rs(z,y), Ri(z,y) and insert E;

into R; if the rank of E; mod 4 = i. We also create a 3-column table Ra(z,y,2) :
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—Ry(x,y), Ru(y, 2), Ra(z,x) as a triangle table. All edges are bi-directed.
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Figure 3.6: Local sensitivity reported by TSENS versus ELASTIC for TPC-H queries
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Figure 3.7: The trend of time usage in terms of various scales for queries q1, q2 and
g3 and algorithms TSENS and ELASTIC for TPC-H queries. The base line ‘query’
shows the query evaluation time.

Queries. We consider 3 TPC-H queries and show their query plan in Figure 3.5a

which include a path join query ql, an acyclic join query g2, and a cyclic join query

q3. The third query g3 is a cyclic join query that builds a universal table with an

extra constraint that the supplier and customer should be from the same nation. We

also consider 4 Facebook queries as shown in Figure 3.5b including a triangle query

an(A, B, (), a path join query ¢, (A, B,C, D, E), a 4-cycle query ¢.(A, B, C, D), and

a star join query q.(A, B,C). We also show the generalized hypertree decomposition

for all non-acyclic queries in the same figure.
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We use a machine with 2 processors, 512G SSD and 16G memory to run experi-

ments. Each query is repeated 10 times.

3.7.2 Local Sensitivity

Baseline. We compare the accuracy and runtime of our TSENS algorithm with
prior technique ELASTIC [95] for finding the local sensitivity of a given query. As the
original ELASTIC algorithm requires the maximum frequency of the join attributes
to derive the upper bound of the local sensitivity, we first let ELASTIC pre-process
the database to obtain the max frequency for its sensitivity analysis. We also extend
ELASTIC algorithm to support cross-product by assigning the max frequency of empty
attributes as the size of the table and to take the join plan as input so that the join
order in the experiment is the same. We define the join order as a post-traversal of
the join plan.

We also compare the algorithm runtime to the query evaluation time. We apply
Yannakakis algorithm to compute the size of query output. For queries that are not
acyclic, we first compute the join for each node in the generalized hypertree, and then
apply Yannakakis algorithm. The time of running ELASTIC is also reported. We run
each algorithm 10 times to report the average time.

Result and Analysis.. Figure 3.6a shows the local sensitivity trend in aspect to the
scale for TPC-H. Notice that after scale 0.001, TSENS has on average 7x smaller and
6x smaller of the local sensitivity for ql and q2 than ErAsTIC has. Moreover, for
q3, TSENs achieves 2,200,000x smaller value for the local sensitivity than ELASTIC
does when scale equals to 0.1. We didn’t run g3 for scale larger than 0.1 due to
the memory limit issue. The multiplicity tables for this cyclic query grows nearly
quadratically with the input table size. Our future work will extend our algorithm

to maintain the top k frequent values instead of all the frequencies which can reduce
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the intermediate size and further speed up runtime (Section A.2).

Figure 3.6b shows the most sensitive tuple found by TSENS for each relation for
q3 at scale = 0.01. Unlike TSENS, ELASTIC can only obtain a local sensitivity upper
bound, but cannot find the most sensitive tuple. Hence, we report the most sensitive
tuple for each relation while also reports its elastic sensitivity by setting this relation
as the only sensitive table for ELASTIC. Each tuple sensitivity found by TSENS is
below 1,000 while the least elastic sensitivity reported by ELASTIC is beyond 10,000.
We skip finding the most sensitive tuple in LINEITEM since it has the superkey in
the query head and thus the tuple sensitivity is at most 1.

Figure 3.7 shows the time cost for both TSENS and ELASTIC for different queries
and scales for TPC-H. The second line ¢;_query is the query evaluation time. Notice
that we skip computing the multiplicity table of Lineitem in g3 since the tuple sen-
sitivity is at most 1 due to FK-PK joins. For q1 and g2, both TSENS and ELASTIC
shows a tight relation to the time of query evaluation, which takes on average 1.8x
and 0.9x of the query evaluation time after scale 0.001. For g3, although ELASTIC is
much faster, TSENS only takes on average 4.2x of the query evaluation time to find
on average 60,000x smaller local sensitivity before scale 1.

We also report the accuracy and the runtime of TSENS and ELASTIC for Face-
book queries in Table 3.1. The sensitivity bound improvement ranges from x3 to
x80k. Although TSENS spends x25 to x60 more time than ELASTIC, its runtime
is comparable to query evaluation time. The local sensitivity can also be computed
by repeating query evaluation over databases which are formed by removing a tuple
from active domain or inserting a tuple from representative domain one at a time
(using a variation of [171] as discussed in Sections 3.4.1 and 3.5.2). However, the size
of the active domain and representative domain is above 10k. This approach will

take x10k+ time than TSENS.
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Table 3.1: Local sensitivity and runtime of 4 query types for TSENS and ELASTIC
for Facebook queries. It also reports the query evaluation time for counting the
output size. Gray cells have tighter local sensitivities.

Local Sensitivity Time (seconds)
TSENS | ELasTiCc | TSENS | ELASTIC | EVALUATION
qn | 87 7524 0.405 0.007 0.431

Gw | 178923 | 511632 0.237 {0.010 0.182
q- | 2014 511632 0.618 | 0.009 0.465
q. | 34 2723688 | 0.604 | 0.012 0.175

3.7.3 Differential Privacy

Baseline. PRIVSQL is a differentially private SQL answering engine and it introduces
the concept of policy that given primary private relations, the sensitivity of other
related relations should be updated to be non-zero according to the database key
constraints. For TPC-H datasets, we consider CUSTOMER is the primary private
relation for q1 and g3, and SUPPLIER is the primary private relation for q2, so the
sensitivity of ORDERS is affected by CUSTOMER and the sensitivity of PARTSUPP
is affected by SUPPLIER. The sensitivity of LINEITEM is affected by either of them.

For Facebook dataset, we consider R, is the primary private relation.

PRIVSQL uses the maximum frequency as the truncation threshold, which is
different from using tuple sensitivity to truncate the database. Any tuple whose
frequency is beyond the max frequency will be dropped from the database. PRIvSQL
runs SVT to learn the truncation threshold for each relation; however, the noise scale
of SVT depends on the sensitivity of the relation while it is constantly 1 in TSENSDP.

Although the privacy budget allocation strategy affects the performance of DP
algorithm, we skip exploring this effect and assume PRIVSQL and TSENSDP divide
the privacy budget into two halves, one for the threshold learning and the other for

reporting the query result after truncation. We disable the synopsis generation phase
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Table 3.2: Application to DP: Comparison between TSENSDP and PrRivSQL for
TPC-H and Facebook queries. Time is in seconds. Gray cells achieve lower errors.

Z; |Q(D)| | Algorithm | Error | Bias (;Z:)sal Time
ql 60175 | T'SensDP 3.56% 3.44% 119 | 0.693
PrivateSQL | 1.34% 1.02% 220 | 0.292
q2 60175 | TSensDP 7.711% 7.62% 640 | 0.554
PrivateSQL | 99.03% | 100.00% 7741 0.231
q3 2333 | TSensDP 2.84% 0.00% 14 | 23.063
PrivateSQL | 1293% 2.14% | 12375k | 0.546
an 30699 | T'SensDP 1.50% 1.47% 49 1 0.562
PrivateSQL | 19.12% 0.00% 6732 | 0.230
Gw | 17555419 | TSensDP 5.59% 5.69% | 17440 | 0.843
PrivateSQL | 2.25% 0.00% | 289476 | 10.340
o 142903 | TSensDP 2.00% L.77% 167 | 0.792
PrivateSQL 100% 0.00% | 289476 | 2.232
q. 786 | TSensDP 19.02% | 16.16% 13| 0.670
PrivateSQL | 30K% 0.00% | 2437K | 0.290

of PRIvSQL and just use Laplace mechanism to answer the SQL query directly.

Result and Analysis.. Table 3.2 shows the statistics of releasing differential private
query results by TSENSDP or PrRIVSQL for TPC-H and Facebook datasets. Output
below 0 is truncated to 0. We report the median of global sensitivity, the median of
relative absolute bias, the median of relative absolute error and the average time for
each query over 20 runs. We assume the table size is given. For TPC-H, we assume
the maximum tuple sensitivity of ql is 100, of g2 is 500 and of q3 is 10. TSENSDP
has < 4% error for ¢; and ¢3, and < 8% error for ¢,. In contrast, PRIvSQL has more
than 99% error on ¢ and ¢3. This means that the error in PRIvSQL answers for
these queries is worse than returning 0 as the answer without looking at the data.
The reasons for the poor error are different. In ¢o PRIVSQL truncates too much of

the data, while in g3 it estimate a very loose bound on sensitivity.
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For Facebook dataset, we assume the maximum tuple sensitivity of ga is 70, of

Gw 1s 25k, of ¢, is 200 and of ¢, is 15. T'SENSDP achieves < 6% error for ga, qu,
¢, while PRIVSQL get > 100% error for ¢, and ¢,. Since there is no FK-PK join
for Facebook queries, we have only one primary private table, which means no table
truncation and thus has 0 bias in PRIVSQL. However, PRIVSQL has x10 to x 180k
larger global sensitivity than TSENSDP, which dominates the error.
Parameter Analysis.. To find how the upper bound parameter for tuple sensitivity
¢ affects the performance, we vary ¢ through 1, 10, 30, 50, 100, 1000 and repeat
TSENSDP 20 times for the star query ¢.(A, B, C') whose true local sensitivity is 13
when R, is the primary private relation for DP. For each bound, the median global
sensitivity, which is also the tuple sensitivity threshold learned from the SVT routine,
is [11, 13, 9, 4, 48, 160], the median bias error is [3%, 1%, 13%, 55%, 0%, 0%], and
the median relative error is [5%, 4%, 17%, 56%, 32%, 98%)]. The optimal ¢ in this
case is 10, with the corresponding error as 4%, while the worst error is 98% when
¢ = 1000.

Notice that as ¢ increases, the noise added to @ in the SVT routine gets larger.
This causes the learned tuple sensitivity threshold to deviate more from the local
sensitivity, which is considered the optimal threshold by the rule of thumb. When
¢ is too small, the learned tuple sensitivity threshold could also be small, which

increases the bias.

3.8 Related Work

Sensitivity analysis for SQL queries is important to the design of differentially private
algorithms. The focus of existing work [134, 108, 14, 71, 106, 127] is to compute
the global sensitivities of SQL queries or their upper bounds. The earliest work by

McSherry along this line [127] applies static analysis on a given relational algebra and
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then combines the sensitivities of the operators in the relational algebra to obtain the
maximum possible change to the query output for all possible database instances.
This analysis is independent of the database instance, so the result can be much
larger than the local sensitivity. In particular, for join operator, the global sensitivity
can be unbounded. The analysis either considers a restricted form of join [127,
71] or constrained database instances [134, 108, 14|. For general join queries on
unconstrained databases, Lipschitz extension [100, 25, 40, 106] is usually applied to
transform the original query () that has an unbounded sensitivity into a different
query Q" that (a) has abounded global sensitivity and (b) has a similar answer as
Q). In particular, the transformed query in PrivateSQL [106] require to truncates the
sensitive tuples. Hence, our work offers efficient ways to identify the most sensitive

tuples to complement PrivateSQL to achieve differential privacy.

Smooth sensitivity [133, 94] is another important sensitivity notion for achieving
differential privacy. This sensitivity is a smooth upper bound of the local sensitivity
of databases at a distance from the given database instance. This requires the com-
putation of local sensitivity of exponentially number of database instances. For SQL
queries, elastic sensitivity [94] provides efficient static analysis rule to estimate the
upper bound of local sensitivity, but this bound can be still very loose. For example,
even if the local sensitivity for a query with selection operator is small, the elastic
sensitivity algorithm will output the same value as for a query without the selec-
tion operators. In addition, the computation of elastic sensitivity requires additional
constraint cardinality information of the given database instance.

Smooth sensitivity [133, 173] or Lipschitz extension [40, 100, 25| have been
mainly applied to release graph statistics. However, these algorithms either re-
quire customized analysis for each new query [173] or suffer from high performance

cost [133, 40, 100, 25]. We will extend our study to graph queries (involving self-joins)
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in the future.

Sensitivity analysis has also been studied for non-SQL functions [80, 139, 36],
with a focus on global sensitivity. Related topics also include sensitivity analysis for
probabilistic queries [97] and finding responsibility of tuples [128], where the goal is
different from ours. Prior work on provenance for queries and deletion propagation
(e.g., [11, 31]) provide analysis for a rich set of queries and explanations for query
results, but the analysis is mainly for removing a tuple in the database (downward
tuple sensitivity). Our work also considers upward tuple sensitivity which involves
adding new tuples from the domain. Our future study will consider general aggregates

and functions.

3.9 Conclusions

We studied the local sensitivity problem for counting queries with joins — an impor-
tant task for many applications like differentially private query answering and query
explanations. We showed that the problem is NP-hard in combined query and data
complexity even for full conjunctive queries that have an acyclic structure — queries
for which the combined complexity of query answering is PTIME. We develop algo-
rithms for full acyclic join queries using join trees, that run in linear in the number
of relations and near linear in the number of tuples for interesting sub-classes of
acyclic queries including path queries and “doubly acyclic queries”, and in PTIME
in combined complexity when the maximum degree in the join tree is bounded. Our
algorithms can be extended to handle related queries that include selection predi-
cates as well as non-acyclic queries with a certain property on generalized hypertree
decompositions. The local sensitivity output by our algorithms is shown to be orders
of magnitude tighter than prior work. Our algorithm can also be used to construct

differentially private query answering methods that are more accurate than the state
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of the art. Extending the framework to handle general non-acyclic queries involving
self-joins, projections, negations, and other aggregate functions would be an interest-

ing direction of future work.
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Chapter 4

Explaining Query Results Under
Differential Privacy

4.1 Introduction

One major challenge about differential privacy that remains open is the ability to
provide explanations for query answers. For non-DP databases, multiple works have
proposed approaches for explaining query answers throughout the years, including
provenance [51, 91], Shapley values [117, 140], and causal responsibility [128, 129].
However, no work thus far has incorporated DP into explanations. When attempting
to solve this problem, one must tackle two distinct challenges that are specific to DP:
(1) the answers shown to users are distorted due to the noise added to them, so it
is unclear how to separate the contribution of the noise from the data, and (2) even
after removing the effect of noise, there is a need to provide data-based explanations
for the query answer without violating DP.

In this work, we propose DPXPLAIN a three-phase framework that generates
explanations for query results while ensuring DP, which surmounts the two afore-

mentioned challenges. We next illustrate DP XPLAIN through an example.

DPXPLAIN Through Example

Example 4.1.1. Consider the Adult (a subset of census) dataset [61] with 48,842
tuples. We consider the following attributes: age, workclass, education, marital-
status, occupation, relationship, race, sex, native-country, and high-income, where

high-income s a binary attribute indicating whether the income of a person is above
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marital-status occupation ... | education | high-income
Never-married Machine-op-inspct | ... | 11th 0
Married-civ-spouse | Farming-fishing ... | HS-grad 0
Married-civ-spouse | Protective-serv ... | Assoc-acdm |1
Married-civ-spouse | Machine-op-inspct | ... | Some-college | 1

Figure 4.1: Example of the Adult dataset.

50K or not (changed to 1/0 from true/false for easy aggregation); some relevant

columns are illustrated in Figure 4.1.

We now demonstrate the DPXPLAIN framework using a concrete query and user
question. In the first phase (Phase-1), the user submits a query and gets the results
as shown in Figure 4.2. This query is asking the fraction of people with high income
in each marital-status group. As Figure 4.2 shows, the framework returns the answer
with two columns: group and Priv-answer. Here group corresponds to the group-
by attribute marital-status. However, since the data is private, instead of seeing
the actual aggregate values avg-high-income, the user sees a perturbed answer Priv-
answer for each group as output by some differentially private mechanism with a given
privacy budget (here computed by the Gaussian mechanism with privacy budget
p = 0.1 [30]). The third column True-answershown in Figure 4.2 corresponds to the
true aggregated output for each group; it is hidden from the user and is shown here
only for illustration.

In the second phase (Phase-2), the user selects two groups to compare their aggre-
gate values and asks for explanations. However, unlike standard explanation frame-
works [167, 144, 115, 74] where the answers of a query are correct and hence the
question asked by the user is also correct, in the private setting, the answers that the
users see are perturbed. Therefore, the user question and the direction of compari-
son may not be valid. Hence, instead of getting an explanation to their question, the

users get an error bound on the validity of question based on how the noise is added
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Question-Phase-1:

SELECT marital-status, AVG(high-income) as avg-high-income
FROM R

GROUP BY marital-status

Answer-Phase-1:

group Priv-answer True-answer
marital-status | avg-high-income (hidden)
Never-married 0.045511 0.045480
Separated 0.064712 0.064706
Widowed 0.082854 0.084321
Married-spouse-absent 0.089988 0.092357
Divorced 0.101578 0.101161
Married-AF-spouse 0.463193 0.378378
Married-civ-spouse 0.446021 0.446133

Figure 4.2: Phase-1 of DPXPLAIN: Run a query and receive noisy answers by DP.
True-answers are not visible to the user.

to the query answers. Below we illustrate one such comparison:

Question-Phase-2:
Why avg-high-income of group Married-AF-spouse > that of group Married-
civ-spouse?

Answer-Phase-2:
The 95% confidence interval of group difference (—0.259,0.460) indicates that the
noise in the query is possibly the reason.

Figure 4.3: Phase-2 of DPXPLAIN (Comparison-A)

Although we cannot judge the validity from the question itself, the confidence
interval shown in Figure 4.3 indicates a range of true difference between two groups
that are highly possibly true, based on which the user can conclude that the added
noise might have possibly changed the direction of comparison from the ground truth
since this range includes numbers on the negative axis. This is actually in line with
the truth: from the hidden True-answercolumn in Figure 4.2, the group Married-
AF-spouse has smaller avg-high-income than the group Married-civ-spouse, which
is totally the opposite from the question. Since the validity of the user question is
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uncertain, we know that any further explanation might not be meaningful and the
framework stops here. In other words, the explanation of the comparison is primarily
attributed to the added noise by the DP mechanism.

Now we consider the comparison between other two points shown in Figure 4.4
below. In this case, the confidence interval about the difference between two groups
does not include zero and is tight around a positive number 0.4, which indicates
that the direction between two groups as the question is asking is correct with high
probability. Since the question is valid, the user may continue with the next phase

for Comparison-B.

Question-Phase-2:
Why avg-high-income of group Married-civ-spouse > that of group Never-
married?

Answer-Phase-2:
The 95% confidence interval of group difference (0.399,0.402) indicates that the
noise in the query is possibly not the reason.

Figure 4.4: Phase-2 of DPXPLAIN (Comparison-B)

In the third phase (Phase-3), for Comparison-B, the user wants to know more
explanations about the question from the data. To achieve this again with differen-
tial privacy, our framework reports an “FEzxplanation Table” to the user as Figure 4.5
shows, which includes the top-5 explanation predicates. In the simplest form, expla-
nation predicates are singleton predicates of the form “attribute = jvalue;”, while
in general, our framework supports more complex predicates involving conjunction,
disjunction, and comparison (>, > etc.) . In Figure 4.5, top-5 explanation predicates
are shown out of 103 singleton predicates, according to their (noisy) influences to
the question that we discuss later. Once the top-5 predicates are selected, the Ex-
planation Table also shows both their relative influence (how much they affect the
difference of noisy aggregates of the groups in the question) and their ranks in the
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form of confidence interval (upper and lower bounds) to preserve differential privacy.
The total privacy loss in this phase is p = 2 (which includes the mechanisms for pri-
vately selecting top-k explanation predicates, privately computing confidence interval

of influence and privately computing confidence interval of rank).

e '

Phase-3:

. . Rel Influ 95%-CI Rank 95%-CI
explanation predicate

L U L U
occupation = “Exec-managerial” 3.33%  8.28% 1 5
education = “Bachelors” 226% 7.21% 1 9
age = “(40, 50]" 1.99%  6.93% 1 8
occupation = “Prof-specialty” 0.68%  5.63% 1 18
race = “White” 267%  227% 1 99

Figure 4.5: Phase-3 of DPXPLAIN: Receive further explanations from data for
Comparison-B (Figure 4.4) that passed Phase-2.

From this table, occupation = Exec-managerial is returned as the top explanation
predicate to explain why the average high-income rate in the group Married-civ-
spouse is higher than that of the group Never-married. The 95%-confidence interval
of its rank is narrowed down to [1, 5], so we know this is highly likely to be among
the true top ones. This explanation predicate can be interpreted in this way:

If we exclude the people whose occupation is Exec-managerial, it is less likely that
Married-civ-spouse has higher avg-high-income than Never-married.

In other words, managers tend to earn more if they are married than those who are
single, which probably can be attributed to the intuition that married people might

be older and have more seniority.

We summarize our framework in Figure 4.6.

Our contributions

Our main contributions can be summarized as follows.
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Figure 4.6: DPXPLAIN framework.

We propose a first-of-its-kind framework DPXPLAIN to enable SQL query expla-
nation under differential privacy. It explains a user question over a group-by aggre-
gate query answer (COUNT, SUM, or AVG) under DP with three phases: private
query answering, question validation and private explanation table. This approach
is inspired by previous work on explanations for aggregate queries [144, 166], but

adapted to satisfy DP.

We develop multiple novel techniques to allow DPXPLAIN to provide explanations

under differential privacy:

— We design a low-sensitive influence function adapted from previous work on non-
private explanations [166], which allows it possible to find top-k explanations

accurately even under differential privacy.

— We devise a binary search based algorithm to find the confidence interval of

rank, which overcomes the high sensitivity challenge of the rank function.

We have implemented a prototype of DPXPLAIN, demonstrated two extra use
cases based on two real-world datasets, and preformed a comprehensive experi-

mental evaluation that shows DPXPLAIN can correctly suggests the validity of
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the question with 100% accuracy for 8 out of 10 questions, select at least 80%
of the true top-5 explanation predicates correctly for 8 out of 10 questions with

precise descriptions about their influences and ranks.

4.2 Preliminaries

We now give the necessary background for our model.

Databases and Queries. The DPXPLAIN framework supports single-block SELECT -
FROM - WHERE - GROUP BY queries with aggregates on single tables'. Hence the
database schema A = (Ay, ..., A,,) is a vector of attributes of a single relational table.
Each attribute A; is associated with a domain dom(A;). We consider both continuous
and categorical domains. A database (instance) D over a schema A is a bag of tuples
(duplicate tuples are allowed) t; = (aq,...,a,), where a; € dom(A;) for all i. The
domain of a tuple is denoted as dom(A) = dom(A;) x dom(As) x ... x dom(A,,). For
an attribute A;, we denote A** = max{|a| | a € dom(A;)} as the maximum absolute

value of A;. The value of the attribute A; of tuple t is denoted by t.A;.

[ ¢ = SELECT Ay, agg(Asgy) FROM D WHERE ¢ GROUP BY Ag; ]

Figure 4.7: Group-by query with aggregates supported by DPXPLAIN. The true
results are denoted by (o, 0;) and the noisy results released by a DP mechanism are
denoted by (o, 6;) where «; is the value of the group-by attribute Ay, and o;, 0; are
aggregate values.

In this paper, we consider group-by aggregate queries ¢ of the form shown in
Figure 4.7. Here Ay, is the group-by attribute and A,y is the aggregate attribute, ¢
is a predicate without subqueries, and agg € {COUNT, SUM, AV G} is the aggregate

1Unlike some standard explanation framework [166], in differentially private settings, we cannot
consider materialization of join-result for multiple tables, since the privacy guarantee depends on
sensitivity, and removing one tuple from a table may change the join and query result significantly.
We leave it as an interesting future work.
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function. When query ¢ is evaluated on database D, its result is a set of tuples
(e, 0;), where a; € dom(Agy) and o; = agg({t.Aegy | t € D, p(t) = true,t. Ay =
a;}). For brevity, we will use ¢'(D) to denote {t | ¢'(t) = true} for any predicate
¢, and agg(Aggg, D), or simply agg(D’) when it is clear from context, to denote
agg({t.Asgy | t € D'}) for any D" < D. Hence, 0; = agg(Aagg, 9:(D)), where g; =
oA (Ag = ).

Example 4.2.1. Consider Ezample 4.1.1. The schema is A = (marital-status, oc-
cupation, age, relationship, race, workclass, sex, native-country, education, high-
income). All the attributes are categorical attributes and the domain of high-income
is {0, 1}. The query is shown in Figure 4.2 and the true results for each group is shown

in the True-answer column. Here Ay = marital — status, A,y = high — income,

and agg = AVG.

Differential Privacy. In this work, we consider query-answering and providing ex-
planations using differential privacy (DP) [69] to protect private information in the
data. In standard databases, a query result can give an adversary the option to find
the presence or absence of an individual in the database, compromising their privacy.
DP allows users to query the database without compromising the privacy by guar-
anteeing that the query result will not change too much (defined in the sequel) even

if it is evaluated on any two different but neighboring databases defined below.

Definition 4.2.2 (Neighboring Database). Two databases D and D' are neighboring
if D' can be transformed from D by adding or removing ? a tuple in D. We use

D ~ D’ to denote that D and D' are neighboring databases.

2There are two variants of how neighboring databases are defined. The definition by addi-
tion/deletion of tuples is categorized as “unbounded DP”, and by updating tuples is categorized
as “bounded DP”, since the size of data is fixed in this case. In this work, we assume the un-
bounded version, while our framework can be adapted also for the bounded version by adapting
the noise scale.
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To achieve DP, it is necessary to randomize the query result such that given
any two neighboring databases, it is highly possible that the answers are the same.
Informally, the more similar the two random distributions are, the harder it is to
distinguish which database is the actual database, therefore the privacy is better
protected.

In this paper, we consider a relaxation of DP called p-zero-concentrated differential
privacy (zCDP) [30, 70] for several reasons. First, we use Gaussian noise to perturb
query answers and derive confidence intervals, which does not satisfy pure e-DP [69]
but satisfies approximate (e, d)-DP [69] and p-zCDP. Second, p-zCDP only has one
parameter p, comparing to (¢,d)-DP which has two parameters, so it is easier to
understand and control. Third, p-zCDP allows for tighter analyses for tracking the
privacy loss over multiple private releases, which is the case for this framework. The
parameter p is also called the privacy budget of the mechanism. A lower p value

implies a lower privacy loss.

Definition 4.2.3 (Zero-Concentrated Differential Privacy (zCDP) [30]). A mecha-
nism M is said to be p-zero-concentrated differential private, or p-2zCDP for short,

if for any neighboring datasets D and D' and all o € (1,00) it holds that

Da(M(D)|M(D")) < pa

where Do (M(D)|M(D")) denotes the Rényi divergence of the distribution M(D)
from the distribution M(D') at order o [1581].

Unless otherwise stated, from now on, we will refer to zero-concentrated differen-
tial privacy simply as DP.

A popular approach for providing zCDP to a query result is to add Gaussian noise
to the result before releasing it to user. This approach is called Gaussian mechanism

(69, 30].
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Definition 4.2.4 (Gaussian Mechanism). Given a query q and a noise scale o, Gaus-

sian mechanism MC is given as:

M (D;q,0) = q(D) + N(0,0%)

where N(0,0?) is a random variable from a normal distribution® with mean zero and

variance o.

Example 4.2.5. Suppose there is a database D with 100 tuples. Consider a query
g = “SELECT COUNT(*) FROM R”, which counts the total number of tuples in a
database D. Here q(D) = 100. Now we use Gaussian mechanism to release q(D),
which is to randomly sample a noise z from distribution N(0,0?). Here we assume
o = 1. Finally, we got a noisy result (D) = 102.32, which we may round to an
integer in postprocessing without sacrificing the privacy guarantee (Proposition 4.2.9

below).

The privacy guarantee from the Gaussian mechanism depends on both the noise
scale it uses and the sensitivity of the query. Query sensitivity reflects how sensitive
the query is to the change of the input. More noise is needed for a more sensitive

query to achieve the same level of privacy protection.

Definition 4.2.6 (Sensitivity). Given a scalar query q that outputs a single number,

its sensitivity is defined as:

Ag = sup |¢(D) — q(D")]

D~D’

Example 4.2.7. Continuing FExample 4.2.5, since the query q returns the database

size, for any two neighboring databases, their sizes always differ by 1, so the sensitivity

of q is 1.

3The probability density function of a normal distribution N(u,c?) is given as exp(—((z —

1)/ (0v2))?/2)/(o/2).
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The next theorem provides the bound on DP guaranteed by a Gaussian mecha-

nism.

Theorem 4.2.8 (Gaussian Mechanism [30]). Given a query q with sensitivity A, and
a noise scale o, its Gaussian mechanism MC satisfies (A3/202)-ZCDP. Equivalently,
gwen a privacy budget p, choosing o = Ay/\/2p in Gaussian mechanism satisfies
p-2CDP.

Composition Rules. In our analysis, we will use the following standard composition
rules and other known results from the literature of DP [127] (in particular, zCDP

[30]) frequently:

Proposition 4.2.9. The following holds for zCDP [127, 30]:

e Parallel composition: if two mechanisms take disjoint data as input, the

total privacy loss is the mazimum privacy loss from each.

e Sequential composition: if we run two mechanisms in a sequence on over-

lapping inputs, the total privacy loss is the sum of each privacy loss.

e Postprocessing: if we run a mechanism and postprocess the result without
accessing the data, the total privacy loss is only the privacy loss from the mech-

anism.

Private Query Answering. Recall that we have group-by aggregation query of the
form ¢ = SELECT A, agg(A.,y) FROM R WHERE ¢ GROUP BY Ay, and it
returns a list of tuples (o, 0;) where a; € dom(Agy) and o; is the corresponding
aggregate value. Since no single tuple can exist in more than one group, adding
or removing a single tuple can at most change the result of a single group. As
mentioned earlier, Phase-1 returns noisy aggregate values 0; for each «; instead of o;.

The following holds:
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Observation 4.2.1. According to the parallel composition rule (Proposition 4.2.9),
if for each «y, its (noisy) aggregate value o; is released under p,-2CDP, the entire

release of results including all groups {a;,6; : a; € dom(Ag)} satisfies pg-2CDP.

For a COUNT or SUM query, we use the Gaussian mechanism for each group
a;: 0; = 0; + N(0,0°), where the noise scale 0 = Ay/4/2p, to satisfy p,-zCDP by
Theorem 4.2.8. The sensitivity term A, is 1 for COUNT and Agyi® for SUM, the
maximum absolute value of the aggregation attribute in its domain. For an AVG
query, since AVG = SUM /COUNT, we decompose the query into a SUM query and
a COUNT query, privately answer each of them by half of the privacy budget p,/2,
get 67 and 6¢ for each group a; for the SUM query and COUNT query separately
4 and release o; = 67 /0 as a post-processing step. The noisy query answers of
the group-by query with AVG satisfies p,-zCDP by the sequential composition rule
(Proposition 4.2.9), since each of SUM and COUNT queries satisfies p,/2-zCDP.
Confidence Level and Interval. Confidence intervals are commonly used to determine
the error margin in uncertain computation and are used in various fields from esti-
mating the error in predictions by Machine Learning models [93] to providing query
results with added noise due to DP [78]. In our context, we use confidence intervals

to estimate the influence of each explanation (in the form of a predicate as we detail

in the next section).

Definition 4.2.10 (Confidence Level and Interval [163]). Given a confidence level
and an unknown but fized parameter 6, a random interval I = (IL,IU) 1s said to be
its confidence interval, or CI, with confidence level 7y if the following holds:

PriI* <0 <1 =~

Notice that 6 is a fixed quantity and Z%,ZY are random variables. One interpre-

“The intermediate releases 67 and 6§ are stored in the framework for computing the confidence
interval of question, which will be discussed in Section 4.4.1.
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tation of a confidence interval is that with probability at least v, a random draw of
the pair (Z%,ZY) as an interval will contain the unknown parameter §. Two bounds

are sampled together unless they are independent.

Example 4.2.11. Let 0 = 0. Suppose with probability 50% we have I* = —1 and
IV =1, and with another probability 50% we have I* = 1 and IV = 2. Therefore,
Pr[T" < 0 < IY] = 50%, and we can conclude that the random interval T = (Z*,T)

is a 50% level confidence interval for 6.

4.3 Private Explanations in DPXPLAIN

In this section we provide the model for private explanations of query results in DPX-
PLAIN, outline the key technical problems addressed by DPXPLAIN, and highlight
the difference from existing database explanation frameworks.

User Question and Standard Exzplanation Framework. In Phase-2 of DPXPLAIN,
given the noisy results of a group-by aggregation query from Phase-1, users can ask

questions comparing the aggregate values of two groups®:

Definition 4.3.1 (User Question). Given a database D, a group-by aggregate query
q as shown in Figure 4.7, a DP mechanism M, and two noisy answer tuples
(0, 0;), (oj,05) € M(D;q) where 6; > 0;, a user question has the form “why is
the (noisy) aggregate value 0; of group «; larger than the aggregate value 6; of group

a;77), which is denoted by “why (o, o, >)?”.

Example 4.3.2. The question from Figure 4.4 is denoted as “why (‘Married-civ-

spouse’, ‘Never-married’, >)7”.

To explain a user question, several previous approaches return predicates that

5Our framework can handle more general user questions involving single group or more than two
groups; details are deferred to Appendix A.2.5
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account for the difference as explanations [167, 144, 74, 115]. We follow this paradigm

and define explanation predicates.

Definition 4.3.3 (Explanation Predicate). Given a database D with set of attributes
A, a group-by aggregation query q (Figure 4.7) with group-by attribute Ay and ag-
gregate attribute Aqggy and a predicate size l, an explanation predicate p is a Boolean
expression of the form p = p1 A ... A @, where each p; has the form A; = a; such

that A; € A\{Agp, Auge} is an attribute, and a; € dom(4;) is its value.

We assume that a set of explanation predicates P is given (e.g., all singleton
predicates of the form A = a;). These explanation predicates are ranked by an
influence function [166, 144, 143] and the top-k predicates are reported to the user
as the explanations for the question.

However, unlike standard explanation framework on aggregate queries [167, 144,
115, 74], when considering DP, the existing framework is not sufficient to support DP
and needs to be adapted: (i) the question itself might not be valid due to the noise
injected into the queries, (ii) the selection of top-k explanation predicates needs to
satisfy DP, which further requires the influence function to have low sensitivity so
that the top-k selection is perturbed at a minimal level, and (iii) since the selected
explanation predicates are not guaranteed to be the true top-k, it is also necessary
to output extra descriptions under DP for each selected explanation predicate about
their actual influences and ranks. We detail the adjustments as follows.

Question Validation with DP. While the user is asking “why is 0; > 0,7”, in reality,
it may be the case that the true results satisfy o; < o;, i.e., they have opposite
relationship than the one observed by the user. This indicates that 0; > 0; is the

result of the noise being added to the results. In this scenario, one option to explain

6We assume dom(A;) is discrete, finite and data-independent. Our framework can also handle
inequality A; o a; where o € {>,<,>,<,#} when the constant a; is from a finite and data-
independent set. Conjunctions can also be replaced with disjunctions.
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the user’s observation of 6; > 0; will be releasing the true values (equivalently, the
added exact noise values), which will violate DP. Instead, to provide an explanation
in such scenarios, we generate a confidence interval for the difference of two (hidden)
aggregate values o; — oj, which can include negative values (discussed in detail in
Section 4.4.1). This leads to the first problem we need to solve in the DPXPLAIN

framework:

Problem 1 (Private Confidence Interval of Question). Given a dataset D, a query
q, a DP mechanism M, a privacy budget pq, a confidence level vy, and a user ques-
tion (v, aj,>) on the noisy query answers output by M satisfying p,-2CDP, find a
confidence interval (see Definition 4.2.10) for the user question ZL,, = (Iﬁq,Iqu) for

0; — 0j at confidence level v without extra privacy cost.

In Phase-2, the framework returns a confidence interval of o; — 0; to the user. If
it is on the negative number axis or it includes zero, it is possible that o; < o;, and
the user’s observation of 6; > 6, is the result of noise added by the DP mechanism.
For such user questions, the user is given the option to stop at Phase-2. If the user
is satisfied with the confidence interval for the validity of the user question, she can

proceed to Phase-3.

Influence Function. When considering DP, the order of the explanation predicates is
perturbed by the noise we add to the influences according to the sensitivity of the in-
fluence function (discussed in detail in Section 4.4.3). To provide useful explanations,
this sensitivity needs to be low, which means the influence does not change too much
by adding or removing a tuple from the database. For example, a counting query
that outputs the database size n has sensitivity 1, since its result can only change
by 1 for any neighboring database. Following this concept, we propose the second
problem that lies at the core of the DPXPLAIN framework, which is also critical to

the problems defined below.
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Problem 2 (Influence Function with Low Sensitivity). Find an influence function 1 :

P — R that maps an explanation predicate to a real number, and has low sensitivity.

Private Top-k FExplanations. In DPXPLAIN, to satisfy DP, in Phase-3 we output
the top-k explanation predicates ordered by the noisy influences, and release the
influences and ranks of these predicates in the form of confidence intervals to describe

the uncertainty. To achieve this goal, we tackle the following three sub-problems.

Problem 3 (Private Top-k Explanation Predicates). Given an integer k, and a
privacy parameter propk, find the top-k highest influencing predicates pi,pa, ..., Pk

from P while satisfying propx-2CDP.

Problem 4 (Private Confidence Interval of Influence). Given a confidence level v, k
explanation predicates p1, pa, . .., Pk, and a privacy parameter pr, s, find a confidence
interval Ly g = (I.Lnﬂu,zglﬂu) for influence 1(p,) at confidence level 7y for each

v

we{l,... k} satisfying prnfiu-2CDP (overall privacy budget).

Problem 5 (Private Confidence Interval of Rank). Given a confidence level v, k
explanation predicates py,pa,...,px, and a privacy parameter prank, find a confi-

Y ) for rank of p, at confidence level v for each

. I
dence interval Lygne = (T rank

rank>

we {l,...,k} satisfying prank-2CDP (overall privacy budget).

4.4 Computing Explanations Under DP

Next we provide solutions to problems 1, 2, 3, 4, and 5 in Sections 4.4.1, 4.4.2, 4.4.3,
4.4.3, and 4.4.3 respectively, and analyze their properties. We summarize the entire

DPXPLAIN framework in Section 4.4.4.
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4.4.1 Confidence Interval for a User Question

For Problem 1, the goal is to find a confidence interval of o; — o; for the user
question at the confidence level v without extra privacy cost in Phase-2. We divide
the solution into two cases. (1) When the aggregation is COUNT or SUM, the noisy
difference 0, — 0; follows Gaussian distribution, which leads to a natural confidence
interval. (2) When the aggregation is AVG, the noisy difference does not follow
Gaussian distribution, but we show that the confidence interval in this case can be
derived through multiple partial confidence intervals. The solutions below only take
the noisy query result as input, which does not incur extra privacy loss according
to the post-processing property of DP (Proposition 4.2.9). The pseudo codes can be
found in . Appendix A.2.1

Confidence interval for COUNT and SUM. For a COUNT or SUM query, recall from
Section 4.2 that 0, and 0, are produced by adding Gaussian noises to o; and o; with
some noise scale o. Therefore, the difference between 0; and 0; also follows Gaussian
distribution with mean o; — 0; and scale v/20 (since the variance is 20%). Following
the standard properties of Gaussian distribution, the interval with center c as 6, — 0,
and margin m as v/2(v/20) erf () 7, or (c-m, c4+m), is a y level confidence interval
of 0; — 0; [163].

Confidence interval for AVG. For an AVG query, even the single noisy answer o;
does not follow Gaussian distribution, because it is a division between two Gaussian
variables as described in Section 4.2: 6; = 65 /6¢. Hence, first we derive partial confi-
dence intervals for of and of as discussed above, denoted by Z° and Z, individually
at some confidence level 8. Let I4 = Z9 /T¢ == {z/y | x € T%,y € I} ® to be the set

that includes all possible divisions between any numbers from Z° and Z¢. Especially,

Terf ! is the inverse function of the error function erf z = (2/4/7) 5o et dt.

81n the algorithm, we only need the maximum and the minimum of the set to construct the interval,
which can be solved by a numerical optimizer.
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if 1¢ contains zero, we return a trivial confidence interval (co, —c0) that is always
valid. Otherwise, 4 is a 23 — 1 level confidence interval for the division, as stated

in the following proposition.

Lemma 4.4.1. Given Z° and I¢ as two 3 level confidence intervals of of and o
separately, the derived interval T = {x/y | x € T,y € T} is a 28—1 level confidence

interval of of /oS .

Proof. The first inequality below is due to fact that the second event is sufficient for
the first event. The next inequality holds by applying the union bound. The full
proof is as follows:

Pr[of/of € T#] = Prof € T nof € IO = 1 — (Pr[of ¢ T°] + Pr[of ¢ T¢]) > 1 — ((1 -

Bl +1-p)=26-1 [

Furthermore, the difference 0, — 0; is a subtraction between two ratios of two
Gaussian variables, which can be expressed as an arithmetic combination of multiple
Gaussian variables: 6; — 0; = X;/Y; — X;/Y;, where X; = N(0},0%) and Y, =
N(of,c%) for t € {i,j}. Similar to Lemma 4.4.1, we can derive the confidence interval
c s

i » 07, and OJC instead of 2.

for 6; — 0; based on 4 partial confidence intervals of e
The confidence level we set for each partial confidence interval is § = 1—(1—+)/4 by
applying union bound on the failure probability 1 — v that one of the four variables
is outside its interval. After we have 4 partial confidence intervals Z%, 79, I]S , and
I]C for o, of, of , and ojc separately, similar to Lemma 4.4.1, we combine them
together as 74 = 77/ I¢ —If / ch and derive the confidence interval for o; — o, as
(inf T4, sup IA), which is guaranteed to be at confidence level . If 0 is included in

cither Z¢ or IJC, we set the confidence interval to be (00, —0) instead.
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4.4.2 Influence Function with Low Sensitivity

For Problem 2, the goal is to design an influence function that has low sensitivity.
Inspired by PrivBayes [175]. We start by adapting a known influence function to our

framework, and then adapt it to have a low sensitivity.

Our influence function of an explanation predicate with respect to a comparison
user question is inspired by the Scorpion framework [166], where the user questions
seek explanations for outliers in the results of a group-by aggregate query. The
Scorpion framework identifies predicates on input data that cause the outliers to
disappear from the output results. Given the group-by aggregation query shown in
Figure 4.7 and a group «; € dom(A), recall from Section 4.2 that the true aggregate
value for «; is 0; = agg(Aagg, 9:(D)), where g; = ¢ A (Agp = ), ie., gi(D) denotes
the set of tuples that contribute to the group «;.

Scorpion measures the influence of an explanation predicate p to some group «;
as the ratio between the change of output aggregate value and the change of group

size:

agg(gi(D)) — agg(g:(—p(D)))
9. (D))] @)

Here —p(D) denotes D — p(D), i.e., the set of tuples in D that do not satisfy
the predicate p. To adapt this influence function to DPXPLAIN, the following two

differences have to be considered.

1. First, it should measure the influence w.r.t. the comparison from the user question
(e, rj, >) instead of a single group. A natural extension is to change the target
aggregate on g; in the numerator in Equation (4.1) to the difference between the
aggregate values of two groups g;, g; before and after applying the explanation

predicate p, and change the denominator as the maximum change in g; or g; when
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p is applied. This leads to the following influence function:

(agg(gi(D)) — agg(g;(D))) — (agg(gi:(—p(D))) — agg(g;(—p(D))))
max(|g;(p(D))l, lg; (p(D))I)

(4.2)

2. Second and more importantly, in DPXPLAIN, we need to preserve DP when we
use influence function to sort and rank multiple explanation predicates, or to
release the influence and rank of an explanation predicate. Therefore, we need
to account for the sensitivity of the influence function, which is determined by
the worst-case change of influence when a tuple is added or removed from the
database. If the explanation predicate only selects a small number of tuples, the
denominator in the influence function is small and thus changing the denominator
in Equation (4.2) by one (when a tuple is added or removed) can result in a big
change in the influence as illustrated in the following example, making the adapted

influence function in Equation (4.2) unsuitable for DPXPLAIN.

Example 4.4.2 (The Issue of the Influence Sensitivity). Suppose there are two
groups oy and o; in D with 1000 tuples in each, aggregate function agg = SUM
on attribute A,y with domain [0,100], and the explanation predicate p matches
only 1 tuple from the group o; with A,y = 100 and no tuple from «;. Suppose
agg(g:(D)) = 20,000, agg(g;(D)) = 10,000, then agg(g;(—p(D))) = 19,900 and
agg(g;(—p(D))) = 10,000. Therefore, from Equation (4.2), the influence of p is
((20,000 — 10,000) — (19,900 — 10,000))/ max{1,0} = 100 on the original database
D. However, suppose a new tuple is added again with A..y = 2, which also sat-
isfies p and belongs to group «;. Now the influence in Equation (4.2) becomes
((20,002 — 10,000) — (19,900 — 10,000))/ max{2,0} = 102/2 = 51. Note that while
we added a tuple to the database contributing only 2 to the sum, it led to a change of

100-51 = 49 to the influence function because of the small denominator.

Therefore, we propose a new influence function that is inspired by Equation (4.2)
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but has lower sensitivity. Note that the denominator in Scorpion’s influence function
in Equation (4.2) acts as a normalizing factor, whose purpose is to penalize the expla-
nation predicate that selects too many tuples, e.g., to prohibit removal of the entire

database by a dummy predicate. To have a similar normalizing factor with low sen-

min(|gi (—p(D))l,|g; (—p(D)])

max([g: (D) 1o, (D)1 - FrOm

sitivity, we multiply the numerator in Equation (4.2) by
this new normalizing factor, the numerator captures the minimum of the number of
tuples that are not removed from each group, and the denominator is a constant,
which does not change for different explanation predicates and keeps the normal-
izing factor in the interval [0,1]. Similar to Scorpion, if p(D) constitutes a large
fraction of D (e.g., if p(D) = D), then the normalizing factor is small, reducing the
value of the influence. Also note that, unlike standard SQL query answering where
only non-empty groups are shown in the results, in DP, all groups from the actual
domain have to be considered, hence unlike Equation (4.1), ¢;(D), g;(D) could be
zero, hence 1 is added in the denominator to avoid division by zero. Specially, when
agg = AV G, we remove the constant denominator to boost the signal of the influence
and keep the sensitivity low, which will be discussed in the sensitivity analysis after

Proposition 4.4.4. We formally define the influence as follows.

Definition 4.4.3 (Influence and Relative Influence of Explanation Predicates).
Given a database D, a query q as shown in Figure 4.7, and a user question (o, aj, >),
the influence of an explanation predicate p is defined as 1(p; (ay, aj,>), D), or simply
I(p) when it is clear from context:

I(p) = ((agg(9:(D)) — agg(g;(D))) — (agg(gi(—p(D))) — agg(g;(—p(D)))))

max(|gi (D)l;1g; (D)[)+1

min(|gi (—~p(D))|,1g;(—p(D)]) agg € {COUNT SUM}
. ’ ’ (4.3)
min(|g;(—p(D))l,1g;(=p(D)[) ,agg = AVG

Given noisy answers 0;,0; of groups oy, «; in the result of ¢ from a DP mechanism

M, we use _f(p; (g, aj,>), D, 0;,0;), orin short f(p) when it is clear from the context,
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to denote the relative influence:

|6; — 64] ,agg € {COUNT, SUM}

4.4
61 — 6,|(max(69,69)) [ +1) ,agg = AVG 44

I(p) =1(p) / {

In DPXPLAIN, we use the relative influence I(p) only to present the importance
of the explanation predicates to the users. Intuitively, it reflects how much the group
difference o; —o; in the question is changed by the explanation predicate. We only use
0;,0; as an approximation since users do not see the true aggregate values o;,0; and
only see 6;,0; that are constants for all explanation predicates given a user question.
The true influence value I(p) is used to compute the top-k explanation predicates

and their confidence intervals of influence and rank (discussed in Section 4.4.3, 4.4.3

and 4.4.3).

The proposition below guarantees the sensitivity of the influence function. We give
an intuitive proof as follows, where the formal proofs can be found at Appendix A.1.1.
When agg = COUNT, we combine two group differences (agg(g:(D)) — agg(g;(D)))—
(agg(g:(—p(D))) — agg(g;(—p(D)))) into a single group difference as agg(g;(p(D)) —
agg(g;(p(D)), which is considered as a subtraction between two counting queries.
We prove that the sensitivity of a counting query after a multiplication with the
normalizing factor will multiply its original sensitivity by 2. Since we have two
counting queries, the final sensitivity is 4. When agg = SUM, the proof is similar
except we need to multiply the final sensitivity by Aj;** , the maximum absolute
domain value of A,4,. For AVG, we view it as a summation of 4 AVG queries that
times with min(|g;(—p(D))|, |g;(—p(D)|). Intuitively, we change AVG to SUM, and,

therefore, reduce to the case of SUM and bound the sensitivity. This sensitivity now

becomes relatively small since we have amplified the influence.

Proposition 4.4.4. [Influence Function Sensitivity] Given an explanation predicate

p and an user question with respect to a group-by query with aggregation agg, the
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following holds:
1. If agg = COUNT, the sensitivity of 1(p) is 4.

2. If agg = SUM, the sensitivity of I(p) is 4 ATe*.

agg

3. If agg = AV G, the sensitivity of I(p) is 16 ATe*.

agg

Intuitively, the sensitivity of I(p) is low. When agg = COUNT, 1(p) is O(n)
and Ay is O(1), where n is the size of database. When agg € {SUM, AVG}, 1(p)
is O(nA7e") and Ay is O(A7ST). Therefore, the sensitivity of influence Ay is low
comparing to the influence itself. However, as the example below shows, if we define

the influence function for AV G the same way as COUNT or SUM, both I(p) and

Ap will become O(A74:"), which makes the sensitivity (relatively) large.

Example 4.4.5 (The Issue with AVG Influence.). Consider an AV G group-by
query with aggregation on an attribute with domain [0,100], and an explanation
predicate p such that for group c; we have 2 tuples with AVG(g;(D)) = 100/2 =
50, AVG(gi(—p(D))) = 0/1 = 0, and for group «; we have two tuples with
AVG(g;(D)) = 100/2 = 50 and AV G(g;(—p(D))) = 100/2 = 50. Suppose we define
the influence function for AVG the same way as COUNT or SUM, therefore the
influence of p in Equation (4.3) is I(p) = ((50—50) — (0—50))(min(1,2)/(max(2, 2) +
1) = 50/3. However, suppose we remove a tuple and g;(—p(D)) becomes 0, now the
influence in Equation (4.3) becomes 0. Note that a single removal of a tuple com-
pletely changes the influence to 0, and this change is equal to the influence itself,

which is (relatively) large.

There are two other observations about the influence functions. First, recall that
the user question “why (a;, oj, >)” is asked based on the noisy results 6, > ¢;, while

the influence function uses the true results, i.e., even if they show the reverse trend
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0; < 0;, still we consider agg(g;(D)) — agg(g;(D)) in the influence function. Second,
I(p) could be either positive or negative. When it is positive, it means that removing
the tuples satisfying p makes the group difference smaller, and therefore it helps
explain the question. When it is negative, it has the opposite effect. We find that

the influence function is not monotone and will discuss in Appendix A.2.4.

4.4.3 Private Top-k Explanations

In this section, we discuss the computation of the top-k explanation predicates and

the confidence intervals of influences and ranks.

Problem 3: Private Top-k Explanation Predicates

The goal is to find with DP the top-k explanation predicates from a set of explanation
predicates P in terms of their (true) influences I(p), which is the first step in Phase-3
of DPXPLAIN (Figure 4.6). Note that simply choosing the true top-k explanation

predicates in terms of their I(p) is not differentially private.

In DPXPrLAIN, we adopt the One-shot Top-k mechanism [63, 62] to privately
select the top-k. It works as follows. For each explanation predicate p € P, it adds
a Gumbel noise ? to its influence with scale ¢ = ZAI\/W, where Aj is the
sensitivity of the influence function (discussed in Proposition 4.4.4), reorders all the
explanation predicates in a descending order by their noisy influences, and outputs
the first k£ explanation predicates. It satisfies proi-zCDP [63, 59, 33, 141, 62], since
it is equivalent to iteratively applying k exponential mechanisms [69], where each
satisfies €2/8-zCDP [63, 59, 33, 141] and € = +/8propr/k [63, 62]. Therefore, in total
it satisfies (ke?/8)-zCDP by the sequential composition property (Proposition 4.2.9)

which is also prepr-zCDP. The returned list of top-k predicates is close to that of

9For a Gumbel noise Z ~ Gumbel (o), its CDF is Pr[Z < z] = exp(— exp(—z/0)).
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the true top-k in terms of their influences, of which the proof is based on the utility
proposition of exponential mechanism in Theorem 3.11 of [69]. We summarize the
properties of this approach in the following proposition and defer the pseudo codes

and proof to Appendix A.2.1 and Appendix A.1.2.

Proposition 4.4.6. Given an influence function I with sensitivity A, a set of expla-

nation predicates P, a privacy parameter propr and a size parameter k, the following

holds:

1. One-shot Top-k mechanism finds k explanation predicates while satisfying propi-

2CDP.

2. Denote by OPTY the i-th highest (true) influence, and by M the i-th ex-
planation predicate selected by the One-shot Top-k mechanism. For YVt and
Vie{l,2,...,k}, we have

2A1

Pr{I(MYD) < OPT® —
8pTopk/k

(In(|P) +t)| <e? (4.5)
Example 4.4.7. Reconsider the user question in Figure 4.4. For this question, we
have in total 103 explanation predicates as the set of explanation predicates. The pri-
vacy budget propr = 0.05, the size parameter k = 5, and the sensitivity A; = 16. For
each of the explanation predicate, we add a Gumbel noise with scale o = 113 to their
influences. For example, for the predicates shown in Figure 4.5, their noisy influences
are 990, 670, 645, 475, 440, which are the highest 5 among all the noisy influences.
The true influences for these five ones are 547, 501, 555, 434, 118. To see how close
it is to the true top-5, we compare their true influences with the true highest five in-
fluences: 555, 547, 501, 434, 252, which shows the corresponding differences in terms
of influence are 8, 46, 54, 0, 134. By FEquation (4.5), in theory the probability that

such difference is beyond 864 is at most 5%. Finally, we sort explanation predicates
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by their noisy scores and report the top-k. The order of the explanation predicates
will be further sorted by their relative influence and rank confidence intervals, which

will be discussed in Section 4.4.4.

Problem 4: Private Confidence Interval of Influence

The goal is to generate a confidence interval of influence I(p) (Definition 4.4.3) of each
explanation predicate I(p;), I(p2), ..., I(px) from the selected top-k (Section 4.4.3).
For each I(p;), we apply the Gaussian mechanism (Theorem 4.2.8) with privacy bud-
get prnfiu/k to release a noisy influence L with noise scale 0 = A/ \/W The
sensitivity term Ay is determined by Proposition 4.4.4. Following the standard prop-
erties of Gaussian distribution, for each I(p;), we set the confidence interval by a
center ¢ as I; and a margin m as v/20 erf (%), or (c-m, c+m), as a ~y level confidence
interval of I(p;) [163]. Together, it satisfies pyy, s1,-zCDP according to the composition

property by Proposition 4.2.9. Pseudo codes can be found in Appendix A.2.3.

Problem 5: Private Confidence Interval of Rank

The goal is to find the confidence interval of the rank of each explanation predicate
from the selected top-k (Section 4.4.3).

Given an explanation predicate p € P, we denote the rank of p w.r.t. the database
D by rank(p; D, P, 1), where the rank is the natural ordering of the predicates imposed
by their (true) influences according to the influence function I. For simplicity, we omit
D,P,I from the notation, leaving us with rank(p). Since rank is assumed to be a
one-to-one function, we also consider rank™'(¢; D, P, 1), or simply rank '(t), for an
integer 1 < ¢t < |P| that returns the predicate ranked in the the ¢t-th place according
to I. DPXPLAIN aims to privately report a confidence interval of rank(p). For

example, Z,qnr = [1,|P]] is a trivial confidence interval which has no privacy loss and
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always includes the true rank.

Unlike the sensitivity of the influence function, the sensitivity of rank(p) is high,
since adding one tuple could possibly changing the highest influence to be the lowest
and vice versa. Fortunately, we can employ a critical observation about rank and

influence.

Proposition 4.4.8. Given a database D, a set of predicates P, an influence function
I with global sensitivity A1, and an integer 1 < t < |P|, I(rank™'(t)) has global

sensitivity Ay.

The intuition behind this proof is that, fixing an explanation predicate p =
rank_l(t), for a neighboring database, if its influence is increased, its rank will be
moved to the top and push down other explanation predicates with lower influences,

so the influence at the original rank of p in the neighboring database is still low.

Algorithm for rank confidence interval. Given this observation, we devise an binary-
search based strategy to find the confidence interval of rank for the target explanation
predicate. Algorithm 4 summarizes this approach. It takes as input explanation
predicates pi,po,...,pr, and outputs confidence intervals of the ranks for all the
explanation predicates at confidence level v and satisfies pguni-zCDP.

In line 1, RANKBOUND takes four parameters: an explanation predicate p, a pri-
vacy budget p, a sub confidence level 5 and a direction dir € {—1,+1}. It guarantees
that it will find a lower (dir = —1) or upper (dir = +1) bound of rank with confi-
dence 3 for the explanation predicate p using privacy budget p. In line 2, we set the
maximum depth N of the binary search. In line 3, we set the noise scale o_; or o1,
which depends on the sensitivity of I(p) — I(rank'(¢)) (in line 8), which is 2Ar; and
the number of Gaussian mechanisms used in the binary search, which is N. In line 4,
we set the margin &, or €1, which will be discussed in line 9. In line 5, we initialize
the binary search by setting two pointers, ¢, and ts;gn, as the first and last rank.
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In lines 6-12 there is a while loop for the binary search. In line 7, we pick a rank
that is at the middle of two pointers. In line 8, we add a Gaussian noise with scale o
to the difference between the influence of the target explanation predicate p and the
influence of the explanation predicate that has rank ¢. From line 9 to 11 we update
one of the pointer according to the relationship between the noisy difference and the
margin &g, If we are trying to find a rank upper bound (dir = +1), we want the
binary search to find the rank such that the difference (without noise) is above zero.
Due to the noise injected, even if the noisy difference is above zero, the true difference
could be negative. To secure the goal with high probability, we requires the noisy
difference to be above a margin &4,., as shown in line 9. In this case, we narrow down
the search space by moving tp;,, to max{t — 1,1}. The strategy is similar when we
are looking for a rank lower bound (dir = —1).

Now, we describe the usage of the sub-routine RANKBOUND. We repeat the
following for each explanation predicate. In line 16, we allocate an even portion from
the total privacy budget prenk, and set the sub confidence level to f = (y + 1)/2
so the final confidence interval has confidence level 23 — 1 = ~ by the rule of union
bound. In lines 17, we divide the privacy budget p, and make two calls to the sub-
routine RANKBOUND to find a rank upper bound and a rank lower bound for the
explanation predicate p,, and finally merge them into a single confidence interval.
We spend more budget for the rank upper bank since this is more important in the

explanation.

Example 4.4.9. Figure 4.8 shows an example of RANKBOUND for finding the upper
bound of the confidence interval for rank(p) for some explanation predicate p. Assume
rank(p) = 3. The upper part of the figure shows the influences of all the explanation
predicates in a descending order, and the lower part shows the status of the binary

search pointers in each loop. The search contains three loops starting from ti,, = 1
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Algorithm 4 Compute Confidence Interval of Rank

Input: A dataset D, a predicate space P, an influence function I with sensitivity
Ay, k explanation predicates pi,po,...,pr, a confidence level v, and a privacy
parameter prank-

Output: A list of y-level confidence intervals of the influence rank(p,; D, P,I) for
uwe{l,2,...,k}.

1: function RANKBOUND(p, p, 3, dir)

2 N [log,|P]]

3 ogir < (2A1)/4/2(p/N)

4 gy — Oapr/2I(N/(1 = B)) x dir

5: Liow, thigh < 1, |77|

6

7

8

9

while thigh > tiow do
t [thigh+tzowJ

5« I(p) — I(rank '(2)) + N(0, 0?)
if § > &y, then tp;y, < max{t —1,1}

10: else typ, < min{t + 1, |P|}
11: end if

12: end while

13: return ¢,

14: end function

15: for u — 1,2,...,k do

16: P, B < pRrank/k, (v +1)/2

17: Z, < (RANKBOUND(p,,0.1p, 8, —1), RANKBOUND(p,,, 0.9p, 8, +1))
18: end for

19: return Z,,Zs, ..., 72
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and thign = 15. Within each loop, to illustrate the idea, it is equivalent to adding

a Gaussian noise to I(rank ' (t)), which is shown as a blue circle, compare it with

I(p) — &, which is shown as a dashed line, and update the pointers accordingly. For

example, the blue arrows in the upper part illustrates how the pointers are updated

from iteration 1 to iteration 2. The pointer thgn is moved from 15 to 7 since the blue

circle in iteration 1 is in the green region. Finally it breaks at tjon = thigh = 5.

3 The rank of the target
O explanation predicate p.

O The influence of the target
explanation predicate p.

............. ‘I’.f?}. —e I(p) =€
3

The region that we update
tiow < min(t + 1,|P])
The region that we update
thigh < max(t -1, 1)
O The influence of an

explanation predicate.

1 The noisy influence at rank ¢

+. 1. selected in aloop.

Pointer update from iteration
1 to iteration 2.

Influence
O

\4 \4 \
&1/ 2 3 4 5 6 7 8 910 1 12 13 14 15

Lhigh

Loop
1 tlow t
2 | tiow t thigh o
3 tiow 1 Lhigh fhian
"|Rank  f,

The pointers of the binary search.

The rank that we check whether
it is a rank bound in a loop.

1 2 3 4 5 6 7 8 910 11 12 13 14 15

Figure 4.8: Illustration of RANKBOUND for finding the upper bound of the confi-

dence interval for rank(p).

We now show that Algorithm 4 satisfies the privacy requirement, and outputs

valid confidence intervals, of which the lower and upper bounds are close to the

target explanation predicate in terms of their influences (see Example 4.4.11). In

Section 3.7, we show that the interval width is empirically small.
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Theorem 4.4.10. Given a database D, a predicate space P, an influence function
I with sensitivity Ay, k explanation predicates pi,po,...,pr, a confidence level v,
and a privacy parameter prank, Algorithm 4 returns a list of confidence intervals
T1,Zs, ..., Ly such that
1. Algorithm 4 satisfies prank-2CDP.
2. ForVue{1,2,...,k}, Z, is a vy level confidence interval of rank(p,).
8. For Yu e {1,2,...,k} and Yo = 0, the confidence interval T, = (I%,IY) sat-
isfies Pr[A < I(p,) < B] = 1 — 2e™® where A = I(rank *(Z%)) — (|¢21] +
o_17/2(x +In N)) and B = I(rank " (ZY)) + (|€41] + 0414/2(z + In N)).

Example 4.4.11 (Rank CI Utility). Suppose we have 100 explanation predicates
with influences 9900, 9800, ..., 0. Fix parameters proy = 1.0, k = 5, A = 1,
v = 0.95, which gives N = 7, 01 = 26, {£1 =89, 0,1 =9, &1 = 30. Now
we focus on estimating the possible rank confidence interval of ps. Assume the true
rank of p3 is & and thus I(p3) = 9500. According to Item 3 from Theorem 4.4.10,
we have Pr[l(rank™(Z%)) — 200 < I(p3) < I(rank '(ZY)) + 67] = 99.8%. Since
I(rank *(3)) = 9700 and I(rank™'(5)) = 9500, for this instance, Pr[T = 3 A I <
5] = 99.8%, which ensures that the final released confidence interval is tight around

the true rank 5.

The proof of item 1 follows from the composition theorem and the property of
Gaussian mechanism [30]. The proof of item 2 and item 3 is based on the property

of the random binary search. We defer the formal proofs to Appendix A.1.2.

4.4.4 Putting it All Together

After we selected top-k explanation predicates (Section 4.4.3), and constructed the
confidence intervals of their influences (Section 4.4.3) and ranks (Section 4.4.3), the

final step is to combine them together into a single explanation table as defined
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below. Since the absolute influence is hard to interpret, we use relative influence
instead to present to the users, which is achieved by dividing the pre-computed
bounds by [6; — 6;| when agg € {COUNT, SUM} or by |6; — 6;](max(6{,65)) + 1)
when agg = AV G according to Definition 4.4.3. Since this table contains the numbers
about influences and ranks, users may expect the table to be sorted accordingly. We
sort the selected top-k explanations by the upper bound of the relative influence CI

in an descending order; if there is a tie, we further sort by the upper bound of the

rank confidence interval in an ascending order.

Definition 4.4.12 (Explanation Table containing top-k explanations). Given a
database D, a group-by aggregate query q as shown in Figure 4.7, a user question

(04,5, >), a predicate space P, a confidence level v, and an integer k, a table of top-

k explanations is a list of k 5-element tuples (pu,Ifelmﬂu“,IT(,Jelmﬂu“,Ifanku,Igmku)
foru =1,2,... k such that p, is an explanation predicate, (Ifelmﬂ%, I’rI‘Jelinfluu) 5
L

a confidence interval of relative influence I(p,) with confidence level ~, and (Z ks

TV ) is a confidence interval of rank(p,) with confidence level ~y

We summarize the privacy guarantee of our DPXPLAIN framework as follows: (i)
the private noisy query answers returned by Gaussian mechanism in Phase-1 satisfy
p~zCDP together (see Section 4.2) ; (ii) Phase-2 only returns the confidence intervals
of the noisy answers in Phase-1 as defined by the Gaussian mechanism and does not
have any additional privacy loss (discussed in Section 4.4.1) ; (iii) Phase-3 returns
k explanation predicates and their upper and lower bounds on relative influence
and ranks given a required confidence interval, and uses three privacy parameters
PTopks Plnfius PRank (discussed in Section 4.4.3, 4.4.3 and 4.4.3). The following theorem

summarizes the total privacy guarantee.

Theorem 4.4.13. Given a group-by query q and a user question comparing two
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aggregate values in the answers of q, the DPXPLAIN framework guarantees (p, +

PTopk + Pinfiu + PRank)-2CDP.

4.5 Evaluation

We evaluate the quality and efficiency of the explanations generated by DPXPLAIN.

In particular, we examine the following questions:

1. How accurate is the noise interval generated by DPXPLAIN in capturing the

true answer to the initial query in Phase-27

2. How accurate is the noisy top-k compared to the true top-k and how precise are
the descriptions of these predicates in terms of influence and rank confidence

intervals in Phase-37

3. How efficient is DPXPLAIN in preparing the explanations?

We have implemented DPXPLAIN in Python 3.7.4 using the Pandas [157],
NumPy [86], and SciPy [161] libraries. All experiments were run on Intel(R)
Core(TM) i7-7700 CPU @ 3.60GHz with 32 GB of RAM. The source code can be
found in [1].

4.5.1 Experiment Setup

We next detail the data, queries, questions, and parameters used in the experiments.

Datasets. We consider two datasets in our experiments.

e [PUMS-CPS: A dataset of Current Population Survey from the U.S. Census Bu-
reau [79]. We focus on the survey data from year 2011 to 2019. The dataset
contains 8 categorical attributes where domain sizes vary from 3 to 36 and one
numerical attribute. The attribute AGE is discretized as 10 years per range, e.g.,
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[0,10] is considered a single value. To set the domain of numerical attributes, we

only include tuples with attribute INCTOT (the total income) smaller than 200k

as a domain bound. The total size of the dataset is over one million.

e Greman-Credit: A corrected collection of credit data [84]. This dataset includes

20 attributes where the domain sizes vary from 2 to 11 and a numerical attribute.

Attributes duration, credit-amount, and age are discretized. The domain of at-

tribute good-credit is zero or one. We synthesize the dataset to 1 million rows

by combining a Bayesian network learner [13] and XGBoost [29] following the

strategy of QUAIL [142].

Queries and Questions. The queries and questions used on the experiments are shown

in Table 4.1.

Table 4.1: Queries and questions for the experiments. The column Valid indicates

it is a valid question or not.

Data Query Question Valid
q1: AVG(INCTOT) by SEX I1: Why Male > Female ? Yes
IPUMS- 12: Why Grandchild > Foster children 7 Yes
CPS g2 AVG(INCTOT) by RELATE 13: Why Head/householder > Spouse ? No
. I4: Why Bachelor > High school ? Yes
g3 AVG(INCTOT) by EDUC 15: Why Grade 9 > None or preschool ? No
qa: AVG(good-credit) by status G1: Why no balance > no chk account ? Yes
German- . G2: Why car (new) > car (used)? Yes
Credit g5+ AVG(good-credit) by purpose G3: Why business > vacation ? No
. . . G4: Why “< 1yr” >“>=Tyrs" ? Yes
g6: AVG(good-credit) by residence G5: Why “[1, 4) yrs” > “[4, 7) yrs” ? No

Default setting of DPXPLAIN. We consider the following default algorithm parame-

ters: pg = 0.1, propr = 0.5, prnfiu = 0.5, prank = 1.0,y = 0.95, & = 5, and the number

of conjuncts [ = 1, which defines the set of explanation predicates P including those

satisfying Definition 4.3.3 with a fixed .
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4.5.2 Qualitative Analysis

Case-1, IPUMS-CPS. We present a case study with the dataset IPUMS-CPS. All
parameters are set by default. In Phase-1, the user submits a query ¢; from Table 4.1,
and gets a noisy result: (Female, 31135.25) and (Male, 45778.46). The truth are
(Female, 31135.78) and (Male, 45778.39) but hidden from the user. Next, in Phase-
2, since there is a gap of 14643.21 between the noisy avg-income from two groups, the
user asks a question I1 from Table 4.1. The framework then quantifies the noise in
the question by reporting a confidence interval of the difference between two groups
as (14636.63, 14649.79). Since the interval does not include zero, the framework
suggests that this is a valid question, which is correct. Finally, in Phase-3, the
framework presents top-5 explanations to the user as Figure 4.9 shows. The last two
columns are the true relative influences and true ranks. We correctly find the top-5
explanation predicates, and the first and fourth explanations together suggests that
a married man tends to earn more than a married woman, which is supported by
the wage disparities in the labor market. The second and third explanations also
matches the wage disparities within the educated group and white people. The total

runtime for preparing the explanation by Phase-2 and Phase-3 is 67 seconds.

explanation predicate Rel Influ 95%-CI Rank 95%-CI| Rel Influ  Rank
L U L U (hidden) (hidden)
RELATE = “Head/householder” 11.49% 11.82% 1 1 11.69% 1
EDUC = “Bachelor’s degree” 6.81% 7.13% 2 3 6.89% 2
RACE = “White” 6.15% 6.47% 2 5 6.16% 3
RELATE = “Spouse” 5.53% 5.86% 2 5 5.67% 4
CLASSWKR = “NIU” 3.62% 3.94% 2 6 3.98% 5

Figure 4.9: Phase-3 of DPXPLAIN for the case IPUMS-CPS.

Case-2, German-Credit. We now present another case study over the dataset

German-Credit. All parameters are set by default. In Phase-1, the user submits
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a query g4 from Table 4.1, and gets a noisy result: (“no checking account”, 0.526571)
and (“no balance”, 0.574447). The true result is (“no checking account”, 0.526574)
and (“no balance”, 0.574466) but this is hidden from the user. Next, in Phase-2,
since there is a gap of 0.047876 between the noisy avg-credit from two groups, the
user asks a question G1 from Table 4.1. The framework then quantifies the noise in
the question by reporting a confidence interval of the difference between two groups
as (0.047786, 0.047967). Since the interval does not include zero, the framework
suggests that this is a valid question, which is correct. Finally, in Phase-3, the frame-
work presents top-5 explanations to the user as Figure 4.10 shows. The last two
columns are the true relative influences and true ranks. We correctly find the top-5
explanations, and the first explanation suggests that for a person who has already
had a credit in the bank, the bank tends to mark its credit as good if she has a
checking account even with zero balance with higher probability than the case of no
account, which is consistent to the intuition that a person having a credit account
but no checking account is risky to the bank. The total runtime for preparing the

explanation by Phase-2 and Phase-3 is 40 seconds.

explanation predicate Rel Influ 95%-CI Rank 95%-CI| Rel Influ  Rank
L U L U (hidden) (hidden)

existing-credits = “1” 76.18% T77.25% 1 1 76.92% 1

job = “skilled employee / 69.92% 70.99% 1 2 70.69% 2

official”

sex-marst = “male : 53.88% 54.95% 2 4 54.22% 3

married/widowed”

credit-amount = (500, 2500]” 48.68% 49.75% 2 ) 49.47% 4

credit-history = “no credits 47.70% 48.77% 4 ) 48.36% 5

taken/all credits paid back

duly”

Figure 4.10: Phase-3 of DPXPLAIN for the case German-Credit.
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4.5.3 Quantitative Analysis

We detail our experimental analysis for the different questions and configurations of

DPXPLAIN. All results are averaged over 10 runs.

Correctness of noise interval. In Phase-2 of DPXPLAIN, user has the option to
either stop or proceed based on the confidence interval of the question. We evaluate
a simple strategy for judging the validity of the question by whether the confidence
interval includes numbers on the negative axis or not. We evaluate the accuracy
of this strategy by dividing the questions from Table 4.1 into two categories: valid
and invalid, and report the fraction that our framework successfully suggests the
correct validity of the question. From Figure 4.11, we find that 8 out of 10 questions,
either valid or invalid, are suggested correctly with accuracy 100% given a wide
range of privacy budget of query p,. However, there are two questions, 12 and I5,
only show high accuracy given a large privacy budget as p, = 10. One reason is
that the minimum group size involved in these questions are small compared to other
questions, and therefore the partial confidence intervals at the denominators of the
AV G query are low, which makes the final confidence intervals wider and tend to
include negative numbers when it should not. For 12, the minimum group size is at
least 600 times smaller than other questions about IPUMS-CPS while this number

for 15 is 60.

Accuracy of top-k explanation predicates. In Phase-3 of DPXPLAIN, we first select
top-k explanation predicates. We measure the accuracy of the selection by Preci-
sion@k [89], the fraction of the selected top-k explanation predicates that are actually
ranked within top-k. See Appendix A.3.1 for another experiment on the full ranking.
From Figure 4.12a, we find that the privacy budget of top-k selection pr,py; has a
positive effect to Precision@k at k = 5 for various questions. When prq,,r = 1.0, all

the questions except 12 and I5 have Precision@k > 0.8. The selection accuracy of
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Figure 4.11: Accuracy of question validation by DPXPLAIN.

question 12 and I5 are generally lower than other questions. This is because they have
small group sizes, and therefore the influences of explanation predicates are small and

the ranking are perturbed by the noise more significantly.

From Figure 4.12b, we find that the trend of Precision@k by k is different across
questions and there is no clear trend that Precision@k increases as k increases. For
example, for G3, it first decreases from k=3 to k=5, but increases from k=5 to k=6.
When k = 3, most questions have high Precision@k; this is because the highest three
influences are much higher than the others, which makes the probability high to in-
clude the true top three. When k is large, for explanation predicates that have similar
scores, they have equal probability to be included in top-k and therefore the top-k
selected by the algorithm are different from the true top-k selections. The relation-
ship between Precision@k and k depends on the distribution of all the explanation
predicate influences. We also study the relationship between Precision@k at k=5
with the conjunction size [. For two questions I1 and G1, their Precision@k keep
to be 1.0 when [ is changed among 1,2, and 3. Although the size of explanation
predicates grows exponentially with the conjunction size [, DPXPLAIN can select

top-k accurately even from a large space.

Precision of relative influence and rank confidence Interval. In Phase-3, the last step
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Figure 4.12: Precision@k of top-k selection by DPXPLAIN.

is to describe the selected top-k explanation predicates by a confidence interval of
relative influence and rank for each. To measure the precision of the description, we
adopt the measure of interval width [78]. Figure 4.13 illustrates the average width of
k confidence intervals of relative influence and rank. From Figure 4.13a and 4.13b,
we find that the increase of privacy budget pry 1, and prani shrinks the interval width
of relative influence CI and rank CI separately. In particular, when pr,f, = 0.5, 6
out of 10 questions have the interval width of relative influence CI < 0.015 ; when
Prank = 1.0, 2 questions have the interval width of rank CI < 2 and 6 questions have
this number < 10.

We also measure the effect of confidence level 7 to the confidence interval by
changing v from 0.1 to 0.9 by step size 0.1 and from 0.95 and 0.99. The results show
that it has a non-significant effect to the interval width, as it changes < 0.02 for the
influence CI of 6 questions, and changes < 5 for the rank CI of 8 questions.
Runtime analysis. Finally, we analyze the runtime of DPXPrLAINfor preparing the
explanations from Phase-2 and Phase-3. From Figure 4.14a, a runtime breakdown
in average for all the questions from Table 4.1 with total runtime 32 seconds in
average, shows that 88% of the time is used for the top-k explanation predicate

selection procedure, especially on computing the influences for all the explanation
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Figure 4.13: The width of confidence intervals by DPXPLAIN.

predicates. The next highest time usage is for computing the confidence interval of
influence, which needs to evaluate each sub queries. For the step noise quantification
and confidence interval of rank, the time usage is not significant since the first only
needs to find the image of two intervals and the second is a binary search. From
Figure 4.14b, we find the runtime is linearly proportional to the size of explanations
k, and the difference between questions is due to the difference of group sizes. We
also find the runtime is exponentially proportional to the number of conjuncts [: for
[ = 1,2,3, the runtime about question I1 is 67, 3078 and 79634, and for question
G1 it is 40, 1587 and 39922 (in seconds). This is because the number of explanation

predicates grows exponentially to the number of conjuncts (.

Summary of our findings.

1. DPXPLAIN can correctly suggests the validity of the question with 100%

accuracy for 8 out of 10 questions at p, = 0.1.

2. DPXPLAIN can select at least 80% of the true top-5 explanation predicates
correctly for 8 out of 10 questions at prer = 0.5, and the associated confidence
intervals of relative influence have width < 0.015 for 6 questions at pry, ¢, = 0.5

and the confidence intervals of rank have width < 10 for 6 questions at praur =
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Figure 4.14: Runtime analysis of DPXPLAIN.

1.0.

3. The runtime of DPXPLAIN for preparing the explanations is in average 32

seconds for the 10 examined questions.

4.6 Related Work

We next survey related work in the fields of differential privacy and explanations
for query results. To the best of knowledge, this is the first work that considers
augmenting query results with explanations while satisfying differential privacy.

FEzxplanations for query results. The database community has explored this subject in
multiple previous works [51, 91, 90, 110, 34, 158, 52, 128, 129, 117, 140, 130, 115, 166,
144, 143]. Proposed approaches include provenance [51, 91, 90, 110, 34, 158, 52, 111],
causality [128, 129], Shapley value [117, 140], Patterns [130, 115], and predicates
[166, 144, 143]. We note that works that consider individual tuples or explicit tuple
sets in any form as explanations (e.g., [128, 111, 51, 117]) cannot be applied in our
setting since they would directly violate DP, thus, approaches that use predicates
as summarized explanations are more practical. Among these, Scorpion [166] has
focused on explaining outliers in query results with the most influential predicate,
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as mentioned in Section 4.4.2. Our influence function is based on this work, but
has been augmented to deliver accurate results while satisfying DP. Another line of
work on predicate explanations that inspired this paper [144, 143] has considered
explanations for user questions of a slightly different format while measuring the
effect of the predicates using causal paths in the database. While these approaches
have certainly influenced our work, DPXPLAIN was developed specifically to satisfy

DP, which has required a novel framework and solutions that support it.

Differential privacy. The most relevant fields of differential privacy to this work
includes private SQL query answering [106, 164, 107, 94, 122, 155, 60}, private confi-
dence interval [77, 44, 28], private selection [137, 63, 18, 126, 35, 125, 57, 27, 116, 32,
109, 156, 23], private quantile [81, 98, 10, 43, 66, 112, 149] and private rank aggrega-
tion [170, 87, 148]. Private SQL query answering systems such as PrivateSQL [106]
considers a workload of selective counting queries with or without joins on a multi-
relational database, while our framework focuses on a single group-by query with
three different aggregations. The selection of top-k candidates is well-studied by the
community, such as one-shot top-k [137], while we focus on designing a low-sensitive
influence function to boost the utility of top-k selection. Private confidence interval
is a new trend of estimating the uncertainty under differential privacy, however the
current bootstrap based methods, such as [77], measure the uncertainty from both
the sampling process and the noise injection, while we only focus on the second part.
The most relevant work to the private rank estimation in our framework is private
quantile, such as [81], and private rank aggregation, such as [87]; however, neither of

them can be directly applied to our setting.

Privacy and provenance. As mentioned above, provenance is often used for explain-
ing query results. Within the context of provenance privacy [45, 46, 22, 147, 145, 12,

153, 42], one line of work [45, 46, 47| studied the preservation of workflow privacy,
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with a privacy criterion inspired by [-diversity [119] and k-anonymity [152]. A recent
work [53] explored what can be inferred about the query from provenance-based ex-
planations and found that the query can be reversed-engineered from the provenance
in various semirings [82]. To account for this, a follow-up paper [50] proposed an
approach for provenance obfuscation that is based on abstraction. This work uses
k-anonymity [152] to measure how many ‘good’ queries can generate concrete prove-
nance that can be mapped to the abstracted provenance, thus quantifying the privacy

of the underlying query.

4.7 Discussions and Future Work

We propose a formal framework to explain a user question over a group-by aggregate
query answer (COUNT, SUM, or AVG) under DP with three phases: private query
answering, question validation and private explanation table. We adapt the influence
function [166] to the setting of differential privacy by reducing its sensitivity. We also
propose the algorithms for computing the confidence intervals of questions, relative
influences and ranks.

There are a few directions worthy exploring in the future. First, a tighter analysis
to the sensitivity of the influence function is the key to the successful application
of differential privacy. Second, the complexity of the top-k selection algorithm is
high since it needs to iterate over all the explanation predicates, leaving room for
future improvements. Finally, extending the framework to more types of queries and

questions is also an important direction.
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Chapter 5

Related Work

In this chapter we give an overview of the application of differential privacy to SQL
queries besides the related work discussed by Chapter 3 and Chapter 4. Section 5.1
summarizes two dimensions in this field. Section 5.2 discuss the approaches of an-
swering non-linear SQL queries. Section 5.3 discuss the approaches of synthetic data

generation for answering unlimited SQL queries.

5.1 Different Dimensions of Problems

It is not yet known whether there is a single mechanism that can provide strong
utility guarantee for all problems while satisfying differential privacy. These problems
could vary in scope and complexity. For example, one problem is to answer a set of
statistical queries, and another problem is to release a synthetic data set such that
it could be used to answer a set of statistical queries. Meanwhile, these statistical
queries could either be linear queries or non-linear queries. From these examples, we
observe that problems could be categorized by different characteristics on different
dimensions. In this section, we discuss the problems that are commonly studied in

differential privacy community in different dimensions.

e Linear vs non-linear queries
Queries like histogram, marginal and range counting queries are all linear
queries. Linear queries are queries that can be expressed as a linear combi-
nation of individual weights. The global sensitivity for a linear query is thus
bounded by the maximal weight times the maximal factor. However, for non-

linear queries, the global sensitivity could be much higher or even unbounded.
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For example, a triangle counting query, which is to count the number of tri-
angles in a graph, has global sensitivity unbounded since there always exists a
graph such that adding a node or edge can increase the number of triangles by
an arbitrary high number. Adding Laplace noise scaled to the global sensitivity
is thus meaning less in this case, so for non-linear queries a different mechanism

design should be considered.

Synthetic vs query answering

When we are designing a system that can both protect the data privacy and
provide utility for the data analysts, we are facing two choices: one is to make
the system interactive, which is to take the queries from the data analysts and
return the answers interactively. Another is to make the system non-interactive,
which is to release a synthetic data set on which data analysts can use to answer
queries. In the interactive setting, system can choose a mechanism tailored to
the queries of interest [105]. However, the privacy budget may run out and no
future queries could be answered. When synthetic data is released, arbitrary
queries or even complex learning tasks can be performed on the synthetic data
set. However, the synthetic dataset will not be accurate for all query/analytics

tasks.

There is a large scope of query answering problems that are studied in the differ-
ential privacy community, such as range counting queries [88], marginal queries,
graph queries, linear regressions and so on. For the synthetic data generation
problem, approaches include density estimation, using domain decomposition,

probabilistic graphical models and ML approaches like GANs.
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5.2 Non-linear Query Answering

Non-linear queries are queries that cannot be expressed as the weighted summation
of data elements. Examples include quantile queries, join-count queries, and graph
queries. Most DP mechanisms are designed for linear queries. For non-linear queries,
the global sensitivity is not clear and naively applying Laplace mechanism may fail

to follow DP.

5.2.1 Smooth Sensitivity

For a linear query, the global sensitivity is determined by the max weight in the query.
For example, the global sensitivity is 1 for a common predicate-counting query where
each weight is one or zero. To answer such a linear query under e-differential privacy,
one approach is apply the Laplace mechanism which adds a Laplace noise scaled to
the global sensitivity of the query divided by the privacy budget e. However, for
a non-linear query, the global sensitivity is often much larger. For example, for a
median query on a data set with domain [0, A], the global sensitivity is A. Consider
a data set with 2n + 1 elements such as {0,0,..., A, A} where n are 0 and n+ 1 are A.
The median is this case is A. However, under bounded differential privacy, consider
a neighboring database by changing the n + 15! element from A to 0; the median
drops to 0. This example shows that the global sensitivity of median is A, and thus
releasing the median using Laplace mechanism could result in meaningless outputs
when A is very large or the number of elements is small. This is surprising, since
the median is less sensitive especially for large datasets, but the noise introduced by

Laplace mechanism is not decreasing as we increase the data size.

One way to reduce the noise needed to achieve differential privacy is to replace
global sensitivity with a measure of sensitivity on the specific database instance.

Local sensitivity is the maximum query difference between the input database and
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all its neighboring data sets. For measures like the median, the local sensitivity
varies depending on the input database. For the pathological example above, the
local sensitivity is still A. However, for a database with 2n + 1 elements with the
same value in the positions n, n+1 and n+ 2, then the local sensitivity is 0! However,
the local sensitivity itself is a sensitive information of the data (e.g. for the case of
median you can tell the values in positions n, n+ 1 and n+ 2 are the same when local
sensitivity is 0). Hence, adding Laplace noise scaled to the local sensitivity is does not
guarantee differentially privacy. To connect local sensitivity to differential privacy,
Kobbi Nissim, Sofya Raskhodnikova, and Adam Smith propose the smooth sensitivity
mechanism [132]. Smooth sensitivity is a tightest smooth upper bound of the local
sensitivity such that itself is e’-Lipschitz for some 3: i.e., smooth sensitivity SS(-)
has the following property: SS(D) = LS(D) and |SS(D) — SS(D')| < €? -d(D, D’)
for any data sets D and D', where LS(D) is the local sensitivity of D and d(D, D’)
is the hamming distance between D and D’. Calibrating noise to smooth sensitivity

and adding it to the raw query result achieves (¢, 0)-differential privacy.

Deriving the smooth sensitivity Sy from the local sensitivity LSy for the query f
on some data set is not trivial. Taking the median as an example. Consider a data
set with n elements and n is odd. Suppose data is ordered as {z1, xs, ..., z,}. Denote

n+1

m = "= as the index for the median. The local sensitivity LS4 is thus equal to

max(Tmy, — Tm—1, Tmi1 — Tm). Lo derive the smooth sensitivity, [132] considers an
extension of local sensitivity as local sensitivity at distance k, LS(k), which is the
max local sensitivity for the data set that differs by at most k rows with the ground

truth data set. The smooth sensitivity of f is thus equal to the max of e=** LS}k) for

ke {0,1,...,n}. For the median case, its local sensitivity at distance k is given as
LSffgd =, ma}g{ l(xm+t — Tmat+k—1), Which can be further used to derive the smooth
<t<k+

sensitivity, and the running time for computing its smooth sensitivity is thus O(n?).

100



It is not always clear how to efficiently compute the smooth sensitivity. A naive
algorithm to find local sensitivity at distance k is to try all possible data set by
changing up to k tuples, and for each data set iterate over all neighboring data sets
of that data set to compute the local sensitivity. To deploy smooth sensitivity in
a real application, it is important to find a computationally efficient algorithm to

compute the smooth sensitivity or its approximate upper bound.

5.2.2 Lipschitz Extension

One representative class of non-linear queries is sub-graph counting queries. For
example, given an un-directed graph G(V, E), a triangle counting query is to ask
the number of triangles in the graph. Other sub-graph counting queries includes
counting the number of edges, k-stars and so on. If we think about each node in
the graph is the basic element, sub-graph counting queries cannot be expressed as a

linear combination of nodes since each node may be involved in multiple sub-graphs.

To answer these queries under differential privacy, a basic solution is to apply
Laplace mechanism, which adds the Laplace noise scaled to the global sensitivity.
Recall that the definition of global sensitivity for a function f is max|f(G) — f(G’)|
for all G and G’ that are neighbours. Here we consider G and G’ are neighbours if
they differ by a single node. This is so called node-DP. Under node-DP, for a graph
query like counting the number of triangles, the global sensitivity is unbounded. Even
if we assume the total number of nodes is n, the global sensitivity is (";1) due to a
pair of neighbouring graphs that are n-clique and (n — 1)-clique.

If we assume the graph degree is bounded by D and denote this space as G,
then the global sensitivity of triangle counting query is ([2) ), which is much smaller
than ("51) since D « n is common. Usually D can be selected by some common

knowledge or some public information, so that it is close to the real degree bound.
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However, we cannot guarantee this assumption is always true. When this assumption
does not hold, we still want our query to be of low sensitivity as the case when the
assumption is true, but we don’t pay much attention to the accuracy. This leads to
the solution based on Lipschitz extension, which is to find a new function that gives
the same answer in the original scope and also has the same global sensitivity !. For
example, suppose f is defined on graphs from G?, we can find a new function f that
takes any graph as input such that f (G) = f(GQ) on G € GP and the global sensitivity

~

GS(f) = GS(f).

Finding the Lipschitz extension of graph queries is not trivial. Shiva Prasad
Kasiviswanathan, Kobbi Nissim, Sofya Raskhodnikova and Adam Smith consider
using max flow of a constructed flow graph for answering the number of edges and
using linear programming for answering the number of sub-graphs [101]. Given a
graph G(V, E), a flow graph is constructed as a source s, a sink ¢ and two copies of V'
as V; and V,. such that the source s is connected to each v; in V; with capacity D, each
v, in V,. is connected to the sink ¢ with capacity D and v; is connected to v, with unit
capacity if (v;,v,) € E. The half of the max flow in this graph is a Lipschitz extension
of the number of edges for graphs from G”. For answering the number of a specific
sub-graph in (G, a Lipschitz extension based on linear programming is considered as
follows: Suppose Ap is the global sensitivity of answering the number of sub-graph
for graphs from GP. Create variables x, € [0, 1] for each possible sub-graph ¢ in
G (no matter whether it exists or not). For each node in G, the sum of x. that is
adjacent to that node is bounded by Ap. The objective is to maximize the sum of
z.. The optimal value by solving this linear programming is a Lipschitz extension of

the sub-graph counting for graphs from GP?.

These examples of Lipschitz extension shows the applicability of Lipschitz exten-

If the new global sensitivity is s times the original one, it is called Lipschitz extension with stretch
s
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sion to graph queries with scalar outputs. For graph queries with multi-dimensional
outputs, such as degree distribution, another flow graph based solution is considered
[138]. Other studies based on Lipschitz extension include [25, 48, 56]. Studies that

involves the similar idea of Lipschitz extension includes [41, 174, 106, 155]

5.2.3 Answering SQL Queries

SQL queries are widely existing in the real world data analysis tasks. They provide
a rich model of query structures that is far beyond simple linear queries. Privately
answering SQL queries is thus challenging. On the other hand, SQL queries are often
asked on a relational database with multiple relations. Relations are usually associ-
ated with each other by some foreign-primary keys. In a multi-relational database, if
we remove one tuple in a relation, it is nature to consider cascade delete as removing
tuples in other relations that have foreign keys associated with the tuple. In this
case, even for a simple linear query, the privacy analysis is not clear since removing
a tuple may cause cascade deletions and the sensitivity for the linear query thus is

not always a constant.

Kotsogiannis et al. propose a system PrivateSQL for answering SQL queries
privately [106]. It extends differential privacy to multi-relational databases with
foreign-primary key constraints, which captures Edge- or Node-DP for graphs [99,
101]. It also supports complex SQL queries that include JOINS, GROUPBY and
correlated sub-queries. To boost accuracy, PrivateSQL considers decomposing queries
into multiple workloads. Within each workload, queries are transformed as a set of
linear queries on a complex view. To ensure differential privacy on a multi-relational
database, PrivateSQL applies the query rewriting technique to the view so that it is
equivalent to the standard differential privacy on a single data set and the stability

of the view is also bounded. View stability is the maximum change of rows in the
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view after adding or removing a single private tuple. Since it is well studied about
answering a workload of linear queries on a view with stability 1 [88, 123], it is natural

to extend this problem to a view with a higher stability.

Tracking the stability of a view is not trivial, since a view is equivalent to a tree
of SQL operations with arbitrary size. Flex gives a rule-based stability calculation
strategy by recursively update the stability of a node in the SQL query tree [94]. To
capture the stability update due the JOIN operator, Flex also tracks the frequency of
attribute values. Since attribute frequency is a sensitive information, the stability of
the view cannot be revealed. Therefore, Flex uses smooth sensitivity [132] to perturb
the query answer. PrivateSQL extends this rule-based stability calculator with new
rules on the JOIN stability update. Furthermore, PrivateSQL computes the attribute
frequency in a differentially private approach through sparse vector technique [69] and
enforces the frequency bound by injecting truncation operators into the SQL query
tree, which allows the view stability to be publicly accessible. An alternative to find
a good bounding frequency is through recursive mechanism [41], which is based on
a list of max frequencies related to the subsets of the primary private relation with
size ranging from zero to full. Another private SQL engine is proposed by Wilson
et al. [164], which considers aggregations other than counting, such as average and
quantile. They also consider bounding the user contribution by a fixed number in a

join query using reservoir sampling.

5.3 Synthetic Data

A typical scenario for data analysis is that one data analyst submits some queries
to the data curator, and data curator returns the query answers to the analyst. To
ensure data is protected by differential privacy, these query answers are perturbed

by some differentially private mechanisms. However, data curator can also choose
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another strategy to respond to the request. Instead of returning the noisy query
answers, data curator can also generate a synthetic data set that satisfies differential
privacy, and then return it to the data analyst. Data analyst can evaluate queries
on the synthetic data set to get query answers, and it satisfies differential privacy
due to the post-processing rule. The utility of a synthetic data release is associated
with a specific task or metric. For example, the utility could be associated with the
expected ¢ error of a set of linear queries evaluating on the original data and the

synthetic data.

Avrim Blum, Katrina Ligett and Aaron Roth show that when considering an-
swering a class of counting queries C using the synthetic data set while satisfying
e-differential privacy, the lower bound of error only depends on the VC-dimension of
the query class C' and the privacy factor € [26]. They define (o, §)-usefulness for a
mechanism with respect to the query class C' if the max L; query error for any query in
C' is bounded by «a with probability 1—4. Based on the reconstruction proof for ”bla-
tant non-privacy” [58], they show that given a database with size < VCDIM(C)/2,
for any e-differentially private mechanism that is («, §)-useful for a query class C', we

have o > . They also propose the Net mechanism [26] that construct a set

2exp(e)+1
of candidate data sets, called a-net, such that for any ground truth data set, there
always exists a candidate data set that can accurately answers any query from a fixed
query class compared to the ground truth one with L1 error less than . The Net
mechanism then chooses a data set from the a-net using exponential mechanism with
score function as the inverse max L1 error for all queries, and thus satisfies differential
privacy. However, the size of a-net is often large. The bound given in [26] shows
that for any counting class C' and any data domain X, the size of minimal a-net is at

most | X ]O(VCDIM (O)log(t/a)/a®) Tt ig also computationally infeasible to sample a data

set from the a-net according to the exponential mechanism.
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Another approach for private synthetic data generation uses generative mod-
els, which includes probabilistic graphical models and deep generative models. Ap-
proaches based on probabilistic graphical models include Bayesian network [175] and
Markov network [39, 21, 124, 172]. Most of these approaches first learn the proba-
bilistic graphical model structure of the data, and then learn the parameters for the
model. Approaches based on deep generative models include DP-AuGM [38], DP-
VaeGM [38], DPGAN [169] and PATE-GAN [96]. These approaches are based on
training (variational) autoencoders or generative adversarial networks in a differen-
tially private way. Other approaches includes estimating the data distribution from

the noisy DP answers, such as MWEM [85] and PGM estimation [124].

5.3.1 Markov Network

There are many ways to express data. It could be expressed as a data frame with N
rows, where each row is a tuple with n attributes. Suppose the domain for a tuple
is X', we could also express this data as a |X|-dimensional full-domain vector, where
each cell in the vector indicates the fraction of rows in the data matching a specific
tuple value. Assuming N is public and fixed, this |X'|-dimensional vector is equivalent
to a contingency table of the data, which lists the number of rows matched for all
possible values of n attributes.

To generate a synthetic data set under differential privacy, one approach is to per-
turb the |X|-dimensional full-domain vector using Laplace mechanism, post-process
the noisy vector to be non-negative, normalize it to be a probability distribution and
then sample a synthetic data set from it. Roughly speaking, the expected statistical
distance between the sanitized distribution and the ground truth grows with the ratio
|X|/N, where |X] is the size of the full-domain vector and N is the data size. When

|X'| is much larger than the data size N, most cells in the full-domain vector are zero
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and few cells have a low non-zero counts, thus adding Laplace noise to all cells results

in a huge information loss, which further make the sanitized distribution useless.

An alternative approach is to learn several marginal distributions of the data
using differentially private mechanisms, and then infer the full-domain distribution
with some principles. Since the full-domain distribution is of high dimension, it is
important to find a computationally tractable expression of the distribution. Besides,
a principle to infer the full-domain distribution is to find a distribution such that its
marginal distributions are close to the sanitized ones generated by the differentially
private mechanisms. Based on these ideas, Ryan McKenna, Daniel Sheldon and
Gerome Miklau propose a inference principle based on the undirected graphical model
of data and the space of marginal polytope [124]. An undirected graphical model, or
Markov network, factorizes the data distribution into a product of factor functions
over the cliques of a graph with a normalization. In [124], they assume all the
attributes from the noisy marginal distributions given as the input for the full-domain
distribution inference are the cliques of the graphical model. The goal is to find the
parameters in the factor functions such that the loss of marginal distributions is

minimized while the entropy of the full-domain distribution is maximized.

To achieve this goal, the first step is to find a valid set of marginals such that the
loss between the found marginals and the noisy marginals are minimized, and then
the factor parameters can be derived from the marginals using the maximum entropy
rule. A set of marginals is valid if there exists a full-domain distribution such that
its marginals match the set of marginals. The space of such valid marginals form a
marginal polytope. The optimization problem is thus to find the minimum loss on this
marginal polytope. The loss is defined as the negative log-likelihood in [124], where
the likelihood is about how likely the differentially private mechanism generates the

noisy result given a specific marginal. In [124], the optimization problem is solved
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by an algorithm based on entropic mirror descent algorithm, and further improved
by Nesterov’s accelerated dual averaging approach. This algorithm also generate the
factor parameters at the same time. To generate a synthetic data set, one can sample

from the graphical model using the inferred factor parameters.

Learning a Markov network from the noisy marginals not only provides a tractable
expression of the full-domain distribution, but also ensure consistency and some ac-
curacy for the further inference of the distribution. However, it is unknown whether
a data distribution can always be factorized using a Markov network, and it is also
unknown whether the maximum entropy rule is the best option to infer a Markov

network given a set of marginal distributions.

5.3.2 Multiplicative Weights Exponential Mechanism

Suppose we are given some initial guess to the full-domain distribution, such as a
uniform distribution, and we are also given a query result of ¢, which maps each
tuple in the data to [—1, +1] and sums up, how should we update our initial guess
of the full-domain distribution according to what we have observed? One approach
is to update the weight of each value in the domain using the multiplicative weight
rule. The query answer that is released is always based on the latest synthetic data

set.

Maintaining a synthetic data set or distribution in this way is also an approach to
release a private synthetic data set. Here we consider an offline setting as discussed
in MWEM [85]. If all the queries are given at once instead of arriving one by one, we
can cherry-pick the query to update the distribution such that otherwise the error of
that query is the max among all queries without the update. This query selection is
done through the Exponential mechanism, where the score function is the L1 distance

between the query answer on the current distribution and the ground truth. Once
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a query is selected, the query is answered based on the ground truth data using the
Laplace mechanism and the distribution is updated using the multiplicative rule. The
algorithm will then repeat again to select a new query and make a new update. If
there are in total T" such updates, then the privacy budget is divided into 27" pieces,
one for the EM mechanism and one for the Laplace mechanism in each update. The
final distribution or the synthetic data set is the average of all past distribution in
the updates. Suppose the domain size of data is |D|, the pool size of queries is |Q)],
the data size is n and the total privacy budget is €, then there exists a 1" such that

with probability at least 1 —1/ploy(|Q)|), the error of any query answered by the final

synthetic data set is O <n2/3 (M)>

Since the update of distribution is a pure post-processing step, one can apply
the multiplicative weight update multiple times using the existing sanitized query
answers. The initial guess of the distribution can also be replaced by some public
knowledge or another private mechanism. The final distribution can also be replaced
by the final updated distribution instead of the averaged one. These variants of the

algorithm may improve the performance of MWEM in a practical sense.
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Chapter 6

Conclusion

In this thesis we study the problem of answering and explaining SQL queries privately.
Relational databases and SQL queries are prevalent and important for data collection
and processing. Applying differential privacy to SQL queries allows the possibility
of wide application of differential privacy to the real world. We specifically study a
non-trivial subset of SQL queries: join-count queries. We propose efficient algorithms
to compute the local sensitivity of join-count queries, which lies the core to existing
solutions of answering join-count queries privately. We also design new algorithms
for this problem based on the analysis to the local sensitivity. On the other hand, due
to the introduction of differential privacy, the query results are no longer a simple
reflection of the database, and thus it is important to explain the query results to the
user to help user understand how differential privacy affects the results. To tackle this
problem, we propose a formal framework to explain query results under differential

privacy.

6.1 Summary of Contributions

We summarize the contributions as follows:

Local Sensitivity of Join-Count Queries. In Chapter 3, we analyze the complexity of
computing the local sensitivity of a join-count query, which has a negative result, but
we also successfully develop algorithms to compute the local sensitivity efficiently for
path join queries and ‘doubly-acyclic’ queries. We also develop a truncation algorithm
to bound the global sensitivity of a join-count query, which allows adding Laplace

noise possible to satisfy DP and shows empirical advancements than the existing
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solutions.

Explaining Query Results Under Differential Privacy. In Chapter 4, we study the
problem of explaining differentially private query results, and adapt the traditional
approach of query explanation to comply with differential privacy. Together, we
propose a first-of-its-kind framework based on three phases: private query answering,
question validation and private explanation table. It explains a user question over a
group-by aggregate query answer (COUNT, SUM, or AVG) under differential privacy.
We successfully adapt the influence function of explanation predates from the existing
work [166] to a novel form, but augmented to reduce sensitivity. We also propose
novel algorithms to compute the confidence interval of rank accurately, which has

high sensitivity by nature.

6.2 Future Work

We propose several future directions that worth exploration.

Answering general SQL queries privately. In the real world applications, SQL queries
could be much more complex than a single SELECT - FROM - WHERE - GROUP
BY form. It could involve sub-queries which incur correlations between the sub-
queries and the root query, self-joins, user-defined functions, having clauses, other
operators which includes union, delete and so on. Supporting a larger class of SQL
queries under differential privacy with a guaranteed utility is the key to apply differ-
ential privacy to the real world with a wider impact.

Explaining general SQL queries privately. In this work, we only consider simple
mechanisms to answer a basic class of SQL queries, group-by aggregation (COUNT,
SUM or AVG) queries without sub-queries and joins. However, there exists multiple
advanced mechanism to answer these queries. For example, [88] collected a list of

algorithms for answering histogram and range count queries. Answering other aggre-
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gations under differential privacy, e.g. quantiles, are also studied [164]. It remains

an open question to explain an arbitrary mechanism to the user.
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Appendix A

Appendix

A.1 Theorems and Proofs
A.1.1 Influence Function

Proposition 4.4.4. [Influence Function Sensitivity] Given an explanation predicate
p and an user question with respect to a group-by query with aggregation agg, the

following holds:
1. If agg = COUNT, the sensitivity of 1(p) is 4.
2. If agg = SUM, the sensitivity of I(p) is 4 Apy.
8. If agg = AV G, the sensitivity of I(p) is 16 A7
Proof. (1) CNT. Recall the definition of influence function:
15;Q. D) =( (algi(D)) ~ alg;(D)))
~ (algi(~p(D))) — alg; (=p(D)))) )

min —p(D
te{i’j}lgt( p(D))|

X
max |g;(D)| + 1
tef{i,j}
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We interpret and consider the following equations or notations:
q(D) = |D|
¢i = (¢ N Agy = ;)
9:(D) = ¢i(D)
9:(p(D)) = (¢i A p)(D)
9:(—=p(D)) = (¢i n —p)(D)
F(D) = minegi j3]9:(=p(D))|
9(D) = maxie; 3 |g:(D)] + 1

hi(D) = q((¢: ~ p)(D)) f(D)/g(D)

Since ¢ is linear * , we have ¢(g;(D)) — q(g:(—p(D))) = q(g:(p(D))), and by
replacing g;(p(D)) with (¢; Ap)(D) we have ¢(g:(D)) —q(g:(—p(D))) = q((¢:i Ap)(D)).
By replacing ¢(g;(D)) — q(g:(—p(D))) with q((¢; A p)(D)) and the last numerator
and denominator in the influence function by f(D) and g(D), we have I(p: Q, D) =
hi(D) = h;(D).

We prove the sensitivity bound by the following inequality chains.

A1 = maxp~p |I(p; Qenr, D) — L(p; Qene, D' (A1)
We first replace I according to I(p;Q,D) = hi(D) — h;(D), and then apply

Lemma A.1.5 to bound the sensitivity by the sum of sensitivities of h; and h;.

<) ‘D/max D') — hy(D)] (A.2)

D|+1
S D=1

The second inequality is by Lemma A.1.8, since f is a non-negative query with

sensitivity 1 and g is a monotonic positive and positive query with sensitivity 1.

1A query ¢ is linear if it can be expressed as ¢(D) = Y., q(t).
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<) 2[(¢¢ A p)(f()l!); f(D) + 1Aq (A.3)

tefi,j}
The next equality is by replacing the variables. Since ¢ is a counting query, it has
sensitivity A, = 1.
2/(6: A p)(D)| + min (6, A ~p)(D)] +1

- 2 (A4)
te{i,j} maXse(ij}|gs(D)] + 1

The third inequality is by the property of min and mazx, since Ir{lin}](@ A =p)(D)| <
se{i,j

(@ A =p)(D)] and maxsep; j3]g5(D)| = [g:(D)].

(@0 A P)(D)| + [(de A P)(D)| + [(¢ A —p)(D)[ +1
<2 (D) +1 )
The next equality is due to that ¢; = (¢ A p) v (¢ A —D).
_ 3 L n DO+ (D) + 1) "

|9:(D)] +1

te{i,j}
The fourth inequality is due to that |(¢: A p)(D)| < |¢(D)| = |g:(D)] < |g:(D)] + 1.

(19:(D)| + 1) + (lgu(D)] + 1)
a2 9:(D)] + 1 A7)

te{i,j}

<4 (A.8)

(2) SUM. Similar to the proof of the sensitivity of C NT influence, but with A, =

Aper, which should be replaced at Equation (A.3).
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(3) AVG.

I(p; Qava, D)
_ ((SUM(¢Z(D)> Aagg) . SUM(¢](D)7 Aagg))
|9:(D)] |6;(D)]
(SUM((@ A —p)(D), Aagg)  SUM((; A ﬁp)(DLAagg)))
(¢ A —p)(D)] (95 A —=p)(D))]
tg{lzi?}K?bt A —p)(D)]

Now we consider decompose this query into four parts (for example,

W n{lin}](@ A —p)(D)| as one part) , and analyze the sensitivity for each
i tefi,j

part and finally sum up. Consider query ¢ as summing up A,z with sensitivity
A, = ALy’ By Lemma A.1.8, we can show that the sensitivity of each part is 4 A,.

Together, the total sensitivity is bounded by 16 A,. O

A.1.2 Private Explanations

Proposition 4.4.6. Given an influence function I with sensitivity Ar, a set of expla-
nation predicates P, a privacy parameter propr and a size parameter k, the following

holds:

1. One-shot Top-k mechanism finds k explanation predicates while satisfying propk-

2CDP.

2. Denote by OPTY the i-th highest (true) influence, and by MY the i-th ex-
planation predicate selected by the One-shot Top-k mechanism. For ¥t and
Vie{l,2,...,k}, we have

2A1

\V 8pT0pk/k

Pr{I(MYD) < OPT® — (In(|P)) +t) | <e”* (4.5)

Proof. (1) Differential Privacy. it is equivalent to iteratively applying k expo-
nential mechanisms [69] that satisfies €2/8-zCDP [63, 59, 33, 141] for each, where
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€ = A/8propr/k [63, 62], therefore in total it satisfies (ke®/8)-zCDP which is also
Propk-zCDP.

(2) Utility Bound. 1t is extended from the utility theorem of EM in Thm 3.11 of [69],
which states that

Pr [I(M(l)) <opTW — 2TAI(1H(|P|) + t)} <et

where € = A/8propr/k. To extend from i = 1 to Vi € {1,2,...,k}, we follow the

original proof:

. |P| exp(ec/(2A1))
Pri(MY) < ] < oxp(cOPT® /(2A1))

by giving a upper bound and lower bound of the numerator and denominator. Re-

placing ¢ with the appropriate value will give this theorem. O

Proposition 4.4.8. Given a database D, a set of predicates P, an influence function
I with global sensitivity A1, and an integer 1 < t < |P|, I(rank ' (t)) has global

sensitivity Ay.

Proof. Drop P and I from rank '(¢; D,P,1) for simplicity. Next we show that
for any two neighboring datasets D’ ~ D, we have |I(rank '(t;D’);D’) —
I(rank '(t;D); D)] < Ar , which is equivalent to showing —A; <
I(rank™'(¢; D'); D) — I(rank *(¢; D); D) < Ar
Case 1, lower bound. This is to show that for any D' ~ D, we have
I(rank ™' (¢; D'); D) — I(rank ™' (¢; D); D) = — AL

By the definition of global sensitivity, for any explanation predicate p, we have
|I(p; D) — I(p; D)| < Aj, and therefore 1(p; D') = 1(p; D) — A;. By replacing p
with rank™'(j; D) for some j, we have I(rank™'(j; D); D') = I(rank '(j; D); D) — Ar.

For any j < t, by the property of ranking , we have I(rank '(j;D);D) =
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I(rank '(¢; D); D). Together, for any j < t, we have I(rank '(j;D);D’) =
I(rank ™ '(j; D); D) — At = I(rank ' (t; D); D) — A;. This means there are at least t
elements in D’ such that their scores are above I(rank™*(¢; D); D) — Ay, which implies
for the t-th largest score in D’ we have I(rank™'(¢; D'); D') = I(rank™ ' (t; D); D) — Ar.
Case 2, wupper bound.  This is to show that for any D’ ~ D, we have
I(rank™'(¢; D'); D) — I(rank *(¢; D); D) < AL

By the definition of global sensitivity, for any explanation predicate p, we have
I(p; D') — I(p; D)| < Aj, and therefore I(p; D') < I(p; D) + A;. By replacing p
with rank ! (j; D) for some j, we have I(rank ' (j; D); D') < I(rank '(j; D); D) + Ar.
For any j > t, by the property of ranking , we have I(rank '(j;D);D) <
I(rank '(¢; D); D). Together, for any j > t, we have I(rank '(j;D);D’) <
I(rank™'(j; D); D)+ Ay < I(rank™'(¢; D); D) 4+ A;. This means there are at most ¢ — 1
elements in D’ such that their scores can be above I(rank ' (¢; D); D) + Ay, which im-
plies for the t-th largest score in D’ we have I(rank ™' (¢; D'); D') < I(rank™'(¢; D); D)+
Ay O

Lemma A.1.1. Given a set of predicates P, an influence function 1 with global sen-
sitivity At and a number t, then the function s(D) = 1(p; D) —I(rank ' (t; D, P,1); D)

has global sensitivity 2A;.

Proof. The sensitivity of I is Ay by definition and the sensitivity of I(rank ™' (¢; D, P, 1)

is A1 by Proposition 4.4.8. By Lemma A.1.5, together it has sensitivity 2A;. O

Theorem 4.4.10. Given a database D, a predicate space P, an influence function
I with sensitivity Ay, k explanation predicates pi,po,...,pr, a confidence level ~,
and a privacy parameter prank, Algorithm 4 returns a list of confidence intervals

I1,1,,...,1I such that

1. Algorithm 4 satisfies prank-2CDP.
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2. ForYue{l,2,...,k}, T, is a v level confidence interval of rank(p,).

3. For Yu e {1,2,...,k} and Yz = 0, the confidence interval T, = (T%,IY) sat-
isfies Pr[A < I(p,) < B] = 1 — 2e™® where A = I(rank *(Z%)) — (|¢4] +
o_14/2(x + 10 N)) and B = I(rank " (ZV)) + (|&41] + 0414/2(z + In N)).

Proof. (1) Differential Privacy. Now we discuss why Algorithm 4 satisfies pgrank-
zCDP.

The main structure of Algorithm 4 is a for-loop of k explanation predicates from
line 15 to 18, and within each for-loop, we first prepare the parameters at line 16
and 16, make two calls to the sub-routine RANKBOUND and construct the confi-
dence interval by the sub-routine outputs. We first show below that each call to
the sub-routine RANKBOUND with parameters (p, p, 3, dir) satisfies p-zCDP. Given
this is true, we then show that our two calls RANKBOUND(p,,0.1p,3,—1) and
RANKBOUND(p,, 0.9p, 5,+1) at Line 17 satisfies 0.1p-zCDP and 0.9p-zCDP, which
together satisfies p-zCDP by the composition rule (Lemma A.1.3). By line 16, we set
P = Prank/k, therefore each loop satisfies (prank/k)-zCDP, and after in total k loops,
it satisfies prank-2CDP by the composition rule (Lemma A.1.3).

Next we show that RANKBOUND(p, p, (3, dir) satisfies p-zCDP, from line 1 to 14.
We first prepare some parameters at the start of the sub-routine, which does not touch
the data, and then enters a while loop with at most N = [log,|P|] loops. Denote
s = I(p) — I(rank™'(¢)). Within each loop, we add a Gaussian noise to a secret
s at line 8. The value of s touches the sensitive data, but by adding a Gaussian
noise to s, the release of § satisfies zCDP. By Theorem 4.2.8, with noise scale o, it
satisfies (A7)/20%-zCDP where A, is the sensitivity of the function that we want to
release. Since we set o = (2A1)/4/2(p/N) at line 3 and the sensitivity of s is 2A; by
Lemma A.1.1, it satisfies (p/N)-zCDP. Since we have at most N noisy releases of S

using the Gaussian mechanism, by composition rule (Lemma A.1.3), the entire while
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loop satisfies p-zCDP, and so is the sub-routine.

(2) Confidence Interval. Now we discuss that the confidence interval outputted from
the sub-routine RANKBOUND(p, p, 3, dir), from line 1 to 14, is a ~-level confidence

interval.

The sub-routine RANKBOUND with direction as upper is mirror to the sub-
algorithm RANKBOUND with direction as lower. We first show that RANKBOUND
returns a bound in either upper or lower case such that it is a true bound with
probability 8 = WTH, therefore the target rank is within two bounds with probabil-
ity 7. We give the proof for the case when direction is upper for the sub-algorithm
RANKBOUND, and skip the proof for the case when direction is lower due to the
similarity.

The sub-routine RANKBOUND is a random binary search algorithm with in total
N loops. To ensure that the final t3;4, is a rank bound, one sufficient condition is
that t4,g, is always an upper bound of rank during all the loops. Recall that in the
noisy binary search, in each loop we first find ¢ as the middle of ¢4, and #;,,, check
s = I(p) — I(rank '(t)) < 0, add noise a Gaussian noise to s to get § and compare 3
with margin, which is £ in this case. If § > £, notice that at line 9, we change t;4, to
t. If in this case, s < 0, which means ¢ is not an upper bound of rank, we never have
chance to make tp;4, to be a valid upper bound of rank since it will only decrease in
the further loops. Therefore, We say a loop is a failure if during that loop, s < 0
but § > £. To have a valid rank upper bound, it is necessary to have no loop failure
during the entire noisy binary search. We next show that the probability of no such

a failure occur is at least 3.

See the chain of inequalities below.
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Pr[TV

. 1s an upper bound of rank(p,; D, P, I)] (A.9)
The first inequality is due to the bound of the number of while loops. To be a rank
bound, it cannot fail at each loop, therefore it has to success for all the N loops.
These are independent events, so we can use a product for all the events happen
together.

>(1 — Pr[loop failure])™ (A.10)
The second inequality is due to the bound of Pr[loop failure|. Since any case such
that S < 0 but § > £ is considered as a loop failure, § is achieved by adding a
Gaussian noise to s and £ is a constant, the probability of a loop failure only depends
on the value of s. Since here we have a condition about s < 0, sup,., Pr[s > &] is

an upper bound of Pr[loop failure].

>(1 —sup Pr[S > )N (A.11)

s<0

The next equality is because sup,, Pr[§ > ] = Pr[N(0,0%) > £]. Recall that
§ = s+ N(0,0?) in line 8, therefore sup,, Pr[$ > &| = sup,.o Pr[s+N(0,0%) > £] =
sup,<o Pr[N(0,0%) > £ — s]. Since Pr[N(0,0%) > £ — s] increases as s increases, it
achieves maximum at s = 0 for s < 0. Therefore, sup,., Pr[§ > | = Pr[N(0,0?%) >
£].

=Pr[N(0,0%) < &V (A.12)
The third bound is due to Chernoff bound of the Q-function (Lemma A.1.2). Since
Pr|N(0,0%) < &] = 1—Pr[N(0,1) > £/o], by Chernoff bound we have Pr[A(0,1) >

¢/o] < exp(—(£/0)?/2) and therefore PriN(0,0%) < £] = 1 — exp(—(£/0)?/2).
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> (1= exp(—(¢/0)*/2))" (A.13)
The fourth bound is due to (1 + )" > 1 +rz forx > —1 and r > 1.

>1— Nexp(—(£/0)%/2) (A.14)

The final equality is by plugging £ = a\/Q In(N/(1 - p)).

=3 (A.15)

Similarly, we have Pr[Z% is a lower bound of rank(p,; D, P, )] = 8. Together,
the probability of Z, is a v level confidence interval of rank(p,; D,P,I) equals to
both events ZU is an upper bound of rank(p,; D, P,I) and Z% is a lower bound of
rank(p,; D, P, I) happen together, which is greater than or equal to the probability
sum of each single event minus one (Lemma A.1.7, which is 5+ —1 =25 —1. By
plugging f = (v + 1)/2 from line 16, we have 2 — 1 = ~, which is the confidence
interval level for the final confidence interval.

(8) Utility Bound. We first show that each utility bound has probability > 1 — e™*,
then use the union probability rule to show together it is bounded by > 1 — 2e™*.

Consider the upper utility bound. One sufficient condition for the upper utility
bound to be true is that I(rank " (Z% . D, P,1); D) = 1(p, D) — (£ + 04/2(z + In N))
is always true. Similar to the proof of confidence rank bound, here we say a loop is a
failure if S > £ + a\/m but S < €. The proof of the inequality chain below

is similar to the proof of confidence interval, except for that the third inequality is
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due to that (1 —a)®* > 1—ax for a € (0,1) and = > 1.
Pr(I(rank " (Z% . D,P,1)) — 0(&£ + +/2(z + In N))]
>(1 — Pr[loop failure])™

>1- s PS<e)”
S>&+04/2(z+In N)

=(1— Pr[N(0,0%) < —0+/2(x + In N)])V

>1— NPr[N(0,0%) < —o+/2(z +In N)]

>1 — Nexp(—(1/2(x +1n N))?/2)

=1 — exp(—x)

A.1.3 Supplementary

Lemma A.1.2 (Chernoff bound of Q function). Given a Q function: Q(x) =
Pr[X > z|, where X ~ N(0,1) is a standard Gaussian distribution, if x = 0,

we have

Q(z) < exp(—2?/2)

Proof. By Chernoff bound, we have Pr[X > z| < E[e*]/e!* for any t > 0. By

the property of Gaussian distribution, we have E[e!X] = e'”/2. Together, we have
Pr[X > x] < e/27%_ Since # > 0, we can choose t = z, and have Pr[X > z] <

e t7/2, O

Lemma A.1.3 (Composition [30]). Let M : X" — Y and M’ : X" — Z be ran-
domized algorithms. Suppose M satisfies p-zCDP and M’ satisfies p'-2zCDP. Define
M X - Y x Z by M'(x) = (M(z), M'(x)). Then M” satisfies (p + p')-2CDP.
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Lemma A.1.4 (Postprocessing [30]). Let M : X" — Y and f : Y — Z be
randomized algorithms. Suppose M satisfies p-zCDP. Define M’ : X" — Z by
M'(z) = f(M(x)). Then M’ satisfies p-zCDP.

Lemma A.1.5. Given two functions f ang g with sensitivities Ay and A,, the sum

of two functions have sensitivity Ay + A,

Proof. BY definition, we have maxp~p/|f(D) — f(D')] < Ay and maxp~p|g(D) —
g(D)] < Ay Therefore, maxp~p|(f(D) + g(D)) — (f(D) + g(D))] =
maxpupl (f(D) — F(D) + (9(D) — (D] < maxpepl(f(D) — F(D)] +
maxp~p|(g(D) — g(D"))] = Ay + A, The inequality is due to the property of

absolute. O

Lemma A.1.6 (Gaussian Confidence Interval [163]). Given a Gaussian random vari-

able Z ~ N(u,0?) with unknown location parameter j and known scale parameter o.
Let TF = 7 — ov2erf ' (y) and IV = Z + ov/2ext'(v), then T = (T%,ZY) is a v

level confidence interval of .

Proof. By Theorem 6.16 from the text book [163]. O

Lemma A.1.7. Given events Ay, As, ..., Ay, the following inequality holds:

Pr[/\ A = Z Pr[A] —(£—1)

Proof. First we show that given events A and B, we have Pr[A A B] > Pr[A] +
Pr[B] —1since 1 = Pr[A v B]| = Pr|A] + Pr[B] — Pr[A A B]. Next we show that

~

Pr[/l\ Al = Pr| A Al + Pr[A] —1

i=1

using the previous rule. This gives a recursive expression and can be reduced to the

final formula in the lemma. O
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Lemma A.1.8. Given a COUNT or SUM query q with sensitivity A,, a predicate
¢, a non-negative query f : D — Ny with sensitivity 1 and another monotonic 2 and

positive query g : D — NT with sensitivity 1. Denote h(D) as

For any two neighboring datasets D and D' such that |D'| = |D| + 1, we have

2¢(D)| + f(D) +1
9(D) !

Proof. Denote x = q(¢(D)), ' = q(¢(D")), n = |¢(D)|. Since z is the aggregation
over tuples from ¢(D) and z has sensitivity A,, we have |z| < nA, . Denote J, =
2’ — x. Since x has sensitivity A,, we have |0,| < A,. Since g(D) is monotonic and
has sensitivity 1, we have g(D) < g(D’) < g(D) + 1. Since f has sensitivity 1, we
have |f(D) — f(D")| < 1.

JD) DN - FD)
(gw') g<D>>”xg<Df>'

Now we divide into two cases depending on the sign of the factor of x in the formula

above.

2A query ¢ is monotonic if for any two databases D’ and D such that |D’| > |D|, we have
q(D') = q(D).
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Case 1, the factor of x is non-negative.
[h(D') = h(D)]

<nd, (f (D) _ f<D>) LA )

Case 2, the factor of x is non-positive.

(D) = h(D)]
o (5o ~a7) * i)
< (o i) )
A,
on +ng(§>) iy
In conclusion, |A(D') — h(D)| < 2HEHA O

A.2 Extensions

A.2.1 Confidence Interval of Question

In this section, we elaborate the algorithm of Section 4.4.1 in the form of pseudo

codes.
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Confidence interval for COUNT and SUM. In Algorithm 5, at line 2, we set the noise
scale o according to aggregation as COUNT (SUM), and at line 7 and 8, we set
the confidence interval from the standard properties of Gaussian distribution by a
margin as v/2(v/20) erf 7! (v) for both bounds 3 [163] .

Confidence interval for AVG. In Algorithm 5, at line 10, we set the sub confidence
level 5 = 1 — (1 — v)/4 for each individual confidence interval, so that the final
confidence level for 0; — 0; is . At line 11 and 12, we set the noise level o for SUM
and COUNT. From line 13 to 18, we extract all the intermediate numerators and
denominators, and construct individual confidence intervals. At line 19 and 20, we
compute the infimum and supremum of the image of the cross product of individual

confidence intervals, which is also the confidence interval at level ~.

A.2.2 Private Top-k Explanation Predicates

In this section, we restate the One-shot Top-k mechanism based on the exponential
mechanism [69] from Section 4.4.3 with pseudo codes.

Given a score function s : P — R that maps an explanation predicate p to a
number, the exponential mechanism (EM) [69] randomly samples p from P with
probability proportional to exp(es(p)/(24s)) with some privacy parameter € and sat-
isfies (¢2/8)-zCDP [63, 59, 33, 141]. The higher the score is, the more possible that
an explanation predicate is selected. In DPXPLAIN, we use the influence function
as the score function.

We denote the exponential mechanism as Mg. To find ‘top-k’ explanation predi-
cate satisfying DP, we can first apply Mg to find one explanation predicate, remove
it from the entire explanation predicate space, and then apply Mg again until &

explanation predicates are found. It was shown by previous work [63, 62] that this

3erf~! is the inverse function of the error function erf.
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Algorithm 5 Compute Confidence Interval of User Question

Input: A user question ) = («a;,>, ;) with respect to the query SELECT Ay,
agg(Aay) FROM R WHERE ¢ GROUP BY A, the noisy results ; and 6;, the
privacy budget p, for the private query answering, and the confidence level .

Output: A y-level confidence interval of o; — o;.

1: if agg = COUNT or agg = SUM then
2 if agg = COUNT then
3 o —1/4/2p,

4: else if agg = SUM then
5: o — Aper /L /2pq
6: end if

7 TV« 6, — 6; — 20 exf ()

8: TV « 6; — 6; + 20 exf ' (v)

9: else if agg = AV G then

10: fe—1—-(1-7)/4

11: o5 «— AT /A 2pg/2

12: oc — 1/4/2p,/2

13: for t € {i,j} do /* Recall that 6, = 67 /6¢ */

14: 07 < numerator of 6;.

15: T8 — (67 — ogv/2erf(B), 67 + ogv/2erf 1 (B))
16: 0% « denominator of 6.

17: 79 — (68 — aov2ert1(B), 06 + aov/2erf ()

18: end for

;3; g — mf{IfS/ Ifc— Ifs/ I]CC‘{
1 —sup{Zy /Iy =17 /17}

21: end if

22: T — (Z", 1Y)

23: return 7
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process is identical to adding i.i.d. Gumbel noise* to each score and releasing the
top-k predicates by the noisy scores (i.e., there is no need to remove predicates after
sampling) . We, therefore, use this result to devise a similar solution that is presented
in Algorithm 6. In line 1, we set the noise scale. In lines 2-4, we randomly sample
Gumbel noise with scale 0 and add it to the influence of each explanation predicate
from the space P. In line 5, we sort the noisy scores in the descending order, and in
line 6, we find the top-k explanation predicates by their noisy scores. This algorithm
satisfies prop-zCDP (as formally stated in Proposition 4.4.6), and can be applied
to questions on SUM, COUNT, or AVG queries, with different score functions and

sensitivity values for different aggregates.

Algorithm 6 Noisy Top-k Predicates [63]

Input: An influence function I with sensitivity Aj, a set of explanation predicates
P, a privacy parameter prq,; and a size parameter k.

Output: Top-k explanation predicates.

0 < 281\/k/(8propk)

foru < 1...|P| do
Sy — I(py) + Gumbel(o)

end for

Sort sy ...spp| in the descending order.

Let p1,p2, ..., pr be the top-k elements in the list.

return p,ps, ..., Pk

A.2.3 Private Confidence Interval of Influence

Algorithm 7 takes a privacy budget pry i, as input. In Line 2 we divide the privacy
budget pry, 1, into k equal portions for each explanation predicate p, for u € {1, ..., k}.
In Line 3, we calibrate the noise scale according to the sensitivity of the influence
function. In Line 10, we add a Gaussian noise to the influence I(p,) of explanation

predicate p,, and finally in Lines 11 and 12, we derive the confidence interval based

“For a Gumbel noise Z ~ Gumbel(c), its CDF is Pr[Z < z] = exp(— exp(—2z/0)).
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on the Gaussian property [163].

Algorithm 7 Compute Confidence Interval of Influence

Input: An influence function I with respect to the question (o, >, a;), k explanation
predicates pi,p,...,pr, & private database D, a privacy budget pr,f., and a
confidence level 7.

Output: A list of -level confidence intervals of the influence I(p,)/(6; — 0;) for

uwe{l,2,... k}.
1: forue{l,2,...,k} do
2: P — Pingiu/k
3: if age = COUNT then
4: 0 «— 4/\/%
5: else if agg = SUM then
6: o 4AT [\ /2p
7: else if agg = AV G then
8: o — 16A7% /\/2p
9: end if
10 I« I(p,) + N(0,02)
11: L —T— 20 erf™ ()
12: 7V — 14+ 20 erf 1 (v)

13: T, < (I, 1Y)
14: end for
15: return Z,,Zs, ..., Iy

A.2.4 Influence Function Monotonicity

The influence function I(p) is not monotone w.r.t. predicate implication even without
the normalizing factor in the function. We demonstrate this property in the example

below.

Example A.2.1. Start with a database with three binary attributes: A, B, C and two
tuples: (0, 0, 0), (1, 0, 1). Consider an agg = COUNT query with group by on A,
so we have agg(go(D)) = 1 and agg(g1(D)) = 1 for two groups A = 0 and A = 1.
Consider three explanation predicates for the user question (o, ay,>) (note that the

noisy values can be different from the true values): p; : B =0, py: B=0AC =0 and
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p3s: B=0AC =1, which satisfy po = p1 and p3 = p1. However, while I(p;) = 0,

we have I(p2) = 1 and I(ps) = —1, i.e., I(ps) < I(p1) < L(p2).

A.2.5 General User Question

In this section, we introduce a general form of user question through weighted sum,
such that more groups can be involved in the question and the comparison between
groups can be more flexible. This covers the cases of the original questions, since a
single group difference can also be treated as a weighted sum between two groups.
We also discuss how the explanation framework should be adapted to this general

form. Finally, we give a use case for privately explaining a general user question.

Definition A.2.2 (General User Question). Given a database D an aggregate query
q, a DP mechanism M, and noisy group aggregation releases 0;,,0i,,...,0; of the
groups o, o, ..., ;  from the query q, a general user question (Q is represented
by m weights and a constant c: (w;,, Wiy, ..., w;, ,c). Intuitively, the question is

interpreted as “Why Z;."__‘Z.l w;o; =c”.

Definition A.2.2 allows more interesting questions, such as ”Why the total salary
of group A and B is larger than the total salary of group C and D?” or "Why the
average salary of group A is 10 times larger than the one of group B?”. Next we
illustrate how the algorithms for each problem related to our framework should be

adapted in the case of general user question.

Private Confidence Interval of Question. Given a general user question

im

(Wi, Wiy - - Wy, , €), we discuss how to derive the confidence interval of > i

UJjOj—C.
Comparing to the case of a simple user question («a;, >, a;), where the target of con-
fidence interval is o, — 0j, here we have a weighted sum of multiple group results.

Therefore, when agg is CNT or SUM, the noisy weighted sum follows the Gaussian
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distribution with scale 4 /Z i w o, where o is the noise scale used in query answer-

ing. When agg is AV G, the noisy weighted sum can also be viewed as a combination

of multiple Gaussian variables. In conclusion, we consider the adaptaions as follows:

1. For agg = CNT or agg = SUM, update the margin v/2(v/20)erf *(v) as

V2(y /3, wio) erf (7).

2. For agg = AV G, update the sub confidence level 8 to be (y —1)/(2m) + 1,

and the image of sub confidence intervals to be Z IS / IC —c .

Private Top-k Explanation Predicates.

Since the user question has a new form, the influence function and its correspond-
ing score function should also be adapted. We consider their natural extensions as

follows:

Definition A.2.3 (General Influence Function). Given a database D and a gen-
eral user question Q) = (Wi, , Wiy, ..., w;,,,c) with respect to the query SELECT Ay,
agg(A.gyg) FROM R WHERE ¢ GROUP BY Ay, the influence of an explanation
predicate p is defined follows:

I(p;Q, D) ( Z w;q(g;(D)) — i qu(gj(ﬁp(D)))>

Jj=i Jj=i1

min }Igt(ﬁp(D))l

te{i],ig,..., im
: jﬂax . }\gt(D)Hl ,agg € {COUNT,SUM}

X tef{iy,ig,..., im

min }lgt(ﬂp(D))! ,agg = AVG

te it izseensim

We can plug-in the new influence function into algorithm 6 to find the noisy top-k
explanation predicates. The corresponding sensitivity of the new influence function

is given as follows:
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Theorem A.2.4. [General Influence Function Sensitivity] Given an ezxplanation
predicate p and a general user question Q = (wy,, W;,, ..., w; ,c) with respect to a

group-by query with aggregation agg, the following holds:

1. If agg = CNT, the sensitivity of I(p; Q, D) is 22% |w;|.

j=11

2. If agg = SUM, the sensitivity of 1(p; Q, D) is QZim |w;| Ames.

j=i1 agg

3. If agg = AV G, the sensitivity of I(p; Q, D) is 8 3" |w; | AT

j=i1 agg

Proof. 1t is a weighted version of Proposition 4.4.4. O]

We also allow explanation predicates to include disjunction and allow the frame-
work to specify a specific set of explanation predicates by enumeration.
Private Confidence Interval of Influence. We can plug-in the new influence function
and their sensitivities into the original algorithm to find the confidence interval of
influence.
Private Confidence Interval of Rank. We can plug-in the new influence function and
their sensitivities into algorithm 4 to find the confidence interval of rank.
Use Case: Taxi-Imbalance. We consider the New York City taxi trips dataset [2]
in January and February, 2019, as a use case. We preprocessed the dataset such
that it includes 4 columns: PU_Zone, PU_Borough, DO_Zone, DO _Borough. In this
case we analyze the traffic volume between boroughs. With privacy budget p, =
0.1, the framework answers the user query as “SELECT PU_Borough, DO_Borough,
CNT(*) FROM R GROUP BY PU_Borough, DO_Borough”. There are in total
49 groups, and among the query answers we have (Brooklyn, Queens): 11,431 and
(Queens, Brooklyn): 121,934. User then asks “Why Queens to Brooklyn has more
than 10 times the number of trips from Brooklyn to Queens?” This corresponds to

the question ”why ¢; —10gy = 07, or in the form of weights (1, —10,0). The confidence
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interval of the question is (7580, 7668), which validates the question. To explain the
question, we consider a predicate space of the form "PU_Zone = jzone; v DO _Zone
= jzone;” with in total 127 different zones. With prop = 0.025, prpp = 0.025,
and prane = 0.95, we have the explanation table as shown in fig. A.1. The relative
influence is relative to the noisy difference 0, — 1005 = 7624. From this table, we can
find that two airports, JFK and LaGuardia airports that are located in Queens, are
the major reasons for why there are more traffic volume from Queens to Brooklyn

since there are more incoming taxi traffic to the airports instead of outgoing taxi

traffic.
. . Rel Influ 95%-CI  Rank 95%-CI

explanation predicate

L U L U
zone = "JFK Airport” 55.21% 72.18% 1 1
zone = ”"LaGuardia 28.75%  45.72% 1 3
Airport”
zone = ”"Bay Ridge” -6.64% 23.60% 3 127
zone = "Queensboro  -10.75% 6.22% 3 127
Hill”
zone = "Flushing” -12.52%  4.25% 3 127

Figure A.1: Top-5 explanations for Taxi-Imbalance.

A.2.6 Finding Top-k by Arbitrary Influence Function

In the noisy binary search of algorithm 4, we use the difference between I(p; D) and
Wotop(t); D, P, 1); D) as an indicator for each branch. The utility of this algorithm
depends on the global sensitivity of the influence function. However, given a complex
influence function, the sensitivity of influence could be unbounded. For example,
given a target query as q;(D) = ¢1(D)/q2(D) and dir = high, our influence function
is I(p; D) = (1= [p(D)|/|1D)(q1(D)/q2(D) = 1 (—p(D))/q2(—p(D))). In this case, one
can always find p and D and D’ such that the absolute difference between I(p; D)
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and I(p; D') is arbitrary high. A typical work around is to bound the ranges of basic
queries; however, it introduces bias and may destroy the ranking order. Moreover,
the bound needs to be chosen without looking the data, which makes it even more
impossible.

On the other hand, the difference between I(p; D) and I(0op((1); D, P, I); D) is not
the only choice of branch indicator. Denote S as a function of the form S(p,t; D, P, I).
In general, if this function satisfies three properties as listed in the theorem below,
which are also the only properties that the proof of Theorem 4.4.10 requires, using
this function as the branch indicator in algorithm 4 still allows this algorithm to

satisfy p-zCDP and the guarantee of confidence interval of rank.

Theorem A.2.5. Substituting 1(p) — I(rank '(t)) by S(p,t; D,P,I) and o by
Ag/+/2(p/N) for algorithm 4, the new algorithm satisfies p-zCDP and outputs correct

confidence intervals of rank if the following holds for S and Ag:
e Center Zero. S(p,rank(p; D,P,1); D,P,I)=0
e Non-Decreasing. For any i < j, S(p,i; D, P,I) < S(p,7; D, P,I).

e Stable.  For any two neighboring datasets D ~ D', |S(p,t;D,P,I) —
S(pat7D,aP7]>| < AS'

A natural choice of S is to define S(p, t; D, P, I) = I(p; D)—1(0sop((1); D, P, 1); D),
the difference between the influence of p and the t-th largest influence. With the
"Center Zero” and ”Non-Decreasing” properties, the indicator function S can tell
that a number ¢ is a rank bound of rank(p; D, P,I) if S(p,t; D,P,I) > 0. If i and
j are both rank bound of rank(p; D, P, I) and i is closer to the target rank than j,
S(p,i; D, P, I) is also closer to 0 than S(p, j; D, P, I). However, for the natural choice

of S, sensitivity Ag = 2A; and A; could be unbounded for some I, which results in
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poor utility. Instead, we can define S in a way such that it still reflects the difference
between the influence of p and the ¢-th largest influence, but has low sensitivity.

Inspired by inverse sensitivity and other techniques that share the same spirit
[16, 15, 49, 149], we present a stable branch indicator function S(p,t; D, P, I) such
that it is approximately the least number of tuples that need to be changed to move
the rank of p beyond t. Specially, when ¢ < rank(p; D, P, I), S(p,t; D,P,1) = 0.

Denote DAD' as the symmetric difference between two datasets D and D’. De-
note influence lower bound ILB(p,d; D, I) = inf{I(p; D') | |D'AD| < d} the least in-
fluence of p and influence upper bound IUB(p, d; D, I) = sup{I(p; D') | |D'AD| < d}
the largest influence of p within distance d to D. Given two predicates p and p, if
IUB(p,d;D,I) < ILB(p,d;D,I), it indicates that there is no dataset D’ within
distance d to D such that the influence of p is higher than or equal to the one of
p. Denote the complementary size of such predicate P in P as B(p,d; D,P,I) =
|P| — {p € P | IUB(p,d;D,I) < ILB(p,d; D, I)}|. This gives a rank bound of
rank(p; D', P, I) for any dataset D’ such that |DAD’| < d.

Example A.2.6. Suppose P has 5 predicates py, pa, p3, ps and ps. Now we show
B(ps,2). Suppose at distance 2, IUB(p1,2) = 1, IUB(ps,2) = 3, IUB(ps,2) = 6,
IUB(p4,2) = 7, IUB(ps,2) = 10, and ILB(ps3,2) = 4. In this case, B(ps,2) =
5 — 2 = 3 since predicate py and ps have lower IUB than the ILB of ps. This

indicates, by adding or removing 2 tuples from D, the rank of ps cannot be beyond 3.

Lemma A.2.7. Given a predicate p, a dataset D, a set of predicates P and an
influence function I, for any dataset D' such that |DAD’'| < 1 and any distance d,

we have:

B(p,d; D,P,I) < B(p,d+1;D',P,I) (A.16)

Proof. Denote Dy = {D"||D"AD| = d} and Dy = {D"||D"AD’| = d + 1}. Notice
that B(p,d; D,P,I) (or B(p,d + 1;D',P,I)) is counting the complementary size
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of predicate p in P such that no dataset D" in D; (or D) satisfies I(p; D") =
I(p; D"). Since |DAD'| < 1, we have D; < Ds, therefore B(p,d; D,P,I) < B(p,d +
1,0, P, 1) 0

If IUB is a loose influence upper bound and /LB is a loose influence lower bound,

the lemma above still holds.

Table A.1: Example of B

d 011234
Blp,d; D) 10
B(p,d;D") |2|3|5|7]|8

[\
W
D

Definition A.2.8. Given a predicate p, a dataset D, a set of predicates P and an
influence function I, w is a stable branch indicator function as

w(p,t; D, P, 1) = min{d > 0 | B(p,d; D, P, I) >t}

Theorem A.2.9. Given a predicate p, a dataset D, a set of predicates P and an
influence function I, w, the three conditions of theorem A.2.5 is satisfied if function

S = w and sensitivity Ag = 1.

Proof.

Center Zero. B(p,0; D, P, 1) =rank(p; D, P, I).

Non-Decreasing. Since B is non-decreasing in terms of d given D, P, I, w,(D)
is also non-decreasing.

Stable. Drop P, I for simplicity. Suppose t is fixed. Denote d* = w(p,t; D).
By definition, we have B(p,d*; D) > t. For any neighboring dataset D’ ~ D, since
B(p,d*; D) < B(p,d* + 1;D’), it indicates B(p,d* + 1;D’) > t and thus we have
w(p,t; D) < d* + 1.

When d* < 2, which means w(p,t; D) < 2, it is impossible to have w(p,t; D') —
w(p,t; D) < —1 since w(p,t; D') = 0 is always true. When d* > 1, we show that
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it is impossible to have B(p,d* — 2;D") = t. If B(p,d* — 2;D’) > t, we have
B(p,d* — 1; D) = B(p,d* — 2;D') > t, which indicates w(p,t; D) < d* — 1 and
leads to a contradiction. Therefore, we have B(p,d* —2; D') < t, which indicates the
impossibility of w(p, t; D') < d* — 2. Therefore, we have w(p,t; D’) = d* — 1.

Since d* — 1 < w(p,t; D) < d* + 1, we have |w(p,t; D) —w(p,t; D")| < 1. O

Table A.2: Example of w

£ 1[2[3[4[5][6]7
wp,t) |0]0[2]2][3]3]10

The branch indicator function w finds the minimum d such that B(p,d; D, P,I) >

t. If we add a constraint d > C with some constant C', the theorem above still holds.

A.2.7 Large Domain Private Top-k Selection

Algorithm 8 gives a practical version for find top-k elements given an score function
from a large domain. It assumes that the domain P is partitioned into an active
domain P, and an idle domain P4, such that the elements in the idle domain all
have the same score C. We assume a random draw from the idle domain P;4,. could
be done in O(1), so the runtime of the algorithm only depends on the size of the
active domain Pue; as O(k|Pue|). This algorithm satisfies ke?/8-zCDP or ke-DP.

A.2.8 Computing Confidence Interval of General Arithmetic

Combinations

Formally, a query ¢ can be expressed as an arithmetic combination of queries if it
can be expressed as q(D) = f(q(D),q(D),...,q(D)) where function f includes

the operators in {4, —, =, /, exp,log} and for each sub-query ¢;, a noisy answer §; =
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Algorithm 8 Report Noisy Top-k Elements from a Large Domain

Input: A private dataset D, an active domain P,. of predicate class P, an idle
domain P,g. of predicate class P, a score function u, global sensitivity of u as
A, a constant C' as the score for any element from the idle domain P;4., and a
privacy parameter €.

Output: Top-k predicates ordered by scores.

1: Compute u(p, D) for every p € P, without releasing the results.
2: fori<—1...kdo
3: § «— —00

for p < iterate the space of P, do
s" —u(p, D) + Gumbel(2A,/¢)
if s > s then

Pri <D
s« s
end if
10: end for
11: s 22w In(|Pigie) + C + Gumbel (2, /€)

€

12: if s > s then

13: p; < a random draw from P;g.
14: end if

15: if ﬁz € Pact then

16: Poact < Pact\{ﬁi}

17: else

18: Pidie — Picie \{Pi}

19: end if

20: end for

~

21: return (py, P, ..., Pr)-

N(qi(D),0?) is released under p-zCDP °, where o; = A, /+4/2p/¢ and A, is the

sensitivity for sub-query ¢;. The rest of this sub section discusses how to derive the
confidence interval for ¢(D) based on the noisy releases $§1, S, ..., §, and function f.

Given the noisy releases $1, S, ..., Sy through the Gaussian mechanism, the
confidence intervals of ¢1 (D), g2(D), . .., q¢(D) can be derived by Gaussian confidence
interval , and there is a clear connection between these queries to ¢(D) through

function f. Therefore, we can compute the image of these confidence intervals through

5Although user doesn’t see the intermediate differentially private query result, we assume the
framework stores them.
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the function f, which is also a valid confidence interval for ¢¢(D). Given a function

f: X =Y, denote by f[A] the image of f under A < X i.e. f[A] ={f(a):ae A}.

Theorem A.2.10. Given a database D and a query q that can be expressed as q¢(D)
= f(q1(D), g2(D), ..., q(D)), where f includes the operators in {+, —, =, /, exp, log},
and confidence intervals at confidence level [ for q(D),q(D),...,q(D) as
T1,Zs,...,Zy. Let T = f|Z1 x Iy x ... x Zy| be the image of Ty X Ty % ... X Ly un-
der f, i.e., the set of numbers composed of each mapping of f for a combination
of values from Ty x Ty x ... x L,. Also assume that f is defined for each vector in
Iy xTyx...x Ty Let T¥ =inf I and IV = sup I. We have
Pr(T" < q;(D) <ZY] = 4(B 1)+ 1
Proof. Since the event /\leqi(D) € Z, implies ¢f(D) € Z due to Z is the image
of Ty x Ty x ... x Iy under f, we have Prlqs(D) € Z] = Pr[A_,(x(D) € Z,)].
Secondly, by Lemma A.1.7 and by definition about Pr|¢;(D) € Z;] = ( for Vi,
we have Pr{Al_,(¢:(D) € Z,)] = S Prla(D)eTi] — (£ —1) = 4B — 1) + 1.
Thirdly, since Z" = infI and ZV = sup/, we have I < [Z*,ZY], and therefore
Pr[T" < ¢;(D) < Y] = Pr[q;(D) € Z]. Together, we have Pr[I* < ¢;(D) < ZV] =
Prigs(D) e T] > PrIAL (a(D) e T)] > (6~ 1) + 1.
O

Although it might not be obvious to find the analytical form of the image, we can
use numerical methods to find the approximations of the supremum and infimum of
the image. The width of such a interval is not determined.

Given a query ¢ decomposed by function f and the noisy answers, algorithm
9 summarizes the approach for deriving the confidence interval for ¢(D). We first
derive the confidence interval of each sub-query (line 2 to 4) with confidence level
B =1- 12 (line 1) and finally compute the confidence interval for ¢(D) (line 5 and
6).
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Algorithm 9 Image-based Confidence Interval
Input: A query ¢ such that ¢(D) = f(q1(D),q(D),...,q(D)), noisy answers

81,89, ...,8¢ of queries ¢1,qs,...,q using Gaussian mechanisms with scales oy,
03, ..., 0y, confidence level 7.

L B—1=(1-7)/t

2: foriel.../do

3 Iy = (3 —on/2erf H(B), 5 + oi/2erfH(B))

4: end for

5: TF «— infyeq,ve, f(21, o, . .., 3p)

6: IV — sup, ez, v, f(21, 22, ..., T¢)

7 I, = (", 1Y)

8: return 7,.

A.2.9 Bootstrap Confidence Interval

Algorithm 10 Bootstrap Confidence Interval [73]

Input: A query ¢ such that ¢(D) = f(q1(D),q2(D),...,q(D)), noisy answers
01,09, ...,0p of queries ¢, ¢, ..., qe using Gaussian mechanisms with scales oy,
o9, ..., 0y, confidence level v, and a bootstrap step size B.

Output: A confidence interval for ¢;(D) at confidence level ~.

1: forb—1...B do

2: fori<1.../do

3 of « 0; + N(0,0?)

4: end for

5: 0 — f(of,05,...,0})

6: gnd for

70 «— f(él,ég, - ,6g>

8 20 = 07§ Xy Lgsg)

9. TV min{s% Zle lpxos = D(22) + (b—l(l—T’Y)}
10: 7V max{s|5 Y2, L o, < B(220 + 071 (152)
1: 7, = (I%,7V)

12: return 7.

Bootstrap is an old yet powerful technique started by Bradley Efron in late 70’s
[72] which can be used for computing the confidence interval of an unknown statistic.
Although it is not an exact confidence interval, it enjoys a theoretical guarantee on the

correctness of the approximation. Traditional bootstrap assumes there are multiple
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samples that is samples from a unknown distribution with the parameters of interest.
Here the parameters of interest is ¢;(D) to g,(D), the distribution is a multivariate
Gaussian distribution, and we only observe one sample from it. Therefore, we apply
the method introduced from [73] to construct an confidence interval for ¢(D), which
consider the similar problem of finding the confidence interval of ¢(D) with one
observation of noisy ¢;(D) to q(D).

In section 5 of [73], it describes a parametric bootstrap. The main idea is to
assume the observation is from a parametric distribution, use the observation to in-
fer the parameters using maximum likelihood estimate, resample from the estimated
distribution, and use bias-corrected percentile method to construct a confidence in-
terval. Algorithm 10 illustrates an application of parametric bootstrap confidence
interval for ¢(D).

The most related work to this private confidence interval problem that are also
based on bootstrap are [77, 44], which construct the CI that encodes the randomness
from both sampling and noise, while we only consider the randomness from noise.
Traditional CI is closely related to sampling, which assumes some population param-
eters and data is sampled according to those parameters, therefore the population
parameter can be inferred from the sampled data. However, for differential privacy,
the setting is totally different. Data is considered as fixed and the statistics of inter-
est is only based on the fixed data. Therefore, there is no randomness in sampling a

dataset.

A.3 Supplementary Experiment

A.3.1 Full Ranking

To further understand the performance of the top-k selection in DPXPLAIN, we set

k to be the maximum size to have a full ranking of all the explanation predicates
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and stops DPXPLAIN at the step of top-k selection. We measure the quality of the
full ranking by Kendall-Tau [102]. From Figure A.2, we find that for question G1
its Kendall-Tau is always above 0.4 for privacy budget of topk prepr = 0.001, while
for question I1 its Kendall-Tau starts to be above 0.4 when pry,r = 0.1. Though
the interpretation of Kendall-Tau is not unified, a correlation coefficient above 0.4
indicates a moderate rank association to the true ranking and above 0.7 indicates a
strong rank association [9]. However, when we increase the number of conjuncts (
from 1 to 2 to 3, the correlation coefficient drops significantly: for I1, it drops from
0.513 to 0.029 to 0.001, and for G1, it drops from 0.947 to 0.466 to 0.060 . This is
because increasing the number of conjuncts [ will exponentially increase the number

of explanation predicates and thus increase the difficulty of a full ranking.

-0 11 -8 12 - 13 -d- 14 -&- 15 -4 Gl G2 - - G3 G4 G5

Kendall-Tau
o
w
o

1073 1072 107t 10° 10!
Privacy Budget of Topk

Figure A.2: Kendall-Tau of top-k selection by DPXPLAIN.
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