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Brave New World of human-rights DNA collection

Joyce Kim and Sara H. Katsanis

Duke Institute for Genome Sciences & Policy, Duke University Medical Center, Durham, NC 27708, USA

Forum: Science & Society
Noncriminal DNA databases may serve a societal role in
identifying victims of crime and human trafficking. How-
ever, how do we safeguard personal privacy of innocent
victims and family members?

The rise of DNA databases
As public acceptance of DNA technologies in law enforce-
ment grows, DNA databasing has expanded to noncriminal
identification purposes, notably to identify missing persons
and human remains [1]. The potential of DNA for humani-
tarian aid and human-rights purposes, particularly iden-
tification of live victims, remains untapped. Routine,
systematic databasing of family member profiles of missing
persons may assist longitudinal efforts to identify deceased
and missing persons. Potentially, DNA databases could
further identification of victims of crime, human-traffick-
ing victims, and children placed for illegal adoptions (Table
1). However, the collection of DNA from civilians, especial-
ly victims and children, raises profound questions of pri-
vacy and protections from abuse of power. Although some
have advocated the establishment of national DNA regis-
tries for crime resolution and victim identification, others
claim that expansive collection of DNA by governments is
inherently invasive [2]. Nonetheless, the societal benefit to
protect and identify victims of human-rights violations
necessitates a dialog on the social boundaries for govern-
ment-held DNA databases.

The government routinely collects DNA
Many countries have established governmental DNA
databases for criminal investigations, immigration proce-
dures, and identification of missing persons. Scholars
estimate that, globally, government-operated DNA data-
bases will grow from approximately 30 million profiles in
2011 to 100 million profiles in 2015 [3]. Most profiles are of
convicted offenders for crime investigations, but in recent
years, jurisdictions have expanded legislation to encom-
pass individuals arrested for certain offenses and immi-
grant detainees. In general, laws and policies guiding law-
enforcement DNA collection aim to balance individual
privacy rights against the interest of the government in
protecting the public; however, the extent of that balance
and its repercussions on privacy and human rights con-
tinues to be debated in courts (http://www.scotusblog.com/
case-files/cases/maryland-v-king/).

The architecture of DNA databases for crime solving has
aided tremendously investigation of unidentified human
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remains [4,5]. Missing-persons databases house DNA pro-
files of family members of the missing, of toothbrushes or
garments with trace DNA, and of unidentified remains.
Many countries require collection of DNA from military
personnel for identification of servicemen whose remains
may be unrecognizable after battle. To investigate war
crimes and postconflict unidentified remains of civilians
and misplaced families, several government and indepen-
dent institutions (e.g., the International Commission on
Missing Persons) provide technical assistance in DNA
forensics and assist identification of missing persons.

Many countries are incorporating genetic relationship
testing into border security measures to confirm the relat-
edness of petitioning refugees and immigrants [6]. In the
USA, authorities do not require DNA collection from peti-
tioners (except in certain refugee cases), but increasingly
recommend DNA confirmation of claimed relations. US
authorities are developing rapid on-site DNA tests for
petitioning refugees and immigrants (http://www.dhs.
gov/sites/default/files/publications/privacy/PIAs/privacy-
pia-rapiddna-20130208.pdf); however, the USA has not
announced any plans to database DNA profiles.

Collecting DNA to identify human-rights victims
DNA technologies applied to identify victims of human-
rights violations, such as detecting trafficked persons, is a
noble cause, but the intrusion on the privacy of genetic
information itself can be considered a human-rights
violation (http://www.guardian.co.uk/uk/2008/dec/04/law-
genetics). It is vital that these approaches are efficient
and affordable, protect individual privacy, and limit abuse
of power. The specific application of noncriminal DNA and
the population sampled (Table 1) greatly influences the level
and types of protection necessary. For instance, programs
collecting and storing samples from adopted children may
necessitate greater protections than the inclusion of immi-
grant detainees in a law-enforcement database.

To develop sound approaches, academic centers are
working with government authorities to develop DNA pro-
grams for identification of victims. One program, DNA-
PROKIDS, is profiling DNA from children reported to be
trafficked or stolen and from the claimed parents of these
children (Box 1) [7]. Another program, the Dallas Prostitute
Diversion Initiative (DPDI) collects DNA specimens
through law enforcement to facilitate postmortem identifi-
cation of sex workers likely to become victims of homicide
(Box 1) [8]. Both DNA-PROKIDS and the DPDI High Risk
Potential Victims Database are collaborations among law
enforcement, healthcare providers, academic institutions,
and non-governmental organizations (NGOs). Both pro-
grams are nascent with ongoing policy development to guide
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Table 1. Applications for the noncriminal collection of DNA

Application General purpose Populations potentially collected Type of database Mandated? Program examples

Civilians Military

personnel

Family

members

Children Arrestees Immigrants Refugees

High-risk victim

DNA databanks

Identify victims X X None No DPDI High Risk Victim

Databank (see Box 1,

main text)

Human trafficking Identify victims X X X X X X Academic database No DNA-PROKIDS (see

Box 1, main text)

Intercountry

adoption

Confirm biological relations X X X X None In some

cases

The US required DNA

testing in adoptions

from Guatemala of all

mothers relinquishing

a child for adoption to

confirm the biological

relation

Missing persons

identification

Postmortem identification X X X Law enforcement

database

No The US Combined DNA

Index System (CODIS)

is coordinated with the

National Missing &

Unidentified Person

System (NamUs), a

separate database with

information for missing-

person cases, such as

age, sex, race, and date

and location last seen

Mass disaster and

war crimes

identification

Postmortem identification X X X Law enforcement

database

No The International

Commission on Missing

Persons (ICMP) applies

DNA identification to

armed conflict, human-

rights violations, and

natural disastersa

Immigration Confirm biological relations X X X X X None In some

cases

The US Department of

State mandates DNA

testing in some cases

for international refugee

cases as part of the US

Refugee Family

Reunification (Priority

Three, or P-3) Program

Military DNA

databases

Postmortem identificationa X Armed Forces Yes The US Armed Forces

DNA Identification

Laboratory stores and

analyzes specimens

from enlisted persons for

identification purposes

Law enforcement Solve future and past crimes X X Law enforcement

database

Yes The US CODIS facilitates

sharing of criminal and

evidence DNA profiles

aThe Bob Stump National Defense Authorization Act of 2002 (Pub Law 107-5314, December 2002) also permits use of these specimens for prosecution of felony and sexual offenses.
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Box 1. Two emerging programs collecting DNA for victim

identification

DNA-PROKIDS

DNA-PROKIDS is an international collaboration to establish cross-

border DNA registries to identify trafficked children and reunite them

with their families, provide law-enforcement scientific methodology

for combating human trafficking, and develop police intelligence

around trafficking cases. The program was initiated at the University

of Granada Genetic Identification Laboratory, which continues to

serve as the headquarters. The University of North Texas Center for

Human Identification (UNTCHI) partners with the University of

Granada to develop and expand DNA-PROKIDS globally. DNA-

PROKIDS focuses on distributing DNA kits for sample collection,

providing training to participating authorities, processing kits from

countries lacking DNA analysis capabilities, and defining best

practices for the establishment of international DNA registries. The

law enforcement, forensic institutes, and/or government of the

participating countries establish a memorandum of understanding

(MOU) with DNA-PROKIDS outlining parameters for specimen

processing and profile storage. As of April 2012, 12 countries are

participating in DNA-PROKIDS and over 4200 samples had been

processed, leading to 588 positive identifications, 218 exclusions, and

detection of 257 illegal adoptions.

Dallas Prostitute Diversion Initiative

In 2007, the Dallas Police Department initiated the DPDI, a multi-

disciplinary approach drawing effort from Dallas law enforcement,

healthcare providers, social service organizations, and faith-based

organizations. The DPDI offers eligible sex workers short-term

residential treatment and long-term support services, including

medical care, substance abuse treatment, and career training, to

facilitate individuals’ permanent exit from the sex industry. Sex

workers are extremely vulnerable to crime [15], but, because crimes

against this population are rarely reported, law enforcement lack

information necessary to pursue criminal investigations. To address

this challenge, the DPDI launched the voluntary High Risk Potential

Victims DNA Database. This program establishes a databank of

voluntary samples from DPDI residents for the postmortem identifica-

tion of sex workers, useful for facilitating criminal investigations of

homicides. DPDI piloted the DNA collection program with 12

residents, all of whom consented. According to the program director,

residents reported that they participated because they felt that it was

the first time that law enforcement were trying to protect them

proactively. As of March 2013, over 300 de-identified samples had

been collected and stored. These samples will be processed only if a

potential crime is linked with a specific participant.
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how samples are collected, stored, and processed, when
databases may be searched, and whether and when to
expunge samples.

Prospective DPDI participants review brochures on the
data-banking program before providing written consent for
sample collection by law enforcement. Because US policies
dictate that only DNA collected during open law-enforce-
ment investigations can be entered into the national DNA
database, unprocessed samples are stored until law enforce-
ment suspect that an individual sampled may have been a
victim of violent crime. In some respects, the utility of the
program is underused because the collected DNA can only be
used to identify postmortem victims and not live victims of
sex trafficking. The DNA-PROKIDS program, however, is
designed to reunify misplaced children with their families.
DNA-PROKIDS laboratories process samples as they are
received, but profiles are not uploaded into any criminal
databases. Rather, the profiles are stored in local, secure
databases to be searched at the request of law enforcement.

Ultimately, successful coordination of relevant authori-
ties and implementation of vigilant protection parameters
will determine the utility of the programs to identify victims
while protecting them from unanticipated harm. The pru-
dent installations of these programs will enable ongoing
evaluation of the maximum benefit and protection of the
participants.

Brave New World or Huxley’s nightmare?
Such DNA collection programs involve vulnerable popula-
tions, including children, sex workers, and persons whose
legal or resident status may be questioned. When govern-
ment authorities request voluntary DNA samples, prospec-
tive participants may feel coerced to participate. Cultural
and political differences shape the varying social perspec-
tives on DNA collection, storage, and use, as well as public
trust or mistrust in the authorities collecting DNA samples
[9]. Participation in DNA sample collection may be influ-
enced by attitudes toward DNA collection and, importantly,
by public mistrust of authorities charged with sample col-
lection. Such mistrust of the intentions of the authorities
and concerns over abuse of power may deter participation.
Moreover, voluntary participation of high-risk victims and
family members of missing persons requires grassroots
education to inform the public fully of the risks, limitations,
and benefits of DNA collection, profiling, and storage. Pop-
ulation-specific and region-specific guidelines may tailor
policies to be mindful of regional cultural perspectives on
genetic information and privacy boundaries [5].

Additionally, individuals may consent without fully un-
derstanding the benefits, limitations, and potential risks
associated with DNA collection and profiling [10] Although
DNA-profile comparisons across databases may improve
police intelligence and facilitate victim support, DNA speci-
mens contain inherently personal information. The markers
typically used for DNA profiles at this time do not confer
substantial personal or health-related information (e.g.,
disease susceptibility or behavioral predispositions) [11].
A stored sample, however, can be used to obtain information
about the individual [12]. To protect samples from being
used for nefarious purposes of discrimination or legal (civil
or criminal) investigations, it is critical that policies guiding
DNA collection minimize risks or misuse and mitigate
unintended uses.

Concerns about security and privacy raise questions as to
whether interoperable DNA databases for victim identifica-
tion should be held publically, privately, or by government
authorities. Government-held DNA databases can be readi-
ly monitored for quality and security, but less-secure private
entities, such as NGOs or entities with diplomatic immunity,
could minimize abuse of power. A central worldwide data-
base would simplify data sharing for crossborder trafficking,
but authority for such a broad database would be difficult to
establish and justify, given the privacy concerns. A network
of databases among cooperating institutions could suffice,
but authorities without conflicts of interest would have to
oversee parameters for searching and accessing such an
infrastructure. Moreover, global cooperation of authorities
across borders presents the arduous challenge of navigating
the network of international laws and regulations. Both the
international programs and individual legal cases may be
subjected to varying privacy requirements, ultimately com-
pelling global consensus for successful implementation.
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The inherent security and privacy issues of storing
private data on centralized databases are far from resolved
[13]. Clear guidelines are needed to coordinate collection,
retention, and exchange of information, assure security of
DNA profile storage systems, prevent possible disclosure of
personal information, and minimize the risk for misuse
and malfunction [14]. Policies should establish whether
some profiles and samples can be expunged automatically
and how participants may request that their profiles and
samples be removed.

Furthering human rights
If ever there is a righteous application for DNA, it is the
identification of victims of crime and human-rights viola-
tions. Government or public DNA databases comprising
samples from consenting persons may facilitate crime de-
tection. However, the collection and use of DNA by govern-
ment authorities raises many justice, civil, social, political,
and ethical questions. Developing successful models for
identifying victims is complicated by concerns of privacy
and abuse of power. It is vital to ensure database security
and privacy, identify unbiased authorities to oversee data-
base operations, protect individual privacy, and explore the
numerous cultural perspectives on the use of genetic infor-
mation. Ultimately, a multipronged approach of policy de-
velopment, research, and association of stakeholders is
critical to formulate program models and address the social
concerns to implement DNA programs for the identification
of victims.
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