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Abstract
Autonomous systems (AS), enhanced by the capabilities of reinforcement learning (RL),

are expected to perform increasingly sophisticated tasks across various civilian and indus-

trial application domains. This expectation arises from their promising ability to make

decisions solely based on perception without human intervention. In addition to high effi-

ciency, AS often require robustness and safety guarantees for real-world deployment.

In this thesis, we propose model-free RL approaches to obtain controllers for AS oper-

ating in unknown, stochastic, and potentially adversarial environments directly from linear

temporal logic (LTL) specifications defined on state labels, such as safety and liveness re-

quirements. This ensures that the learned controllers satisfy the desired properties, avoiding

unintended consequences, and remain robust against adversarial behavior.

We first derive a novel rewarding and discounting mechanism from the LTL specifications

for Markov decision processes. We show that a policy learned by a model-free RL algorithm,

which maximizes the sum of these discounted rewards, also maximizes the probability of

satisfying the LTL specifications. We generalize this approach to multiple objectives, where

the utmost priority is given to ensuring safety. Satisfaction of the other LTL specifications

takes a secondary role, and the tertiary objective is to enhance the quality of control.

We then extend our results to zero-sum stochastic games to ensure the robustness of

learned controllers against any unpredictable nondeterministic environment behavior. Ad-

dressing the scalability challenges inherent in learning controllers for stochastic games, we

propose heuristics and approximate methods to further accelerate the learning process. We

illustrate how our approach can be utilized to learn controllers that are resilient against

stealthy attackers, capable of disrupting the agent’s actuation without being detected.

We further discuss an approach for cases where state labels are absent. This approach

aims to learn a labeling function that translates raw state information into object properties

applicable in LTL specifications, thereby enabling the learning of controllers from LTL

specifications.

We conclusively show the effectiveness of our approaches in successfully learning optimal

iv



controllers through numerous case studies. These controllers maximize the probability of

satisfying LTL specifications in the worst case, thereby exhibiting resilience against adver-

sarial behavior. Moreover, our methods demonstrate scalability across a broad spectrum of

LTL specifications, consistently surpassing the performance of existing approaches.
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1. Introduction
Throughout the past decade, the advancements in artificial intelligence (AI), particularly

in the field of machine learning (ML), have led to remarkable achievements in various rein-

forcement learning (RL) (Sutton and Barto, 2018) tasks. These achievements demonstrated

that RL, empowered with the modern ML techniques such as deep learning (Arulkumaran

et al., 2017; Goodfellow et al., 2016; LeCun et al., 2015), can be utilized to attain human-

level performance in many high-dimensional and complicated sequential making decision

settings such as video (Mnih et al., 2015; Vinyals et al., 2019) and board games (Silver et

al., 2016, 2017, 2018). The promising capability of making decisions using RL based only

on perception without human intervention, encouraged the design of autonomous systems

(AS) controlled by RL components.

There have been many successful applications of RL to a broad range of AS. For instance,

RL has recently been widely adopted in robotics (Kober et al., 2013), covering vision-

based arm (Levine et al., 2016) and hand manipulation (Andrychowicz et al., 2020), legged

locomotion (Hwangbo et al., 2019; Lee et al., 2020), motion planning in a crowd (Y. F. Chen

et al., 2017), and robotic surgery (Yu et al., 2021). Another noteworthy application area

of RL is the control of autonomous vehicles, which includes self-driving cars (Aradi, 2022;

Kiran et al., 2021), unmanned aerial vehicles (J. Cui et al., 2019; C. H. Liu et al., 2018; Lu

et al., 2018; Peng and Shen, 2020), autonomous underwater vehicles (R. Cui et al., 2017).

Additionally, RL has found application in many resource allocation and communication

tasks (C. Huang et al., 2020, 2021; Luong et al., 2019; Ye et al., 2019), in particular in

multi-access edge computing (X. Chen et al., 2019; Cheng et al., 2019; He et al., 2018;

L. Huang et al., 2019; Tang and Wong, 2022; J. Wang et al., 2021; S. Wang et al., 2021;

X. Wang et al., 2019; H. Yang et al., 2021), as well as power management (Degrave et al.,

2022; Li et al., 2022; Min et al., 2019; Nasir and Guo, 2019; Vázquez-Canteli and Nagy,

2019; Xiong et al., 2018) and traffic signal control (Chu et al., 2019; Haydari and Yılmaz,

2020).

The majority of AS are high-risk or safety-critical, where any malfunctioning can be
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highly costly and harmful. Smart grids, autonomous vehicles, surgical robots, are notable

examples of such systems. Thus, in addition to prioritizing high efficiency, AS often demand

robustness and stringent safety guarantees for widespread deployment in the real world.

1.1 Assurance via Verification

There has been an increasing interest in increasing trustworthiness of AI components

in AS via the design of explainable components, and verification. The prominent issues

indicated that hurt the trustworthiness are mismatched objectives and sensitivity to ad-

versarial inputs. Thus, assuring these components by formulating the specification in an

explicit and unambiguous way to avoid a mismatch between the intended and the speci-

fied objectives, and providing robustness guarantees against any unpredictable, potentially

adversarial inputs are utmost important.

Linear temporal logic (LTL) (Baier and Katoen, 2008) is a high-level, intuitive, for-

mal specification language that can be used to naturally express many control tasks of

interest with temporal objectives, such as safety, sequencing, conditioning, and repetition,

capturing desired temporal properties of a control task or system, preventing unintended

consequences. Hence, LTL allows for formal specification of high-level robotic tasks that

can facilitate robot motion planning beyond its traditional focus on computing robot tra-

jectories that, starting from an initial region, reach a desired goal without hitting any

obstacles (e.g., Karaman and Frazzoli, 2011; Karaman et al., 2011). As a result, LTL has

been widely used to express a wide range of robotics tasks (e.g., Y. Chen et al., 2012; Ding

et al., 2014; Kloetzer and Belta, 2007, 2010; Kress-Gazit et al., 2009; Lahijanian et al.,

2012). To illustrate this, consider a path planning task where the objective includes goals

such as “first go to the entrance and then go to the workspace”, “if the battery is low, go to

the charger”, and “continuously monitor a particular region in the building while avoiding

the danger zones”, which can be easily specified using LTL.

Due to the expressiveness of LTL, automatic controller synthesis from given LTL speci-

fications has been an attractive topic and widely studied in the control community (e.g., Y.

2



Chen et al., 2012; Ding et al., 2014; Fainekos et al., 2009; Jiang and Kumar, 2004; Kloetzer

and Belta, 2008, 2010; Kress-Gazit et al., 2009; Lahijanian et al., 2012; J. Liu et al., 2013;

Tabuada and Pappas, 2006; Wongpiromsarn et al., 2012; Yordanov et al., 2012; Zamani

et al., 2014). A key challenge in enabling AS to operate in unpredictable environments is

to learn controller strategies robust to adversarial inputs. The adversarial inputs usually

cannot be restricted to simple perturbations, and therefore they need to be considered as

separate unpredictable environment actions (e.g., Fawzi et al., 2014; J. Liu et al., 2013). The

design of controllers resilient against the worst-case environment behavior is often crucial

for many AS where safety and security are of the utmost importance. Though such con-

trollers might be conservative, they provide assurance against any, potentially adversarial,

environment behaviors.

Formally, the interaction between controllers and potentially adversarial environments

can be modeled as zero-sum turn-based stochastic games (SGs) (Chatterjee and Henzinger,

2012) where the objective is to learn optimal controller strategies to perform the tasks

specified as LTL formulas. SGs are natural extensions of MDPs to systems where some

states are under control of an adversary whose objective is to prevent performing the given

tasks. Although more restrictive than the general-sum concurrent games, the zero-sum turn-

based games are capable of modeling many control and sequential decision-making problems

where tasks need to be successfully carried out no matter how the adversarial environment

acts (Filar and Vrieze, 1997; Neyman and Sorin, 2003), and are thereby widely adopted by

the control community (e.g., Fu and Topcu, 2016; Fu et al., 2014; Niu and Clark, 2020; Niu

et al., 2021; Svoreňová and Kwiatkowska, 2016; Wen and Topcu, 2021; Zhang et al., 2021).

For example, the problem of security-aware motion planning against stealthy attacks can

be expressed as an SG (Elfar, Wang, and Pajic, 2019; Elfar, Zhu, et al., 2019).

1.2 Learning for LTL

Most control synthesis approaches rest on the assumption that a model of the opera-

tional environment can be specified a priori, which is mostly impracticable as modern AS

3



are being deployed in more complex and stochastic environments. However, common situa-

tions where a model of the environment is not available necessitate the use of learning-based

methods to design controllers for LTL specifications.

A growing body of literature has investigated learning controller strategies for the cases

where the interaction with the stochastic environment can be modeled as a Markov deci-

sion process (MDP). Several studies (e.g., Brázdil et al., 2014; Fu and Topcu, 2014) have

introduced model-based probably approximately correct (PAC) methods that construct a

product MDP using the deterministic Rabin automata (DRAs) derived from the LTL spec-

ifications and detect the product MDP components where the specifications are satisfied.

However, to detect such components, these methods learn and store the transition structure

of the MDP, potentially resulting in large memory requirements.

Recently, model-free RL methods such as Hahn et al., 2019 have been proposed to mit-

igate this problem. With such methods, the LTL specifications are translated into suitable

limit-deterministic Büchi automata (LDBAs) (Hahn et al., 2015) to construct a product

MDP. Rewards are then derived from the Büchi (i.e., repeated reachability) acceptance con-

dition such that controller strategies maximizing sums of discounted rewards maximize the

satisfaction probabilities; then, off-the-shelf RL algorithms are used to learn such strategies.

However, all these approaches focus on learning for MDPs and do not consider nondeter-

ministic adversarial environments that can take non-random actions to disrupt performing

the given tasks.

Only few have investigated the use of learning for LTL specifications in SGs. A model-

based PAC method from Wen and Topcu, 2021 pre-computes the winning states with

respect to the LTL specification based on the assumption that the given LTL specifications

can be translated into deterministic Büchi automata (DBAs) and the transition structure

of the SG is available a-priori. Another model-based PAC method from Ashok et al., 2019

learns the winning states for reachability specifications, a limited fragment of LTL that

cannot be used to specify continuous tasks. As model-based methods, these are inefficient

in terms of memory requirements when the number of different states that actions can

4



lead to is large. More recently, an automata-based model-free learning method has been

proposed to learn controller strategies for LTL specifications in SGs (Hahn et al., 2020).

In this method, the LTL specifications are translated to deterministic parity automata

(DPAs), whose acceptance conditions are more intricate than the Büchi condition. The

problem of satisfying the parity condition is then reduced to a reachability problem by

extending the product game constructed using DPAs with terminal states such that the

probabilities of transitions to these states are determined by the sets in the parity condition.

However, the length of the episodes required to learn optimal strategies in this method grows

exponentially with the number of sets; thus, substantially limiting its scalability as we show

in our case studies.

1.3 Contributions and Outline

In this thesis, we introduce RL approaches to learn optimal controllers directly from

LTL specifications for AS operating in unknown, stochastic, and potentially adversarial

environments. Our approaches are model-free; i.e., they not use or construct any transition

model of the system. This manuscript consolidates a series of our previously published

works: Bozkurt et al. 2021a, 2021b, 2021, 2020, 2024. In Chapter 2, we review sequential

decision making formalisms, specifically MDPs and SGs, along with the RL techniques

devised for these formalisms. In Chapter 3, we provide background information regarding

LTL and corresponding automata, and we discuss the general controller synthesis problems

we consider in this thesis.

In Chapter 4, we introduce a model-free RL algorithm that is guaranteed to find a

control policy that maximizes the probability of satisfying a given LTL objective (i.e.,

specification) in an arbitrary unknown stochastic environment modeled as an MDP. We use

an automata-based approach that constructs a product MDP using an LDBA of a given

LTL formula and assigns rewards based on the Büchi (repeated reachability) acceptance

condition. Such optimal policy can then be derived by learning a policy maximizing the

satisfaction probability of the Büchi condition on the product. Our approach directly
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assigns positive rewards to the accepting states and discounts these rewards in such a way

that the values of the optimal policy are proved to converge to the maximal satisfaction

probabilities as the discount factor approaches 1. We evaluate our approach on several

motion planning problems for mobile robots.

In Chapter 5, we introduce an RL algorithm for safety, LTL and quality of control

(QoC) objectives with a lexicographic order where the safety objectives have the highest

priority, while the LTL objectives have higher priority than the QoC-return objectives. As

we demonstrate in a case study, it is crucial to consider the satisfaction of safety and LTL

specifications as separate objectives with different priorities rather than the satisfaction of

a single combined LTL specification because such approach might result in a policy under

which the probability of satisfying the safety specification is significantly reduced. We

show that our algorithm converges to a policy maximizing the probability that the LTL

specification is satisfied under the constraint that the probability of satisfying the safety

specification is maximized. Furthermore, the derived policy is near-optimal in terms of

QoC returns that can be obtained while having these maximum satisfaction probabilities.

We published this approach in Bozkurt, Wang, and Pajic, 2021a.

In Chapter 6, we introduce an approximate model-free RL approach to synthesize con-

trollers for SGs. To achieve this, we translate the LTL specification into a DRA and in-

troduce a reward and a discount (or termination) function based on the Rabin acceptance

condition. We first consider DRAs with a single accepting pair and prove any model-free RL

algorithm using these functions converges a desired strategy for a sufficiently large discount

factor. We then generalize our method to any LTL specification, for which the DRA may

have an arbitrary number of accepting pairs; for such specifications, we establish a lower

bound on the satisfaction probability. Lastly, we show the applicability of our RL approach

on two robot motion planning case studies.

In Chapter 7, an approach to learn optimal strategies for any desired LTL specifications

in SGs while significantly improving scalability compared to the existing methods. We start

by composing an SG where the transition structure is completely unknown with a DPA that
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is automatically obtained from the given LTL specification. We then derive novel reward

and discount factors from the parity acceptance condition such that a strategy maximizing

the sum of the discounted rewards also maximizes the probability of satisfying the LTL

specification in the worst case – i.e., for the worst (most-damaging) adversary actions from

the controller’s perspective.

Unlike the existing automata-based methods, our approach provides dense rewards that

significantly accelerate learning while being capable of capturing the entire LTL specifica-

tions. In addition, to overcome the scalability issues when the number of sets defining the

acceptance condition of the DPA, referred to as colors, is large, we present a model-free

method that utilizes these distinct rewards and discount factors only when needed via lazy

color generation and thus facilitates efficient learning of optimal strategies in the derived

product SGs. Moreover, we provide a scalable approximate method for the scenarios where

the controller can perform the task by eventually focusing on only one color.

We compare our methods with each other and with the existing methods in several

robot navigation case studies with the LTL specifications, and we show that our lazy color

generation and approximate methods outperform the others. Finally, we demonstrate the

applicability of our methods in several robotic arm tasks.

In Chapter 8, we consider an application of our approaches to a very general class

of logic-based intrusion detection systems (IDSs), which monitor the system execution and

trigger alarm if a given LTL formula φids is satisfied, for the security measure. This includes

the common window-based IDSs that trigger alarm when there are several unexpected

system transitions within a time window or all past moves in general Bonakdarpour et al.,

2018; Havelund and Roşu, 2002; Medhat et al., 2015; Moonjoo Kim et al., 1999.

Following this problem setup, we consider the defense against two types of stealthy

attacks with an increasing level of aggressiveness. In Case I, the attacker tries to sabotage

the task objective without triggering alarm from the IDS. In Case II, the attacker can

take the risk of being detected by IDS if the probability of finally sabotaging the initial

LTL objective is maximized. For these types of attacks, we solve the game between the
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attacker and controller, and derive the optimal defense strategies for the controller. Al-

though solving stochastic games with temporal logic objectives by model-based methods is

well-studied, there are few works on model-free methods that do not depend on the knowl-

edge on the transition probabilities. We adopt our model-free approaches solving the game

between the attacker and the controller, enabling the use of our security-aware planning

methodology for robotic systems with unknown models. With two case studies focused on

robotic surveillance and task sequencing, we demonstrate applicability of our methodology

for security-aware robotic planning.

In Chapter 9, we discuss an approach for cases where state labels are absent. This

approach aims to learn a labeling function that translates raw visual state information

into object properties applicable in LTL specifications, thereby enabling the learning of

controllers from LTL specifications. Our goal is to address the limitations of purely neural

and symbolic approaches by distilling knowledge to a neuro-symbolic model in multiple

stages. The distilled information identifies the task-relevant objects and their positions,

grounded to visual observations, where actions are chosen based on the object positions.

Finally, in Chapter 10, we summarize our approaches and draw conclusions.
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2. Sequential Decision Making
In this chapter, we define the formalisms widely used to model probabilistic systems:

Markov decision processes and stochastic games.

2.1 Markov Decision Processes

We first consider the sequential decision making problems modeled as Markov decision

processes (MDPs). MDPs are common modeling formalism for systems that permit nonde-

terministic choices with probabilistic outcomes. In MDPs, an agent or a controller engages

with a stochastic environment by making decisions. The act of making a decision, or taking

an action, can alter the situation, or state, the controller is in. We formally define MDPs

as follows:

Definition 1. A (labeled) Markov decision process (MDP) is a tuple M=(S, s0, A, P, R, γ,

AP, L) where

• S is a finite set of states;

• s0 is the initial state1;

• A is a finite set of actions and A(s) denotes the set of actions allowed in a state s;

• P : Sˆ Aˆ S ÞÑ [0, 1] is a probabilistic transition function such that
ř

s1PS P(s, a, s1) = 1 if a P A(s), and 0 otherwise;

• R : S ÞÑ R is a reward function2;

• γ P [0, 1) is a discount factor;

• AP is a finite set of atomic propositions;

• L : S ÞÑ 2AP is a labeling function.

MDPs can be employed to model many diverse planning problems such as a robotic

arm engaging with objects. Here, the state space of the controller can be defined by the

1 Environments where the controller begins in a random initial state can be modeled by introducing a virtual
initial state with a single action where the probability of transitioning from the virtual state to an initial state
is equivalent to the probability of the controller starting in that initial state.

2 The reward functions specifying the expected rewards in each state-action pair can be fit into this definition
by constructing a state space of the state-action pairs. The absolute value of the rewards are assumed to be
less than some finite number Rmax.
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FIGURE 2.1: An example MDP M; the circles denote MDP states, rectangles denote ac-
tions, and numbers transition probabilities.

positions of the objects and the joints of the arm. The action space corresponds to the target

positions of the joints, while the reward function is the negative of the energy consumption.

Additionally, certain states may be labeled as unsafe.

More formally, in a state s, the controller takes an action a P A(s) and makes a transition

to a state s1 with probability (w.p.) P(s, a, s1), receiving a reward of R(s1) indicating the

quality of control (QoC), and a label L(s1) Ď AP, a set of state properties.

2.2 Stochastic Games

Controllers might need to operate in environments with adversarial or unpredictable

agents whose actions cannot be modeled through probabilistic transitions. Consider, for

instance, the controller of a mobile robot navigating the robot to a specific region within

a building while contending with an attacker disrupting actuations. Stochastic games, also

known as Markov games, extend MDPs to include not only probabilistic transitions but

also nondeterministic ones induced by other agents. Specifically, we focus on two-player

zero-sum games where the controller and the adversary are strictly competitive. This means

the controller aims to successfully perform a given task, while the adversary aims to prevent

that. We consider turn-based games, where the controller can only choose actions in certain

states; the rest of the states are under the control of the environment. We formally define

stochastic games as follows:

Definition 2. A (labeled fully-observable turn-based two-player) stochastic game (SG) is

a tuple G = (S, (Sµ, Sν), s0, A, P, AP, L) where

• S = Sµ Y Sν is a finite set of states;

• Sµ is the set of states in which the controller takes action;
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• Sν is the set of states under the control of the adversary;

• s0 is the initial state3;

• A is a finite set of actions and A(s) denotes the set of actions that can be taken in a

state s;

• P : Sˆ Aˆ S ÞÑ [0, 1] is a probabilistic transition function such that
ř

s1PS P(s, a, s1) = 1 for all s P S, a P A(s) and 0 otherwise;

• R : S ÞÑ R is a reward function4;

• γ P [0, 1) is a discount factor;

• AP is a finite set of atomic propositions;

• L : S ÞÑ 2AP is a labeling function.

SGs can be considered as games played by the controller and the adversary for infinitely

many time steps on finite directed graphs consisting of state and state-action nodes. The

state nodes are divided into two distinct subsets (Sµ and Sν) reflecting the turns of the

controller and the adversary. The game starts in the initial state s0 and moves between

the state nodes as the controller and the adversary take actions. In each state s, only the

owner of the state (the controller if s P Sµ the adversary if s P Sν) observes the state infor-

mation and chooses one of the state-action of the state and the game then probabilistically

transitions to one of the successors of the node according to the given transition function.

We illustrate this in the following example:

Example 3. An example SG of a robotics environment is shown in Figure 2.2. A robotic

agent (i.e., the controller) starts in “Entrance”, where an empty label tu is received. In

“Entrance”, the agent can choose either “go up” or “go down”. With “go down”, the

agent starts working and moves to the charging station with probability (w.p.) 0.9 (i.e.,

the game makes a transition to “Charger(Agent-On)” and a label of tcharging, workingu is

received). If the agent keeps taking “go down”, it eventually moves to “Charger(Agent-

3 Similarly to MDPs, this can be generalized to SGs with an initial state distribution.

4 The stated can be augmented with actions to capture state-action rewards, similarly to MDPs. Here, the
rewards are also assumed to be finite, i.e., less than Rmax.
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FIGURE 2.2: An example SG. The sets of words under the state names are the labels.

On)” w.p. 1. With “go up”, the agent moves to the charging station but could get stuck

w.p. 0.1. In “Charger(Agent-On)”, the adversary can prevent the agent from working

by turning it off (“Charger(Agent-Off)”); however, the agent can turn itself on again. In

addition, the adversary can move the agent from the charging station to “Workspace”,

where the agent cannot get charged but can work or go back to the charging station.

2.3 Policies, Strategies, and Paths

To achieve its goal of performing a given task, the controller must follow a plan specifying

the actions to take in any given situation or step. Given the stochastic nature of the

environment, where the controller can find itself in various states, and the potentially

intricate nature of the task, requiring recalling past information, these plans should be

articulated through a function mapping a current state or, more broadly, a history of visited

states to a corresponding action. In the context of MDPs, these functions are referred to

as policies, while in the context of SGs, they are referred to as strategies. We only focus
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on policies or strategies that require finite-memory as they are sufficient for reward or LTL

objectives (see Chatterjee and Henzinger, 2012 and references therein), which are formally

defined as the following:

Definition 4. A finite-memory strategy for an SG G is a tuple σ = (M, m0, T, α) where

• M is a finite set of modes;

• m0 is the initial mode;

• T : Mˆ SˆM ÞÑ [0, 1] is a probabilistic transition function between the modes such

that
ř

m1PM T(m, s, m1) = 1;

• a : Mˆ Sˆ A ÞÑ [0, 1] is a probabilistic action selection function with that maps a

given mode m P M, a state s P S, and an action a P A(s) to the probability of taking

the action a in the state s and in the mode m.

We are interested in following types of strategies:

• A controller strategy µ is a finite-memory strategy that maps only the controller

states to the action selection probabilities.

• A controller strategy is referred to as a policy, denoted by π, if there is no adversary,

making the environment an MDP (Sν = H).

• Similarly, an adversary strategy ν is a finite-memory strategy mapping the adver-

sary states to the action selection probabilities.

• A strategy pair (µ, ν) is a strategy profile consisting of a controller strategy µ and an

adversary strategy ν.

• A finite-memory strategy is called pure memoryless if there is only one mode m0

(|M| = 1) and if the action selection is deterministic (for any s P S, there exists

a P A(s) such that a(m0, s, a) = 1).

Intuitively, a finite-memory strategy is a finite state machine moving from one mode

(memory state) to another as the SG states are visited, specifying a distribution over the

actions in each state. Under a strategy, the action to be taken not only depends on the

current state but also the current mode. After each transition, the strategy may change its
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mode based on the visited state. Unlike the standard definition of finite-memory strategies

(e.g., Baier and Katoen, 2008; Chatterjee and Henzinger, 2012) where transitions among the

modes are all deterministic, Definition 4 allows for probabilistic transitions; this will later

enable modeling of probabilistic transitions between different levels of the derived product

games where pure memoryless strategies induce finite-memory strategies with probabilistic

mode transitions in the original SGs.

Once the controller establishes its policy in an MDP, the sequence of states the controller

visits is solely determined by the stochastic nature of the environment. In other words, the

sequence of states to be visited follows a probability distribution induced by the policy.

Similarly, in the context of SGs, if both the controller and the adversary fix their strategies,

the sequence of states is drawn from a probability distribution induced by the strategy pair.

These sequences are referred to as paths, and we formally define them as follows:

Definition 5. A path of an MDP M or an SG G is an infinite sequence of states ρ = s0s1 . . .

with si P S such that for all i ě 0, there exists ai P A with P(si, ai, si+1) ą 0. We use ρ[i]

to denote the state si, as well as ρ[:i] and ρ[i+1:] to denote the prefix s0s1 . . . si and the

suffix si+1si+2 . . . of the path, respectively. The sequence of labels of ρ is called trace, and

denoted by L(ρ) := L(s0)L(s1) . . . .

Under a fixed policy or a strategy pair, the paths are generated according to an induced

stochastic process, formally defined as:

Definition 6. A strategy pair (µ, ν) for G (or a policy π for M) induces a Markov chain

(MC), denoted by Gµ,ν (Mπ), where the state space is composed of the S and M, and the

transitions are governed by P, T and a. We use ρ „ Gµ,ν (ρ „Mπ) to denote a path drawn

from Gµ,ν (Mπ), and we write ρs „ Gs
µ,ν (ρs „ Ms

π) to denote a path drawn from the MC

Gs
µ,ν (Ms

π), where Gs
µ,ν (Ms

π) is same as Gµ,ν (Mπ) except that the state s is designated as

the initial state instead of s0.

The limiting behavior of an MC and thereby its paths depends on the terminal compo-

nents that are strongly connected, as formally defined below:
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Definition 7. A bottom strongly connected component (BSCC) of an MC is a set of states

such that there is a path from each state to any other state in the set without any outgoing

transitions. We denote the set of all BSCCs of the MC Gµ,ν (Mπ) by B(Gµ,ν) (B(Mπ)).

2.4 Reinforcement Learning

In reinforcement learning (RL), the policies for an MDPs or the controller strategies for

SGs are evaluated based on the expected cumulative reward obtained by following them

in the long run. Each path generated from MCs induced by policies or strategy pairs is

associated with a cumulative reward, termed return. The formal definition of the return of

a path is the sum of discounted rewards collected along that path, as expressed below:

Definition 8. Given a reward function R and a discount factor γ P (0, 1), the K-step return

(K P N or K = 8) of a path ρ from time t P N, denoted by Gt:K(ρ), is defined as

Gt:K(ρ) =
K
ÿ

i=0

γiR(ρ[t+i]), Gt(ρ) = lim
KÑ8

Gt:K(ρ). (2.1)

The future (delayed) rewards are discounted by a factor γ P (0, 1) to favor immediate

rewards; a reward that will be received after i steps R(ρ[t+i]) is only worth γiR(ρ[t+i])

at time step t. The expected return of a path after passing through a given state in an

induced MC is referred to as the value of that state, formally defined as follows:

Definition 9. Under a strategy σ, the value of a state s is defined as the expected return of

a path, given by

vσ(s) = E [Gt(ρ) | ρ[t] = s] , (2.2)

where ρ „Mπ if σ is a policy π for an MDP M, or ρ „ Gµ,ν if σ is a strategy pair (µ, ν) for

an SG G. The values, by definition, satisfy the Bellman equation (Sutton and Barto, 2018):

vσ(s) = R(s) + γ
ÿ

aPA(s)

ÿ

s1PS

P(s, a, s1)σ(a|s)vσ(s1). (2.3)

Here, with a slight abuse of notation, σ(a|s) denotes the probability of choosing action a

in state s under strategy σ.
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The goal of RL is to find a policy (or a controller strategy for an SG) with unknown

transition probabilities such that the values of the states are maximized (in the worst case)

(Sutton and Barto, 2018). We formally specify these objectives as follows:

Problem 10. The RL objective in an MDP M is to learn an optimal policy π˚ such that for

any state s P S,

π˚ := argmax
πPΠ

vπ(s); (2.4)

similarly, the RL objective in an SG G is to learn an optimal controller strategy µ˚ such

that for any state s P S,

µ˚ := argmax
µPM

min
νPN

vµ,ν(s) (2.5)

where Π, M, and N denote the set of all policies, controller strategies, and adversary

strategies, respectively.

The pure memoryless strategies are sufficient for achieving these RL objectives, provided

that the state space is fully observable by the agents. Therefore, for return maximization, we

assume the strategies are pure memoryless and thereby the state space of the environment

is equivalent to the ones of the induced MC. We now define the necessary condition for

optimality that the values must satisfy.

Definition 11. The value of a state s P S under an optimal policy or strategy pair is referred

to as the optimal value of s, denoted by v˚(s), and it satisfies the Bellman optimality

equation as follows:

v˚(s) := R(s) + γ max
aPA(s)

ÿ

s1PS

P(s, a, s1)v˚(s1), (2.6)

v˚(s) := R(s)+γ

$

’

&

’

%

max
aPA(s)

ř

s1PS
P(s, a, s1)v˚(s1) if s P Sµ,

min
aPA(s)

ř

s1PS
P(s, a, s1)v˚(s1) if s P Sν.

(2.7)

for MDPs and SGs, respectively.

16



An RL approach is called model-free, if π˚ or µ˚ is learned without explicitly estimating

the transition probabilities, as done in model-based RL; hence, it scales significantly better

in large applications (Strehl et al., 2006).
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3. Linear Temporal Logic (LTL)
In this section, we provide background definitions and necessary preliminaries on linear

temporal logic, explaining its application in verification through automata construction.

3.1 Linear Temporal Logic

We employ LTL specifications to capture the desired behaviors for accomplishing a

given task in an MDP or an SG. These specifications set forth requirements on the label

sequences corresponding to the infinite paths in the game. LTL provides a sophisticated

formal language for articulating the desired temporal characteristics of tasks (Baier and

Katoen, 2008). Alongside the standard Boolean operators in propositional logic – negation

(␣) and conjunction (^) – LTL formulas can incorporate two temporal operators, namely

next (⃝) and until (U), along with various nested combinations of these operators. The

formal syntax of LTL is defined by the following grammar (Baier and Katoen, 2008):

φ := true | a | φ1 ^ φ2 | ␣φ |⃝φ | φ1Uφ2, a P AP. (3.1)

The semantics of LTL formulas are defined over paths. Specifically, a path ρ either satisfies

φ, denoted by ρ |ù φ, or not (ρ ­|ù φ). The satisfaction relation is recursively defined as

follows: ρ |ù φ if the following hold:

• if φ = a and a P L(ρ[0]) (i.e., a immediately holds);

• if φ = φ1 ^ φ2, ρ |ù φ1, and ρ |ù φ2;

• if φ = ␣φ1 and ρ ­|ù φ1;

• if φ = ⃝φ1 (called next φ1) and ρ[1:] |ù φ1;

• if φ = φ1Uφ2 (called φ1 until φ2) and there exists t ě 0 such that ρ[t:] |ù φ2 and for

all 0 ď i ă t, ρ[i:] |ù φ1.

Intuitively, the temporal operator ⃝φ expresses that φ needs to hold in the next time

step, whereas φ1Uφ2 specifies that φ1 needs to hold until φ2 holds. Other commonly

used temporal operators such as eventually (♢) and always (l) can be derived as follows:

♢φ := true U φ (i.e., φ eventually holds) and lφ := ␣(♢␣φ) (i.e., φ always holds).

The remaining Boolean operators can be derived via the standard equivalences (e.g., (or)
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φ1 _ φ2 := ␣(␣φ1 ^␣φ2) and (implies) φ Ñ φ1 := ␣φ _ φ1). We also write ♢ďk φ to

denote eventually in k-steps, which is defined as:

♢ďk φ := ⃝φ_⃝⃝ φ_ ¨ ¨ ¨ _⃝⃝ ¨ ¨ ¨⃝
l jh n

k times

φ. (3.2)

It is noteworthy to highlight two crucial and widely-used fragments of LTL: Safety LTL and

Reachability (Co-Safety LTL). These fragments are employed to specify properties ensuring

that “something bad never happens” and “something good eventually happens” respectively.

For instance, LTL formulas in a positive normal form are considered safety or reachability

formula if they only include l or ♢ in addition to ⃝ as the temporal modalities respectively

(Kupferman and Vardi, 2001).

LTL can be used to specify a wide range of robotics tasks such as sequencing, surveil-

lance, persistence, and avoidance. In the following example, we illustrate how a persistence

task can be specified as an LTL formula, and we discuss the optimal controller and adversary

strategies.

Example 12. Consider a simple persistence task “φ = ♢lcharging” in the SG presented

in Figure 2.2. The robot controller can ensure that “Charger(Agent-On)” is eventually

reached by taking “go down” in “Entrance” persistently. However, the adversary can

move the robot to “Workspace”, a state that is not labeled with “charging”, thereby mak-

ing the probability of satisfying the specification 0. To avoid this, the controller can instead

take “go up”, which w.p. 0.1 leads to “Charger(Stuck)”, a trap cell labeled with “charg-

ing”, where the specification is guaranteed to be satisfied.

3.2 ω-Automata

An LTL formula φ can be represented by a finite automaton on infinite paths, referred to

as an ω-automaton and denoted by Aφ. An ω-automaton Aφ accepts a given path ρ if and

only if ρ |ù φ and rejects it if ρ ­|ù φ. Therefore, ω-automata can be utilized to determine the

probability of a path generated from an MC induced by a strategy. We begin by providing

the formal definition of a general form of ω-automata, known as nondeterministic Rabin
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automata (NRA)s, which can automatically be constructed from a given LTL formula

(Baier and Katoen, 2008). Subsequently, we define specific subtypes of NRAs of interest,

discussing them in detail.

Definition 13. A nondeterministic Rabin automaton (NRA) constructed from an LTL for-

mula φ is a tuple Aφ = (Q, q0, Σ, δ, Acc) where

• Q is a finite set of automaton states;

• q0 P Q is the initial automaton state;

• Σ = 2AP is the finite alphabet;

• δ : Qˆ (ΣY tϵu) ÞÑ 2Q is a transition function such that |δ(q, w)| = 1 for any q P Q

and w P Σ; i.e., the automaton is complete and deterministic except for ϵ-transitions;

• Acc is a set of k accepting pairs t(Bi, Ci)u
k
i=1 such that Bi, Ci Ď Q for i P t1, . . . , ku.

A run triggered by an infinite word ω = w0w1 . . . is a sequence of automaton transitions

τω = (q0, w0, q1), (q1, w1, q2) ¨ ¨ ¨ such that for all i ě 0, qi+1 P δ(qi, wi). A word ω is

accepted if there exists a run τω triggered by ω and an accepting pair (Ci, Bi) such that

Inf(τω)X Bi ‰ ∅ and Inf(τω)XCi = ∅, where Inf(τω) denotes the set of automaton states

visited by τω infinitely many times. Similarly, we say a path ρ is accepted if the trace L(ρ)

corresponds to a word accepted by the automaton.

The acceptance condition is known as the Rabin condition, which essentially states

that, for at least one of the accepting pairs (Bi, Ci), a path should trigger a run that visits

some states in Bi infinitely many times and all the states in C only finitely many times.

We now consider a specific subtype of NRAs, having a simplified accepting condition,

called limit-deterministic Büchi automata (LDBAs). Despite their simpler acceptance, LD-

BAs maintain equal expressiveness and can be utilized for quantifying the probability of a

path generated from an induced MC thanks to their limit-determinism. In addition, LDBAs

can be directly derived from LTL formulas (Hahn et al., 2015; Sickert et al., 2016).

Definition 14. A limit-deterministic Büchi automaton (LDBA) is an NRA Aφ = (Q, q0, Σ,

δ, Acc) where Q and Acc satisfy the following conditions:
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• There is only one accepting pair, and its second set is an empty set, i.e., Acc = (B,∅),

indicating that some of the states in B need to be visited infinitely many times. This

simplified accepting condition is known as the Büchi condition. For simplicity in

notation, we express this as Acc = B.

• The set of automaton states Q can be partitioned into an initial and an accepting

component, namely QI and QA, meeting the following:

– All the accepting states are in QA; i.e., B Ď QA.

– The transitions in QA are deterministic (no ϵ-transition); i.e., for any q P QA,

δ(q, ϵ) = ∅.

– There is no outgoing transition from QA to QI ; i.e., for any q P QA and w P Σ,

δ(q, w) Ď QA.

The key idea behind LDBAs is that all accepting runs must ultimately reach the ac-

cepting component and remain there indefinitely. This ensures that any accepting run will

eventually cease making any nondeterministic transitions. This property is referred to as

limit-determinism. Specifically, all the accepting states of an LDBA Aφ are in the accept-

ing component, and φ is satisfied by a path if and only if the labels of states on the path

trigger an execution that visits some of these accepting states infinitely often. The only

nondeterministic transitions in an LDBA are the outgoing ϵ-transitions from the states in

the initial component QI . When an LDBA consumes the label of a state L(s), it deter-

ministically transitions from its current state q to the state in the singleton set δ(q, L(s)) if

δ(q, ϵ) is empty. Once the accepting component QA is reached, it is not possible to make

a nondeterministic transition. An example LDBA is provided in Figure 3.1.

LDBAs can be constructed in a way that any ϵ-transition leads to a state in the accepting

component, allowing for at most one ϵ-transition in an execution. This property, in addition

to limit-determinism, makes LDBAs suitable for quantitative model-checking of MDPs

(Sickert et al., 2016), in contrast to general nondeterministic automata, which are unsuitable

for such purposes. We henceforth assume that any given LDBA is suitable. However, it
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FIGURE 3.1: A derived LDBA A for the LTL formula φ = ♢la_♢lb.

is important to note that even limit-determinism cannot be applied to SG, as we discuss

later. Thus, we now introduce deterministic subtypes of NRAs

Definition 15. A deterministic Rabin automaton (DRA) is an NRA Aφ = (Q, q0, Σ, δ, Acc)

where there is no ϵ-transitions; i.e., for every state q P Q, it holds that δ(q, ϵ) = ∅, ensuring

that |δ(q, w)| = 1 for any w P Σ. Consequently, for simplicity, we redefine the transition

function as δ : Q ˆ Σ ÞÑ Q. Similarly, deterministic Büchi automata (DBAs) are DRAs

with the Büchi acceptance condition; i.e., formed by the intersection of DRAs and LDBAs.

The Rabin index of an LTL formula is the minimum number of accepting pairs a DRA

recognizing the formula can have. Without loss of generality, we assume that the number

of accepting pairs of a constructed automaton is equal to the Rabin index of the accepted

language.

In the example below, we demonstrate the Rabin acceptance condition and the use of

DRAs to verify whether a path complies with an LTL formula.

Example 16. Figure 3.2 illustrates a DRA derived from the LTL formula φ = l♢b_♢ld,

with Rabin acceptance sets B1=tq1u, B2=tq2u, and C2=tq0u (i.e., acceptance condition

Acc=t(B1,∅), (B2, C2)u). Note that consuming a label having b in it, leads to a transition

to the state q1 from any state. Thus, any path ρ containing infinitely many states labeled

with b induces an execution that visits q1 infinitely many times; thereby satisfying the

Rabin condition. Other executions satisfying the Rabin conditions are the ones visiting q2
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FIGURE 3.2: A DRA derived from the LTL formula φ=l♢b_♢ld. Here, B1=tq1u,
B2=tq2u, and C2=tq0u are the states in the Rabin acceptance condition Acc=t(B1,∅),
(B2, C2)u.

infinitely many times but q0 only finitely many times. Those can be only produced by the

paths that after some point, do not contain a state whose label is not d.

The absence of nondeterministic transitions makes DRAs appealing and extensively

applied in quantitative analysis of MDPs in the context of model checking (Baier and

Katoen, 2008). However, their use for SGs remains challenging due to the intricacy of the

acceptance condition. Consequently, we provide the definition of a subtype of DRAs, with

an acceptance condition that is better suited for SGs while retaining the same expressive

capabilities.

Definition 17. A deterministic parity automaton (DPA) is a DRA Aφ = (Q, q0, Σ, δ, Acc)

such that the accepting pairs form a chain C0 Ą B1 Ą C1 Ą B2 Ą C2 Ą ¨ ¨ ¨ Ą Bk Ą Ck where

C0 = Q. This chain indicates a priority function C : Q ÞÑ t0, 1, . . . , 2ku such that

C(q) =

#

2i´ 1, if q P BizCi,
2i, if q P CizBi+1.

(3.3)

The accepting condition then can be simplified as the parity condition, which is satisfied

simply when the largest priority among the those assigned to the automaton states visited

an infinite number of times by a run τ is an odd number; i.e., maxtC(q) | q P Inf(τ)u =

2i´ 1 for an i P t1, . . . , ku.
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(0){working}

(2){}

(2){charging} q1

(2){}|
{working}

(1){charging}|
{charging,working}

FIGURE 3.3: A DPA derived from LTL formula φ = (♢lworking ^ l♢charging) _
♢lcharging. The circles are the DPA states; the arrows are the DPA transitions; the num-
bers within parentheses and the set of words on the transitions are the colors and the
labels of the transitions, respectively.

We refer to these priorities as colors and denote the number of colors by κ. Addition-

ally, we call the transition-based priority function C : Qˆ Σ ÞÑ 0, . . . , κ´ 1 the coloring

function.

DPAs provide a natural framework to reason about LTL tasks in SGs; the controller

tries to visit the states triggering the odd-colored transitions as often as possible, while the

adversary tries to do the opposite (i.e., even-colored transitions). We illustrate the parity

condition by the following example.

Example 18. Figure 3.3 shows a DPA derived from the LTL formula “φ = (♢lworking^

l♢charging) _ ♢lcharging”. The executions visiting q0 and q1 infinitely many times

make the inter-state transitions colored with 2 infinitely many times. Since 2 is an even

number and the largest color in this DPA, regardless of how many times the transitions

colored with 1 or 0 are made, these executions will not be accepted. Therefore, any ac-

cepting execution, after some finite time steps, must stay forever in either q0 or q1. The

executions staying in q0 are accepting only if they receive the label {charging,working}

infinitely many times and the label {} finitely many times, hence satisfying ♢lworking^

l♢charging. In addition, the accepting executions staying in q0 receive the labels {charg-
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ing} or {charging,working}, thus satisfying ♢lcharging.

Lastly, we consider simpler automata that can be constructed from the safety and

reachability LTL formulas (Kupferman and Vardi, 2001).

Definition 19. A safety automaton or a reachability automaton is a DBA in which all

non-accepting or accepting states are absorbing, meaning they cannot be left once visited,

respectively. This characteristic implies that visiting an absorbing state results in rejection

for safety automata and acceptance for reachability automata.

3.3 Controller Synthesis Problem

We now formalize the controller synthesis problem from LTL specifications.

Problem 20. The controller synthesis objective in an MDP M is, for a given LTL formula

φ, to obtain a policy πφ that maximizes the probability of satisfying φ, defined as:

πφ := argmax
πPΠ

Prπ(M |ù φ)

:= argmax
πPΠ

Prρ„Mπ

␣

ρ | ρ |ù φ
(

. (3.4)

Similarly, the controller synthesis objective in an SG G aims to find a controller strategy

µφ that maximizes the worst-case probability of satisfying φ; formally:

µφ := argmax
µPM

min
νPN

Prµ,ν(G |ù φ)

:= argmax
µPM

min
νPN

Prρ„Gµ,ν

␣

ρ | ρ |ù φ
(

. (3.5)

Here, Π, M, and N denote the set of all policies, controller strategies, and adversary strate-

gies, respectively.

A pair (µ, ν) of a controller strategy µ and an attacker strategy ν in a game G induces

a Markov chain (MC), denoted by Gµ,ν. The probability that a path σ sampled from an

MC Gµ,ν satisfies the LTL formula φ is defined as:

Prµ,ν(G |ù φ) := Prσ„Gµ,ν

␣

σ | σ |ù φ
(

. (3.6)
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The objective in to find a controller strategy µφ such that

µφ = argmaxµ minν Prµ,ν(G |ù φ) (3.7)

where µ and ν denote any finite-memory controller and attacker strategies, respectively.

Note that µφ might not be unique; in that case, slightly abusing the notation, we let µφ to

denote the set of all such controller strategies.
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4. Learning for LTL in Stochastic Environments
In this chapter1, we consider the problem of synthesizing a robot control policy in

a stochastic environment such that the probability of satisfying the desired specification

is maximized. The robot environment is modeled as an MDP with unknown transition

probabilities (i.e., not even which probabilities are nonzero is known), and the desired

objective (i.e., specification) is given by an LTL formula. Our goal is to obtain such a policy

by learning the maximal probabilities that the LTL specification is satisfied; this should be

achieved by directly interacting with the environment – i.e., without constructing a model

of the MDP.

Problem 21. Given an MDP M = (S, A, P, s0, AP, L) where P is fully unknown and an

LTL specification φ, design a model-free RL algorithm that finds a finite-memory objective

policy πφ that satisfies

Prπφ (s0 |ù φ) = Prmax(s0 |ù φ), (4.1)

where Prmax(s0 |ù φ) := maxπ Prπ(s0 |ù φ) for all s P S.

4.1 RL-Based Synthesis from LTL Specifications

In this section, we introduce a framework to solve Problem 21. We start by exploiting

the fact that any LTL formula can be transformed into an LDBA that can be used in

quantitative analysis of MDPs (Hahn et al., 2015; Sickert et al., 2016); in such LDBAs,

the only nondeterministic transitions are the ϵ-moves from the initial component to the

accepting component (e.g., see Fig. 3.1). Therefore, we reduce the problem of satisfying

a given LTL objective φ in an MDP M to the problem satisfying a repeated reachability

(Büchi) objective φB = l♢B in the product MDP, computed from the MDP M and

the obtained LBDA. We then exploit a new discounting and rewarding mechanism that

enables the use of model-free reinforcement learning, to find an objective policy with strong

performance guarantees (i.e., probability maximization). Specifically, we use Q-learning

(Sutton and Barto, 2018) in this work, but other reinforcement learning methods can be

1 The content of of this chapter is primarily based on our previously published work Bozkurt et al., 2020.
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FIGURE 4.1: The product MDP Mˆ obtained from the MDP M from Figure 2.1 and the
LDBA Aφ from Figure 3.1 that is automatically derived from the LTL formula φ = ♢la_
♢lb.

applied similarly. Our overall approach is captured in Algorithm 1, and we now describe

each step in detail.

4.1.1 Design of Product MDP

Given an LTL formula φ with atomic propositions 2AP, the product MDP is constructed

by composing M with an LDBA Aφ with the alphabet 2AP, which can be automatically

derived from φ (Hahn et al., 2015; Sickert et al., 2016). LDBAs, similarly to deterministic

Rabin automata (Baier and Katoen, 2008), can be used in quantitative analysis of MDPs

if they are constructed in a certain way (Hahn et al., 2019).

Definition 22. A product MDP Mˆ = (Sˆ, Aˆ, Pˆ, sˆ
0 , Bˆ) of an MDP M = (S, A, P, s0,

AP, L) and an LDBA A = (Q, 2AP, δ, q0, B) is defined as: Sˆ = Sˆ Q is the set of states,

Aˆ = AYAϵ, Aϵ:=tϵq|q P Qu is the action set, Pˆ : SˆˆAˆˆSˆ Ñ [0, 1] is the transition

function

Pˆ(xs, qy, a, xs1, q1y) =

$

’

&

’

%

P(s, a, s1) q1 = δ(q, L(s)) and a R Aϵ

1 a = ϵq1 and q1 P δ(q, ϵ) and s = s1

0 otherwise

, (4.2)
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Algorithm 1 Model-free RL-based synthesis on MDPs that maximizes the satisfaction
probability of LTL specifications.

Input: LTL formula φ, MDP M
Translate φ to an LDBA Aφ

Construct the product Mˆ of M and Aφ

Initialize Q(xs, qy, a) on Mˆ

for t = 0, 1, . . . , T do
Derive a policy π from Q
Take the action at Ð π(xs, qyt)
Observe the next state xs, qyt+1
Q(xs, qyt, at)Ð (1´ α) ¨Q(xs, qyt, at) + α ¨ RB(xs, qyt)

+α ¨ ΓB(xs, qyt) ¨maxa1 Q(xs, qyt+1, a1)
end for
Get a greedy policy π

φ
B from Q

return π
φ
B and Aφ

sˆ
0 is xs0, q0y, and Bˆ = txs, qy P Sˆ | q P Bu is the set of accepting states. We say that a

path ρ of the product MDP Mˆ satisfies the Büchi condition φB if in f (ρ)X Bˆ ‰ H.

The nondeterministic ϵ-moves in the LDBA are represented by ϵ-actions in the product

MDP. When an ϵ-action is taken, only the state of the LDBA is updated according to

the corresponding ϵ-move. When an MDP action is taken, the next MDP state will be

determined by the transition probabilities and the LDBA makes a transition by consuming

the label of the current MDP state. Intuitively, an ϵ-action can be considered as guessing

the possible paths generated in the future. If, as part of iterative learning, the guess is

wrong the agent cannot change its guess; however, in the next RL episode, the agent can

make the correct one.

An example product MDP is illustrated in Fig. 4.1. In the MDP (Fig. 2.1), states s0

and s1 are labeled by atomic propositions a and b, respectively. In the LDBA (Fig. 3.1), for

simplicity, the transitions are labeled by Boolean formulas of the atomic propositions of a

and b or an ϵ label, with 1 standing for “true”; this is equivalent to labeling the transitions

using sets of atomic propositions, as in Def. 14. A transition labeled by a Boolean formula

is triggered upon receiving a set of atomic propositions satisfying that formula, and a

transition labeled by an ϵ label can be (but does not have to be) triggered automatically.
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The product MDP is shown in Fig. 4.1.

To distinguish the two ϵ transitions from q0 to q1 and from q0 to q2 in Fig. 3.1, we

denote them by ϵ1 and ϵ2 in Fig. 4.1, respectively. Notice that choosing ϵ2 before choosing

β does not satisfy the Büchi condition although the generated paths by this policy satisfy

the LTL formula. Yet, this does not constitute a problem because in such cases, there

always exists a corresponding policy that generates the same paths and satisfies the Büchi

condition (e.g. choosing ϵ2 after β).

Now, the satisfaction of the LTL objective φ on the original MDP M is related to the

satisfaction of the Büchi objective φB on the product MDP Mˆ, as formalized below.

Lemma 23. A memoryless policy π
φ
B that maximizes the satisfaction probability of φB on

Mˆ induces a finite-memory policy πφ that maximizes the satisfaction probability of φ

on M in Problem 21.

Proof. Follows from the proof of Theorem 3 in Sickert et al., 2016.

Therefore, the behavior of the induced policy πφ can be described by the policy π
φ
B and

the LDBA Aφ derived directly from the LTL formula φ. Initially, Aφ is reset to its start

state q0 and whenever the MDP M makes a transition from s to s1, Aφ updates its current

state from q to δ(q, L(s)). The action to be selected in an MDP state s when Aφ is in a

state q is determined by π
φ
B as follows: if π

φ
B(xs, qy) is an ϵ-action ϵq1 , Aφ changes its state

to q1 and the action π
φ
B(xs, q1y) is selected; otherwise, π

φ
B(xs, qy) is selected.

4.1.2 Learning for Büchi Conditions with Discounted Rewards

Our goal is to learn a policy that maximizes the probability of satisfying a given Büchi

objective. By Lemma 23, in what follows, we assume policies are memoryless since they

are sufficient for Büchi objectives. For simplicity, we omit the superscript ˆ and write

M = (S, A, P, s0, B) and s P S instead of Mˆ = (Sˆ, Aˆ, Pˆ, sˆ
0 , Bˆ) and xs, qy P Sˆ.

We propose a model-free learning method that uses carefully crafted rewards and state-

dependent discounting based on the Büchi condition such that an optimal policy π˚ max-
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imizing the expected return is also an objective policy π
φ
B maximizing the satisfaction

probabilities. Specifically, we define the return of a path as a function of these rewards

and discount factors in such a way that the value of a state, the expected return from that

state, approaches the probability of satisfying the objective as the discount factor γ goes

to 1.

Theorem 24. For a given MDP M with B Ď S, the value function vγ
π for the policy π and

the discount factor γ satisfies

lim
γÑ1´

vγ
π(s) = Prπ(s |ù l♢B) (4.3)

for all states s P S, if the return of a path is defined as

Gt(ρ) :=
ÿ8

i=0
RB(ρ[t+i]) ¨

źi´1

j=0
ΓB(ρ[t+j]) (4.4)

where
ś´1

j=0 := 1, RB : S Ñ [0, 1) and ΓB : S Ñ (0, 1) are the reward and the discount

functions defined as:

RB(s) :=

#

1´ γB s P B
0 s R B

, ΓB(s) :=

#

γB s P B
γ s R B

(4.5)

Here, we set γB = γB(γ) as a function of γ such that

lim
γÑ1´

1´ γ

1´ γB(γ)
= 0. (4.6)

Before proving Theorem 24, we develop bounds on Gt(ρ).

Lemma 25. For all paths and Gt(ρ) from (4.4), it holds that

0 ď γGt+1(ρ) ď Gt(ρ) ď 1´ γB + γBGt+1(ρ) ď 1 (4.7)

Proof. Since there is no negative reward, Gt ě 0 holds. By the return definition, replacing

γ with 1 yields a larger or equal return, which constitutes the following upper bound on

the return: Gt(ρ) ď 1´ γb
B ď 1, where b is the number of B states visited. Return Gt(ρ)

from (4.4) satisfies

Gt(ρ) =

#

1 + γB(Gt+1(ρ)´ 1) ρ[t] P B
γGt+1(ρ) ρ[t] R B

(4.8)
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From Gt(ρ) ď 1 it follows that 1 + γB(Gt+1(ρ)´ 1) ě γGt+1(ρ), which with (4.8) proves

the other inequalities.

Lemma 25 implies that replacing a prefix of a path with states belonging to B never

decreases the return of a path and similarly replacing with states that do not belong to B

never increases the return. The result is particularly useful when we establish upper and

lower bounds on the value of a state.

The next lemma shows that under a policy, the values of states in the accepting BSCCs

of the induced Markov chain approach 1 in the limit; thus, is the key to proving Theorem

24.

Lemma 26. Let BSCC(Mπ) denote the set of all BSCCs of an induced Markov chain Mπ

and let Bπ denote the set of B states that belong to a BSCC of Mπ – i.e.,

Bπ := ts | s P B, s P T, T P BSCC(Mπ)u. (4.9)

Then, for any state s in Bπ

lim
γÑ1´

vγ
π(s) = 1. (4.10)

Proof. For any fixed t P N, let Nt be the stopping time of first returning to the state s P S

after leaving it at t,

Nt = mintτ | ρ[t+τ] = s, τ ą 0u. (4.11)

Then by (2.2), it holds that

vγ
π(s) = 1´ γB + γBEπ[Gt+1(ρ) | ρ[t]=s]

= 1´ γB + γBEπ

[
Gt+1:t+Nt´1(ρ) +

(
źNt´1

i=1
Γ(ρ[t+i])

)
¨ Gt+Nt(ρ) | ρ[t]=s

]
, (4.12)

since once a state s P Bπ is visited, almost surely it is visited again (Baier and Katoen,
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2008). Using that Gt(ρ) ě γGt+1(ρ), we obtain

vγ
π(s) ě 1´ γB + γBEπ

[
γNt´1Gt+Nt(ρ) | ρ[t]=s

]
➀
ě 1´ γB + γBEπ

[
γNt´1 | ρ[t]=s

]
vπ(s)

➁
ě 1´ γB + γBγEπ [Nt´1|ρ[t]=s]vπ(s)

ě 1´ γB + γBγnvπ(s) (4.13)

where ➀ holds by the Markov property, ➁ holds by the Jensen’s inequality, and n ě 1 is a

constant. From (4.13),

vγ
π(s) ě

1´ γB

1´ γBγn ě
1´ γB

1´ γB(1´ n(1´ γ))

=
1

1 + n 1´γ
1´γB

´ n(1´ γ)
. (4.14)

where the second “ě” holds by (1´ (1´ γ))n ě 1´ n(1´ γ) for γ P (0, 1). Finally, since

vγ
π(s) ď 1 by Lemma 25, letting γ, γB Ñ 1´ under the condition (4.6) results in (4.10).

We now prove Theorem 24.

Proof of Theorem 24. First, we divide the expected return of a random path ρ from a state

s P S by whether it visits the states B Ď S infinitely often:

vγ
π(s) = Eπ[Gt(ρ) | ρ[t]=s, ρ |ù l♢B]Prπ(s |ù l♢B)

+ Eπ[Gt(ρ) | ρ[t]=s, ρ ­|ù l♢B]Prπ(s ­|ù l♢B) (4.15)

for some fixed t P N. let Mt be the stopping time of first reaching a state in Bπ after

leaving s at t,

Mt = mintτ | ρ[t+τ] P Bπ, τ ą 0u (4.16)
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where Bπ is defined as in (4.9). Then, it holds that

Eπ[Gt(ρ) | ρ[t]=s, ρ |ù l♢B] ➀
= Eπ[Gt(ρ) | ρ[t]=s, ρ |ù ♢Bπ]

➁
ě Eπ

[
γMt Gt+Mt(ρ) | ρ[t]=s, ρ |ù ♢Bπ

]
➂
ě Eπ

[
γMt | ρ[t]=s, ρ |ù ♢Bπ

]
vγ

π,min(Bπ)

➃
ě γEπ [Mt|ρ[t]=s,ρ|ù♢Bπ ]vγ

π,min(Bπ)

= γmvγ
π,min(Bπ), (4.17)

where vγ
π,min(Bπ) = minsPBπ vγ

π(s) and m is constant. Here, ➀ holds because a path ρ |ù

l♢B almost surely eventually enters an accepting BSCC, it eventually reaches a state s P

Bπ almost surely, ➁, ➂ and ➃ hold due to Lemma 25, the Markov property and Jensen’s

inequality. From (4.15), we have

vγ
π(s) ě γmvπ(Bπ)Prπ(s |ù l♢B). (4.18)

Similarly, let M1
t be the stopping time of first reaching a rejecting BSCC of Mπ after leaving

s at t. Then

M1
π = min

␣

τ | ρ[t+τ] P T, TX B = ∅, T P BSCC(Mπ), τ ą 0
(

(4.19)

denoting the number of time steps before a rejecting BSCC

is reached. Thus, from Lemma 25 and the Markov property

Eπ[Gt(ρ) | ρ[t]=s, ρ ­|ù l♢B] ď Eπ

[
1´ γ

M1
π

B | ρ[t]=s, ρ ­|ù l♢B
]

ď 1´ γ
Eπ [M1

π |ρ[t]=s,ρ ­|ùl♢B]
B = 1´ γm1

B (4.20)

where m1 is also constant. From this upper bound and (4.15)

vγ
π(s) ď Prπ(s |ù l♢B) + (1´ γm1

B )Prπ(s ­|ù l♢B).

Both the above upper bound and the lower bound from (4.18) go to the probability of

satisfying the formula as γ approaches 1 from below, thus concluding the proof.
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Theorem 24 suggests that the limit of the optimal state values is equal to the maximal

probabilities as γ goes to 1; this is captured by the next corollary whose proof follows from

the definition of the optimal policies and maximal probabilities.

Corollary 27. For all states s P S the following holds:

lim
γÑ1´

vγ
˚(s) = Prmax(s |ù l♢B). (4.21)

Remark 28. From Theorem 1 of Jaakkola et al., 1994, γ ă 1 ensures convergence of the

model-free learning to the unique solution. With γ = 1, the result may converge to a non-

optimal policy (Brázdil et al., 2014) as there might exist multiple fixed-point solutions.

Finally, as the policies are discrete, the convergence of (4.3) and (4.21) is achieved after

some threshold γ1, as stated below.

Corollary 29. There exists a γ1 such that for all γ ą γ1 and for all states s P S, the optimal

policy π˚ satisfies

Prπ˚ (s |ù l♢B) = Prmax(s |ù l♢B). (4.22)

Proof. Let dmin be the minimum positive difference between the satisfaction probabilities

of two policies:

dmin := min
␣

|Prπ1(s |ù l♢B)´ Prπ2(s |ù l♢B)|

| s P S, Prπ1(s |ù l♢B) ‰ Prπ2(s |ù l♢B)
(

and let γ1 be the discount factor such that

max
␣

|vγ
π(s)´ Prπ(s |ù l♢B)| | s P S

(

ă dmin/2. (4.23)

Now, suppose a policy π1 that maximizes the satisfaction probability is not optimal for γ1,

then the optimal value of all states must be larger than Prmax(s |ù l♢B)´ dmin/2, which

is not possible due to the definition of dmin.
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FIGURE 4.2: The objective policy and the estimated maximal probabilities of satisfying φ1
from (4.24). Empty circles: absorbing states; Filled circles: obstacles; Arrows: actions top,
left, down and right and ϵ1, ϵ2 are ϵ-actions. State labels: encircled letters in the lower part
of the cells. The values are rounded to the closest hundredth.

4.2 Implementation and Case Studies

We implemented our RL-based synthesis framework in Python; we used Rabinizer 4

(Křetínský et al., 2018) to map LTL formulas into LDBAs, and Q-learning for the pro-

posed discounting rewards. The code and videos are available online2. We evaluated our

framework on two motion planning case studies. We consider two scenarios in a grid-world

where a mobile robot can take four actions top, left, down and right (Fig. 4.2 and 4.3).

The robot moves in the intended direction with probability 0.8 and it can go sideways with

probability 0.2 (0.1 each). If the robot hits a wall or an obstacle it stays in the same state.

For Q-learning, we used ε-greedy policy to choose the optimal actions, and discount

factors γB = 0.99 and γ = 0.99999. The probability that a random action is taken, ε, and

the learning rate, α, were gradually decreased from 1.0 to 0.1 and then 0.001. The objective

policies and estimates of the maximal probabilities were obtained using 100 000 episodes.

2 https://github.com/alperkamil/csrl
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4.2.1 Motion Planning with Safe Absorbing States

In this example, the robot tries to reach a safe absorbing state (states a or b in circle),

while avoiding unsafe states (states c). This is formally specified in LTL as

φ1 = (♢la_♢lb)^l␣c. (4.24)

The LDBA computed from φ1 has 4 states and the product MDP has 80 states. All

episodes started in a random state and were terminated after T = 100 steps.

The optimal policy obtained for an MDP is illustrated in Fig. 4.2a. The shortest way

to enter a safe absorbing state from (0, 0) is reaching (1, 3) via (1, 2); yet, in that case, the

robot visits an unsafe state with probability 0.2. Thus, the optimal policy tries to enter one

of (3, 0) and (3, 2) by choosing up in (3, 1). Under this policy, the robot eventually reaches

a safe absorbing state without visiting an unsafe state almost surely. Once the robot enters

an absorbing state, it chooses an ϵ-action depending on the state label, and thus the LDBA

transitions to an accepting state, with positive rewards.

Fig. 4.2b shows the estimates of the maximal probabilities. Note that the approximation

errors in (1, 2) and (4, 2) are due to the variance of the return caused by the unsafe states.

When the robot visits an unsafe state, the LDBA makes a transition to a trap state,

making it impossible for the robot to receive a positive reward. Hence, the return that can

be obtained from (1, 2) and (4, 2) is either 1 or 0 with probability 0.8 and 0.2, respectively.

In addition, this type of non-0 or non-1 probability guarantees cannot be provided with

existing learning-based methods for LTL specifications.

While the values from Fig. 4.2a and 4.2b were obtained from a single run over K=100 000

episodes, we investigated the impact of the number of episodes. Fig. 4.2c shows the L2

norm of the errors averaged over 100 repetitions for different numbers of episodes (the error

bars show standard deviation).

4.2.2 Mobile Robot in Nursery Scenario

In this scenario (inspired by Kress-Gazit et al., 2007), the robot’s objective is to re-

peatedly check a baby (at state b) and go back to its charger (at state c), while avoiding
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FIGURE 4.3: A summary of the synthesized policy for the nursery scenario. Arrows:
actions top, left, down, and right; encircled characters: state labels. The actions in states
that are not reachable or lead to another LDBA state are not displayed. In all subfigures,
the most likely paths are highlighted in red.

the danger zone (at state d). Near the baby b, the only allowed action is left and when

taken the following situations can happen: (i) the robot hits the wall with probability 0.1

and wakes the baby up; (ii) the robot moves left with probability 0.8 or moves down with

probability 0.1. If the baby has been woken up, which means the robot could not leave in

a single time step (represented by LTL as b^⃝b), the robot should notify the adult (at

state a); otherwise, the robot should directly go back to the charger (at state c). The full

objective is specified in LTL as

φ2 = l

(
␣d
ljhn

(1)

^ (b^␣⃝ b)Ñ⃝(␣b U (a_ c))
l jh n

(2)

^ a Ñ⃝(␣a U b)
l jh n

(3)

^ (␣b^⃝b^␣⃝⃝b)Ñ(␣a U c)
l jh n

(4)

^ cÑ(␣a U b)
l jh n

(5)

^ (b^⃝b)Ñ♢a
l jh n

(6)

)
.

Here, the sub-formulas mean (1) avoid the danger state; (2) if the baby is left, do not return

before visiting the adult or the charger; (3) after notifying the adult, leave immediately and

go for the baby; (4) after leaving the baby sleeping, go for the charger and do not notify

the adult; (5) after charging, return to the baby first without visiting the adult; and (6)
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notify the adult if the baby has woken up.

The LDBA for this specification has 47 states and the product MDP has 940 states.

The episodes were terminated after 1000 steps and the robot position was reset to charging.

Fig. 4.3 depicts the optimal policy for the four most visited LDBA states during the

simulation. The robot follows the policy in Fig. 4.3a after it leaves the charger dock (4, 1).

Under this policy, the robot almost surely reaches the baby in (0, 2), while successfully

avoiding visiting a. Similarly, the policy in Fig. 4.3b is followed by the robot to go back to

the charger while the baby is sleeping. If the baby is awake, the robot takes the shortest

path to reach a (Fig. 4.3c).
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5. Multi-Objective LTL and Quality of Control
In this chapter1, we focus on RL for three lexicographically ordered objectives: safety

(primary), LTL (secondary) and QoC (tertiary). In our problem setting, the safety con-

straints are specified as an LTL safety formula and meeting these constraints is of highest

priority. The other desired temporal properties are expressed as a general LTL formula and

we are interested in policies satisfying the LTL formula with the highest probability. Fi-

nally, among such policies we want to learn the ones maximizing the expected QoC return.

Hence, we formally state our problem as follows.

Problem 30. For a given MDP M where the transition probabilities P and the rewards R

are unknown, a safety specification ψ and an LTL specification φ, design a model-free RL

algorithm that learns a policy πR
ψ,φ P ΠR

ψ,φ where

ΠR
ψ,φ := argmax

πPΠψ,φ

Eρ„Mπ [G(ρ)] , (5.1)

Πψ,φ := argmax
πPΠψ

Prρ„Mπ
tρ | ρ |ù φu , (5.2)

Πψ := argmax
πPΠ

Prρ„Mπ
tρ | ρ |ù ψu , (5.3)

and Π denotes the set of all finite-memory policies.

Intuitively, our objective is to learn a lexicographically optimal policy πR
ψ,φ that first

maximizes the probability of ensuring the safety, then the probability of satisfying the LTL

specification and lastly, the sum of discounted QoC rewards. However, such optimal policies

might not always exist as illustrated in the following example.

Example 31. Consider the MDP from Fig. 5.1 where the LTL specification φ is l♢b and

there is no safety specification (i.e., ψ = true). The policy π˚ choosing β2 in s0 maximizes

the QoC return. Now, let πR
ψ,φ be a policy in the set ΠR

ψ,φ defined in (5.1). The expected

value of the QoC return obtained under πR
ψ,φ is strictly less than the one obtained under

1 This chapter mostly stems from the content presented in our published work Bozkurt, Wang, and Pajic,
2021a.
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FIGURE 5.1: An example deterministic MDP. The circles represent the states and the ar-
rows represent the actions. The labels and QoC rewards of the states s0 and s1 are tu,+1
and tbu, 0 respectively.

π˚ because β1 needs to be eventually taken by π˚
φ to satisfy φ, which leads to a reward of

zero. Thus, a policy that randomly follows either π˚ or πR
ψ,φ in s0 increases the expected

QoC return; the more often β2 is chosen, the higher QoC return is obtained. In addition,

such a mixed policy satisfies φ as well, because the mixed policy takes β1 in s1 with some

positive probability due to πR
ψ,φ. As a result, we obtain a policy better than πR

ψ,φ, which

leads to a contradiction.

Consequently, we consider near-optimality for the QoC objective. Specifically, for a

given νą0, a policy πRν
ψ,φ is called ν-optimal if it belongs to the set ΠRν

ψ,φ defined as

ΠRν
ψ,φ :=

␣

π P Πψ,φ
ˇ

ˇ vR
ψ,φ ´Eρ„Mπ [G(ρ)] ď ν

(

, (5.4)

where vR
ψ,φ := supπPΠψ,φ

Eρ„Mπ [G(ρ)]. We note that the supremum exists as we assume

the rewards are bounded.

5.1 Model-free RL for Lexicographic Safety, LTL and QoC Objec-
tives

In this section, we introduce our model-free RL algorithm that learns lexicographically

near-optimal policies defined in (5.4). Our algorithm first constructs a product MDP by

composing the initial MDP with the automata of the given safety and LTL specifications,

where the satisfaction of these specifications is reduced into meeting the acceptance condi-

tions of the automata; it then uses the safety and the LTL rewards crafted for the acceptance

conditions as described in Chapter 4 and the QoC rewards of the original MDP to learn
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the policies via a model-free approach similar to Gábor et al., 1998.

5.1.1 Product MDP Construction

The first step in our approach is to construct a product MDP of the given MDP and

the automata derived from the given safety and LTL specifications. The product MDP is

merely a representation of the synchronous execution of the MDP and the automata. Thus,

even if the transition graph and probabilities of the MDPs are unknown, the product MDP

can be conceptually constructed; i.e., the resulting probabilities, and the transition graph,

will be unknown.

Definition 32. A product MDP of an MDP M, a safety automaton Aψ, and an LDBA Aφ

is a tuple Mˆ = (Sˆ, sˆ
0 , Aˆ, Pˆ, Rˆ, γ, Bˆ

ψ , Bˆ
φ ) such that Sˆ = SˆQψ ˆQφ is the set of

product states; sˆ
0 = xs0, q0ψ, q0φy is the initial product state; Aˆ = AY tϵqφ | qφ P Qφu

where Aˆ(xs, qψ, qφy) denotes the set A(s)Y tϵq1
φ
| q1

φ P δφ(qφ, ε)u; Pˆ : Sˆ ˆ Aˆ ˆ Sˆ ÞÑ

[0, 1] is the transition function such that

Pˆ(xs, qψ, qφy, a, xs1, q1
ψ, q1

φy) =

$

’

&

’

%

P(s, a, s1) if aPA(s), q1
ψPδψ(qψ, L(s)), q1

φPδφ(qφ, L(s)),
1 if a=ϵq1

φ
, q1

φPδφ(qφ, ε), q1
ψ=qψ, s=s1,

0 otherwise;

Rˆ : Sˆ ÞÑ R is the reward function such that Rˆ(xs, qψ, qφy) = R(s); γ is the discount

factor; Bˆ
ψ = Sˆ Bψ ˆQφ is the set of accepting states for ψ; Bˆ

φ = SˆQψ ˆ Bφ is the set

of accepting states for φ.

Due to the ε-transitions in Aφ, Mˆ has ε-actions in addition to the actions in M.

Taking an ε-action εqφ does not cause an actual transition in M; it only makes Aφ to move

to qφ. A policy πˆ for Mˆ induces a finite-memory policy π for M where the automata

states and transitions act as the memory mechanism. The mode of the induced policy π

at any time step is represented by the joint state xqψ, qφy of the states that Aψ and Aφ

are in. When a state s is visited, π switches its mode to xq1
ψ, q1

φy, where q1
ψ and q1

φ are the

automata states that Aψ and Aφ transition to after consuming L(s). The induced policy

π then takes the action that πˆ takes in xs, xq1
ψ, q1

φyy.
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A path ρˆ in Mˆ satisfies the safety condition, denoted by ρˆ |ù lBˆ
ψ , if ρˆ only visits

the product states in Bˆ
ψ . This means that its induced path ρ in M is accepted by Aψ and

thereby satisfying the safety specification ψ. Similarly, if ρˆ visits some product states in

Bˆ
φ infinitely many times, ρˆ satisfies the Büchi condition, denoted by ρˆ |ù l♢Bˆ

φ , and

its induced path ρ satisfies the LTL specification φ. Finally, the QoC return of ρˆ, denoted

by Gˆ(ρˆ), is equivalent to the QoC return of its induced path.

5.1.2 Lexicographically Optimal Policies for Product MDPs

Pure memoryless policies suffice for safety, Büchi (Baier and Katoen, 2008), and QoC

objectives (Sutton and Barto, 2018). However, mixing might be necessary to obtain a lexi-

cographically near-optimal policy defined in (5.4), as illustrated in Example 31. Hereafter,

we focus on memoryless, but possibly mixed, policies for the product MDP as their in-

duced policies in the original MDP suffice for lexicographic near-optimality as stated in the

lemma.

Lemma 33. For a given MDP M, a safety automaton Aψ, an LDBA Aφ and their product

MDP Mˆ, let ΠRνˆ
ψ,φ , Πˆ

ψ,φ and Πˆ
ψ be the sets of policies defined as follows:

ΠRνˆ
ψ,φ :=

!

πˆPΠˆ
ψ,φ

ˇ

ˇvRˆ
ψ,φ´Eρˆ„Mˆ

πˆ

[
Gˆ(ρˆ)

]
ď ν

)

, (5.5)

Πˆ
ψ,φ:= argmax

πˆPΠˆ
ψ

Prρˆ„Mˆ

πˆ

␣

ρˆ | ρˆ|ùl♢Bˆ
φ

(

, (5.6)

Πˆ
ψ := argmax

πˆPΠˆ

Prρˆ„Mˆ

πˆ

␣

ρˆ | ρˆ|ùlBˆ
ψ

(

; (5.7)

here, Πˆ denotes the set of all memoryless policies for Mˆ and vRˆ
ψ,φ := supπˆPΠˆ

ψ,φ

Eρˆ„Mˆ

πˆ
[Gˆ(ρˆ)]. Then, ΠRνˆ

ψ,φ is non-empty and any policy in ΠRνˆ
ψ,φ induces a policy

for M belonging to the set ΠRν
ψ,φ defined in (5.4).

Before proving this lemma, we first introduce notation for satisfaction probabilities. We

write Prπˆ(sˆ |ù ϕ) for the probability of satisfying ϕ after visiting sˆ; i.e.,

Prπˆ(sˆ |ù ϕ) := Prρˆ

sˆ „Mˆ

πˆ ,sˆ

␣

ρˆ

sˆ | ρˆ

sˆ |ù ϕ
(

, (5.8)

43



where ρˆ

sˆ „ Mˆ

πˆ,s denotes the random path drawn from the Mˆ

πˆ,sˆ , which is obtained

from Mˆ

πˆ by changing its initial state to sˆ. Similarly, we denote the satisfaction proba-

bility after taking aˆ in sˆ by Prπˆ ((sˆ, aˆ) |ù ϕ), which can be described as

Prπˆ

(
(sˆ, aˆ)|ùϕ

)
:=

ÿ

sˆ1PSˆ

Pˆ(sˆ, aˆ, sˆ1)Prπˆ(sˆ1|ùϕ), (5.9)

and we denote the maximum satisfaction probabilities by

Prmax
(
(sˆ, aˆ) |ù ϕ

)
:= max

πˆ
Prπˆ

(
(sˆ, aˆ) |ù ϕ

)
. (5.10)

Proof. Let Aˆ
ψ (s

ˆ) denote the action set maximizing satisfaction probabilities for the safety

condition in sˆ defined as

Aˆ
ψ (s

ˆ) := argmax
aˆPAˆ(sˆ)

Prmax
(
(sˆ, aˆ) |ù lBˆ

ψ

)
. (5.11)

A policy πˆ maximizes the probability of satisfying the safety condition (i.e., πˆPΠˆ
ψ ) if

and only if it does not choose an action aˆRAˆ
ψ (s

ˆ) (this can be shown using the tech-

niques provided for the reachability probabilities in Baier and Katoen, 2008); thus, all the

actions not in Aˆ
ψ (s

ˆ) can be pruned. We now can define similar action sets for the Büchi

condition as

Aˆ
ψ,φ(s

ˆ) := argmax
aˆPAˆ

ψ (sˆ)

Prmax
(
(sˆ, aˆ) |ù l♢Bˆ

φ

)
, (5.12)

where the maximum probabilities are obtained for the pruned MDP. Choosing from Aˆ
ψ,φ

(sˆ) in state sˆ, similar to the safety condition, is necessary but not sufficient for the Büchi

condition; the actions should eventually lead to a state in Bˆ
φ whenever it is possible. This

can be overcome by following a policy πˆ choosing any action in Aˆ
ψ,φ(s

ˆ) with some

positive probability. Under πˆ, a state in Bˆ
φ is eventually reached and visited infinitely

many times (i.e., πˆPΠˆ
ψ,φ).

We can now focus on the MDP obtained by pruning all the actions that do not belong

Aˆ
ψ,φ(s

ˆ) in any state sˆ. Let πˆ
u denote a policy that uniformly chooses a random action
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and πˆ
o be an optimal policy maximizing the expected QoC return in this pruned MDP.

As previously discussed, a policy πˆ
υ that follows πˆ

u w.p. υ and πˆ
o w.p. 1´υ belongs

to Πˆ
ψ,φ. As υ goes to zero, the expected QoC return under πˆ

υ approaches the maximum

expected QoC return that can be obtained in the pruned MDP. Thus, there exists a suffi-

ciently small υ such that πˆ
υ belongs to ΠRνˆ

ψ,φ .

5.1.3 Reduction from Safety and Büchi Conditions to Rewards

We provide a reduction from the safety and Büchi acceptance conditions to the rewards

introduced in Chapter 4 to enable model-free RL to learn lexicographically optimal policies.

We note that these crafted reward are independent from the QoC rewards that are native

to the original MDP. The idea behind the reduction is to provide small rewards whenever

an acceptance state is visited in order to encourage the repeated visits, and discount in a

way that ensures the values approach the satisfaction probabilities as the rewards provided

goes to zero. Since the reduction requires state-based discounting, we extend the definition

of the return in this context as

Gˆ

Rˆ,Γˆ(ρ
ˆ) :=

8
ÿ

t=0

(
t
ź

i=0

Γˆ(ρˆ[i])

)
Rˆ(ρˆ[t]), (5.13)

where Rˆ and Γˆ are given reward and discount functions.

We further define the near-optimal action set in a state sˆ for given Rˆ, Γˆ and τ ą 0

as

Aˆ

Rˆ,Γˆ,τ(s
ˆ) :=

␣

aˆPAˆ(sˆ) | (5.14)

argmax
aˆPAˆ(sˆ)

qˆ

max,Rˆ,Γˆ(sˆ, aˆ)´qˆ

max,Rˆ,Γˆ(sˆ, aˆ) ď τ
(

where qˆ

max,Rˆ,Γˆ(sˆ, aˆ) denotes the maximum expected return for Rˆ and Γˆ obtained

after taking aˆ in sˆ.

The following lemma provides a way to obtain the optimal action sets for the safety

condition via learning the near-optimal actions for the reward and discount functions crafted

for the condition.
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Lemma 34. There exist sufficiently small rψ ą 0 and τψ ą 0 such that for all sˆ P Sˆ,

Aˆ
ψ (s

ˆ) =
␣

aˆPAˆ(sˆ)
ˇ

ˇ vˆ
ψ (s

ˆ)´qˆ
ψ (s

ˆ, aˆ) ď τψ

(

;

here Aˆ
ψ (s

ˆ) is defined in (5.11), qˆ
ψ (s

ˆ, aˆ) denotes the maximum expected return that

can be obtained by taking aˆ in sˆ for Γˆ
ψ (s

ˆ) := 1´ rψ and

Rˆ
ψ (s

ˆ) :=

#

rψ if sˆPBˆ
ψ ,

0 if sˆRBˆ
ψ ;

finally, vˆ
ψ (s

ˆ) := maxaˆPAˆ(sˆ) qˆ
ψ (s

ˆ, aˆ).

Proof. Any safety condition can be considered as a Büchi condition and therefore the proof

immediately follows from Theorem 24. The idea is that as rψ goes to zero, the safety re-

turn of a path approaches one if it stays in safe states and zero if it reaches an unsafe

state; hence, the maximum expected safety return approaches to the maximum satisfac-

tion probability. Since the MDP is finite, for sufficiently small τψ ą 0 there must exist

rψ ą 0 such that Aˆ
ψ (s

ˆ) and the near-optimal action sets are equivalent.

We now establish a similar result for the Büchi condition.

Lemma 35. There exist sufficiently small rφą0 and τφą0 such that for all sˆPSˆ, Aˆ
ψ,φ(s

ˆ)=

taˆPAˆ
ψ (s

ˆ)|vˆ
ψ,φ(s

ˆ)´qˆ
ψ,φ(s

ˆ, aˆ)ďτφu; here, Aˆ
ψ,φ(s

ˆ) is from (5.12); qˆ
ψ,φ(s

ˆ, aˆ) de-

notes the maximum expected return that can be obtained by taking aˆ in sˆ for

Rˆ
φ (s

ˆ):=

#

rφ if sˆPBˆ
φ ,

0 if sˆRBˆ
φ ,

Γˆ
φ (s

ˆ):=

#

1´rφ if sˆPBˆ
φ ,

1´r2
φ if sˆRBˆ

φ ;

in the MDP where all the actions not in Aˆ
ψ (s

ˆ1) are pruned in each sˆ1; and vˆ
ψ,φ(s

ˆ) :=

maxaˆPAˆ(sˆ) qˆ
ψ,φ(s

ˆ, aˆ).

Proof. The proof follows from Theorem 24. Here, we provide the key idea. Unlike the

safety condition, the Büchi condition requires repeatedly visiting some states in Bˆ
φ and

the frequency of the visits is not important. To capture that, the rewards are discounted
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less in the states that do not belong to Bˆ
φ ; as rφ goes to zero, the discounting due to

visiting these states vanishes. In the limit, the Büchi return of a path is 1 only if the path

visits some states in Bˆ
φ infinitely many times, and 0 otherwise.

5.1.4 Model-Free Learning Algorithm

We now unify these ideas into a single RL algorithm. For any state sˆ, our algorithm

simultaneously learns the optimal action set for the safety condition Aˆ
ψ (s

ˆ), and among

those actions learns the ones optimal for the Büchi condition Aˆ
ψ,φ(s

ˆ). Additionally, it

learns an optimal υ-greedy policy that chooses the best action among Aˆ
ψ,φ(s

ˆ) in sˆ for

the QoC objective w.p. 1´υ and uniformly chooses a random action in Aˆ
ψ,φ(s

ˆ) w.p. υ.

Our algorithm uses Q-learning to obtain the sets Aˆ
ψ (s

ˆ) and Aˆ
ψ,φ(s

ˆ) for each state sˆ,

and SARSA to obtain a near-optimal policy belonging to the set ΠRνˆ
ψ,φ . Both Q-learning

and SARSA learn an estimate of the value, which is the expected QoC return obtained

after taking aˆ in sˆ, denoted by Q(sˆ, aˆ) (Sutton and Barto, 2018). The update of

these estimates in our approach is shown in Algorithm 3. After observing a transition

(sˆ, aˆ, r, sˆ1, aˆ1), SARSA updates QR
ψ,φ(s

ˆ, aˆ) using r + γQR
ψ,φ(s

ˆ1, aˆ1) as the target

value. Q-learning, on the other hand, updates Qψ(sˆ, aˆ) and Qψ,φ(sˆ, aˆ) using r and

the maximum value estimate in the next state sˆ1, independently from the action taken.

Under regular conditions on the step size α and a proper exploration policy visiting

every state action pair large number of times, Q-learning converges to the optimal values

and SARSA converges to the values of the policy being followed (Sutton and Barto, 2018).

In our approach, an ϵ-greedy policy where ϵ gradually decreased to zero is used as the

exploration policy. The greedy action to be taken is chosen from the estimate Âˆ
ψ,φ(s

ˆ),

which is obtained using Qψ(sˆ, aˆ) and Qψ,φ(sˆ, aˆ) as described in Algorithm 4. Lastly,

an υ-greedy policy decides if a random action or a greedy one for the QoC objective will

taken from Âˆ
ψ,φ(s

ˆ).

We now show that our overall model-free RL approach summarized in Algorithm 2 learns
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a lexicographically near-optimal policy assuming that the step size α and the exploration

parameter ϵ are properly decreasing to 0.

Theorem 36. Consider an MDP M, a safety specification ψ, an LTL specification φ, and a

near-optimality parameter ν. Algorithm 2 converges to a policy πˆ for the product MDP

Mˆ, inducing a policy π for M belonging to the set ΠRν
ψ,φ from (5.4), for sufficiently small

positive rψ, rφ, τψ, τφ and υ.

Proof. Due to Lemma 34, Lemma 35 and the convergence of Q-learning, the estimate

Âˆ
ψ (s

ˆ) and thereby Âˆ
ψ,φ(s

ˆ) converge to Aˆ
ψ (s

ˆ) and Aˆ
ψ,φ(s

ˆ), respectively for suffi-

ciently small positive rψ, rφ, τψ, τφ. Similarly, due to Lemma 33, there exists a υ ą 0 ensur-

ing the near-optimality.

5.2 Case Study

We implemented Algorithm 22. We set the discount factor γ=0.99, safety reward

rψ=0.0001, and the LTL reward rφ=0.01. In addition, we initialized the learning rate

α, safety threshold τψ, LTL threshold τφ, and the parameter υ for the LTL objective to

0.5, and gradually decreased them to 0.05. Similarly, we slowly decreased the exploration

parameter ϵ from 0.5 to 0.005.

We conducted our numerical experiments on the 5ˆ 6 grid world shown in Fig. 5.2,

where each cell represents a state. The agent starts in the cell (0, 0) moves from one cell

to one of its neighbors via four actions: up, down, right and left. When an action is taken,

the agent moves in the intended direction w.p. 0.8; and moves sideways w.p. 0.2 (0.1 for

each direction). If the direction is blocked by an obstacle or the boundary of the grid, the

agent stays in the same cell. Lastly, if the agent moves into an absorbing state it cannot

leave.

The safety specification is ψ = l␣(d^⃝d), which means, in the context of this grid,

the cell (0, 3) should not be visited consecutively. The LTL specification is φ = l♢b^♢lc,

2 https://github.com/alperkamil/csrl
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Â
ˆ ψ
(s

ˆ
)Ð

t
aˆ

P
A

ˆ
(s

ˆ
)

|
V

ψ
(s

ˆ
)´

Q
ψ
(s

ˆ
,a

ˆ
)ď

τ ψ
u

V
ψ

,φ
(s

ˆ
)Ð

m
ax

aˆ
P

Â
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FIGURE 5.2: The grid world with the learned policy. Empty circles: absorbing states.
Filled circle: obstacle. Encircled letters: labels. Arrows: actions. Estimated values are
represented by the shades of blue; the darker, the higher value.

which can be interpreted as the right part of the grid must be eventually reached and must

not be left after some time steps, and the cell (2, 5) must be repeatedly visited. Both

formulas are translated to a 3-state automaton. All the rewards are zero except for the

reward of the cell (0, 5), which is 1.

There are two ways to reach the right part of the grid to satisfy φ: (i) through the

cell labeled with d ((0, 3)) and (ii) through the cells between the absorbing states ((3, 2),

(3, 3)). Through (i), the right part can be reached w.p. 1 (Prmax(s0|ùφ)=1); however, the

safety property ψ can be violated w.p. 0.2 (Prmax(s0|ùψ)=0.8), due to the probability that

the agent goes sideways and hit the boundary or the obstacle and stays in (0, 3) in two

consecutive time steps. Through (ii), ψ is guaranteed to be satisfied (Prmax(s0|ùψ) = 1)

although the probability that the agent gets stuck in one of the absorbing states is 0.36

(Prmax(s0|ùφ) = 0.64). Thus, a policy prioritizing the safety chooses (ii) over (i) while a

policy with a single objective φ1 = ψ^ φ prefers (i) because Prmax(s0|ùφ1) = 0.8 through

(i) and Prmax(s0|ùφ1) = 0.64 through (ii).

The policy shown in Fig. 5.2 is learned after 128K (K = 210) episodes, each with a

length of 1K. The agent learned to eliminate the actions other than left in (0, 2) and the
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ones other than right in (0, 4) for satisfaction of ψ. Similarly, except for (3, 2) and (3, 3),

the agent prunes all the actions that might lead to an absorbing state due to φ. Since the

only positive reward can be obtained in (0, 5), the policy aims to reach (0, 5) as soon as

possible using the remaining actions. Once reached, the policy takes the action ε2 to change

the LDBA state to satisfy the Büchi condition. In addition, it takes a random action w.p.

υ = 0.05 in (0, 5), (1, 5), (2, 5), (3, 5), (4, 5) and (1, 4), which ensures visiting (2, 5), the

cell labeled with b and c, infinitely many times. The maximum expected QoC return that

can be obtained after visiting (0, 5) is about 88, and approximately a QoC return of 85 is

obtained by following the learned policy.
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6. Approximate Learning for LTL in Adversarial
Environments

In this chapter1, we provide a scalable approximate approach to learn controller strate-

gies from LTL specifications in SGs. We assume that the considered game G is fully ob-

servable for both players; i.e., both the controller and environment are aware of the current

game state. A control synthesis problem can be roughly described as finding a strategy

for the controller in a stochastic game such that all the paths produced under the strat-

egy satisfy the given LTL specification regardless of the behavior of the environment. If

such a strategy does not exist, the objective becomes to find a strategy that maximizes the

probability that a produced path satisfies the specification in the worst case.

To simplify our notation, we use PrGµ,ν(s |ù φ) to denote the probability of the paths

starting from the state s that satisfy the formula φ under the strategy pair (µ, ν) – i.e.,

PrGµ,ν(s |ù φ) := Prρ„Gs
µ,ν
(ρ |ù φ); (6.1)

we write Prµ,ν(G |ù φ) for PrGµ,ν(s0 |ù φ) and use Pr˚ to denote the maximin probability

maxµ minν Prµ,ν. We can now formally define the considered problem as follows.

Problem 37. Given a labeled turn-based stochastic game G, where the transition proba-

bilities are fully unknown, and an LTL specification φ, design a model-free RL algorithm

that finds a pure finite-memory controller strategy µ˚ such that

Prµ˚,ν (G |ù φ) ě Pr˚ (G |ù φ) (6.2)

for any environment strategy ν.

6.1 Learning for Stochastic Rabin Games

In this section, we describe our model-free RL approach to derive control strategies that

maximize the (worst-case) probability of satisfying a given LTL formula. First, we describe

the product game construction, a key step in reducing the problem of satisfying an LTL

specification into the problem of satisfying a Rabin condition. We then consider the case

1 This chapter draws primarily from the content presented in our published work Bozkurt, Wang, Zavlanos,
and Pajic, 2021.
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where the DRA derived from the LTL objective φ has a single Rabin pair, and introduce

our rewarding and discounting mechanisms based on it. We show that maximization of the

discounted reward maximizes the minimal probability of satisfying the single pair Rabin

condition, and thus the initial LTL objective. Finally, we provide a generalization to Rabin

conditions with an arbitrary (ką1) number of accepting pairs; thereby allowing the use

of or method for all possible LTL specifications. Specifically, we construct a game from k

copies of the original game, where only a single Rabin pair needs to be satisfied; an optimal

solution to this game guarantees a lower bound on the satisfaction probabilities.

6.1.1 Product Game Construction

Our main idea is that by forming an augmented state space, Problem 37 can be reduced

into finding a memoryless control strategy. Specifically, we compose the states of the game

G with the states of the DRA A derived from the LTL specification φ. Then, the goal

in this space is to satisfy the Rabin acceptance condition, for which memoryless control

strategies suffice (Chatterjee and Henzinger, 2012).

Definition 38 (Product Game). A product game Gˆ = (Sˆ, (Sˆ
µ , Sˆ

ν ), Aˆ, Pˆ, sˆ
0 , Accˆ)

of a labeled turn-based stochastic game G=(S, (Sµ, Sν), A, P, s0, AP, L) and a DRA A =

(Q, 2AP, δ, q0, B) is defined as follows:

• Sˆ = SˆQ is the set of augmented states, where the initial state sˆ
0 is xs0, q0y,

• Sˆ
µ = Sµ ˆQ is the set of augmented controller states,

• Sˆ
ν = Sν ˆQ is the set of augmented environment states,

• Aˆ = A is the set of actions,

• Pˆ : Sˆ ˆ Aˆ ˆ Sˆ Ñ [0, 1] is the transition function:

Pˆ(xs, qy, a, xs1, q1y)=

#

P(s, a, s1) if q1=δ(q, L(s))
0 otherwise

• Accˆ is a set of k accepting pairs t(Cˆ
i , Bˆ

i )u
k
i=1 where Cˆ

i = CiˆQ and Bˆ
i = BiˆQ.

Similarly to the automata acceptance condition, a path ρˆ of the product game Gˆ
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satisfies the Rabin condition if there exists i, such that in f (ρˆ)X Cˆ
i = ∅ ^ in f (ρˆ)

X Bˆ
i ‰ ∅. Finally, we refer to a product game with k accepting pairs as a Rabin(k) game.

There is a one-to-one correspondence between the paths in the product game and the

original game. Similarly, a strategy for the product game induces a strategy in the original

game and vice versa. Note that, however, the corresponding strategies in the original

game require additional memory described by the DRA – i.e., the strategy in the original

game may not be memoryless. On the other hand, the probability of satisfying the Rabin

condition under any strategy pair in the product game is equivalent to the probability

of satisfying the LTL formula in the original game under the corresponding strategy pair.

Hence, in the rest of the section we focus on the product games, i.e., stochastic Rabin games;

to simplify our notation, we omit the superscript ˆ and use G = (S, (Sµ, Sν), A, P, s0, Acc)

and s P S instead of Gˆ = (Sˆ, (Sˆ
µ , Sˆ

ν )Aˆ, Pˆsˆ
0 , Accˆ) and xs, qy P Sˆ.

6.1.2 Rabin(1) Condition to Discounted Rewards

We first consider the case where the LTL formula φ has one accepting pair in the Rabin

acceptance condition. In stochastic Rabin(1) games, where Acc = t(C, B)u, the objective

of the controller is to repeatedly visit some states in B and visit the states in C for only

finitely many times. On the other hand, the environment’s goal is to prevent this from

happening, which can be also expressed as a Rabin condition with two accepting pairs

Acc1 = t(∅, C), (B, S)u. Thus, pure and memoryless strategies suffice for both players on

the considered product game (Chatterjee and Henzinger, 2012).

To find a control strategy that satisfies (6.2) for stochastic Rabin(1) games using RL, our

key idea is to assign small rewards to the states in B to encourage visiting B states as often

as possible; but discount more compared to the other states to eliminate the importance

of the frequency of visits. In addition, we discount even more in the states in C without

giving any rewards, which diminishes the worth of the rewards to be obtained by visiting

the states in B. The following proposition summarizes our key results.

Theorem 39. Consider a given turn-based stochastic Rabin(1) product game G and the
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return of any path ρ defined as

Gt(ρ) :=
ÿ8

i=0
RB(ρ[t+i]) ¨

źi´1

j=0
ΓB,C(ρ[t+j]), (6.3)

where
ś´1

j=0 := 1, RB : S Ñ [0, 1) and ΓB,C : S Ñ (0, 1) are the reward and the terminal

functions defined as

RB(s) :=

#

1´ γB if s P B
0 if s R B

, (6.4)

ΓB,C(s) :=

$

’

&

’

%

γB if s P B
γC if s P C
γ if s P Sz(BY C)

. (6.5)

Here, γB and γC are functions of γ such that 0 ă γC(γ) ă γB(γ) ă γ ă 1, and lim
γÑ1´

γB =

lim
γÑ1´

γC = 1, as well as

lim
γÑ1´

1´ γ

1´ γB(γ)
= lim

γÑ1´

1´ γB(γ)

1´ γC(γ)
= 0. (6.6)

Then, the value of the game vγ
µ,ν (i.e., the expected return E [Gt(ρ)]) for the strategy pair

(µ, ν) and the discount factor γ satisfies that for all states s P S it holds that

lim
γÑ1´

vγ
µ,ν(s) = PrGµ,ν(s |ù φB,C); (6.7)

here, φB,C := l♢B ^ ␣l♢C is the Rabin condition of the DRA derived from the LTL

objective φ.

Before proving Theorem 39, we show Lemma 40, later used to establish bounds on the

states’ values. Intuitively, Lemma 40 shows that if we replace a state on a path with a state

in B, we obtain a larger or equal return; if we replace it with a state in SzB, we obtain a

smaller or equal return; and the return is always between 0 and 1.

Lemma 40. For any path ρ and a fixed t ě 0, in a stochastic game with the path return

defined as in (6.3), it holds that
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γCGt+1(ρ) ď γGt+1(ρ) ď Gt(ρ) ď 1´γB+γBGt+1(ρ), (6.8)

0 ď Gt(ρ) ď 1. (6.9)

Proof. It holds that 0 ď γCGt+1(ρ) ď γGt+1(ρ) since the rewards are nonnegative and

γ ą γC. Now, let us assume that we do not discount in the states that do not belong to B,

i.e., we replace γ and γC with 1 in Gt(ρ) as

Γ1
B(s) =

#

γB if s P B
1 if s R B

.

Then the return

G1
t(ρ) =

8
ÿ

i=0

RB(ρ[t+i])
i´1
ź

j=0

Γ1
B(ρ[t+j])

is evidently larger than Gt(ρ). Furthermore, it holds that Gt(ρ) ď G1
t(ρ) ď 1´ γ

(
Bb + 1) ď

1, where b is the number of times a B state is visited; thus, the return of any path is

bounded by 1 from above.

From the path return definition (6.3), it holds that

Gt(ρ) =

$

’

&

’

%

1´γB + γBGt+1(ρ) if ρ[t] P B
γCGt+1(ρ) if ρ[t] P C
γGt+1(ρ) otherwise

. (6.10)

Using γB ă γ and Gt+1(ρ) ď 1, we obtain that

1´γB + γBGt+1(ρ) ě 1´γ + γGt+1(ρ)

ě γGt+1(ρ), (6.11)

which along with (6.10) concludes the proof of (6.8), (6.9).

Under a strategy pair (µ, ν), it is straightforward to check the probability that a Rabin

condition is satisfied in a game G (i.e., MC Gµ,ν). All paths in the induced MC Gµ,ν

eventually reach a BSCC T P B(Gµ,ν) and visit its states infinitely many times. A path
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reaching a state in a BSCC that does not contain any state in B or C, does not satisfy

the Rabin condition. We denote the set of all such states by UBC. Similarly, if a path

reaches a state in a BSCC without any state in C but with a state in B, it satisfies the

Rabin condition; finally, if it reaches a state in a BSCC that does contain a state from C,

it does not satisfy the Rabin condition. We write UB and UC to denote the set of these

states, respectively (formally defined in Lemma 41). This reasoning reduces finding the

probability of satisfying the Rabin condition to finding the probability of reaching a state

in UB, which allows us to focus on the reachability objective φUB := ♢UB instead of φB,C

defined in Theorem 39.

We now show that the expected values of the returns (6.3) (i.e., the state values) reflect

the Rabin acceptance condition.

Lemma 41. For any stochastic Rabin game G with Acc = t(C, B)u under a strategy pair

(µ, ν), it holds that:

lim
γÑ1´

vγ
µ,ν(s) = 0 if s P UBC, (6.12)

lim
γÑ1´

vγ
µ,ν(s) = 1 if s P UB, (6.13)

lim
γÑ1´

vγ
µ,ν(s) = 0 if s P UC, (6.14)

where the sets UBC, UB and Uc are defined as:

UBC := tsBC | sBCPT, TPB(Gµ,ν), TXB=∅, TXC=∅u,

UB := tsB | DTPB(Gµ,ν), sBPTXB, TXC=∅u,

UC := tsC | DTPB(Gµ,ν), sCPTXCu.

(6.15)

Proof. To simplify our notation, in this proof and the proof of Theorem 39, we use vγ, Γ

and Pr instead of vγ
µ,ν, ΓB,C and PrGµ,ν. We define a return for a finite path as:

Gt:t+k(ρ) :=
k
ÿ

i=0

RB(ρ[t+i])
i´1
ź

j=0

ΓB,C(ρ[t+j]) (6.16)
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Case I): Once a state sBC P UBC is reached, it is impossible to later visit a B state and receive

a nonzero reward; thus, the values of all states in UBC are zero and (6.12) holds.

Case II): Once a state sB P UB is reached, it will be visited infinitely often as it belongs to a

BSCC. Let Nt be the time to the next visit to sB after visiting it at t – i.e.,

Nt = mintτ | ρ[t+τ] = sB, τ ą 0u. (6.17)

From the definition of the return (6.3), it holds that

vγ(sB) = 1´γB + γBE[Gt+1(ρ) | ρ[t]=sB]

= 1´ γB + γBE
[

Gt+1:t+Nt´1(ρ)

+
(
źNt´1

i=1
Γ(ρ[t+i])

)
¨ Gt+Nt(ρ) | ρ[t]=sB

]
. (6.18)

We can ignore the return of the prefix, Gt+1:t+Nt´1(ρ) and obtain an upper bound. Using

Gt(ρ) ě γGt+1(ρ), we have

vγ(sB) ě 1´γB + γBE
[
γNt´1Gt+Nt(ρ) | ρ[t]=sB

]
➀
ě 1´γB + γBE

[
γNt´1 | ρ[t]=sB

]
vγ(sB)

➁
ě 1´γB + γBγE[Nt´1|ρ[t]=sB]vγ(sB)

ě 1´ γB + γBγnvγ(sB) (6.19)

where ➀ holds by the Markov property, ➁ holds from the Jensen’s inequality, and n ě 1

is a constant. From (6.19),

vγ(sB) ě
1´γB

1´γBγn

➂
ě

1´γB

1´γB(1´ n(1´γ))
=

=
1

1 + n 1´γ
1´γB

´ n(1´γ)
. (6.20)

where ➂ holds as (1´ (1´γ))n ě 1´ n(1´γ) for γ P (0, 1). Finally, as vγ(sB) ď 1 from

Lemma 40, letting γ, γB Ñ 1´ under the condition (6.6), concludes the proof of (6.13).
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Case III): Similarly to the previous case, we define a stopping time for the number of time

steps between two consecutive visits to a state sC P UC – i.e., for a fixed t P N

Mt = mintτ | ρ[t+τ] = sC, τ ą 0u. (6.21)

Now, we can split the value of sC into two expectations

vγ(sC) = γCE[Gt+1:t+Mt´1(ρ) | ρ[t]=sC]+

γCE

[(
Mt´1
ź

i=1

Γ(ρ[t+i])

)
Gt+Mt(ρ)

ˇ

ˇ

ˇ

ˇ

ρ[t]=sC

]
. (6.22)

Using the inequalities in Lemma 40, it holds that

vγ(sC) ď γCE[1´γMt
B ] + γCE[Gt+Mt(ρ) | ρ[t]=sC]

➀
ď γC(1´ γm

B ) + γCE[Gt+Mt(ρ) | ρ[t]=sC]

ď 1´ γm
B + γCvγ

µ,ν(sC). (6.23)

where ➀ holds by Jensen’s inequality and m ě 0 is a constant. Now, from (6.23) it holds

that

vγ(sC) ď
1´γm

B
1´γC

ď
m(1´γB)

1´γC
. (6.24)

Thus, from (6.6), since vγ(sC) is nonnegative, (6.14) holds.

We now provide the proof of Theorem 39.

Proof of Theorem 39. We divide the expected return of a random path ρ visiting a state s P S

depending on whether it satisfies φUB := ♢UB or not – i.e.,

vγ(s) =E[Gt(ρ) | ρ[t]=s, ρ|ù♢UB]Pr(ρ|ù♢UB)

+E[Gt(ρ) | ρ[t]=s, ρ ­|ù♢UB]Pr(ρ ­|ù♢UB) (6.25)

for some fixed t P N. Notice that ρ ­|ù♢UB implies ρ[t:] ­|ù♢UB, and ρ|ù♢UB implies ρ[t:] |ù

♢UB almost surely. Hence, Pr(s|ù♢UB) and Pr(s ­|ù♢UB) can be replaced with Pr(ρ|ù♢UB)

and Pr(ρ ­|ù♢UB), respectively.
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After visiting the state s at time t, let Lt be the number of time steps until the first visit

to a state in UB in (6.15) – i.e.,

Lt = mintτ | ρ[t+τ] P UB, τ ą 0u. (6.26)

Then, by Lemma 40, it holds that

vγ(s) ě E[Gt(ρ) | ρ[t]=s, ρ|ù♢UB]Pr(s|ù♢UB)

ě E
[
γLt Gt+Lt(ρ) | ρ[t]=s, ρ|ù♢UB

]
Pr(s|ù♢UB)

➀
ě E

[
γLt | ρ[t]=s, ρ|ù♢UB

]
vγ(UB)Pr(s|ù♢UB)

➁
ě γE[Lt|ρ[t]=s,ρ|ù♢UB]vγ(UB)Pr(s|ù♢UB) =

= γlvγ(UB)Pr(s|ù♢UB); (6.27)

here, vγ(UB) = minsBPUB vγ(sB), l is constant, and ➀ and ➁ hold from the Markov prop-

erty and Jensen’s inequality.

Similarly, after leaving s at t, let L1
t be the number of time steps until the first time a

state in UBC YUC is reached – i.e.,

L1
t = min

␣

τ | ρ[t+τ] P UBC YUC, τ ą 0
(

. (6.28)

Then, using Lemma 40 and the Markov property, it holds that

vγ(s) ď E[Gt(ρ) | ρ[t]=s, ρ ­|ù♢UB]Pr(s ­|ù♢UB) + Pr(s|ù♢UB)

ď E[1´γ
L1

t
B | ρ[t]=s, ρ ­|ù♢UB]Pr(s ­|ù♢UB) + Pr(s|ù♢UB)

ď 1´γ
E[L1

t|ρ[t]=s,ρ ­|ù♢UB]
B Pr(s ­|ù♢UB) + Pr(s|ù♢UB)

= (1´γl1

B)Pr(s ­|ù♢UB) + Pr(s|ù♢UB), (6.29)

where l1 is some constant. The upper bound (6.29) and the lower bound (6.27) (due to

(6.13)) approach the probability Pr(s|ù♢UB) as γ Ñ 1´, thereby concluding the proof.

6.1.3 Reduction to Stochastic Rabin(1) Games

We now provide a generalization of our approach from Section 6.1.2 to the Rabin con-

ditions with k pairs. The idea is to construct k different stochastic Rabin(1) games and
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connect them with ε actions so that the controller is able to switch between the Rabin pairs

it aims to satisfy.

Definition 42 (k-copy Game). Let [n] denote the set t1, 2, . . . , nu for a positive integer n.

For a given stochastic Rabin(k) game G = (S, (Sµ, Sν), A, P, s0, Acc), with Acc=t(Ci, Bi))
k
i=0u,

a k-copy game G‹ = (S‹, (S‹
µ, S‹

ν), A‹, P‹, s‹
0, Acc‹) is a stochastic Rabin(1) game defined

by:

• S‹ =
(
Sµ ˆ [2k]

)
Y (Sν ˆ [k]) is the augmented state set with S‹

µ = Sµ ˆ [k] the con-

troller and S‹
ν = SzS‹

µ the environment states, and s‹
0 = xs0, 1y is the initial state;

• A‹ = AY tε i | i P [k]u Y tε1u is the set of actions;

• P‹ : S‹ˆA‹ˆS‹ Ñ [0, 1] is the transition function defined as

P‹(xs, iy, a, xs1, i1y) =

$

’

’

’

’

&

’

’

’

’

%

P(s, a, s1) if a P A, i = i1,
1 if s P Sµ, s = s1, a = ε i, i1 = k + i,
1 if s P Sν, s = s1, a = ε1, i1 = i´ k,
0, otherwise;

• Acc‹ = t(C‹, B‹)u is the Rabin accepting set where

C‹ := txs, iy | s P Ci, i P [k] or s P Sµ, i P [2k]z[k]u,

B‹ := txs, iy | s P Bi, i P [k]u.

Intuitively, the k-copy game G‹ consists of k exact copies of the original game G for each

accepting pair, and a dummy state xs, i+ky for every controller state s P Sµ for each copy

i P [k] (Fig. 6.1). The controller can choose an ε j in a state xs, iy and makes a transition

to the dummy environment state xs, j+ky where the environment can only take the action

ε1, which makes a transition to the controller state xs, jy. The idea here is to connect the k

copies of the original game using these ε-actions so that in any state, the controller can jump

to the j-th copy via an ε jÑa-dummy-stateÑε1 sequence. All the dummy states belong to

C‹, prohibiting the ε-actions from being visited infinitely many times. Also, the only states

belonging to C‹ and B‹ in the i-th copy are the ones belonging to Ci and Bi, respectively.

This allows each accepting pair to be independently satisfied in its corresponding copy as

stated in the following theorem.
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FIGURE 6.1: A k-copy game obtained from a stochastic Rabin(2) game. W(1) and W(2)

denote the winning sets for the first and the second Rabin pair respectively.

Theorem 43. Let G(j) be the stochastic Rabin(1) game obtained from a Rabin(k) game G

by replacing Acc with t(Cj, Bj)u, and W(j) be the set of winning states such that for any

s P W(j), PrG
(j)

˚ (s |ù φBj,Cj) = 1. Then, for any xs, iy P S‹, it holds that

PrG
‹

˚ (xs, iy |ù φB‹,C‹) = PrG
‹

˚ (xs, iy |ù ♢V), (6.30)

where V =
␣

xs1, i1y P S‹ | s1 P
Ťk

j=0 W(j)
(

.

Proof. We prove (6.30) in two directions.

ě: If a state xs, iy P V, then, by definition, there must be some j such that s P W(j). The

controller can make a transition from xs, iy to xs, jy via the ε-actions and satisfy φB‹,C‹ by

satisfying φBj,Cj . Thus, the control strategy that maximizes the reachability probabilities in

the worst case also guarantees that the satisfaction probabilities are at least the maximin

reachability probabilities, i.e., PrG
‹

˚ (xs, iy |ù φB‹,C‹) ě PrG
‹

˚ (xs, iy |ù ♢V).

ď: All the transitions via the ε-actions pass through a state in C‹. Under any strategy

pair, the BSCCs having ε-transitions of the induced MC are rejecting. Since without

some ε-transitions, it is not possible for a BSCC to contain states from two different ac-
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cepting pairs, an accepting BSCC must satisfy only a single pair. In addition, in the

worst case, the satisfaction probability can be maximized by maximizing the probabil-

ity of reaching a state that belongs to an accepting BSCC for any environment strategy.

Thus, such states must be a winning state for some accepting pair, which implies that

PrG
‹

˚ (xs, iy |ù φB‹,C‹) ď PrG
‹

˚ (xs, iy |ù ♢V).

Any control strategy µ‹ in G‹ has a corresponding finite-memory strategy µ in the

Rabin(k) game G, which can be captured by a deterministic finite automaton (DFA) with k

states. In state s, the state of the DFA changes from state iP[k] to jP[k], if µ‹(xs, iy)=ε j; the

DFA state stays the same and the control strategy µ chooses action aPA if µ‹(xs, iy)=a. If

µ‹ is a maximin strategy for G‹ then under the induced strategy µ, the controller satisfies

the acceptance condition with probability that is not lower than the probability of reaching

a winning state of an accepting pair.

Corollary 44. A maximin control strategy for G‹ of a stochastic Rabin game G with k

accepting pairs induces a control strategy µ for G such that

Prµ,ν (G |ù φAcc) ě Pr˚ (G |ù ♢W) (6.31)

for any environment strategy ν, where

φAcc :=
ł

(Bi ,Ci)PAcc

(l♢Bi^␣l♢Ci) , W :=
k
ď

i=1

W(i)

with W(i) defined as in Theorem 43.

Proof. For any environment strategy ν in G we can construct a corresponding environment

strategy ν‹ in G‹ such that ν‹(xs, iy) = ν(s) for all i P [k] and ν‹(xs, iy) = ε1 for all [2k]z[k].

Note that the strategy pairs (µ, ν) and (µ‹, ν‹) induce the same MCs. Since satisfying

(Cj, Bj) satisfies φAcc, we have Prµ,ν (G |ù φAcc) ě Prµ‹,ν‹ (G‹ |ù φB‹,C‹), which combined

with Theorem 43 concludes the proof.

The induced control strategy µ guarantees a satisfaction probability that is larger than

or equal to Pr˚ (G |ù ♢W). However, for some stochastic games, there exist some control
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α

s2 s0
θ

β

θ

FIGURE 6.2: A stochastic Rabin game with two accepting pairs: (C1, B1)=(∅, ts1u) and
(C2, B2)=(ts1u, ts2u). The initial state s0 is controlled by the environment; s1 and s2 are the
controller states; α, β and θ are actions; and all transition probabilities are 1.

strategies with improved lower bounds. This is due to the fact that there could be other

winning states not belonging to W. One such game is illustrated in Fig. 6.2. In this

game, if the environment chooses the action β all the time, the generated path does not

satisfy the first accepting pair; similarly, if it chooses α, the path does not satisfy the second

accepting pair. Thus, neither s1 nor s2 belong to W of G; yet, they are winning states since

independently from the used environment strategy, an accepting pair is always satisfied.

6.1.4 Controller Synthesis via Reinforcement Learning

We now state the main result of our approach.

Theorem 45. For a given stochastic Rabin(k) game G, there exists a γ1 such that for all γ,

such that γ1 ă γ ă 1, a minimax-Q learning algorithm using the reward and the discount

functions in Theorem 39 is guaranteed to converge to a strategy µ satisfying (6.31).

Proof. The claim directly follows from Theorem 39, Corollary 44, and the fact that pure

and memoryless strategies are finite and sufficient for both the controller and the envi-

ronment in stochastic Rabin(1) games (Chatterjee and Henzinger, 2012).

For a given stochastic game and an LTL specification, we can reduce the control synthe-

sis problem to finding a maximin controller strategy in a stochastic Rabin(k) game G using

the standard automata-based approach described in Section 6.1.1. This can be further

reduced to finding a strategy that maximizes the probability of satisfying a single Rabin

pair in the worst case, in a stochastic Rabin(1) game G‹ using the method from Section

6.1.3. In Section 6.1.2, we provide an approach that transforms the objective of satisfying
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of a Rabin pair to a discounted reward maximization objective, allowing the use of RL to

synthesize controllers.

Algorithm 5 summarizes the steps of our approach. Here, α is the learning rate and the

bold s character denotes a three-dimensional state vector: the state of the original game,

the DRA state, and the index of Rabin pair. After the construction of G‹, the algorithm

performs simple minimax-Q learning. In each iteration of learning, the algorithm derives

an ϵ-greedy strategy pair, which means that under these strategies, the controller and the

environment randomly choose their actions with probability of ϵ, as well choose their best

action with probability of 1´ϵ. After the convergence, the algorithm returns a maximin

control strategy µ‹
˚ for G‹, which induces a finite-memory strategy for the original game,

which guarantees the lower bound provided in Corollary 45.

Computing the winning states in stochastic Rabin games is NP-Complete in the num-

ber accepting pairs (Chatterjee and Henzinger, 2012). Thus, it is unlikely to construct a

stochastic Rabin(1) game from any given stochastic Rabin(k) game without an exponen-

tial blowup in the number of states. Instead, we provide a simple yet powerful approach

combining all the accepting pairs that only requires a linear increase in the number of states.

Algorithm 5 Model-free RL for control synthesis in stochastic games from LTL specifica-
tions.

Input: LTL formula φ, stochastic game G
Translate φ to a DRA Aφ

Construct the product Gˆ of G and Aφ

Reduce Gˆ to G‹

Initialize Q(s, a) on G‹

for t = 0, 1, . . . , T do
Derive an ϵ-greedy strategy pair (µ‹, ν‹) from Q

Take the action at Ð

#

µ‹(st), stPS‹
µ

ν‹(st), stPS‹
ν

Observe the next state st+1
Q(st, at)Ð (1´ α)Q(st, at) + αR(st)

+αΓ(st) ¨

#

maxa1 Q(st+1, a1), st+1PS‹
µ

mina1 Q(st+1, a1), st+1PS‹
ν

end for
Get a greedy control strategy µ‹

˚ from Q
return µ‹

˚
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6.2 Experimental Results

We implemented a software tool2 in Python that takes a description of a labeled stochas-

tic game and an LTL specification of a task, and outputs the desired control strategy using

RL. Our tool uses Rabinizer 4 (Křetínský et al., 2018) to translate the given LTL formula

into a DRA and then constructs the product game of the given game and the DRA. It

performs minimax-Q learning using the presented reward and discount functions.

During learning, ϵ-greedy strategies are followed by both players after starting in a

random state, and the episodes are terminated after 1K steps. We set the parameter ϵ and

the learning rate α to 0.5 and gradually decreased them to 0.05 during learning; we used

the discount factors of γC=1´(0.01), γB=1´(0.01)2 and γ=1´(0.01)3.

We considered robot planning tasks on two different scenarios in two-dimensional (5ˆ5)

grid worlds. The controller navigates a robot which occupies one cell and can move to

adjacent four cells in a single time step using four actions: North, South, East and West.

There are three types of cells: empty cells, cells with an obstacle and absorbing cells. When

the robot tries to move to a cell with an obstacle, it hits the obstacle and stays in its previous

position; once it moves to an absorbing cell it cannot leave it. In the figures, obstacles and

absorbing cells are represented by filled and empty circles. Each cell is labeled with a set

of atomic propositions, depicted as encircled letters in the lower part of the cells.

6.2.1 Robust Control Design

In our first case study, the robot can unpredictably move in a direction that is orthogonal

to the intended direction after taking an action. We model this source of nondeterminism

as the environment, observing the actions of the controller and acting to minimize the

probability that the controller achieves the given task. The controller, in this case, tries to

come up with a robust and conservative strategy that maximizes the probability of achieving

the task in the worst case.

The environment can reactively choose one of the following four actions: None, Both,

2 https://github.com/alperkamil/csrl
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None Both R�ght Left

FIGURE 6.3: An illustration of the actions of the environment for the control action North.
The arrow lengths are loosely proportional to the probabilities of the movement direc-
tions.

Right and Left (Fig. 6.3). For None, the robot moves in the intended direction without

any disturbance. If Both is chosen, it can go sideways with a probability of 0.2 (i.e., 0.1 for

each direction). If Right(Left) is chosen, the robot moves as intended with probability of

0.9 and in the right(left) direction with probability of 0.1.

The objective is to visit a state labeled with b and a state labeled with c infinitely often,

and the safe states, labeled with either d or e, should not be left after a certain point of

time. The task is formally described by the LTL formula

φ1 = l♢b^l♢c^ (♢ld_♢le), (6.32)

which we translated into a DRA with two accepting pairs.

Fig. 6.4 depicts the grid world we used and the strategy obtained for it after 128K

episodes. The objective cannot be satisfied by visiting the states (labeled with b and c) at

the top-left or the top-right corner of the grid because the environment can force the robot

to leave the safe states. The only possible way to achieve the task is going from the state

labeled with b to the state c and vice versa without leaving the safe states. The strategy

in Fig. 6.4 ensures that the robot stays below the second row once it reaches the area, and

does not visit the unsafe state in the middle regardless of the environment’s actions. Also,

under the strategies in Fig. 6.4a, 6.4b, the robot eventually reaches the states labeled with

b and c, respectively.

6.2.2 Avoiding Adversary

In this case study, the robot movement is not affected by the environment actions.

Instead, we model the imprecise movement by a fixed probability distribution – the robot
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FIGURE 6.4: The objective strategy and the estimated maximal probabilities of satisfying
φ1 from (6.32). The most likely path is highlighted in a lighter blue.

moves as intended with probability of 0.8 and goes to the right or the left side of the

intended direction with probabilities of 0.1. Another agent is controlled by an adversary

(the environment), which can take the same four actions as the controller, with the same

probability distribution.

The size of the state space here is (5ˆ5)ˆ (5ˆ5) = 625 since there are two independent

agents. The labeling function is based on the position of the first agent as

L(xs1, s2y) :=

#

L(s1), s1 ‰ s2

L(s1)Y tau, s1 = s2
(6.33)

The label a represents the state where both agents are in the same position (adversary

’catches’ the robot). The robot objective is the same as in the first scenario (6.32), except

that it additionally needs to avoid the adversary at all costs – i.e.,

φ2 = φ1 ^l␣a. (6.34)

Fig. 6.5 shows the control strategy obtained after 512K episodes. There are four safe

zones in this grid world: one at the top-left, another at the top-right, and two at the bottom

part of the grid. The robot or the adversary can get trapped in a sink state with probability
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FIGURE 6.5: The control strategies obtained for φ2 from (6.34). The values of the states are
represented by the shades of blue (the darker, the higher value), which are the estimation
of how likely the controller satisfies the objective.

p ě 0.2 while traveling between the top and the bottom parts of the grid. Thus, the optimal

strategy for the controller is not to switch zones unless the adversary is in the same zone.

For example, in Fig. 6.5a, if the robot is in the bottom part, the controller should not

try to move the robot to the top-right part, a farther safe zone, because there is a chance

(p ě 0.2) that the adversary ends up with a sink state if she tries to move to the bottom

part. If the robot is in the top-right part, the controller should switch to the second Rabin

pair via ε2 and make the robot stay in the same zone. However, in Fig. 6.5b, the robot

cannot stay in the bottom part because otherwise the adversary will eventually catch her.
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7. Optimal Learning for LTL with Heuristics in
Adversarial Environments

In this chapter1, we consider the following problem.

Problem 46. For a given LTL task specification φ and an SG G where the transition prob-

abilities are completely unknown, design a model-free RL approach to learn an optimal

control strategy under which the given LTL tasks are performed successfully with the

highest probability against an optimal adversary (i.e., in the worst case). If the adversary

is not optimal, the controller strategy learned for an optimal adversary performs the task

with an even larger probability.

Formally, our objective is to learn a controller strategy µφ for the given SG G such that

under µφ, the probability that a path ρ satisfies the LTL specification φ of the given task

is maximized in the worst case; i.e.,

µφ := arg max
µ

min
ν

Prρ„Gµ,ν tρ | ρ |ù φu (7.1)

where µ and ν are finite-memory controller and adversarial strategies from Definition 4,

and Prρ„Gµ,ν tρ | ρ |ù φu denotes the probability that a path drawn from Gµ,ν satisfies φ.

Model-free RL algorithms such as minimax-Q (Littman, 1994) require a discount factor,

which can be considered as the probability of continuing the game, and a reward function

providing a scalar reward after each transition for guidance, and therefore cannot learn

directly from the LTL specifications. Hence, we solve Problem 46 by crafting rewards and

discount factors from the given LTL specification in a way that a model-free RL algorithm

can efficiently learn an optimal strategy from (7.1) by maximizing the minimum expected

value of the return, which is the sum of the discounted rewards.

7.1 Reduction from LTL Specifications to Reward Returns

In this section, we introduce a reduction from Problem 46 to the problem of learning a

controller strategy maximizing the worst-case return. We start by constructing a product

1 The content of this chapter is largely drawn from our work Bozkurt et al., 2024.
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game by composing the given SG with the DPA derived from the given LTL specification

of the desired task. We then introduce novel rewards and discount factors for each set in

the acceptance condition of the DPA, and show that for any memoryless strategy pair, the

expected sum of the discounted rewards approaches the probability of satisfying the parity

condition as rewards approach zero.

7.2 Product Game Construction

By constructing a product game, the problem of learning an optimal controller strategy

for an LTL task φ in an SG G can be reduced into meeting the parity condition of the

derived DPA Aφ.

Definition 47. A product game of an SG G and a DPA Aφ is a tuple Gˆ=(Sˆ, (Sˆ
µ , Sˆ

ν ), sˆ
0 ,

Aˆ, Pˆ, κ, Cˆ) where

• Sˆ=SˆQ is the set of product states,

• Sˆ
µ =SµˆQ and Sˆ

ν =SνˆQ are the controller and adversary product states respec-

tively,

• sˆ
0 =xs0, q0y is the initial state,

• Aˆ=A is the action set with Aˆ(xs, qy)=A(s) for all sPS, qPQ

• Pˆ:SˆˆAˆˆSˆ ÞÑ[0, 1] is the probabilistic transition function such that

P(xs, qy, a, xs1, q1y)=

#

P(s, a, s1) if q1=δ(q, L(s)),
0 otherwise,

(7.2)

• Cˆ : Sˆ ÞÑ t0, . . . , κ´1u is the product coloring function such that

Cˆ(xs, qy) = C(q, L(s))

A path ρˆ = xs0, q0yxs1, q1y . . . in a product game meets the parity condition if it holds

that

φˆ := “ max
␣

Cˆ(sˆ) | sˆ P Infˆ(ρˆ)
(

is odd”, (7.3)

where Infˆ(ρˆ) is the set of product states visited infinitely many times by ρˆ.

The product game Gˆ effectively captures this synchronous execution of the SG G and

the DPA Aφ; they start in the initial states, and whenever G moves to a state, Aφ consumes
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the label of the state and makes a transition. For example, when G is in state s and Aφ is

in q, the product game Gˆ is in xs, qy. If the SG moves to s1, the DPA moves to the state

q1=δ(q, L(s1)), which is represented by the product game transition from xs, qy to xs1, q1y.

This implies a one-to-one mapping between the paths of G and Gˆ.

Lemma 48. For a given SG G, a DPA Aφ and their product game Gˆ, let ρ = s0s1 . . . be a

path in G and ρˆ = xs0, q0yxs1, q1y . . . be the corresponding path in Gˆ. Then,(
ρˆ |ù φˆ

)
ô (ρ |ù φ) . (7.4)

Proof. It holds from the definition of SGs and the fact that the DPA Aφ makes a transition

colored with k if and only if a product state xs, qy colored with k is visited in the product

game Gˆ.

A strategy in Gˆ induces a finite-memory strategy in G where the states of Aφ act as the

modes governed by the transition function of Aφ. To illustrate this, let µˆ denote a pure

memoryless strategy in Gˆ and µ denote its induced strategy in G. While µ is operating in

mode m corresponding to the DPA state q, if a state s is visited in G, µ changes its mode

from m to m1, which corresponds to the DPA state q1=δ(q, L(s1)); as a result, µ chooses

the action that µˆ selects in xs1, q1y.

Hence, from Lemma 48, the probability of satisfying the parity condition φˆ under a

strategy pair (µˆ, νˆ) in the product game Gˆ is equal to the probability of satisfying the

LTL specification φ in the SG G under the induced strategy pair (µ, ν); this is formalized

in the following lemma.

Lemma 49. For a given strategy pair (µˆ, νˆ) in the product game Gˆ and its induced

strategy pair (µ, ν) in G, let ρ and ρˆ be random paths drawn from the MCs Gµ,ν and

Gˆ

µˆ,νˆ respectively. Then,

Pr tρ | ρ |ù φu = Pr
␣

ρˆ | ρˆ |ù φˆ
(

. (7.5)

Proof. It immediately follows from Lemma 48 since there is a one-to-one mapping be-

tween the paths of Gµ,ν and Gˆ

µˆ,νˆ .
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Example 50. Figure 7.1 presents the product game Gˆ obtained from the SG G in Figure

2.2 and the DPA Aφ of the LTL task φ in Figure 3.3. In G, if the adversary follows a pure

memoryless strategy, the controller can almost surely win the game in the sense that φ is

satisfied by taking “go down” in “Entrance”. This eventually leads to “Charger(Agent-

On)”, from which G can alternate either between “Charger(Agent-On)” and “Workspace”

(satisfying ♢lworking ^ l♢charging), or between “Charger(Agent-On)” and “Charger

(Agent-Off)” (satisfying ♢lcharging); thus, φ is satisfied. However, the adversary can

win in the Gˆ by following a pure memoryless strategy that chooses “turn off” in xCharger

(Agent-On), q0y and “move” in xCharger(Agent-On), q1y as in this case, the maximal

color in the obtained infinite cycle xCharger(Agent-On), q0y Ñ xCharger(Agent-Off), q0y

Ñ xCharger(Agent-On), q1y Ñ xWorkspace, q1y Ñ xCharger(Agent-On), q0y Ñ ... is 2

(even). This pure memoryless strategy in Gˆ induces a finite-memory strategy in G that

alternates between the modes m0 and m1, under which “turn off” and “move” are selected

in “Charger(Agent-On)” respectively, where m0 and m1 correspond to the DPA states q0

and q1.

We use Prµˆ,νˆ(sˆ |ù φˆ) to denote the probability that a state sˆPSˆ satisfies the

parity condition φˆ under strategies (µˆ, νˆ); i.e.,

Prµˆ,νˆ(sˆ |ù φˆ) := Pr
!

ρˆPρˆsˆ

µˆ,νˆ | ρˆ |ù φˆ
)

; (7.6)

here, ρˆsˆ

µˆ,νˆ denotes the set of all paths of the product MC Gˆ,sˆ

µˆ,νˆ that is obtained from

Gˆ

µˆ,νˆ by assigning sˆ as the initial state. Therefore, from Lemma 49 and the fact that pure

memoryless strategies suffice for the parity condition (Chatterjee and Henzinger, 2012), our

objective can be revised as learning a pure memoryless strategy defined as

µˆ

φˆ := arg max
µˆ

min
νˆ

Prµˆ,νˆ(sˆ
0 |ù φˆ) (7.7)

in the product game Gˆ. The strategy µˆ

φˆ is then used to induce the finite-memory strategy

µφ from (7.1) in the initial game G.
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7.3 Reduction from Parity to Return

To obtain an optimal strategy defined in (7.7) using model-free RL, we introduce a

reward function Rˆ
ε : Sˆ ÞÑ R and a state-dependent discount function γˆ

ε : Sˆ ÞÑ [0, 1),

parameterized by ε as

Rˆ
ε (s

ˆ) :=

#

εκ´Cˆ(sˆ) if Cˆ(sˆ) is odd,
0 if Cˆ(sˆ) is even,

(7.8)

γˆ
ε (s

ˆ) := 1´ εκ´Cˆ(sˆ), (7.9)

where κ is the number of colors. The idea behind the rewards structure is to encourage

the agent to repeatedly visit a state colored with an odd number as large as possible by

assigning a larger reward to the states with larger odd colors. Further, the rewards are

discounted more in the states with larger colors to reflect the parity condition and to keep

the return bounded. Here, the parameter ϵ should be chosen sufficiently small so that the

effect of finitely visited states on the return becomes negligible.

We slightly extend the definition of the return of a suffix of a path ρˆ[t:], denoted by

Gˆ
ε (ρ

ˆ[t:]), for state-dependent discount factors as

Gˆ
ε (ρ

ˆ[t:]) :=
8
ÿ

i=t

i´1
ź

j=0

γˆ
ε (ρ

ˆ[j])

 Rˆ
ε (ρ

ˆ[i]). (7.10)

Now, the return of the entire path is simply Gˆ
ε (ρ

ˆ) := Gˆ
ε (ρ

ˆ[0:]). We further use

vˆ

ε,µˆ,νˆ(sˆ) to denote the expected return of the paths starting from a state sˆ under a

strategy pair (µˆ, νˆ), which is formally defined as

vˆ

ε,µˆ,νˆ(sˆ) := E
ρˆ

sˆ „Gˆ,sˆ

µˆ ,νˆ

[
Gˆ

ε (ρ
ˆ

sˆ)
]

. (7.11)

In what follows, we establish a connection similar to the Blackwell optimality (Hordijk

and Yushkevich, 2002) between the values and satisfaction probabilities, and we show that

as ε approaches 0, the value of each state approaches the probability of satisfying φ starting

from that state.
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Theorem 51. For a given product game Gˆ and a pure memoryless strategy pair (µˆ, νˆ),

it holds that

lim
εÑ0+

vˆ

ε,µˆ,νˆ(sˆ) = Prµˆ,νˆ(sˆ |ù φˆ) (7.12)

for any sˆ P Sˆ.

Before proving Theorem 51, we provide several lemmas. Throughout the lemmas and

the proofs in this section, (µˆ, νˆ) denotes an arbitrary but fixed strategy pair in a given

product game Gˆ. In addition, to simplify our notation, we omit the subscripts from

E
ρˆ

sˆ „Gˆ,sˆ

µˆ ,νˆ

, Prµˆ,νˆ , vˆ

ε,µˆ,νˆ and use E, Pr, vˆ
ε instead.

We first establish bounds on the returns of the paths of Gˆ. In the following lemma,

the first inequality (7.13) states that the returns and thereby the values are always between

0 and 1. The second inequality (7.14) states that changing the color of a state on a path to

a larger odd number increases the return of the path. Similarly, the third inequality (7.15)

states that changing the color to a larger even number decreases the return.

Lemma 52. For a given product game Gˆ, the following hold for any path ρˆ and any

time step t ě 0:

0 ď Gˆ
ε (ρ

ˆ[t:]) ď 1, (7.13)

Gˆ
ε (ρ

ˆ[t:]) ď εκ´k+(1´εκ´k)Gˆ
ε (ρ

ˆ[t+1:]), (7.14)

Gˆ
ε (ρ

ˆ[t:]) ě (1´εκ´k)Gˆ
ε (ρ

ˆ[t+1:]), (7.15)

where k = mintκ, Cˆ(ρˆ[t]) + 1u.

Proof. The lower bound in (7.13) holds since there is no negative reward. Now, assume

that we can change the colors of the states at each time step. In this case, the maximum

return can be obtained by assigning the same odd color to all the states, which results in

a return εκ´k + εκ´k(1´ εκ´k) + εκ´k(1´ εκ´k)2 + ¨ ¨ ¨ = 1, concluding the upper bound in

(7.13) holds. By definition, for a given color k1, the return can be written recursively as

Gˆ
ε (ρ

ˆ[t:])=

#

εκ´k1

+(1´εκ´k1

)Gˆ
ε (ρ

ˆ[t+1:]) if k1 is odd,
(1´εκ´k1

)Gˆ
ε (ρ

ˆ[t+1:]) if k1 is even.
(7.16)
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From (7.16), (7.13), and ε P (0, 1], we obtain (7.14) and (7.15) as the following:

Gˆ
ε (ρ

ˆ[t:]) ď εκ´k1

+ (1´εκ´k1

)Gˆ
ε (ρ

ˆ[t+1:])

= εκ´k1

(1´Gˆ
ε (ρ

ˆ[t+1:])) + Gˆ
ε (ρ

ˆ[t+1:])

ď εκ´k(1´Gˆ
ε (ρ

ˆ[t+1:])) + Gˆ
ε (ρ

ˆ[t+1:])

= εκ´k + (1´εκ´k)Gˆ
ε (ρ

ˆ[t+1:]), (7.17)

Gˆ
ε (ρ

ˆ[t:]) ě (1´εκ´k1

)Gˆ
ε (ρ

ˆ[t+1:])

ě (1´εκ´k)Gˆ
ε (ρ

ˆ[t+1:]), (7.18)

since k1 ď k.

The parity condition of a product game is defined over the recurrent states, i.e., the

states that are visited infinitely many times, in a product game. In the MC induced by a

strategy pair, a state is recurrent if and only if it belongs to a BSCC of the MC as the paths

almost surely reach a BSCC and visit its states infinitely often. If the largest color among

the colors of the states in a BSCC is an odd number, the BSCC is called accepting as all

the paths reaching the BSCC satisfy the parity condition. Similarly, if the largest color is

an even number, then the BSCC is called rejecting. Thus, the probability of satisfying the

parity condition can be obtained by computing the probability of reaching an accepting

BSCC (see the proofs provided for the Rabin condition in Baier and Katoen, 2008).

In the following lemma, we show that the values of the states in a BSCC approach 1 if

the BSCC is accepting and 0 otherwise. Using this lemma, we then prove Theorem 51 by

showing that the values approach the probability of reaching accepting BSCCs.

Lemma 53. For a BSCC Vˆ P B(Gˆ

µˆ,νˆ), and for all sˆ P Vˆ, it holds that

lim
εÑ0+

vˆ

ε,µˆ,νˆ(sˆ) =

#

1 if Vˆ is accepting,
0 if Vˆ is rejecting.

(7.19)

Proof. To simplify our notation, for a BSCC Vˆ P B(Gˆ

µˆ,νˆ), we let kVˆ denote the largest

color among the colors of the states in Vˆ; i.e.,

kVˆ := max
␣

Cˆ(sˆ) | sˆ P Vˆ
(

, (7.20)
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and we let rVˆ denote εκ´kVˆ .

We first consider the case where kVˆ is an odd number; i.e., Vˆ is accepting. Let

sˆ
˚ P Vˆ be a state colored with kVˆ . As Vˆ is a BSCC, a path ρˆ

sˆ
˚

, starting from sˆ
˚ , almost

surely visits sˆ
˚ and the other states in Vˆ infinitely many times. By Lemma 52, we can

obtain a lower bound on vˆ
ε (sˆ

˚ ), the expected value of the return of ρˆ

sˆ
˚

, by replacing the

colors of the states other than sˆ
˚ by kVˆ´1. Let N be the number of time steps between

two consecutive visits to sˆ
˚ ; then, we have

vˆ
ε (s

ˆ
˚ ) ě rVˆ+(1´rVˆ)E

[
(1´εrVˆ)NGˆ

ε (ρ
ˆ

sˆ
˚

[N:])
]

. (7.21)

Now, by Jensen’s inequality and the Markov property, we can simplify the bound as

vˆ
ε (s

ˆ
˚ ) ě rVˆ+(1´rVˆ)(1´εrVˆ)nvˆ

ε (s
ˆ
˚ ), (7.22)

where n := E[N]. From (7.22) and the fact that vˆ
ε (sˆ

˚ ), rVˆ , and ε are all between 0 and 1,

we further obtain that

vˆ
ε (s

ˆ
˚ ) ě

rVˆ

1´ (1´rVˆ)(1´εrVˆ)n

ě
rVˆ

1´ (1´rVˆ)(1´nεrVˆ)

=
1

1´ nε(1´ rVˆ)
. (7.23)

As ε goes to 0, nε(1´ rVˆ) goes to 0 as well, which makes vˆ
ε (sˆ

˚ ) go to 1.

Furthermore, we can derive a lower bound on the value of any state sˆ P Vˆ in a

similar way as

vˆ
ε (s

ˆ) ě (1´εrVˆ)n1

vˆ
ε (s

ˆ
˚ ) (7.24)

where n1 is the expected number of time steps between leaving sˆ and reaching sˆ
˚ . Since

n1 is a constant, (1´εrVˆ)n1

along with vˆ
ε (sˆ

˚ ) goes to 1 as ε goes to 0, making vˆ
ε (sˆ) goes

to 1. Thus, since the lower bounds go to 1 when ε Ñ 0+ and the values are bounded above

by 1 due to (7.13), we have that (7.19) holds when Vˆ is accepting.
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We now consider the case where kVˆ is an even number (i.e., Vˆ is rejecting). Similarly

to the previous case, from Lemma 52, we obtain the following upper bound by changing

the colors of the states other than sˆ
˚ with kVˆ´1 – i.e.,

vˆ
ε (s

ˆ
˚ ) ď (1´rVˆ)E

[
1´ (1´εrVˆ)N + (1´εrVˆ)NGˆ

ε (ρ
ˆ

sˆ
˚

[N:])
]
, (7.25)

where N is defined as in the previous case. Again, from Jensen’s inequality, the Markov

property, and the fact that 1´εrVˆ and 1´rVˆ are between 0 and 1, we obtain that

vˆ
ε (s

ˆ
˚ ) ď 1´(1´εrVˆ)n+(1´rVˆ)vˆ

ε (s
ˆ
˚ ), (7.26)

where n1 is expected value of N. Hence, it holds that

vˆ
ε (s

ˆ
˚ ) ď

1´(1´εrVˆ)n

rVˆ

ď
nεrVˆ

rVˆ

= nε. (7.27)

Using (7.27), we obtain an upper bound on any state sˆ P Vˆ as

vˆ
ε (s

ˆ) ď (1´εrVˆ)n1

+ vˆ
ε (s

ˆ
˚ ) ď (1´εrVˆ)n1

+ nε, (7.28)

where n1 is defined as in the previous case. Since n and n1 are constant, this upper bound

goes to 0 as ε goes to 0, which, by (7.13), concludes the proof.

With the above results, we now prove Theorem 51.

Theorem 51. The probability that the parity condition is satisfied from a state sˆ P Sˆ,

denoted by Pr(sˆ |ù φˆ), is equivalent to the probability that a path ρˆ

sˆ , which starts in

sˆ, reaches an accepting BSCC. Let Uˆ
+ and Uˆ

´ denote the union of all the states belonging

to accepting and rejecting BSCCs respectively; then we can express the value as

vˆ
ε (s

ˆ) = E
[
Gˆ

ε (ρ
ˆ

sˆ) | ρˆ

sˆ |ù ♢Uˆ
+

]
Pr(sˆ |ù φˆ) +

E
[
Gˆ

ε (ρ
ˆ

sˆ) | ρˆ

sˆ |ù ♢Uˆ
´

]
Pr(sˆ ­|ù φˆ). (7.29)

Let m+ denote the expected number of time steps until an accepting BSCC is reached.

Using Lemma 52, we can obtain a lower bound on the value by changing the colors of all

transient states to the largest even number; i.e.,

vˆ
ε (s

ˆ) ě (1´ε)m+vˆ
ε (Uˆ

+ )Pr(sˆ |ù φˆ), (7.30)
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where vˆ
ε (Uˆ

+ ) := minsˆPUˆ
+

vˆ
ε (sˆ). From Lemma 53, this lower bound goes to Pr(sˆ |ù

φˆ) as ε goes to 0.

Similarly, let m´ denote the expected number of time steps until a rejecting BSCC is

reached. As changing the colors of all transient states to the largest odd number increases

the return due to Lemma 52, the following upper bound on the value

vˆ
ε (s

ˆ) ď (1´εrVˆ)m´ vˆ
ε (Uˆ

´ )Pr(sˆ ­|ù φˆ) + Pr(sˆ |ù φˆ) (7.31)

holds, where vˆ
ε (Uˆ

´ ) := maxsˆPUˆ
´

vˆ
ε (sˆ); this bound goes to 0 as ε goes to 0 due to

Lemma 53.

Since both the lower bound (7.30) and the upper bound (7.31) go to Pr(sˆ |ù φˆ) as

ε Ñ 0+, it follows that vˆ
ε (sˆ) goes to Pr(sˆ |ù φˆ) as ε Ñ 0+, concluding the proof.

7.4 Lazy Color Generation

In this section, we introduce a framework that efficiently uses the rewards and discount

factors established in the previous section to learn optimal strategies. For a given number

of colors κ, the functions in (7.8) and (7.9) provide κ distinct rewards and discount factors.

Larger discount factors are used in the states with smaller colors so that visiting such states

affects the return less than the ones with larger colors. However, if κ is large, the discount

factors could be too large for the smaller colors. For example, for ε = 0.01 and κ = 7, the

discount factor for the color 0 is very close to 1 (i.e., 1´10´14) and thus would extremely

slowdown learning convergence.

To address this problem, we modify the design of the product game; we start with a

product game having only a single color and increase the number of colors only when a new

color is needed. The key idea here is that if the large colors are not necessary to learn an

optimal strategy, then there is no need to specify distinct reward and discount factors for

them; therefore, smaller discount factors can be also used for small colors.

Definition 54. A multilevel product game (MPG) G‹ of a product game Gˆ is a tuple

G‹=(κ, S‹, (S‹
µ, S‹

ν), s‹
0, A‹, P‹, R‹, γ‹) where
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• κ is the number of colors (levels) and [κ] := t1, . . . , κu,

• S‹=Sˆˆ[κ] is the set of multilevel product states,

• S‹
µ=Sˆ

µˆ[κ] and S‹
ν=Sˆ

ν ˆ[κ] are the controller and adversary multilevel product

states respectively,

• s‹
0=xs

ˆ
0 , 1y is the initial state,

• A‹=Aˆ is the set of actions,

• P‹:S‹ˆA‹ˆS‹ ÞÑ[0, 1] is the probabilistic transition function such that

P‹(xsˆ, κ̄y, a‹, xsˆ1, κ̄1y) := Pˆ(sˆ, a‹, sˆ1
) ¨

$

’

’

’

’

&

’

’

’

’

%

τε if κ̄1 ą κ̄ and Cˆ(sˆ) = κ̄1´1,
1´τε if κ̄1 = κ̄ and Cˆ(sˆ) ě κ̄,
1 if κ̄1 = κ̄ and Cˆ(sˆ) ă κ̄,
0 otherwise,

(7.32)

where τε is a function of ε satisfying limεÑ0+
ε
τε
= 0,

• R‹ : S‹ ÞÑ [0, 1] and γ‹ : S‹ ÞÑ [0, 1] are the reward and discount functions respec-

tively such that

R‹
ε (xs

ˆ, κ̄y) :=

#

εκ̄´C‹(xsˆ,κ̄y) if C‹(xsˆ, κ̄y) is odd,
0 if C‹(xsˆ, κ̄y) is even,

(7.33)

γ‹
ε (xs

ˆ, κ̄y) := 1´ εκ̄´C‹(xsˆ,κ̄y), (7.34)

where C‹(xsˆ, κ̄y) := mintCˆ(sˆ), κ̄´1u.

The MPG G‹ of a product game Gˆ has a copy of Gˆ for each level κ̄ P t1, . . . , κu. In

the κ̄-th level, the reward and discount factors are specified as if κ̄ is the total number of

colors and κ̄´1 is the largest color; thus, the colors greater than κ̄´1 in the κ̄-th level copy

of Gˆ are truncated to κ̄´1. This results in smaller discount factors and larger rewards for

lower levels, thereby speeding up learning.

In addition, as long as the colors of the states visited infinitely often are less than κ̄

in the κ̄-th level, the return of a path approaches the probability of satisfying the parity

condition as ε goes to 0. This is because the effect of the states visited only for a finite

number of times on the return vanishes as ε goes to 0, as shown in the proof of Theorem
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51. Therefore, truncating the larger colors to κ̄´1 does not change the return in the limit.

However, this does not hold if a state with a color k ě κ̄ is visited infinitely often as it might

alter the satisfaction of the parity condition. In such cases, a transition to the (k+1)-th

level needs to be made to reflect the parity condition.

The main challenge here is that since the transition model of the initial SG G (and thus

Gˆ and G‹) is unknown, it is not possible to determine in advance whether a state with a

color k ě κ̄ is visited infinitely often under a strategy pair. Consequently, our key idea is to

allow for probabilistic transitions between levels so that repeated visits can lead to upper

levels.

Specifically, the transitions of the multilevel game G‹ are constructed in (7.32) in a way

that it is impossible to make a transition from the κ̄-th level to the κ̄1-th level if κ̄1 ă κ̄,

and a transition from a state sˆ in the κ̄-th level to the κ̄1-th level can happen w.p. τε (i.e.,

stays in the same level w.p. 1´ τε) only if κ̄1 ą κ̄ and Cˆ(sˆ) = κ̄1. Such probabilistic

transitions ensure that repeatedly visiting a state with a color k ě κ̄ in the κ̄-th level almost

surely results in a transition to the level where the color k is the largest color.

This captures our goal that, in order to accelerate learning, the larger colors in the

parity condition should be considered only when needed. If the first κ̄ colors are sufficient

to reflect the parity condition for the strategies being followed, G‹ stays in the κ̄-th level

and uses only κ̄ distinct rewards and discount factors; and if they are not, G‹ eventually

moves to an upper level where more colors are considered to provide a sufficient number

of distinct rewards and discount factors. However, the transitions to the lower levels are

not allowed to avoid redundant circular transitions between the levels as they can possibly

distort the returns.

Now, any pure memoryless strategy pair (µ‹, ν‹) in the MPG G‹ of a product game

Gˆ induces a finite-memory strategy pair (µˆ, νˆ) in Gˆ, where the levels of G‹ act as

modes; i.e., whenever G‹ transitions to an upper level, the strategies µˆ and νˆ switch to

the corresponding mode. Hence, we below capture the result that enables the use of MPGs;

we show that under a strategy pair, the values of the states in G‹ approach the probability
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of satisfying the parity condition in Gˆ as ε goes to 0.

Theorem 55. For the MPG G‹ of a product game Gˆ, let (µ‹, ν‹) be an arbitrary pure

memoryless strategy pair in G‹ and let (µˆ, νˆ) be its induced strategy pair in Gˆ. Then,

it holds that

lim
εÑ0+

v‹
ε,µ‹,ν‹(xsˆ, κ̄y) = Prµˆ,νˆ(sˆ |ù φˆ) (7.35)

for any sˆ P Sˆ and κ̄ P t1, . . . , κu.

Proof. A BSCC of the induced MC G‹
µ‹,ν‹ cannot contain states belonging to the different

levels since transitions from an upper level to a lower level are not permitted. Moreover,

a BSCC in the κ̄-th level cannot have a state whose color is greater than or equal to κ̄

because otherwise a transition to an upper level eventually happens, conflicting with the

BSSC definition. This means that none of the colors in a BSCC is truncated, i.e., there is a

distinct reward and a discount factor for each color. Thus, from Lemma 53, all the values

in a BSCC approach either 1 or 0 depending on whether the BSCC is accepting or rejecting.

We can now complete the proof by following the same steps as in Theorem 51 proof.

The only difference in this case is that the number of steps before reaching a BSCC might

depend on the parameter ε and κ in G‹
µ‹,ν‹ . However, since τε approaches 0 slower than ε,

both (1´ε)κm+/τε and (1´εrVˆ)κm´/τε go to 1 as ε goes to 0, the same results hold.

In the MPGs, the probability of transitioning to an upper level is controlled by the

parameter τε (see (7.32)). A smaller τε encourages the controller and the adversary to

learn optimal strategies utilizing a fewer number of colors. For many SGs for which such

optimal strategies exist, this can result in faster convergence since the discount factors

to be used are smaller, as we demonstrate in our case studies. In addition, the space

complexity of the MPGs is only linear in the total number of colors, and any model-free

RL algorithm is guaranteed to converge to an optimal controller strategy maximizing the

minimum satisfaction probability for a sufficiently small ε, as formalized below.
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Theorem 56. For the MPG G‹ constructed from the product game G‹ of a given SG G and

a given LTL specification φ, there exists ε1 ą 0 such that for any ε P (0, ε1], a model-free RL

algorithm, such as minimax-Q, converges to a pure memoryless controller strategy µ‹
˚ in

G‹, and its induced strategy µφ maximizes the minimum probability of satisfying φ in G

– i.e., µφ satisfies (7.1).

Proof. Since there are only finitely many different pure memoryless strategies that can be

followed in an MPG, the number of possible different satisfaction probabilities that can

be obtained by them is also finite. Thus, the absolute differences between the satisfaction

probabilities for different strategy pairs are either 0 or greater than for some d ą 0. Hence,

from Theorem 55, for the MPG G‹ of the product game Gˆ constructed from an SG G and

an LTL task φ, there exists ε1 ą 0 such that for all ε P (0, ε1], it holds that

v‹
ε,µ‹

1 ,ν‹
1
(xsˆ, κ̄y) ą v‹

ε,µ‹
2 ,ν‹

2
(xsˆ, κ̄y)

ðñ Prµˆ
1 ,νˆ

1
(sˆ |ù φˆ) ą Prµˆ

2 ,νˆ
2
(sˆ |ù φˆ)

(7.36)

for any two pure memoryless strategy pairs (µ‹
1, ν‹

1 ) and (µ‹
2, ν‹

2 ) in G‹ and their induced

strategy pairs (µˆ
1 , νˆ

1 ) and (µˆ
2 , νˆ

2 ) in Gˆ.

As a result, a memoryless controller strategy µ‹
˚ maximizing the minimum expected

return in G‹ induces a finite-memory strategy µˆ

φˆ maximizing the minimum probability

of satisfying the parity condition in Gˆ. Additionally, from Lemmas 48 and 49, µˆ

φˆ further

induces a finite-memory strategy µφ in G that maximizes the probability of satisfying φ

in the worst case. Finally, since all the discount factors are strictly less than 1 and all the

rewards are Markovian, under regular conditions on the learning rate and the exploration

strategy, a model-free RL algorithm such as minimax-Q (Littman, 1994) is guaranteed to

converge to such optimal strategies. We note that using state-dependent discount factors

does not violate the convergence conditions of minimax-Q. The largest discount factor

in (7.34), i.e., (1´ϵκ´1), which is less than 1, can be used as the contraction index in the

convergence proofs (e.g., see Littman and Szepesvári, 1996).
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Algorithm 6 Model-free RL for LTL tasks.
Input: LTL formula φ, unknown SG G, parameter ε
Output: optimal controller strategy µφ

Translate φ to a DPA Aφ

Construct a product game Gˆ by composing G and Aφ

Construct the MPG G‹ from Gˆ

Initialize Q(s‹, a) for each state s‹ and action a
for i = 0 to I ´ 1 do { # for each episode }

for t = 0 to T ´ 1 do { # for each time step }
Derive an e-greedy strategy pair (µ‹, ν‹) from Q

Take the action at Ð

#

µ‹(s‹
t ), s‹

t PS‹
µ

ν‹(s‹
t ), s‹

t PS‹
ν

Observe the next state s‹
t+1

Q(s‹
t , at)Ð (1´ αi,t)Q(s‹

t , at) + αi,t R
‹(s‹

t ) + αi,t γ
‹(s‹

t ) ¨

#

maxa1 Q(s‹
t+1, a1), s‹

t+1PS‹
µ

mina1 Q(s‹
t+1, a1), s‹

t+1PS‹
ν

end for
end for
Derive a greedy controller strategy µ‹

˚ from Q
Obtain the induced controller strategy µφ for G from µ‹

˚ from Q

Our result also suggests a PAC algorithm based on the minimum transition probabil-

ity as discussed in C. Yang et al., 2022. However, the convergence rate of such an algo-

rithm could be arbitrarily slow depending on the minimum transition probability in the

stochastic game. In cases where multiple optimal controller strategies exist, the converged

strategies tend to satisfy the specifications as quickly as possible due to discounting.

The overall approach is summarized in Algorithm 6, which takes as input an LTL

formula φ, an SG G and a parameter ε. The algorithm first translates φ into a DPA Aφ

and composes it with G to construct the product game Gˆ. Then, it obtains the MPG G‹

of Gˆ. Since G is unknown, the transition probabilities and the graph topologies of G, Gˆ,

and G‹ are unknown.

In each episode, Algorithm 6 starts in the initial state and follows a e-greedy strategy

pair, under which a random action is taken w.p. e and a greedy action is taken w.p. 1´ e.

At each time step t, after taking an action a, the next state s‹
t+1 is observed and Q(s‹

t , a) is

updated according to the minimax-Q algorithm (Littman, 1994) using a properly decreasing

learning rate αt,i . Each episode terminates after T time steps, and after I episodes, a greedy
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controller strategy is derived from the Q-values, then used to induce the controller strategy

for G.

7.5 Three-Color Approximation

In this section, we provide a modified version of the MPGs for the scenarios where the

controller can learn optimal strategies by eventually focusing only on a single odd color.

The idea here is that controller nondeterministically decides to focus on an odd color k,

and once the controller decides, the colors smaller than k are replaced with the color 0,

the colors larger than k are replaced with the color 2, and finally, the color k is replaced

with the color 1. This results in three distinct reward and discount factors regardless of the

actual number of colors; thus, improving the convergence rate in the worst case compared

to the lazy color generation.

Such an approach, however, may not yield optimal strategies if the adversary can observe

and make use of the controller’s decision. Nonetheless, in many scenarios, if the controller

carefully chooses when to decide to ensure that, after the decision, the adversary cannot

follow a strategy under which a state with a color larger than the focused color is repeatedly

visited, the adversary cannot benefit from observing the decision.

To reflect this approach, we modify the MPGs as follows.

Definition 57. A three-color multilevel product game (TMPG) G ‹̂ of a product game Gˆ

is a tuple G ‹̂ = (κ, S‹̂, (S‹̂
µ, S‹̂

ν), s‹̂
0, A‹̂, P‹̂, R‹̂, γ‹̂) where

• κ is the number of colors and [κ]odd := tk P [κ] | k is oddu,

• S‹̂=Sˆˆ[κ]odd is the set of multilevel product states

• S‹̂
µ=Sˆ

µˆ[κ]odd and S‹̂
ν=Sˆ

ν ˆ[κ]odd are the controller and adversary multilevel prod-

uct states respectively,

• s‹̂
0=xs

ˆ
0 , 1y is the initial state,

• A‹̂=Aˆ Y tβi | i ą 1 and i P [κ]oddu is the set of actions,
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• P‹̂:S‹̂ˆA‹̂ˆS‹̂ ÞÑ[0, 1] is the probabilistic transition function such that

P‹̂(xsˆ, κ̄y, a‹̂, xsˆ1, κ̄1y) :=

$

’

&

’

%

Pˆ(sˆ, aˆ, sˆ1) if κ̄1=κ̄ and a‹̂PAˆ(sˆ),
1 if κ̄1ąκ̄, a‹̂=βκ̄ and sˆ1=sˆPSˆ

µ ,
0 otherwise,

(7.37)

• R‹̂ : S‹̂ ÞÑ [0, 1] and γ‹̂ : S‹̂ ÞÑ [0, 1] are the reward and discount functions respec-

tively such that

R‹̂
ε (xs

ˆ, κ̄y) :=

#

ε2 if Cˆ(sˆ) = κ̄,
0 otherwise,

(7.38)

γ‹̂
ε (xs

ˆ, κ̄y) :=

$

’

&

’

%

1´ ε if Cˆ(sˆ) ą κ̄,
1´ ε2 if Cˆ(sˆ) = κ̄,
1´ ε3 if Cˆ(sˆ) ă κ̄.

(7.39)

The TMPG G ‹̂ of the product game contains a copy of the product game Gˆ for each

odd color. The game starts in the first level, and in the κ̄-th level, the controller can

nondeterministically take a βκ̄1 action to transition to the κ̄1-th level where κ̄1 is an odd

number larger than κ̄. In the κ̄-th level, there are three distinct discount factors 1´ ε,

1´ ε2 and 1´ ε3 for the colors larger than κ̄, the color κ̄, and the colors smaller than κ̄

respectively. The controller’s nondeterministic decision to focus on a particular odd color

is represented by taking a β-action. The restriction in a TMPG is that after focusing on an

odd color, the controller can only make a decision to focus on a larger color. This prevents

cyclic transitions between the levels of the TMPG.

We now show that the values of the states in a TMPG provide a lower bound for the

satisfaction probabilities.

Theorem 58. For the TMPG G ‹̂ of a product game Gˆ, let (µ‹̂, ν‹̂) be an arbitrary pure

memoryless strategy pair in G ‹̂ and let (µˆ, νˆ) be its induced strategy pair in Gˆ. Then,

it holds that

lim
εÑ0+

v‹̂
ε,µ‹̂,ν‹̂(xsˆ, κ̄y) ď Prµˆ,νˆ(sˆ |ù φˆ) (7.40)

for any sˆ P Sˆ and κ̄ P [κ]odd.
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Proof. Any path under any strategy pair in a TMPG eventually reaches a level where it

stays forever because there is no transition from an upper level to a lower level. As ε goes

to 0, the return of a path approaches 1 only if the states with the color κ̄ in the κ̄-th level are

visited infinitely many times, and approaches 0 otherwise. This can be easily shown by

following similar steps as in the proof of Theorem 51. Since visiting a state colored with

an odd number infinitely often while visiting the states with larger colors only finitely

many times satisfies the parity condition, the values of the states provide a lower bound

of the satisfaction probabilities as ε goes to 0.

Theorem 58 implies that a controller strategy maximizing the minimum values in a

TMPG achieves a lower bound on the satisfaction probabilities against an optimal ad-

versary. This lower bound can be informally described as the probability of reaching a

component in the game where the parity condition is satisfied, and the adversary cannot

change the largest color among the colors of the states visited infinitely many times. In

many SGs, such components exist and can be almost surely reached, making the lower

bound 1, and thus the optimal controller strategy for the TMPG induces a controller strat-

egy in the original SG that is optimal for the given LTL specification as we show in a case

study in Section 7.5.

In this section, we illustrate the applicability of our approach in several case studies

focused on robot navigation and control of a robotic arm. In these case studies, we consider

different LTL tasks, larger grids, continuous state-spaces, continuous action spaces, different

levels of stochasticity and adversarial capabilities to evaluate the effectiveness and scalabil-

ity of the methods. In particular, we compared the performance of our methods with the

method from Hahn et al., 2020, which we refer to as the APG (augmented product game)

method; specifically, we evaluated our reduction (referred to as PG – product game), lazy

color generation (referred to as MPG – multilevel product game), and three-color approxi-

mation (referred to as TMPG – three-color multilevel product game) methods.
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7.6 Robot Navigation

We start with three path-planning case studies where a robot needs to learn to navigate

to perform given tasks in planar environments.

7.6.1 Active Adversaries

In the first case study, the environments are modeled as grids. In these grids, each cell

represents a state, and a robot can move from one cell to a neighbor cell by taking four

actions: up, down, right and left. An adversary can observe the actions the robot takes and

can act to disturb the movement so that the robot may move in a perpendicular direction

of the intended direction.

Specifically, there are four actions the adversary may choose none, cw, ccw, both; for

none, the robot will move in the intended direction w.p. 1, for cw (or ccw), the robot will

move in the intended direction w.p. 0.8, and move in the perpendicular direction that is

90˝ clockwise (or counter-clockwise respectively) w.p. 0.2; for both, the robot will move in

any of the perpendicular directions with w.p. 0.1. The robot cannot leave a trap cell and

if the robot attempts to move towards an obstacle or a grid edge, the robot does not move

and stays in the previous cell.

Figure 7.2 captures the considered scenarios. The trap cells are represented as large

empty circles, and the obstacles are represented as large circles filled with gray. The labels

of the cells (i.e., states) are displayed as encircled letters filled with various colors.

The core navigation task of the robot is to enter the workspace (w) and stay there while

repeatedly charging (c) and monitoring the assigned region (r). Alternatively, the robot

can go to and stay in a charging station (c). In addition, the robot must always avoid the

danger zone (d). This entire task can be formally captured as the following LTL formula:

φ1 :=
(
(♢lw^l♢c^l♢r)_♢lc

)
^l␣d. (7.41)

Figure 7.2 illustrates the three ways of performing the task considered in this case study:

• (I) reaching and staying in the charging station at (2, 0), which is not in the workspace;

• (II) reaching and staying in the charging station at (0, 2) in the workspace;
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FIGURE 7.2: The environments and the obtained learning curves for the case studies in
Sections 7.6.1 and 7.6.2. The shaded regions are the quarter of the standard deviations,
and the results are smoothed by moving averages for better visualization. In the environ-
ments, the encircled letters are labels, the empty circles are trap cells; the filled circles are
obstacles, and the arrows are optimal controller actions. The blue, red, green, and black
curves are the learning curves of the PG, MPG, TMPG, and APG methods.

• (III) visiting repeatedly the charging station at (0, 2) and the assigned region at (0, 3)

without leaving the workspace.

We used Owl (Kretínský et al., 2018) to automatically translate LTL specifications into

DPAs. The DPA translated from φ1 has 4 states, and 5 colors (Figure 7.7). The largest

colors among the colors of the DPA transitions made infinitely often while performing (I),

(II), and (III) are 3, 1, and 3 respectively.
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We used minimax-Q (Littman, 1994) to learn the optimal controller strategies. We set

ε to 0.01 and τε to
?

ε = 0.1. During the learning phase, an e-greedy strategy was followed,

which chooses random actions w.p. e and chooses greedily otherwise. We initially set e = 1

and gradually decrease it to 0.1 to encourage exploration as both the controller and the

adversary need to actively search for optimal strategies against each other. We gradually

decreased the learning rate α with the number of steps from 0.5 to 0.05. Each episode

started in the cell at (0, 0) and terminated after a T = 103 time steps. We evaluated the

performance of the learned controller strategies against the optimal adversary strategies.

We formally derived the optimal adversary strategies and the associated minimum satisfac-

tion probabilities from the full specification of the underlying SG using the PRISM model

checking tool (Kwiatkowska et al., 2011). The learning curves of the methods for each

environment are shown in the second row of Figure 7.2 where the probabilities are averaged

over 10 simulations.

In the first environment, learning to perform (I) is a simple task as the cell (2, 0)

containing the charging station aimed to be reached is a trap cell, and the corresponding

color 3 is large (yielding smaller discount factors) relative to the largest color 4. Thus, MPG

and TMPG do not have any advantage over PG. However, the performance of MPG and

TMPG is not significantly less than the one of PG despite the increased space complexity

as shown in Figure 7.2a. APG performs poorly compared to these methods as the rewards

provided by APG are very sparse.

In the second environment, learning to perform (II) is harder since the corresponding

color is 1, resulting in large discount factors. TMPG outperforms the other methods as

(II) can be performed by merely focusing on the color 3. The performance of MPG is

significantly better than the ones of PG and APG as the task can be performed in the second

level. However, the performance is slightly less than TMPG because of the transitions to

the upper levels that can happen with a small probability. PG could not converge until 108

steps due to the large discount factors. APG did not converge even with 109 steps as the

probability of getting a positive reward is 10´8.
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In the third environment, learning to perform (III) is considerably harder as two cells

need to be repeatedly visited without reaching the danger zone in the presence of adver-

sarial actions. The controller must take the action left in the cells (0, 3), (1, 3), and (2, 3)

because otherwise, the adversary can eventually pull the robot to the danger zone. MPG

significantly outperforms the other methods as shown in Figure 7.2c, and PG is slowly con-

verging. TMPG failed to converge as this task requires two colors, 3 and 1 to be focused,

corresponding to (II), and the reaching and staying in the cell (2, 3). If the controller fo-

cuses on 3, the adversary can pull the robot to the cell (2, 3), which requires focusing on 1,

and if the controller focuses on 1, the adversary can pull the robot out of (2, 3). APG, in

this case as well, failed to converge.

Overall, our MPG method outperforms our methods PG and TMPG, as well as the

existing method APG for a general LTL task. TMPG performs better than MPG if the

task can be performed by focusing on only one color; however, it could perform poorly

otherwise. Finally, the existing APG method is significantly outperformed by our methods

due to its prohibitively sparse rewards.

7.6.2 Continuous Environments

In this case study, the environments are the continuous version of the environments

in the first case study. The state space is defined as the continuous (y,x)-position of the

robot where the origin is at the top left corner and the positive directions of y and x are

downwards and rightwards respectively. Similar to the first case study, the robot can take

four actions to move in four directions. The robot moves 1 unit in the intended direction

perturbed by bivariate Gaussian noise with a variance of σ2 I where σ is 0.05 and I is a

2ˆ 2 identity matrix. The noise is truncated to fit in a circle with a radius of 4σ.

The adversary, in this case study, is located within the obstacle at (2.5, 2.5), and can take

the actions push and pull to move the robot towards or away from the obstacle. Specifically,

let (y, x) denote the position of the robot; then the adversary can perturb the x-position

of the robot if y is in [2, 3] and can perturb the y-position of the robot if x is in [2, 3].
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The amount of perturbation is drawn from a uniform distribution over the interval [0, 2].

Similar to the previous case study, the robot cannot leave a trap region, cannot go inside

the obstacle, and is constrained by the borders of the environment; if the robot attempts,

the robot moves and remains on the borders or the edges of the obstacle. A position (y, x)

in the continuous versions of the environments has the characteristics of the corresponding

grid cell; e.g., same label, being a trap or an obstacle. The robot needs to learn how to

map these continuous positions to actions to perform the LTL task φ1 from (7.41) against

any adversary strategy.

We adopted deep RL techniques to learn the controller and adversary strategies. We

modified Deep Q-Network (DQN) (Mnih et al., 2015; Raffin et al., 2021) to include adver-

sarial actions and minimax-Q updates. We used the default parameters with two hidden

layers of size 64. We set ε = 0.25 to increase discounting and thereby stability as performing

φ1 in these environments does not require long-horizon planning.

In this case study, the optimal adversary strategies and the corresponding minimum

satisfaction probabilities cannot be derived using the model checking tools such as PRISM

(Kwiatkowska et al., 2011) due to the continuous state-space and the nonlinear dynamics.

Instead, in our evaluation, we used a manually crafted optimal adversary strategy that is to

push the robot if the robot is on the right-hand side of the obstacle, and to pull otherwise.

In addition, since we cannot directly compute the minimum satisfaction probabilities

for the learned controller strategies (as that would require reasoning on infinite traces), we

estimated them as follows. We considered an episode satisfying if the largest color in the

second half of the episode is an odd number and occurs at least 20% of the time (a proxy

for satisfaction of repeated reachability condition) – for the environments shown in Figure

7.2, it is reasonable to assume that, on average, one of five transitions will be colored with

the largest odd number visited. The results, however, are not sensitive to this ratio. We

calculated the estimated satisfaction probability as the ratio of the number of satisfying

paths to the number of all evaluation episodes, and used 1000 evaluation episodes of length

T = 100.
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The learning curves of the methods for each environment against the optimal adversary

are shown in the third row of Figure 7.2 where the estimated satisfaction probabilities

are averaged over 4 simulations. All of our methods converged to an optimal controller

strategy around 106 steps in the first and the second environments while APG struggled to

converge about until 107 steps and exhibited high variance. In the last environment, MPG

outperformed the other methods. PG was able to quickly learn a near-optimal controller

strategy; however, it failed to converge to an optimal one. Similar to the first case study,

TMPG performed worse than the rest in this environment.

7.6.3 Long-Horizon Planning

This case study considers a larger grid to evaluate the performance of the methods for

long-horizon planning. Here, the robot can deterministically move to an adjacent cell using

the same four actions, and the adversary can manipulate the position of the garbage area (g)

and the danger zone (d) within the designated regions. Figure 7.3 shows the environment

and the designated regions considered in this case study. The initial position of the garbage

area is (2, 6), and the adversary can change it to one of (2, 5), (2, 6) and (2, 7) at any time

step w.p. 0.1. Similarly, the initial position of the danger zone is (5, 1), and the adversary

can change it to one of (5, 0), (5, 1) and (5, 2) at any step w.p. 0.1.

The robot needs to either pick up the garbage (g) and trash it out (t) in at most two

time steps, or repeatedly monitor the assigned region (r) and go to the charging station (c).

The robot can be formally defined as the following LTL formula:

φ2 :=
(

l
(
♢g^ [g Ñ (⃝t_⃝⃝ t)]

)
_
(
♢lw^l♢c^l♢r

))
^l␣d. (7.42)

The DPA translated from φ2 has 9 states, and 4 colors (Figure 7.7b).

There are two possible ways to perform this task: (i) the robot can repeatedly pick up

the garbage at (2, 6) and trash out at (0, 6), or (ii) potentially go through the danger zone

and repeatedly visit the assigned region at (6, 9) and charging station at (9, 9). Against

an optimal policy, (i) cannot be satisfied because the adversary will eventually move the

garbage area to either (2, 5) or (2, 7) from which the robot needs to take at least 3 time steps
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FIGURE 7.3: The environment for the case study in Section 7.6.3. The encircled letters are
labels, the empty circles are trap cells; the filled circles are obstacles. The arrows represent
two ways of satisfying the LTL task φ2 from (7.42) where the colors of the arrows represent
the satisfaction probabilities.

to trash it out. However, the robot can satisfy (ii) if the robot safely passes the designated

region for the danger zone. The optimal controller strategy is, therefore, to try to pass the

region while avoiding the danger zone and satisfy (ii); and the optimal adversary strategy

is to move the danger zone to the cell the robot uses to pass the fifth row. As a result, the

task can be almost surely satisfied in the lower part of the grid, and can be satisfied w.p.

0.9 in the upper part.

We used minimax-Q to learn the optimal controller strategies using the same parameters

used in the first case study. We conducted three experiments where the robot starts in

cells: (0, 0), (9, 0) and (9, 9) and navigates for T = 1000 environment steps. Figure 7.4

shows the obtained learning curves where the satisfaction probabilities are averaged over

10 simulations.

MPG learned a near-optimal controller strategy for the case where the robot starts in

(0, 0), which is far from the assigned region and the charging station. PG was able to learn
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FIGURE 7.4: The learning curves for the case study in Section 7.6.3. The shaded regions are
the quarter of the standard deviations, and the results are smoothed by moving averages
for better visualization.

a controller strategy satisfying the task w.p. around 0.5; however, it could not converge.

The other methods failed to learn any reasonable strategy. We note that the maximum

satisfaction probability against the optimal adversary is 0.9 in this case. For the case where

the robot starts in (9, 0); i.e., the robot does not need to pass through the danger zone,

MPG converged to an optimal strategy faster than the other methods. PG converged slower

than MPG, and TMPG learned a reasonable strategy only after 108 steps. APG could not

learn any strategy that yields a positive satisfaction probability.

For the last case where the robot starts in the charging station at (9, 9), PG learned

faster than the other methods although it struggled to stably converge to an optimal strat-

egy. MPG converged to an optimal almost as fast as PG. TMPG learned an optimal strategy

only after about 108 steps. APG, like in the other cases, could not learn any meaningful

strategy. Overall, MPG significantly outperformed the other methods and APG could not

learn any controller strategy that satisfies the task with a positive probability.

7.7 Robotic Arm

We consider two motion planning tasks where a robotic arm should repeatedly reach

some target ball positions where the adversary can manipulate the position of one of the

balls. We implemented a simulation environment based on the Fetch environments (Plap-
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pert et al., 2018) in OpenAI Gym (Brockman et al., 2016). In this environment, the state

space consists of the positions of the gripper and the balls. The action space of the con-

troller is continuous and consists of three dimensions that represent the position that the

arm intends to move the gripper to. In the beginning of each episode, the balls are placed

in random positions that are at least 10cm apart and within the reach of the arm, including

the air. The red ball is placed outside the boundaries of the smallest cuboid containing the

blue and green balls; however, the adversary can move the red ball to any point in the state

space w.p. 0.1. The environment is illustrated in Figure 7.5.

The first task is repeatedly visiting two given random positions, represented by a green

and a blue ball while staying within the boundaries of the cuboid of these balls. The robotic

arm does not need to be within the cuboid if it can repeatedly reach both of the balls at

the same time. The robotic arm should stay away at all costs from the red ball, which is

controlled by the adversary.

The task can be represented as the following LTL formula:

φ3 =
((

l♢green_ball^l♢blue_ball^♢lboundary
)

_
(
l♢(green_ball^ blue_ball)

)
^l␣red_ball

)
, (7.43)

which is translated to a DPA with 3 states and 4 colors (Figure 7.7c). The optimal adversary

strategy for this task is to try to put the red ball in the position of either the green ball

or the blue ball. In this way, the adversary can prevent the controller performing this task

w.p. 0.1.

The second task includes reaching and staying in the position of the red ball outside

the cuboid formed by the other balls. If the red ball is in the same position as the green

or the blue ball, then reaching the red ball is sufficient; the robot does not need to stay

in its position or to be outside the cuboid. Alternatively, the robot can repeatedly reach

a position where both of the green and the blue balls are in, but the red ball is not. This
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FIGURE 7.5: A robot trying to repeatedly reach the green and the blue balls while staying
in the rectangular boundary and avoiding the red ball placed by the adversary.

task can be formally defined as the LTL formula:

φ4 =
(
♢l
(
red_ball^␣boundary

)
_ ♢

(
red_ball^ green_ball

)
_♢

(
red_ball^ blue_ball

)
_ l♢

(
green_ball^ blue_ball^␣red_ball

))
, (7.44)

which is translated to a DPA with 2 states and 4 colors (Figure 7.7d). The optimal adversary

strategy, in this task, is to try to move the red ball to a position that is away from the

green and the blue balls but inside the boundaries of the cuboid of these balls. Against

such an adversary strategy, the maximum probability that the robot successfully performs

this task is 0.9.

We integrated our framework into Truncated Quantile Critics (TQC) (Kuznetsov et al.,

2020; Raffin et al., 2021), an off-policy RL algorithm for continuous actions. We used a

neural network with two hidden layers of size 64 for both the actor and the critic. Similar

to the case in Section 7.6.2, we used ε = 0.25 to increase discounting and stability since

the robotic arm can quickly reach any position in this environment. We used two separate

TQC for the controller and the adversary. The adversary gets the cumulative discounted
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FIGURE 7.6: The obtained learning curves for the robotic arm tasks in Section 7.7. The
shaded regions are the quarter of the standard deviations, and the results are smoothed
by moving averages for better visualization.

rewards the controller obtained throughout an episode as the reward signal. During the

learning, each episode starts in a random state, and the adversary tries to move the red

ball. The controller observes the new position of the red ball and takes actions for T = 100

environment steps to learn to perform the task. We trained the controller and the adversary

in turns consisting of 104 exploration steps.

Similar to the case study in Section 7.6.2, we manually crafted the optimal adversary

strategies and estimated the minimum satisfaction probabilities via simulation as deriving

them via model checking tools is not feasible. We evaluated the performance by following

the deterministic version of the controller strategy for 1000 evaluation episodes of length

100 against the optimal adversary strategy. To estimate the satisfaction probabilities for

the first task, we calculated the ratio of the evaluation episodes that visited both of the

green and the blue balls inside the boundaries of their cuboid more than 20% of the time

in the second half of the episode without visiting the red ball – since the robotic arm can

quickly reach positions, 20% is reasonable; however, the results are not sensitive to this

number. Similarly, for the second task, we estimated the satisfaction probability using the

ratio of the evaluation episodes that visited the red ball either with the green ball or the
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blue ball, or outside the cuboid of these balls. We did not consider the case where the green

and blue balls are jointly visited, as it is not possible in this environment.

Figure 7.6a and 7.6b show the results averaged over 4 simulations for each task. MPG

quickly learned a near-optimal controller strategy and successfully converged to an optimal

one for the first task. TMPG converged to an optimal strategy slower than MPG. APG

learned a near-optimal strategy only after 106 steps. PG could not learn any reasonable

strategy. For the second task, MPG immediately learned a near-optimal strategy and then

converged to an optimal one. PG converged slower than MPG but faster than TMPG, and

TMPG converged faster than APG. Overall, MPG significantly outperformed the other

methods.
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FIGURE 7.7: The DPAs constructed from the LTL task specifications considered in the case
studies in Section 7.5. The figures are generated using Spot (Duret-Lutz et al., 2016). The
circles represent the DPA states; the Boolean formulas and the encircled numbers on the
edges represent the labels and the colors of transitions respectively.
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8. Security-Aware Path Planning via Learning
This chapter1 is motivated by the reported susceptibility of autonomous systems to

attacks (Kerns et al., 2014; Kwon et al., 2016; Pajic, Weimer, et al., 2017). Several methods

are proposed to deal with attacks on system sensing, both for low-level control (e.g., Bezzo et

al., 2014; Chang et al., 2018; Pajic, Lee, and Pappas, 2017), and path planning (e.g., Elfar,

Wang, and Pajic, 2019; Elfar, Zhu, et al., 2019). However, to the best of our knowledge,

no methods exist to design controller strategies for uncertain environments, such that the

derived controllers are maximally resilient to actuation attacks – this is the focus of this

work.

Specifically, we consider scenarios where a smart attacker can modify control actions

with the goal of preventing the robot from performing the given task, captured by an LTL

objective φtask. We assume that the system has an Intrusion Detection System (IDS)

used to detect system anomalies; thus, the attacker’s objective is also to remain stealthy.

This can be effectively achieved by injecting non-aggressive and incremental control per-

turbations that exploit probabilistic uncertainties in robot motion (captured by the system

model).

Consequently, in this chapter, we address the problem of synthesizing security-aware

controller strategies that maximize the worst-case (i.e., even for the most damaging attacker

actions) probability of satisfying the LTL mission objectives φtask. In addition, we assume

that the controller does not know the model of the system. Hence, the problem is formulated

as a stochastic game G where the transition probabilities and the topology of the game are

unknown, and our goal is to design a model-free RL-based framework for synthesis of such

security-aware controller strategies. Note that since no attacks on sensing are considered in

this chapter, both the controller and the attacker have the knowledge of the current state

of the robot.

In the rest of the chapter, we first show how to ‘combine’ the attacker’s stealthiness

constraint with the control objective (Sec. 8.1); this enables us to formulate this problem

1 The content of this chapter is mainly derived from our prior publication Bozkurt, Wang, and Pajic, 2021b.
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as a control synthesis problem from such combined LTL formulas for stochastic games.

Then, we show how model-free RL can be used to derive such maximally resilient (i.e.,

security-aware) controller strategies (Sec. 8.2), by exploiting suitably crafted rewards and

discounting based on the LTL formula.

8.1 LTL Specification of Security-Aware Controller Objectives

In this section, we show how the IDS’ triggering condition can be captured by a winning

LTL specification for the game.

8.1.1 Controller Objective as Winning Condition

The controller’s main objective is to successfully perform a given task φtask. As with

previous works (e.g., Fainekos et al., 2009; Kress-Gazit et al., 2018), we capture the task

φtask by LTL; this includes common planning tasks such as avoidance (l␣unsafe), live-

ness/recurrence (l♢ϕ), persistence (♢lsafe), coverage of other tasks (♢ϕ1 ^♢ϕ2 ^ ¨ ¨ ¨ ^

♢ϕn) or sequencing of other tasks (♢(ϕ1 ^♢(ϕ2 ^ ¨ ¨ ¨ ^♢ϕn) . . . )).

In addition, we assume that after the attack is detected, the attacker is no longer

capable of attacking, and thus additional requirement for the controller can be stated as

attack detection φids – we discuss in detail how to construct LTL formula φids in Sec. 8.1.2.

Therefore, the winning condition for the controller can be captured in LTL as:

φwin = φids _ φtask. (8.1)

There are several important implications of φwin in (8.1). First, if the controller can

always satisfy φtask regardless of being under an attack, then the controller does not need

to use an IDS. Similarly, if φids can never be satisfied, the IDS mechanism does not help

the controller at all. Second, φids should be satisfied only if there is an actual attack;

otherwise, with the above winning condition, the controller has an incentive to look for

situations where a false alarm can be raised, in order to win the game. Third, detecting

an attack should not be enough to win the game as the controller still needs to be able to

perform the task. In addition, the attacker might risk being detected for an attack that may
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cause the controller to end up in a state from which the task cannot be satisfied. Hence,

φids needs to be extended to also cover these cases, as done in the rest of the section.

8.1.2 Intrusion Detection in Stochastic Environments

An IDS monitors system evolution, continuously evaluating if the observed behavior

deviates from the expected ones. Analysis of several IDS is recently performed in the

context of security-aware control (e.g., Jovanov and Pajic, 2019; Kwon et al., 2014; Mo and

Sinopoli, 2010). When executing in uncertain environments (e.g., modeled as stochastic

games), such IDS commonly provide probabilistic guarantees, and can potentially cause

(e.g., fixed-rate) false alarms.

For example, consider a planning scenario where a robot may not move in the intended

direction with a probability of at most pε. In practice, effectively monitoring such proba-

bilistic behaviors is mapped into counting the number of unintended moves in a pre-specified

time-window or in all past moves in general Bonakdarpour et al., 2018; Havelund and Roşu,

2002; Medhat et al., 2015; Moonjoo Kim et al., 1999. Consider e.g., that for every four-

time-step window, an alarm should be raised if the count is larger than 1; in this case,

even without an attacker, when pε = 0.1, the likelihood of a false alarm is 0.0523 and the

expected number of steps before an alarm is 47.

For any pεą0, any such window-based IDS eventually raises alarm, even without at-

tacker. Thus, when considering large-enough (i.e., infinite) paths, if a false alarm is con-

sidered as an attacker being detected, then the controller wins the game by satisfying φids

and thereby φwin, even when the attacker is inactive. On the other hand, to deal with the

false alarms in practice, the system would perform a thorough inspection on the next steps

(with a significant overhead) such that any attacks are detected based on the employed

attack vectors (i.e., actual attack surfaces (Hasan et al., 2016; Lesi et al., 2017)). If the

IDS does not detect any attack for a pre-determined number of time steps during the close

inspection, the system goes back to its default execution mode.

Consequently, following Bonakdarpour et al., 2018; Havelund and Roşu, 2002; Medhat
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et al., 2015; Moonjoo Kim et al., 1999, we provide an LTL formulation that can capture

a large class of IDSs that satisfy the aforementioned constraints. Consider the following

window-based IDS described by the LTL formula:

φalarm = ♢
(
anomaly^⃝♢ďmanomaly

)
(8.2)

where anomaly is the label of unexpected executions. The alarm formula φalarm can be

interpreted as: raise an alarm if an anomaly occurs and after that another one occurs

within the next m + 1 time steps. Such formula can be easily extended to count/allow for

more anomalies within a different window size, by adding nested ⃝♢ďmi , as in e.g.,

φalarm2=♢(anomaly^⃝♢ďm1(anomaly^⃝♢ďm2anomaly))

We can also count consecutive anomalies by setting some mi to zeros. Many IDS mechanisms

can be inherently described as a reachability property, which can be specified by the logical

operators and temporal modalities ⃝, ♢ and ♢ďk.

After an alarm occurs, the system switches to a high-alert mode and can detect any

new attacks. This is captured by

φdetect = ♢ďnattack, (8.3)

where attack is the label of any transition considered as an attack by the IDS. The detection

formula φdetect simply means that any attack within n + 1 time steps will be detected.

We can integrate a detection formula into an alarm formula to obtain a combined IDS

formula. This is achieved by adding ^⃝ φdetect next to the last anomaly in the alarm

formula that triggers the alarm. For example, if we integrate φdetect in (8.3) to φalarm in

(8.2), we obtain:

φids = ♢(anomaly ^⃝♢ďm(anomaly^⃝♢ďnattack)).

Note that the negation of φids nicely reflects the behavior of a stealthy attacker. An attacker

with the objective ␣φids wants to stay undetected at all costs and is reluctant to frequently

take actions to avoid triggering alarm, so that the attacks are ‘hidden’ within the stochastic

behavior of the environment.
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One problem with this formulation is that it does not express the cost of carrying out

the close system inspection. This, unfortunately, gives an incentive for the controller to

trigger a false alarm. For example, the controller may try to move to the states that exhibit

a high degree of randomness to increase its chance to switch to the high-alert mode, after

which it can continue to perform its task without the fear of being under attack for the

predefined number of steps. We discuss a strategy to overcome this problem in Sec. 8.2.

Furthermore, even if the attacker is detected, the robot still needs to perform its task; we

address this as follows.

8.1.3 Performing Tasks After Attack Detection

The attacker’s goal is to prevent satisfaction of the control task. Thus, it may be

beneficial for the attacker to launch an attack even during the high-alert mode (i.e., at the

cost of being detected and eliminated), if the controller could no longer fulfill its task after

the attack.

This can be embedded into the previously described LTL formula φids by replacing

attack in φids with attack^⃝♢attack. For example, the previous φids becomes

φids=♢(anomaly^⃝♢ďm(anomaly^⃝♢ďn(attack^⃝♢attack))).

Although this might seem as giving a second chance to the attacker after being detected,

(s)he cannot attack for a second time because that would result in the attacker immediately

losing the game. Another concern with this formulation is that the IDS must be in the

high-alert mode all the time after the first attack to be able to observe a second attack;

however, this is not necessary because the second attack cannot happen in practice based

on the assumption that the attacker is eliminated after the first attack. Hence, this IDS

formulation allows the scenarios where the attacker is detected but might still win the game

if the controller fails to perform its task.
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8.2 Model-Free Learning from the Winning LTL Specifications

In this section, we use model-free reinforcement learning to find optimal controller strate-

gies that maximize the (worst-case) probability of satisfying the φwin from (8.1) – i.e.,

µφwin = argmaxµ minν Prµ,ν(G |ù φwin). (8.4)

Our method requires no knowledge of the transition probabilities or the topology of the

game G, which models the interaction between the controller and the attacker.

8.2.1 From LTL to Discounted Rewards for Model-Free RL

Model-free RL provides an efficient way to search for optimal strategies without recon-

structing the explicit model (e.g., the transition probabilities) of the stochastic game from

samples. However, existing model-free RL methods can only be used for cumulative rewards

associated with the states (or transitions) and cannot be directly used for LTL objectives

on stochastic games. Thus, we convert the LTL formula φwin into a cumulative discounted

reward below.

Let G(ρ) denote the return, the sum of discounted rewards of a path ρ of G, defined as:

G(ρ) :=
ÿ8

i=0

(
źi´1

j=0
Γ(ρ[j])

)
¨ R(ρ[i]); (8.5)

here, R : S Ñ [0, 1) and Γ : S Ñ (0, 1) are the state-based reward and discount functions.

We make the convention that
ś´1

j=0 := 1. The goal of model-free RL is to find a controller

strategy that maximizes the expected return in the worst case:

µ˚ = argmaxµ minν Eρ„Gµ,ν [G(ρ)] . (8.6)

Our goal, now, becomes to design the functions R and a Γ in such a way that µ˚ and µφwin

from (8.4) become equal.

Recently, there has been an increasing interest in developing of such model-free RL

methods (Hahn et al., 2019, 2020). Here, we adopt the method introduced in Chapter 6,

which takes a turn-based stochastic game G where P is fully unknown, an LTL specification

of the winning condition φwin, a discount factor γ, and learns the controller strategy µφwin .
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For the discount factors sufficiently close to 1, if the LTL formula can be translated into

a DRA with one accepting pair, the RL algorithm is guaranteed to converge to an opti-

mal controller strategy, otherwise it converges to a controller strategy with a satisfaction

probability above an established lower bound.

The idea is to augment the state space such that it is sufficient to consider only the pure

and memoryless strategies so that a state-based R and Γ can be defined. Specifically, using

the method from Chapter 6, we construct a product game from the original game G and

the DRA Aφwin obtained from the LTL formula φwin, thus reducing the winning criteria to

the satisfaction of the Rabin acceptance condition from Def. 13.

Definition 59 (Product Games). A product game of G = (S, (Sµ, Sν, Sp), A, P, s0, AP, L),

a labeled turn-based stochastic game, and a DRA A = (Q, 2AP, δ, q0, Acc), is the tuple

Gˆ = (Sˆ, (Sˆ
µ , Sˆ

ν , Sˆ
p ), Aˆ, Pˆ, sˆ

0 , Accˆ) where:

• Sˆ = SˆQ is the set of augmented states, and the initial state sˆ
0 is xs0, q0y;

• Sˆ
µ = Sµ ˆQ is the set of augmented controller states;

• Sˆ
ν = Sν ˆQ is the set of augmented attacker states;

• Sˆ
p = Sp ˆQ is the set of augmented stochastic states;

• Aˆ = A is the set of actions where Aˆ(xs, qy) = A(s) for all s P S, q P Q;

• Pˆ : Sˆ ˆ Aˆ ˆ Sˆ Ñ [0, 1] is the transition function:

Pˆ(xs, qy, a, xs1, q1y)=

#

P(s, a, s1) if q1=δ(q, L(s))
0 otherwise

• Accˆ is a set of k accepting pairs t(Cˆ
i , Bˆ

i )u
k
i=1 where Cˆ

i = CiˆQ and Bˆ
i = BiˆQ.

When there is only a single pair Rabin in the acceptance condition (i.e., Acc = t(C, B)u),

there is always a pure and memoryless optimal strategies for both the controller and the

attacker. This allows to construct simple R and Γ functions in (8.5). For example, a small

positive reward can be received whenever a state in B visited since some states in B need to

be visited infinitely often to win the game. Similarly, to discourage visiting the states in C
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Algorithm 7 Model-free RL for security-aware control synthesis from LTL specifications.
Input: LTL formula φWIN, stochastic game G
Translate φWIN to a DRA AφWIN

Construct the product Gˆ of G and Aφ

Learn the optimal state-action values Q˚ for Gˆ using minimaxQ
Obtain a greedy strategy µˆ

˚ from Q˚

return a finite-memory controller strategy µ˚ derived from µˆ
˚

infinitely many times, future rewards can be heavily discounted. Consequently, Algorithm

7 summarizes the steps of our approach.

Proposition 60. Consider a stochastic game G and an LTL formula φWIN that can be trans-

lated to a DRA with a single accepting pair. There exists γ1 such that for all γ P (γ1, 1),

Algorithm 7 converges and returns a pure finite-memory controller strategy satisfying

(8.4), if the reward Rγ and the discount Γγ functions are defined as:

Rγ(sˆ) :=

#

1´γB(γ), sˆ P Bˆ

0, sˆ R Bˆ
, Γγ(sˆ) :=

$

’

&

’

%

γB(γ), sˆ P Bˆ

γC(γ), sˆ P Cˆ

γ, otherwise

where γB and γC are functions of γ satisfying

lim
γÑ1´

1´ γ

1´ γB(γ)
= lim

γÑ1´

1´ γB(γ)

1´ γC(γ)
= 0. (8.7)

Proof. The proof immediately follows from the proof of Theorem 39, showing that under

a strategy pair, as γ Ñ 1´, the expected return of a path goes to the probability that

the path satisfies the Rabin acceptance condition. Finally, the obtained strategy in the

product game satisfying (8.6), induces a finite-memory controller strategy (in the initial

game G) satisfying (8.4), where the the modes are the states of the DRA AφWIN with the

same transition function.

Algorithm 1 can be generalized to situations where the DRA Aφwin has multiple Rabin

pairs, using the approach from Chapter 6; this results in controller strategies with a lower

bound on the satisfaction probabilities (see Chapter 6 for details).
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8.2.2 Efficiency of Learning Controller Strategies

The size of the DRA Aφwin may be double-exponential in the length of φwin. This cannot

be prevented in the worst case if φtask is any arbitrary LTL formula. To overcome this, we

can restrict the controller tasks to a fragment of LTL, such as Generalized Rabin(1) (Ehlers,

2011), which can describe most commonly used robotic tasks, as well as be efficiently

translated into a polynomial-size DRA with a single accepting pair.

Fortunately, any valid IDS mechanism can be expressed as a reachability property, which

means if a path satisfies the property, then there must be a prefix of the path such that all

the paths having the same prefix also satisfy the property. Consider a path ρ, an infinite

execution of the game, for which the IDS triggers the alarm – i.e., ρ |ù φids. If a finite prefix

of ρ is not enough for the IDS to decide, then even if it can be inferred that adversarial

actions have occurred, the IDS could not trigger the alarm in a finite number of steps.

The reachability properties form only a small fragment of LTL for which efficient trans-

lation to a deterministic finite automata is usually possible (Latvala, 2003). We can think

of such a DFA as a DRA with one accepting state where all the outgoing transitions are

self-loops. Therefore, the disjunction of φids with φtask in (8.1) only linearly increases the

state space of the product game in the length of Aφids . Additionally, we can utilize the

fact that all the incoming transitions to the accept state in the DRA of φids are triggered

by an action of the attacker. Thus, during the learning phase, whenever a state having a

transition to the accepting state is reached, the attacker turn can be skipped.

Finally, we discuss the effect of choosing different discount factors. As the discount

factor γ goes to 1, the convergence rate as well as the stability of the RL algorithms

decrease. Hence, we start with a smaller γ and increase it slowly until the RL algorithm

converges to a desired controller strategy. Using smaller γ also discourages the controller

to wait for a false alarm to be triggered, and thus mitigates the problem discussed in Sec.

8.1.2.
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8.3 Case Studies

For the case studies, we use our CSRL tool2 based on Chapter 6. CSRL takes a 2-D

labeled grid as a representation of the stochastic game with an LTL formula, and returns a

finite-memory controller strategy obtained using the minimax-Q (Littman, 1994) method

that follows ϵ-greedy strategies while learning.

8.3.1 System Models

We initialized the values of ϵ (the parameter for ϵ-greedy strategy) and α (the learning

rate) to 0.5, and slowly decreased them to 0.05 during learning. We set the discount

factor for each case study to be γ=0.999, and obtained the controller strategies after 512K

episodes, each starting from a random state and stopping after 1K time steps. We used the

IDS formula specified in Sec. 8.1.3 with m=0 and n=1:

φ
(˚)
ids = ♢(anomaly^⃝(anomaly^⃝♢ď1(attack^⃝♢attack)))

We used (7ˆ 9) grid worlds for our planning case studies. A robot can move from a cell

to an adjacent cell using the controller actions: North, South, East and West. However,

the attacker can observe any action chosen by the controller and replace it with another

action. The actions of the controller and attacker are depicted as black and red arrows

in the figures, respectively. Due to the stochastic environment, the robot moves in the

intended direction with probability of 0.8, and sideways with probability of 0.2 (0.1 for each

side). The robot stays in the cell, when it tries to move beyond the grid.

A grid cell corresponds to a controller state in the stochastic game. The label of a

controller state is displayed in a small circle, in the lower part of the corresponding cell in

the figures. After the controller takes an action, the game moves to an attacker state. The

attacker observes this transition and either takes the same action or another one, and then

the game moves to a stochastic state. For every cell, the controller and attacker actions,

we have a different stochastic state in the game. Thus, every stochastic state has a unique

2 https://github.com/alperkamil/csrl
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FIGURE 8.1: Surveillance scenario (from left to right): (a) The controller strategy from b
to c and the cell labels; (b) The controller and attacker strategies from b to c before any
anomaly occurs; (c) The controller and attacker strategies from b to c after one anomaly.
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FIGURE 8.2: Task sequence scenario. The letters, the numbers, the black and red arrows
represent the labels, the satisfaction probability estimates, the controller and the adversar-
ial strategies.

parent attacker state and a unique grandparent control state.

A stochastic state is labeled with attack if and only if the transition from its grandparent

state to its parent state, and the one from its parent to itself, are triggered by different

actions, i.e., the attacker modifies the controller action. Even if the attack labels are

visible to the controller, it acts as if they do not exist unless an alarm is triggered; due to

the structure of the IDS formula φids from Sec. 8.1.2, the DRA of φids changes its state by

an attack label only after an alarm.

In a stochastic state, a random transition is made according to the described transition
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model, to a dummy state first, then to the controller state of the reached cell. The dummy

state is labeled with anomaly if the controller state it is connected to is not expected to be

reached after the action taken in the great-grandparent controller state. For example, if the

controller takes North and the robot moves east, the dummy state visited is labeled with

anomaly. We did not explicitly represent the dummy states to keep the learning completely

model-free; it is enough to make the corresponding DRA transition as if an anomaly label

is consumed whenever such stochastic transitions occurs during learning.

8.3.2 Case Study I: Surveillance

In this study, the robot tries to repeatedly cover the cells labeled with b and c. In

addition, after a certain point in time, the robot aims to stay in the safe region labeled with

d, i.e.,

φ
(1)
task = l♢b^l♢c^♢ld. (8.8)

The learned strategies are shown Fig. 8.1. For simplicity, we consider only the part of

the task where the robot needs to go from b to c, but similar results were also obtained

for travelling from c to b. Although there is a very short path from b to c, the learned

controller strategy prefers quite a long path. There is only one cell between b and c, and

this cell and all the surrounding cells are in the safe region; however, this is not enough to

make the path passing through it secure, because once this cell is visited, the attacker can

take two consecutive East actions to make the robot visit an unsafe cell with a probability

of 0.64. Thus, the robot would be out of the safe region once in a while, violating φtask.

Fig. 8.1b and 8.1c show the attacker strategies before an anomaly happens and right

after the alarm. In three out of the first four cells on the most likely path, the attacker

chooses to do nothing (Fig. 8.1b). The reason is that the attacker does not want to create

an unnecessary anomaly in the early part of the path, ‘saving’, in some sense, for the future

the ability to create two consecutive anomalies without raising alarm. The attacker strategy

in the other parts of the grid forces the robot outside the safe region and prevents it from

reaching c.
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8.3.3 Case Study II: Sequence of Tasks

In this scenario, we plan for a sequence of tasks represented by the labels b, c, d, e, to

be performed in order. There is a danger zone labeled with a, to be avoided – i.e.,

φ
(2)
task = ♢

(
b^♢

(
c^♢(d^♢e)

))
^l␣a. (8.9)

Here, we present the results and the strategies for performing only the last task e, i.e.,

visiting the cell e; however, similar conclusions can be drawn for the other tasks. Fig. 8.2a

shows the estimated satisfaction probabilities when the IDS has not detected any anomalies.

As expected, the probabilities near the danger zone are very low and the probabilities are

usually getting lower as the distance to e is increasing.

The satisfaction probabilities in the right part of the grid are significantly lower than

the left part. The reason is that while moving from the right part to the left, the minimum

number of cells between the robot and a can be at most two, e.g., at (6, 4), which allows

the attacker to take three consecutive actions, e.g., 3ˆNorth from (6, 4), to drag the robot

into the danger zone with a probability larger than 0.5. If all the attacks are successful,

i.e., the robot moves in the direction the attacker desired, after the first two actions the

IDS raises an alarm. After the alarm, although the attacker knows (s)he will be detected,

(s)he attacks again if the robot is next to a, as there is a high probability (0.8) that the

robot moves into the danger zone, making the attacker the winner.

Fig. 8.2b shows the controller and attacker strategies after an anomaly occurs. Again,

the attacker is more passive in the upper right part of the grid, as (s)he does not want to

trigger an alarm when the controller is far from reaching e. Fig. 8.2c shows the strategies

when the IDS is in the high-alert mode, in which any attack is immediately detected. The

attacker takes an action only in five cells. In the cell at the bottom-left corner, (s)he makes

one last attempt to prevent the controller from reaching e because even if (s)he is detected,

if (s)he does nothing the controller wins the game with a probability slightly lower than

1. The other cells are the ones next to the danger zone, where the attacker sacrifices

stealthiness for the high probability that the robot ends up in the danger zone.
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9. Future Work
In this chapter, we delve into a future direction: learning to label raw inputs in vision

tasks, for cases where a labeling function is absent and impractical to be manually designed.

9.1 Learning Object-Centric State Labels for LTL

State labels offer explicit and transparent task and controller specifications, revealing

potential malfunctions that could be costly and harmful, especially in novel situations where

a controller may behave unstably and exhibit sudden performance degradation. However,

state labels are often absent and impractical to obtain manually for visual inputs.

Deep RL, although capable of learning directly from raw visual states without requiring

labels, handcrafted features, or direct human supervision, does not acquire symbolic state

representations that can serve as state labels. This limitation constitutes one of the main

hurdles preventing deep RL deployment in AS. Consequently, we aim to devise a deep

RL approach capable of learning symbolic state representations from raw visual inputs,

providing grounded labels for the formal specification and learning of controllers. We argue

that such an approach is of great importance to unlock the true potential of deep RL.

The typical architecture of deep RL models consists of a sequence of convolutional, re-

current, and fully connected layers. These layers collectively transform raw visual states

into a sequence of abstract representations before mapping them to actions. The repre-

sentational power and flexibility of such deep neural architectures make them well-suited

for RL, as they can adapt to changing target functions during the learning process. How-

ever, the abstract representations produced by neural networks, due to their transformation

process, generally lack grounding and cannot serve as state labels for controller specifica-

tions. On the other hand, training purely symbolic models without explicit supervision

from scratch using RL is challenging. These models lack the same representational power

and flexibility as neural networks and struggle with high-dimensional visual observations

and the nonstationary nature of RL, constraining their applicability.

Consequently, our goal is to design a neuro-symbolic RL approach that learns to extract
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symbolic representations grounded in visual inputs through a neural vision component. The

aim is to learn controllers that satisfy specifications using these symbolic representations as

state labels. The key to obtaining such symbolic representations is to discover task-relevant

objects and then recover their positions from the raw visual inputs. In many AS scenarios,

the recent history of the positions of these task-relevant objects is sufficient for performing

given tasks. These controllers making decisions based on object positions can be verified

and easily understood, as they mimic human visuospatial perception and interpretation of

the physical world in terms of objects and their relations (Kemp and Tenenbaum, 2008;

Spelke and Kinzler, 2007). We note that state representations should not include the

positions of task-irrelevant objects, even if such information is useful for predicting the next

observations. This inclusion would unnecessarily complicate the symbolic representations

and specifications, thereby decreasing the interpretability and verifiability of the controllers.

Recently, there has been increasing interest in learning object representations from raw

visual inputs in deep RL. In Goel et al., 2018, the authors propose a method to learn

segmentations of moving objects in videos using reconstruction loss. These segmentations

are then utilized by an RL technique to learn a control policy. Similarly, Kulkarni et al., 2019

introduce a method to learn the keypoints of objects in images using reconstruction loss and

demonstrates that using these keypoints as inputs accelerates learning. In Veerapaneni et

al., 2020, the authors propose a model-based RL approach to learn object representations for

predicting the future and ground these representations to actual objects using an inference

mechanism. However, all of these works attempt to capture object representations based on

their performance in reconstruction and predicting the future, which makes the controller

specifications intricate, as modeling the dynamics and the entire scene requires complicated

representations of numerous objects.

The key challenge is to obtain the capability of explicitly identifying task-relevant ob-

jects and their spatial relationships directly from raw, unlabeled visual observations in a

symbolic way. To achieve this, we intend to employ a vision component that computes the

expected positions of the regions of interest from the visual inputs. Limiting the number of
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regions of interest to a small number introduces a bottleneck that will encourage learning

only the task-relevant objects, thereby increasing sparsity. However, directly distilling this

purely object-centric knowledge with such a bottleneck is usually not feasible. To overcome

this issue, we intend to perform distillation in multiple stages. This can be achieved by

learning a controller using an off-the-shelf deep RL method and training the outlined vision

component with a fully connected layer using the learned controller. The fully connected

layer can then be replaced with a symbolic controller that can be again trained using the

previously learned controller. In this way, we aim to obtain a vision component that high-

lights the task-relevant objects in the visual inputs and outputs their positions, as well as

a symbolic controller mapping these positions to actions in an explicit way.
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10. Conclusion
In this thesis, we presented model-free RL approaches to learn controllers from LTL

specifications in unpredictable environments. In Chapter 4, we introduced a model-free

learning-based method to synthesize a control policy that maximizes probability that an

LTL specification is satisfied in unknown stochastic environments that can be modeled by

an MDP. We showed that synthesizing controllers from an LTL specification on the MDP

can be converted to synthesizing a memoryless policy of a Büchi objective on the product

MDP. We next designed a novel discounting and reward scheme, and showed that the

memoryless policy optimizing this reward, also optimizes the satisfaction probability of the

Büchi objective (and thus the initial LTL specification). Finally, we evaluated our synthesis

method on motion planning case studies.

In Chapter 5, we introduced a model-free RL method that learns near-optimal policies

for given safety, LTL and QoC objectives, where the safety objective is prioritized above

the LTL objective, which is prioritized above the QoC objective. Our algorithm learns

the safest actions and among those learns the actions sufficient to maximize the probabil-

ity of satisfying the LTL objective. Finally, using these actions, our algorithm converges

to a policy maximizing the expected return for a given parameter υ controlling the ran-

domness of the obtained policy. We showed that as long as υ is positive, the satisfaction

probability for the LTL objective is maximized and as υ goes to zero, the expected return

approaches its supremum value. Lastly, we demonstrated the applicability of our algorithm

on a case study. Our approach can be readily extended to include multiple safety objectives

with different priorities as keeping track of the safest actions suffice. However, generaliza-

tion to multiple LTL objectives is not straightforward due to the fact that multiple Büchi

conditions would need to be satisfied. Another immediate direction for future work is to

adapt our algorithm to stochastic games. This requires a different type of automata such

as deterministic parity automata since LDBAs cannot be effectively used for quantitative

model-checking in stochastic games.

In Chapter 6, we introduced an RL-based approach for synthesis of controllers from
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LTL specifications with a Rabin index of 1 in stochastic games. We first provided a reduc-

tion from this synthesis problem to the problem of finding a control strategy in a stochastic

Rabin game with a single accepting pair. We introduced a rewarding and discounting mech-

anism that transforms the objective of maximizing the (minimal/worst-case) probability of

satisfying the Rabin condition into the objective of maximizing the discounted reward, and

introduced an RL algorithm to find such a policy. We then provided a reduction allowing

us to generalize our approach to any LTL specification, with the Rabin condition having

k ą 1 accepting pairs, with a lower bound on the satisfaction probabilities. Finally, we

showed the applicability of our approach on two path planning case-studies.

In Chapter 7, we presented a model-free RL approach to synthesize optimal controller

strategies for any LTL task in SGs. We provided an approach to craft rewards and discount

factors from the parity condition of the DPAs translated from the given LTL tasks. We

showed that any controller strategy maximizing the sum of discounted rewards in the worst

case also maximizes the minimum probability of satisfying the LTL specification for some

sufficiently small parameter. We then introduced our scalable lazy color generation method

providing distinct rewards and discount factors only when necessary and thereby improving

the learning scalability. In addition, we provided an approximate method that is highly

efficient when the controller can perform the task by focusing on a single color. Finally, we

demonstrated the applicability of our methods in several case studies and showed that our

methods outperform the existing methods for learning from LTL tasks in SGs. Generaliza-

tion of our approach to multi-objectives that include prioritized safety/task constraints (in

the form of LTL specifications) and secondary (control-related) cost minimization objectives

is left as a future work.

In Chapter 8, we studied planning for temporal logic tasks with IDss in an unknown

stochastic environment in the presence of actuation attacks. We formulated the interac-

tion between the controller and stealthy attacker as a stochastic game, where the attacker,

knowing the IDSs, the task, and the controller; aims to undermine the task while remaining

stealthy. We then showed this planning problem can be solved using model-free reinforce-
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ment learning without knowledge of the environment model. Our case studies showed the

applicability of our method for security-aware robotic planning.

Lastly, in Chapter 9, we discussed an approach to learn to extract symbolic state rep-

resentations that can be used as state labels in cases where state labels are not available

and impracticable to obtain. This approach distills knowledge into a neuro-symbolic model

that identifies objects and their positions and outputs actions based on them. In this way,

the use of LTL for controller specification is enabled.
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