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Abstract

Introduction: The widespread adoption of Electronic Health Records (EHR) has
revolutionized healthcare delivery while introducing critical challenges in health data security and
privacy. Despite advancements, legacy EHR systems remain vulnerable to breaches and struggle
to comply with stringent regulations like GDPR. Current blockchain-based solutions, while
promising, suffer from non-minimalist integration, ambiguous ownership models, and hybrid
storage vulnerabilities. This research addresses these gaps by proposing Privacy PIN, a
decentralized, privacy-preserving plugin designed to retrofit legacy EHR systems for GDPR
compliance. Privacy PIN integrates cryptographic sovereignty, biometric authentication, and
blockchain-anchored data governance to empower patient-centric control over health data,
bridging the divide between regulatory mandates and scalable digitization.

Methods: This research simulates Privacy PIN on the Sepolia Ethereum Testnet sandbox
to emulate Ethereum Mainnet. Black-box testing validates Privacy PIN output reliability under
GDPR requirements. Performance analysis extends to capacity expansion solutions, including
Polygon and BASE, measuring gas costs, block throughput, and cost-effectiveness to assess
compatibility for massive adoption for global health. Delphi method is also applied to explore
certain GDPR rights.

Results: Privacy PIN has the ability to individually implement the eight object rights in
the GDPR, right to be informed, right of access, right to data portability, right to rectification,
right to be forgotten, right to restrict processing, right to object to processing and right in relation
to automated decision making and profiling. Additionally, this research also proposes a technical
framework for integration with existing EHR systems, accompanied by an example provided as a
demonstrative case study in the appendix.

Discussion: There are also limitations in the research: (1) ethical risks of health data

NFTization enabling black market exploitation; (2) infrastructure gaps (e.g., unstable energy or
v



networks in Sub-Saharan Africa) deepening healthcare disparities; and (3) rapid blockchain
evolution like Solana jeopardizing Ethereum-based compatibility. Additional challenges include
informed consent barriers for non-technical users and ethical oversight complexities.

Conclusion: Privacy PIN provides a cost-effective solution for GDPR-compliant EHR
modernization, leveraging decentralized identity, biometric authentication, and NFT-based data
sovereignty. While constrained by infrastructural, ethical, and technological dependencies, its
modular design enables incremental adoption across heterogeneous healthcare systems. Future
work should prioritize the standardization of Web3 health identifiers, patient education initiatives,

and policy frameworks to harmonize privacy preservation.
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1. Introduction

1.1 Overview of Industrial EHR and Visualized Research Trend

The formation of health records originates from the requirement of advancing global
health services, promoting global disease prevention, and supporting global health decision
making. Originally, the carrier of health records was paper. However, healthcare institutions
faced the possibility of loss of health data storage, cumbersomeness in health data management
and inefficiency in health data excavation under this approach, which prompted the imagine of
a sophisticated health data carrier!. Accompanying the rapid development of information
technology, Electronic Health Record (EHR) has gradually made this idea possible. The
conceptual foundation of EHR can be traced to the efforts in developing Problem-Oriented
Medical Record (POMR) during the 1960s. The origin of EHR emerged in the 1970s, and the
development, standardization, and adaptation of EHR were rooted in the 1990s with the
widespread implementation of the Internet>**. Therefore, with the progressive accumulation of
EHR research, it eventually evolved into a cornerstone of contemporary global health technology
infrastructure since the mid-20th century, which allowed more health data analysis tools to
predict epidemic diseases®.

Nowadays, EHR has become an indispensable technology for healthcare stakeholders.

The scalable implementation of OpenMRS, DHIS 2, and Bahmni features distinguished
interoperability, reliability, and efficiency, which is also a sign showing the maturation of EHR
industry, as shown in Table 1. This technological maturation of EHR translates into manifest
benefits for global health with practical experiences from multiple aspects. Primarily, EHR
improves clinical note quality significantly, which is the systematic data collection of healthcare
activities'!. Also, EHR combined with alerting or advisory systems demonstrates more

outstanding outcomes from the perspective of focused clinical domain'?.



Table 1: Predominant EHR Systems in Contemporary Practice

Name Year" Manufacturer Brief Description

eClinicalWorks 1999 eClinicalWorks, LLC A cloud-based EHR solution,
specifically engineered to address the
operational constraints®

OpenMRS 2004 OpenMRS Community  An open-source, cost-free EHR,
specifically architected to enhance
healthcare delivery in LMICs’

DHIS 2 2006 HISP Centre An open-source system engineered to
facilitate the aggregation,
standardization, and governance®

Bahmni 2013 ThoughtWorks Integrates modular functionalities for
pharmaceutical inventory tracking®
AdvancedMD 2018 Global Payments An integrated clinical management

platform tailored for private medical
practices'’

From the perspective of theoretical research, the trend demonstrates thematic
concentration, authors concentration, and the tendency from basic functions to intelligent
transformation. This research uses CiteSpace 6.4.R1 to visualize this trend, choosing EHR, EHRs,
electronic health record, and electronic health records as topic values. Eventually 3,576
publications from Web of Science Core Collection 2005-2024 are included after data cleaning. As
shown in Figure 1, the clustering results of keywords over the past two decades are statistically
significant (Q > 0.3) with validity (S > 0.5). The result demonstrates a thematic concentration in
EHR research, implementation, and architecture. Regarding implementation pediatrics, paternal
nutrition, and cardiovascular health are prioritized. Concurrently, architecture, including natural

language processing, web-based access, and systemic issues becomes critical dimensions.

" The year mentioned here is the time of product inception or enterprise establishment, also the time of being acquired
by new owner.
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After establishing a systematic overview of keywords over the past two decades, Figure 2
employs the Top 25 keywords with the strongest citation bursts to visually delineate temporal
dynamics. There is a critical juncture around the 2010s, coinciding with advancements in

information technology, EHR research shifted from functional paradigms to intelligent

architectures.

Keywords Year Strength Begin End 2005 - 2024
medical record 2005 8.91 2005 2017
information technology 2006 2901 200G 2014
ambulatory care 2006 15.78 2006 2013
physician order entry 2006  15.052006 2015  —
systems 2007 17.152007 2015 I
physicians 2007 §.852007 2013 PE—
medical records 2007 7.69 2007 2012 —
errors 2007 7.04 2007 2014 e
decision support systems 2007 544 2007 2015 O
health information technology 2008 13.33 2010 2017
costs 2007 9.87 2012 2016 SRS —
quality of care 2006 7.12012 2015
meaningful use 2011 8§.34 2013 2016 e
system 2005 6.66 2014 2015
records 2010 5482014 2017 e
clinical research 2007 5.74 2015 2019
cohort 2017 5.73 2017 2019 —
usability 2018 7.122018 2021 R
bias 2021 6.68 2021 2024 TS
deep learning 2018 6.23 2021 2024 —
women 2012 6.01 2021 2024 F—
medical services 2021 5.612021 2024 A—
machine learning 2014 15772022 2024 S
artificial intelligence 2009 15532022 2024 a—
scheme 2020 5.54 2022 2024 W—

Figure 2: Top 25 Keywords with the Strongest Citation Bursts
This research also examines critical contributors to EHR theoretical advancements. As
depicted in Figure 3, Bate, David W. emerges as the most prolific author (46 publications since

2006), Liu, Hongfang, and Sittig, Dean F. follow in publication count.
4
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1.2 Stringency in Health Data Regulation

Technological innovations in EHR are also accompanied by the gradual maturity of
surveillance. In 1996, the 104™ United States Congress signed the Health Insurance Portability
and Accountability Act (HIPAA), which started the new electronic data regulatory paradigm!3.
The beginning of 215 century witnessed multinational regulation emulation of U.S. data
protection initiatives. Canada enacted the Personal Information Protection and Electronic
Documents Act (PIPEDA) in 2000, Japan implemented the Act on the Protection of Personal
Information (APPI) in 2003, and Germany revised its Federal Data Protection Act
(Bundesdatenschutzgesetz, BDSG) in 200941516,

However, these frameworks exhibited critical limitations including territorial isolation,
passive reaction, and ambiguous individual rights, which caused them to become increasingly
inadequate against emerging challenges posed by diverse EHR systems, and means that the
existing regulatory framework necessitates characteristics like cross-border health data
governance, proactive transnational oversight, and substantive empowerment of data for
individuals. This condition has been alleviated through time accumulation, further systematic
regulations started in the 2010s, as shown in Table 2.

Table 2: Worldwide Data Protection and Regulatory Frameworks

Regulation Region/Country Brief Description

General Data European Union Aims to safeguard fundamental rights and
Protection freedom of natural persons'’

Regulation

(GDPR)

new Federal Switzerland Modernizes Switzerland legal data framework by
Act on Data aligning it with GDPR, simultaneously highlights
Protection autonomy'®

(nFADP)

Personal Data ~ Thailand Ensures personal data privacy and security to
Protection Act establish trust mechanisms fostering a sustainable
(PDPA) data economy!’

Data Privacy Philippines Establishes a legal framework to safeguard

Act 0of 2012 personal information and ensure data subject

6



privacy rights?

Cybersecurity ~ China Establishes a comprehensive legal framework to
Law safeguard national cyberspace sovereignty,
socioeconomic stability, and citizen rights?!

General Data Protection Regulation (GDPR) stood as the pivotal instrument propelling
the global data regulation revolution, also emerged as an imperative shift from fragmented
compliance to systematic health data governance, took effect in 2018, and generated a profound
impact on the pattern of data protection worldwide??. Specifically, GDPR establishes a
comprehensive governance of data lifecycle, including collection, processing, storage and
transmission. The fundamental principles of GDPR are lawfulness, purpose limitation, data

minimization, accuracy, integrity, and confidentiality, among others?*. Simultaneously, GDPR

gives rights to individuals including right to be informed, right of access, right to be forgotten,
right to rectification, right to restrict processing, right to data portability, right to object to
processing and right in relation to automated decision making and profiling, as shown in Table
324, Whether existing EHR, or prospective EHR, both of them are required to follow this flow to

make sure their product or service satisfies the surveillance requirement in the applicable region

or country.

Table 3: Comprehensive Overview of Subject Rights in GDPR
Rights under GDPR Brief Description
Right to be informed Transparency regarding data collection and usage
Right of access Obtain and review personal health data
Right to data portability Transfer personal health data across diverse accounts
Rights to rectification Correct inaccurate personal health data
Right to be forgotten Request deletion of personal health data
Right to restrict processing Limit health data processing under specific conditions
Right to object to processing Oppose specific health data processing activities
Right in relation to automated Challenge algorithmic decisions on health data

decision making and profiling




1.3 Necessity of Revolution Driven by Crisis of Confidence

Despite the global proliferation of sophisticated data regulatory frameworks like GDPR,
some EHRs still brought health data breaches and exposed scandals to the public.

Chronologically, Table 4 shows the major public events of EHRs in recent years. For
example, the year 2018 witnessed the EHR data management failure in Singapore healthcare
infrastructure named SingHealth, with the consequence of exposing the personally identifiable
health information of nearly 1.5 million patients 2°. The fundamental cause of aforementioned
health data breaches lies in the inherent deficiency of centralized server architectures where
healthcare providers host health data. While storing health data on centralized servers facilitates
control for healthcare entities, it creates the single point of failure and be vulnerable to external
attacks like WannaCry. Such incidents may cause systematic paralysis, diagnostic delays, or even
organizational collapse, as exemplified by Vastaamo.

Table 4: Major High-Impact Cybersecurity Breaches in EHR Over Recent Years

Corporate Country Year Consequence Reasons
Name
NHS England 2017 Interruption of patient » Outdated Windows XP
care services and »  Without installing
medical equipment WannaCry patch
systems
SingHealth Singapore 2018 Compromised 1.5 » Unpatched system
Million Patients Data?® vulnerability
» Inadequate access controls
» Unsecured encryption

pathways

Vastaamo Finland 2020 Extortionists demanded > Inadequate database
Bitcoin to suppress safeguards
clinical data release » Delayed breach

notifications to regulators

HealthEC America 2023 4.5 Million patient data >  Unpatched vulnerability
were stolen in the server

Sanofi Japan 2024 Personal information of > Database was stored on a
733,820 medical personal computer
professionals may have  » Malware infection of the
been compromised personal device




Furthermore, centralized EHR also faces internal threats like fabricating discharges,
modifying prescriptions, or committing insurance fraud. In 2024, Wuxi Honggiao Hospital in
China defrauded national healthcare insurance through forged medical documentation, which
sounded the alarm across the entire global health industry. Thus, current limitations of EHRs
extend beyond only resilience deficiencies, also with the paramount challenge lying in rebuilding
public confidence in authentic, accurate, and reliable health data stewardship. Distributed
architecture of blockchain addresses this through immutable data preservation and traceability

mechanisms.

1.4 Preliminary Exploration in Regulatory Adherence

The birth of GDPR is the inevitable consequence of data standardization, normalization,
and regularization. Among various types of data, electronic health data is given high priority for
its depiction of human health condition, which is highly private. In the meantime, the adverse
impact of public confidence crisis generated by data breaches in EHR is also unbearable for the
global health industry. Therefore, adopting GDPR for EHR not only ensures its alignment with
contemporary regulation but also strategically advances global health data governance progress.
Especially for patients, who are the data subjects, are entitled to have the eight rights GDPR
provides. But as a matter of fact, conventional EHRs are normally centered around healthcare
institutions, making them complicated for patients to fully charge their electronic health data.
GDPR necessitates a fundamental paradigm shift in EHR architecture design, which means the
transition from institution-centric paradigms to patient-oriented frameworks. This transformation
requires the re-engineering of EHR. Fortunately, some previous studies have been conducted to
explore this topic. Through database pattern analysis, Delphi method consultation, and evidence
mapping, researchers have delineated four paradigmatic models for transparent health data

disclosure?’. As for technical solutions, one of the studies shows that by leveraging blockchain



technology, healthcare platforms can grant patients ownership of their health data based on the
analysis of regression and structural equation modeling?®. The underlying rationale for employing
blockchain in constructing EHRs lies in cryptographic hashing and chain structure, which ensure
health data integrity?®. Concurrently, to achieve consistency in health data, blockchain employs
consensus (e.g., Proof-of-Stake/Proof-of-Work) as interest coordination mechanisms*’. For
instance, if internal malicious actors attempt EHR tampering, decentralized validation protocols
automatically reject unauthorized modifications and impose potential penalties (e.g., foreclose
collateral in Ethereum 2.0 on malicious actors).

However, current research exhibit some potential drawbacks. First, its overreliance on
rebuilding EHR infrastructures imposes prohibitive adoption costs (e.g., new system integration)
and opportunity costs (e.g., legacy system decommissioning), disproportionately burdening small
or medium healthcare providers with limited technical and financial capacity. Besides,
asymmetric encryption may store private key with authenticated entities, enabling unauthorized
access by non-owners (e.g., compromised third parties) without biometric verification or zero-

knowledge proof (ZKP) verification of user legitimacy.

1.5 Brief Description of Privacy PIN Structure

Generally speaking, Privacy PIN is a Web3 extension developed by Solidity 0.8.20 and
JavaScript programming languages, designed to assist existing EHRs to satisfy the rights required
of data subjects under the GDPR. Structurally, the Privacy PIN consists of three modules, the
conventional EHR support module, the patient Web3 identification and management module, and
the health data encryption and storage module, as shown in Figure 4. Each module is tightly
integrated with others. The conventional EHR support module serves as the intermediary between
legacy EHR and Privacy PIN. The patient Web3 identification and management module

generates corresponding patient identity based on its predecessor, the conventional EHR support

10



module. Similarly, the health data encryption and storage module encrypts and stores health data

in the patient Web3 identity generated by patients Web3 identity management module.

—> Legacy EHR Workflow National ID/ Sequences correspondence
—> Privacy PIN Workflow SSN I m E;ﬁ:‘:y
—> Compatibility/Explanation

correspondence

Conventional EHR support )
fford i i 1t t
Patients o Blollri)g cal [EOmE Passkey cffrr;:ri)z T
| J L J s |e| Public Key

£

{ g 'd 3\
Sequences
seek in EHR ¢b
medical L J L J
service identifier identifier H-data
( ) ( ) storage
SQL IPFS
. J A ot
centralized decentralized
storage storage

Health capsule mint and transfer Web3
w Health Data NFTs Hidibess
. > 8 i

Patient Web3 Identification & Management

Figure 4: Privacy PIN Fundamental Workflow

1.6 Research Objectives, Goal and Aims

Regarding the existing EHRs, with the consideration of development cost,
implementation timeline, and architectural flexibility, redeveloping EHR for GDPR adherence
represents uncertain resource consumption. Concurrently, legacy EHRs become trapped in
technological inertia, considering the initial cost of construction. Could standardized plugin
architectures deliver GDPR compliance across heterogeneous EHR platforms without major
system modifications and eventually achieving significant improvements with low cost and fast
implementation? Privacy PIN is proposed under this assumption to help EHR systems meet the

key requirements of the GDPR with contributions toward WHO Sustainable Development Goals

11



(SDG 3, SDG 7, and SDG 10). This study proposes an innovation framework for Privacy PIN to

realize the aims:

@ Aim 1: Implement JavaScript and Solidity program languages for encrypting patient
health data using Passkey biometric features, subsequently storing the encrypted
payloads as ERC-721 NFT within blockchain addresses cryptographically linked to

physical identities like Social Security number of patients.

@ Aim 2: Conduct black-box testing on encrypted health NFT concerning subject rights

through MetaMask on Ethereum Sepolia Testnet.

@ Aim 3: Carry out a performance analysis of Privacy PIN on Ethereum scalability

solutions and explore the cost-effective environment for massive adoption.

@® Aim 4: Develop a conceptual middleware enabling bidirectional data synchronization

between Privacy PIN and legacy EHR systems to facilitate global health adoption.

12



2.  Methods
2.1 Delphi Method

This research consulted a total of six specialists from University of Zurich blockchain
center, Switzerland, Hedera Hashgraph and Internet Computer (Dfinity) about how to help EHR
realize GDPR under the concept of Privacy PIN or blockchain, especially right to object to
processing and right in relation to automated decision making and profiling, which are technically
complex. The whole process involved the topics about the definition, classification, and
application of zero-knowledge proofs, comparison of consensus mechanisms, performance, and
features across various blockchain platforms, also the feasibility and potential challenges of

constructing a blockchain-based EHR.

2.2 Sandbox Simulation and Quality Evaluation

Sepolia Ethereum Testnet serves as a sandbox environment for Ethereum Mainnet by
maintaining full parity in consensus mechanisms and architectural construction, which enables
developers to validate smart contract reliability under mainnet equivalent conditions. In this
research, we deployed Privacy PIN on Sepolia Ethereum Testnet to emulate mainnet performance.
Subsequently, to evaluate whether Privacy PIN functions correctly on Sepolia Ethereum Testnet,
this research employs the black-box testing methodology by treating Privacy PIN as a black box,
deliberately disregarding its internal architecture. The assessment focuses exclusively on output

validity, which ensures quality verification of Privacy PIN.

2.3 Performance Analysis
As mentioned above, Ethereum is evolving toward high performance and scalability
under many resolutions like side chains or Layer-2. However, quality evaluation has been

exclusively conducted on Sepolia Ethereum Testnet, the simulated Layer-1 Ethereum
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environment, to perform black-box testing of Privacy PIN and verify its compliance with GDPR
major requirements. Consequently, performance analysis is imperative to evaluate Privacy PIN
on these resolutions, including gas costs, block throughput, and the cost-effectiveness ratio of its
deploying, eventually establishing a theoretical framework to support its massive adoption in

global health. This research selected Polygon and BASE mainnet to conduct the analysis.
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3. Results

According to GDPR, individuals, which specifically refer to patients in global health
setting, should have right to be informed, right of access, right to be forgotten, right to
rectification, right to restrict processing, right to data portability, right to object and right in
relation to automated decision making and profiling. Privacy PIN is architecturally designed to
enable legacy EHR to satisfy these rights. Given the sensitivity of health data, for illustrative
convenience, this research selected Ethereum Sepolia to demonstrate the operational logic and
compliance mechanisms.

3.1 Pathways for right to be informed, right of access and right to data
portability

The right to be informed means that patients should be provided with transparent and
easily comprehensible information regarding the collection and processing of their health data.
Privacy PIN is designed to ensure that patients are informed about the collection, processing, and
usage of their health data, thereby fully safeguarding their right to be informed.

Privacy PIN is implemented through two modules: the conventional EHR support module
and the patient Web3 identification and management module, which jointly establish biometric-
anchored cryptographic key pairs for patients. The public key serves as a verifiable credential
within Privacy PIN, while the private key functions as a cryptographically secure authentication

mechanism, or the password of the public key, as shown in Table 5.
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Table 5: Web3 Identity Combined with Legacy EHR

Traditional EHR Patients Identity Sequences (Pseudonym)

Name Smith Andrew

SSN 921-291-1929

StatelD 99ddk3tkff490£f40-90290

Extend the above identity to Web3 Identity Sequences

Mnemonic enjoy garment twelve wrong used pitch harbor palm poem lawn tumble income

PublicKey  0x2D59616cE540A27dF7d426064002099a153EFSDA

PrivateKey  8c391bd0eb60be38b23fdc9245eb637de010efbab4cac78475263939174f42¢3

Chain Ethereum Sepolia (Testnet)
Explorer https://sepolia.etherscan.io/address/0x2D59616¢cES40A27dF7d426064002099a153
EF5DA

Subsequently, the health data encryption and storage module tokenizes health data into
NFTs, which are cryptographically bound to the Smith Andrew Web3 identity above. Smith
Andrew retains full self-custody of his account, with recovery mechanisms enabled through
JSON files, mnemonic words, private keys, or biometric authentication, and also accessible
across any Internet-connected device without constraints?®,

The lifecycle of health data NFTs is executed on Ethereum, validated through
decentralized consensus protocols. All transactional metadata are immutably formatted as hash
digests, cryptographic fingerprints comprising alphanumeric strings*. Patients may
autonomously track these records through blockchain explorers (e.g., Etherscan or Blockchair)
and configure automated notifications, thereby fulfilling right to be informed.

The right to data portability allows data subjects to transfer their data from one data
controller to another. For Privacy PIN, this right specifically refers to the ability to move health
data across different spaces according to either objective criteria or subjective preferences. In
practical healthcare scenarios, the necessity for patients to migrate health data arises when they
perceive that their Web3 health identity private key has been compromised. For example, if
mnemonics or private keys are not securely stored and become known by others, patients
establish a new Web3 health identity and seek to transfer their health data from the legacy
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account. Since the health data has been minted as NFTs, the migration process is streamlined
through the invocation of transfer function, enabling seamless ownership reallocation without
requiring intermediary validation or complex procedural steps, as shown in Table 6, take Web3
health account of Smith Andrew as an example.

Table 6: Hash of Minting and Transferring Health NFT

Methods: Mint Health Data NFT

From 0x2D59616cE540A27dF7d426064002099a153EF5DA
Interactor 0x430165B0D0e6d144190982C5¢6B0BeB39Cf8aCC4
Hash 0x021a41ef591b71e0falfcd5e3¢c298e8d25b26d17f73acc120a5acb04c9d42c8c

Height 7803963

Explorer  https://sepolia.etherscan.io/tx/0x021a41ef591b71e0falfcdSe3c298e8d25b26d17f73ac

c120a5acb04c9d42¢c8¢
Methods: Transfer Health Data NFT
From 0x2D59616¢cES540A27dF7d426064002099a153EF5DA
To 0x6¢D6592b7D2A9b1E59A A60a6138434d2fE4CD062
Hash 0x656¢441a96054121838e988fd8e3d079¢ebdead 1b4cObf2cbOaedcada72cd4ef6o

Height 7824262

Explorer  https://sepolia.etherscan.io/tx/0x656c441a9605412£838e988fd8e3d079ebdead 1b4c9b
f2cb0aedca4a72cd4ef6

The right of access allows data subjects to be aware of their data, which is reflected in
whether data subjects can fully access the details of the NFT that records their health data after
authorization. Typically, the central requirement for NFT is a metadata JSON file, the content as
shown in Table 7, which means the right of access focuses on whether this metadata within the
NFT is fully disclosed to the data subject, ensuring complete access to the embedded health data.
Normally, after a completed diagnosis, Privacy PIN will transfer the diagnostic record to the
patient’s account in the form of the NFT. Once the transfer is finished, the patient should be able

to access the NFT containing their health information.
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Table 7: Format of Metadata JSON File in NFT

Part Purpose

Description Health data encrypted with Passkey carried by the NFT
External URL External IPFS service provider

Image Picture NFT shows, normally fixed

Name Usually the electronic health record title

Attributes Patient characteristics, such as past medical history

Storing health records such as the string "cough" in plain text is not feasible, which is

why legacy EHR has faced severe consequences following data breaches. To address this,

Privacy PIN employs biometric values and an encryption matrix, ensuring that only patients can

access the description of their NFT using their biometrics, as shown in Figure 5.

—> Legacy EHR Workflow ——> Privacy PIN Workflow ——— Compatibility or Explanation
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Data Input

Ge te
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J

Diagnose
Healthcare
Institution

Generate

Derive

Private Key

Meatdata

Encryption

Decrypt

As shown in Table 8, the encryption including biometric values and an encryption matrix

Collect & Create
—>| Biological Info

> Passkey

Figure 5: Passkey Encryption NFT Workflow

converts health data into string begins with hGWIKd, which remains indecipherable to

unauthorized entities yet permits Smith Andrew to decode into original plain text values "Cough".

Table 8: Specific Data Content of Health Data Encapsulated in NFT

Username tester-01

Plaintext Cough

BiometricID  hGWIKdJIAEKAxQalceeD7cBnvWaM

Matrix Custom, such as random string cutting

Encrypted hGWIKdJIAEKAxQalceeD7cBnvWaMYjg3ZWYzMzEtYmYzY SOONm
data

IPFS CID bafkreihto6nog754utxykwn3jiklffnmchbwdgyq3bnz4ypsfcj2xcemlti
Address 0x6cD6592b7D2A9b1E59AA60a6138434d2fE4CD062
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Chain Ethereum Sepolia (Testnet)

Block Height 7791378

Hash Value 0x038fbe0f63cd0f743a186fc12c494d8328420f24021917f2a1316d3cad126c04

These three rights, right to be informed, right of access, and right to data portability,
constitute the fundamental rights of patients over their health data stored in EHR with Privacy
PIN. The realization of these rights does not modify the health data itself but rather reflects the
sovereign control of patients, dynamic management capabilities, and transparency over their
health data.

3.2 Pathways for right to rectification, right to be forgotten and right
to restrict processing

Different from right to be informed, right of access and right to data portability, the right
to rectification, the right to be forgotten and the right to restrict processing
represent supplements to health data itself. The concept "supplementation" is chosen over
"modification" because once health data is recorded on Ethereum, it becomes immutable.
Consequently, updates can only be appended to existing health data rather than altering original
records. The advantages of this approach are twofold. First, it is capable of ensuring a transparent
audit trail of all health data flows, eliminating risks of human tampering for illicit purposes like
insurance fraud. Second, it also enhances the timeliness and precision of patient health data
updates, and the most significant, establishing a collaborative framework between healthcare
providers and patients. In conventional EHR systems, data correction responsibilities lie solely
with hospitals. However, in Privacy PIN, patients are empowered to actively manage their health
data, with both the authority and obligation to append any updates following review. This fosters
patient engagement, raises awareness of health data stewardship, and enables them to better

understand what is public health through participation in personalized health data governance.
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Traditionally, the right to rectification has been viewed as an obligation of the data
producers. However, the data producer might be imposed on the data subject without their full
knowledge, leading to risks that are disproportionate to their rights and obligations. Therefore, an
effective mechanism should be in place to allow the data subject to make corrections
independently, rather than being passive in traditional interactions. Granting the data subject the
right to rectification ensures an equitable balance between their rights and responsibilities.
However, it also introduces the risk of incorrect modifications by the data subject. In other words,
permitting the data subject to modify metadata does not guarantee the accuracy of the
modification. Some errors may occur, whether unintentionally or deliberately, potentially
resulting in a discrepancy between the electronic health data and reality. Therefore, after the data
subject attempts to modify inaccurate health data, we still require healthcare institutions to verify
and approve the modification. If the approval is granted, the modification is successful. If the
approval is denied, the modification attempt is recorded due to the blockchain immutability, but
remains current data. The process involves the data subject uploading the metadata to IPFS
through the frontend, where the IPFS network retrieves the URL. Subsequently, the healthcare
institution reviews the modification and uses the IPFS API to determine whether to update the
NFT corresponding URL.

The entire process of health data amendment, from proposal submission to audit and final
implementation, can be automated through smart contracts. Consider a scenario where a patient
identifies discrepancies in their health data recorded by a healthcare institution and submits a
revision request through their Web3 identity. The request is digitally signed using the private key
of patients to ensure encrypted transmission and authenticate its origin, thereby preventing
impersonation. Upon receiving the request, the smart contract verifies the digital signature

authenticity through the patient’s public key. Following successful validation, the smart contract
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triggers a review by the healthcare institution. If the institution approves the revision, the smart
contract autonomously updates the health data NFT to incorporate the amended content.

The right to be forgotten refers to the data subject ability to request the deletion of their
data, representing a significant right held by the data subject over their health information. This
right is primarily reflected in the ability of the data subject to make unconditional requests for
data deletion, with the expectation that all information related to them will be irreversibly deleted.
In traditional EHR, this directive carries two main risks. The first is the recoverability of the
health data, meaning there might be reversible pathways during the data deletion process. The
second is the untraceability of the deletion process, meaning the data subject cannot verify
whether the EHR has truly deleted the data and has no effective mechanism to assist in this
determination*’. The emergence of Ethereum addresses these issues. The data deletion process is
irreversible, permanent, and traceable. The underlying principle is that when a data subject issues
a data deletion request, the smart contract transfers the NFT recording the health data from the
data subject address to a burn address, an address with no associated private key, essentially like a
lock for which no keyhole has ever been created*!. Once the transfer is complete, the NFT with
health data is permanently and irreversibly removed from the entire EHR, and a hash value is
returned as proof of removal. The data subject can use this proof to trace the deletion process on a
blockchain explorer, confirming whether their data has indeed been destroyed, as shown in Table
9.

Table 9: Hash of Burning Health NFT to Satisfy Right to be Forgotten

Methods: Mint Health Data NFT

From 0x6cD6592b7D2A9b1E59A A60a6138434d2fE4CD062

To 0x000000000000000000000000000000000000dEaD

Hash 0x12£28c077850f2fda7e8b3fe48fcd86d0125f27107f2ed3 1ae78405db074d799

Height 7824331

Explorer https://sepolia.etherscan.io/tx/0x12f28c077850f2fda7e8b3fe48fcd86d0125{27107f2ed
31ae78405db074d799
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Right to restrict processing refers to the ability of a data subject to limit the way their data
is processed under certain circumstances. The data subject should have the right to decide how
their data is handled, including whether it can be disclosed to specified third parties and purposes
for which third parties may use it. This right also empowers the data subject to be informed about
such processing. Privacy PIN implements the right to restrict processing by integrating the lock
functionality defined in EIP-5058, enabling patients to independently lock or freeze their health
NFTs to halt further processing of their health data. Once locked, the health data can only be
unlocked through authorized cryptographic signatures or Passkey authentication from patients.
3.3 Pathways for right to object to processing and right in relation to
automated decision making and profiling

This section combines the right to object to processing and the right in relation to
automated decision making and profiling because implementing these GDPR requirements using
blockchain necessitates the introduction of emerging governance mechanisms and technical
approaches, which are technical extensions of the smart contracts used to realize the right to
rectification, right to be forgotten, and right to restrict processing. The implementation of the
right to object to processing and the right in relation to automated decision-making and profiling
requires more sophisticated blockchain technologies: DAO and ZKP.

Firstly, the right to object to processing refers to the data subject ability to oppose the
processing of their health data. In certain circumstances, the data controller or processor is
obligated to comply with the data subject objection. In traditional EHR, the boundaries between
consent and objection are often blurred and may be influenced by the context in which the data
subject is situated, such as changes in emotions during health consultations, or implied consent*?.
Consequently, unclear informed consent may make it challenging to assign responsibility. When
health data risks are exposed, the data subject may attempt to deny consent for data sharing to

avoid liability.
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This research drew upon the governance framework of DAO, an emerging paradigm for
decentralized governance where organizational rules and operational logic are codified into smart
contracts, enabling autonomous operation without centralized control or third-party intervention®.
To operationalize the right to object to processing, Privacy PIN employs ERC-20 protocol and
generates cryptocurrency, holds no monetary value but grants holders governance rights over
their health data like votes***. Voting weights are dynamically calibrated to comply with
regulatory requirements, analogous to shareholder proposals in publicly traded companies. Here,
more specifically, tokens function as "shares without value", allowing stakeholders to propose or
veto decisions. As primary custodians of their health data, patients are allocated more than 51%
of governance tokens, granting them decisive authority over proposals involving data processing.
For instance, if a healthcare institution proposes sharing patient data with the Centers for Disease
Control and Prevention (CDC) for epidemiological research, patients may vote to accept or reject
the proposal. However, real world implementation may deviate from this ideal due to third-party
regulatory oversight, necessitating context dependent adjustments to token-weighted governance
models.

As for right in relation to automated decision making and profiling, automated decision
making refers to the process of using programs to automatically analyze and evaluate user
behaviors, interests, financial statuses, etc., then make decisions based on these analysis. In
reality, TikTok-targeted advertising is an example of automated decision making*. This
advertising is based on specific algorithms that create a personalized profile of users based on
their past behaviors. While this design helps tech companies achieve precise user targeting, it also
leads to issues like data discrimination, which seriously harms consumers related rights, moreover,
with the deepening of algorithms, society might ultimately face the pitfalls of algorithmic tyranny

and data hegemony*’*8, In the realm of EHR, the risks could be even greater than those in simple
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online shopping. If automated decision making provides patients with incorrect medical guidance
or health information, it could result in severe consequences threatening patient safety.

Under GDPR requirements, data subjects should have the right to object to automated
decision making. Therefore, Privacy PIN aims to prevent individuals from suffering unfair or
uncontrollable consequences due to decisions made solely by algorithms or automated systems.
Fundamental to this approach is the integration of ZKP to obscure patient profiling, thereby
mitigating algorithmic recommendations. ZKP refers to cryptographic protocols enabling one
party to prove possession of specific information or data to another party without revealing the
actual data. In the context of health data, ZKP provides the algorithms with only proofs rather
than detailed records*. For example, when a patient connects their Web3 health identity to an
insurance provider for policy enrollment, and the insurer requests access to patient information
under exclusion clauses, the ZKP mechanism will only validate specific criteria (e.g., whether the
patient has a particular disease) through a binary response (yes/no), without disclosing extraneous

details such as income or family background.

3.4 Heterogeneity and Disparities in Sepolia, Polygon, and BASE

This research deployed identical smart contracts on Sepolia Ethereum Testnet, BASE
Mainnet, and Polygon Mainnet under an equivalent operational environment, and the transaction
hashes can be found in Appendix A due to the traceability and immutability of blockchain.
Achieving 10-block confirmations signifies finalization according to the practice.

As shown in Figure 6, results indicated BASE and Polygon exhibit per-block
confirmation latencies of around 2 seconds”, whereas Sepolia requires around 12 seconds.
Consequently, BASE and Polygon achieved 10-block confirmations simultaneously. The gas fee

BASE consumed was 0.000674 ETH (= 1.40 USD)"*,while Polygon consumed 0.008086 POL(~

0.0018 USD)"™, demonstrating Polygon cost efficiency. This elucidates why numerous projects

24



migrated to Polygon during the 2021 cryptocurrency bull market. Such low transactional
overhead positions Polygon as an imperative environment for Privacy PIN global health

deployments, fostering equitable accessibility in health informatics infrastructure.
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Figure 6: Time Consumption of 10 Confirmations across Sepolia, Polygon, and BASE

* Due to the architecture of Layer-2 networks, which rely on sequencers to aggregate batches from Layer-2 to Layer-1
(Ethereum Mainnet), the term "confirmations" here refers specifically to sequencer confirmations.
**The price is calculated as of the Ether price in 21:40 UTC+8, 25th March 2025, from Binance.
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4. Discussion

4.1 Strengths and Limitations

Privacy PIN proposes an innovative EHR compliance framework by leveraging NFT
encapsulation with patient biometric data encryption and matrix transformation, integrating
decentralized storage with IPFS. This approach aligns with global regulatory trends converging
toward GDPR, particularly in safeguarding data subject rights.

In addition to help existing EHR satisfy GDPR requirements, Privacy PIN empowers
patients with complete ownership of their health data, which may not only help them get
acquainted with health status without the worry of losing data due to the vulnerability of
centralized servers but may also help them improve the awareness of effective health data
management, as the patients are the first primary custodians of health data. Besides, Privacy PIN,
concentrates on the patients, provides another imperative value, which is the potential solution in
the integration of scattered health records among various medical institutions and breaking down
health data silos, eventually realizing possible health data synergy, coordination and excavation.
Its benefit is twofold. For patients, they no longer have to reconcile disparate health data sources
and may save time. Meanwhile, mutual recognition of health data across different medical
institutions helps them to avoid redundant examinations and reduces potential financial burdens.
As for medical institutions, the advantages are also realistic, it may optimize internal workflows
and interdepartmental collaboration, also enhance the efficiency of medical resources. Regarding
government departments, it may help them better comprehend the public epidemiological trends
and propose appropriate public health policies.

However, advanced features such as ZKP and DAO remain conceptual due to their
complexity in blockchain. While Privacy PIN has undergone some simulations on Ethereum

testnet, scalability challenges still persist, including untested performance under real-world
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clinical workflows and challenges posed to the monopoly of Ethereum. Also, the monopoly role
of Ethereum is being challenged by emerging new blockchains like Solana, SUI, and Tron,
especially its market behavior, may cause some holders or developers to lose confidence. If
Ethereum is displaced by other challengers, Privacy PIN is necessary to rebuild on their
programming languages and consensus mechanisms. A more important limitation is health data
itself, theoretically it enables the commercial transfer of NFT which encapsulate health data to
third parties for economic gain. Widespread behavior like this may form an unregulated trading
market for these NFTs. More precisely, when patients have absolute control over their health data,
they can sell their health data NFT to third parties with unknown risk for profit theoretically and

technically>’, which transforms it into an opportunity for reaping benefits.

4.2 Implications for Practice

How to effectively integrate Privacy PIN into the existing EHR is an imperative factor to
promote its massive adoption in practice. For a traditional EHR, it is generally composed of three
parts according to the design principle of the program, the interface, the backend, and database.
Therefore, the key points of Privacy PIN integration with the existing EHR lies in two places,
firstly, how to allow the existing EHR to communicate with the Ethereum blockchain. The second
is how to embed the Web3 identity with Passkey biometrics into the backend and database of the
existing EHR. As shown in Figure 7, Web3.js, a kind of JavaScript provided by Ethereum to
developers, is utilised to enable interaction with Ethereum while being introduced through import
statements’!. Secondly, the Passkey calling Touch ID or Face ID module is placed in the backend
of EHR, and the encrypted key, Web3 address, and the original identity sequence are combined to

identify one specific person.
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—> Privacy PIN Workflow
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Figure 7: Integration Workflow
This research provides two examples in the appendix section. One is a simple demo that
uses passkey to create patient identities and connects to MetaMask or OKX Wallet to create NFT
with encrypted health data, and the other is a simple EHR built in JavaScript that mimics the

basic functionality of a traditional EHR and incorporates Web3 identity sequences.

4.3 [Ethical Consideration

Privacy PIN offers a cost-effective and innovative way for existing EHRs to meet the
regulatory requirements of the GDPR, but it still deserves to be considered ethical. This research
takes advantage of ethical principles (autonomy, nonmaleficence, beneficence, and justice) to

analyze potential ethical dilemmas, as shown in Figure 8.
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Figure 8: Ethical Dilemmas Confronting Privacy PIN across Ethical Principles
From the ethical perspective of beneficence, Privacy PIN primarily serves as a

complementary part of traditional EHR with GDPR compliance. Its capacity to achieve health
outcome maximization remains contingent on its application context. For instance, if EHR data
quality is inherently deficient, which fails to accurately characterize patient health status, Privacy
PIN will also become constrained, in other words, this parasitic relation limits the beneficence of
Privacy PIN to some extent. In this scenario, it is better to build Privacy PIN as an auxiliary part
of social media like mini-app in WeChat or bots in Telegram or provide telephonicor or SMS-

based platforms to realize fundamental EHR safeguard.
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Regarding justice, it widens the digital divide in the public health industry to some extent.
Developing nations, particularly those in sub-Saharan Africa, are disproportionately affected by
the world's most lethal epidemics, including HIV, malaria, and tuberculosis. In many areas, they
still use paper to store health records. Under the circumstances, it is a realistic challenge for the
local government to exploit the power of Privacy PIN to improve the management of health data
in EHR. In practical implementation, some inexpensive micro single-board computers like
Raspberry Pi or Orange Pi, equipped with diminutive photovoltaic panel, can provide electricity
for light Privacy PIN, which can support fundamental functions of EHR and satisfy GDPR
requirements, may become one breakthrough approach to address the issue of justice.

For autonomy, the comprehension of professional jargon that Privacy PIN involve, like
Passkey, NFT, blockchain, or IPFS, requires fundamental knowledge of Web2 and Web3, which
is distant for average patients, eventually causing a threshold for them to fully understand the
technical norms. Also, ethical review about this aspect for IRB committee is a challenging work
if the academic backgrounds of members do not include Web3. Therefore, methods for
simplifying complex concepts above may be considered. Take chain abstract as an example, it is
capable of concealling heterogeneity of diverse blockchains and providing one unified layer that
enables seamless experience, simultaneously, it also provides plain and straightforward
explanation for patients who would like to gain a deeper understanding, designed to reduce the
challenges associated with conceptual complexity.

Towards nonmaleficence, though Privacy PIN design adheres to this principle, the
potential data black market still threatens it. More specifically, when patients have absolute
control over health data, they can sell their health data NFT to third parties with unknown risk for
profit theoretically and technically, when things like these get to large scale and become common
practice, eventually, the formation of a black market will be possible. This potential risk

necessitates the introduction of freeze command or any other restrictive string in the construction
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of smart contract, especially under the governmental principles, to protect domestic national

sensitive health data.
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5. Conclusion

This research innovatively proposes Privacy PIN as a resolution to enhance existing
legacy EHR in compliance with GDPR requirement while circumventing overexpansive
reconstruction costs, financially and materially, which bridges the gap in implementing
interdisciplinary technologies, including blockchain, IPFS, and Passkey to enhance legacy EHR
compliance under GDPR. The innovation of the research lies in constructing corresponding Web3
identity sequences atop legacy EHR, utilizing Passkey, which collects biometric recognition to
achieve individually different encryption of health data for patients, and tokenizing health data
with the property rights and health data separation mechanism, eventually fulfilling the
requirements of GDPR. However, this research remains limited. Ethically speaking, the
complexity of Web 3 concepts like NFT may confuse the stakeholders in global health, especially
the patients from the aspect of informed consent, together with the moral hazard from potential
black market. From global health perspective, although Privacy PIN enhances GDPR compliance
for legacy EHR, it simultaneously exacerbates the digital gap in developing countries like Sub-
Saharan Africa. These limitations are all areas that deserve future research and policy intervention

later.
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Appendix A

@ Warning for Readers: This study emphasizes that all cryptographic keys (public/private
key pairs) and hash functions referenced, though operating within an Ethereum testnet
environment, retain full technical validity and functional equivalence to live network
implementations. Consequently, readers are cautioned against transferring Ether or any
other EVM-based assets to the addresses described herein, as such actions may lead to
irreversible asset loss or unauthorized access due to the immutable and non-custodial

nature of blockchain transactions.

@ Testing Environment: Chrome 133.0.6943.142 (arm64) with MetaMask 12.12.0 on

Ethereum Sepolia Testnet (2025 Q1, before Prague)

@ Testing Chain Configuration

Name: Sepolia Testnet
URL: https://sepolia.otterscan.io
ChainID: 11155111
NetworkID: 11155111

Token: ETH

@ Passkey NFT Source Code Disclosure:https://dongfang-wu.com/newpasskey.html

@ Integrated EHR Demo on GitHub: https://github.com/BlockBeat7/Blockchain EHR

@ The transaction hashes generated during testing on Polygon and BASE Mainnet are as
follows:
OxalaOba415ad50a80076ff9d87ac1003e23795877dfacdff222fdc77d341abc41(Polygon)

/0xb2d79aa0ee69042b3ccb99c7eald4c25¢c49eceasSbf551a7¢9e1b30d80b4d8d34(BASE)
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