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Executive Summary

Research Question

Should the United States adopt data subject rights similar to those contained in Articles 15 and 16 of the General
Data Protection Regulation (GDPR)? Specifically, do the protections offered by these rights outweigh potential
compliance burdens — and do these burdens differ by enterprise size and sector?

Background

In 2018, the European Union passed data governance legislation known as the General Data Protection
Regulation (GDPR). The US lacks an equivalent policy, but many privacy advocates, politicians, and
representatives from the technology community agree that the passage of a comprehensive privacy law is
imminent. By examining the GDPR’s impact on businesses, researchers can predict the effects of a similar law
within a US context.

Many critics of the GDPR have speculated that certain aspects of the regulation may disproportionately harm
small- and mid-size enterprises (SMES), but few studies support this claim. Existing literature suggests that the
GDPR’s data subject rights contained in Articles 15 and 16 (the right to access and rectify data) are the most
difficult for businesses to comply with. This paper looks specifically at whether compliance challenges associated
with Articles 15 and 16 differ by business size and sector.

Methods
Three types of data have been synthesized to best answer the policy question:

e Privacy Policy Dataset: A content analysis of 150 privacy policies to determine how enterprises of
various sizes are publicly addressing Articles 15 and 16 of the GDPR (50 small, medium, and large
businesses, obtained through websites).

o Follow-up Questionnaires: Brief questionnaires sent to enterprises via email. These questionnaires were
intended to provide further information about specific compliance challenges related to Articles 15 and
16. Eight questionnaires were completed.

o Data Subject Access Requests: An observational analysis of 30 companies’ data access request processes,
from initial request to completion.

Findings

Evidence suggests that SMEs have less time to dedicate toward privacy efforts. Just over seven percent of
SMEs (and zero percent of large companies) had not updated their privacy policies since before the GDPR was
implemented in May 2018.

While there is little confusion regarding the overall scope of the GDPR, small and mid-size enterprises are
less likely to be aware of the GDPR’s applicability. A vast majority (85 percent) of companies demonstrated
awareness of their GDPR-related obligations within the privacy policies. However, SMEs were roughly 16
percentage points less likely to acknowledge these obligations.

Compared to small and mid-size businesses, large businesses do a better job of clearly explaining Articles
15 and 16 within their privacy policies. Based on a statistically significant OLS regression, large businesses
have a 92 percent predicted probability of clearly explaining these rights, compared to an 80 percent predicted
probability for mid-size businesses and 68 percent for small businesses. Clarity also varies by sector. The
management, manufacturing, and information sectors had high respective probabilities of 100, 94, and 88 percent.
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The two sectors with the lowest probabilities were the administrative/support/waste management and utilities
sectors, with respective probabilities of 50 and 25 percent.

Small and mid-size enterprises are less likely to provide consumers with a way of accessing or rectifying
their own data. SMEs are 15 percentage points less likely to have automated methods for processing data subject
access or rectification requests (DSARS).

Neither size nor sector were strongly correlated with an enterprise’s ability to fulfill access requests. All
companies successfully fulfilled between 70 and 80 percent of their access requests. However, SMEs were
quicker than large enterprises. SMEs took an average of just half a day to fulfill an access request, while large
businesses took an average of four and a half days.

All companies, but especially SMEs, should strive to be more accessible to consumers. Eighteen percent of
SMEs did not provide an email address within their privacy policy, compared to eight percent of large companies.
This statistic excludes companies with other methods of submitting a DSAR, such as a form or some other type of
automated method.

SMEs are less likely to hire and retain privacy staff. Of the four SMEs who responded to the questionnaire,
only one had a position dedicated exclusively to privacy or compliance. All four of the large organizations who
responded had either a privacy manager or department to fulfill access requests.

Evidence suggests that SMEs do not view business changes related to Articles 15 or 16 as a burden. Three of
the four questionnaire respondents who represented SMESs noted that their business had undergone changes to
comply with Articles 15 and 16 of the GDPR. However, none of the three SMEs indicated that these changes
were viewed as a challenge or a burden.

Recommendations

SME-Specific Recommendations
1. Take advantage of existing privacy resources.

General Recommendations
1. Conduct further research to gauge how valuable

the rights to access/rectify data are to consumers.
Companies (even large companies that collect a high
volume of data) are receiving few requests to
access/rectify data. Further research should determine
whether this phenomenon is due to apathy, a lack of
awareness among consumers, or other factors.

If research determines that these rights are valuable to
consumers, the US should implement data subject
rights similar to Articles 15 and 16 of the GDPR.
Disparities between SMEs and larger enterprises exist,
but SMEs generally view GDPR compliance as a cost
of doing business.

If the US passes a federal privacy law, the regulating
agency should plan a promotional campaign to
assist SMEs with compliance. The agency could host
a central repository for free or low-cost privacy tools.
Promoting these tools could help mitigate the
disparities between SMEs and larger enterprises.

Many nonprofit and private-sector organizations
have developed educational tools to help
businesses comply with various privacy
regulations. SMEs can fill privacy-related
knowledge gaps by utilizing these resources.

. Strive to be more accessible to consumers.

Roughly 15 percent of companies (18 percent of
SMEs and 8 percent of large companies) failed
to provide consumers with a valid way of
exercising their data subject rights. The best
way to increase accessibility is to dedicate more
resources toward privacy efforts.



Research Question

Should the United States adopt data subject rights similar to those contained in Articles 15 and
16 of the General Data Protection Regulation (GDPR)? Specifically, do the protections offered
by these rights outweigh potential compliance burdens — and do these burdens differ by
enterprise size and sector?

This question is addressed for New America. New America is interested in helping the United
States avoid unnecessary compliance burdens when crafting its own federal privacy law.
Specifically, New America hopes that the US will avoid implementing privacy provisions that
will exacerbate inequalities among businesses.

Hypothesis

Many cyber policy experts and business advocates have insisted that the GDPR is
disproportionately harmful to small and mid-size businesses. However, as the Center for
Democracy and Technology points out, “the evidence that GDPR itself has hurt small and
medium-sized businesses is anecdotal and ultimately inconclusive” (Jerome 2019).

If small and medium enterprises are disproportionately struggling to comply with the GDPR
(particularly Articles 15 and 16), this research will provide both quantitative and qualitative
evidence in the form of the following findings:
e SMEs will have privacy policies that are less clear/transparent about data subject rights
than the privacy policies of large enterprises
e SMEs will, on average, take longer to process data subject access/rectification requests
(DSARS)
e SMEs will express ambiguity regarding the GDPR’s scope (i.e., SMEs will not know
whether the GDPR applies to them)
e SMEs will report challenges/burdens associated with GDPR compliance
e SMEs will be less likely to hire/retain dedicated privacy staff to fulfill DSARs



Background

In May 2018, the European Union became one of the first governments to pass broad data
governance legislation. The General Data Protection Regulation (GDPR) applies to all
enterprises that “process the personal data of EU citizens or residents,” regardless of where the
enterprise is physically located (Wolford, 2020). Under the GDPR, enterprises must fulfill
various privacy-related obligations aimed at protecting consumer data. For example, enterprises
can only collect data for necessary purposes, and they must document consent before collecting
any data. Companies can incur fines of up to 20 million euros or four percent of total worldwide
turnover (Thomson Reuters, 2018).

Aside from several sector-specific laws, the US lacks a comprehensive data governance policy.
Most companies are entrusted to govern themselves when it comes to data processing. However,
many cyber policy experts believe the US will pass a federal data governance law soon (Kokas
2020; Roose 2020; Rasch 2020).

With the passage of a US data governance law on the horizon, US lawmakers may look to the
GDPR as an example when crafting their own policy. Some states have already begun this
process; California, for instance, recently passed its own state privacy law (the California
Consumer Privacy Act) that shares many aspects of the GDPR (Jehl and Friel, 2018).
Researching the GDPR and its impacts on businesses and consumers can help New America
predict the effects of a similar law within the US context.

Review of Literature

Public Opinion and Political Climate

Data privacy is a uniquely bipartisan issue in US politics. With few exceptions, leaders from
both parties assert that companies are incapable of self-regulation. Even those who represent
powerful technology companies agree; Mark Zuckerberg, CEO of Facebook, recently claimed
that “we need new [data] regulation” in the US (Zuckerberg, 2019).

Despite this apparent consensus, experts and politicians disagree on the various components that
should comprise a federal data protection law. Republicans often support proposals that preempt
state privacy laws; however, they tend to oppose bills that allow consumers to take legal action
against companies that have violated their privacy. Democrats tend to support such a right to
action, but generally oppose state preemption. Comprehensive privacy bills have emerged
periodically in the House and Senate, but no proposals have become law as of April 2021.

While the broad idea of data governance has garnered bipartisan support, the GDPR is more
contentious. Public opinion is divided over the GDPR. Supporters claim it promotes better data
hygiene, cybersecurity, and trust (Onspring, 2019). Many argue that a uniform, centralized law
like the GDPR is necessary, considering how much data individuals share with companies every
day. Conversely, critics claim the GDPR negatively impacts the consumer experience (Forbes
Technology Council, 2018). These opponents believe that, in the absence of extensive data
collection, enterprises will no longer be able to provide users with a highly tailored experience.



Opponents further argue that the GDPR is disproportionately harmful to small- and mid-size
enterprises that have less money to allocate toward compliance.

Compliance and Enforcement

Because the EU only implemented the GDPR in mid-2018, research on its impacts is limited.
However, scholars unanimously recognize that complying with the GDPR requires a financial
investment up front. One study found that by May 2018, companies in the US and the UK had
already spent nine billion dollars preparing for GDPR implementation (Smith, 2018). According
to a Verasec survey from the end of 2018, 41 percent of enterprises said that their companies are
paying more than anticipated to comply (Verasec, 2018). Further research should identify
whether these costs were one-time costs associated with initial compliance, or whether they have
persisted. One report suggests that compliance costs appeared to be leveling off in 2019
(International Association of Privacy Professionals, 2019).

Early research shows that many companies (both within and outside of the EU) are not fully
GDPR-compliant. In some instances, non-compliant companies lack awareness of their own
requirements. In other cases, companies are not confident that they have fulfilled (or are capable
of fulfilling) all their obligations. The Verasec survey mentioned above found that 59 percent of
enterprises were not GDPR-compliant, even six months after the deadline. Another survey,
conducted at the end of 2018, found that 56 percent of companies were still “far from
compliance.” Nearly one in five companies claimed that compliance is “truly impossible”
(International Association of Privacy Professionals, 2018). In both surveys, about half of the
respondents were from the EU while the remainder were from the US and other countries. US
respondents in the IAPP survey reported higher levels of difficulty in fulfilling GDPR
obligations compared to EU respondents (International Association of Privacy Professionals,
2018).

Survey data from compliance solution firm PossibleNow reveals that data subject rights and
consent management processes were the most significant compliance challenges faced by
businesses. Out of 1,300 American companies impacted by the GDPR, 44 percent said that “right
to access” laws were the most challenging to implement (Possible NOW, 2019). “Right to
access” laws require the company to provide customers with a copy of their personal data upon
request, as well as the company’s purpose for collecting that data. Another 33 percent of
companies claimed that consent management was the most challenging aspect of compliance.
Consent management includes “capturing, storing and distributing consent” across the company.
As an important caveat, this survey includes responses from 1,300 firms of various sizes and
industries. This study did not examine whether a company’s size or sector affects its compliance-
related challenges.

Despite these studies, not all instances of noncompliance can be attributed to inability to fulfill
regulatory requirements. At least some instances of noncompliance are due to confusion or
misinterpretation of the regulation. According to a report from last year, many companies
claimed they lacked adequate guidance from governmental authorities (Deloitte, 2019). Several
privacy and cybersecurity experts have criticized the GDPR in the media for its ambiguity (Cool,
2018; Fazzini, 2019).



Each EU Member State has a Data Protection Authority who supervises GDPR compliance.
These authorities are independent organizations responsible for initiating enforcement
proceedings and administering fines. Member States appoint one commissioner or president to
oversee the authority’s work (PrivacyPolicies, 2020). Decisions made by the Data Protection
Authority can typically be appealed within Member States’ courts.

CMS, an international law firm, developed a website to track GDPR-related fines and penalties
(CMS, 2020). An early analysis reveals that “Data Protection Authorities generally did not
impose the maximum allowable fines, even for more serious violations” (Barrett, 2020). Some
Data Protection Authorities, such as those in the UK, Germany, Italy, and France, have a
reputation of being more stringent than others.

GDPR’s Impact on Small and Mid-Size Enterprises

Several scholars have researched the GDPR’s impact on small and mid-size enterprises (SMESs).
Small enterprises are generally enterprises with a staff headcount of 50 or less, while mid-size
enterprises generally have a staff headcount of 250 or less.

Some experts theorize that the GDPR might disproportionately harm SMEs. Studies suggest that
this theory may be somewhat accurate. One study published in Data Catalyst found that the
number of venture investment deals and the amount invested per deal decreased for all firms
after the GDPR took effect. However, the decreases were greater for small, newly established
firms (Jia and Wagman, 2020). Despite this correlation, small businesses remain optimistic about
the economic impact of the GDPR. According to 67 percent of small business leaders, the GDPR
is “unlikely to affect the growth of their companies” (GDPR Small Business Survey, 2019).

For various reasons, complying with the GDPR may be more challenging for SMEs. A survey
conducted in February 2018, roughly three months before the GDPR’s implementation, found
that less than ten percent of small businesses had completed preparations for compliance.
Roughly one third had not started preparing at all (Olly, 2018). This phenomenon could be
related to the fact that bigger firms (with more than 75,000 employees) allocate a higher
percentage of funds toward compliance technology than smaller firms (International Association
of Privacy Professionals, 2019). Despite this difference, the same report finds that privacy
spending per company employee is highest at smaller firms.

Further research suggests that some SMEs fail to comply simply because they are unaware of the
requirements. One qualitative study of SMEs in Portugal found that nine out of the ten SMEs
interviewed were unaware of the GDPR’s requirements. These SMEs struggled particularly with
understanding Acrticles 15, 16, and 17 of the GDPR, also known as data subject rights (Freitas
and Mira da Silva, 2018). With some exceptions, these articles grant consumers the right to
access, rectify, and delete the personal data that a company holds on them.

Impacts on Privacy/Security: Is the GDPR Effective?

Whether or not the GDPR actually protects consumer data is difficult to assess. Many have
questioned the GDPR’s effectiveness. Considering the widespread confusion surrounding
requirements and high rates of noncompliance, such skepticism is understandable.



Several studies link the GDPR to positive data protection metrics. One survey measured consent
collection practices among GDPR-compliant companies based in the US. Nearly two thirds (64
percent) of companies reported actively collecting consumer consent in 2019. This metric
represents a 26 percent increase from 2018 to 2019 (PossibleNOW, 2019). Roughly 75 percent
of firms also initiated “data deletion efforts” to minimize data retention. This finding suggests
that the GDPR effectively minimizes the amount of data collected by businesses (International
Association of Privacy Professionals, 2019). Unfortunately, the GDPR’s impact on data subject
rights are less certain. One survey from Talend revealed that 70 percent of companies were
unable to fulfill an individual's data access request within one month (Talend, 2019).

Gaps in the Existing Literature

The existing literature raises awareness of several limitations. Perhaps the most obvious
limitation is that the GDPR is still in its infancy. Many of the studies mentioned in this literature
review are from 2018 or 2019, less than one full year after the GDPR’s implementation. One can
reasonably assume that some of the short-run effects of the GDPR will not persist in the long-
run.

Further research must also be conducted to determine which specific regulatory requirements are
affiliated with the most significant compliance costs and burdens. Scholars have analyzed the
GDPR by its overall impact on firms of various sizes. Previous studies have calculated average
compliance costs for firms. Experts have also ranked specific regulations based on how much of
a challenge they pose to businesses. However, few studies break down the GDPR by its various
articles, leaving the following question unanswered: what are the compliance burdens related to
specific components of the GDPR? This study seeks to bridge this gap by examining compliance
challenges related to two specific articles of the GDPR: Articles 15 and 16.

Some studies have examined compliance challenges specifically related to SMEs. However,
most researchers who have studied GDPR compliance within SMEs have not compared their
findings to similar studies of large firms. Similarly, many studies that incorporate businesses of
various sizes do not disaggregate the data based on business sector. Without these comparisons,
distinguishing potential differences between firm size and sector may be difficult. This research
project attempts to address this limitation by incorporating and analyzing data from all three firm
sizes and a range of sectors.



Methods and Data Sources

This mixed-methods study focuses specifically on Articles 15 (right of access) and 16 (right to
rectification) of the European Union’s GDPR. Existing literature suggests that data subject rights
are some of the GDPR’s most challenging provisions for businesses (especially SMEs) to
comply with (Freitas and Da Silva, 2018 and Talend, 2019). These articles are particularly
salient within the context of the research question because some experts and legislators have
advocated for these rights to be incorporated into a federal US privacy law (Hunton Andrews
Kurth, 2020). Polling data also suggests that the two articles are popular among the general
public, as 80 percent of US adults wish they had more control over data collected by companies
(Auxier et. al, 2019). Thus, this study addresses a series of subquestions related to these two
principles:
e Do US-based companies that do business with the European Union face challenges
when complying with Articles 15 and 16?
o If so, do these challenges vary by company size or sector?
° Are these two principles effective in their goal of protecting consumer privacy?
o If so, do these protections outweigh potential compliance burdens?

To answer these questions, this study relies on data collected in three phases:

1. Privacy Policy Dataset
A content analysis of 150 privacy policies to determine how enterprises of various
sizes are publicly addressing Articles 15 and 16 of the GDPR (50 small
businesses/50 medium businesses/50 large businesses, obtained through websites).

2. Follow-up Questionnaires
Brief questionnaires sent to enterprises via email. These questionnaires provide
further information about specific compliance challenges related to Articles 15 and
16. Eight questionnaires were completed.

3. Data Subject Access Requests
An observational analysis of 30 companies’ data access request processes, from
initial request to completion.

Data from these three methods have been synthesized to compare the burdens and privacy
protections associated with Articles 15 and 16 of the GDPR.

Privacy Policy Dataset

The privacy policy dataset contains data from 150 enterprises. The dataset contains only
enterprises based in the US. All of the selected enterprises conduct business within the EU and
collect data from consumers, thus requiring GDPR compliance.

The dataset consists of three groups: small, medium, and large enterprises. This project uses the
European Commission’s size definitions (European Commission, 2016). Small enterprises
employ 50 or fewer persons, medium enterprises employ between 50 and 250, and large
enterprises employ more than 250 persons.

Most of the variables, including each company’s current employee count, North American
Industry Classification System (NAICS) sector code, and date of establishment, were acquired



from business information platform Crunchbase. Enterprises were initially filtered to meet the
aforementioned selection criteria, and then randomly selected in such a way that each NAICS
sector was represented at least once within each enterprise size category. The only sector that
was not represented within each size category was the Mining, Quarrying, and Oil and Gas
Extraction sector, as there were no small businesses in this sector that fit the selection criteria.
The selection of enterprises was completed in Excel.

Additional variables were added to the dataset by examining each enterprise’s online privacy
policy. The following data were recorded for each enterprise:
e Whether a privacy policy exists for each enterprise (Yes/no)
e Whether it is easily found (in clear language, located somewhere on the enterprise
homepage) (Yes/no)
Privacy policy URL
Date that the privacy policy was last updated
Enterprise contact information
Does the privacy policy address Article 15 of the GDPR? (Yes/no)
Does the privacy policy address Article 16 of the GDPR? (Yes/no)
Are the articles mentioned explicitly by name? (Yes/no)
Is the GDPR explicitly mentioned by name? (Yes/no)
Does the enterprise provide clear instructions for how to submit a data
access/rectification request? (Yes/no)
How much data can the user access/rectify themselves? (A = all, S = some, N = none)
e Other relevant comments

See Figure 1 in the appendix for the completed privacy policy dataset. Enterprise names and
contact information have been removed.

Follow-up Questionnaires

Follow-up questionnaires were distributed to supplement the privacy policy content analysis. The
questionnaire responses provide insight into the specific challenges businesses face when
complying with Articles 15 and 16 of the GDPR. These questionnaires also sought to determine
whether companies had to modify business practices to comply with the GDPR, and whether
companies are still experiencing confusion about the scope of the GDPR.

In qualitative research, telephone or in-person questionnaires are generally superior to email, as
they generate more candid responses while allowing the researcher to pick up on social cues.
Because candid responses or social cues would not provide any additional value for this project,
these questionnaires were conducted via email. See Figure 2 in the appendix for a list of
questions.

Data Access Requests

Neither the privacy policy dataset nor the follow-up questionnaires are useful in determining
whether companies are actually complying with data subject access or rectification requests. To
conduct a more authentic evaluation of compliance, 30 companies (10 small, medium, and large)
were sent a data access request. All requests were sent via email using a template from online
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data assistant software Mine (Mine, 2021). Various aspects of the request process were observed
and recorded, including:

e Initial access request date
Request completion date
Number of interactions
Was the request fulfilled? (Yes/no)
Data format (PDF or Excel attachment, zip file, pasted into an email, accessed on
website, etc.)

e Other relevant comments
Enterprises were not randomly selected for this part of the study. While a random selection
would have led to a more rigorous analysis, the author felt that it would be unethical to falsify an
interest in companies for the sole purpose of research. To avoid this challenge, enterprises were
selected based on a pre-established relationship with the author.

See Figure 3 in the appendix for the completed data access request spreadsheet. Names and
contact information have been removed.

Analysis

Summary statistics were calculated for the privacy policy dataset as well as the access request
dataset. See Figure 1 below for a summary of the data.

N Enterprises with Average number ir;tr?trigrrizzstthheat cEIre]:;errlpr(i::sxeslg?r?; d Enterprises with Enterprises with an
phe terp?ise age an easy-to-locate | of days since right to the pr)(;cesz - a convenient automated data
(years) ?(;l\)/acy welliny \[l)vr;\slzcy dg:)eltljcy access/rectify data | access/rectify r(:(;r;tact Lee atr:gi:ss/sreég/tl)flcatlon
0 P (%) personal data (%) ° P °
Small 10.3 86% 640 74% 70% 80% 24%
Medium 13.6 92% 483 82% 76% 84% 14%
Large 27.9 98% 280 90% 94% 92% 34%

Figure 1: Summary statistics

In addition to summary statistics, a series of multivariate and linear probability regressions were
run using the privacy policy dataset to evaluate potential correlations among variables.

Questionnaire responses were coded for recurring qualitative themes.

As shown in Figure 1, privacy policy data has been disaggregated by employee count to
determine whether findings differ by enterprise size. While it is not captured in the table above,
data has also been disaggregated by enterprise sector to see if conditions vary in this regard. The
sector distinction is particularly important because even when enterprise size is held constant,
certain sectors (like the information, health care, and financial sectors) are likely to process a
higher volume of data than others.
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Results

GDPR Applicability

Previous literature suggests there is confusion regarding which companies the GDPR applies to.
This analysis finds that most companies are now aware of the GDPR’s scope. All eight
questionnaire respondents indicated that they were aware the GDPR applies to their company.
Roughly 82 percent of companies within the privacy policy dataset (n=123) at least briefly
mentioned the right to access or rectify personal data in their privacy policies, suggesting that
these companies are aware of their GDPR-related obligations.

When disaggregating the data by company size, however, a correlation exists between a
company’s size and acknowledgement of the GDPR within its privacy policy. A linear
probability model reveals that SMEs are roughly 16 percentage points less likely to acknowledge
Articles 15 and 16 within their privacy policy. With a p-value of 0.001, the model finds that this
difference is statistically significant. This finding suggests that, while there is little confusion
regarding the overall scope of the GDPR, small and mid-size enterprises are less likely to be
aware of the GDPR’s applicability.

Clarity of the Process

One of the data points measured within the privacy policy dataset was clarity. In other words,
can an average consumer clearly understand how to access or rectify their data? To measure
clarity, the dataset contained a binary variable to determine whether a company clearly explains
the consumer’s right to access and rectify their personal data within their privacy policy.

A majority of businesses within each size category clearly explained these rights. However, as
shown in Figure 2 below, large businesses do a better job of explaining the process compared to
small and mid-size businesses. An OLS regression model finds a statistically significant
correlation between business size and whether the business clearly explains Articles 15 and 16
within its privacy policy. According to the regression model, large businesses have a 92 percent
predicted probability of clearly explaining these rights, compared to an 80 percent predicted
probability for mid-size businesses and 68 percent for small businesses.

Percentage of businesses that clearly explain the right to access/rectify data...

By size By sector*

*only the lughest and lowest sectors are shown in this chart

Manufacturing
Mcdumn Information
Administrative/support/
50%
Small 68% waste management

Utilities 25%

Figure 2: Clarity disaggregated by business size and sector



As noted in Figure 2, clarity varied greatly by sector. Three sectors had a particularly high
percentage of companies that clearly explained Articles 15 and 16 in their privacy policies. The
management, manufacturing, and information sectors had respective probabilities of 100, 94, and
88 percent. The two sectors with the lowest probabilities were the administrative/support/waste
management and utilities sectors, with respective probabilities of 50 and 25 percent. The
remaining sectors ranged between 60 and 85 percent. The lower rates are somewhat
unsurprising; perhaps the utility and administrative/support/waste management sectors engage in
international business to a lesser degree than some of the other sectors. Because this study
utilized only a handful of companies to represent each sector, these findings are not robust
enough to draw concrete conclusions. However, they may serve as the foundation for further
sector-based research.

Automation vs. Manual Methods

Some companies provide consumers with a way of accessing and/or rectifying their own data
automatically. Consumers can typically fill out an automated form or log into an online account
to fulfill their requests. These automated methods shift the burden associated with DSARS from
the business to the consumer, potentially saving the enterprise time and money in the long run.

As hypothesized, small and mid-size enterprises are less likely to provide consumers with a way
of accessing or rectifying their own data. Using the privacy policy dataset, a linear probability
model finds that SMEs are 15 percentage points less likely to have automated methods for
processing data subject access or rectification requests. The model is statistically significant.

Automation was a recurring theme within the questionnaire responses, as well. One large
software company indicated that it had implemented automated DSAR tools to accommodate a
large volume of requests. A mid-size administrative company shared how their staff initially
grappled with the decision of whether to fulfill DSARs manually, or to implement automated
technology. The company eventually decided to fulfill the requests manually. The respondent
acknowledged that this decision would present fewer costs up front, but it could result in a more
significant long-term burden.

Processing Data Access Requests

Enterprise size was not strongly correlated with an enterprise’s ability to fulfill access requests.
As shown in Figure 3 below, 70 percent of small businesses successfully fulfilled the access
request, compared to 80 percent of medium and large businesses.

13



Fulfilling data access requests
How many businesses fulfill data access requests? How long do businesses take to fulfill access requests?
Small Small
Bisingsses 70% businesses E 17 hours
Medium Medium 22 h
businesses 80% businesses ORES
Large S ua 4.6 days
businesses 80% businesses | " " " IL ‘ Y

Figure 3: DSAR average fulfillment rates

Most of the requests were fulfilled promptly, but SMEs were quicker than large enterprises.
SMEs took an average of just under a day to fulfill an access request. Large businesses took
slightly longer at an average of four and a half days.

Sector was not correlated with a company’s ability to complete the access request. However, two
of the three small businesses who did not respond to the access request were retail companies.
The sample size is too small to draw any conclusions, but further research could examine if small
retail businesses face unique challenges related to the GDPR/Articles 15 and 16.

Of the 23 companies who fulfilled a data access request, 18 provided the requested personal
information in the form of an email attachment, or as text copied and pasted into the body of an
email. The remaining five companies responded with detailed instructions on how to access
personal data automatically through the company website. Three of these five companies were
large, which makes sense given that automated DSAR infrastructure is more common among
large enterprises.

Despite the language of each email clearly requesting “access to a copy of all personal data,” a
surprising number of companies responded that they had fulfilled (or were working on fulfilling)
a data deletion request instead. See Figure 4 below for a sample of email responses.

I rom I - — Tue, Feb 9, 6:19AM Y& 4=

tome «

Hi Jaymi,

If you don't want us to hold your personal data, we can erase all your information in our system and send you a
confirmation email. Shall we do that?

I - < FioFeb5 342PM T &
f:o.= me ~

Dear Ms. Thibault: -(-)
Unfortunately, when running our standard processes around handling data

requests, we erred and inadvertently deleted your |l =ccount. Clearly I've deleted your account.

this was not something we meant to do in the context of your access request. But

by the time we realized what had happened, it was too late to fix our mistake.

Support Agent_

Hi Jaymi,

| would like to inform you that, We can only delete data for people who can reasonably prove they
are owners of the data in question. We will need to verify your ownership of the data. To submit

Figure 4: Data deletion emails
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Four of the 30 companies (roughly 13 percent) misinterpreted or misread the email, fulfilling or
initiating a deletion request instead of an access request. Three of these companies were
relatively unsurprising, as they were small or mid-size retailers that likely process low volumes
of consumer data. The fourth company, however, was a large airline company that likely
processes a large volume of data. This finding suggests that access requests may not be
particularly common compared to deletion requests, even for companies that engage in extensive
data processing activities.

Accessibility

Ideally, every privacy policy should provide consumers with an email address. Email provides
consumers with a convenient way of submitting DSARs and asking privacy-related questions.
However, as depicted in Figure 5 below, some companies fail to provide consumers with an
email address. Eighteen percent of SMEs did not provide an email address within their privacy
policy, compared to 8 percent of large companies. This statistic excludes companies with other
methods of submitting a DSAR, such as a form or some other type of automated method.

What percentage of businesses can be accessed by email?

Lar ge Valid Email No Email Invahd Email
Enterprises B 8% 8%

Small/Mid-size Valid Email e S
Enterprises 70% 18% 12%

Figure 5: Email accessibility by business size

Of the companies with email addresses in their privacy policies, 12.5 percent (n=16) were invalid
addresses. Most companies with invalid addresses (75 percent, n=12) were SMEs. In fact, one
mid-size manufacturing company mistakenly listed a competitor’s email address, suggesting that
their privacy policy had been copied and pasted from the competitor’s website.

Without a convenient way of contacting companies online, consumers will face inevitable
challenges in making requests to access or rectify their personal data. All companies, but
especially SMEs, should strive to be more accessible to consumers.

Compliance Burdens

Three of the four questionnaire respondents who represented SMESs noted that their business had
undergone changes to comply with Articles 15 and 16 of the GDPR. One noted that their staff
made changes to improve the confidentiality of their records, while one mid-size business spent
roughly $5,000 on legal assistance to conduct a privacy impact assessment. The third respondent
noted that their company made efforts to reduce data collection.
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Interestingly, none of the three SMEs indicated that these changes were viewed as a challenge or
a burden. One respondent stated that their “business model is built on GDPR compliance,” while
another noted that these changes were simply viewed as “a cost of doing business.” Thus, even
though businesses modified their practices to comply with Articles 15 and 16 of the GDPR, it
appears as though SMEs did not view these changes negatively.

Responsibility

Critics of the GDPR have suggested that SMEs are less capable of hiring and retaining dedicated
privacy or compliance professionals.

As noted in Figure 6 below, only one out of the four SMEs who responded to the questionnaire
had a position (or department) dedicated to privacy or compliance. The other three SME
respondents stated that DSAR requests were fulfilled by marketing, engineering, and information
technology professionals. All four respondents from large organizations indicated that their
company had either a privacy manager or a privacy department to fulfill DSARs.

Who fulfills data subject access requests?

O Among small and mid-size businesses, one
(I in four data access requests are fulfilled by

a designated privacy professional
O O O O Among large businesses, four out of four

CH N RN RN H N requests are fulfilled by a designated
\o“/\_ o/\_o=/\ o/ privacy professional

Figure 6: DSAR fulfillment responsibility

The questionnaire results support the notion that SMEs are less capable of hiring and retaining
privacy staff. However, due to the small sample size, further research is necessary to draw a
more concrete conclusion.

Privacy Policy Upkeep

While this analysis is primarily focused on Articles 15 and 16’s impact on companies, it is
important to note whether companies are keeping their privacy policies up-to-date. An
enterprise’s privacy policy can only be valuable to consumers if it contains easily accessible, up-
to-date information.

At the time of data collection, just over seven percent of SMEs with a “last modified” date on
their privacy policies (and zero percent of large companies) had not updated their policies since
before the GDPR was implemented in May 2018. Another 14 percent of SMEs had not modified
their policy since 100 days post-GDPR. This finding aligns with the hypothesis that SMEs have
fewer resources (and less time) to dedicate toward privacy efforts.
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Discussion

Evidence suggests that, in some ways, the GDPR’s Articles 15 and 16 are disproportionately
impacting small and mid-size enterprises. The data suggests that small and mid-size enterprises
are:

Updating their privacy policies less frequently

Less likely to acknowledge the GDPR/Articles 15 and 16 within their privacy policy
Less likely to clearly explain the DSAR process within their privacy policy

Less likely to provide consumers with a way to submit a DSAR (email, form, etc.)

Less likely to implement an automated DSAR process

Less likely to hire/retain dedicated privacy staff

However, are these disproportionate impacts causing problems for SMEs? The answer to this
question is less clear. Despite these disproportionate issues, SMEs are:
e Fulfilling DSAR requests at roughly the same rate as large enterprises

e Processing DSAR requests faster (on average) than large enterprises

The biggest problem with the implementation of Articles 15 and 16 does not appear to be an
issue with SMEs’ ability to fulfill these data requests. Once a DSAR is submitted to an SME,
evidence suggests that the SME will likely fulfill the request promptly.

As shown in Figure 7, the problem lies within the actual submission process. Many SMEs
struggle to clearly explain their DSAR process within their privacy policy, and many fail to
provide a legitimate, convenient way for consumers to actually submit a request.

The DSAR Process ( indicates problem areas)

. see

- x |~ - ~

Consumer Consumer Consumer Consumer tries  Consumer Company
decides to visits website  finds and reads to determine submits DSAR  fulfills DSAR
exercise data privacy policy how to

subject rights exercise rights

Figure 7: The data subject access request process

Companies that fail to clearly describe their DSAR process or provide consumers with a valid
contact method are still fulfilling their legal obligations under the GDPR. Articles 15 and 16 of
the GDPR only state that the consumer has the the “right to obtain” access or rectification of
their personal data. However, the articles do not explicitly state that companies must provide
consumers with an electronic means of communication. Without a valid way to contact the
enterprise and submit a request, consumers are unable to exercise their rights.
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Limitations and Further Questions

Selection Bias

Some degree of selection bias likely exists within the questionnaire responses. Out of over 100
companies that received a questionnaire, only eight companies responded. Thus, it is possible
that companies who chose to respond are fundamentally different than those who chose not to
respond. Perhaps the companies that responded have more resources and therefore greater
bandwidth to partake in research. To mitigate this issue in future studies, researchers could
attempt to partner with an established, reputable privacy organization to obtain a higher response
rate.

The Consumer Perspective

This analysis takes the perspective of businesses. Future research should incorporate consumer
perspectives. One questionnaire respondent noted that his staff had been surprised at how few
DSARs they had received since the GDPR’s implementation. Further, the fact that four
companies processed a deletion request when they were sent an access request suggests that
companies may not be receiving many data access requests.

With this in mind, a few questions arise. Are consumers aware of their data subject rights? Are
they using these rights? Do consumers find value in the information they acquire from an access
request? These are possible areas for further research.

Recommendations

General Recommendations

1. Conduct further research to gauge how valuable the rights to access/rectify data are
to consumers. Evidence from this study suggests that companies (even large companies
that collect a high volume of data) are receiving few requests to access or rectify data.
Further research should seek to determine whether this phenomenon is due to apathy, a
lack of awareness among consumers, or some other factor. The US should only pass
legislation similar to Articles 15 and 16 of the GDPR if consumers find value in the
ability to access or rectify their personal data.

2. If research determines that these rights are valuable to consumers, the US should
implement data subject rights similar to Articles 15 and 16 of the GDPR. Companies
of all sizes are generally aware of these data subject rights. They tend to view the
associated upfront costs as a part of doing international business, not a challenge or a
setback.

3. If the US passes a federal privacy law, the regulating agency should plan a
promotional campaign to assist SMEs with compliance. As discussed in the following
section, many reputable privacy and security organizations have already produced free
privacy-related resources for business owners. The agency charged with regulating US
privacy law (whether it be the existing Federal Trade Commission or a newly formed
agency) should plan a campaign to promote these resources, especially to SMEs. The
agency could host a central repository for free or low-cost privacy tools. As evidence has
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shown, SMEs have less manpower and resources to dedicate toward privacy efforts.
Making small and mid-size business owners aware of these educational materials could
help mitigate the disparities between SMEs and larger enterprises.

SME-Specific Recommendations

3. Take advantage of existing privacy resources. This study has shown that small and
mid-size businesses are less likely to have dedicated privacy professionals on their staff.
However, SMEs can fill privacy-related knowledge gaps by utilizing free or low-cost
resources. Many nonprofit and private-sector organizations have developed tools and
educational materials to help businesses comply with various privacy regulations. For
example:

a. The International Association of Privacy Professionals provides privacy
policy samples and an educational GDPR resource center (International
Association of Privacy Professionals, 2021)

b. The privacy company ComplianceBoard has published a free interactive
GDPR checklist (ComplianceBoard, 2021)

c. The Cybercrime Support Network produced a webinar titled “Data Privacy -
Why it Should be a Top Priority for Your Small to Medium-Size Business”
(SCORE, 2021)

d. The online data assistant software Mine is launching a new tool that will help
companies process data deletion requests faster (Mine, 2021)

To access and use these resources, companies must still expend manpower and money.
However, for some companies, these resources provide a much more realistic and
affordable alternative to hiring a dedicated privacy professional.

4. Strive to be more accessible to consumers. Roughly 15 percent of companies (18
percent of SMEs and eight percent of large companies) failed to provide consumers with
a valid way of exercising their data subject rights. If consumers have no way to contact a
company, the data subject rights are rendered useless.

While it may not be possible for every company, the best way to increase accessibility is
to dedicate more resources toward privacy efforts. If possible, companies should
undertake the following efforts:
a. Hire a privacy professional who can dedicate time toward interacting with
consumers
b. Publish the name and email address of the aforementioned privacy
professional at the bottom of the company privacy policy; ensure that this
information stays up to date
c. Develop and post clear, jargon-free instructions for consumers to follow when
exercising their data subject rights
d. Ensure that data subject access/rectification requests and other privacy-related
emails are addressed promptly
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Appendix A: Privacy Policy Dataset

*Enterprise names and contact information removed

Access/ How much data
mployee | | naics Company | ey | Last | DOy | Arets anss | CEREERIY | oty | mocess | aecessyvecty
Ct Size Sector HQ :(geears) Policy? ::tp::;:;i found (on (a(;’:h:eii(e\(t;? (a::!r:eis:;c;? name? mentioned? | clearly themselves?

homepage)? ! ! (0=N, 1=Y) (0=N, 1=Y) outlined? (3=all,2 =some,

(0=N, 1=Y) 1=none)

11-50 S 22 Phoenix, AZ 7 0 0 0 0 0 1
11-50 S 22 Englewood, CO 16 1 1 0 0 1 1
1-10 S 31 San Diego, CA 4 0 0 0 0 0 1
11-50 S 48 Dallas, TX 21 1 1 0 0 0 1
1-10 S 51 San Francisco, CA 4 1 1 0 0 0 1
11-50 S 56 San Diego, CA 14 0 0 0 0 0 1
1-10 S 62 Austin, TX 22 1 1 0 0 0 1
11-50 S 54 Louisville, CO 10 1 0 1 0 0 1
11-50 S 81 New York, NY 34 1 1 1 1 0 1
11-50 S 11 New York, NY 4 1 1 1 1 1 1
11-50 S 32 Brookline, MA 4 1 1 1 1 1 1
11-50 S 33 Los Angeles, CA 8 1 0 1 1 0 1
11-50 S 33 Houston, TX 9 1 1 1 1 0 1
11-50 S 42 New York, NY 6 1 1 1 1 0 1
11-50 S 45 New York, NY 6 1 1 1 1 0 1
11-50 S 48 Oakland, CA 6 1 1 1 1 1 1
11-50 S 51 Boston, MA 6 1 1 1 1 0 1
11-50 S 53 San Francisco, CA 3 1 1 1 1 1 1
11-50 S 61 Brooklyn, NY 5 1 1 1 1 0 1
11-50 S 52 Las Vegas, NV 39 1 1 1 1 0 2
1-10 S 54 Mountain View, CA 7 1 | 1954 1 0 0 0 1
1-10 S 54 Menlo Park, CA 14 1 | 1560 1 1 1 0 2
11-50 S 72 San Francisco, CA 13 1 | 1368 1 1 1 0 3
11-50 S 42 Brooklyn, NY 10 1 | 988 1 1 1 0 1
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11-50 S 71 Arlington, VA 8 1| 960 0 1 1 0 0 0 2
11-50 S 56 Atlanta, GA 8 1| 959 1 0 0 0 1 0 1
11-50 S 32 Wilmington, DE 6 1| 959 1 1 1 0 0 1 1
11-50 S 52 Los Angeles, CA 7 1] 959 1 1 1 0 0 1 3
1-10 S 52 San Francisco, CA 3 1 | 860 1 1 1 0 0 1 1
1-10 S 31 Beachwood, OH 6 1| 834 1 1 1 0 0 1 1
11-50 S 51 Santa Monica, CA 22 1| 822 1 1 0 0 1 1 1
11-50 S 72 San Francisco, CA 11 1| 802 1 1 1 1 1 1 1
11-50 S 51 Los Angeles, CA 5 1 | 698 1 1 1 0 0 1 2
1-10 S 33 Cambridge, MA 9 1| 686 1 1 1 0 0 1 1
11-50 S 51 San Jose, CA 8 1| 616 1 0 0 0 0 0 1
11-50 S 55 Herndon, VA 27 1 | 545 1 1 1 0 0 1 1
11-50 S 45 Portland, OR 19 1 | 477 1 1 1 0 1 1 1
11-50 S 71 New York, NY 13 1| 417 0 1 1 0 0 1 1
11-50 S 56 Austin, TX 7 1| 375 1 0 0 0 0 0 1
11-50 S 54 Santa Monica, CA 13 1] 373 1 1 1 0 0 1 3
11-50 S 44 Dallas, TX 4 1| 364 1 1 1 0 0 1 1
11-50 S 61 Walnut Creek, CA 7 1| 342 1 1 1 0 1 1 2
11-50 S 54 Newport Beach, CA 5 1| 339 1 1 1 0 1 1 2
11-50 S 23 Houston, TX 2 1| 312 1 1 1 0 0 1 2
1-10 S 54 New York, NY 7 1| 129 1 1 1 0 1 1 1
11-50 S 81 Venice, CA 7 1| 129 1 1 1 0 1 1 1
11-50 S 54 San Francisco, CA 11 1| 122 1 1 1 0 1 1 2
11-50 S 51 Savage, MD 14 1| 108 1 1 1 0 1 1 2
1-10 S 54 Los Angeles, CA 2 11| 80 1 1 1 0 1 1 1
11-50 S 51 Boston, MA 11 1|51 1 1 1 0 1 1 1
101-250 M 42 Sammamish, WA 20 1 1 0 0 0 0 0 1
101-250 M 45 Fort Lauderdale, FL 7 1 1 0 0 0 0 0 1
101-250 M 54 Santa Clara, CA 5 0 0 0 0 0 0 0 1
101-250 M 42 Miami, FL 29 1 1 1 1 0 0 0 1
51-100 M 33 Houston, TX 24 1 1 1 1 0 0 1 1
101-250 M 44 Bala Cynwyd, PA 20 1 0 1 1 0 0 1 1
101-250 M 51 New York, NY 8 1 1 1 1 0 1 1 1
101-250 M 56 Boston, MA 9 1 1 1 1 0 0 1 1
51-100 M 56 San Francisco, CA 9 1 1 1 1 0 1 1 1
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51-100 M 54 San Francisco, CA 5 1 1 1 1 0 0 1 3
51-100 M 45 Salt Lake City, UT 7 1 | 2466 1 0 0 0 0 0 2
101-250 M 33 Redmond, WA 9 1| 1268 1 1 1 0 0 1 1
51-100 M 51 Lowell, MA 23 1| 960 0 1 1 0 1 1 1
101-250 M 33 San Antonio, TX 25 1 | 959 1 1 1 0 0 1 1
51-100 M 44 Chicago, IL 21 1 | 959 1 1 1 0 0 1 1
101-250 M 51 San Francisco, CA 9 1| 959 1 1 1 0 0 1 1
51-100 M 22 Miami, FL 13 1| 934 1 1 1 0 0 0 1
51-100 M 23 Brooklyn, NY 4 1 | 892 1 1 1 0 0 1 1
101-250 M 54 Palo Alto, CA 8 1 | 848 1 0 1 0 0 1 2
101-250 M 62 San Mateo, CA 11 1| 798 1 1 1 0 0 1 1
101-250 M 54 San Francisco, CA 19 1| 737 1 1 1 0 0 1 1
101-250 M 51 New York, NY 7 1| 731 1 1 1 0 0 1 1
101-250 M 21 Washington, DC 8 1| 632 1 1 1 0 0 1 1
101-250 M 49 San Francisco, CA 5 1 | 547 1 1 1 0 0 1 1
101-250 M 55 New York, NY 35 1| 443 1 1 1 0 0 1 1
101-250 M 54 New York, NY 16 1| 388 1 1 1 0 0 1 1
101-250 M 54 San Francisco, CA 13 1| 385 1 1 1 0 1 0 2
101-250 M 49 Seattle, WA 8 1| 378 1 0 0 0 0 0 1
101-250 M 71 Los Angeles, CA 12 1| 373 1 1 1 0 1 1 1
51-100 M 52 San Francisco, CA 2 1| 344 1 0 0 0 0 0 1
51-100 M 54 New York, NY 17 1| 342 1 1 1 0 1 1 1
51-100 M 81 Menlo Park, CA 73 1| 337 1 0 0 0 0 0 1
51-100 M 11 Manhattan Beach, CA 12 1| 315 1 1 1 0 1 1 1
51-100 M 51 San Francisco, CA 7 1| 304 1 1 1 0 1 1 2
101-250 M 53 Dallas, TX 36 1| 282 1 1 1 0 1 1 2
51-100 M 51 San Francisco, CA 3 1| 200 1 1 1 0 1 1 1
51-100 M 52 Menlo Park, CA 21 1| 188 0 1 1 0 0 1 1
51-100 M 54 San Francisco, CA 14 1| 160 1 1 1 0 1 1 1
51-100 M 54 New York, NY 9 1| 156 1 1 1 0 1 1 2
101-250 M 72 San Francisco, CA 5 1| 151 1 0 0 0 0 0 1
51-100 M 33 San Francisco, CA 10 1| 136 1 1 1 0 0 1 1
101-250 M 51 Culver City, CA 7 1| 135 1 1 1 0 0 1 1
51-100 M 61 San Francisco, CA 6 1] 121 1 1 1 0 0 0 1
101-250 M 52 Palo Alto, CA 38 1| 120 1 1 1 0 1 1 1
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101-250 M 51 New York, NY 5 1| 113 1 1 1 0 1 1 1
51-100 M 48 San Francisco, CA 8 1|78 1 1 1 0 1 1 1
101-250 M 51 San Francisco, CA 2 1|60 1 1 1 0 1 1 1
51-100 M 51 Mountain View, CA 7 1|60 1 1 1 0 1 1 1
101-250 M 32 Dallas, TX 3 1|50 1 1 1 0 0 1 1
101-250 M 71 Logan, UT 8 1|17 1 1 1 0 0 1 1
501-1000 L 23 Danbury, CT 52 0 0 0 0 0 0 0 1
10001+ L 61 Baltimore, MD 22 1 1 1 1 0 0 1 1
501-1000 L 81 Columbia, MD 35 1 1 1 1 0 0 1 2
1001-5000 L 54 San Francisco, CA 20 1 1 1 1 0 1 1 3
251-500 L 52 Menlo Park, CA 22 1| 975 1 1 1 0 0 1 1
251-500 L 33 Orlando, FL 9 1| 961 1 1 1 0 0 1 1
10001+ L 48 Chicago, IL 95 1| 961 1 1 1 0 0 1 1
251-500 L 51 Salt Lake City, UT 17 1] 959 1 1 0 0 1 0 1
251-500 L 33 Pittsburgh, PA 18 1] 959 1 1 1 0 1 1 1
251-500 L 54 Columbus, OH 9 1| 890 1 0 0 0 0 0 1
10001+ L 62 Burlington, NC 43 1 | 464 1 1 1 0 0 1 1
10001+ L 42 Houston, TX 52 1 | 404 1 1 1 0 1 1 1
1001-5000 L 71 Boston, MA 9 1| 385 1 1 1 0 0 1 1
10001+ L 21 Houston, TX 9 1| 375 1 1 1 0 1 1 1
1001-5000 L 54 Milpitas, CA 17 1| 373 1 1 1 0 1 1 1
5001-10000 | L 55 South Portland, ME 38 1| 373 1 1 1 0 0 1 1
251-500 L 52 Boulder, CO 15 1| 373 1 1 1 0 1 1 3
1001-5000 L 55 Austin, TX 22 1| 372 1 1 1 0 1 1 1
1001-5000 L 53 New York, NY 31 1| 303 1 1 1 0 0 1 1
1001-5000 L 62 Purchase, NY 19 1| 292 1 1 0 0 0 1 1
1001-5000 L 52 Dallas, TX 81 1| 221 1 1 1 0 0 1 1
5001-10000 | L 52 San Francisco, CA 63 1| 219 1 1 1 0 0 1 2
1001-5000 L 61 New York, NY 7 1| 211 1 1 1 0 0 1 1
5001-10000 | L 51 San Francisco, CA 15 1| 204 1 1 1 0 0 1 3
10001+ L 45 San Jose, CA 26 1| 202 1 1 0 0 0 1 3
501-1000 L 51 Palo Alto, CA 9 1| 198 1 1 1 0 0 1 1
10001+ L 52 New York, NY 23 1| 197 1 1 1 0 1 1 1
1001-5000 L 52 New York, NY 16 1] 191 1 1 1 0 1 1 2
1001-5000 L 56 Palo Alto, CA 12 1| 191 1 1 1 0 1 1 2
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1001-5000 51 Charlotte, NC 21 1] 191 1 1 1 0 0 1 3
1001-5000 54 New York, NY 15 1| 168 1 1 1 0 0 1 1
10001+ 45 Beverly Hills, CA 16 1| 141 1 1 1 0 0 1 2
251-500 22 Austin, TX 2 1] 121 1 1 1 0 0 1 1
10001+ 44 San Francisco, CA 52 1| 108 1 1 1 0 0 1 1
10001+ 33 Santa Clara, CA 22 1 | 107 1 1 1 0 1 1 1
501-1000 54 Redwood City, CA 15 1199 1 1 1 0 0 1 1
251-500 44 San Francisco, CA 14 1192 1 1 1 0 1 1 2
501-1000 54 San Francisco, CA 20 1] 86 1 1 1 0 0 1 3
1001-5000 51 Atlanta, GA 5 1| 84 1 1 1 0 1 1 1
1001-5000 44 San Francisco, CA 11 11|78 1 1 1 0 0 1 3
1001-5000 51 Los Angeles, CA 15 11|77 1 1 1 0 1 1 1
501-1000 55 Sunnyvale, CA 10 1| 56 1 1 1 0 0 1 1
251-500 51 Santa Monica, CA 9 11| 53 1 1 1 0 0 1 1
10001+ 72 Bethesda, MD 94 1| 44 1 1 1 0 0 1 1
10001+ 33 Armonk, NY 110 1| 38 1 1 1 0 0 1 1
10001+ 44 Seattle, WA 50 1] 38 1 1 1 0 1 1 3
10001+ 51 Philadelphia, PA 11 1] 35 1 1 1 0 0 1 3
10001+ 72 Louisville, KY 69 1] 18 1 1 1 0 1 1 2
1001-5000 51 Los Gatos, CA 24 1|7 1 1 1 0 0 1 2
251-500 54 Boston, MA 8 1|0 1 1 1 0 0 1 1
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Appendix B: Questionnaires

1. Do you believe that the GDPR applies to your organization?

2. Who (or which department) is responsible for fulfilling requests to access/rectify data?

3. What challenges, if any, has your organization faced when complying with the right to

access/right to rectification principles of the GDPR?

4. What business practices, if any, have you changed in order to comply with the GDPR -

specifically in terms of the data subject’s right of access or the right to rectification?
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Appendix C: Data Access Request Spreadsheet

*Green shading indicates a completed request.

Estimated Data Access
Enterprise Size Employee Request Response # of days to
(Removed) Category Count Date Date respond
- S 11-50 1/19/2021 1/21/2021 2
- S 11-50 1/18/2021 1/19/2021 1
- S 11-50 1/18/2021
- S 11-50 1/18/2021 1/18/2021 0
- S 11-50 1/18/2021 1/19/2021 1
- S 11-50 1/18/2021 1/19/2021 0
- S 11-50 1/18/2021 1/19/2021 1
- S 11-50 1/18/2021
- S 11-50 1/18/2021 1/18/2021 0
- S 11-50 1/18/2021
- M 101-250 1/18/2021
: M 101-250 1/18/2021 1/18/2021 0
- M 101-250 1/18/2021 1/18/2021 0
- M 51-100 1/18/2021 1/20/2021 2
- M 101-250 1/18/2021 1/19/2021 1
- M 51-100 1/18/2021 1/19/2021 1
- M 51-100 1/18/2021 1/18/2021 0
- M 51-100 1/18/2021 1/20/2021 2
- M 101-250 1/18/2021
- M 101-250 1/18/2021 1/19/2021 1
- L 10000+ 1/18/2021 2/5/2021 18
- L 251-500 1/18/2021 1/18/2021 0
- L 251-500 1/18/2021 1/25/2021
- L 251-500 1/18/2021 1/19/2021 1
- L 501-1000 1/18/2021
- L 10000+ 1/18/2021 1/18/2021
- L 10000+ 1/18/2021 1/18/2021
- L 501-1000 1/18/2021 1/20/2021 2
- L 10000+ 1/18/2021
- L 251-500 1/18/2021 1/18/2021 0
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