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Abstract

Quantum communication protocols, such as quantum key distribution (QKD), are

practically important in the dawning of a new quantum information age where quan-

tum computers can perform efficient prime factorization to render public key cryp-

tosystems obsolete. QKD is a communication scheme that utilizes the quantum

state of a single photons to transmit information, such as a cryptographic key, that

is robust against adversaries including those with a quantum computer. In this the-

sis I describe the contributions that I have made to the development of high-rate,

free-space quantum communication systems.

My effort is focused on building a robust quantum receiver for a high-dimensional

time-phase QKD protocol where the data is encoded and secured using a single pho-

ton’s timing and phase degrees of freedom. This type of communication protocol

can encode information in a high-dimensional state, allowing the transmission of

ą 1 bit per photon. To realize a successful implementation of the protocol a high-

performance single-photon detection system must be constructed. My contribution

to the field begins with the development of low-noise, low-power cryogenic ampli-

fiers for a detection system using superconducting nanowire single-photon detectors

(SNSPDs). Detector characteristics such as maximum count rate and timing reso-

lution are heavily influenced by the design of the read-out circuits that sense and

amplify the detection signal. I demonstrate a read-out system with a maximum

count rate ą 20 million counts-per-second and timing resolution as high as 35 ps.
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These results are achieved while maintaining a low power dissipation ă 3 mW at 4 K

operation, enabling a scalable read-out circuit strategy.

A second contribution I make to the development of detection systems utilizing

SNSPDs is extending the superb performance of these detectors to include photon

number resolving capabilities. I demonstrate that SNSPDs exhibit multi-photon de-

tection up to four photons where the absorbed photo number is encoded in the rise

time of the electrical waveform generated by the detector. Additionally, our exper-

iment agrees well with the predictions of a universal model for turn-on dynamics of

SNSPDs. A feature our multi-photon detection system demonstrates high resolution

between n “ 1 and n ą 1 photons with a bit-error-rate (BER) of 4.2ˆ 10´4.

Finally, I extend the utility of the time-phase QKD protocol to free-space ap-

plications. Atmospheric turbulences cause spatial mode scrambling of the optical

beam during transmission. Therefore, the quantum receiver, and most importantly

the time-delay interferometer needed for the measurement of a phase encoding of a

single photon, must support many spatial modes. I construct and characterize an

interferometer with a 5 GHz free spectral range that has a wide field-of-view and is

passively a-thermal. The results of interferometer characterization are highlighted by

a ą 99 % single-mode, and ą 98 % multi-mode interference visibility with negligible

dependence on the spatial mode structure of the input beam and modest tempera-

ture fluctuations. Additionally, the interferometer displays a small path-length shift

of 130 nm/ ˝C, allowing for great thermal stability with modest temperature control.
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1

Introduction

The Fifth Solvay Conference convened in 1927 and roughly marked the birth of a

new field of physics known as quantum mechanics. The world’s leading physicists

discussed the inability to predict an observable quantity of a microscopic system’s

state; whether velocity, spin, or even its physical manifestation as with the photon.

This paradigm is in stark contrast to the predictability of a classical system’s evo-

lution obeying Newtonian mechanics. Just as the Fifth Solvay Conference marked a

new era in physics, Richard Feynman’s quantum simulator (Feynman, 1982) began

an exciting new subset of quantum physics, known as quantum information.

A quantum simulator was a novel idea, but experimental research in quantum in-

formation did not catalyze until work published by Peter Shor in 1994. He extended

the applicability of Feynman’s vision of quantum simulators to quantum computa-

tional devices by developing an efficient prime factorization algorithm on a so-called

quantum computer (Shor, 1994). The algorithm, which became known as Shor’s

algorithm, demonstrated that a theoretical quantum computer could factor a large

number in to two primes in polynomial time. The prime-factorization problem is a

practically important problem because it is believed to be computationally difficult
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to solve using classical computers. The implication of Shor’s algorithm is that a

quantum computer has the potential to provide an exponential speed-up over the

best known algorithms using classical computers. This breakthrough encouraged a

large research effort to develop scalable and robust quantum computation hardware

that continues today (Monroe and Kim, 2013; Barends et al., 2014).

1.1 Secure Communication

Shor’s algorithm has a significant impact on encrypted classical communication such

as internet traffic and wireless communication. Modern communication systems are

secured against eavesdroppers using an encryption technique known as public key en-

cryption. Protocols of this type were deployed on a large scale after work by Rivest,

Shamir, and Adleman (RSA) and are now ubiquitous in the modern age of global

communication and internet commerce (Rivest et al., 1978). However, public key

protocols such as RSA are secure to eavesdropping attacks only under the assump-

tion that an attacker cannot quickly factor a large number into two primes. Shor’s

algorithm implies that communication secured using RSA encryption is vulnerable

to an attacker with a quantum computer.

In the years following Feynman’s quantum simulator researchers proposed hy-

pothetical experiments using the resources of quantum systems such as quantum

money that is impossible to counterfeit (Wiesner, 1983). However, it was Shor’s al-

gorithm that revived the decade-old work by Charles Bennett and Gilles Brassard on

quantum-enabled secure communication (Bennett and Brassard, 1984). Their proto-

col, which came to be known as BB84, allowed two distant parties to securely share

a message via a protocol called quantum key distribution (QKD). Later Artur Ekert

framed the protocol in an equivalent scheme using non-local quantum correlations

called entanglement (Ekert, 1991). Though distant, the prospect of a world filled

with functioning quantum computers magnified the vulnerability of public key pro-
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tocols and motivated experimental research efforts in quantum cryptography (here

the phrases quantum cryptography and quantum key distribution are used inter-

changeably, though quantum key distribution is a subset of the larger field of quan-

tum cryptography). The first QKD protocol was demonstrated in 1989 using linear

polarization states and the BB84 protocol (Bennett and Brassard, 1989) and since

then QKD has been a highly active area of research including commercially available

products (IDQuantique, 2019).

In this chapter I discuss the details of public and private key encryption techniques

to motivate the utility of QKD. Then, I detail the limitations of current QKD systems

and the experimental requirements to realize a robust and high-rate system for free-

space applications.

1.1.1 Public Key Cryptography

Cryptography is a process that enables two parties to communicate securely in the

presence of an eavesdropper. In typical cryptographic protocols a plain text message

is encoded by the sender (Alice) with an encryption key. The key used for encryption

is a random bit string that interacts with the message to create text that will reveal

no meaningful information if intercepted. The encrypted message is sent to the

receiver (Bob) where it is decrypted using a different key. This type of protocol is

known as asymmetric encoding. Modern, classical communication such as internet

traffic or other sensitive communication is secured using a public key protocol. In

public key protocols, such as RSA, the encryption key is transmitted from Bob to

Alice through a public channel where she uses it to encrypt her message. Once the

message is received by Bob he decrypts the message with his decryption key that

is kept private. Since the encryption key is made public it is important for the

decryption key to remain private or the message is susceptible to attacks.

In public key protocols the decryption key is produced from the encryption key by
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a process that requires factoring a large number into two primes. The security of the

protocol hinges on the fact that it is computationally difficult to do the factorization,

known as the prime factorization problem. The best known factorization algorithms

performed on classical computers require exponentially scaling resources and are

therefore very inefficient.

1.1.2 Private Key Cryptography

Unlike public key protocols, private key cryptography is a simple alternative that

does not rely on assumptions about an eavesdropper’s computational power to guar-

antee security. In a private key cryptosystem Alice and Bob share the same random

bit string (symmetric encoding) to encrypt and decrypt the message. To gain infor-

mation about the message an eavesdropper would need to correctly guess the key

to perform the decryption. The probability to correctly guess the random bit string

goes as 1{2N where N is the number of bits contained in the message. For example,

the probability to guess a small key of 128 bits is „ 10´40. For the encryption to

remain secure, each set of cryptographic keys must be used only once and the length

of the key must be as long as the message they wish to share. Therefore, Alice and

Bob must produce a new key for each message.

Despite the simplicity of the protocol, the distribution of keys between the two

parties over an unsecured communication channel is non-trivial. However, if Alice

and Bob communicate through a quantum channel then they can securely share a

key using a quantum key distribution (QKD) protocol. QKD enables the sharing

of classical bit strings using quantum states for transmitting the information and

probing the security of the quantum channel. Once the keys have been distributed

then Alice and Bob can communicate classically using a private key protocol. The

ambiguity of a quantum state is used as a resource to limit the information that

an eavesdropper can obtain. Additionally, if some information about the key is
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obtained then this can be detected. Ideal QKD makes no limiting assumptions about

an eavesdropper’s computational power, including allowing access to a functional

quantum computer, and guarantees unconditional security.

1.2 Quantum Communication Systems

Several experimental challenges currently limit a large-scale deployment of a national

or global QKD system. The most significant limitation to current systems is that

they lack a secret key rate (SKR) fast enough to be practically useful for modern

communication. The current state-of-the-art SKR for QKD systems is ă 100 million

bits-per-second (bps) (Islam et al., 2017a), compared to classical communication

that can operate in the range of 1 ´ 10 Gbps (Google, 2019). A unique private key

must be generated for each secure message and therefore the SKR will limit the data

transfer rate by a factor „ 100. The largest contribution to the rate limitation is

due to large detector dead-times in single-photon counting detectors. Typically, the

detector dead-time is ą 10 ns and therefore limits the detection rate to ă 100 million

counts-per-second (cps).

Further limitations are imposed by the infrastructure used in classical telecom-

munications. Encoding schemes such as orbital angular momentum, spatial mode,

or polarization are not compatible with the classical infrastructure which typically

use single-mode fibers for long distance communication. Other components, such

as optical amplifiers, are often placed in the channel that amplify classical optical

signals to increase the link distance. Classical amplifiers such as these are not use-

ful for quantum communication because the no-cloning theorem (discussed more in

Chapter 2) prohibits an unknown quantum state from being copied or amplified.

These infrastructure limitations make it difficult to deploy a quantum network over

the existing infrastructure, and therefore could make installing new infrastructure

necessary to establish quantum communication links.
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However, specific applications such as free-space optical communication links be-

tween naval ships, or ground-to-satellite communication, are great niche applications

for quantum communication schemes. Additionally, free-space communication is ad-

vantageous because the channel loss scales as the second power of the channel length

L („ L2) whereas the loss in optical fiber scales exponentially („ eαL). Historically,

free-space communication is performed using radio-frequency (RF) signals which

lack significant directionality and require public-key encryption since the message

can conceivable be collected by any receiver within range of the transmission. The

development of free-space quantum communication links are practically important

because they can likely be the basis for large scale quantum networks or a quantum

internet where satellites can act as nodes connected by free-space communication

links.

1.3 Thesis and Contribution Overview

In this thesis I discuss the work that I have completed to advance the capabilities of

quantum communication systems, specifically towards high-rate and free-space im-

plementations. I begin with an introduction to the quantum information framework

that provides the foundation of basic quantum computation and quantum communi-

cation principles in Chapter 2. Quantum key distribution protocols are also discussed

in detail, beginning with a general description of the BB84 protocol, then with a

specific treatment of the time-phase protocol that is the basis of our experimental

demonstration.

The time-phase protocol that is discussed in Chapter 2 was conceived by Prof. Daniel

Gauthier and the security proof for the protocol was completed by Dr. Charles Lim

and Dr. Nurul T. Islam. Dr. Islam constructed and characterized the transmitter and

recorded the published QKD data (Islam et al., 2017a). I assisted in the integration

of the receiver and transmitter, optimizing the receiver for QKD measurements, and
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performed preliminary measurements with Dr. Islam. The quantum communications

system requires specific infrastructure for an experimental realization. I describe the

receiver infrastructure in detail in Chapter 3. The infrastructure includes a cryostat

system needed for the operation of superconducting nanowire single-photon detectors

(SNSPDs). I also describe the operating principles of the detectors. I constructed

the cryostat with another graduate student, Daniel Renaud, and then I performed

the detector testing and characterization.

In Chapter 4 I describe the optimization of the receiver detailed in Chapter 3 to

achieve high timing resolution and high maximum count rates, performance char-

acteristics that are necessary for realizing a high-rate communications system. The

main results from Chapter 4 are novel cryogenic amplifiers that enhance single-photon

detector performance and are scalable to multiple detector channels. I demonstrate

timing resolution of 35 ps, a maximum count rate of ą 20 million counts-per-second,

while maintaining ă 3 mW power consumption measured at an operating temper-

ature of 4 K. I constructed and tested the amplifier circuits, analyzed the data in

collaboration with Prof. Gauthier, and recorded the published data (Cahall et al.,

2018).

Chapter 5 contains a novel contribution to quantum communication and to the

field of quantum optics in general. In this chapter I discuss the first demonstration

of multi-photon detection in a conventional SNSPDs. Multi-photon resolution is the

result of subtle changes in the dynamics of the photon detection event and are verified

experimentally. I demonstrate the detection of up to four photons with a high fidelity

discrimination of greater than 99.9% accuracy between single-photon and multi-

photon events. This work is supported by a collaboration with Prof. Gauthier’s

group at The Ohio State University (OSU) including Dr. Gregory Lafyatis and

Kathryn Nicolich. A theoretical model supporting our experimental findings was

developed by the OSU team and I designed the experiment using the transmitter
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developed for the QKD protocol. I recorded the published data (Cahall et al., 2017)

and performed the data analysis with support from the OSU team.

A free-space communication demonstration requires the receiver to support mul-

tiple spatial modes that are not present in a single-mode system such as long-distance

fiber-based networks. In Chapter 6 I describe the design of a multi-mode receiver

where the largest contribution of my effort was in the design and construction of

a multi-mode time-delay interferometer. The interferometer is required for execut-

ing the phase-basis measurement in time-phase QKD. I designed and constructed

an interferometer with a 5 GHz free-spectral range achieving ą 98 % interference

visibility with negligible dependence on the mode structure of the input beam and

modest temperature fluctuations. Additionally, the interferometer demonstrated a

small path-length shift of 130 nm/ ˝C, allowing for great thermal stability with mod-

est temperature control. I conceived the design and performed the simulations, con-

struction, characterization, and data collection. Design and construction feedback

was provided by Prof. Gauthier.

I conclude the thesis with a discussion of future of quantum communication pro-

tocols and the outlook for free-space protocols. I discuss additional experiments and

improvements that can be done to enhance the multi-photon capabilities of SNSPDs.

Additionally, I discuss the improvements that can be made to the interferometer de-

sign as well as more complicated prototypes that can be constructed.
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2

Quantum Communication

This chapter begins with the necessary background to understand the basic princi-

ples of quantum communication. I introduce the fundamentals of quantum informa-

tion and detail the first quantum key distribution protocol: two-dimensional BB84.

Finally, I detail the time-phase protocol that is the protocol that we demonstrate

experimentally.

2.1 Quantum Foundations

The building blocks of classical computation are digital logic levels, known as bits,

where information is encoded in discrete states labeled ‘0’ and ‘1.’ Typically, the

physical representation of a bit is the voltage on a wire or at a junction that is either

‘high’ or ‘low’ relative to some threshold. Quantum information uses eignestates of

a quantum system to store quantum bits, often referred to as qubits. Similar to

classical bits, qubit states are labeled |0〉 and |1〉, where it is common to use Dirac

notation to denote quantum states (Nielsen and Chuang, 2010). Physically, the states

|0〉 and |1〉 can be any set of orthogonal basis states, such as the polarization states

of a single photon or the spin states of a trapped atomic ion (Cirac and Zoller, 1995;
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Monroe and Kim, 2013).

The laws of quantum physics allow the qubit to exist in a continuous, linear com-

bination of the basis states with associated complex probability amplitudes. This

property is known as the superposition principle. The probability amplitudes are

complex because the quantum states behave like waves and therefore have an asso-

ciated magnitude and phase, both of which can be surmised in a complex number.

In general the state of a qubit |ψ〉 is written as,

|ψ〉 “ α |0〉` β |1〉 , (2.1)

where the complex probability amplitudes are given by α and β. The probability

amplitudes must obey the normalization condition |α|2`|β|2 “ 1. The superposition

principle is a computational resource that allows quantum computers to test many

inputs simultaneously, whereas classical computers must test each input individually.

This idea of parallelism is exploited in Shor’s algorithm and Grover’s search algo-

rithm (Grover, 1996) . Additionally, superposition implies a necessary ambiguity in

a qubit’s state. This ambiguity is exploited in the quantum communication protocols

that will now be discussed in detail.

2.2 Quantum Key Distribution

Two principles of quantum physics enable the secure communication achieved by

QKD. These principles are the information/disturbance trade-off and the no-cloning

theorem (Nielsen and Chuang, 2010). The information/disturbance trade-off states

that any information gained about the state of a quantum system must necessarily

disturb the state. The strongest case of this disturbance is a projective measurement

where the state is projected onto some basis. For example, consider a projective

measurement of the state |ψ〉 “ α |0〉 ` β |1〉 into a basis consisting of the states
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t|0〉 , |1〉u, referred to as the computational basis. A measurement outcome of |0〉

will leave |ψ〉 in the (re-normalized) state |ψ〉 “ |0〉 immediately following the mea-

surement. The information/disturbance trade-off implies that information that is

gained about a quantum state can be quantified. One might suggest that this can be

circumvented by copying the quantum state and performing a measurement on the

copied state (or many copies of the state). However, copying an arbitrary quantum

state is prohibited by the no-cloning theorem.

Consider Alice and Bob wish to communicate a secure message. They can use

quantum key distribution to exchange a cryptographic key to be used in a private

key protocol, discussed in the previous chapter. To complete a QKD protocol they

communicate through a quantum channel using single-photon states. Additionally,

they have access to a classical communication channel. Both channels are assumed

to be accessible by an eavesdropper, Eve. Photonic states have many degrees of

freedom useful for encoding information including polarization, orbital angular mo-

mentum (Leach et al., 2012), and time-bin (Brougham et al., 2016), the latter being

an example of a basis that can support high-dimensional encoding. Let d be the

dimension of the Hilbert-space used for the encoding where d “ 2 are referred to as

qubit protocols and d ą 2 are high-dimensional states call qudits. The traditional

BB84 protocol described below is a qubit protocol that uses linear polarization states

of a photon.

2.2.1 BB84

Classical bit values ‘0’ and ‘1’ are encoded in one of two bases that span a two-

dimensional Hilbert space. The first encoding basis (computational basis) is com-

prised of horizontal and vertical polarization states where the states |0〉 and |1〉 are

given by Eq. 2.2. The second encoding basis is a diagonal basis and is defined as

equal superpositions of the the |H〉 and |V 〉 states, shown in Eq. 2.2.
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Computational Basis

|0〉 “ |H〉

|1〉 “ |V 〉

Diagonal Basis

|0〉 “ |`45〉 “p|H〉` |V 〉q{
?

2

|1〉 “ |´45〉 “p|H〉´ |V 〉q{
?

2

(2.2)

The diagonal basis has a non-zero overlap with the computational basis. Two

such bases are said to be mutually unbiased (MUB) because a projection of any

state in to the opposite basis is uniformly distributed. The significance of uni-

formly distributed measurement results is that a projection of a state into the

opposite basis will yield a random outcome. For the qubit protocol shown here,

|| 〈H| ˘ 45〉 ||2 “ || 〈V | ˘ 45〉 ||2 “ 1{2.

A simplified BB84 protocol is shown in Fig. 2.1. The protocol begins with Alice

choosing an encoding basis (computational or diagonal) and a bit value to encode

(0 or 1) at random. Alice sends the encoded photons to Bob where he measures his

photons in a basis chosen at random. His measurement basis is chosen at random

because he has no prior knowledge of Alice’s basis choice. Measurement results of |0〉

and |`45〉 denote a classical bit 0, and |1〉 and |´45〉 denote a classical bit 1. Once

all photons have been transmitted Alice and Bob publish each of their basis choices

over the classical channel. The times where Alice and Bob have chosen different

bases will yield random results and so they discard all instances where they chose

different bases. After this step Alice and Bob share a raw key.

The raw key will contain errors due to losses in the channel or Eve’s disturbance

(more on Eve’s attacking strategies below). The source of the error is not known and

so all errors may conservatively be assumed to be the result of information gained

by Eve. Alice and Bob will estimate the error rate in the raw key by publishing half

of their bits and do a bit-wise comparison. The error rate in this subset is assumed

to be representative of the full set. If the bit-error-rate (BER) is above a certain

12



Bit Value 1 0 0 0 1 0 1 1 0 0 1 0 1 1
Alice’s 
Basis 
Choice

+ + x + x x x + + x x + x +

Encoded 
State ↑ ⟶ ↗ ⟶ ↖ ↗ ↖ ↑ ⟶ ↗ ↖ ⟶ ↖ ↑
Bob’s 
Basis 
Choice

+ x x + + + x x + + + + x x

Bob’s 
Result ↑ ↗ ↑ ↖ ⟶ ⟶ ↗
Raw Key 1 0 1 1 0 0 0
Subset –
Final Key 1 1 0

Figure 2.1: Simplified schematic of a 14 bit BB84 protocol using linear polarization
states of a single photon.

threshold then the protocol is aborted. The value of this threshold depends on the

specific protocol being used. For BB84, the BER threshold is 11% (Shor and Preskill,

2000). If the BER is lower than the abort threshold, then a process called privacy

amplification is used to make the number of errors arbitrarily small (Impagliazzo

et al., 1989). This process involves randomly sampling a subset of the key by com-

municating only the bit positions they wish to keep. Random sampling reduces the

errors and also Eve’s knowledge of the key. After privacy amplification the protocol

is complete and Alice and Bob share a secure key.

2.3 Security of QKD

A detailed survey of all possible attack strategies and security proofs are outside the

scope of this thesis, and so I will give a brief overview of attack strategies that Eve can
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use to gain information about the transmission (Scarani et al., 2009). Each attack

strategy has an associated level of security that the protocol is protects against.

2.3.1 Individual Attacks

Individual attacks are the simplest strategy that Eve can use. This class of attacks

involve Eve interacting with each state of her choosing on an individual basis (i.e.

her interaction is not informed by any result from a previous interaction). Intercept-

and-resend is an example of an individual attack where Eve intercepts the state and

performs a measurement. The measurement collapses the state and Eve sends the

resulting state to Bob. Eve has no prior knowledge of Alice’s encoding basis and so

Eve can only choose her measurement basis at random.

To see how this attack strategy can be detected consider the BB84 protocol

above where Eve uses the intercept-and-resend strategy. For simplicity, we will only

consider the cases where Alice and Bob have chosen the same basis for encoding

and measurement, and that Eve intercepts every state. As stated above, Eve must

randomly choose a basis in which to perform her measurement. Half of her choices

will be correct and in these cases her measurement will not change the state of the

photon. Therefore, she will obtain the bit value undetected. However, half of the

time she will choose the wrong basis and as a result will project the photon in to

the opposite basis to Alice and Bob’s choice. For these cases Bob’s measurement

will be random and therefore produce the wrong bit value for half of these instances,

resulting in an overall error rate of 25%. An error rate of this magnitude will result

in aborting the communication. If Eve chooses to intercept only a fraction of the

states then the error rate will be lower but so too will the number of bits she obtains.

Her information can be made arbitrarily small after the privacy amplification step.
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2.3.2 Collective Attacks

This class of attacks is similar to individual attacks in that Eve interacts with each

state individually, but in a collective attack Eve can store the information she receives

in a perfect quantum memory. A quantum memory allows Eve to preserve the

quantum state she has intercepted until after Alice and Bob publish their basis

choice. Knowledge of the basis choice enables Eve perform the proper measurement

and gain complete knowledge about the intercepted state.

2.3.3 Coherent Attacks

Coherent attacks are the strongest class of attacks because they are the most lenient

in the restrictions placed on Eve. For this class of attacks Eve’s actions are only lim-

ited by the laws of Physics. This implies that Eve has unlimited resources including a

quantum computer and a perfect quantum memory. Additionally, Eve’s strategy can

be much more complex than an individual attack. For example, Eve can change how

she interacts with one photon conditioned on the outcome of a previous interaction

or measurement. Coherent attacks are the most difficult to prove security against

because of the near infinite strategies that Eve can use.

2.3.4 Side-Channel Attacks

An additional class of attacking strategies called side-channel attacks exploit exper-

imental non-idealities that are specific to the QKD protocol. One such example

is a photon-number-splitting (PNS) attack (sometimes also classified as a stronger

individual attack). Ideally, the source in a QKD system would use an on-demand

single-photon source. However, these types of sources are very complex or lack the

speed and efficiency needed to execute a high-rate QKD demonstration despite great

progress (Eisaman et al., 2011). It is much more pragmatic to use a coherent source

such as a laser where weak coherent states replace pure single photon states. Weak
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coherent states are created by attenuating the intensity of the laser to a mean photon

number µ ď 1. A small value for µ will produce single-photon states but because

coherent sources are Poissonian there is a non-zero probability multi-photon states

will be created. The probability for an n-photon number state to be produced from

a coherent source with a mean photon number µ is given by the Poisson distribution,

P pnq “
µne´µ

n!
. (2.3)

For example, a mean photon number µ “ 1 gives the following probabilities: P pn “

1q « 0.37, P pn ą 1q « 0.26.

Multi-photon states are susceptible to the PNS attack because Alice’s encoding

is performed on each photon contained in the wavepacket. Therefore, Eve has an

opportunity to collect one photon containing the same information that Bob receives.

Eve can store her collected photon in a quantum memory and measure it after the

bases have been published without disturbing the outcome of Bob’s measurement.

2.4 Time-Phase QKD

Experimental realizations of QKD systems are often hindered by non-idealities in

the equipment used to generate and measure the photons. Rate limitations are dom-

inated by detector saturation and dead-time, and so it is advantageous to increase

the channel capacity by encoding bits in a high dimensional Hilbert space. We use

a time-phase encoding (Brougham et al., 2016; Islam, 2017) because it can support

a high dimensional (d ą 2) encoding. Qudit protocols can transmit up to log2 d bits

per photon, whereas qubit protocols such as BB84 are limited to a single bit per

photon. Additionally, high-dimensional schemes can tolerate a higher BER which

enable longer communication distances (Scarani et al., 2009).

Our time-phase protocol consist of two mutually unbiased bases that are referred
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to as the temporal or time-basis, and the frequency or phase-basis. Information is

encoded in the temporal basis and the phase basis is used to check for the presence

of Eve (Brougham et al., 2013). This is in contrast to the BB84 protocol discussed

above where each basis (computational and diagonal) perform both tasks of data

transmission and security. Temporal states are constructed by placing a photonic

wavepacket of width δ in a discrete time bin of width τ . We require δ ăă τ such

that the wavepacket is well localized in the time-bin. A schematic of the time state

|tn〉 is shown in Fig. 2.2a. A wavepacket in the n’th time-bin is labeled |tn〉, where

n “ t0, 1, ..., d´ 1u and d defines the dimension of the protocol.

Phase states are constructed with an equally weighted superposition of time states

where each time bin carries a specific phase relative to the first bin. The m’th phase

state is shown in Fig. 2.2b and is written as,

|fm〉 “
1
?
d

d´1
ÿ

n“0

exp

ˆ

2πnm

d
i

˙

|tn〉 , (2.4)

where the phases are given by the discrete Fourier transform. The phase state |fm〉

is shown in Fig. 2.2b.

2.4.1 d “ 2 Time-Phase

Generation and measurement of the time and phase states is introduced here using

a d “ 2 encoding for simplicity. In our experiment the states are constructed by

intensity modulating a continuous-wave (CW) laser source to create short duration

wavepackets. The states are highly attenuated to produce weak coherent states with

a mean photon number per pulse of µ « 1. Phase states are constructed using

intensity modulators to create the superposition of time states and an additional

phase modulator that modulates the phases of each time bin. The attenuation of

the phase states is adjusted such that the probability amplitudes of the entire frame
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Figure 2.2: Discrete time bins comprising a d-dimensional quantum state in a time-
phase encoded QKD protocol. (a) A single photonic wavepacket placed in time-bin
n defining the state |tn〉. (b) A uniform superposition of time-bin states, each with
a relative phase φi, defining the frequency state |fm〉.

sum to unity. It is important to use a modulation scheme with a high extinction

ratio in order to prevent errors caused by detection events resulting from background

photons leaking through modulator. The states for a d “ 2 time-phase protocol are

shown in Fig. 2.4.

A measurement in the temporal basis is performed with a single-photon detec-

tor where the electrical signal generated from a detection event is recorded with a

high resolution time-tagger. The single-photon detector and processing electronics

including amplifiers and time-tagging electronics must have low timing uncertainty

(detection jitter) in order to localize the time-of-arrival of the photon with high ac-

curacy. The arrival time of the single-photon detection event is compared to the

shared global clock to declare the result of the measurement.

Phase-state measurements require a time-delay interferometer, shown schemati-

cally in Fig. 2.3. A phase state entering the interferometer is split by a 50/50 beam-
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Figure 2.3: Time-delay interferometer. The interferometer is characterized by the
time-delay (or path-length different) ∆t and the phase setting of the long path φ.

splitter with half of the wavefunction traveling through a long path and half through

a short path. The difference in path lengths is chosen such that the time-delay is

equal to τ , or one time bin width. Therefore, the wavefunctions that recombine at

the second beamsplitter are shifted by one time bin relative to each other. An ad-

ditional phase adjustable φ is available to tune the phase of the interference fringe,

where φ “ 0 in the d “ 2 scheme. Phase tuning is achieved by adjusting the path-

length difference on the order of the optical wavelength λ. Additionally, λ{c ! ∆t

and therefore does not effect the time delay.

A phase state that passes through the interferometer tree will result constructive

or destructive interference in the shaded time-bin shown in Fig. 2.4b. There is a one-

to-one mapping between the phase-state input and the detector in which constructive

interference is observed. Therefore, constructive interference is detected at a unique

detector, with destructive interference at all other detectors. In the d “ 2 protocol

a photon detection event in the shaded time bin of detector D0 (D1) indicates

a measurement outcome of |f0〉 (|f1〉). The lobes in the interference pattern lying
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outside the shaded time bin are considered losses and do no contribute to the outcome

of the measurement. The phase-basis measurement succeeds at a rate of 1{d, or 50%

for the d “ 2 scheme.
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Figure 2.4: Time-phase protocol with d “ 2. (a) Temporal and phase basis states.
(b) Time-delay interferometer setup for a d “ 2 phase basis measurement. Also
shown are the interference patters for a measurement on the |f0〉 state.

It is straightforward to see that the time and phase bases are indeed a mutually

unbiased set. A phase state is constructed from a uniform superposition of time-

states and therefore a time-basis measurement will localize the photon to one of the

time-bins with equal probability, yielding a random measurement outcome. Similarly,

a temporal-state with a photon localized to the first time-bin has equal probability

of being detected in the first or second time-bin after passing through the time-delay

interferometer, therefore resulting in a random measurement outcome.

To monitor the presence of Eve we look at the statistics of the interference in

the phase basis measurement. For the purpose of this example, we assume that Eve

uses the simple intercept-and-resend strategy. Only the phase states are used to

probe the channel, and so we will focus on the effects that Eve has on the outcome

20



of the phase basis measurement. The security of channel is assessed at the end of

all communication by calculating the visibility of the constructive and destructive

interference in the shaded time bin in Fig. 2.4.

Consider Alice sends the f0 state. The visibility of the interference is defined by

V “ P` ´ P´
P` ` P´

(2.5)

where P` (P´) is the probability of detecting a photon in the shaded time bin

at detector D0 (D1). A reduction in the counts at detector D0 or an increase

in the counts at detector D1 will degrade the visibility. Consider Eve intercepts

the |f0〉 state and performs a time-basis measurement where she will localize the

photon in the first or second time bin. The temporal basis measurement destroys

the coherence between the two time bins and therefore the photon will travel through

the interferometer without interfering. For example, a single photon localized in the

first time bin has a probability of 0.75 of being detected in the wrong detector (D1)

or in the wrong time bin of detector D0, and therefore will decrease the visibility of

Bob’s phase basis measurement.

2.4.2 d “ 4 Time-Phase

As mentioned above, high dimensional schemes can encode multiple bits per photon.

Increasing the dimension of the time-phase scheme only requires adding more time

bins in the frame defining the state. Increasing the size of the frame also comes at

the cost of reducing the number of frames sent per second, potentially decreasing

the overall bit rate. However, with current state-of-the-art equipment the state

generation rate can be ą 10 GHz and the maximum count rate of single-photon

detectors is typically limited to ă 100 million counts-per-second (Mcps), greater

than a factor of 102 slower. When the state generation rate of the transmitter is
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operating far above the detector saturation rate there is no penalty to increasing

the dimension of the time-phase protocol because the detection rate will be the

limiting factor (until the frame rate is reduced to below the maximum detection

rate). Therefore, the bit-rate is doubled when performing a d “ 4 protocol compared

to a d “ 2 protocol.
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Figure 2.5: Time-phase protocol with d “ 4. (a) Temporal and phase basis states.
(b) Cascaded interferometer tree for a d “ 4 phase basis measurement.

The basis states for a d “ 4 protocol, shown in Fig. 2.5, are constructed in the

same way as those in the d “ 2 scheme. Temporal basis measurements are also carried

out in the same way as for d “ 2. Phase-state measurements for d “ 4 require more

resources because interference must take place between more than neighboring time-

bins. The scheme proposed to measure high-dimensional phase-states uses a cascaded

tree of time-delay interferometers (Brougham et al., 2013). A d-dimensional protocol

requires d´ 1 interferometers (with varying timing delays ∆t and phase settings φ)

and d single photon detectors. The interferometric tree for d “ 4, shown in Fig. 2.5,

requires a total of three interferometers where the first interferometer has a time
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delay ∆t “ 2τ and phase offset φ “ 0. The second layer has two interferometers, one

for each output of the first interferometer, each having a time delay ∆t “ τ and with

phase offsets φ “ 0 and φ “ π{2. Similar to d “ 2, the output of the interferometer

tree for a particular phase state input is a pattern of interference fringes where there

is constructive interference in the shaded time bin at one detector and destructive

interference at all other detectors. Therefore, there is a one-to-one mapping from the

set of phase states inputs to the detectors. The interference fringes for a measurement

of the state |f0〉 is shown schematically in Fig. 2.6b.

Recent experiments indicate that the communication can be secured using as

little as one state from the MUB, therefore reducing the number of interferometers

and detectors required (Islam et al., 2018). Additionally, the interferometer tree can

be replaced entirely by a measurement scheme where Bob uses a local oscillator to

generate a state to interfere with Alice’s state (Islam et al., 2019). In this scheme

Bob needs only a beamsplitter and two detectors to perform the measurement. These

two improvements to the time-phase protocol will not be discussed in this thesis.

2.5 Conclusion

In this chapter I describe the fundamentals of quantum information and the building

blocks of QKD. The protocol is enabled by two principles that are fundamental

to quantum physics: namely, the information/disturbance trade-off, and the no-

cloning theorem. The BB84 protocol is described in detail to introduce the important

concepts to design a QKD system. I discuss the time-phase encoded protocol that

is the basis for my experimental efforts discussed in the remaining chapters of this

thesis. A time-phase encoding is a high-dimensional protocol that is well suited for

communication at long distances and in presence of detector saturation.
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shaded bin indicates the outcome of the measurement.
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3

Receiver Infrastructure

A high performing single photon detection receiver is necessary to realize time-bin

encoded or pulse-position-modulated quantum communication schemes. Central to

the receiver system is the photon detector and the infrastructure that is needed for

operation, discussed in this chapter. The performance of the receiver is also highly

dependent on the readout electronics used to amplify and measure detection signals,

discussed further in Chapter 4. Detector performance is characterized by metrics

such as detection efficiency, timing resolution, maximum count rate, and dark count

rate. No single detector owns the best performance in all metrics and so compromises

must be made that cater to the specific needs of the communication system. In a

time-bin encoded protocol a premium is placed on four metrics: detection efficiency,

timing resolution, maximum count rate, and dark count rate. In the time-bin encoded

protocol discussed in Chapter 2, high detection efficiency and a high maximum count

rate will enable the best possible key rate. Dark counts will limit the maximum

visibility in the interference measured in the frequency-basis. Poor timing resolution

will cause photon detection events to be mistakenly assigned to adjacent time bins,

resulting in errors.
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Photo-Multiplier tubes (PMT) are a popular commercial single photon detec-

tor option but lack high efficiency, especially at longer wavelengths (wavelength

considerations discussed more in Chapter 6). Silicon and indium-gallium-arsenide

single-photon avalanche diodes (SPAD) have improved efficiency, but suffer in tim-

ing resolution and dark count rate (Migdall et al., 2013). Superconducting nanowire

single photon detectors (SNSPD) are a relatively new technology compared to the

semi-conductor detectors and have demonstrated near unity detection efficiency with

sub-Hz intrinsic dark count rate (Marsili et al., 2013), maximum count rates in the

range 10 ´ 100 Mcps (Kerman et al., 2006), and timing resolution ă 100 ps (Dauler

et al., 2014). SNSPDs have emerged as a leading technology for quantum informa-

tion science and classical photon-starved experiments and played a crucial role in the

recent loophole-free Bell inequality measurements (Shalm et al., 2015) and the Lunar

Laser Communication Demonstration (Boroson et al., 2014). Additionally, SNPSDs

are featured in quantum communication protocols such as superdense quantum tele-

portation (Graham et al., 2015) and quantum key distribution (Islam et al., 2017a).

The high performance characteristics of SNSPDs make these the detectors the best

choice to use for the QKD receiver. Unlike PMTs or SPADs that can operate at

room temperature or with modest refrigeration, the operation of SNSPDs require a

cryogenic system.

3.1 Cryostat

The nanowire material that comprises the active element in the detector must be

cooled to below the superconducting threshold temperature TC , where TC is a func-

tion of the nanowire material and geometry. The value of TC determines the re-

frigeration system required for operation. Typically, SNSPDs require a cryogenic

system operating at temperatures ă 15 K. Some SNSPDs are made of crystalline

superconducting material and have slightly different performance and refrigeration
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needs. Detectors fabricated with niobium nitride (NbN), for example, have a thresh-

old temperature of TC « 10 K and therefore can be operated in a standard 4 K

cryocooler (Verevkin et al., 2002).

The cryostat for our QKD receiver is a two-stage design comprised of a Gifford-

McMahon (GM) style (Model RDK-101D with a Zephyr compressor) closed-cycle

cryocooler from Sumitomo that has a base temperature just below 4 K. The GM

cooler is used to pre-cool a single-stage sub-Kelvin 4He cooler from Simon Chase

Cryogenics with a base temperature „ 850 mK. This cryostat is designed to support

the operation of SNSPDs made out of tungsten silicide (WSi), molybdenum silicide

(MoSi), and other amorphous superconducting materials that require sub-Kelvin

operation for optimal performance.

Gifford-McMahon systems cool through rapid expansion of compressed helium

gas. The high pressure helium gas is delivered by an external compressor unit to the

a small volume that is in thermal contact with the sample mount. The compressed

gas undergoes isothermal expansion and removes heat from the sample stage, which

is then expelled in to the lab environment once it is delivered back to the compressor

for re-cycling. Synchronized pistons in the compressor and coldhead control the

timing of the gas flow to and from the coldhead. The coldhead is mounted to a

vacuum flange and has cooling stages at 40 K, with 5 W of cooling power at 40 K,

and 4 K with 200 mW cooling power at 4 K. Cooling data for the 4 K system is shown

in Fig. 3.2a.

The Simon Chase cooler is a 4He sorption fridge that holds a reservoir of helium

gas and is mounted to the 4 K stage of the GM coldhead. The sorption fridge is

pre-cooled to 4 K and a charcoal getter-pump holds the helium gas because of cryo-

pumping. The pump is heated to release the captured helium and is subsequently

re-liquified by bringing the pump in to thermal contact with the 4 K plate with a

gas-gap controlled heat switch. The helium liquifies and flows to the 1 K sample plate
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Figure 3.1: Cryostat exploded model view (left) and photograph of the assembled
cryostat (right). Not shown in the right photograph are the 40 K and 4 K radiation
shields. Not shown in either panel is the 300 K vacuum nipple. At the bottom of the
photograph is the 1 K sample plate that is attached to the coldfinger of the Simon
Chase sub-Kevlin cooler. SNSPDs mounted on the 1 K plate are shown in the inset.

where it boils off and cools the plate through evaporative cooling. The hold time of

the 1 K plate is 35´ 45 hours depending on the thermal load. Once the helium has

been evaporated, the system must be re-cycled. The sub-Kelvin cooler has 100µW

of cooling power at 1 K. Cooling data for the 1 K system is shown in Fig. 3.2b.

The assembled system with an exploded model view is shown in Fig. 3.1. The

coldhead mounts to a machined flange and is enclosed by a vacuum nipple which

serves as a 300 K radiation shield and vacuum chamber. Vacuum is required to

thermally isolate each temperature stage from heating by convection. The 40 K
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and 4 K plates also have radiation shields to reduce radiative heating of the enclosed

surfaces. The 300 K, 40 K, and 4 K sample plates and radiation shields were designed

by Dr. Sae Woo Nam’s group at the National Institute of Standards and Technology

(NIST).
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Figure 3.2: Cooling data for the GM 4 K cooler and 1 K sorption fridge. (a) Cool-
down time for the GM 4 K cooler. The time to reach base temperature is a function
of the thermal mass on the 4 K plate. With the 1 K system thermally anchored on
this plate, this system takes „ 12 hours to cool to ă 4 K. (b) Typical 1 K hold-time
with one detector operating. As the number of detectors (and therefore the number
of thermal pathways from 4 K to 1 K) increase, the hold time will decrease. However,
the hold time still remains ą 35 hours when multiple detectors are in operation.
(Inset) Cooling time for the 1 K plate after the helium has been released from the
charcoal getter.

3.2 Electrical and Optical Access

Detectors and other internal components such as temperature sensors and amplifiers

are accessed through ports on the top 300 K plate. Direct-Current (DC) electrical

access is provided by a D-subminiature 25-pin vacuum feed-through adapter on a

KF-40 flange. These lines are used for temperature sensors, heaters, and provide
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power to other internal electronics such as low-temperature amplifiers. Coaxial lines

are accessed through hermetically sealed SMA feedthrough connections. These lines

carry high-frequency detection signals from the detectors. Un-jacketed optical fibers

provide optical access to the detectors through a vacuum feed-through port sealed

with vacuum epoxy.

Low thermal conductivity materials are required for components such as DC wires

and coaxial cables to minimize thermal loading of the colder stage by the warmer

stage. A material’s thermal conductivity is a function of temperature, and so care

must be taken when making material choices for connections between each temper-

ature stage. The DC wires are 32-AWG phosphor-bronze wires (Lakeshore Cry-

otronics QL-32) designed for cryogenic operation. These lines must be well-filtered

from high-frequency electrical noise that can come from power supplies, measure-

ment equipment, or signals radiated in the lab environment. The DC feedthrough

is filtered in three stages. First, a commercial D-subminiature low-pass filter atten-

uates high-frequency noise down to „ 5 MHz. Second, a capacitive filter attenuates

frequencies in the range of „ 1 ´ 10 MHz. Lastly, a home-made 5-pole, 3 dB ripple,

Chebyshev low-pass filter attenuates signals above „ 275 kHz. These filters provide

clean electrical lines for sensitive measurements and readout electronics, shown in

Fig. 3.3.

Two types of semi-rigid coaxial cables that carry high-frequency electrical sig-

nals are used in our cryostat. Beryllium-copper outer conductor and silver-plated

beryllium-copper inner conductor cables (Coax Co. LTD SC-119/50-SB-B) carry

detection signals from the SNSPD on the 1 K stage to the 4 K stage. Stainless steel

(304) outer conductor and silver-plated beryllium-copper inner conductor cables (Mi-

croCoax UT-085B-SS) carry detection signals from 4 K to 40 K, and from 40 K to

300 K. Stainless steel and beryllium-copper have low thermal conductivity (approxi-

mately 0.3 W/m-K and 2 W/m-K respectively at 4 K and 3 W/m-K and 11 W/m-K
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Figure 3.3: Spectrum analyzer traces of noise data before and after filtering. The
domain of the scan is from DC to 10 MHz and the vertical scale is 10 dB/division.
The signals plotted include „ 30 dB of amplification in order to make them visible
above the noise floor. The blue trace is the baseline spectrum, the yellow trace is the
spectrum with no filtering, and the pink trace has low-pass filtering down to 275 kHz.

at 40 K) and silver-plating on the inner conductor reduces high-frequency electrical

loss.

3.3 Superconducting Nanowire Single-Photon Detectors

The first superconducting nanowire detector was realized at the University of Moscow

by Gol’tsman and colleagues (Semenov et al., 2001) with a 225-nm-wide, 1-µm-long

niobium nitride wire operating at 4.2 K. Optical photon detection was demonstrated

at a bias current of 70µA. Advancements in fabrication and packaging techniques

have been developed by several groups to improve optical coupling (Miller et al.,

2011), increase detection efficiency (Rosenberg et al., 2004; Rosfjord et al., 2006),

investigate alternate superconducting materials (Baek et al., 2011; Verma et al.,
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2014b, 2015), and develop complex detector structures including pixel arrays (Dauler

et al., 2009; Verma et al., 2014a; Allman et al., 2015) and parallel elements (Najafi

et al., 2012; Zhao et al., 2014). These advancements and recent demonstrations of

high detection efficiency (Marsili et al., 2013), high maximum count rate (Kerman

et al., 2006) and good timing resolution (Zadeh et al., 2017), have enabled SNSPDs to

be a leading commercial technology (Photon Spot, Inc., Single Quantum, Quantum

Opus, LLC) for quantum optics experiments.

To understand the amplifier design discussed in the Chapter 4, we highlight

the important operating characteristics of the SNSPD. In the detector quiescent

state, a superconducting nanowire cooled to below TC carries a constant bias current

Ibias ă Isw without resistance, where Isw is the switching current for the device.

If Ibias exceeds Isw then the detector will become unstable or fall in to a resistive

state, referred to as latching. A photon absorbed in the nanowire deposits energy

causing Cooper pairs to break, locally disrupting the superconductivity to create

a resistive region, referred to as a hot-spot. The hot-spot method is used here,

as opposed to other detection theories discussed elsewhere (Bulaevskii et al., 2012;

Gaudio et al., 2016). The temperature of the hot-spot region grows due to Joule

heating and the resistive region grows due to diffusion and non-equilibrium quasi-

particles (Semenov et al., 2001; Renema et al., 2014) until a short section of the wire

is resistive. The value of the hot-spot resistance depends on the material, nanowire

geometry (Kerman et al., 2006), electrical readout circuit (Kerman et al., 2009),

and likely indicates the number of absorbed photons (Cahall et al., 2017; Nicolich

et al., 2018). Photon-number resolution is discussed in more detail in Chapter 5.

As the hot-spot resistance grows current through the device is reduced, and after

some amount of time the size of the hot-spot stagnates and cooling through the

substrate starts to dominate until the detector has cooled sufficiently to become

superconducting again. The value of resistance for an individual hot-spot Rhs can
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range from 500 Ω´ 5 kΩ. The growth and stagnation of a photon hot-spot is on the

order of a few hundred picoseconds (Semenov et al., 2001; Engel et al., 2015; Marsili

et al., 2016).
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Figure 3.4: Simple SNSPD circuit and photon detection waveform. (a) Simple
SNSPD circuit model. The switch begins in a closed position to represent the detector
in a superconducting state with a DC bias current Ibias flowing unimpeded through
the device. A photon is absorbed and the switch opens. Current is diverted out of the
device and in to the load resistor RL. (b) A single-shot detection waveform from an
amorphous SNSPD having a meander diameter „ 15µm. This pulse is amplified by
two low-noise room-temperature amplifiers (Miteq AU-1310). The waveform decay
time τDecay “ 17.6 ns and load impedance 50 Ω gives a kinetic inductance value
Lk “ 875 nH. (Inset) Rising edge of a single-shot detection waveform recorded with
a 2.5 GHz bandwidth cryogenic amplifier (Cosmic Microwave Technologies CITLF3).
The value τRise “ 400 ps gives a hot-spot resistance value Rhs « 2 kΩ.

In the lumped-element circuit picture, the SNSPD is modeled as an inductor Lk in

series with a resistor Rhs to ground, as shown in Fig. 3.4. The bias current provided

by the source is Ibias and the current flowing through detector is Idet. The nanowire

begins in a superconducting state, and so the switch in parallel with the resistor is

closed and Idet is equal to Ibias. A photon detection event corresponds to the switch

opening, leading to the detector resistance Rhs. Bias current is diverted out of the
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detector in to a parallel resistor RL, typically the 50 Ω input impedance an amplifier,

and the shunted current IL is detected as an output pulse. The reduction in Idet

allows the detector to cool down and the nanowire to return to the superconducting

state, closing the switch. The rise time of the detected pulse is determined by

τRise « Lk{Rhs, and the recovery time for the pulse to fully decay and the detector

to reset is determined by τDecay « Lk{RL. The inductance arises from the kinetic

inductance of the superconducting nanowire. The values for Lk and Rhs are estimated

using each of these time-constants of the detection waveform. The value for Lk is

estimated by fitting an exponential function to the recovery of the waveform falling

edge using the value for the read-out circuit load resistance, such as a 50 Ω room

temperature amplifier. Once Lk is known, the value for Rhs is estimated by measuring

the rise-time of a detection waveform. A high bandwidth read-out must be used in

order to reduces the effects that a bandwidth-limited read-out circuit has on the fast

rising edge of the waveform. In the device and read-out circuit that is discussed in

the following chapters, Lk « 875 nH and Rhs « 2 kΩ.

3.4 Conclusion

In this chapter I have given a description of the infrastructure needed to realize a

high performing quantum receiver. The central component to the receiver design is

a superconducting nanowire single-photon detector. SNSPDs must operate at cryo-

genic temperatures and therefore necessitate the construction of a cyrostat system.

Our system is two-stage system comprised of a closed-cycle 4 K cooler that pre-cools

a 4He sorption fridge with a base temperature of 850 mK. This is suitable for the

operation of SNSPDs made from amorphous superconducting material. The cryostat

is also outfitted with the necessary access include DC and RF electrical connections

and optical fiber access to carry photons to the detectors. I conclude the chapter by

describing the operating principles of SNSPDs.
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4

Cryogenic Amplifiers

Chapter 3 introduced the necessary hardware needed to build a quantum commu-

nications receiver. This chapter discusses the optimization of the receiver for the

high-rate QKD protocol discussed in Chapter 2, featuring the development of novel,

cryogenic amplifiers.

Critical detector characteristics, such as timing resolution (Wu et al., 2017), re-

set times (Kerman et al., 2006) and maximum count rates (Kerman et al., 2013),

are often dictated by the read-out electronics that sense and amplify the electrical

signal generated in response to a photon detection event. This chapter describes the

design and performance of cryogenic amplifiers that provide two critical advantages

for SNSPD read-out: p1q the intrinsic amplifier noise can be reduced dramatically,

improving the signal-to-noise ratio (SNR) and hence the timing resolution; and p2q

placing the first-stage preamplifier closer to the device provides flexibility to design

the effective load impedance of the amplifier with minimal signal loss between the

detector and the preamplifier. There have been recent demonstrations of low-noise,

low-power cryogenic amplifiers built from custom-made components (Bardin and

Weinreb, 2009; Montazeri et al., 2016) and commercially available transistors (Mani
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and Mauskopf, 2014). The main goal of our effort is to identify a commercial mono-

lithic amplifier read-out circuit that maximizes timing resolution while maintaining

high count rate capabilities, and scalability in terms of cost and power consumption.

These characteristics have a significant impact on the speed and fidelity of quantum

communication protocols such as time-phase QKD (Brougham et al., 2016).

A read-out circuit optimized for timing resolution and maximum achievable count

rate is low noise, has a large bandwidth, and is DC coupled at the amplifier input.

Electrical read-out noise is the dominant contribution to the timing uncertainty and

is approximately quantified by the rise time of the photon detection waveform divided

by the SNR (Marsili et al., 2013). Timing performance is improved by a reduction

in the amplifier noise and securing a large bandwidth to improve the rise time of

the photon detection waveform. The relaxation time of a photon hot-spot is on the

order of „ 500 ps (Marsili et al., 2016) and so a bandwidth of a few GHz is desired.

We explore a range of read-out-circuit strategies using commercial gallium ar-

senide (GaAs) monolithic microwave integrated circuits (MMIC) and silicon germa-

nium (SiGe) operational amplifiers (Op-Amp). Unlike conventional silicon devices,

GaAs and SiGe chips do not suffer from carrier freeze-out at cryogenic temperatures,

and provide a viable solution for the SNSPD read-out circuit. Amplifier prototypes

are assembled on patterned Rogers 4003C high frequency printed circuit board (PCB)

with passive components selected for cryogenic compatibility, such as thin film re-

sistors (Lamb, 2014) and ceramic capacitors using C0G/NP0 dielectric (Teyssandier

and Prêle, 2010). The amplifier consists of bias circuitry for powering the amplifier

chip as well as a custom bias network used to split the DC current bias to the de-

tector and the high-frequency detection signal at the amplifier input. The detector

used for the characterization of these read-out circuits is made of a proprietary amor-

phous superconducting material from Quantum Opus and has a critical temperature

TC « 5 K, a threshold current Isw “ 13.5µA, and kinetic inductance Lk « 875 nH.
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The efficiency of this detector is optimized at „ 1µm wavelength. The detection

efficiency as a function of bias current measured at 1550 nm is shown in Fig. 4.1.

When operated with standard room temperature amplifiers this detector has a 1{e

recovery time of 17.6 ns, a rise time of „ 700 ps, and an SNR of „ 28. The detector is

operated in the cryostat discussed in Chapter 3 where the 4 K-stage of the GM cry-

ocooler provides sufficient cooling power (200 mW at 4.2 K) for thermally anchoring

the low temperature pre-amplifiers.
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Figure 4.1: Detection efficiency of the detector used in our amplifier study, mea-
sured at 1550 nm.

4.1 SiGe Op-Amp Read-out

A non-inverting amplifier utilizing SiGe op-amps is a natural choice for a DC-coupled

read-out scheme. Specifically, the high input impedance of the non-inverting input

gives the freedom to tune the load resistance by adding an external shunt resistor.

Increasing the load resistance decreases the recovery time of the detector, given by

Lk{RL. The value of RL is restricted to a maximum value of 200´ 250 Ω before the
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detector is prevented from self-reseting (Yang et al., 2007). The gain of the amplifier

is easily control by adjusting the feedback circuit. Our non-inverting amplifier design

uses a SiGe Op-Amp from Texas Instruments (LMH6629), and the circuit configu-

ration is shown in Fig. 4.2. A bias resistor Rbias “ 100 kΩ provides a constant bias

current to the detector. A small resistor RIn “ 20 Ω is needed on the non-inverting

input for offset bias current cancellation in the op-amp and the ratio of the feed-

back resistor RF to the gain resistor RG determines the gain of the amplifier. Our

amplifier prototype has „ 13 dB of gain with a „ 300 MHz 3 dB bandwidth. The

performance of this read-out scheme is shown in Fig. 4.3a.
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Figure 4.2: Simplified schematic of the SiGe Op-Amp in a non-inverting setup
coupled to the SNSPD.

The SiGe Op-Amp readout scheme features a fast recover time of 11.9 ns, enabling

maximum count rates approaching 85 million counts-per-second (Mcps). Addition-

ally, the SNR of the detection waveform with this read-out scheme is „ 100, a more

than factor of three increase compared to room temperature amplifiers. However,

the small bandwidth limits the rise-time of the detection waveform to „ 3.5 ns, ap-

38



0 20 40
Time (ns)

-0.2

0

0.2

0.4

0.6

0.8

1

1.2

N
or

m
al

iz
ed

 V
ol

ta
ge

 (A
.U

.) Decay = 11.9 ns

-2 0 2

0

0.5

1 Rise= 3.5 ns

a) b)

0 200 400 600 800 1000
Frequency (MHz)

-5

0

5

10

15

20

G
ai

n 
(d

B)

Duke SiGe Op-Amp

Input

Figure 4.3: Performance characterization of the SiGe Op-Amp. (a) Op-Amp gain
spectrum is measured using the tracking source of a spectrum analyzer as the input
(shown in the black trace for reference). The output of the amplifier is shown in
the blue trace. (b) Single-shot detection waveform. The waveform is recorded using
the SiGe Op-amp and a low-noise room temperature amplifier (Miteq AU1310).
The waveform decay τDecay “ 11.9 ns is 30% shorter compared room temperature
amplifiers due to the increased load impedance. (Inset) Rising edge of the detection
waveform.

proximately a factor of five slower than the rise time measured with typical room

temperature amplifiers for this detector. The rising edge of the detection waveform

is shown in Fig. 4.3b. As a result of the slow rising edge, the timing resolution

of this read-out scheme is diminished and offers little to no improvement over low-

noise room temperature amplifiers. Details about timing-resolution measurements

are discussed later in this chapter.

Ultimately, this read-out scheme was not a good candidate for a high-rate commu-

nication demonstration because of its poor timing resolution, despite having a good

SNR and a short recovery time. However, this scheme was useful for achieving a high

detection rate where precise timing resolution is not critical, such as state-dependent

fluorescence in a trapped atomic ion (Crain, 2016; Crain et al., 2019).
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4.2 GaAs MMIC Read-out

Our most successful circuit uses a GaAs MMIC amplifier chip from Broadcom Lim-

ited, formerly Avago Technologies (MGA-68563). A schematic of the detector and

GaAs MMIC read-out circuit is shown in Fig. 4.4. Our amplifier has a 1.5 GHz band-

width, gain of 15 dB at room temperature, and a 65 K noise temperature measured at

4 K. The noise temperature is measured at a frequency of 100 MHz (well within the

high-pass band of the L-R filter, explained later in this chapter) using the Y-Factor

Method (Horowitz and Hill, 1989). We compare the GaAs MMIC read-out circuit to

the high-performance cryogenic amplifier CITLF 3 built by Cosmic Microwave Tech-

nology, formerly part of the Microwave Research Group at California Institute of

Technology. The CITLF 3 features 30 dB gain over a bandwidth of 2.5 GHz, a noise

temperature of 4 K, dissipates 24 mW of power, and carries a high cost. We also

compare our results to the performance of commercial low-noise room-temperature

amplifiers (Miteq AU1310).

The gain spectra of the GaAs MMIC circuit and the CITLF 3 amplifier, both

measured at 300 K, are shown in Fig. 4.5a. One distinct advantage of our circuit is

the low power dissipation compared to commercial cryogenic amplifiers. We measure

power dissipation of the amplifier operating at a temperature of 4 K by recording

the supplied current at different bias voltages. As the bias voltage increases, the

amplifier gain increases as well as the signal height. The SNR measured at 4 K is

calculated from the average peak height compared to the variance of the noise floor.

The SNR improves as power is dissipated by the amplifier. The SNR levels off at

„ 115 with „ 3 mW dissipated, shown in Fig. 4.5b. All subsequent measurements

for the GaAs MMIC circuit are performed at this bias point of the amplifier. When

compared to the 24 mW dissipated by the CITLF 3 amplifier, an order-of-magnitude

reduction in power consumption in our amplifier allows multiple channels to operate
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Figure 4.4: Simplified circuit schematic of the detector and GaAs MMIC amplifier
setup (Cahall et al., 2018). The bias-network on the amplifier front-end has com-
ponent values Cbias “ 100 pF (Vishay Vitramon, P/N: VJ0603A101KXBAC31) and
Rbias “ 100 kΩ (Susumu, P/N: RR1220P-104-D). The resistor in the bias-network
has a large value to act as a constant current source. The high-pass corner frequency
and input impedance are set by the series capacitor Chp and resistor to ground RL.
These components are internal to the amplifier and their values depend strongly on
the operating temperature.

simultaneously without overloading the cryogenic system.

The GaAs MMIC chips are not designed to operate at cryogenic temperatures and

so their performance drastically changes when cooled to 4 K. As shown in Fig. 4.6a,

the waveform observed for photon detection events consists of decaying oscillations

with an oscillation frequency of „ 20 MHz and an exponential decay time of τDecay „

193 ns, which is 10ˆ longer than expected for an input load resistance of 50 Ω. This

indicates that the load resistance RL of the amplifier decreases substantially below

its room temperature value of 50 Ω when it is cooled.

To confirm this behavior, we fit the data shown in Fig. 4.6a to the predictions of

a PSpice model where we adjust the value of RL and Chp to match the data. The

circuit simulations are performed with the following assumptions: the short coax
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Figure 4.5: Performance characterization of GaAs MMIC read-out scheme (Cahall
et al., 2018). (a) Gain spectra are measured using the tracking source of a spectrum
analyzer as the input (shown in the black trace for reference). The output of the
CITLF 3 amplifier and the GaAs MMIC circuit are shown in the red and blue traces
respectively. (b) SNR of photon detection waveforms recorded at a detector bias
current of 12µA as a function of the dissipated power of the GaAs MMIC amplifier.

transmission line between the detector and the amplifier is assumed to be lossless,

traces on the PCB that are smaller than 2 cm are not treated as transmission lines

in simulations, and the input of the amplifier is simplified as a high-pass capacitor

Chp with a load resistor RL as shown in Fig. 4.4. Our model reveals an under-

damped LRC resonator, formed by the kinetic inductance of the detector Lk, the

input capacitance of the amplifier Chp, and load resistance of the amplifier RL. This

analysis reveals that RL „ 5´ 10 Ω and Chp « 33 pF.

The input stage of the amplifier, and the load resistor in particular, is not ac-

cessible and so we add an external circuit to modify the effective load impedance

and mitigate the slowly decaying oscillations. A slow decay of the photon detection

waveform limits the maximum achievable count rate, and therefore a slow decay is

unwanted. In order to mitigate this effect and maintain high SNR and maximum
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Figure 4.6: Photon detection characterization of GaAs MMIC read-out scheme
with an SNSPD (Cahall et al., 2018). (a) Detection event waveform (average of
64 traces, green) compared to our PSpice circuit model (blue). The decay time is
10x longer than expected for a 50 Ω load, indicating that the input resistance of the
amplifier chip changes significantly when cooled to 4 K. (b) Filtered single-shot pho-
ton pulse compared to an unfiltered single-shot pulse. The 1{e recovery time τDecay
is reduced by an order-of-magnitude, while the rise time and SNR are maintained.
(Inset) Amplifier circuit schematic showing the L-R filter. The frequency band of
the L-R path to ground is chosen to include the oscillation frequency. In our cir-
cuit L „ 220 nH (Epcos, P/N: B82496C3221J000) and R „ 100 Ω (Susumu, P/N:
RR1220P-101-D).

bandwidth, we add a L-R high-pass filter to the read-out circuit that performs mul-

tiple functions. First, it creates a path to ground for all frequencies between DC and

its 3-dB cut-off frequency given by R{2πL. Here, this cut-off frequency is chosen

so that the oscillations observed in Fig. 4.6a are coupled to ground and hence not

to the amplifier. An L-R filter with the values L “ 220 nH and R “ 100 Ω is used

in the measurements discussed in the following section. Second, it provides a DC

path to ground to prevent reverse biasing of the detector at high photon detection

rates, as discussed below. Figure 4.6b shows the photon-detection-event waveform

with the filter, where it is seen that the damping time is so short that only a single
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oscillation cycle is observed. In the context of a quantum communications system

with a time-bin encoding (Islam et al., 2017a) the waveform with the filter in place is

acceptable for reliably resolving photon detections at a rate of „ 25ˆ 106 counts per

second. The amplifier design discussed in this section is used in a high-rate QKD

demonstration (Islam et al., 2017b,a), described in more detail at the end of this

chapter.

4.3 Maximum Count Rate

The maximum achievable count rate (measured in million counts per second, or

Mcps) is a performance metric that is heavily influenced by the read-out circuit.

The largest contributing factor to the maximum count rate is the input coupling

of the first amplifier. As described in Kerman et al. (2013), AC-coupled read-out

schemes lead to detector saturation at low detection rates due to self reverse biasing

of the detector. This effect, due to charge build-up on the input capacitor in the AC-

coupled scheme, is present when the detection rate approaches even a small fraction

of the detector recovery time. The high-pass filter employed in our setup (Fig. 4.6b)

provides a DC path to ground other than through the detector itself, avoiding this

problem. The room temperature amplifier and CITLF 3 are AC-coupled, and hence

are expected to have degraded saturation characteristics.

We measure the observed count rate as a function of the input optical power with

the setup shown in Fig. 4.7a. Saturation results in a slower-than-linear count rate

as a function of the input power because photons arrive at the detector during the

deadtime of the detector. As discussed previously, the deadtime of the detector is

determined by τDecay “ Lk{RL. The dependence of τDecay on the load resistor implies

that the read-out circuit will effect the maximum count rate of the detector (Yang

et al., 2007; Kerman et al., 2009, 2013). We measure the maximum count rate

on a single-pixel, amorphous SNSPD with continuous-wave laser light at 1550 nm
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(Wavelength Reference, Clarity-NLL-1550-HP) and a time-tagger (Agilent, Acqiris

U1051A). Input flux to the SNSPD is inferred from the measured power reference

and a careful calibration of the attenuation in the path to the detector. Our results

are shown in Fig. 4.7b-c.

In our GaAs MMIC read-out scheme, the detector operates at a constant bias

current of 12µA and the measured counts increase linearly at low input flux until

saturation effects become appreciable at the input photon rate of 2 Mcps. The line

continues to track smoothly and reaches a maximum measured count rate just above

20 Mcps. This is the point where our time-tagger began dropping significant counts.

The room temperature amplifier scheme closely follows that observed with the

GaAs MMIC circuit until a measured count rate of „ 10 Mcps. To obtain these

results with the room temperature amplifier, we had to adjust the detector bias

above an input flux of 1 Mcps to compensate for the current back-action and prevent

the detector from latching. The measured counts decrease rapidly at a measured

count rate of „ 10 Mcps due to a reduction in the detector bias current to a level

such that the efficiency of the detector is decreased substantially.

The detector saturation characteristics using the CITLF 3 read-out circuit is mea-

sured with and without a 3 dB electrical attenuator at the amplifier input. Without

the attenuator, the AC-coupled input to the amplifier causes the detector to latch at

a much lower bias current. This latching behavior is worse than that observed with

the room temperature amplifier. We believe that the difference between the latching

behavior of these two AC-coupled schemes is due to the proximity of the amplifier

input to the detector, or to differences in the input circuit between the two amplifiers.

Due to the lack of a DC path to ground, the detector bias current had to be adjusted

to compensate for latching at each data point. The reduction in bias current is the

cause for the poor efficiency. A 3 dB attenuator installed between the detector and

the amplifier provides a DC path-to-ground. In this case, we measure the detector
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Figure 4.7: Maximum count rate measurement using different amplifier read-out
schemes (Cahall et al., 2018). (a) Experimental setup for measuring the maximum
count rate. (b) Measured count rate as a function of the input optical flux. The black
line shown is a fixed efficiency of 48%, which is the expected value at 1.55µm for
this device optimized for operation at a wavelength of 1µm. The purple line shows
the expected count rate for a 50 Ω load resistance as predicted by Kerman et al.
(2013). The poor performance of the CITLF 3 without the attenuator is caused by
premature latching of the detector due to the amplifier’s AC-coupling. Data points
with circles are recorded at a 12µA detector bias current. Data points with X’s are
recorded at a reduced detector bias current due to the detector latching. (c) Count
rate data in panel (b) plotted as an effective detection efficiency as a function of
the input flux. As the input rate is increased, photons impinge more frequently on
the detector before it has fully recovered and do not register a count, leading to a
reduction in the detection efficiency.

saturation characteristics with a constant detector bias current of 12µA. As shown in

Fig. 4.7, the 3-dB attenuator substantially improves the counting capabilities of this

read-out scheme. The reduction in measured counts when compared to GaAs MMIC
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and room temperature amplifiers is hypothesized to be the result of a difference in

the resistance to ground between our L-R filter on our GaAs MMIC circuit and that

of the attenuator with the CITLF 3.

There are other possible front-end circuits that can be placed in front of the

CITLF 3 amplifier to improve its saturation characteristics. For example, a custom

L-R filter inserted between the amplifier and detector should improve the count rate

capabilities of the CITLF 3 read-out scheme while providing a DC path-to-ground

and avoiding signal attenuation as with the 3 dB attenuator used here. We believe the

count rate performance of the CITLF 3 amplifier with an L-R filter could potentially

closely follow the saturation characteristics observed for the GaAs MMIC circuit.

4.4 Timing Performance

The maximum rate of communication, especially in time-bin encoded protocols, is

affected by the timing resolution of the detection system. We measure the timing

resolution of our detector-readout circuit combination using a mode-locked pulsed

laser source that emits a train of „ 5-ps-width pulses with a repetition rate of

75 MHz at a wavelength of 1030 nm. A schematic of the measurement setup is shown

in Fig. 4.8a. The output beam is split by a polarizing beam splitter (PBS), and one

beam is measured with a fast photodiode (Miteq DR-125G-A) that has a bandwidth

of 12.5 GHz and a jitter of ă 5 ps to serve as a stable timing reference for the pulse

arrival. The other beam is heavily attenuated to the single-photon level and the

attenuation of the path is adjusted so that the detection rate is „ 100 kcps (mean

photon number „ 10´3 per pulse). The timing resolution of the fast photodiode is

verified by using two identical photodiodes and recording the timing resolution of

one while the other is used as the timing reference. The measured timing resolution

the resolution of each detector added in quadrature.

A time-correlated, single-photon counting (TCSPC) module (PicoQuant Pico-
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Figure 4.8: Detector timing resolution using different amplifier read-out
schemes (Cahall et al., 2018). (a) Experimental setup for measuring the timing
jitter of the photon detection. The time-correlated single-photon counting (TC-
SPC) module measures the time delay between the reference signal generated by
the high-speed classical detector and the single-photon detection signal to build a
time-of-arrival histogram. The full-width at half-maximum (FWHM) value of the
Gaussian fit to this distribution characterizes the timing resolution of the system.
(b) Timing-resoltuion as a function of detector bias current for different read-out
schemes. (c) Time-of-arrival histogram recorded using our GaAs MMIC read-out
scheme at a bias current of 13.1µA. A Gaussian fit to the distribution is shown in
the red line.

Harp 300) measures the time delay between the reference signal and the single-photon

signal. The delay due to optical and electrical path length differences is adjusted so

that the single-photon event comes after the reference event. We then record a time-

of-arrival histogram, where the full-width at half-maximum (FWHM) of a Gaussian

fit to the distribution characterizes the timing jitter of the detection system. The
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timing performance of the GaAs MMIC scheme is compared to both the CITLF 3

amplifier and low-noise commercial room temperature amplifier. The results of our

measurements are shown in Fig. 4.8b-c.

Low-noise room temperature amplifiers are the standard read-out scheme for

SNSPDs and the timing performance of this scheme is a comparison benchmark

for the other read-out schemes. The best timing resolution for room temperature

amplifiers is 50 ps at a detector bias current of 13.1µA. The CITLF 3 achieves the best

timing performance at each detector bias current and reaches a minimum value of

33.5 ps at a detector bias current of 10.4µA. A higher bias current was not accessible

due to the detector latching. Adding the attenuator before the CITLF 3 enables a

higher achievable count rate but it also degrades the photon detection signal and

negatively influences the timing resolution. The addition of an L-R filter between

the CITLF 3 and the detector in place of the 3 dB attenuator would provide a DC

path-to-ground without degrading the detection signal. We believe the performance

of the CITLF 3 read-out scheme with an L-R filter would be better than with the

3 dB attenuator and should closely follow the measurement without the attenuator.

The timing resolution of the GaAs MMIC read-out circuit very closely follows the

performance of the CITLF 3 amplifier with the attenuator on the input, and has a

minimum FWHM value of 35.0 ps at a bias current of 13.1µA.

4.5 High-Rate QKD Demonstration Results

The work in this section is done in collaboration with Dr. Nurul T. Islam, Dr. Charles

C. W. Lim, and Prof. Daniel J. Gauthier. Dr. Islam constructed the transmitter. I

assisted Dr. Islam in coupling the transmitter to the receiver, optimizing the system,

and collecting preliminary data. Dr. Islam collected the published data (Islam et al.,

2017a), performed the data analysis, and did the security proof with contributions

from Dr. Lim.
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Figure 4.9: Experimental setup for the time-bin encoded QKD demonstration (Is-
lam et al., 2017a).

The experimental setup for the time-bin encoded QKD demonstration is shown

in Fig. 4.9. The transmitter consists of a 1550 nm continuous-wave laser (Wavelength

Reference, Clarity-NLL-1550-HP) that is intensity modulated by electro-optic inten-

sity modulators (IM) to create „ 66 ps-width optical wavepackets. An electro-optic

phase modulator (PM) controls the phase of each wavepacket. A system clock rate

of 2.5 GHz gives a bin width of 400 ps, much larger than the width of the optical

pulse and the detection jitter of the receiver system (detectors and electronics). A

field-programmable gate array (FPGA) (Altera Stratix V 5SGXEA7N2F40C2) drive

the IM and PM to create the necessary patterns for each state in the temporal and

phase basis. A second IM is used to control the intensity of decoy-states which

are used to bound the mulit-photon wavepackets that are present from our coher-

ent light source (Lo et al., 2005). The wavepackets are attenuated to the single

photon level and sent through the quantum channel to Bob’s receiver, comprised

of high-efficiency SNSPDs and the GaAs MMIC amplifier read-out scheme discuss
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in this chapter. Bob’s basis choice is done passively with a 1 ˆ 2 beamsplitter and

routed to one of four temporal-basis detectors (Dt) or to the interferometer tree for

a phase-basis measurement. The time-basis measurement scheme has a 1ˆ4 splitter

to limit detector saturation and enable a higher detection rate. Detection signals are

recorded by a time-tagger (Agilent, Acqiris U1051A) with a 50 ps resolution. The

time delay and phase settings for the interferometer tree are discussed in Chapter 2.

The results of the QKD demonstration are shown in Fig. 4.10. We have achieved

record-high secret key rates (SKR) at each channel loss with a maximum rate of

26.2 Mbits/s. We also maintain low BER under „ 5% at each channel loss. The

SKR agrees well with the security analysis (Tomamichel et al., 2012) of our protocol

which includes information reconciliation, privacy amplification, finite key effects,

reduced detection efficiency at high count-rates, and state-preparation and measure-

ment (SPAM) errors.

4.6 Conclusion

In this chapter I have described the development of a low-noise, low-power cryogenic

read-out circuit to enhance the performance of SNSPDs. Critical detector charac-

teristics such as maximum count rate and timing resolution are heavily influenced

by the electrical read-out circuit. I have developed a simple, scalable solution that

has demonstrated rates exceeding 20 Mcps and timing-jitter as low as 35 ps. The

scalable cryogenic read-out circuit coupled with high-efficiency SNSPDs enabled a

record-setting secret key rate of 26.2 Mbit/s to be achieved in a proof-of-principle

time-phase QKD protocol.
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Figure 4.10: Results of the time-bin encoded QKD demonstration with d “ 4 (Is-
lam et al., 2017a). (a) Secret key rate (SKR) as a function of channel loss or an
equivalent fiber length assuming a propagation loss of 0.2 dB/km. Black squares
are experimentally measured data points and the orange curve is the theoretically
predicted SKR from the security analysis which takes in to account experimental
parameters such as finite key effects, decreased detection efficiency at high count-
rates, and state-preparation and measurement (SPAM) errors. N=6.25ˆ 1010 is the
number of transmitted signals. The recorded data agrees well with the predicted
curve. (b) BER for each data point in the time-basis and frequency-basis.
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5

Multi-Photon Detection

In the previous two chapters I have discussed the utility of SNSPDs and the advan-

tages they offer in quantum communication protocols. Namely, SNSPDs outperform

other detectors in detection efficiency, dark count rate, maximum count rate, and

timing resolution. Additionally, Chapter 4 detailed the optimization of the read-

out circuit to enhance the detector performance. Despite the high performance of

SNSPDs in most metrics, they have historically lacked the ability to resolve the

number of incident photons.

Typically, SNSPDs operate in Geiger mode, where a threshold is applied to the

electrical signal generated by the read-out circuit indicating the detection of at least

one photon. However, there are many experiments where it is highly desirable or

even necessary to use detectors that resolve the photon number n. Number resolv-

ing power is advantageous for the development and characterization of on-demand

single-photon sources such as quantum dots (Intallura et al., 2007) or spontaneous

parametric down conversion (SPDC) sources (Kaneda et al., 2015; Guilbert and

Gauthier, 2015) that have been useful for quantum information experiments. For

example, entangled photon pairs can be generated by driving a SPDC crystal with a
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strong pump laser. Photons are born at the same time and the detection of one pho-

ton heralds the presence of the other. To increase the speed and efficiency of photon

production the pump laser power can be increased, but at the expense of an increased

generation rate of degenerate photon pairs. Using a heralding detector with PNR

capabilities, the deleterious multi-photon events can be selected against and allow

only single-photon pairs to contribute to experiments. Additionally, photon-number

resolving power could enhance quantum communication experiments by increasing

the channel capacity or providing an efficient way to ensure the security of the chan-

nel (Cattaneo et al., 2018).

To address this issue, several groups have devised ways to use Geiger-mode

SNSPDs to emulate photon-number-resolving detectors, including: spreading the

wavepacket across a detector array (Divochiy et al., 2008; Dauler et al., 2009; Moshkova

et al., 2019); temporal multiplexing (Kruse et al., 2017); and operating the detec-

tor with a low bias so that only multi-photon events are recorded (Bitauld et al.,

2010). While these approaches are adequate for some applications, they often com-

promise other outstanding performance metrics of the SNSPD or lead to complex

systems. Other devices, including visible-light photon counters (Kim et al., 1999) or

transition-edge sensors (Miller et al., 2003), have degraded metrics, such as higher

dark count rates or slower response time, among others.

In this chapter I present multi-photon detection using a conventional single-pixel

SNSPD, where photon-number resolution arises from a time- and photon-number-

dependent resistance Rhs of the nanowire during an optical wavepacket detection

event. The different resistances give rise to different rise times of the generated

electrical signal, which can be measured using a low-noise read-out circuit. The

observed signals are consistent with an electro-thermal model of the device, which

accounts for the basic properties of the superconducting nanowire coupled to the

read-out circuit and the Poisson statistics of the weak coherent source illuminating
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the detector.

5.1 Detection Dynamics of SNSPDs

The lumped-element model of the detector consists of an inductor Lk arising from

the kinetic motion of the superconducting Cooper pairs, and a switch in parallel with

the total nanowire resistance nRhs. In the dark, the switch is closed and the current

flows through the zero-resistance path of the detector. When one or more photons are

absorbed in the film, as illustrated in the inset of Fig. 5.1, Cooper pairs break, and

the temperature of the wire segments go above the critical temperature and hence

into the normal state, creating n hot-spots. Hot-spot formation is modeled as the

opening of the switch. Joule heating of the normal segments and thermal diffusion

cause the hot-spots to grow, eventually stagnating due to the combined effects of

heating, diffusion, and cooling to the substrate. Typically, the stagnated value of

nRhs " RL and hence most of the current is shunted to the read-out circuit. After a

period of „ 300 ps, cooling to the substrate dominates, the hot-spot collapses, and

the wire returns to the superconducting state, effectively closing the switch.

To predict quantitatively photon-number-resolving detection, we generalize a

model for the detector and read-out circuit known as the electro-thermal model (Ker-

man et al., 2009). Here, the dynamics of Rhs and the current flowing through the

detector are described by a set of coupled nonlinear differential equations, given by,

Lk
dIdet
dt

“ ´nRhsIdet ` pIbias ´ IdetqRL, (5.1)

dRhs

dt
“

2Rmax

l
vpIdetq, 0 ď Rhs ď Rmax (5.2)

where Rmax is the total resistance when the entire length l of the wire is in a resistive

state. The parameter vpIdetq is the phase front velocity of an individual hotspot.
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Figure 5.1: Detection schematic for collecting undifferentiated detection waveforms
generated at the SNSPD (Nicolich et al., 2018). The resistor nRhs is total resistance
of the detector where the value of Rhs is a function of the total number of photons
absorbed. The circuit schematic as depicted here is used to collect raw, undiffer-
entiated waveforms. Not shown is an optional analog differentiation filter inserted
before the oscilloscope. (Inset) Multiple photon detection events depicted in a scan-
ning electron micrograph image of an SNSPD where each hot spot has a resistance
Rhs.

Equation 5.1 is derived from Kirchhoff’s law and describes the distribution of current

in the circuit, and Eq. 5.2 describes the time evolution of a single hotspot. In the

analysis we assume that the n hot spots do not overlap spatially and hence each is

governed by an identical differential equation. The total resistance of the nanowire

due to the presence of n hot spots is given by nRhs.

An analysis of the model reveals that the stagnated value of Rhs depends on n
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due to its coupling to the current equation. Furthermore, we find that the resulting

rise time of the voltage generated at RL scales approximately as 1{
?
n (Nicolich

et al., 2018). Additionally, a complete analysis by Nicolich et al. (2018) reveals a

universal model for the rising edge during the turn-on of the detector resulting from

photon absorption. This model predicts the rise-time of the detection waveform as

a function of nanowire length l, bias current Ibias, and number of absorbed photons

n. The details of the universal model are outside the scope of this thesis.

5.2 Experimental Results

To test our predictions, we generate short optical wavepackets by intensity-modulating

a 1550-nm-wavelength continuous-wave laser, attenuating to result in a mean de-

tected photon number µ, and couple the wavepackets into a single-mode fiber that

delivers the light to the detector. The modulators are driven by signals generated

from an FPGA which allows course control of the repetition rate of the pulse train

and width of the wavepacket (limited by the bandwidth of the modulators). A slow

repetition rate of „ 1 MHz is desired in order to limit the negative effects caused

by the detector recovery time. However, a repetition rate that is too slow will re-

sult in an artificial increase in the n “ 1 counts because of the very small duty

cycle and finite extinction ratio of the modulation. The temporal wavepacket width

(ď100 ps) is shorter than the expected stagnation time of the hot spot, which is

required for our read-out scheme to detect multi-photon events. The source setup is

shown schematically in Fig. 5.2.

The detector used in this study consists of a single meandering wire which is

made of a proprietary amorphous superconducting material from Quantum Opus. It

is current biased (Ibias) and connected to a DC-coupled, high-bandwidth, cryogenic

read-out circuit (CITLF3, Cosmic Microwave Technologies) with an effective load

resistance RL » 50 Ω. A DC-coupling is provided by an L-R filter between the

57



Optical Fiber

FPGA Variable Optic 
Attenuator

Intensity
Modulator

1550nm 
CW Laser

Intensity
Modulator

Polarization 
Control

To SNSPD

Figure 5.2: Experimental setup to create short-duration, multi-photon wavepack-
ets (Nicolich et al., 2018). An FPGA drives electro-optic intensity modulators cre-
ating short optical wavepackets. Two modulators are used to increase the extinction
ratio of the on/off modulation.

detection and the coupling capacitor of the amplifier. This filter provides a DC

path-to-ground while preserving the bandwidth of the amplifier (Cahall et al., 2018).

High-bandwidth amplifiers are important for resolving n because this information is

encoded in the rise time of the detection waveform.

Raw waveforms collected at the output of the room temperature amplifier, shown

in Fig. 5.3b, display clear changes in the slope of the rising-edge. However, in practice

it is challenging to discriminate rise-time changes of individual pulses in real-time

measurements. Therefore, we convert the rise time to an amplitude using an analog

inductor-resistor differentiating circuit shown in Fig. 5.3c. It is clear that the differ-

ence between the maximum height of the differentiated waveforms decreases as the

value of n increases. This effect is mostly due to the
?
n dependence of the hot-spot

resistance, with a first order correction given by bandwidth limiting effects from the

amplifiers.

To provide further evidence of multi-photon detection we use the histogram func-

tion of the oscilloscope to collect the probability distribution for the maximum value

of the slope of the signal after the differentiating circuit, arising from photon detec-

tion events. Figure 5.4 shows the normalized peak-height probability distributions of
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Figure 5.3: Photon detection waveforms for n “ 1, 2, and 3 photons recorded
with an 8 GHz analog bandwidth oscilloscope (Agilent Infiniium DSO80804B). (a)
Simplified schematic of the two read-out schemes to measure multi-photon detection
events. (b) The rising edge of single-shot waveforms collected after the output of
the room temperature amplifier. (c) Single-shot waveforms collected after an analog
inductor-resistor differentiating circuit.

the differentiated photon detection waveforms for three different values of µ. For low

µ values, we clearly observe a primary peak at „30 mV and a second peak at „41 mV.

At higher µ values, the first two peaks remain at essentially the same value and the

height of the second peak grows relative to the first. Furthermore, additional fea-

tures appear at higher voltages, serving as preliminary evidence for 3- and 4-photon

detection events. As an initial analysis, we fit each distribution with two, three, or

four Gaussian functions (dependent upon the value of µ), where the center and width
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of each Gaussian is a free parameter, but the integral under each curve is constrained

by assuming that the photon number distribution follows Poisson statistics.

Previous measurements of this type show good agreement between the collected

data and the expected statistics (Cahall et al., 2017). The data presented in Fig. 5.4

show a mismatch between the collected counts and the counts that were expected.

This mismatch could be due to several factors. Though careful steps were taken

to ensure to an accurate calibration, there could be an unaccounted for error in

the calibration which could skew the magnitude of counts expected. A more likely

explanation for the mismatch could be due to the finite width of the optical pulse

(„ 100 ps in the data shown in Fig. 5.4). An optical pulse with a significantly large

width in time compared to the rise-time of the electrical waveform could affect the

absorption of photons at n ą 1 values and becomes worse as n becomes larger. In

particular, consider the detector absorbs one photon and starts the process of hot-

spot formation. A second (or third, fourth, etc.) photon impinging on the detector at

some later time could be sampling the detector in a different state (due to its reaction

to the first photon), and therefore could be absorbed with a reduced efficiency or not

at all dependent upon the time delay.

The width of each photon-number peak, which dictates the resolving power of the

detected photon number, is largely determined by the variation of Rhs arising from

the non-uniformity of the wire, reduced signal-to-noise ratio in the read-out circuit,

and the finite width of our optical pulse. The results of the histogram indicate that

high fidelity discrimination between n “ 1 and n ą 1 detected photons is possible.

The bit-error-rate for n “ 1 and n ą 1 discrimination, calculated by computing the

area under the n “ 1 and n “ 2 curves where they overlap and dividing by the total

area of the n “ 1 curve, is 4.2 ˆ 10´4. A low BER on the order of 10´4 enables

discrimination of photon numbers greater than n “ 1 with ą 99.9 % accuracy.

Better resolving power, especially at high values of n, could be possible in the
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Figure 5.4: Histograms of the peak height of differentiated detection waveforms.
Each data set is fit with a sum of Gaussian functions (black), where the integral
of each peak is constrained to follow the expected Poisson statistics for µ “ 10´2

(green), µ “ 0.1 (blue), and µ “ 0.5 (red).

future by utilizing several strategies. A photon source consisting of a mode-locked

laser would be able to create much shorter optical pulse widths compared to the

modulator setup that we have used. A shorter duration optical pulse would allow

each photon contained in the wavepacket to sample the detector in roughly the same

state of operation, contrasted with photons that are distributed in time where later

arriving photons might sample the detector once a detection even has already begun

to take place. Future measurements with a short optical wavepacket would help

give a better understanding of the contributions to the width of the differentiated

distributions that are dictated by detector design or read-out noise. The design

of the nanowire can be optimized to enhance the photon-number resolution with

devices designed having a more uniform Rhs or devices able to operate with higher
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Ibias for a larger signal. Finally, read-out circuits schemes with lower noise and wider

bandwidth would improve resolution. More advanced read-out schemes that directly

probe the total resistance of the device nRhs can also be devised.

A feature in Fig. 5.4 that must be addressed is the distribution on the left of

the n “ 1 peak that is caused by slower detection waveforms. Preliminary evidence

indicates that the slower waveforms causing this distribution are due to detection

events caused by background light. Here I make the distinction between background

counts and dark counts. Dark counts are detection signals that are not created by

photon absorption, but rather a false detection event due to a misfire in the detector.

The dark count rate in SNSPDs is practically zero. Background counts are detection

signals created by stray photons that get absorbed by the detector. Historically, for

these detectors the two terms are used interchangeably.

We estimate that the distribution on the left side of the n “ 1 peak is due to

background counts or dark counts because the height and width of this distribution

does not change with the photon number setting. However, the relative height of

the left-side counts compared to the n “ 1 counts changes as a function of detector

bias current. The change in the relative number of counts as a function of bias

current supports the notion that the counts in the unknown distribution are due

to background or dark counts when looking at the comparison of the signal count

rate and dark count rate in Fig. 5.5a. The signal count rate is recorded with the

laser turned on and the dark count rate is recorded with the laser turned off where

detection events with the laser off are due to background/dark counts.

Additionally, ten-thousand raw waveforms are collected at a detector bias current

of 12.8µA (0.95Isw) with the laser turned ‘on’ and ‘off.’ The waveforms are differen-

tiated numerically and the peak height of the differentiated waveform is recorded. A

histogram of peak heights from the differentiated waveforms for laser ‘on’ (with mean

photon number per pulse µ ą 0.1) and background counts are shown in Fig. 5.5b.
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Figure 5.5: The effect of dark counts on the distribution of differentiated waveform
peak heights. (a) Count rate comparison between the count rate collected when the
modulated laser source is switched ‘on’ and when the source is switched ‘off.’ (b)
Differentiated peak height distribution for a mean photon number µ ą 0.1 and detec-
tor bias current of 12.8µA (0.95Isw). The distribution is produced by differentiating
raw waveforms numerically and creating a histogram of maximum differentiated val-
ues. Dotted lines indicate the maximum of the largest distribution for signal and
background counts.

The resolution of the histogram in Fig. 5.5b is not as good as the histogram in

Fig. 5.4 possibly due to the collection method or the factor of 103 fewer counts.

However, the asymmetry of the n “ 1 distribution is still noticeable with a skew

toward smaller differentiated peak values. The differentiated peak height histogram

of the dark counts clearly shows a large number of waveforms that skew to the left

of the center of the signal distribution, indicated by the dotted lines in the figure

showing the maximum counts for each curve.

The reason for the change in the waveform rise-time due to dark counts/background

counts, if this is indeed the explanation for this distribution, is not completely un-

derstood. We hypothesize that the change could be due to some energy dependence

of the hotspot due to very long-wave radiation, or intrinsic dark counts within the
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device that could operate at slightly different time-scales. However, the universal

model for the SNSPD turn-on by Nicolich et al. (2018) does not account for any

dependence upon the energy of the detected photon or a dark count mechanism.

5.3 Conclusion

In this chapter I describe a new mode of operation for conventional single-pixel

SNSPDs. Typically, SNSPDs lack photon-number resolving capabilities though many

groups have devised was to circumvent this shortcoming by using various multiplex-

ing schemes. The work I present here demonstrates the ability for conventional

SNSPDs to resolve multiple detected photons without applying advanced multiplex-

ing schemes such as large detector arrays. We experimentally demonstrate photon

number detection up to 4-photons where the photon-number is encoded in the rise-

time of the electrical waveform generated by the detector. Additionally, our exper-

iment agrees well with the predictions of a universal model for turn-on dynamics of

SNSPDs. Finally, our multi-photon detection systems demonstrates high-resolution

between n “ 1 and n ą 1 photons with a BER of 4.2ˆ 10´4.

Future experiments include the development of future detector designs that en-

hance the resolving power for multi-photon events. The resolution can possibly be

enhanced by an optimized detector design and high-bandwidth, lower-noise read-out

circuits. Additionally, further investigation must be done to characterize the role

that background/dark counts play in the profile of the detection waveform, which

may open up new physics in the study of detector and thin film superconducting

dynamics.
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6

Free-Space Communication

The time-phase QKD protocol discussed in Chapter 2 is well suited for a free-space

implementation since temporal states (with bin widths on the order of a few hun-

dred pico-seconds, such as the ones discussed for our system) are robust against

errors caused by dispersion from the atmosphere (Kral et al., 2005). However, a

careful analysis is necessary when designing systems for free-space optical commu-

nication. A complete system design for a time-phase QKD protocol must include:

wavelength choice, transmitting and collection optics, spectral filtering, and measure-

ment infrastructure including time-delay interferometers and single-photon detectors.

The most important consequence of establishing a free-space communications link

is the resulting spatial mode of the beam at the receiver due to atmospheric turbu-

lence. Unlike the single-mode, fiber-based demonstration discussed in Chapter 4, a

free-space communication will inherently be a multi-mode system. Therefore, the

receiver infrastructure, and most importantly the time-delay interferometer needed

to make phase-basis measurements, must also support many spatial modes.

Several groups have demonstrated classical and quantum interference with multi-

mode time-delay interferometers that employ different approaches to enable maxi-
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mum visibility. High order spatial modes have differing k-vectors and therefore will

have different propagation lengths through the system, potentially degrading the to-

tal interference of the beam. A technique to reduce the mode-dependent path length

uses a 4 -f - imaging system in each arm to relay the mode during propagation and

therefore remove the k-vector dependence (Agne et al., 2016; Zeitler et al., 2016),

demonstrating fringe visibility as high as 93%.

Another promising design for multi-mode interference is a field-widened Michelson-

type interferometer without relay optics. One such design has been demonstrated

to have a high fringe visibility (90% reported) and high entanglement visibility (Jin

et al., 2018). In this chapter I discuss the design, construction, and characterization

of a multi-mode time-delay interferometer utilizing a field-widened design without

relay optics. Also, I address the characteristics of the communication link, includ-

ing the transmitter telescope, receiver telescope, free-space propagation length, and

atmospheric turbulence which influence the design and performance of the interfer-

ometer.

6.1 Atmospheric Effects

Free-space optical communication links are strongly affected by atmospheric condi-

tions such as turbulence, molecular absorptions lines, and scattering due to partic-

ulates (Pollock et al., 1993). Molecules and particles cause absorption or scattering

of photons out of the beam which results in increased channel loss. Turbulence dis-

torts the spatial profile of the transmitted beam resulting in a multi-mode field at

the receiver. Despite the high degree of difficulty of free-space experiments, several

groups have recently demonstrated free-space quantum communication protocols in-

cluding terrestrial links (Bourgoin et al., 2015; Ursin et al., 2007) and ground-satellite

links (Ren et al., 2017; Liao et al., 2017).
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6.1.1 Scattering and Absorption

The channel loss due to absorption and scattering is minimized with a proper oper-

ating wavelength choice. Typically, light with shorter wavelengths such as those in

the visible have larger attenuation due to Rayleigh and Mie scattering, but longer

wavelengths overlap more with the 300 K blackbody radiation spectrum which can

make background spectral filtering more challenging. Near-infrared (NIR) wave-

lengths („ 0.75 ´ 3µm) are ideal because they have reduced scattering loss while

having minimal overlap with 300 K radiation. Historically, wavelengths ď 1µm were

chosen because of the availability of single-photon detectors (due to the large band-

gap of silicon, the semiconductor often used for SPADs and other photodiodes, these

detectors are invisible to wavelengths ą 1.1µm). The recent development of high ef-

ficiency SNSPDs in the NIR has allowed a wider range of wavelengths to be explored

for communication protocols utilizing single photons.

High resolution atmospheric transmission (HiTRAN) simulations are useful in

determining the structure of absorption spectra due to molecules in the atmosphere.

The most abundant molecules that affect visible and NIR transmission are carbon

dioxide and water. Transmittance simulations including Mie scattering and molecular

absorption are shown in Fig. 6.1. A 70 GHz transmission window close to 1.55µm is

apparent in the high resolution simulation shown in Fig. 6.1b. The transmission win-

dow is compatible with operating wavelength of the single-mode system and therefore

we can use most of the same transmitter infrastructure as in our single-mode demon-

stration. Additionally, a 70 GHz window is able to support multiple wavelength

(frequency) channels using wavelength division multiplexing (WDM) schemes that

are common for communications in the telecommunications band. The atmospheric

transmission window can support two channels in a dense WDM scheme with 50 GHz

channel spacing, or up to five channels in an ultra-dense WDM scheme with 12.5 GHz
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Figure 6.1: HiTRAN simulation of a 30 km tropical path including losses from Mie
scattering and molecular absorption. (a) Transmittance of 0.5 ´ 5µm wavelength
range. (b) Simulation of wavlengths close to 1.55µm showing a 70 GHz transmission
window.

6.1.2 Turbulence

Turbulence effects are a priority when considering the system design. Spatial varia-

tions in temperature and air density result in a refractive index structure that varies

across the profile of the beam. Small differences in the refractive index cause refrac-

tion, leading to interference and mode-mixing. The strength of turbulence is often

described by a single parameter C2
n, a number that quantifies the refractive index

structure in the atmosphere (Tatarski, 1971; Wesely, 1976). A proper characteriza-

tion of atmospheric turbulence and the effect it has on the optical beam is necessary

to design an optimized interferometer.

Propagation of light through turbulent atmosphere is typically approximated in

the lab using spatial light modulators (SLM) programmed with a random phase
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pattern (Hill et al., 2016). The beam is reflected off the SLM where the spatially

random phase is imprinted on the beam, followed by a free-space propagation. The

beam is often reflected off the SLM several times before being analyzed. Simula-

tions of turbulent propagation are performed in a similar way. The free-space link

is discretized in to alternating sections of vacuum propagation and an interaction

with a two-dimensional randomized phase screen (Chesnokov et al., 1995). This

method allows turbulence to easily be simulated using computer software such as

MATLAB (Schmidt, 2010).

I perform propagation simulations for three turbulence values, four link distances,

and three transmitter apertures. Each setting in this array is simulated 20 times

to analyze the average behavior such as beam size and receiver loss. Ten phase

screens are evenly spaced across the link distance between the source plane and the

observation plane. The phase screens and observation plane each have a resolution

of 1 mm and a 2 m diameter. The beam size is computed by averaging the intensity

from the repeated simulations and calculating the 1{e2 radius at each link distance.

Then, the size as a function of distance are fitted with a third-order polynomial

which is used to compute the beam’s divergence angle by calculating the derivative

of the fitted function. The beam size and divergence angle are important because of

the requirement to conserve etendue. The conservation of etendue implies that the

product of the beam size and divergence angle must be conserved or increase, but

cannot decrease. Therefore, the etendue of the beam at the receiver will determine

the coupling efficiency from the receiver optics to the interferometer.

Beam analysis from the turbulence simulations are shown in Fig. 6.2. My anal-

ysis indicates the beam size and divergence angle after free-space propagation are

compatible with multi-mode fiber coupling. For example, the geometric loss due to

aperture clipping and etendue for a 50µm core fiber with a numerical aperture (NA)

of 0.12 are shown in Fig. 6.2b. A fiber coupled interferometer greatly simplifies the
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Figure 6.2: Results of the turbulent simulation analysis. (a) Beam size (radius)
as a function of propagation distance for a 20 cm diameter transmitter and three C2

n
values. Each data point is the average of 20 simulations and a single mode beam
profile is shown in black for comparison. The points in the C2

n “ 10´14 data that
stray from the fitted line are simulation artifacts due to clipping by the phase screen
aperture. (b) Geometric coupling loss computed for a 20 cm diameter transmitter,
C2
n “ 10´15, three different collection aperture diameters ,and a 50µm core fiber with

a 0.12 NA. Loss is computed by aperturing the beam and satisfying conservation of
etendue.

receiver design and reduces variations in the characteristics of the input beam, such

as beam size, divergence angle, and beam pointing, that is potentially difficult to

de-couple from the receiving telescope.

6.2 Multi-Mode Delay Interferometer Design

The multi-mode interferometer design closely follows a Michelson-type that was de-

veloped in the 1980’s to measure wind speed and temperature in the upper atmo-

sphere (Shepherd et al., 1985; Gault et al., 1985). A simplified interferometer layout

is shown in Fig. 6.3.

A ray incident from the left at an angle θ is split at a non-polarizing beamsplitter
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Figure 6.3: Simplified schematic of a Michelson-type interferometer. This setup
includes a small air gap at the end of the long arm (d2).

where the beam is directed in to one of two pathways. Relative to each other, one

path has a short propagation length and the other has a long propagation length.

The short arm is made of material with index n1 and thickness d1 and the long arm

is made of material with index n2 and thickness d2. There is also an air gap of

thickness d3 between the end of the long arm material and the reflector. The two

beams are reflected at the end of each arm and recombine at the beamsplitter.

The path length difference ∆ as a function of incident angle θ is given by (Shep-

herd et al., 1985),

∆ “ 2rn3d3p1´ sin2 θ{n2
3q

1{2
` n2d2p1´ sin2 θ{n2

2q
1{2

´n1d1p1´ sin2 θ{n2
1q

1{2
s.

(6.1)

Typically, a Michelson interferometer is designed for the input ray to enter at normal

incidence and angular bandwidth is analyzed for small deviations from normal. In

the design I present here, the input ray must enter at a finite angle θ0. A finite
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input angle is needed to spatially separate each output beam from the input beam,

since access to both outputs are required for the QKD protocol. Unlike the analysis

performed in Shepherd et al. (1985) where Eq. 6.1 is expanded about a normal

incident angle, I expand Eq. 6.1 about a finite input angle θ0, and the first three

terms are shown in Eq. 6.2.,

∆ “ 2 pd3β3 ` d2β2 ´ d1β1q ´ 2Φpsin θ ´ Φq

ˆ

d3
β3
`
d2
β2
´
d1
β1

˙

´psin θ ´ Φq2

˜

n2
3d3
β3
3

`
n2
2d2
β3
2

´
n2
1d1
β3
1

¸ (6.2)

where the input angle Φ “ sin θ0 and the effective index of refraction β2
i “ n2

i ´ Φ2.

The goal of my analysis is to satisfy three conditions that are derived from Eq. 6.2.

A full derivation of the mathematical results presented can be found in appendix A.

6.2.1 Design Requirements

The interferometer is designed to achieve the following; (1) the optical path-length

difference (OPD) be equal to 200 ps (5 GHz free spectral range), (2) satisfy the field-

widened condition (discussed more below) for a large angular bandwidth, and (3)

the interferometer be thermally compensated. A successful design will feature high

visibility (ideallyą 95%), long-term temperature stability over a modest temperature

range (˘0.2˝C), and have phase-tuning ability over a complete interference fringe.

The OPD of the central ray is calculated by setting sin θ “ Φ, leaving only the

first term of Eq. 6.2. The path difference ∆ is in units of length, and therefore must

be converted to a time delay ∆t by dividing by the vacuum speed of light c, shown

in Eq. 6.3.

∆t{2 “ pd3β3 ` d2β2 ´ d1β1q{c (6.3)
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A wide angular bandwidth is necessary for a multi-mode interferometer design be-

cause a multi-mode beam has a range of k-vectors and each will take a slightly

different path through the interferometer. To achieve high visibility the change in

OPD as a function of input angle must be minimized. Field-widening is achieved by

proper material and geometry choices that make the second term in Eq. 6.2 vanish.

The field-widening conditions is

d3
β3
`
d2
β2
´
d1
β1
“ 0. (6.4)

The result of satisfying Eq. 6.4 is that the OPD in Eq. 6.2 becomes first-order insen-

sitive to deviations from the central input angle.

Lastly, thermal compensation provides long-term stability in an imperfectly con-

trolled environment. Temperature fluctuations cause OPD changes due to expansion

and contractions of the physical length of each material, as well as temperature de-

pendent changes in the index of refraction. A proper material and length choice

in each arm make the OPD shift in each arm equal and therefore offsetting. The

thermal drift is characterized by taking the partial derivative of Eq. 6.2 with respect

to temperature T , as

B∆

BT
“ 2d2

«

β2α2 `
n2

β2

ˆ

Bn2

BT

˙

ff

´ 2d1

«

β1α1 `
n1

β1

ˆ

Bn1

BT

˙

ff

. (6.5)

where αi “ p1{diqpBdi{BT q is the coefficient of thermal expansion (CTE). This anal-

ysis assumes that the index and length change of the air gap with temperature is

negligible and therefore those terms vanish when taking the derivative (more de-

tails can be found in Appendix A). The interferometer is made a-thermal by setting

B∆{BT “ 0, putting a constraint on the path lengths d1 and d2, given by
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«

β1α1 `
n1

β1

ˆ

dn1

dT

˙

ff

d1 “

«

β2α2 `
n2

β2

ˆ

dn2

dT

˙

ff

d2. (6.6)

6.3 Performance Simulation

I conduct a survey of optical glass with the goal of identifying two glass types to

construct the interferometer. The basic guidelines I use for making the glass choices

are availability, a large difference in index of refraction between the two materials,

and small relative changes in refractive index and length with temperature. A large

difference in the index of refraction will enable smaller physical lengths to satisfy a

given time-delay.

The finalized design uses N-BK10 for the short arm and N-SF66 for the long

arm, both produced by Schott AG. N-BK10 has a CTE of α1 “ 5.8 ˆ 10´6 K´1,

index of refraction of n1 “ 1.4823, and Bn1{BT “ 1.4154 ˆ 10´6 K´1. N-SF66 has

a CTE of α1 “ 5.9 ˆ 10´6 K´1, index of refraction of n2 “ 1.8660, and Bn1{BT “

´1.5575ˆ 10´6 K´1. The index and change in index for each material are calculated

at λ “ 1550 nm using the Sellmeier equation and its derivative with respect to

temperature.

The lengths d1 and d2 are optimized for an input angle θ0 “ 3˝ and satisfy

the OPD, field-widened, and a-thermal conditions. However, when satisfying these

three conditions simultaneously the physical dimensions of the interferometer are

large (ą 50 mm). The consequence of large glass pathways are; (1) large glass path

lengths increase the amount of the thermal mass to be stabilized and can increase

the settling time for phase tuning, (2) as the path length increases so does the clear

aperture required for a beam input at a fixed input angle, and (3) longer path-lengths

will be more sensitive to overlap misalignment at the beamsplitter. Misalignment is

especially sensitive for multi-mode interference because the spatial frequency of the
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mode can easily be on the order of the alignment tolerance, whereas in single-mode

interference the mode size is large compared to the alignment tolerance and therefore

is less sensitive to misalignment.

The goal of my design is to minimize the physical dimensions of the glass beam

paths. Minimizing the glass length will allow for a more robust and manufacturable

setup. To meet this goal, I relax the thermal requirements of the design and instead

satisfy the a-thermal condition approximately, leaving only the OPD and wide-angle

conditions to satisfy exactly. I find a unique solution that satisfies Eq. 6.3 and

Eq. 6.4 by eliminating the air gap d3. The OPD of the central ray and field-widened

condition for an interferometer without an air gap d3 are shown in Eq. 6.7 and Eq. 6.8

respectively. The a-thermal condition remains unchanged when removing the air gap.

∆t “ 2pd2β2 ´ d1β1q{c. (6.7)

d2
β2
´
d1
β1
“ 0. (6.8)

The absence of an air gap leaves two equations and two free parameters d1 and d2.

The path lengths that satisfy Eq. 6.7 and Eq. 6.8 are d1 “ 34.5 mm and d2 “ 43.5 mm.

At an input angle of θ0 “ 3˝ and a beam diameter „ 2 mm (discussed in more detail

below), the clear aperture required is „ 10 mm. A clear aperture of this size allows

me to decrease the square cross-section of the glass rods to 12.7 mm ˆ 12.7 mm (as

opposed to 25.4 mmˆ 25.4 mm). Additionally, a 10 mm clear aperture is ă 80 % of a

12.7 mm surface and therefore the surface can easily be polished with standard glass

processing capabilities.

The angular bandwidth of the interferometer is characterized by plotting the

OPD in Eq. 6.2 for a range of input angles θ around the central ray Φ “ sinp3˝q.

Recall that satisfying the field-widened constraint given in Eq. 6.8 implies that the

75



-1 -0.5 0 0.5 1
Offset from Central Ray (deg.)

0

0.5

1

1.5

2

O
PD

 (
)

10-3

Figure 6.4: Angular bandwidth about the central ray of the multi-mode interfer-
ometer.

first term in the angular dependence of the OPD proportional to sin2 θ.

I evaluate the thermal stability of this setup by calculating Eq. 6.5 for small

temperature changes ∆T , shown in Fig. 6.5a. The simulation shows that thermal

drift ď λ{50 is achievable for modest temperature fluctuations of ˘0.1 ˝C. The phase

of the interference is also adjusted with thermal control by adjusting the temperature

of one glass path to ˘1 ˝C. Temperature control over this range will result in a change

in the OPD from ´λ{2 to λ{2, allowing for a phase tuning range of φ “ p0, 2πq, shown

in Fig. 6.5b. Thermal tuning is preferred over mechanical tuning because mechanical

tuning techniques such as piezo-driven mirrors can be expensive, require extra control

systems, and have large thermal drifting.

6.3.1 Optical Design Modeling and Simulated Performance

In addition to mathematical analysis I utilize optical modeling software Zemax Op-

ticStudio to aide in the system design. Ray tracing modeling provided by Zemax
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Figure 6.5: Simulated thermal performance of the multi-mode interferometer. (a)
Thermal stability for small temperature drifts of the complete system. (b) Interfer-
ence phase tuning via control over the temperature of the short arm d1.

includes the refraction of the glass at each interferface and is useful in calculating

the entry and exit points of the beam for the layout of the input and output optics.

In addition, Zemax is used to model beam properties, such as size, and deleterious

effects, such as aberrations and clipping, as it propagates through each arm.

A ray tracing diagram for the long arm d2 is shown in Fig. 6.6a. The beam

path in the diagram is comprised of an unfolded mirror image to account for forward

and reflected propagation. The input and output fiber coupling lens is a fixed-focus

aspheric lens collimator package (f “ 8 mm, Thorlabs F240-1550). The output beam
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diameter from the 8 mm collimator and a 50µm core, 0.12 NA fiber is 2 mm. Spot

diagrams at the image plane from point sources at the fiber facet indicate that

aberrations are minimal and the resulting spot sizes are well within the Airy disc,

indicating diffraction-limited performance. The aberrations through the system are

minimal since the beam mostly undergoes small angle refraction and remains close

to the optical axis of imaging optics. The great imaging performance of the system

allows for a high efficiency output coupling in to the fiber, simulated to be „ 90 %.

Additionally, Fig. 6.6(d-e) show the results of physical beam propagation (single-

mode Gaussian waist w0 “ 1 mm at output of the collimating lens) through the

d2 arm of the interferometer. The resulting beam profile (viewed in logarithmic

scaling) follows a smooth Gaussian function, indicating that there are no clipping

effects which would result in distorted wavefront.

6.4 Construction

Construction of the interferometer is carried out with the N-BK10 and N-SF66 glass

rods measuring 12.7 mm ˆ 12.7 mm ˆ 34.5 mm and 12.7 mm ˆ 12.7 mm ˆ 43.5 mm

respectively, where the long dimension is the optical direction. The end faces are

optically polished and coated with an anti-reflective dielectric coating that is opti-

mized for 1550 nm. The glass rods are mounted to a substrate of Kovar nickel alloy.

The CTE of Kovar is αKovar “ 5.86 ˆ 10´6 K´1 and is closely matched to the glass

in our design. A good match between the glass and substrate, rather than using

an ultra-low expansion (ULE) substrate with a much smaller CTE, is advantageous

because close match in the CTE between the glass and substrate will minimize the

stress on the glass during temperature changes which can cause birefringence and

refraction.

A computer-aided design (CAD) model of the complete interferometer system

with input and output fiber coupling and beam steering optics is shown in Fig. 6.7.
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Figure 6.6: Zemax simulation results of the long arm beam path. (a) Ray tracing
through an unfolded d2 beam path shown with f “ 8 mm aspheric collimating lenses
for collimating and fiber coupling. (b) Point sources with 0.12 NA at x “ 0 and
x “ ˘25µm to model the system impulse response from the center and extremes of
a 50µm core fiber. (c) Spot diagrams for the x “ 0 and x “ ´25µm point source.
For reference, the Airy radius for these spot diagrams is 7.8µm. (d) The y “ 0
slice and (e) Spatial irradiance distribution of a single-mode Gaussian beam after
propagating through the system to the surface of the collection lens.

The input fiber is collimated with a collimating package (f “ 8 mm asphere, discussed

above) that is mounted in a custom-machined mount made of stainless steel. Beam

79



138mm

152mm

Input Beam

Output Beams

Short Arm

Long Arm Fiber Collimator

Kinematic 
Mirror Mount

Fixed Mirror 
Mount50/50 BS

Alignment 
Positions

Alignment RidgesThermal Isolation 
Cutout

a) b)

c) d) Sensor Mount

Figure 6.7: CAD schematic of the interferometer with input and output beam
steering and coupling optics. Overhead CAD view (a) and perspective view (b) of the
interferometer layout. (c) Photograph of the assembled interferometer. The heater
tape is shown on the short arm glass and several temperature sensors are placed at
various positions on the contact plate. (d) Detailed view of the beamsplitter and
glass rod alignment features as well as the substrate cutout for thermal isolation of
the short arm glass.

steering (for both input and output beams) is achieved by a combination of kinematic

(POLARIS-K05C4, Thorlabs) and fixed (POLARIS-C05G, Thorlabs) mirror mounts
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using ULE mirror substrates (BB0511-E04, Thorlabs). Optical elements are placed

with precision dowel pin alignment holes that are machined in to the Kovar plate via

computer numerical control (CNC) milling. Matching dowel holes are in each of the

mirror mounts as well as the custom collimator mount. The optical plane is defined

by the center of the collimating lenses and the center of the mirrors, both of which

are 12.7 mm from the surface of the kovar plate. The non-polarizing beamsplitter

(Newport 05BC16NP.11) and glass rods are mounted on a platform in order to bring

the center of these pieces up to the optical plane. The beamsplitter and glass rods

are aligned on the substrate via 1 mm-height, 1 mm-width raised ridges.

There are two important differences between the schematic and the simulated

system discussed earlier. The assembled system has 1 mm gaps between the beam-

splitter and glass rods, and 1 mm gaps between the end of each glass rod and the

reflecting mirror. The layout discussed in Sec. 6.2, which has no gaps between the

beamsplitter and glass rods, would require an optical bond between the surface of

the beamsplitter and the face of the glass rod. Optical bonding is a difficult process

that can potentially have low yield, and therefore an alternate approach is advanta-

geous to reduce the complexity and increase the production quality of the assembly.

Spacer gaps between the two surfaces allow each face to be anti-reflective (AR)

coated (reducing loss at the beamsplitter/glass rod interface) and greatly simpli-

fies the assembly process. Symmetric gaps between the beamsplitter and glass rods

do not contribute to the OPD and expansion/contraction of the substrate due to

temperature changes will also be symmetric across each spacer gap.

Similarly, 1 mm air gaps have been inserted between the end of the glass rods and

mirrors. Small misalignments due to polishing and machining tolerances can degrade

the quality of beam overlap at the beamsplitter. To mitigate misalignment due to

processing tolerances a kinematic mirror is used in long arm reflector with a 1 mm

air gap. However, an air gap will change the OPD slightly and, more importantly,
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degrade the thermal compensation and angular bandwidth. Adding an equal 1 mm

air gap to the reflector of the short arm glass rod cancels the OPD shift and preserves

the good thermal and wide-angle properties because, as stated above for the spacer

gaps, the gaps are equal and therefore thermal expansion will be matched in each

arm. The additional air gaps due to the spacers and mirror gaps therefore do not

invalidate the mathematical analysis from Sec. 6.2.

The beam entry and exit points at the beamsplitter surface are simulated with

Zemax and are used in the CAD model for layout and positioning. A single kine-

matic mirror directs the beam from the collimator input to the beamsplitter. This

input kinematic mount enables fine adjustments of the AOI at the input of the in-

terferometer. One arm of the interferometer has an adjustable mirror to compensate

for small misalignments due to imperfect machining and polishing. The other arm

has a fixed mirror. The output beams are directed to fiber couplers with at least two

kinematic mirror mounts. Four degrees of freedom are needed to control the beam

position and angle as it enters the coupler, and therefore two kinematic mounts are

required.

6.5 Measurement Results and Discussion

The performance of the interferometer is verified using optical beams with single-

mode (SM) and multi-mode (MM) intensity profiles. Atmospheric turbulence is

emulated by mode mixing in a multi-mode fiber (Ursin et al., 2007; Jin et al., 2018).

The experimental setup, shown schematically in Fig. 6.8, consists of a continuous-

wave laser diode (Fitel F0L15DCWC) operating at 1550 nm with a laser controller

(Arroyo 6310 Combo Source) that controls the diode current and the temperature

of the package. The wavelength of the output for diodes of this type is a function

of the bias current and temperature. The controller has an analog voltage input for

manual adjustment of the current supplied to the laser diode. A controllable voltage
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source is used as the scan voltage input for diode current sweeps. The light from

the laser is directed to the interferometer via a single or multi-mode optical fiber.

Adhesive heater tape (Omega KHLVA-101/5-P) is attached to the short arm glass

to provide phase tuning control of the interference. The output of the interferometer

is coupled in to an optical fiber where the output power is measured with an optical

power meter (Newport Optical Power Meter 1803C with Model 818-IG sensor head),

or the intensity profile of the beam can be viewed with a beam profiling camera

(Ophir-Spricon SP907-1550).
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Figure 6.8: Schematic of the interferometer experimental setup.

In a field deployment the interferometer’s temperature is meant to be passively

controlled by modest isolation from fluctuations in the surrounding lab environ-

ment. For the purposes of thermal characterization (discussed below) the experi-

mental setup includes precise temperature control with thermo-electric cooling el-

ements (TEC, Laird 64975-502) and a TEC controller (Thorlabs TED200C) with

proportional-integral-derivative (PID) feedback control. Three TEC elements are
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placed between the bottom of the interferometer base plate and a large thermal

bath, which is the optical table in this case. The temperature of the base plate

is sensed via high-accuracy thermistors (Vishay NTCALUG02A103F161) placed at

various locations on the plate. The thermistor near the center of the plate is used

for the TEC feedback control. The analog output from the TEC controller is digi-

tized with an analog-to-digital converter (ADC, National Instruments NI-9239) and

recorded. A representative example of the settling time and temperature stability of

the interferometer is shown in Fig. 6.9.
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Figure 6.9: Temperature control of the interferometer bottom plate. (a) Settling
time of the plate temperature after a step change of 2 ˝C. The target temperature is
stable after „ 3 minutes. (b) Long-term temperature stability at a fixed set point.
The temperature is controlled with an accuracy of ˘0.0015 ˝C.

6.5.1 Interference Characterization

The phase of the interference fringe is scanned by heating one of glass arms as

discussed above and shown in Fig. 6.10. To maintain repeatability and execute

measurements on faster timescales than thermal settling allows, interference fringes
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Figure 6.10: Interference phase tuning with short arm temperature control. The
output from the interferometer is plotted as a function of the square of the voltage
supplied to the heater element on the short arm showing a tuning range over a full
interference fringe.

are recorded by scanning the input wavelength rather than scanning the phase of the

interferometer. The wavelength of the laser diode is adjusted with an analog voltage

input to the laser controller which controls the current supplied to the diode. As

the laser current is scanned the wavelength changes but so too does the total output

power. The output power as a function of the laser current is first calibrated by

measuring the power directly from the fiber. The power shift is then subtracted from

interference fringe measurements. The output of the the interferometer is measured

as a function of the input scan voltage value. As introduced in Chapter 2, the quality

of the interference is quantified by the visibility V , given by

V “ P` ´ P´
P` ` P´

, (6.9)

where P` is the maximum and P´ is the minimum value of the interference fringe.
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Figure 6.11: Interference fringes for SM and MM (50µm core fiber) input beams
as a function of the input voltage to scan the laser diode current. Each data point
(black) is the average of 10 measurements and error bars indicate the standard devi-
ation of those 10 measurements. Red lines show a fit to the data using the function
given by Eq. 6.10. (a) SM interference fringe. The visibility of the interference is
VSM “ 99.02 ˘ 0.01 %. The high order fringe structure in the constructive interfer-
ence section could be due to a slight misalignment in the overlap of the beam. (b)
Zoomed view of the SM fringe minimum. (c) MM interference fringe. The visibility
of the interference is VMM “ 98.38 ˘ 0.01 %. (d) Zoomed view of the MM fringe
minimum.
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The normalized power Pout,˘ measured at the `{´ port of the interferometer

when the phase of the interference is φ as a function of small changes of the wave-

length δλ ! ∆ is given by (Islam et al., 2017b)

Pout,˘
P0

“
a

2

“

1¯ sin pkδλ` φq
‰

` b, (6.10)

where P0 is the input optical power, a P t0, 1u is the insertion loss of the interferom-

eter, b accounts for imperfect destructive interference in the minimum of the fringe,

and k “ 2π{λ is the wavenumber of the light. The output power is recorded as a

function of the laser diode scan voltage which serves as the phase adjustment of the

fringe. The fringe measurement is fit with a curve given by Eq. 6.10 where a, b, and

φ are free parameters. The visibility of the normalized fringe is extracted from this

fit where

V “ a

a` 2b
(6.11)

The interference measurement results from a single-mode input fiber (Corning

SMF-28-Ultra) and multi-mode input fiber (50µm core, Coastal Connections M-

FUFU-50sL) are shown in Fig. 6.11. The interferometer demonstrates single-mode

interference visibility VSM “ 99.02 % and multi-mode interference visibility VMM “

98.38 % extracted from the fitted functions. The single-mode results are close to

those reported by high-performing commercial interferometers such as those used in

the QKD demonstration (Islam et al., 2017b). Additionally, the multi-mode results

presented here are several percent higher than those recently reported for multi-mode

interference in other groups (Zeitler et al., 2016; Jin et al., 2018).
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6.5.2 Spatial Mode Performance

A robust multi-mode interferometer is required to maintain high visibility indepen-

dent of the input spatial mode structure. The multi-mode results presented above

were optimized and performed on a single profile. To characterize the multi-mode

performance of the interferometer I characterize the visibility of the interference

fringe for different spatial profiles. The interference is optimized for the first spatial

profile and measured for subsequent profiles where the difference between the two

spatial modes is quantified by the two dimensional Pearson correlation coefficient.

The correlation coefficient R between two matrices (measured intensity as a function

of the spatial position, in this case) at time t1 and t2 is defined as

R “

řNx

i“1

řNy

j“1

“

Iij pt1q ´ µ pt1q
‰ “

Iij pt2q ´ µ pt2q
‰

σpt1qσpt2q
, (6.12)

where Iijptnq is the optical intensity collected at time tn (a frame), indexed by a

discrete array with positions pi, jq that are the pixels of the camera, µ ptnq is the

mean intensity, and σptnq is the standard deviation of the intensity distribution.

The value of R has a value between `1 and ´1, where `1 indicates perfect positive

correlation and ´1 indicates a perfect negative correlation and values close to 0

indicate no correlation.

Optical intensity profiles are collected by the beam profiling camera and the au-

tocorrelation is processed in MATLAB. The spatial mode of the beam is changed by

introducing a controlled bend in the optical fiber with a micrometer and positioning

stage. A schematic depicting the setup to induce changes in the mode is shown in

Fig. 6.12a. The fiber is anchored at three different points with the middle point on

the positioning stage. As the position of the stage is adjusted the fiber is bent at

two different points and changes in the bend cause the mode to change. Special care
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Figure 6.12: Spatial mode characterization from a 50µm and 105µm core fiber. (a)
Schematic showing the setup used to adjust the mode profile of the beam. The spatial
mode is changed by inducing bends in the fiber controlled by a positioning stage and
a micrometer. (b) Spatial mode examples for different micrometer settings (white
text) from a 50µm core fiber. (c) Spatial mode examples for different micrometer
settings (white text) from a 105µm core fiber.

is taken to ensure that all other points in the fiber are stationary. When the fiber

is kept secure apart from the micrometer adjustment, the specific spatial modes can

be reproduced depending on the position of the micrometer.
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Figure 6.13: Multi-mode interference as a function of the input spatial mode. Nor-
malized autocorrelation between the first frame and subsequent frames as a function
of the micrometer setting for (a) 50µm and (b) 105µm core fiber. Also plotted is
the visibility of the interference fringe over the same micrometer range for each fiber.

The beam profile is measured from the output of the fiber (with no collimation)

using the beam profiler. Examples of the intensity patterns from 50µm and 105µm

core (Thorlabs FG105LVA) fibers for different micrometer positions are shown in

Fig. 6.12b-c. Note that the experiment is carried out by first recording the mode

profiles with the beam profiler at each micrometer position, then performing the

interference measurements at each micrometer position. Between the beam profiler

measurements and the interference measurements the output of the fiber must be

moved from the beam profile to the interferometer input. The movement of the fiber

will unavoidably change the actual spatial mode that travels through the interfer-

ometer from those in the recorded images in Fig. 6.12b-c. However, the intensity

profile, and moreover the correlation between profiles at different micrometer posi-

tions recorded by the beam profiler are representative of the actual mode passing

through the interferometer. Therefore, the mode analysis using the beam profiler
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accurately represents the spatial mode at the input of the interferometer.

The correlation coefficient and interference visibility as a function of micrometer

position is shown in Fig. 6.13. The autocorrelation between the first measurement

and subsequent measurements decays to a value approaching 0 as the spatial mode

becomes more distinguishable. As the spatial mode is changed the interferometer

maintains excellent fringe visibility for each input fiber measured. The quality of the

interference using a 50µm core fiber has an average value Vavg “ 98.05˘0.01% and a

maximum value Vmax “ 98.38˘ 0.01%. Additionally, the quality of the interference

using a 105µm core fiber has an average value Vavg “ 97.55˘0.04% and a maximum

value Vmax “ 98.14 ˘ 0.02%. The results of these measurements indicate a high-

quality of interference that is robust for arbitrary input spatial modes.

6.5.3 Thermal Performance

The thermal performance of the interferometer is characterized by measuring the

visibility of the interference fringe and the path length shift as a function of tem-

perature. The temperature of the bottom plate is controlled by the TEC controller

which supplies current to the TEC elements in contact with the bottom plate of

the interferometer. Once the temperature is changed the system is allowed to come

to thermal equilibrium after a period of „ 30 minutes. As thermal equilibrium is

reached the path length will drift as a function of time, causing a change in the out-

put power. Therefore, the output of the interferometer is monitored as equilibrium is

reached. Once the output power has stabilized it is determined that the interferom-

eter has come to thermal equilibrium. Ideally, the phase of the interference should

set such that it lies on the point of the steepest slope during the settling time in

order to have the maximum sensitivity in the output power. A high sensitivity helps

determine if the interferometer has come into thermal equilibrium. The equilibrium

settling determination is done manually, though there is opportunity for automation.
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An example of the equilibrium time for a step change in temperature is shown in

Fig. 6.14.
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Figure 6.14: Example measurement of the output power from the interferometer
while the system reaches thermal equilibrium. This particular set of data shows a
temperature change from 21.0 ˝C to 21.5 ˝C

Once the system has come to thermal equilibrium a full interference fringe is

scanned in the same manner as discussed above and fitted with the function given

by Eq. 6.10. A fringe is recorded at each temperature setting and plotted as a

function of the scanning voltage applied to the diode controller. The results of the

curve fitting are shown in Fig. 6.15. Path length drift brought on by the temperature

change causes the fringe to move horizontally. When operating at a set value of φ

(shown by the ‘X’ on the yellow curve in the figure) a horizontal shift of the fringe will

manifest in a change in the power measured at the output port of the interferometer.

The change in output power describes change in path length.

The path length change and visibility are measured for a temperature range of

˘1.0 ˝C centered at 22.0 ˝C. The results of the measurements are shown in Fig. 6.15.
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Figure 6.15: Multi-mode interference as a function of temperature for temperature
values of 21.0, 21.5, 21.9, 22.0, 22.5, and 23.0 ˝C. The 22.1 ˝C data point is excluded
because of a malfunction in the data acquisition. (a) Fitted functions to the measured
interference fringe at each temperature setting. The temperature settings for the
curves moving from left to right are 21.0, 21.5, 21.9, 22.0, 22.5, and 23.0 ˝C. The phase
of the interference at 22.0 ˝C is set at data point marked with an ‘X.’ The path
length shift is calculated using points where the fringe intersects the dotted line.
(b) Experimentally measured (black) and theoretically predicted (red) path length
change as a function of temperature. (c) Interference visibility as a function of
temperature.
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A high fringe visibility of „ 98 % is maintained across the entire temperature range.

The experimentally determined path-length shift as a function of temperature is

130 nm/ ˝C. This value matches well with the theoretically predicted performance.

Therefore stability on the order of λ{50 can be achieved with moderate temperature

control in a lab environment on the order of 0.25 ˝C.

6.6 Conclusion and Future Measurements

In this chapter I have described the framework and necessary characterization to

construct a free-space optical link for quantum communication, and specifically in

the development of a robust multi-mode time-delay interferometer. Spatial mode

scrambling caused by atmospheric turbulence necessarily requires the design of a

communications receiver to support many spatial modes. Atmospheric simulations

performed via a method that uses discrete phase screens to emulate turbulence effects.

Using the results of the simulations I am able to characterize the beam properties,

namely the size and divergence of the beam, after free-space propagation. The results

of this analysis indicate that multi-mode fiber coupling at the receiver is possible

to achieve with geometric loss under the maximum threshold for our time-phase

QKD scheme. Fiber coupling from the free-space channels allows a more pragmatic

approach to the interferometer design that decouples the input of the interferometer

from the receiver optics.

I then detail the design methodology and performance simulations of a time-

delay interferometer with a 5 GHz free-spectral-range (200 ps time-delay). The in-

terferometer consists of a Michelson-type layout with glass beam paths in each

arm. A wide field-of-view and excellent thermal stability can be achieved with a

proper material and dimension choice while satisfying the target time-delay. Fi-

nally, I describe the construction and performance of the interferometer. The perfor-

mance results are highlighted by a maximum interference visibility for single-mode
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VSM “ 99.02˘ 0.01 % (comparable to commercial single-mode products) and multi-

mode VMM “ 98.38 ˘ 0.01 % (several percent higher than recent reports). Addi-

tionally, multi-mode visibility VMM « 98 % is maintained independent of spatial

mode profile for both 50µm and 105µm core fibers. Lastly, high-quality interference

is maintained over a modest temperature range of ˘1 ˝C. The path-length shift of

the interferometer is 130 nm/ ˝C, enabling excellent thermal stability with modest

temperature control.

Future experiments include performing the phase-state measurements with single-

mode and multi-mode optical beams. A multi-mode phase-state measurement would

require the use of a large area detector. SNSPDs with active areas of „ 50µm

have already been developed for other applications utilizing multi-mode fibers (Crain

et al., 2019). One concern regarding the phase-state measurement is the actual timing

delay of the interferometer. Due to unforeseen difficulties in the processing of the

glass rods the final lengths are short by „ 0.6 mm in the long arm, and „ 0.4 mm

in the short arm. For the data presented in this chapter I was able to compensate

for these mistakes by adjusting the position of the reflector in the long arm in order

to preserve the designed angular bandwidth and thermal stability, but this came at

the expense of the time delay. I estimate that the time delay after the compensation

is „ 198 ps, which is 2 ps shorter than the target value of 200 ps. The reduced time-

delay will result in an imperfect overlap of the two time-bins in the phase state which

are separated by 200 ps, and therefore degrade the visibility of this interference. The

extent of this degradation in visibility is yet to be investigated.
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7

Conclusion

Quantum engineering is an emerging industry that will have a profound impact on

future methods of computation and communication. A world-wide effort has been

underway for better than a decade to develop quantum enabled technologies includ-

ing quantum computers and quantum communication systems. The demonstration

of a fault-tolerant quantum computer will be a disruptive breakthrough with signif-

icant implications to technology, business, and most importantly to communication.

Current methods of encrypted communication based on public key encryption would

be rendered useless to a functioning quantum computer. Quantum key distribution

is an important practical application that enables provably secure distribution of

cryptographic keys over an insecure communication channel, even in the presence of

an eavesdropper with a quantum computer. The development of QKD systems that

operate near the current rate of communication are becoming increasingly important

to develop as the once far-off dream of a quantum computer is becoming a realistic

expectation.
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7.1 Thesis Summary

This thesis describes the development of key technologies that enable the develop-

ment of high-rate, free-space quantum communication systems. My contribution to

the field of quantum communication includes the optimization of a robust quantum

receiver that enables communication protocols such as time-phase QKD over a free-

space channel. Chapter 2 describes the details of the time-phase protocol that allows

for a high bit-rate communication in the presence of detector count-rate saturation.

The time-phase protocol is a high-dimensional encoding that enables a single-photon

to encode many bits of information. High-dimensional schemes are great candidates

for communication protocols operating at high rates and in the presence of loss and

detector saturation.

In Chapter 3 I discuss the necessary infrastructure required to operate high-

performing single-photon detectors, SNSPDs. The performance of SNSPDs is often

hindered by a sub-optimal electrical read-out scheme. In Chapter 4 I describe the

development of low-noise, low-power cryogenic amplifiers which greatly improve the

timing and count rate performance of SNSPDs. The results of the amplifier circuits

boast maximum counts rates exceeding 20 Mcps and timing-jitter as low as 35 ps. The

scalable cryogenic read-out circuit coupled with high-efficiency SNSPDs enabled a

record-setting secret key rate of 26.2 Mbit/s to be achieved in a proof-of-principle

time-phase QKD protocol.

Chapter 5 describes a new mode of operation for conventional single-pixel SNSPDs

where the traditional Geiger mode of detection is extended to multi-photon resolu-

tion. In this work I experimentally demonstrate that multi-photon detection in

conventional SNSPDs is possible where the number of detected photons is encoded

in the rise-time of the detection waveform. The results of this investigation are high-

lighted by multi-photon detection of up to four photons and an extremely low BER
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for discriminating detection events between n “ 1 and n ą 1. Additionally, our

experimental findings are supported by a universal model describing the dynamics

of SNSPD detection.

My final contribution to quantum communication system development is the ex-

tension of the fiber-based time-phase protocol to free-space communication links with

the development of a multi-mode time-delay interferometer. Atmospheric turbulence

causes spatial mode scrambling of the optical beam and therefore the receiver, and

most importantly the time-delay interferometers used in the phase-basis measure-

ment, must also support many spatial modes. In Chapter 6 I detail the design of

a field-widened, a-thermal interferometer with a free spectral range of 5 GHz (time-

delay of 200 ps). The results of the interferometer feature interference visibility for

single-mode beams of 99 % and multi-mode interference visibility ą 98 %. Addi-

tionally, multi-mode visibility VMM « 98 % is maintained independent of spatial

mode profile and over a modest temperature range of ˘1 ˝C. The path-length shift

of the interferometer is 130 nm/ ˝C, enabling excellent thermal stability with modest

temperature control.

7.2 Future Directions

Quantum communication systems have progressed at an incredible rate since the

first QKD demonstration in 1989. The future for schemes of this type depend upon

increasing the rate of communication and filling the need of specialized applications.

The communication rate continues to be bottled-necked by the slow recovery time

of single-photon detectors. Further development of high-speed detectors with novel

read-out circuits to reduce the detector recovery time is important for limiting the ef-

fect that detector saturation has on the communication rate. Additionally, increasing

the channel capacity using high-dimensional schemes can potentially be enhanced us-

ing a photon-number resolving detector. The number resolving power of single-pixel
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SNSPDs is very new and potentially has the opportunity for further optimization

in the detector design and read-out circuit to increase the number resolution and

extend the sensitivity to higher photon numbers. Number resolution could also con-

tribute to an increased channel capacity for quantum communication, or aide in the

security of QKD schemes using weak coherent states. Additionally, photon-number

resolving detectors are important tools for general quantum optics experiments such

as source characterization. Finally, the multi-mode interferometer has demonstrated

great performance but can still be improved. Currently the phase tuning relies on

thermal time-scales and is therefore very slow. Other schemes can be considered such

as stable mechanical tuning methods to enable faster fringe scanning. This can be

especially advantageous for protocols where the transmitter might be on a moving

platform and doppler effects must be compensated in the interferometer.
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Appendix A

Time-Delay Interferometer Derivations

This appendix details the mathematical derivations of the multi-mode interferometer

discussed in Chapter 6. The calculations shown below closely follow those by Shep-

herd et al. (1985) and Gault et al. (1985). In the referenced papers the authors

perform a Taylor expansion of the generalized optical path difference about normal

incidence. My calculations perform the expansion about a finite angle and carry out

the rest of the analysis in a similar manner as the referenced papers with deviations

in the analysis pointed out where applicable.

A.1 Constraint Derivations

The interferometer is constructed with a balanced beamsplitter cube where the two

outputs of the beam splitter are directed to two arms of a Michelson-type setup. A

short path is comprised of glass with length d1 and index of refraction n1, and a long

path with glass of length d2 and index of refraction n2. An optional air gap can be

added at the end of one or both glass beam paths before the reflecting surface. In

this analysis I will include an air gap of length d3 and material n3. The material n3
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will be vacuum but for now the equations are kept the most general form.

The OPD ∆ as a function of the input angle θ is given by,

∆{2 “ rn3d3p1´ sin2 θ{n2
3q

1{2
`n2d2p1´ sin2 θ{n2

2q
1{2
´n1d1p1´ sin2 θ{n2

1q
1{2
s (A.1)

Then, I perform an expansion of p1 ´ sin2 θ{n2
i q

1{2 about a fixed offset angle

Φ “ sin θ0. Defining the effective index of refraction β2
i “ n2

i ´ Φ2 the Taylor

expansion is written as,

p1´ sin2 θ{n2
i q

1{2
“

1

ni
βi ´

Φ

niβi
psin θ ´ Φq ´

n2
i

2niβ3
i

psin θ ´ Φq2 ` ¨ ¨ ¨ (A.2)

˘nidip1´ sin2 θ{n2
i q

1{2
“ ˘pdiβiq ¯

Φdi
βi
psin θ ´ Φq ¯

n2
i di

2β3
i

psin θ ´ Φq2 ` ¨ ¨ ¨ (A.3)

Inserting the expansion in Eq. A.1 and combining like terms in psin θ´Φq I am able

to arrive at the expression,

∆{2 “ pd3β3 ` d2β2 ´ d1β1q ´ Φpsin θ ´ Φq

ˆ

d3
β3
`
d2
β2
´
d1
β1

˙

´
psin θ ´ Φq2

2

˜

n2
3d3
β3
3

`
n2
2d2
β3
2

´
n2
1d1
β3
1

¸

` ¨ ¨ ¨

(A.4)

This equation is the analog to Eq. 23 in Shepherd et al. (1985). The optimization

of the interferometer begins with two constraints that are derived from this equation.

A.1.1 Optical Path Difference

The OPD at the central input angle of sin θ “ Φ is defined as,

∆{2 “ d3β3 ` d2β2 ´ d1β1. (A.5)
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where the delay is given in units of length. Dividing Eq. A.5 by the vacuum speed

of light c will give the OPD in units of time, as shown in the body of the main paper

in Eq. 6.3.

A.1.2 Field Widening

The OPD is made first-order insensitive to deviations of the input angle by choosing

material and path lengths to make the second term in Eq. A.4 vanish. This is the

field-widening condition and is given by,

d3
β3
`
d2
β2
´
d1
β1
“ 0. (A.6)

A.1.3 Thermal Compensation

The third condition to satisfy is passive thermal stability. The physical length and

index of each glass is affected by changes in temperature and will change the optical

path of each arm. A proper choice in material will make the change in each arm

equal and therefore not change the OPD. My analysis of the thermal drift differs

slightly from that by Shepherd et al. (1985), and I will describe those differences

below.

Thermal stability is analyzed by differentiating the OPD in Eq. A.5 (looking at

only the central ray where sin θ “ Φ) with respect to temperature.

B

BT

“

∆ “ 2 pd3β3 ` d2β2 ´ d1β1q
‰

, (A.7)

B∆

BT
“ 2

ˆ

β3
Bd3
BT

` d3
Bβ3
BT

` β2
Bd2
BT

` d2
Bβ2
BT

´ β1
Bd1
BT

´ d1
Bβ1
BT

˙

. (A.8)

Beam path #3 is air and therefore has negligible index changes with temperature.

However, temperature changes could change the path length dependent upon the
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mounting geometry of the reflecting mirror at the end of the arm. A mirror attached

to the glass rod via spacers made of ultra-low expansion (ULE) material will keep

the air gap thickness constant with temperature. A mirror that is mounted to a

substrate will move as the substrate expands or contracts, and thus will change the

air gap thickness. In my analysis, I treat the air gap thickness as constant to arrive

at the same result as Shepherd et al.

Differentiating Eq. A.4 with respect to temperature gives,

B∆

BT
“ 2

«

β2

ˆ

Bd2
BT

˙

`
d2n2

β2

ˆ

Bn2

BT

˙

´ β1

ˆ

Bd1
BT

˙

´
d1n1

β1

ˆ

Bn1

BT

˙

ff

, (A.9)

where Bβi{BT “ p1{βiqpBni{BT q.

Gathering terms in Eq. A.9 and realizing that αi “ 1{dipBdi{BT q is the coefficient

of thermal expansion (CTE) we re-write as,

B∆

BT
“ 2d2

«

β2α2 `
n2

β2

ˆ

Bn2

BT

˙

ff

´ 2d1

«

β1α1 `
n1

β1

ˆ

Bn1

BT

˙

ff

. (A.10)

Shepherd et al. carries the analysis further and inserts the field-widened condition in

to Eq. A.10 to arrive at an a-thermal condition that is independent of the glass path

lengths d1 and d2. However, I will keep the keep the path lengths in the equation

and arrive at the a-thermal condition by setting B∆{BT “ 0, arriving at,

d2

«

β2α2 `
n2

β2

ˆ

Bn2

BT

˙

ff

“ d1

«

β1α1 `
n1

β1

ˆ

Bn1

BT

˙

ff

. (A.11)

A.2 Optimization Procedure with Air Gap

This section details the procedure to find the path lengths d1, d2, and d3 that satisfy

the target OPD (Eq. A.5), field-widened condition (Eq. A.6), and a-thermal condition
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(Eq. A.11).

The procedure begins by combining the OPD (Eq. A.5) and field-widened (Eq. A.6)

equations to cancel air-gap thickness d3 to arrive at one equation with d2 in terms

of d1 and material parameters. Solving Eq. A.6 for d3 gives,

d3 “ β3

ˆ

d1
β1
´
d2
β2

˙

. (A.12)

Next, the expression for d3 is inserted in to the OPD,

∆{2 “ β2
3

ˆ

d1
β1
´
d2
β2

˙

` d2β2 ´ d1β1. (A.13)

Combining like terms and simplifying gives,

∆{2 “ d2β2

˜

1´
β2
3

β2
2

¸

´ d1β1

˜

1´
β2
3

β2
1

¸

. (A.14)

Finally, solving for d2 gives,

d2 “
∆{2` β1

´

1´
β2
3

β2
1

¯

d1

β2

´

1´
β2
3

β2
2

¯ . (A.15)

Equation A.15 provides one equation for d2 in terms of d1. Additionally, solving the

a-thermal condition Eq. A.11 for d2,

d2 “

»

—

–

β1α1 `
n1

β1

´

Bn1

BT

¯

β2α2 `
n2

β2

´

Bn2

BT

¯

fi

ffi

fl

d1, (A.16)

provides a second equation for d2 in terms of d1. Equations A.15 and A.16 gives

values for d1 and d2. The air gap thickness is found by substituting d1 and d2 in to

the OPD.
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A.3 Optimization Procedure without Air Gap

This section details the procedure to find the path lengths d1 and d2 where the

there is no air gap (d3 “ 0). In this situation the three constraints discussed above

cannot be satisfied simultaneously. Therefore, we satisfy the field-widened and OPD

constraints exactly, and approximately satisfy the a-thermal condition.

First, the field-widened condition is solved for d2, giving,

d2 “
β2
β1
d1. (A.17)

This equation is then inserted in to the OPD (with d3 “ 0),

∆

2
“ β2

ˆ

β2
β1

˙

d1 ´ β1d1. (A.18)

After simplification the value of d1 is given by,

d1 “

ˆ

∆

2

˙

β1
β2
2 ´ β

2
1

(A.19)

Lastly, the value of d2 is found by inserting the value of d1 in to either the OPD or

the field-widened equation.
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